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ABSTRACT

Safety cases are the development foundation for safégat
systems and are often quite complexunderstand dependiran

the sizeof the system and operational conditions. fideent advent

of security aspects complicates the issues further. This pape
describesan approachto analysing safety and securiip a
structured way and creating security-
provide justificationof safety taking into particular consideration
the impactof security. The paper includem overview of the

Michael.Paulitsch@thales

Robin Bloomfield
City University London
and Adelard LLP
London, UK
reb@adelard.com

Michael Paulitsch
Thales Austria GmbH
Vienna, AUSTRIA

group.com

(MILS) is used with partitioning and a separation ketoalontrol
information flow [9]. Buildingon the safety case approach and
taking into account security consideratiom& are interestedn
developng an integrated security and safety solution tbahbe

appliedto the avionics use case create a good and convincing

security-informed safety caséls a use case, a MILS-based

informed safety cases tha9ateway controlling information flow between aircraft security

domainsjs presented and analysed.
The papers structuredn the following way. The overall approach

structured assurance case concept, a security-informed safetyhatwe are developings describedn Section 2An overviewof

methodology and a layered approdohconstructing cases. The
approachis appliedto a Security Gateway th#& usedto control
data flow between security domaiimsa separation keah based
operating systenn avionics environmentWe show that a clear
and structured wayf presenting a safety case combining safety and
security alleviates understanding important interactions taking into
account the impact and, hence, increases safety.

General Terms
Design, Security, Theory.

Keywords
Security-informed safety case, MILS, security gateway, lagérs
assurance.

1. INTRODUCTION

Traditionally, safety and security have been treaedeparate

disciplines for high assurance Cyber-Physical Systems. This

positionis becoming untenabkesthereis a growing realization that

security and safety are closely interconnected especially with the

increasing openness systems. Both security and safegnbe
viewed as aspectsof dependabilityin the sense that eadb
concerned with mitigating the effea#a particular kinaf failure.
Both disciplines use similar techniqueddentify potential failure
modesor attack vectors and assess their impactthe overall
system. Thus, theris considerable overlap between safety and
security, andt is often importanto address them together.

A detailed safety analysis and the productiéra safety case are
now requiredby various standards automotive [1], railway [2],
nuclear [3] and other industrieis this papemve are focusingon
the avionics domain, but leverage the formatifysafety casesf
other domains. Aviation has been implementing systéms
following the safety standards [4] [5] and receriily using the
safety-driven design-approaabf Integrated Modular Avionics
(IMA) [6]. IMA relies on the concepbf partitioning between
applications. Similarly, avionic industry has recently issued
security standard [7] [8]n termsof the system design, the security-
driven design approaasf Multiple Independent Levedf Security

the case study and the applicatafrthe approach are discussed
Section 3. Conclusions and next steps are outlim&zction 4.

2. SECURITY-INFORMED SAFETY
CASE
2.1. General Concept

The approachve are developings basedon the useof structured
assurance cases for communicating and building confiderihe
safety and security propertie§the system.Structured assurance
cases are usead a wide rangef industrial domains. Our current
practiceis basen a concepof Claims, Arguments and Evidence
(CAE), whichcanberelatedto the approach developég Toulmin
[10]. CAE supports the descriptiomf how sophisticated
engineering arguments are actually made. The key elerénts
CAE are briefly describeith Section 6.1 and also [11].

Security considerations have a significant impaat various
aspectof safety justificationlt is necessaryo make claims about
security propertiesas well as safety propertiesto demonstrate
compliance with both security and safety standardstacohsider
a broader saif potential hazards, threats and vulnerabilities.

Our experience and previous research [12] has shown that a
significant portionof a security-informed safety case will need
address security explicithyin some instances this will leatd
substantial change® the system design, the implementation
process and the justification. For example, the following areas are
particularly significant from a security perspective and need more
scrutinyin a security-informed safety case:

Supply chain integrity
Confidentialityof the process and product

Combination of specifc aspectsof addressing safety and
security design approaches and life cycle procesdes
certification and updates, suds stable and infrequently
changing system degi and certification approaches
addressing safety combined with requiremehtfrequent
security subsystem updates.



. Issuesof lifecycle threats and malicious threabsevidence,
e.g.:
= Malicious events after system deployment that will

change in nature and scopeas the threat
environment changes

=  Weakeningof security controlasthe capabilityof

e L1 Architectural layer- the intermediate level where the
abstract system components and architecture are analysed;

L2 Implementation layer the detailed level where the

implementationof specific components and their integration
within the specific system architecture are scrutinised.

the attacker and technology changes. This may have These layersof assurance fit well the layered system design

major impacton proposed lifetimeof installed

approachof aerospace describé@u ARP 4754 [6] combined with

equipment and design for refurbishment and change the compositional approacii MILS [10] and IMA [16].

+ Design changeso address new user interactions, training,
configuration, and vulnerabilities. This might leatd
additional functional requirements that implement security
controls.

+ Possible exploitationf the device/serviceo attack itselfor
others.

In orderto address these additional security risks within a dase,
is necessaryto combine safety and security risk assessment.

Because many systems already have safety justifications with,

corresponding risk assessmenis are developingan adapted
processto make them security-informed. Thus, our approech
different from other workn avionics, for example, where the idea
isto developanintegrated approach from scratch. Furthermore, the
presented approach brings the formatifysafety case perspective
into avionics, where the term safety casenot commonat the
moment.

2.2.  Security-Informed Safety Case

Architecture
The justificationof a security-informed safety casgnbecomplex,
or at least complicated3sit combines the claims from adaptation,

Our approach supports the goalf layered and compositional
assurance. Additionallyt also shows where the ambition netals
be modified. We take into account the diversityf properties.

Exemplarily, propertiesanbe:

» propertiesof the systenmot the components

- of wider scopeat the architectural level (i.e. theaninform
the LO level but the overall assurance may need additional
considerations)

derived properties that are identified only when the
implementation detls are defined and analysed (e.g. related
to derived hazards, arsw forth.

The following chapter instantiates and discusssshabstraction
layer in applicationto the MILS gateway use case, a potential
subsystenin future aircraft system architectures.

3. ANALYSISOF SECURITY
GATEWAY
3.1. Overview of the Gateway Use Case

As use case foour study we use a gateway function. Usually

supply chain and deployment, implementation details and hazardsecurity gateways connect tvan more security domains [17] to

and vulnerability analysisAs one role of the caseis to
communicate effectivelypne needsto balance both the riskf
abstracting away important details and the nékhe important
details being losh a seaf other details.

The worksof Rushby and Delon¢l3] [14] raise the ideaf
compositionality and layered assurance. The gufalse approach
are manifestn the LAW seriesof workshop [15]. These explore
the “bold proposition thait is possibleto build assured systems
from composition®f previously assured components, while being
ableto derive the system level properties (e.g., safety & security)

systematically from the propertie§the componentsLAW spans
the theoretical, engineering, and certification challengés met

eachother and control the information flow accordirega given
information flow policy. Our gatewalg implementedy using the
design concepif Multiple Independent Layef Security (MILS).
MILS baseson the propertiesof separation and controlled
information flow. In current MILS proposals these two properties
are achievedby a special operation system layers. This operating
system provides separatiohy the conceptof partitioning.
Partitions are isolated runtime environments for applications. Since
a meaningful MILS system only works with allowed interactions
among application, the operating system also allows a couwtrolle
information flow between partitions. Applicatiooanimplement
further layersof security, e.g. cryptographic algorithros more
sophisticated data processing, entre other function suchas

in making compositional assurance for such systems a reality. The image processing.

use the term ‘"layered" assurand® encompass diverse
manifestationof combined assurance, including compositjoh

assured components), incremental certification (incremental cos

for incremental change), abstraction layers (building upon
assurancef lower layers), and polymorphism (common assurance
of variants, suclasamong membersf a product family). MILSs
one approaclito achieving the goalsf compositional assurance.

Abstractionis oneof the key structuring mechanisms amelhave
experimented with various levelsf abstraction when creating
security-informed safety case¥/e call those leveldayers of
assurancebecause withirrachabstraction level the assurarise
provided.We identified the following main layersf assurance:

+ LO Policy and requirementsthe highest levebf abstraction

where the system represernts requirements, and defines
safety and security policies and their interaction;

t

The gateways intendedto filter application-level data traffic for
the TFTP and HTTP protocolt achievests data filteringby a
cooperatingf several partition applications allowinginteractin

a certain way witleachother. Figure 1 shows the abstract system
design [18]. Each solidox represents one partition provideyglthe
operating systenin the use case implementatiore use PikeOS
[19]. The arrows define the directed and controlled information
flow among partitiorin orderto allow interaction. Using the MILS
architecture allows the definition and implementataina local
security and information flow policy foeach partition. For
example, each Receiver Componisnh chargeto analyse ingress
traffic and forwardt eitherto the TFTPor to the HTTP filter chain.

Each filter chaifs policy againis to filter these data packets
accordingto the prevalent application-level protocol.



Components required for processing the data stream between the two domains
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Figure1: High-level View of Gateway Components

The security policyf the Audit partitionis to gather audit records
generatedby other partitims andto store them securely orderto Admin
provide traceability.

3.2. Application of the Layered Assurance

Approach DOMAR A < e

3.2.1. Scopeof the System e
The scopeof the security and safety analysis,our use casés

broader than just the gatewawe are interestedn a system

consistingof applicationsn two domains having different security

levels. Each application belonigsa single security domain anén

only communicate with applications from the other security domain

via the security gateway. Figure 2: The high-level data flow diagram of the system

Figure 2 shows a context data flow diagram representing the highFigure 3 provideanillustrationof someof these consideratiorgy
view of such broader system. The double ciratethe centre  showing different policy zone#t the bottom leftve haveanarea
represents the gateway process that performs various operation@f maximum operational benefihe other areas indicate how
(receives data streams, applies security policies, transmits thecertain threat level security concerns dominating e.g. the toeed
filtered content etc.). Rectangles identify external entities that restrict the flowsin this case the safety analysis must show that
interact with the gateway. They comprise applications from two these are acceptably safe evfetheydo cause higher workloagr
domains(A andB) and the administrators thean maintain the ~ operational complexities. Theiie a corresponding zone where
gateway while beingn maintenance modg special operational ~ safety issues dominate and the security poicyhe sameor
mode).An open-ended rectangle indicates a data store where theveakened.In this case, the security analysis must show that
logging and alerting data are stotggdthe gateway for later use. identified security threats are countereyl other environmental

. . ties during this time.
3.2.2. Discussion ot0 and the Case Study properiies GUring fis fime

Interactor
DOMAIN B

Security
Gateway

Auditing DB

The first and most abstract level concerns requirements, policies safety difﬁcuny‘
and principlesof the system, with the focum the system safety, SpiEElE FE L TaEg
system security and their interaction. aperation ,f ™
The top-level claim involves introducing a security policy, A W h ;ef;']‘;l‘l‘(‘:’tg
considering a setf applicationsat different security classification, SEvare ! S TS \\
and safety criticalities associated with thei.LO the abstract operational e )
gateway enforces a security policy that puts constraimtister- challenge P s s e -
domain information flowsWe needto undertakean analysisto
show that the interaction and trade-offs are satisfactorys routinie el S PTG

. . . . . operational f 7 ~
unlikely that under all runtime circumstanaggesimple and static challengs j N\ I \
policy will be valid. There willbe timesof initialisation, special \ Integrated policy | \ Security
operational modesr changing threat levels that will impact the o \, and benefits \\ dominates

. . . minimum /
policy. For exampleat high levelsof security threat the system o — \ e 2
might be adjustedto isolate high-safety applications from all challenge N SR _
applications of other domains. Alternatively,in times of -
operationally challenging conditions safety consideration could Security threat level
require an adaption of the security policiesn order to allow
manually transmitted messagey trusted external entitieto Figure 3: Defining integrated policy

provide guidance and recovery strateggethe pilots.



Finally, the top right hand corneis a very uncertain and
undecidable area where some special capabilities inégiteded,
e.g.in the formof a manual overridéo security policy enabling
flows as well as a manual closing dowmn all non-essential
information flowsif threats were high and compromise was likely.
Again, the consequences any trade-offs neetb be assessed
during the analysiBy summaryaswe create the.0 case for the
sysemwe needto address the:

« modesof safety application

the system architecture. Therefore, the implementation defails
both the gateway and the PikeO&:dto be thoroughly analysed
in orderto demonstrate that the critical propeidyeally enforced.
This analysiss performedat theL2 level of abstraction.

In termsof implementation, the security gatewiaycomposeaut

of user applications hostéy PikeOS. The gatew&ypurposés to

control all information flow between applications located
different security domains accorditathe system-wide policy. All

applications are supposéd communicaten accordancdo the

«  operational modesf the gateway
+ impactof different threat levels

settings specifieéth the PikeOS system configuration file (VMIT
file). This file is configuredin an XML format by the system

integrator and converted into a binary form. Then all software

« attributes for the gatewaypolicy

At this levelwe develop a substande the analysi®f the policy
interactions, we have an updated security policy and safety
requirement@swell asinitial results from the risk analysis. Also,
we identify some more details about modssoperationof the
gateway and the overall systeas well as availability and other
attributes for the properties.

3.2.3. Discussion of.1 and the Case Study
At this levelwe analyse the components and the architecttiiee 1)
system, which play important rol@sachieving system objectives

and enforcing the critical propertied the systemTo address 2)
security considerationsye applied various methodsf security
analysis including:

*  Aguideword-based approach derived from the safety HAZOP
analysis; 3)

*  An analysiof trust relationships;

+  STRIDE, the Microsoft threat modelling approach. 2

The analysis conducted showed that many pefitthe critial
propertiesof the system are enforcda/ the separation kernel.
Other important componentsf the architecture include the
gateway application software, system monitor & audit component 5)
system integrator, etc.

The resultingL1 level case considers mamgf the critical
properties, relatedo the system functionalitys well as other
aspects (reliability, availability, etc.) and properties identitxd 6)
LO. Eachof the architectural components enforcing the critical
propertief the system shoulseexpanded furthdo demonstrate 7)
that the implemented subcomponents really enforce the
corresponding properties. This typkanalysisis to be performed
atthe next_2 levelof abstraction.

3.2.4. Discussion ot.2 and the Case Study

L2 represents the detailed implementation lexelthis levelwe )
introduce all the technical information available about the &ctua
system implementation.

8)

To illustrate the approach lais consider oneof the critical
propertiesof the system identifiecat LO: “All communication 10)
between domainsf different security levels must controlledin
accordance with a system-wide security pdli¢y theL1 level this
is expanded into subclaims relatén system components and
architecture. Oneof such subclaims definedt L1 is: “All
communication between domaiokdifferent security levels must
go through the security gatewayrhelL1 analysis also shows that

this subclairmis enforcedby the defined information flow between
partitions configured and assuieglthe Piké&S component within

application binaries (with binarie®f the security gateway
component being partof them), PikeOS binary objects
(microkernel, platform support package, PikeOS system software)
and the PikeOS system configuration file are assembledirgo
binary file - PikeOS ROM image, whidh then booted and rumn

the target system [20].

Therefore, the case creataithis levelof abstraction may include
(butis not limited to) the following claims:

Gateway is implemented and deployeds a user
applications within PikeOS partitions;

Inter-partition channels the VMIT file are configured

in a way that all partitions with different security settings
can only communicate with the gateway partitions
(inboundor outbound);

There areno errorsin the configuration file allowing
partitions with different security settingscommunicate
bypassing the gateway partitions;

Partitions can only communicate by using the
communication channels providéy PikeOS (e.g. via
shared memory resources, network resource, etc.)

All PikeOS binary objects, configuration binary, gateway
application binary and the resulting ROM binary image
are generated properly without any malicious
modificationsor corruptions;

The binary objects are not modifiedreplaced after they
have been generated.

All partitions are initialized, created and sgtcorrectly
before data passes the gateway;

Gateway applicationis loaded properly after the
separation kernel has been establishedissadhilableto
use;

Gateway applicatiowan receive and send messages

the gateway partitionports, which are the end points for
the communication channels configuradthe VMIT

file;

PikeOS security kernel correctly enforces any settings
specifiedin the VMIT configuration file.

Someof the above details (e.g. poi#t4,6, 7, 10) are relatetb the
general PikeOS implementation acan be satisfiedby showing
that the PikeOSs implemented correctlyto its specification
providing all the required functionality. Other claims are depende
on the correct implementatioof the gateway application (#1, 9),
experienceof the system integrator (#2, 3), trusted development
and deployment processes (#5, 6).



As a result,we developed CAEstructures foreachof the levels
when analysing the gateway. There are two main rofethe
approach1) it aidsin the communicatioby providing a summary

of the issues and their interrelationship &pd indicates howve
might reason that the lower properties comhmeatisfy the top-
level claim.To show that the claims are a complete set and that the
PikeOS and Security Gateway propertiesn fact combinen this

way will requireusto provide a more formal semantics. One way
to dothisis to take a more explicit model based approach where the «
claim structure helpasidentify the right levebf abstraction and
detailin the model. Thiss a topic for future research.

4. CONCLUSION

This paper presents the approaohcreating security-informed
safety cases arits applicationto a MILS-based security gateway.
We have developed a Layered Assurance approach and provide
some findings from the case study.

Wefound that the Layered CAE Assurance Case has broadane
view of how to combine safety and security. For example since
tackling at architecture levek insufficient,we needto escalate¢o
requirements using the abstraction layers and the explicit
consideratiorof policy interactions within the0 layer.In addition

the consideratioof lifecycle issues, particularly the adapsatand
updatingof the system thas partof our assurance case approach.

The CAE Layered Approach provides a generic link between a*
numberof key processes: the integrated risk analysis and the safety
and security system development lifecycle, and further mtegratlon

couldbedeveloped.

We also found that the IMA architecture and PikeOS have intrinsic
propertiesof separation and partitioning that are fundametttal  *
enforcing the safety and security properties. While mafnshe
assurance required from a security-informed safety perspective will*
existin the IMA assurance, the emphagisthe credibilityof the
supply chain, the trush tools, the respons®e malicious events,
maintenance and update policies widifferent.

The next steps wilbetaken towards additional formalisatiofthe
reasoning within the security-informed safety cases and linking
them to formal models. Additionally, issues relatetb
compositionality and traceability between layers would rniedx
addresseth more detail.
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6. APPENDIX

6.1. Assurance Case Overview

Structured assurance cases are usedwide rangef industrial
domains. Current practicées basedon a conceptof claims,
arguments and evidence (CAE), whicéin be traced backo the
approach developedoy Toulmin [10]. CAE supports the
description of how sophisticated engineering arguments are 7.
actually made. The key elements are:

+ Claims, which are assertionput forward for general
acceptance. They are typically statements about a pragferty
the systenor some subsyster@laims that are assertadtrue

(1]

without justification become assumptions and claims
supportinganargument are called sub-claims.

Evidence thais usedasthe basiof the justificationof the
claim. Thisis information accepteds an established fact.
Sourcef evidence may include the design, the development
process, prior field experience, testing (including statistical
testing), source code analysisformal analysis.

Arguments link the evidencéo the claim. They are the
“statements indicating the general wayfsarguing being
appliedin a particular case and implicitly reliet and whose

trustworthinessis well established [10] together with the
validation for the scientific and engineering laws used.

he basic elementsf a justification representeith a graphical
SCAD notation [11] showim Figure 4.

d The above structureanbe extendedy expanding the sub-claims
to further sub-claims, with the arguments justifying that the
decompositions into sub-claims are valid. The final nafethe
justification should alwaybe supporting evidence.

The motivation foranassurance caseto:

provideanassurance viewpoint - for efficient review;

provide a focus and rationale for assurance activities -
to efficient analysis and evaluation;

leading

provide a reviewable approachothat all stakeholdeianbe
involved;

demonstrate the dischargedutyto pubic and shareholders;

allow interworking between standards and innovation.

Thereis considerable standardisation warkstructured cases and
Claims Argument Evidence and activities internationafly a
numberof sectorsOf particular relevancis the ISO/IEC standard
that provides a definitionf the CAE concept [21].

\

o

/

Argument

ubclalm ubclaum

T

\

Evidence Evidence

Figure 4: Example of CAE structurein an assurance case

REFERENCES

International Organization for StandardizatitisO 26262
Road Vehicles - Functional Saféty



[2] CSNEN 50129, "Railway applications - Communicati
signalling and processing systems - Safety-related elec
systems for signalling,” 2003.

[3] Ministry of Defence, "Def Star®0-55: Requirements fi
safety related softwaia defence equipment”.

[4] EUROCAE/RTCA, "ED-135/ARP4761: Guidelines ¢
Methods for Conducting the Safety Assessment Praus
Civil Airborne Systems and Equipment,” 1996.

[5] EUROCAE/RCTA, "ED-79A/ARP4754A: Guidelines i
Developmentf Civil Aircraft and Systems," 2010.

[6] Airlines Electronic Engineering Committee, "ARINC 6
Avionics Application Software Standard Interface," 201

[71 EUROCAE/RCTA, "ED202 / DO-326: Airworthines
Security Process Specification," 2010.

[8] EUROCAE, "ED203: Airworthiness Security Methods a
Considerations," 2012.

[9] C. Boettcher,R. Delong, J. Rushby andS. Wilmar, "The
MILS Component Integration Approachto Secur
Information Sharing,"in 27th Digital Avionics Systen
Conference (DASG)St. Paul, MN, 2008.

[10] S.Toulmin, "The Usesf Argument,” Cambridge Universi
Press, 1958.

[11] Adelard, "ASCAD - Adelard Safety Case Developn
Manual," 2010.

[12] R. Bloomfield, K. Netkachova andR. Stroud, "Security
Informed Safety:If it's not secure, it's not safejh 5th

International Workshopon Software Engineering f
Resilient Systems (SERENEiev, Ukraine, 2013.

[13] R. Delong, "Compositional Certification Lecture Noteis,
Real-Time Embedded Systems Forum, The Open C
(TOG) conferenceToronto, Canada, 2009.

[14] C. BoettcheR. Delong,J. Rushby andV. Sifre, "The MILS
Component Integration Approacto Secure Informatio
Sharing," in 27th IEEE/AIAA Digital Avionics Syster
Conference (DASG)St. Paul MN, 2008.

[15] ASCAS, "The Layered Assurance Workshop (LAVW2QO7
2013.

[16] RTCA, "DO-297: Integrated Modular Avionics (IM£
Development Guidance and Certification Consideratic
2005.

[17] Airlines Electronic Engineering Committee, "ARINC 8
Commercial Aircraft Information Security Concepts
Operation and Process Framework," 2005.

[18] E.-M. project, "D11.1 - Project Requirements: Classifica
Cross-domain analysis and High-Level Architecture,” 2

[19] SYSGO AG, "PikeOS Manual - v3.4," 2014.
[20] SYSGO AG, "Installing and Using PikeOS," 2014.

[21] ISO/IEC 150262, "Systems and software engineerir
Systems and software assuranrcPart2: Assurance case
2011.



