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User Collusion Avoidance Scheme for Privacy-Preserving
Decentralized Key-Policy Attribute-Based Encryption

Yogachandran Rahulamathavan, Suresh Veluru, JinguangR¢ati, Muttukrishnan Rajarajan, and Rongxing Lu

Abstract—Decentralized attribute-based encryption (ABE) is a
variant of multi-authority based ABE whereby any attribute authority
(AA) can independently join and leave the system without cédborat-
ing with the existing AAs. In this paper, we propose a user cdlision
avoidance scheme which preserves the user's privacy when ey
interact with multiple authorities to obtain decryption cr edentials.
The proposed scheme mitigates the well-known user collusicsecurity
vulnerability found in previous schemes. We show that our deeme
relies on the standard complexity assumption (decisional itlenar
Deffie-Hellman assumption). This is contrast to previous dwemes
which relies on non-standard assumption (g-decisional Dife-Hellman
inversion).

Index Terms—Attribute-based encryption, user collusion.

I. INTRODUCTION

Attribute-based encryption (ABE) supports both confidaitsi
and access control with a single encryption and has beetifiden
as a potential technology for data sharing in distributedren-
ment such as cloud [1], [2], [5]. Four parties namely data eyn
users, attribute authority (AA) and storage server (i.éoud)
involved in ABE. Users identities can be defined as a set
attributes (i.e., name, age, gender, location, passedihgriest,

the focus of this paper is on achieving user privacy during
the interaction with AAs (interesting readers can refer[4]

for more details about ABE schemes). Let us provide concrete
example applications for the proposed algorithm.

The first potential application is healthcare where ABE has
been considered to provide fine-grain access control. Thesus
of healthcare application could be staffs at hospital anikpis
i.e., they upload and retrieve sensitive data on daily bHSI%
Lets consider a scenario where diabetic patient wants tesacc
his medical data which is in fact encrypted using ABE and one
of the attributes is “Name of the Hospital". Unfortunatelyist
hospital is known for diabetic clinic and obtaining a releviey
from AA (who may be a third party) responsible for “Name
of the Hospital" attribute will jeopardize the patient’sivacy
straightaway. However, the proposed technique allow pegtito
access relevant information related to their conditionhaut
revealing their attributes (i.e., type of disease, hokpgander,
age) to the AAs.

The second potential application is smart grid where smart
ofidSs control center can use ABE to broadcast a single predy
message to a specific group of users (smart meters) [18]. Each

purchased premium TV channels, etc). AA maintains enaoypti user in the targeted group can individually decrypt the mgss

and decryption credentials for the users attributes. Dataeo

based on their attributes. The attributes could be seasdivd

chooses a set of attributes based on the type of data and usseal users day-to-day electricity usage e.g., attribstech as

the corresponding encryption credentials for those aitieh to

location, type of electrical equipment, subscription gk can be

encrypt the data. Then the encrypted data will be uploadeéd ompassively leak user’s private information. Because theesaser
the cloud by the data owner. At the same time users obtain theght have different homes and businesses at differentitota

decryption credentials for a set of attributes by provingthe
AA that they are legitimate users for those attributes. ¢ tisers

however some attributes such name, date of birth will be same
all properties. If that is the case then, with some side mfion

want to access the encrypted data, then they will first dosthlo and information resides at AAs, the user’s spatial-temipmnafile
the encrypted data from the cloud and will compare whethey thcan be revealed by AAs. This vulnerability can be mitigatgd b

satisfy the set of attributes defined by the data owner dutieg
encryption.

the proposed scheme.
Within this context first known privacy-preserving (PP) de-

The first ABE scheme was developed using single AA [2kentralized ABE scheme was proposed in [6]. The scheme in
Later multiple AAs based ABE (MA-ABE) was proposed in [12],[6] enables users to interact with AAs to obtain credentfals
since single AA ABE scheme allowed too much informatiorattributes via anonymous protocol. However, the solutiof6] is
at single entity. In the MA-ABE scheme, there are multipleyulnerable to collusion attack [7] i.e., two users (colhgliusers)

AAs responsible for disjoint sets of attributes. In convemel

who have obtained credential for an attributdrom an AA O

MA-ABE scheme, users interact with multiple AAs to obtaincan generate credential for a third user éowvithout involving

decryption credentials for their attributes. If there is privacy
protection for users then all AAs can share (collude) théi@dar
user’s information (attributes) to reveal the user’s idgntHence
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O. This is a serious security issue since that third user in fac
may not satisfyo as part of his identity. Hence in this paper, we
propose a scheme which mitigates the above user collusiackat
using anonymous key issuing protocol. The main achievemgnt
this work is on tieing secret known for AA and secret known for
user in a non-linear fashion. This non-linear coupling ti#mds
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via algebraic operations.

Related Works: There are two main types of ABE namely
ciphertext-policy ABE (CP-ABE) and key-policy ABE (KP-ABE
[2], [5] and the focus of this paper is on KP-ABE. The KP-
ABE scheme can be further divided into two: single AA ABE
and MA-ABE. Chase et. al. presented a MA-ABE scheme [11]
using trusted central AA for distributing all the keys [1MA-
ABE scheme without central AA has been presented by Chase
and Chow in [12] where, each pair of AAs securely exchange a
shared secret among them during the set up process. In gels u
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must submit their global identities (GIDs) to each AA to dbta | Global Setup (G5)— For a given security parameter, S
the decryption credentials. This will breach the user pvsince | generates the bilinear groufis, and Gz with prime orderp as
a set of corrupted AAs can pool together all the attributderige | follows: {G1,G2} <~ G5(1%). Lete : G1 x G1 — G2 be a

. bilinear map andg, » and h; be the generators df;. There
to the particular GID. " i :

" . . - are N number of authorities{A;,..., Ax}: Ax monitors ny
In order to mitigate this privacy vulnerability, Chase ankio@ . Coq
T ) attributes i.e. Ay = {ag,1---,ap,n, }> VK.

proposed an anonymous key issuing protocol in [12], whegeby|
user can obtain the decryption keys from AAs without revepli | AAs  Setup  (AS)—  Security parameters  of Ag:
her GID. Even though the scheme proposed by Chase and Chowgk, = {ak,Br, and[ty1, ..tk ]} , R Zp,Vk. Public
eliminates the central AA, all the AAs must be online and parameters ofd,: PK; = {Y, = e(g,9)%, Zi = ¢P+, and
collaborate with each other to set up the ABE system hence|ifT; 1 = g'*,..., Tk n, = g"*nk]}, V k. Each A4, specifies al
is not fully decentralized. Similarly, various protocolave been | (kx,ni) threshold access structure wheérge < ny.

proposed to decentralize the ABE scheme [9]-[12], howesaszh ) » ) .
scheme has its own merits and demerits. Key Generation (KG)— Collision-Resistant Hash Function

H : {0,1}* — Z, to generateu from the user globgl

The first known fully decentralized (i.e., without centrahA identity. Attribute set of user isi,: A N A AR koA
. u- Au k = Ay - Ak

MA-ABE scheme was propqsed in [9].. In [9], any party carn generates-;,, € Z, anddy — k; — 1 degree polynomial,
become an AA and there is no requirement for any globalnere k, - threshold value of that node. wity,(0) = 7.,
coordination other than the creation of an initial set of owon Now decryption keys for the uses is generated as follows:
reference parameters. Crucially [9] overcome the collusigner- Bi qkf% i) -

- . . . . — — SO hTkuhY - .
ability without any coordination between AAs by proposingyel | P = Dru = g% h™wh "8, Dy j =h "3 Vag,; € Ay.
techniques to tie key components together and preventsiotiu
a;]ttackﬁ between users with dlfferenthglobal |d(a_nt|f|er_svybt¢er, Am O Ay = AR Vi, 6. Am —= {AL .. Ak . AN} Data
the scheme in [9] does not preserve the user privacy i.@buts | o\ ner of message: randomly chooses € Z,, and output the
of users can be collected by AAs by tracing users’ GIDs. The ciphertext as follows:
scheme in [12] considers privacy but not fully decentralizEor C = ¢ = m ] elg,9)*5,Ca = g°C3 =
the first time, Han et al. proposed a PP decentralized scheme kelg
for KP-ABE in [6]. In contrast to the existing decentralized [] gﬂksand{Ck,j = ,jj} .

. . el Ivkelc,ay, jeAl,
ABE schemes, the scheme in [6] preserves the user privacy anﬁmcindex set of the authorities
relies only on decisional bilinear Diffie-Hellman (DBDH psidard

Encryption (£)— Attribute set for the messagen is Am:

where I. denoteg

complexity assumption. Decryption (D)— In order to decryptC, the useru, computes
In [6], the GID of the user is used to tie all the decryption X, v and S as follows: X = T[] e(C2,Dyu), Y =
keys together, where blind key generation protocol has beed kelc
. K A =i (0)
to issue the decryption keys. Hence, corrupted AAs cannot pg e (Cs,hy)and S, = [ e (Ckj, D) “03*m . User
the users’ attributes by tracing the GIDs’ of the users frdm t ap,;EAK,
decryption keys. Unfortunately, the scheme in [6] cannetent then d s th follows: m — CIYA,GHIC S
user collusion, hence, two users can pool their decryptays ito €n decrypts the message as foflows.m = X '

generate Qecryption keys for an unauthorized user.[7]. iBlusie Fig. 1. The original decentralized key-policy attributesbd encryption
to weak bind between users’ GID and the decryption keys.  scheme [6].

In this paper, contrasting to all the works in literature, we
propose a PP decentralized KP-ABE scheme in order to métigat
the known user collusion security vulnerability [7]. We &ip in [6] followed by our PP decentralized KP-ABE. In Sectioh Il
the anonymous key issuing protocol in [12] to strengthen thge incorporate the anonymous key issuing protocol to sthemg
bind between decryption keys and GID as well as to preseme tthe bind between user GID and decryption keys.
user privacy. In order to incorporate the anonymous keyingsu
protocol, we modify the PP decentralized KP-ABE scheme in
[6]. We prove this by contradiction that the proposed schésne A. Sub-algorithms

secure i.e., we reduce the DBDH standard complexity assampt In general decentralized schemes contain the followingsiine
to show that an adversary who can break the proposed scheme %orithms:

be exploited to break_ the_ DBDH assumptlon. We also prqveu tr@Iobal Setup: This algorithm takes a security parameter as input
th_e anonymous key issting _protocol Is free from leak, swfect and output system parameters. These system parameterecan b
failure and avoid user collusion. used by AAs who join the system.
AA Setup: Each AA uses the system parameters obtained from
Il. DECENTRALIZEDKEY-POLICY ATTRIBUTE-BASED the global setup to generate public and private keys for the
ENCRYPTION attributes it maintains.

The following notations are used throughout this paper: wi€ey Issuing: User and AA interact via anonymous key issuing
usex , R X to denote that: is randomly selected fronX. protocol (see Section Ill) in order to determine attribubesong
SupposeZ, is a finite field with prime ordep, by Z,[z], we to the user. Then AA generates decryption credentials foseth
denote the polynomial ring of,. We used the following well- attributes and send them to the user.
known techniques as building blocks for our scheme: Lagrangencryption: The encryption algorithm takes a set of attributes
Interpolation, bilinear groups, decisional bilinear CiffHellman maintained by AA and the data as input. Then it outputs the
complexity assumption, commitment scheme, proof-of-Kedge ciphertext of the data.
and access tree (refer [2], [6] for more details). Decryption: The decryption algorithm takes the decryption cre-

In a decentralized scheme, any AA can join and/or leave tlientials received from AAs and the ciphertext as input. The
system at any time without rebooting the system. First ofvell decryption will be successful if and only if the user atttdm
will explain sub-algorithms and security game, originaheme satisfy the access structure.


https://www.researchgate.net/publication/221609655_Attribute-based_encryption_for_fine-grained_access_control_of_encrypted_data?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358081_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358429_Security_Analysis_of_a_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption_Scheme?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/260358429_Security_Analysis_of_a_Privacy-Preserving_Decentralized_Key-Policy_Attribute-Based_Encryption_Scheme?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/220337177_Decentralizing_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/220337177_Decentralizing_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/220337177_Decentralizing_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/220337177_Decentralizing_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/220337177_Decentralizing_Attribute-Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/221609804_Improving_Privacy_and_Security_in_Multi-authority_Attribute-based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/221609804_Improving_Privacy_and_Security_in_Multi-authority_Attribute-based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/221609804_Improving_Privacy_and_Security_in_Multi-authority_Attribute-based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==
https://www.researchgate.net/publication/221609804_Improving_Privacy_and_Security_in_Multi-authority_Attribute-based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==

B. Security Game Global Setup (GS)— Same as the original.
. . . | AAs Setup (AS)— The initial setup is same as the original. e

In order to avoid the security vqlnerabllltles, ABE schemes consider more generic tree access structure. Hence weectbie
should be proven to be secure against the selective idefdly | preshold access structure requirement into tree basenllaws:

model [1]. In the selective ID model, the adversary shouttVigle | 4, specify m; as minimum number of attributes required|to
the identities of the AAs (challenge identities) he wishes t| satisfy the access structurer, < ny).
challenge the challenger with. Then challenger (i.e., ystesn)
will generate necessary parameters corresponding to tilesge | Key Generation (KG)— Attribute set of user is A,:
identities and send them to the adversary. Then the adyeisar| Au N Ay = AL V k. A generatesr,, €r Zp and
allowed to make secret queries about the challenge idesititi | Polynomial g, for each nodez (including the leaves)T.
the adversary cannot decrypt the encrypted message at the pri 0" €ach nodes, the degreed, of the polynomial g, is

with non-negligible advantage then the proposed scheneciss d; = kg — 1 where k; — threshold value of that node.
inst th lective 1D del. E v, this i i Now, for the root noder, set ¢-(0) = r4,. For any
against the selective model. Formally, this is represeriy other node z, Set ¢;(0) = Gparento(inder(x)). Now

the following game between the adversary and the challenger decryption keys for the user is generated as follows:
Setup- Adversary sends a list of attribute sets and AAs including B Tk

corrupted AAs to the challenger. Now the challenger geeerat
public and private keys corresponding to the attributes AAd
provided by the adversary. Challenger provides public andie
keys corresponding to the corrupted AAs to the adversaryewhi
only public keys corresponding to the remaining AAs to thg

. 1
_ — Thutu pPrtu 1 _ pTrutu Jj
D = Dy, =g %h"uT"h; 7Dk,u = h"ku VDk,u =
day, ; (0)

(Bk,‘*’“)tk,' It
hl 7 ,Vakyj S Aﬁ

| Encryption (£)— This exactly same as the original scheme.
I Decryption (D)— In order to decryptC, the useru, computes

adversary. _ _ X, Y and S), as follows: X = [] e(C2,Dxu), Y =
Secret Key Queries-The adversary is allowed to make any kel

. . S \A i (0)
number of secret key_ queries as he wants against the AAs, (Cs,D}w> and S, = 11 e<Ck,j,D£ u) Y
However, the only requirement is that for each user, therst el ap ;EAL,
at least one non corrupted attribute AA from which the adwers | User then decrypts the messageas follows:m = %
can get insufficient number of secret keys. relp "

Challenge-The adversary sends two messagesandm, to the Fig. 2. The proposed decentralized KP-ABE scheme. This shiwe
challenger in plain domain. Now the challenger randomlyosies difference between the original and the proposed algorithm

one of the messages and encrypt it and send the ciphertex to t

adversary.

More Secret Key Queries-The adversary is allowed to make

more secret key queries as long as he satisfies the requiremsslynomials are chosen in the following way in a top-down
given earlier. manner, starting from the root node For each noder in the
Guess-Now the adversary guesses which message was encrypiest, set the degre#. of the polynomialg, to be one less than
by the challenger. The adversary is said to be successfut if the threshold valué, of that node, that isd, = k. — 1. Now,
guesses the correct message with probabﬁity € wherebye is  for the root noder, setq,(0) = 74,, andd, other points of the

a non-negligible function. polynomial ¢, randomly to define it completely. For any other
nodex, setq.(0) = gparent(z)(index(x)) and choosel, other
C. Construction of our new algorithm points randomly to completely defing.. Once the polynomials

Let us considerN number of AAs and denote them ash@ve been decided, for each leaf nadeve give the secret value

Ai,...,An. The attribute set managed by the A, is denoted Dk.u: Dy, and Dy, Var; € Al as shown in Fig. 2 to the
as Ar = {aw,1,...,akn, } Vk. Let us first describe the original user. Hence user can decryption keys if and onlff (%) = 1.
algorithm in [6] in Fig. 1. Then in Fig. 2 we show how our
algorithm differ from [6]. Let us explain the important sgep
involved in Fig. 1 and how our algorithm in Fig. 2 differs from
[6].

Initially, for a given security parametek, global setup al-
gorithm (GS) generates the bilinear grougs: and G2 with

Let us denote the set of attributes used to encrypt message
as A, and the common attribute set between messagend the
AA k as Ak, ie., A, = {AL,, ..., Ak, ... AN}, Let us also
denote the index set of AAs involved in the ciphertext of rages
m as I.. The encryption algorithm&) in Fig. 2 encrypts the
prime order p i.e.. {G1,Ga} « GS(1%). The AA setup ak- messagen i G2 using an attribute s(,jmml. In order todencrypt the
gorithm  (AS) is executed by each AA to randomly gen_message,t e message owner randomly genesaias computes

i - , e Ak
erate public keys PK) and the corresponding secret keysc'phertprtC - CI’CQ’CSZC’“’J’VQ’W GAmL- If the user ha§
(SK). The public-secret key pairs ford, is given as decryption keys for the attributes of messagéhen he can obtain
{(Yios Zie, [Tty -+ T ) (s B [t -+ s ten ) - the message: from the ciphertext using the following four steps
e e e 4 by executing the decryption algorithnDJ. First, user can use

Let us denote the attribute set belongs to useas A, an -
- decryption keyDy, ., and C> to computeX as

the common attribute set between useand AA k as Ak i.e.,

Ak = A, () Ax. Key generationCG) algorithm will be used to s —apy Tk Fh
issue decryption keys to the usemith a set of attributest,. The X — II (@2 Dea) =]T € (g g R R ) ’
algorithm outputs a key that enables the user to decrypt aages hele helo o5
encrypted under a set of attributdg, based on threshold policy — H e(g,g) 5" H e(g,h)Trutm H e (g,hl)ﬁ ,
i.e., if users satisfy more attributes than AAs defined shdd kelo kelo kelo

then the user can successfully generate decryption ciaent
Since threshold policy is very basic, we use access treedbad
access structure in our scheme. . .5

Let us briefly explain the access tree. First choose a poliamlomy—¢ ((;137 Dllc,u) — e H gﬁks7 hrkute | = H e(g,h)eute
g for each noder (including the leaves) in the tre®. These kelc kelg

gen user uses decryption k@,ﬁyu and Cs to computeY” as


https://www.researchgate.net/publication/2871588_Fuzzy_Identity_Based_Encryption?el=1_x_8&enrichId=rgreq-c3527810dcb61f92157544778e32eb92-XXX&enrichSource=Y292ZXJQYWdlOzI4NjkzNjk0MTtBUzozMTA3MjA3NzQ3NzA2ODhAMTQ1MTA5MzAxMzc0Mg==

and usesD} , Cy,;, Var; € A}, and polynomial interpolation {(vk, Bx, [wk,1, - - Weng])s Yes Ziy [Tty - - -, Thong )} Chal-
to getry,. as lenger provides the secret-public key pairs of the cordifés
to the adversary. Hence, the adversary can compute, D,ﬁyw,

S = H (Ck,j, U)Aak,jefﬁmﬁ (0 7 ﬁ]nedg,%ﬁ,ez’ng € Ak himself for userw without interacting with
ag,; €AE, For the AAs who are not corrupted and net(i.e., Ay ¢

Grrw o, (08 i Al (0) C4 U k). Challenger generatesy, Bk, wi, ; R Z, and sets

= H e(g,h) B ’ Vi = e(g°,9") = e(g,9)"*, and Z, = g”*. “For the attributes

ay, ;€AE, ag,; € Ac N Ay, the challenger set§y ; = g¢g“%J. Other at-
where Gy, (0) = qparem(ak,j)(indew(ak,j))- Hence, S, = tributesi.e.ax; € Ay — Ak, the challenger seftg;, ; = hw’“ J =
g™k, Hence, the public-secret key pairs fdi, ¢ Ca Uk is
given as{(bvk,ﬁk, Wi, 1y -y wkmk), (Yk‘7 leTk,l, Ceey Tk,nk)}
Challenger sends public key&Yx, Zk, Tx,1, [Tk,1;5 - - Tkyn,))
to the adversary. Now AAA;, assigns a polynomial, with

e(g,h1) <ﬂk+u> Now user can get the messageusing C; and
pre-computed valueX, Y, Sk, Vk as follows:

m. ] elg, g)** degreed, for every node in it's access tre&. It first sets
S O kele up a polynomial g, of degreed, for the root nodezx. It
Y I] Sk s{f;iu x sets¢,(0) = 7. and then sets rest of the points randomly
kelo kg e(g,h) TRT to completely fixg-. Now it sets polynomials for each child
¢ o . node =/ of z as follows: ¢ (0) = ¢z (index(z')). Then
s —k Z R a+MBL anth.w
[T e(g,9) ***I] e(g,h) ™ =" T] e(g,h1)Pr+ computesDy ., = g"“’*g’k:*“g s ,Di = g”““*“
k€lo kelo kelo ’ (index( » w
o =m. ] Mparent(ay, ;)P0 N N
[T e(g, h1)Prte and D] , =g Bty ,Vag,; € Ac N Ay or
kel _ Sparent(ay, ;) (indes (g ;) o
Di =g 5" Vay € A — AL
D. Security Analysis If Ay, = & Challenger generatesd.,wx,; , R Z,.
Theorem 1.The proposed scheme is semantically secure against  Challenger  sets Y. = e(¢%¢") I Y;' =
chosen plain text attack (CPA) in the selective ID model, if there J=LiFs
exist negligible function v such that, any adversary will succeed (ab—A e% u—b”"—A §0Am> 5
the security game explained earlier with probability at most £ +v. (9, 9) RECATE v Zx = g'r. For the

attributesa,.,; € Ac N Ax, the challenger setd.; = g*“=7.

Proof. Suppose if there is a probabilistic polynomial time adverOther attributes i.e.,ax; € Ax — Ag, the challenger sets
sary who can break our algorithm then there will be a chaengZx; = hi™’ = g(a")w“ 7. Hence, the public-secret key
who can break the DBDH assumption by exploiting the advgrsaPairs for A, =« is given as [(ab — ) % ! bup —
Lets assume that the challenger is provided wigh, j°, ¢, Z] Al
and if the challenger wants to break the DBDH assumption theg%:CA V) By Wity ooy Wiy (Vo Zy T, )] Challenger
he needs to determine wheth@r= (g, g)**° or not with at least sends public key$Y,,, Z., T 1, ...) to the adversary.
1 + v probability. SinceT" (AL N Af) = 0, it should be stressed that maximum
Let us assume that there is an adversary who can break the— 1 number of children of node could be satisfied. It first
proposed algorithm. In this section, we will show that thaleh defines a polynomiak.. of degreed, for the root nodex such
lenger can use such an adversary to break the DBDH assumptitat ¢ (0) = . For each satisfied child’ of «, the procedure
In order to exploit such an adversary, the challenger needs ahooses a random poirt,, and setsy. (index(z')) = e,r. We
incorporate the giveryl*, ¢°, g¢, Z] within the proposed algorithm will show later in this section that it is possible to imptlgi
(i.e., Fig. 2). First of all, let us explain how the challengecor- define remaining children nodes using polynomial interpota
porates {2, ¢°, ¢¢, Z] within the global setup, AA setup, and keyNow it recursively defines polynomials for the rest of the
generation sub-algorithms. We stress here that this incatipn nodes in the tree as follows. For each child nade of z,

is indistinguishable from the steps provided in Fig. 2. ¢z (0) = gz (index(z")). Computes

Initi_ally, as explalned in the security game, the adversanst —abt Y bt Y vk ense am
submit a set of attributes and a set of AAs he wants to chalengD,, , = ¢ ApECALkx ARECA ) gTTFD gBete DL, =
Let us denote the set of attributes provrded by the adveraary (et ' qpmenmnﬁ@dwwm)) N
Ac = {A A .. AN} where A%, = Ao N Ayandalist g+, andDi , = h; e Yae;j € Ac N Ag
of corrupted AAs asZ’A One of the condltlons as given in security T/A(,,S(awwdf‘z eitg s(ag )
game is that at least there will be one honest AA for each usgy D] =g w:j Van; € /Tk _ A‘é

whereby the adversary can get insufficient number of deicnypt wherer — 4 pButw)
credentials [11]. Let us denote GID of a particular usewasnd The following Iemma provedD, .. and D, are correct and
K,w K,w

the CO”E sponding honest AA as and its access Structurg” the challenger can generate these without knowing, ¢ from
henceT” (A% N A%) = 0. Hence, we can divide the AAs who 9°. g% g°
maintain attributesA¢ into three: corrupted AAs, AAs who are Lemma 1. D,..., and Di. , are correct and they can be generated
not corrupted and nat, and k. ’

_ by challenger without knowing a, b, ¢ from ¢2, ¢°, ¢°.
Firstly, challenger generates two random value§ R Z, proof. |n the beginning of the access structure we chaseres,

and setsh = g°g” andhy = g*" = g*". For the corrupted AAS ¢, _, random values for children nodes of root node and we
Ai € Cat The challenger generates;, i, wr.; (R Zp and  setq, (0) = r' = r+b{2H2). Hence, using the polynomial inter-
setsYr = e(g,9)", Zi = ¢”* and {Ty; = g“* J}aA ca,- Ppolation technique, we can implicitly assign values to ottieil-

Hence, the public- secret key pairs fot, € C’A is glven as dren nodes of root using the following valid polynomial ftioo:
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@ = r'Aos(z) + E eilis(z),S € {0,1,2,....d, —1}. credentials to allow users to obtain decryption keys fromAiAs
without revealing their GIDs.

w In particular, in the proposed key issuing protocol, we dedp

v’ in attributea,.; € {Ay - AIE‘} Since,Ty.; = hy ™/, the DL the properties of anonymous credential system with ABE.dden

¥ ax; € {Ax — At} is given as the user can obtain a set of decryption keys for his secret GID
without revealing any information about that GID to the AAdp
serve the privacy). At the same time, the AA is guaranteettliza
agreed upon decryption-keys are the only information thatiser
which is valid and identical to that in the original schemawN learns from the transaction (i.e., provide security by gaiting

we will prove that the Cha”enger can gener@é’w and me user coIIusion). This is derived from blind IBE schemes [INP

for a,.; € {Z; — AL} without knowinga, b, andc. define this algorithm agU (params, PKy,u, GID,decom) S
Ag(params, PKy,SKy)] — DecryptionKeysforUser. In

Durlng the key extractlon for the correctness, the cthaerlnldes

dy—1
r! . CA .
qpa,,,e”t(amj)(indem(a,&.'j)) r AU,S(“&,])‘*’ igl ELA”L,S(U‘K/,])

j J— w i — w i
Dn,w =g o =9 ol

(7~+b£"f~%l)%,s<%j>+d:;j B g(an ;) this algorithms, the user rurGommit and sends theom to AA
D‘Z;,w = g W , and keeps thelecom [6]. Then the user and AA interact with
N each other to generate decryption keys. The decryption f@ys

[ Lo (2e) Wiy dezl eAwai(“w) the user will be generated only if the output Décommit is 1.

= |9 (9 ) 9 s From [15], the anonymous key extraction protocol shouldeadx

=1 free and selective-failure blindness. Definition and siégggames

and for leak-free and selective-failure blindness can be foim{b],

( b S bt 3 ) hence we jump straight into the formulation.
—a Ve Vi a+v)Br "
Drw=g R Y PR e
A. Construction of anonymous key issuing protocol
—ab+ > -bvk+ > v (a+7)Bx an(7~+b£fg"%l) ) ) )
=g Ap#CaUn ARECA ) e g o Fig. 3 shows the anonymous key issuing protocol where

( ) ( > user with private valueu € Z, and A, with private values

> vk > v 8. T Tk, B @nd ax € Zp jointly computing decryption keys for
:(gb) ArgCavn ) g\ASCA T prESp T A the user. The decrypIEion keys far are Dy ., Dj,, and Dj, ,
Once adversary received all the credential from the chgdélerhe Vax,; € A%. In order to obtain these keys, first user add
will send two messagesypo andm; to the challenger. Now the interact with each other using two-party protocol (2PC)eTh
challenger randomly chooses one of the messages and encrgitC protocol can be done via a general 2PC protocol for a
it and sends the encrypted message back to the adversanys Le$imple arithmetic computation. Alternatively, we can dis timore
denote the message chosen by the challenget.ashereb = 0 €fficiently using the construction in [8]. The 2PC protocakes
or 1 and the encrypted message @s= {Ci1 = my.Z,Co = (u,p1,p2) € Zp from user and(re,u, Bx) € Zp from A, and
¢¢,Cs = H (¢°)P*and{Cy.; = (g°)"* Nrecroan it returnse = (u+0Bx)p1 mod p andy = (u+7k,.,)p2 mod p to Ay.

g =™ Since, p1 and p2 were randomly generated by user, the A%,

cannot extract the user identity from x and y. Alfter executlng
ﬁwe 2PC protocol the user now computs= grirz, Q = hﬂz

We stress here that' is a valid encryption of the message,

if Z = e(g,9)*. Hence, the adversary should have his usu
non-negligible advantage of correctly identifying the message
ms. However, whenZ # e(g,9)?%, then C is just random andR = h”1 and send those values ;. Now A, computes
value, hence, the adversary can have no more Qmmbability Dk ws D]C . and Dk o Vag; € Ak (i.e., randomized decryption
of guessing correctly. Hence, if the adversary guessesatyr credentlals) usm(ﬁ Q, R, x andy and send them back to the
then challenger guesses tha@t = e(g,)**° and if adversary user. Now the user exponentiates the obtained values; by to
is wrong then challenger guesses that+ e(g,g)“”c, hence, get the decryption keys. Note that, singecoupled non-linearly
the challenger has an advantagepfin distinguishing whether within the decryption keys. We show in Section IlI-C thatsthi
Z = e(g,9)*. Hence, an adversary who breaks our schem#gpproach avoid user collusion.

with advantagev implies an algorithm for breaking DBDH
assumption with non-negligible advantage We can conclude

) . B. Security Analysis
that the proposed scheme is selective ID secure. y ¥s

To obtain the decryption credential blindly frary, V&, the user
needs to prove that he holds the identifiein zero knowledge.

111. A NONYMOUS KEY ISSUINGPROTOCOL As shown in Fig. 3, the user randomly generatesp> €r Zp
— aUP1 — aP1 — aUP2 — P2

In order to issue keys to the users, Han et. al. [6] used kandcgr(:lr:ﬁtlieeftls Atg the 512d ofgthe \IZJ?I;’C grotocir(jtri4AAgobtains

extraction protocol. The key extraction protocol joins re¢s z = (e +u)p; mod p, y = (By + u)pe mod;;) Then AA

known to the user and AA via simple operation which let thesise” ™" - L e N :

to collude successfully. To avoid the user collusion, weeht Ver!f!eSg = AB't and_ 9" = CD k’.u' lT they are correctly

use schemes which support non-linear coupling of secrets;eh verified then the AA continues otherwise it aborE N

we are considering anonymous key issuing protocol based o ow AA needs to proof that he kno"\(m’“’ )y =) in zero

anonymous credential system (See Section Il1I-C for moraildit knowledge to the user. This will be done using the fOIIOW't@S

In an anonymous credential system [14], the users can olt&ln 1. A, randomly generates, b2, b3 €r Zp, computesDkvu =

prove the possession of credentials while remaining anoogm P-t1Q" Rt and sendsD? andﬁkv o the user

In such work it is assumed that each user has a unique secr%t User generates, € 7, ar{g’sends ityuto the AA

key i.e., GIDs. Then the user can interact with each AA under3 AA computesh, = by — crag, by = by — qﬁ B = by —

a different pseudonym (generated using GID) in such a manner oy T m v and senld$) bbb, t0 t’h; user 3

that it is impossible to link multiple pseudonyms belonginghe 278

same user. In the proposed work, we exploited the anonymoud. User verlflesD;C w = L p- leb2Rb3D;C « , otherwise aborts
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User U (params, PK},u) AA Ag(params, PKy, SK})
1. Randomly chooses, p1, p2 €r Zp 2PC z = (ri,u +u)p1, y = (Br + u)p2
POK{(U'VPIVPQ) Wy = gupl /\
Uy =g \ U3 = g2 \ Uy = gP2}
1 1 L1
2. ComputesP = gr1r2, Q = hr2,R=h!

— _ B Tkau —~— 1
3 Dpu=P Q=R v D =Q=,
e~ Pr,ulag j)
——\ P1P2 : — ~
4.Dy, = (Dk’u , DI =R Vi |Vay, € Ak
"\ P1P2 —_— T T
Dp, = <Di’u> , Dius Dy s Dy 200 Let }, denotes the proof:
) ——\ P1P2 ~ 8 r e~ ﬂi Tk,u
Di,u = (D{C’u) ,Vag,; € AIZ PoK {(ak,m,y, f, %) :Dpy =P Q= R v A
—— 1 —_ pk,u(ak,') 5
1 ——l
Dk,u =Q= /\D;C’u =R Y'kiJ ,Vak’j S Aﬁ
7
Fig. 3. Anonymous key issuing protocol for decentralized-XBE
We ignored the zero-knowledge proofs férand% for brevity In the anonymous key issuing protocdl, sends four random
since they are similar to the above proof. parametersl; = g“?1 € G1,Us = g°! € Gq1,¥3 = g"P2 €

G1, and ¥4 = ¢g”? € G; to the adversarial AAA, and proves
Theorem 3. The proposed anonymous key issuing protocol is  PoK (us, p1, p2). Now it is Ax’s turn to respond. So fard,ifis
both leak-free and selective-failure blind. view on the two black boxes is computationally undistinpaisie.
Otherwise, the hiding property of the commitment schemethed
Proof. Leak freeness.Suppose there exists an adversanjn Wwitness undistinguishable property of the zero-knowleggeof
the real experiment (whergl is interacting with an honest AA Will be broken. Suppose thafl, uses any computing strategy
Ay, running the anonymous key issuing protocol) and a simulaté® output secret keysQx,u,, Di ., D} ,, Var.; € Au,} for the
{1 in the ideal experiment (wheré can access the trusted AAfirst black box. In the following, we will show that;, can predict
running the key issuing protocol without privacy preseinmt SK., Of U without interacting with the two black boxes:
such that no efficient distinguishéd can distinguish the real 1. A, checks
experiment f_rom_ the ideal experirr)er_u. T_he simulaiosimulates PoK { (ay, B, Dony 5;; _ P—akQ%&R"’;“ A
the communication between the distinguisfeand the adversary o
$ by passing the input oD to {{ and the output ofl to ©. The
simulator{l works as follows:

Phk,u(@k,5)

—_ 1 - ~
Dy =Q¥ NDj, =R Vi Var, € Aﬁ}

1. 4l sends the adversaty the public-keyP K, of A, I proof fails, Ay setsSKo =L
2. The adversany( must proof the possession af in zero-  2- A ?enera}es dlfferen:[k secret keys
knowledge tofl. If proof is successful therfl obtains {Dkuy» Dy > Dy, Yar,; € Ay} for the second
(u, p1, p2) using rewind technique black box and a proof of knowledge:
p9) —_— 31 Tk,u
3. il sendsu to the trusted party. The trusted party runs KeyGen  PoK {(ak, %7 rkT) : Dyu = P*O‘kQ%R;‘T A
to generatesiy .., D} ., D) and responds tél )
- ' 1 1 . 1 -1 E pk'ut(ak' z Ak
4. Now {I computes | Dy, 7172, D}, #1¢2, D] um) and Dp.,=Q* ADy,=R "ri Va; €Ay
sends them tal If proof fails, A, setsSK; =1

Finally A, outputs his prediction onug, u1) with (SK.,,
i a1 SKy, ,) if SK,, #Ll and SK., , #L1; (¢ 1) if

the ideal experiment, ther(Dk,u niez, Dy, riez Dy, 0102) SK,, #L and SK., , =L1; (L, ¢ if SK,, =L and

are the correct keys fromi, in the real experiment. Hence, SKuy,_, #1; (L, 1) if SK,, =1L andSK,,_, =1.

(Do, Di,u, Di,u) and Dk,uﬁyDi,u@ny;,uﬁg are The predication onp, u1) is correct, and has the identical

If (Dg,u, Di’u, Di,u) are correct keys from the trusted AA in 3.

distribution with the black box. Becausé;, performs the same
check as the honegdt, it outputs the valid keys a& obtains
from anonymous key issuing protocol. Hence Aif can predict

) ] ] ] the final outputs of the two black boxes, the advantagel pfin
Proof. Selective-failure blindness.The adversarial AAAy sub-  gisiinguishing the two black boxes is the same without thal fin
mits the public keyP K}, and two GIDsuo and ui. Then, a gyiputs. Therefore, the advantage 4f should come from the
bit b € {0,1} is randomly selected4, can have a black box received Uy, s, U3, Uy € Gy and PoK (u, p1, p2). From the
access toup's and u's parameters i.e.l/(params, PKk,us)  hiding property of the commitment scheme and witness undis-
and U (params, PKy., up—1). Then,U executes the anonymoustinguishable property of the zero-knowledge prodf, cannot
key issuing protocol with4; and outputs secret keys fat, and  gjstinguish one from the other with nonnegligible advastag

correctly distributed and no efficient distinguisher castidguish
the real experiment with the ideal experiment.

urp i€, SKy, and SKy,_,. Hence our anonymous key issuing protocol is secure against
1. If SKu, #1 and SK,, , #1 then A; is given SK,,, Selective-failure.
SK’“‘lfb)
2. If SKy, #1 andSK,, , =1 thenA; is given €, 1) C. User collusion
3. If SKy, =1 andSK., , #1 then Ay is given (L, ¢) In this section we demonstrate the user collusion vulnétgbi
4. If SKy, =1 andSK.,_, =1 then A, is given (L, 1) in [6] identified by [7]. We will use a simple example for this,

Al

—~

the end A, submits his prediction on. however, a generic scenario is provided in [7]. Later we show
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Fig. 4. Comparison of computational costs of four differenhemes against four different steps.

that the proposed scheme is free from the identified vulilédgzab Hence,u; andwus cannot be replaced withs without knowing
and discuss the reason. Lets consider a scenario with two ABS, r1,., andri,., . Hence our method withstands the collusion
Ay and As. Let A; monitors attribute §1,:} and A2 monitors found in [6]. In general, since the variable known to user and
{a2,1}. Hence according to the original scheme presented in Fithe variables known to the AA are non-linearly coupled in our
1, the public keys and secret keys df. are PK;, = {Y, = scheme, it is impossible for two users to generate decnyptio
e(g,9)%*, Zx = g%, Tr; = g'*1} and SKj, = {ax, Br,tr,1} credential for third user without involving AA.

for £ = {1,2}. Suppose the encryption algorithm specifies the

attribute set for message: is A,, = {a1, a2} while the users
U, and U with identifiersu; and uz only have the decryption
credential for the attributed;} and the userUs with identifier
ug only has the credential for attribute:{}. Note that none of
these three users can decrypt the ciphertext alone. Howdwer
to the vulnerability in [6], these users can collude togeted
generate decryption credentials to decrypt the cipheetestypted
by attribute setd,, = {a1, a2} as follows: according to Fig. 1,
credential issued t&/; andU, are

IV. COMPLEXITY COMPARISON

In this section, we compare the computational complexity of
our scheme against the following KP-ABE schemes: Han et. al
decentralized KP-ABE scheme [6], Chase MA-ABE KP-ABE
scheme with central AA [11], and Chase et.al MA-ABE KP-
ABE scheme without central AA [12]. Let us assume there are
N number of AAs and each AA monitors number of attributes.

In order to compare the complexity at worst case scenariajsle
assume that the ciphertext encrypted using all the ateibint the
system (i.e.nN) and user has decryption credentials for all the

T1ug

D = gMptwpuhl D =p 00 . . } )
b g Lo attributes. Let us denote the computational time (in ms)oice
Diw, = ¢g"th™tw h’fzﬁ*l,DQ,l =h 11 multiplication, one exponentiation, and one pairing@s, C.,

.and C), respectively.
U, and U can collude to compute the secret key corresponding In order to simulate, we use the benchmark time values given

to the usert/; as follows: in the popular pairing-based cryptography library naméa¢

D1 .t in [16]. Table | shows the time values (in ms) féf,,, C., and
Diuz = D1uy- (Tl) C,, for two different testbeds: testbed 1 uses Intel(R) Core(EM
<’rulil,1fr1.u2)<u37u1> Quad CPU Q6600 with 2.40GHz and 3 GB memory running on
= gMtp et w1 —ug pusPr—gorpriug puaft Ubuntu 10.04 and testbed 2 uses HTC Desire HD A9191 smart
ug—ug phone running on Android 2.2. The time values given in Table |
Ds1 = D (Dl»l) e are for a symmetric elliptic curve calleg-curve, where the base
’ "\ D21 field size is512-bit and the embedding degree2sThe a-curve

T1ug

—pT

7‘1,11,1+(7‘1,11,1’7‘1,11,2)(“'3’”1)
= h f11 (ug—uz)ty 1

has al60-bit group order.

We consider the healthcare scenario described in Sectien | a
an example to simulate the comparison of four different swe
Without loss of generality lets assume = 2 andn varies froml
to 10. As shown in Figures 1 and 2, each algorithm consists of four
sub algorithms. Fig. 4 compares the performance of fourraeke
. . . across four sub algorithms. In Fig. 4(a), the time compjefarr
IooLke ;;thznvjri?:)lteh: (Eeeaﬁior;r?gzg)l?ntmsespuoiigrsz?zllCiﬁull;lflm sgtting up the ABE sy;tem for all four algorithms increagedirly

) T w37 with same order against the number of attributes per AA. [BSetu
B1 is known to AA andus are known to the user. However, thecost for [11] is better than other schemes. It is due to a sstpl

povyet:i B ”ﬁ IS Justtha multiplication (it is \ijery nﬁ'.\lle?(()f b.Oth the problem formulation without privacy consideration (i.eentral
variables. Hence the users can remayandu: while keepings; AA knows secret keys of all AAS).

using the above simple algebraic operations to produceypiéon In Fig. 4(b), the key generation time complexity for [12]

credential forls. increases quadratically with number of attributes due te th

Note that Di,., and Ds; are valid credentials forUs for
attribute a1,1 since the power ofi; (i.e., us31) and power of
hi (i.e., random value; .., + (Tl’”f:’jz)(”rul)) are correctly

produced in the credentialS1, ., andngj due to the collusion.

. Dy X . .

In the proposed scheme, if we compuf® ., . Di’u; interaction between pair of AAs to agree on a shared secret pe
then the power of the generator h  becomes

B8 B B8
rl,u11+u1 +y n,u11+u1 — rl,u;wz)’ and the power of generator TABLE |

T1,uq Tluyg o Tlug TIME COMPLEXITY MEASURES FOR TWO DIFFERENT TESTBEDS
hi becomesz—=l- + v (B1+u1 61+u2) where v could be
any scalar (i.e.;2=1). It is obvious from both the powers, Testbed 1 (ms)| Testbed 2 (ms)
even though users know; and uz, they cannot remove the; Cp 14.6 491.2
andus since they are coupled non-linearly with ., r1,., and Ce 2.8 34.1
H i 1 1

1 which are known only to the AA (|.e.m, m). Cm 1.8 20
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attribute. However, complexity of other schemes increaseatly V. CONCLUSIONS
with almost same order. Complexity of the proposed scheme|n this paper, we proposed a PP KP-ABE scheme for a dis-
is high whenn = 1 due to generation of other independentiihyted data sharing environment. The proposed schemaesna
credential Dy,,.. Han et. al. scheme performs better than thgsers to download and decrypt the data from online such asi clo
proposed scheme due the difference in number of credentigi§nout revealing their attributes to the third-partiefieTnovelty
generated in both the schemes. of the work is to mitigate the user collusion attack in thesériy

In Fig. 4(c), the time complexity for encryption increasegcheme. We used anonymous key issuing protocol to stremgthe
linearly with same order for all schemes similar to the selg@n  he pind between user identity and decryption keys; henwe, t
et. al's scheme and the proposed scheme show equal perf®mag} more users cannot pool their keys to generate decryption
while other two schemes also show equal performance. Thigys for an unauthorized user. We validated the securityhef t

clearly shows that there is no significant difference in Eption  yroposed scheme using the decisional bilinear Diffie-Hafim
sub algorithm and new schemes are built on top of the previodgndard complexity assumption.

schemes.
Finally the time complexity of decryption shown in Fig. 4(d)

is slightly different compared to other three sub algorishfiven ] ] )

though the time complexity of all four algorithms increaisearly, 11 A: gaha;u,land Eu\év(s;tgrRs\,(;lezyl|dg:gtlétly-Basg;Egc(:)rggtAdvances
the orders are different for all four algorithms. In fact Hetngl > {? Gr;(;g;)yogoy. Pandey, A. ’S;?]éi' and pg_' Waters. Attribuéeséd
perform better than [12] aften = 10. The proposed algorithm Encryption for Fine-Grained Access Control of EncryptedtaDdn
takes longer (roughlfiOms longer for 10 attributes) to decrypt Proc. 13th ACM conf. Comp. and Commun. security (CCS '06)wNe
messages than other algorithms. This is solely due to thi€i @t - goilf’yaghﬁg nf;'hgasv fr?oﬁ' Raiaraian. R, W Phan. molex
operations involved for the privacy protection. In overalhase’s . it&/ rﬁulii—authority attributé b.asecji enjcry’pti(.)n échemen‘ﬁrbile (F:JIoud
scheme [11] performs better than other three schemes dWie t0 i computing. In Proc. IEEE 7th Intl Symp. Service Orienteds@yn
simplicity. However, the algorithms in [11], [12] need a trah Engineering (SOSE), San Francisco, USA, pp. 573-577, MH32
AA and/or interaction among AAs; hence [11], [12] are vubige [4] F. Li, Y. Rahulamathavan, M. Rajarajan, R. C.-W Phan. ESBAC:

. : . Lightweight Static and Dynamic Attributes Based Access t@bn
for single point of failure. The proposed scheme and Han et. Scheme for Secure Data Access in Mobile Environment. In .Proc

al's scheme are pe_rformin.g. equally well as each_other. Hewev  |EEE Local Computer Networks (LCN), Edmonton, Canada, Sept
the proposed algorithm mitigates the user collusion vialbigity 2014.

compared to [6]. Due to page limitation, we restrictedMo= 2 [5] J. Bethencourt, A. Sahai, B. Waters. Ciphertext-Poltyribute-Based
case, however we observed the similar trendfor> 2 cases. Encryption. In IEEE Symposium on Security and Privacy, SPip?

: 321-334, May 2007.
Let us now compare the ciphertext length and performance @5 J. Han, W. Susilo, Y. Mu, and J. Yan: Privacy-PreservirecBntralized

the proposed scheme on mobile platform. Fig. 5(a) showseciph™ * Key-Policy Attribute-Based Encryption. In IEEE Trans. &l and
text length for all schemes against the number of attribukbs Distributed Systems, vol. 23, no. 11, pp. 2150-2162, No220
ciphertext length is increasing linearly with number ofiatites [7] A. Ge, J. Zhang, R. Zhang, C. Ma, and Z. Zhang: Security lysia
at same order for all schemes. This is one of the drawbacks of 22 Privacy-Preserving Decentralized Key-Policy AtttibiBased
. " . Encryption Scheme. In IEEE Trans. Parallel and Distribugdtems,

these schemes; hence, developing a novel scheme whictesnsur o 24 no. 11, pp. 23192321, 2013.
the user’s privacy with constant size ciphertext could betamtial [8] M. Belenkiy, J. Camenisch, M. Chase, M. Kohlweiss, A. ygaskaya,
future work. Recent trend of Internet of Things replaces PCs and H.Shacham. Randomizable Proofs and Delegatable Armrs/m
with smart devices and it is anticipated that decryptiont mdr g;?%%’g;agér:i?‘A:;’%’;Tg:ré” g%‘go'ogy'CRYPTo 2009, pB-IIPS.
the proposed scheme could be done Pn mobile device i.es us‘[@f A. B. Lewko and B. Waters.‘DecentraIizing attribute-bdncryption.
want to download and read data on their smartphones. To aempa’ |n EUROCRYPT, ser. Lecture Notes in Computer Science, K. G.
the performance on smartphones against PC, we simulate thePaterson, Ed., vol. 6632. Springer, 2011, pp. 568-588.
time complexity of decryption sub algorithm on both the teshlo]p'?és\slyaéeréﬁ_gg’r:‘terfﬁg';‘igcéb'f‘ttr'sbe“ée;ga;ggl.E;t.‘gzp:luég 5’;’1

. . . ive, icient, vably u ization.
. g!ven in Table 1. As expectgd, Fig. 5(b) shows that the Intifjl Conf. Practice and Theory in Public Key CryptogrgpBonf.
decryption process on smartphone is much slower than PGe Mor  pyplic Key Cryptography (PKC i£i11), D. Catalano, N. Fazt
importantly, even though the time complexity on both thet tes Gennaro, and A. Nicolosi, eds., pp. 53-70, Mar. 6-9 2011.
beds are increasing linearly, the complexity on test bedases [11] M. Chase, Multi-authority Attribute Based Encryptiom LNCS,

. : : : i Berlin Heidelberg, pp. 515-534, vol. 4392, 2007.
with higher order than PC. The main reason behind this isttieat 2] M. Chase and Sherman S.M. Chow. Improving privacy araisty

. . X . . . 1
mqblle device use.d In test b.ed 2 1S equipped with one process[o in multi-authority attribute-based encryption. In Pro6tiLACM conf.
This led the non-linear relationship &f, between both the test Comp. and Commun. Security (CCS '09), New York, USA, pp. 121-
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