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Technical Report:
Diversity with Intrusion Detection
Systems: An Empirical Study

Areej Algaith

ABSTRACT

This report presents the analysis of the detection capabilities of
intrusion detection systems when deployed in diverse, two-version,
parallel defence-in-depth configurations. The configurations have
been assessed in settings that favour detection of attacks (reducing
false negatives), as well as settings that favour legitimate traffic
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1. Introduction

In this report, we present results of an empirical study to assess the detection capability of diverse
Intrusion Detection Systems (IDSs) that operate at different system levels: Application, Database and
Network, as shown in Table 1. The study used SQL Injection to test 9 IDSs in a setup based on three
web applications of different sizes and complexities namely (TikiWiki, PhpBB, and MyReferences).

Table 1 Classification of the types of IDSs

IDS -Label IDS Architectural Level Monitored

Application

Application

Application

Application

Application
Database

Application

8N SNORT 2.8 Network

9N SNORT 2.8 Plus Network

This empirical study used the same dataset of experiment that performed to test the
effectiveness of security tools to detect SQL Injection attacks. The pervious experiment result
highlighted the limitation of detection capabilities of the 9 IDSs, however in this study we
investigate the effectiveness of diversity to help with the reliability of the detection tools.

This study achieves the benefits of diversity strategy through 2 configurations: 1002 and 2002

1-out-of 2 : 2 is the number of IDSs in a given configuration — the system raises an alarm/marks a
demand as malicious as long as any one of the IDS has raised an alarm.

2-out-of 2 : 2 is the number of IDSs in a given configuration — the system raises an alarm/marks a
demand as malicious only if both of the IDS raise an alarm.

Note that the attack injectors used two methods GET and POST, while the IDSs have different level
of detections (application, network and database)

In this report we present results of diversity analysis we have performed. The results are structured
into two main sections, depending on the level of detail we present:

» Overall summery results and analysis by type of IDS: 1-out-of 2 and 2-out-of 2 categorised by type
of IDS (application, network or database level).

» Analysis by type of attack: 1-out-of 2 and 2-out-of 2 categorised by SQL injection attack method
(GET (read) and POST (write)).

In all the cases above we present overall raw data analysis; and then the sensitivity, specificity,
accuracy and ROC measures, as defined in the Table2 below.



Table 2 The formulas and definitions of four types of statistics sensitivity, specificity, accuracy and ROC

Statistical Measure Equation Definition
I = TP/ (TP+FN) The rate of detecting a legitimate attack
(True Positive Rate TPR)
False Negative Rate FNR =FN/ (FN+TP) = 1- TPR The rate of failing to detect a legitimate attack
Specificity SPC _ o .. . . .
(True Negative Rate TNR) TN/ (TN+FP) The rate of remaining silent with benign traffic
False positive Rate FPR = FP/ (FP+TN) = 1- SPC The rate of falsely detecting a benign traffic

= The rate of detecting legitimate attack and

A G (L) (TP+TN)/(TP+FP+FN+TN) | Remain Silent with benign traffic

1.1 Basic Statistics

Table 3 reports the distribution of the analysis data of the empirical study.

Table 3 The counts of crawling actions traffic and successful attacks traffic per web application

Web Application IDS Crawling Actions  Successful Attack
MY REFERENCE 9 45 136
PHP BB 9 97 245
TIKIWIKI 9 80 76



2. Diversity Result

Since we have 9 different IDSs systems we can get °C; = 36 combinations of 2-version systems.

2.1 Analysis by type of IDS:

1-out-of 2 and 2-out-of 2 with considering IDS function.

These IDSs have different functions and can be classified according to their level of detections
(application, network and database).Table 4 shows The counts of IDS combinations according to the IDS
function .
Taking into account the type of IDS we can apply diversity according to the IDS function:
¢ Functionality Redundant.

¢ Functionality Diverse

Table 4 The counts of IDS combinations according to the IDS function (level of detection: application, network and database)

Function Redundant IDS COUNT Function Diverse IDS Count ‘
Application, Application 15 Application, Network 12
Network, Network 1 Application, Database 6
- - Network, Database 2
Total 16 - 20

2.1.1 Summery Statistics
Table 5 presents the 9 configurations of the IDSs and the labels.

Table 5 The 9 Configurations of the IDSs

MyReferencess TikiWiki
IDS Name - 1
Sensitivity | Specificity | Sensitivity | Specificity | Sensitivity | Specificity
1A ACD1 0.89 0.76 0.93 0.37 0.49 0.48
2A ACD3 0.61 0.84 0.22 0.68 0.24 0.75
3A ACD10 0.35 1 0.07 0.99 0.20 0.99
4A ACD30 0.27 1 0.04 1 0.20 1
S5A ACD100 0.10 1 0.02 1 0.00 1
6D GREENSQL 0.12 1 0.63 1 1 1
TA SCALP sqlia 0.25 0.91 0 1 0.21 1
8N SNORT 2.8 0 1 0 1 0 1
9N Sl;ﬁ?gé‘s 0.59 1 1 1 0.5000 1



Table 6 COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POsSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK
(FALSE NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002
FOR MYREFERENCES AND TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity] |Specificity

5 Z 2 & g8 2l & glall o 2l 2] =
£ BB 2 SNEE S s)lE g 2 sflE 5 2 S g2 E
@n =Rl | = E E & & N N
1-2 AA (1A [2A)]11 ] 7 - 34 38-| 15 | 53 | 15 [ 53 ||121| 83 (121 | 83]]0.89 | 0.61]]0.67 | 0.93
1-3AA (1A (3A]]11| 0 |11 | 0 ||34 (45|34 | 45||15 [ 89 | 15 | 89 ||121| 47 | 121 47][0.89 | 0.35]]0.76 | 1
1-4 AA 1A |4A]|11 ] 0 (11| 0 ||34 | 45|34 |45]J15| 99 | 15 | 99 ||121( 37 [121|37]]0.89 | 0.27]]0.76 | 1
1-5AA [1A|5A]|11] 0 (11| 0 ||34 | 45|34 | 45]|15 |123| 15 [123||121( 13 [121| 13]]0.89 | 0.10}]0.76 | 1
1-7 AA [1A | 7A]|11 ] 4 - 34|41 -I 15 102-| 121 34 - 0.94 | 0.20}0.71 | 0.96
2-3AA (2A(3A17 [0 7| 0]138|45([38(45]|53 |89 |53 |89]|83|47]| 83 |47]]0.61]0.35]]0.84| 1
2-4AA |[2A[4Al7 [ 0| 7| 0138 |45(38(45]|53 |99 (5399|183 |37]| 83 |37]]0.61]0.27]]0.84| 1
2-5 AA|2A|SAJ7 [0 | 7| 0]|38|45]|38(45||53 |123| 53 |123]]83 |13 | 83 | 13]]0.61 | 0.10{|0.84 | 1
2-7 AA|2A|7A) 7 | 4 34 - 0.66 | 0.20]]0.76 | 1
3-4AA |3A[4A]J0 [ 0| O ) O|145]|45[45(45]|89 |99 (89| 99]147 |37| 47 |37]]0.35|0.27|] 1 1
3-5AA |3A|5A|J0 [0 ]| 0] 0]j45]|45(|45(45]|89 13| 47 | 13]{0.35 | 0.10}] 1 1
3-7TAA |3A|7A|] 0 [ 4| 4| 0]|45|41 (41 (45]|89 34 0.46 | 0.13]]0.91 | 1
4-5AA [4A|5A]J0 [ 0| 0| O]|45]|45(|45](45]]99 13| 37 [ 13]]0.27 | 0.10}] 1 1
4-7TAA |[4A|TA|] 0 [ 4| 4| 0]|45]|41(41(45]]99 0.40 | 0.13]]0.91 | 1
5-7TAA [SA|7A]| 0 [ 4| 4| 0]]45 |41 |41 (45]]123 035 0 |Jjo91| 1
8-9NN 8N [9ONJJO0 [ 0| 0| 0]j45]|45](45](45]|136 059 0 1 1
1-8 AN (1A |8N||11]| 0 (11| 0 ||34 | 45|34 | 45]] 15 089 0 |]l0.76 | 1
1-9AN (1A |9N||11 ]| 0 (11| 0 ||34 | 45|34 | 45]] 15 0.96 | 0.51}]0.76 | 1
2-8AN [2A (8N} 7 [ 0| 7 ) 0|38 |45(38(45]]|53 0.61|0.00]]0.84 | 1
2-9AN [2A[9N|J 7 [ 0| 7 ) 0|38 |45(38(45]]|53 0.93]0.27]]0.84 | 1
3-8AN |3A[8N]JO0 [ 0| 0| 0]j45]|45(|45](45]|89 035 0 1 1
3-9AN |3A(9N]JO0 [ 0| 0| 0]|45]|45|45](45]|89 0.79]0.14]] 1 1
4-8 AN [4A [8N]J O [ O | 0| O||45|45(|45(45]]99 0.27]0.00]] 1 1
4-9AN [4A[9ON]JO [ 0| 0| O]|45]|45(|45](45]]99 0.74]0.13]] 1 1
5-8 AN |SA[8N]JO0 [ 0| 0| O0]j45]|45(45(45]|123 136 136 010 0 1 1
59 AN |SA[ONJJ O [ O | O | O||45]|45(45(45]|123] 56 0.68| 0 1 1
7-8 AN |7TA[8N|| 4 [ 0 | 4 | 0|41 |45 (41 (45]]102]136(102|136 025 0 J]0.91| 1
7-9AN |7TA[9ON|| 4 [ 0 | 4 | O ||41 |45 41 [45]]102] 56 | 56 | 102 0.59 | 0.25}]0.91 | 1
1-6 AD (1A |[6D||11 | 0 (11| 0 |34 |45]|34|45]]15 |120 0.91 | 0.10}§0.76 | 1
2-6AD |[2A|6D|] 7 [ 0| 7| 0138|4538 (45]]53 |120 0.65|0.07]]0.84 | 1
3-6AD |3A|(6D|J 0 [ 0 | 0| O||45]|45|45([45]|89 |120 046 0 1 1
4-6 AD |[4A |6D|J 0 [ O | O | O ||45|45|45([45]]99 |120 039 0 1 1
5-6 AD |[SA|6D|J 0 [ O | O | O||45|45(45](45]]123]|120 021 0 1 1
6-7DA |6D |7A|] 0 [ 4 | 4| 0]]45]|41 (41 (45]]120]102 0.32 0.05}]0.91 | 1
6-8DN |6D [8N]J 0 [ 0 | 0 | O||45|45|45(45]|120]136(120|136 012 0 1 1
6-9DN 6D [ON]] 0 [ O | O | O ||45|45(45(45]|120] 56 0.65|0.06]] 1 1




Table 7

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR PHPBB AND

TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity]|Specificity
< 2 gla 2 a ) 2l all 2 2l 21 =
AN EEEE EEEHN R EREEEH BRI EE

@ | = =| = = | = ==
1-2AA (1A |2A]]61 | 31|61 |31||136|66|36|66]116 (192 16 | 192|229 | 53 |229| S3 0.93| 022l10.37| 0.68
1-3AA (1A (3A]j61 | 1 (61| 1]|36|96|36|96]]16 |227 16 |227]]229| 18 |229| 18 ]]0.93| 0.07110.37 | 0.99
1-4 AA [1A|4A]j61| 0 |61 0136 (97|36 |97]|16 (234 16 [234]|229| 11 |229| 11 ]|¢.93| 0.04l0.37| 1.00
1-5AA [1A(5A]l61| 0 (61| 0]|36|97|36|97]]16 [239( 16 |239]]229| 6 [229( 6 |l0.93] 0.0210.37| 1.00
1-7AA [1A|7A]l61| 0 (61| 0]|36|97|36|97]]16 |245| 16 |245]]229| 0 [229( O |lp.93| 0.00ll0.37| 1.00
2-3AA |2A[3A||31| 1 (31 1]]66| 0 | 66 |96]]1192]227|192|227||53 | 18 | 53 | 18 ]|9.22| 0.07]| 0.68 | 0.99
2-4AA |2A[4A||31]| 0 (31| 0]]66| 0 | 66 | 97]|]192]|234|192|234)|53 | 11 | 53 | 11{}9.22| 0.04]|0.68 | 1.00
2-5 AA |2A|5A)|31] 0 | 31| 0]]166 66|66 |97|1192(239|192(239]|53 | 6 [ 53| 6 |{o.221 0.02ll0.68 | 1.00
2-7 AA |2A|7A)|31] 0 | 31| 0]]66 96|66 |97||192 (245|192 (245]|53 | 0 [ 53| 0 Ho.221 0.00ll0.68 | 1.00
3-4AA |3A[4A]|l1 |0 [ 1) 0]]96]|97|96|97]||227|234|227|234)|18 | 11 | 18 | 11{}¢.07| 0.04]|0.99 | 1.00
3-5AA |3A|SA||1 | 0| 1| 0]96]|97]|96]|97]|227239]227(239||18 [ 6 | 18 | 6 |{0.07! 0.021]0.99 | 1.00
3-TAA |3A|7A||1 | 1| 1| 0]J96| 0 |96]|97]|227|245]227 (24518 [ 0 | 18 | 0 |{0.07! 0.00l]0.99 | 1.00
4-5AA |4A|5A)|l0 | 0 [ 0| 0]]97|66|97|97]||234]|239|234|239)|11 | 6 |11 | 6 ||o.04|0.02]|1.00| 1.00
4-7AA [d4A|7A|Jo | 0 [0 | 0]|97|96|97|97||234|245|234 (245 11 | 0 [ 11| 0 ||o.04] 0.00ll 1.00] 1.00
5-7TAA |SA|7AJ|0 | 0] 0| 0]J97|97]|97|97]|239(245]239(245|1 6 [ 0 | 6 | O }{o.02! 0.00l]1.00! 1.00
89NN |8N|ONJJO |0 [0 | 0]|97]|66|97|97||245] 0 | 0 |245)] 0 (245(245( 0 ||1.00/ 0.00]|1.00| 1.00
1-8 AN [1A|8N||61| 0 |61 0136 (97|36 |97]|16 (245 16 [245[]229| 0 |229| O ||o.93| 0.00ll0.37| 1.00
1-9AN [1A|9N|j61| 0 |61 0]136(97|36|97]]16 | 0 [ 0 [ 16||229|245]|245|229)|1.00] 0.9310.37| 1.00
2-8 AN |2A|8N||31| 0 |31 | 0|66 | 0 | 66| 97[|192|245]192(245||53 [ 0 | 53 | 0 |{0.22 | 0.00l]0.68 | 1.00
2-9AN |2A|9N||31| 0 |31 | 0|66 | 66|66 |97[|192| 0 | 0 [192||53 [245]|245| 53 |{1.00| 0.221]0.68 | 1.00
3-8AN |3A|8N||1 |0 [ 1] 0]]96]|97|96|97]||227|245|227|245)|18 | 0 [ 18 [ O |}0.07| 0.00]0.99| 1.00
39AN |3A[9N||1 | 0| 1| 0]J96]|66]|96]|97[|227| 0 | 0 (227||18 [245]|245| 18 |{1.00| 0.071]0.99 | 1.00
4-8 AN |4A|8N||0 | 0| 0| 097 |97|97|97||234|245]|234 (24511 [ 0 | 11 | O |{o.04 | 0.00] 1.00| 1.00
49AN |4A|9N|IO | O [0 | 0]]97]| 0 |97 |97]|234]| 0 | 0 |234)| 11 (245|245 11{|1.00| 0.04]|1.00| 1.00
5-8AN |SA|8N|J0 | 0 [0 | 0]]97]|97|97|97]|239]|245|239|245)| 6 | 0 [ 6 [ O |}o.02/0.00]l1.00| 1.00
59AN |SA|9NJ|0 | 0| 0| 0]J97|66]|97|97|239| 0 | 0 [239|| 6 [245|245| 6 ||1.00! 0.021|1.00! 1.00
7-8AN |7A|8NJJ0 | 0| 0| 0|97 | 0 |97 |97]|245|245]245(245[1 0 [ 0 | 0 | O }{o.00! 0.00l]1.00! 1.00
7T9AN |TA|9N||O | 0 [ 0| 0]]97|97|97|97]||245] 0 | 0 |245)] 0 (245(245( 0 ||1.00/ 0.00]|1.00| 1.00
1-6AD |1A|6D]l61| 0 |61 | 0|36 |97|36|97||16 | 91 | 16 | 91||229 (154|229 |154]|9.903 | 0.630.37 | 1.00
2-6 AD |2A|6D||31| 0 |31 | 0|66 |97 |66 | 97192 91 | 45 [238||53 [154|200| 7 |{o.82 | 0.031]0.68 | 1.00
3-6AD |3A|6D||1 |0 [ 1] 0]]96]|97|96|97]|227]| 91 | 80 |238)| 18 [154(165( 7 ||0.67| 0.03]|0.99| 1.00
4-6 AD |4A|6D|J 0 | 0| 0 | 097 | O |97 |97]|234]| 91 | 80 [245|| 11 [154|165| O |{0.67 | 0.00l| 1.00 | 1.00
5-6 AD |SA|6D||0 | 0| 0| 0]J97|97|97|97||239] 91 | 85 [245|| 6 [154|160| 0 |{0.65 | 0.001] 1.00 | 1.00
6-7DA |6D|7A||0 | 0 [ 0| 0]]97|97|97|97]|91 |245| 91 |245||154| 0 [154| 0 |}o.63| 0.00]|1.00| 1.00
6-8DN |6D|8NJJ0 | 0| 0| 0|97 | 0 |97|97]|91 |245] 91 (245||154 0 |154| 0 |{0.63 | 0.00] 1.00| 1.00
6-9DN |6D|9NJJO0 | 0| 0| 097 |97|97|97||91 | O | O | 91||154(245]|245|154)|1.00| 0.631]1.00! 1.00




Table 8

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR TIKIWIKI AND
TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity| | Specificity
= o | e e "o | "o « T«

S's A = a2l 28l 2l 2222l 28R AI~RA
RN I | [ RO (| ST I B | IS I | S R B R | R
mm@@ ZQQ ocn_;_oc
£ BRI SISEIE S S||E &2 S||E& 2| &)l 2] gl B 3
> - zZ | Z - ™ — [ — [

»n B | = EE | =
1-2 AA 1A [2A]]42 (20 [ 42 | 20]]38 | 60 | 38 | 60|39 (58 [ 39 | 58|37 | 18 | 37 | 18]]0.49 | 0.24 0.48| 0.75

1-3AA 1A |3A) 42 | 1 [a2| 1 ||38 | 79|38 | 79]|39 | 61 |39 | 61|37 | 1537 |15]]0.49|0.20| o485 | 0.90

1-4AA 1A |4A|[42 | o |42 | o|]38 80|38 |80|]39 |61 |39 |61]{37]15]37|15[|0.49 | 0.20]| 948 | 1.00

1-5AA |1A|5A)f42 | o [42 | o ||3s |80 |38 |so]|30 [ 70 |39 | 70|37 | 6 |37 | 6]]0.49|0.08||¢.48| 1.00

1-7AA |1A|7A]j42 | o [42 | o ||3s |80 |38 |s0]|39 [ 60 | 34 | 65||37 | 16 | 42 | 11]}0.55| 0.14| g.48 | 1.00

2-3AA |2A(3A]J20 [ 1 | 20| 1 ]{60o [ 79 [60 [ 79]|58 | 61|58 | 61]|1s |15 18| 15][0.24 | 0.20]¢.75] 0.99

2-4 AA [2A|4A]|20| 0 |20 [ 0 |J60 | 80 | 60 | 80|}S8 | 61 | 58 [ 61]J18 [ 15 | 18 | 15]]0.24 | 0.20]] 9.75 | 1.00

25 AA [2A(5A]]20 | o |20 | o |jeo [s0 60 |so|lss| 70|58 |70)]18 | 6 |18 6 |[0.24]0.08]0.75] 1.00

27 AA |2A|7A||20 [ o |20 [ o |60 |80 |60 |so]lss |60 |52]66]|18]| 1624 10]J0.32]0.13}0.75| 1.00

3-4AA [3A[4A|l1 [ o | 1 | of[79]80 |79 |so]ler |61 |61 |e1][15|15|15]15[[0.20]0.20{|¢.09] 1.00

35AA [3A(5A|[1 |0 | 1| o]]o[so|79]|s0|l61]|70|61|70][15] 6 |15] 6 ||0.200.08]|9.99] 1.00

3-TAA [3A|TA)J1 (0| 1] O0fj79 (80 (79 |80Jj61 |60 |53 (68fI15 (16|23 | 8]10.30|0.11}|p.99| 1.00

4-5AA [4A|5A|Jo | o | o | o]lso[s0|s0|sofler]|70|61|70][15| 6 |15] 6 ||0.200.08|1.00| 1.00

47AA [4A|7A|J o | 0o | o | o]lso[s0|s0]|s0|ler|6o|53|6s][15]|16]|23]| 8|l0.30]0.11]|1.00] 1.00

5-7AA |5A|7A]Jo [ o | o | o]fso|so|so|solf70|60|56|74]]6 |16]20] 2][0.26]0.03]|1.00] 1.00

8-9NN |8N|(ONJJo | o | o] offso|sofso|soffze|3s|38]|76]]o |0 [38]0]l0.50]0.00]J1.00]1.00

1-8AN [1A|8N||42| o (42| o ]|38 |80 |38 | 80|39 (76|39 76|37 | 0 |37 0]]0.49|0.00||¢.48] 1.00

1-9AN [1A|9N|{42 | o [42 | o ||38 |80 |38 |s0]|39 38 |20 | 57|37 |38 |56 |19]]0.74 | 0.25|| 948 | 1.00

2-8 AN |2A|8N]|20 | o |20 | o |l6o |0 |60 [s0]ls8 |76 |58 |76]J1s | o |18 o ][0.24]0.00]}¢.75] 1.00

2-9AN |2A|9N]|20 | o |20 | o |l6o |0 |60 [so]|ss |38 |31|6s]|1s |38 |as|11][0.59]0.14]|.75] 1.00

3-8AN [3A[8N||1 [ o | 1| of[79]s0|7o|so]ler|76]|61|76[[15| 0 [15] 0[[0.20]0.00{|¢.90] 1.00

39AN [3A[ON|[[ 1 | o | 1| o]]7o[s0]|79]|s0||l61|3s|31|68][15]|38]|45]| 8|0.59]0.11]|¢.99] 1.00

48AN [4A|8N|{o | o | o | o]lso[so|so0|so|ler]|76|61|76][15] 0 |15] 0 ||0.20(0.00]|1.00] 1.00

49AN |4A[9N|| o [ o | o [ o||so[s0o|so0|soffer|38|31]6s]|15]|38 45| 8]l0.59]0.11]}1.00/1.00

5-8AN |5A(8N|Jo [ o | o | offso|sofsofsoff70|76]|70|76]]6 |06 | o]fl0.08]0.00]]100]1.00

5-9AN |5A(9N]Jo | o | o | offso|sofso|soff70|3s|34]|7a]]6 |38]a2]2][0.55|0.03]|1.00] 1.00

7-8AN |7A|8N[Jo | o | o | o]lso|so|so|so]leo|76|60|76]J16| 0 |16 o [0.21]0.00{}1.00 1.00

7-9AN |7A|9N]J o [ o | o | o]fso|so|so|so]fco|3s|38|60]l16|38]38]16[]0.50]0.21]1.00] 1.00

1-6AD |1A|6D|{42 | o (42| o||3s |80 |38 |s0o]|39 | o | o |39||37 |76 |76 |37]]1.00|0.49|| 048! 1.00

2-6AD |2A|6D||20 | o |20 o]]eo |80 |60 |so]ls8| o | o |ss]f1s| 76|76 | 18]|1.00]0.24] 075 1.00

3-6AD [3A[6D|| 1 [ o | 1| of[79]80|79|so]ler| 0| o |e1][15|76|76|15[|1.00]0.20||¢.99] 1.00

4-6AD [4A|6D|{o | o | o | o]lso[so|so|sofler| o |0 |e1][15]|76]|76]|15]1.00]0.20]|1.00| 1.00

5-6AD |5A|6D|Jo |0 | o | o]lso|sofsofsoff7o| 0|0 |70]]6 |76]76]| 6][1.00]0.08]|1.00] 1.00

6-7DA |6D|7A|J o [ o | o | o]lso|sofso[soffo|6o| o0 |6o]l76|16]76]16]]1.00]0.21]{1.00] 1.00

6-8DN |6D(8N|J o [ o | o | o]lso|sofsofsoffo|76]|0|76]]76| 0 [76]| o][1.00]0.00]|1.00] 1.00

6-9DN |6D|9N]J o [ o | o | ofso|sofso|soffo|3s]| 0 |3s]]76 38|76 |38][1.00]0.50]|1.00] 1.00
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2.1.2 Averages

Table 9 The Average Sensitivity, Specificity and Accuracy for Single IDS and the 1002 and 2002 pairs, per type and per web
application

=
E
=z
5

MyReferencesy PhpBB

Averages

Sensitivity
Specificity
Accuracy
Sensitivity
Specificity
Accuracy
Sensitivity
Specificity
Accuracy

Single System 0.32]0.91]0.63]0.32/0.89/0.49]0.32/0.91/0.63

Overall 1002 0.51]0.83]0.68]0.560.800.63]0.51/0.83/0.68

APPZO"Z‘[‘y”D"' 0.33]0.76/0.550.390.700.48}0.330.760.55

Network-
only

Application
& Network 0.41]0.87]0.65]0.61/0.84(0.67}0.41/0.870.65]

Application
& Databasd 1 10.87]0.93]0.73/0.840.76] 1 |0.870.93}

Network
& Databasd 1 1 1 10.81] 1 0.87] 1 1 1

Overall 2002 0.13]0.99]0.5710.09/0.99/0.34]0.13/0.99(0.57

0.50] 1 |0.760 1 | 1 | 1 ]0.50 1 (0.76

Applo’ij”""' 0.13{0.98(0.570.040.980.31}0.13/0.98/0.57

Newwork- {1 Hosi] o | 1028 o | 1 ot
only

Application
& Network 0.07{ 1 ]0.55]0.11] 1 0.36]0.07] 1 |0.55]

Application
& Database 0.23| 1 ]0.63]0.11] 1 |0.37J0.23| 1 |0.63]

Network
& Database 0.25| 1 ]0.63]0.31) 1 [0.51§0.25 1 [0.63
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2.1.3 Diversity Analysis.

2.1.3.1 MyReferences

2.1.3.1.1 ROC

Figure 1 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR MIYREFERENCES

ROC FOR MYREFERENCES
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Figure 2 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR
MYREFERENCES WHEN THE PAIRS WERE FUNCTIONALLY REDUNDANT

ROC-FUNCTIONALLY REDUNDANT FOR
MYREFERENCES
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Figure 3 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR
MYREFERENCES WHEN THE PAIRS WERE FUNCTIONALLY DIVERSE

ROC-FUNCTIONALLY DIVERSE FOR
MYREFERENCES
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2.1.3.1.2 Accuracy

Figure 4 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE
CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS

ACCURACY FOR MYREFERENCES
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Figure 5 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES
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2.1.3.1.3 Specificity

Figure 6 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE
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Figure 7 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM IN
THE RESPECTIVE PAIR FOR MIYREFERENCES

SPECIFICITY DIFFERENCE FOR MYREFERENCES
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2.1.3.1.4 Sensitivity

Figure 8 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE
CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS

SENSITIVITY FOR MYREFERENCES
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Figure 9 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES
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2.1.3.1.5 Improvement and deterioration in Sensitivity Specificity

Figure 10 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR MIYREFERENCES FOR A 1002 CONFIGURATION
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Figure 11 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR MYREFERENCES FOR A 2002 CONFIGURATION
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2.1.3.2  PhpBB

2.1.3.2.1 ROC

Figure 12 ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR PHPBB
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Figure 13 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR PHPBB
WHEN THE PAIRS WERE FUNCTIONALLY REDUNDANT
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Figure 14 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR
MYREFERENCES WHEN THE PAIRS WERE FUNCTIONALLY DIVERSE
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2.1.3.2.2 Accuracy

Figure 15 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
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Figure 16 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB
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2.1.3.2.3 Specificity

Figure 17 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS
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Figure 18 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB
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2.1.3.2.4 Sensitivity

Figure 19 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS
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Figure 20 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB
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2.1.3.2.,5 Improvement and deterioration in Sensitivity Specificity

Figure 21 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR PHPBB FOR A 1002 CONFIGURATION

Difference in Sensitivityand Specificity

Differences in Sensitivity and Specificity for a given system A when Paired with another System B in a 1002 configuration for PhpBB

B Sensitivity difference in a 1002 system B Specificity difference in a 1002 system

Figure 22 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR PHPBB FOR A 2002 CONFIGURATION
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2.1.3.3  TikiWiki

2.1.3.3.1 ROC

Figure 23 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR TIKIWIKI
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Figure 24 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR TIKIWIKI
WHEN THE PAIRS WERE FUNCTIONALLY REDUNDANT
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Figure 25 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS . THE ROC FOR TIKIWIKI
WHEN THE PAIRS WERE FUNCTIONALLY DIVERSE
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2.1.3.3.2 Accuracy
Figure 26 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS
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Figure 27 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI
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2.1.3.3.3 Specificity

Figure 28 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS
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Figure 29 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI
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2.1.3.3.4 Sensitivity

Figure 30 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART

SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS
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Figure 31 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI
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2.1.3.3.,5 Improvement and deterioration in Sensitivity Specificity

Figure 32 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR TIKIWIKI FOR A 1002 CONFIGURATION
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Figure 33 DIFFERENCES IN SENSITIVITY AND SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B
FOR TIKIWIKI FOR A 2002 CONFIGURATION
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2.2 Analysis by type of attack:
1-out-of 2 and 2-out-of 2 with considering the SQL injection attack method

Crawlin Successful
Web Application DS o g Attack GET POST
ctions (GET+POST) ~ METHOD METHOD
MY REFERENCE 9 45 136 99 37
PHP BB 9 97 245 77 168
TIKIWIKI 9 80 76 33 43

Table 10 Classifying by attack method POST and GET

2.2.1 Summery Statistics
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Table 11

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR MYREFERENCES
WHEN ATTACKS WHERE READ (GET) AND TAKING INTO ACCOUNT THE TYPE OF IDS.

FP TN FN TP Sensitivity]|Specificity
< 2 N 2l A al & g2 al 2| 2|l 21 =
N EEEE EEEE EEEE EREE BB K

2] SN | e | = |

1-2AA 1A 2Al 11| 7|15 3|34 38]30]42)l15]16]15] 16]|84]83]84]83]|0.85| 0.84}|0.67] 0.93
1-3AA  |1A | 3Al11| of 11| o]|34]|45|34|45||15|52]|15|52||84|47|84|47]|0.85]| 0.47]]0.76 | 1.00
1-4 AA  |1A [4A||11| of 11| o]|34|45|34|45)||15|62]|15|62||84(37|84|37]|0.85| 0.37]]0.76 | 1.00
1-5AA (1A |5A||11] of 11| of|34|45[34|45)|15]|86] 15| 86]|84]| 13|84 13)]0.85] 0.13)]0.76 | 1.00
1-7TAA 1A | TAl11| 4| 13| 2||34|41|32|43||15|65]| 8|72||84(34]|91]27]{0.92] 0.27]]0.71 | 0.96
2-3AA 24 3A|| 7| o] 7| o]|38]|45[38]45]||16] 52| 16]52]183]47] 83| 47)|0.84] 0.47])0.84] 1.00
2-4AA 12A14A]] 7] o] 7| oll38]45|38[45)l16]|62] 16| 62)183]|37]83|37]|0.84] 0.37]]0.84] 1.00
2-5 AA [2A(5A)] 71 o] 7| of|38|45]|38|45||16|86]|16]86]|83] 13|83 13]]0.84 | 0.13]]0.84 | 1.00
2-7 AA [2A07A|l 7] 4|11 of|38|41]|34]45||16|65] 9] 72]|83]34|90]27]]0.91] 0.27)]0.76 | 1.00
3-4AA 3A14A)1 o] o] of ofl45[45]45|45||52]|62]52]62]|47]|37[47]37]]0.47] 0.37]| 1.00 | 1.00
3-5AA [3A15A]] of o] o] o]l45|45]45]45]|52|86]52]|86]|47|13]|47]13]]0.47] 0.13]|1.00] 1.00
3-TAA 3A|7A)l 0| 4| 4| of|45|41]|41|45||52|65]|36]81]]47]34|63] 18]|0.64| 0.18]]0.91| 1.00
4-5AA [4A[5A] o o] o] o]l45|45]45]45]||62|86]62]86]|37|13]|37]13]|0.37] 0.13}|1.00] 1.00
4-7TAA |4A|7A]] of 4| 4| o]l45|41]41]|45]|62]|65]45]82]|37|34]|54]17]|0.55] 0.17]]0.91] 1.00
S5-TAA |SA|TANl of 4| 4| of|45|41|41]45]|86]65|52]|99)|13|34]|47| Off0.47] 0.00]0.91] 1.00
8-9NN 8NNl of 0| o off45|45]45]|45|]99]|52|52]|99|| 0]47]|47| o]{o.47] 0.00]|1.00]| 1.00
1-8 AN | 1A 8N|I11| of 11| o]|34]|45|34|45|]15]99]|15[99]|84| 0|84| 0]|0.85]| 0.00]]0.76 | 1.00
1-9AN 1A |9N||11| of 11| of|34|45[34|450|15]|52| 5|62|I84]|47]94|37)l0.95] 0.37)]0.76 | 1.00
2-8 AN |2A(8N|l 7[ o] 7| o]|38|45]|38]45]||16]99|16]99]|83| 0]83| 0]f0.84] 0.00]|0.84]| 1.00
2-9AN |2A19NI1 7( o] 7| o]|38|45]|38]45]|]16]|52| 6]62]|83|47]93|37||0.94] 0.37]|0.84] 1.00
3-8AN 3A|8N)l o] o] of of|l45[45]45|45||52]99]52]|99]|47] 0[47]| 0]lo.a7] 0.00]]1.00] 1.00
3-9AN [3A9N]| o| o] o] o]l45|45]45]|45]|52|52]24]|80]|47[47|75] 19]]0.76| 0.19]| 1.00] 1.00
4-8AN [4A|8N)l 0| 0| 0of of|45[45]|45|45||62|99]62]99]|37] 0|37| 0]]0.37] 0.00]]1.00| 1.00
4-9AN [4A9N)l o] o] of of|45[45]45|45||l62]52]32]82]|37]|47[67]17]]0.68] 0.17}| 1.00| 1.00
5-8AN |5A 8Nl o] o] of oll45]|45|45[45]186]99]|86[99ll13| 0]13| 0]]o.13] 0.00]] 1.00] 1.00
5-9AN |5A19N]] o] o] of oll45]|45|45[45]186]|52]39[99)l13]|47]|60| 0]]o.61] 0.00]]1.00] 1.00
7-8 AN | TAI8NIl 4 0| 4| of{41|45]|41]45]|]65]99|65]|99||34| 0]34| 0{0.34] 0.00]|0.91] 1.00
7-9AN |TAINNl 4| 0| 4| of|41|45]|41]45]||65]|52|52]|65||34|47]47|34||0.47] 0.34]{0.91] 1.00
1-6 AD 1A |6D||11| o 11| of|34|45[34|45)|15]|85[12]88||84]| 14|87 11]]o.88] 0.11)l0.76| 1.00
2-6AD 12A16D]] 7] o] 7| o)|38]45|38[45]l16]|85]12[89)I83]| 14|87 10]|0.88] 0.10]]0.84] 1.00
3-6AD |3A16D|] 0| 0| of of|45[45]|45|45]||52]|85|38]|99]|47]| 14| 61| 0]lo.62] 0.00]]1.00] 1.00
4-6 AD |4A|6D|| 0| o] 0| o]l45|45]|45]|45]|62|85]|48]|99]|37|14]|51] 0]lo.52] 0.00]|1.00] 1.00
5-6AD |S5A 6Dl 0| o] of o)|45]|45]45[45]I86]|85]72[99)l13]|14]27| 0]|o.27] 0.00]] 1.00] 1.00
6-7DA | 6D |TAll 0 4| 4| of|45|41|41]45]|85]|65|58]92)|14|34]|41| 7|{0.41] 0.07]{0.91] 1.00
6-8DN 6D 8N]l 0| 0| of o)l45]|45|45[45]185|99|85[99ll14| 0]14| 0]lo.14] 0.00]]1.00] 1.00
6-9DN 6D 9Nl 0| 0| 0| o)f45]|45|45[45]I85]|52]45[92)|14]|47]|54| 7]|o.s5] 0.07]]1.00] 1.00
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Table 12

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR MYREFERENCES
WHEN ATTACKS WHERE WRITE (POST) AND TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity| | Specificity
o 2 N g8 2l & glall o 2l 21 2
NN EEEE EEEE BEEEE BEEE EHE HE
2 S = | = == | =
1-2AA T1IA2A1 11| 7] 15] 3]134]38[30]42)| 0]37] o]37)|37] 0]37] ol1.00 0.00| 0.67] 0.93
1-3AA [1A3A]l11] of11] of|34[45]34]45)] of[37] 0]37l137] 0]37] o]l1.00 0.00| 0.76 | 1.00
1-4 AA |1A4A)l 11| of11] o)l34[45]34]45)l of37] 0]37l137] 0]37]| oll1.00 0.00| 0.76 | 1.00
1I-5SAA [1A|SA]|11] of11] of|34[45]34]45)] of37] 0]37l137] 0]37]| o]]1.00 0.00| 0.76 | 1.00
I-7AA [1AVT7A| 11| 4]13] 2||34[41]32]43]] 0of37] 0]37l137] 0]37] o]]1.00 0.00| 0.71 0.96
2-3AA 12A13A)) 7] o 7| o]|38]45]|38(45]|37]|37]|37[37]| 0] o] of o]lo.00 0.00| 0.84 | 1.00
2-4AA 12A14A)] 7] o 7| o]|38]45]38]45]|37]|37]|37[37]] o] o] of o]lo.00 0.00| 0.84 | 1.00
2-5 AA |2A15A) 7] o] 7| of|38]45]|38[45]||37]37|37[37|]| 0] o] of o]fo.00 0.00| 0.84 | 1.00
2-7 AA 12ATA|| 7] 4] 11| of|38]41]34[45]|37]37|37[37]] o] o] of o]{o.00 0.00| 0.76 | 1.00
3-4AA |3A14A]] o] o of o]l45]|45]|45(45]|137]37]|37[37]] o] o] of o]lo.00 0.00| 1.00 | 1.00
3-5AA |3A[5Al o] o] of o]f45]45]|45[45]|137]137]|37(37]] 0] o] of o]fo.00 0.00| 1.00 | 1.00
3-TAA |3A17A|l o] 4| 4| oll45]41]|41[45]|37]37]|37[37]] 0] o] of o]fo.00 0.00| 0.91 1.00
4-5AA [4A15A]| o] o of o]l45]|45]|45(45]|137]37]|37[37]] o] o] of o]lo.00 0.00| 1.00 | 1.00
4-TAA 14A17A) o] 4| 4] oll4s5]|41|41|45]|137[37]|37|37]]l 0] of o] o0]]o.00 0.00| 0.91 1.00
S-TAA [SATAN o] 4| 4| oll45]41]41{45[|137]37]|37({37]] o] o] of o]jo.00 0.00| 0.91 1.00
8-9NN [8N|IN|| 0| o| of olf45]45]|45(45[|37] 4| 4[37|] 0]33]|33] o]|o.89 0.00| 1.00 | 1.00
1-8 AN | 1A|8N]|11| o 11| o}|34[45]34]45)] 0of[37] 0]|37)137] 0]37]| oll1.00 0.00' 0.76 | 1.00
1-9AN |1A9N|11] o|11] o]|34[45[34[45)]l 0] 4] o] 4||37]33]37]33]|1.00] 0.89]]0.76 ]| 1.00
2-8AN |2A 8Nl 7] o 7| o]|38]45]|38[45||37]|37[37[37|]| 0] o] o] 0]fo.00| 0.00}|0.84 ] 1.00
2-9AN [2A9N|| 7] o 7| o]|38]45]|38[45]|37] 4| 4[37|| 0]33]|33] o]|o.89 0.00| 0.84 | 1.00
3-8AN 3A I8Nl o| o| of o]l45]|45]|45(45]|37]|37]|37[37]] o] o] of o]lo.00 0.00| 1.00 | 1.00
3-9AN 3A 9Nl o] o of o]f45]45]|45[45]|137] 4| 4[37|| 0]33]|33| 0]|o.89 0.00| 1.00 | 1.00
4-8AN |4A 8Nl 0| o of o]l45]45]|45[45]|37]37]|37(37]] 0] o] o o]fo.00 0.00| 1.00 | 1.00
4-9AN 14A19N) 0| o o] oll45]|45|45|45||37| 4| 4|37|] 0]33[33]| 0]lo.89 0.00| 1.00 | 1.00
5-8AN SA|8N|| o| o| of o]l45]|45]|45(45]|37]37]|37[37]]| o] o] of o]lo.00 0.00| 1.00 | 1.00
5-9AN |SAI9N|| o] o of o]l45]45]|45[45]|37] 4| 4[37|| 0]33]|33] o]|o.89 0.00| 1.00 | 1.00
7-8AN |TA|8N|| 4] o 4| ol|41]45]|41[45]|37]37]|37[37]] o] o] o o]fo.00 0.00| 0.91 1.00
7-9AN [TAIN|| 4| o] 4] of|41]45]41]45[|137] 4] 4{37)] 0[33|33] 0}fo.89 0.00' 0.91 | 1.00
1-6AD |1A16DJ11| 0| 11| O]|34[45[34[45)] 0]35] 0]35||37] 2[37] 2||1.00] 0.05]]0.76 | 1.00
2-6 AD |2A16D|| 7] o 7| o]|38]45|38[45||37]35[35[37|| 0] 2| 2| 0]|0.05] 0.00]|0.84 | 1.00
3-6 AD 3A16D|| 0| o| of o]|l45]|45]|45(|45]|37]35]|35[37]] o] 2| 2| o]|o.05 0.00| 1.00 | 1.00
4-6 AD |4A|6D|| 0| 0| of o]f45]45]|45[45]|137]135]|35[37|] o] 2| 2| o]fo.05 0.00| 1.00 | 1.00
5-6 AD |SA|6D|| 0| o| of o]|45]45]|45[45]|37]35]|35[37|]] o] 2| 2| o]|o.05 0.00| 1.00 | 1.00
6-7DA 6D |TA|l 0| 4| 4| ol|45]41]|41[45]|35]37]|35[37|] 2] o] 2| o]fo.05 0.00| 0.91 | 1.00
6-8DN 6D |8N|| 0| o| of o]f45]45]|45[45]|135]37]35[37|| 2] o] 2| o]|o.05 0.00' 1.00 | 1.00
6-9DN 6D |9N|| 0| o of of|45]|45|45[45||35| 4| 3|36|| 2]|33|34| 1]]0.92] 0.03]|1.00] 1.00
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Table 13

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR PHPBB WHEN
ATTACKS WHERE READ (GET) AND TAKING INTO ACCOUNT THE TYPE OF IDS.

FP TN FN TP Sensitivity]|Specificity
o 2 ) ol & ) gal o 2|l 2 2
N EEEE EEHE EEEE EREE B ElE
2] =Rl = = = = = e
1-2AA 1A 12A061 [ 31] 61| 31|[36| 66| 36| 66| 16] 31| 16]31]l61] 46| 61| 46)[0.79] 0.60]]0.37] 0.68
1-3AA 1A |3Al61| 1]61] 1}|36]96[36[96]l16]| 66| 16| 66)l61]11]61]|11}|0.79] 0.14]|0.37] 0.99
1-4 AA |1A4A)l61| 0]61| oll36]97]|36]|97]l16|66] 16| 66]l61| 11|61 11]]0.79] 0.14]]0.37] 1.00
1-5AA |1ASAll61| o|61| 0]|36]97|36|97||16|71] 16| 71}]l61| 6[61] 6]]0.79] 0.08]]0.37 | 1.00
1-7AA 1A |7All61] 0]61] of|36]97]36[97]||16[ 77| 16| 77)l61] 0]61] 0]f0.79] 0.00}|0.37] 1.00
2-3AA 12A 13A|31| 1(31] 1)l66]|96]66|96]||31|66|31|66]|46| 11 46| 11)J0.60| 0.14)]0.68 | 0.99
2-4 AA 12A14A]131] o 31 o]l66]|97|66|97|131]66|31|66]l46] 11|46] 11]]0.60| 0.14]]0.68 | 1.00
2-5 AA [2A 5A|131| of31] ofles| 97| 66| 97|31 |71 [31|71]||46] 6|46]| 6]lo.60] 0.08)]0.68] 1.00
2-7 AA [2A7A|31| o31] ofle6|97]66|97||31]77[31[77]||46] 0|46]| 0]lo.60| 0.00)]0.68] 1.00
3-4AA [3A14A)] 1] of 1| o]|96]97|96|97ll66] 66| 66| 66J|11] 11| 1111} 0.14] 0.14]]0.99 | 1.00
3-5AA |3A|5A) 1] of 1] off96|97]|96|97||66|71|66]|71|J11]| 6| 11| 6]|0.14] 0.08]|0.99] 1.00
3-TAA [3A17A|l 1] of 1] o]|96]97|96|97|l66] 77| 66| 77||11] 0| 11| 0}f0.14| 0.00}|0.99 | 1.00
4-5AA [4A15A) o] of of o]l97]97|97|97lle6| 71| 66| 71||11] 6| 11| 6]lo.14] 0.08]|1.00 | 1.00
4-7TAA 14A17A]l o] of o] o]lo7|97]|97|97ll66| 77| 66| 77]]11] 0| 11| O]]o.14] 0.00]| 1.00]| 1.00
S-TAA [SATAlL o] o of olfo7]197(97]97||71] 77| 71{77|| 6] 0| 6| 0}f0.08] 0.00||1.00 | 1.00
8-9NN [8NIIN|| o] o of olf97197(97]97||77] o of olf o] 77| 77| 77||1.00] 1.00}|1.00| 1.00
1-8 AN |1A|8N||61| 0|61| 0}|36]97[36[97]|l16| 77| 16| 77)l61] 0]|61| 0]l0.79] 0.00]]0.37] 1.00
1-9AN 1A |9N]l61| 0]61| oll36]97]|36]|97ll16] 0] 0] 16]l61|77]|77] 61]]1.00] 0.79]]0.37] 1.00
2-8AN |24 |8N|I31| 031] o)le6|97]|66]|97||31]77]31[77]|46] 0|46]| 0]lo.60| 0.00)]0.68] 1.00
2-9AN |24 9N|I31| o|31] o)les|97]66]|97||31] of of31]|46| 77| 77| 46]|1.00] 0.60)]0.68| 1.00
3-8AN 3A I8N 1] of 1| o]|96]|97|96|97ll66]|77|66|77||11] 0| 11| 0]l0.14| 0.00}]0.99 | 1.00
3-9AN |3A9N)l 1| of 1] off96|97]|96|97||66| 0| 0]e66]|11]|77| 77| 11||1.00] 0.14]{0.99] 1.00
4-8AN |4A 8Nl o] of of ol|o7]197(97]97l|l66]| 77|66 77||11] 0| 11| 0}f0.14| 0.00]|1.00 | 1.00
49AN [4A 9N of o o o)l97]|97]|97|97ll66| 0| ofe6]|11|77|77] 11)]1.00] 0.14)]1.00] 1.00
5-8AN [SA I8Nl o] of of ollo7]97|97|97ll71| 77| 71| 77|l 6] 0| 6| O]lo.08| 0.00]|1.00 | 1.00
5-9AN [SAI9N|| o] of of ollo7197(97[97||71] o of71|| 6]77| 77| 6]|1.00] 0.08]|1.00] 1.00
7-8AN |TAI8N|| o] of of ollo7197(97|97l|77177|77[77|| 0] 0| o o0}fo.00| 0.00]|1.00 ] 1.00
7-9AN [TAIN|l o] o of ol|97]197(97]97||77] o of olf o] 77| 77| 77||1.00] 1.00}|1.00| 1.00
1-6 AD 1A 6D)l61]| 0]61]| 0f|36]97|36[97]||16[77|16]|77)l61] 0]61] 0]f0.79] 0.00}|0.37] 1.00
2-6AD |2A16D|I31| 031]| o)l66|97]|66]|97||31|77[31[77]||46] 0|46]| 0]lo.60| 0.00)]0.68] 1.00
3-6 AD 3A16D|| 1] of 1| o]|96]97|96|97ll66]|77|66|77||11] 0| 11| 0]|0.14| 0.00]]0.99 | 1.00
4-6 AD |4A 16Dl 0| of o] of{97|97|97|97||66|77|66]|77|J11| 0| 11| O]]0.14] 0.00]|1.00]| 1.00
5-6 AD |SA|6D|| o] o of ol|o7]197(97|97||71]77|71[77|| 6] 0| 6] 0]|0.08| 0.00]|1.00 | 1.00
6-7DA 6D |7All 0] o of ol|97]197(97|97||77]177[77[77|| 0] o] o o}fo.00| 0.00}|1.00] 1.00
6-8DN | 6D 8Nl 0| of o| ol{o7|97|97|97)|77|77|77|77|]] 0] 0| 0| O]fo.00]| 0.00]|1.00]| 1.00
6-9DN 6D |9N|| 0| o of of|97]97|97|97||77] o| of77|| 0] 77| 77| o]|1.00| 0.00]|1.00 | 1.00
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Table 14

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE NEGATIVE AND
TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR PHPBB WHEN ATTACKS WHERE WRITE

(POST) AND TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity]|] Specificity
< 2 N al & ala glell = 2l 2| =
N EEEE EEHE EEHE EREEEEE BT

2] =Rl = = = | =

1-2AA 1A 1A 61 |31 61] 31)|36] 66| 36] 66l of161] of161|]ies] 7[168] 7|{1.00]0.04]] 037] 0.8
1-3AA 1A 3Al61| 1] 61| 1)I36] 96| 36| 96]l of161] of1e1|f168] 7[168] 7)l1.00]0.04]] 037] 0.99
1-4 AA 1A [4All61| o] 61| oll36]| 97[36] 97)l o]168] of168|l168] of168] oll1.00]0.00]] 037] 1.00
1-5AA 1A SAll61| of 61| oll36| 97[36]97]] ol168] of16s|f168] of168] ofJ1.00]0.00]] 037] 1.00
1-7TAA 1A [ TAll61| of 61| oll36] 97[36]97]] ol168] of168|{168] of168] ofJ1.00]0.00]] 037] 1.00
2-3AA 12A13A)31] 1] 31] 1]les| 96| 66| 96ll161] 161 161 161} 7] 7| 7| 7|]o.04]0.04|] 0.68] 0.99
2-4 AA 12A [4A)31] o] 31] olles| 97] 66| 97|l161] 168|161 168)] 7| o] 7| ofo.04]0.00]| 0.68] 1.00
2-5 AA 12A [5A|131] o 31| of|les| 97| 66| 97||161]168[ 161 168)] 7[ o] 7| offo.04]0.00]| 0.68] 1.00
2-7 AA 12A7A|I31] o 31| of|les| 97| 66| 97||161]168[ 161 168)] 7[ o] 7| offo.04]0.00]| 0.68] 1.00
3-4AA [3A14A) 1| o] 1] ollos| 97| 96| 97|l161] 168|161 168} 7| o] 7| oflo.04]0.00]| 0.99] 1.00
3-5AA 13AI5AY 1| o] 1| of|os] 97| 96| 97||161]168[161]168)] 7| o] 7| offo.04]0.00]| 0.99] 1.00
3-TAA [3A1TAY 1| o] 1| offos] 97| 96| 97||161]168[161]168)] 7] o] 7| offo.04]0.00]| 0.99] 1.00
4-5AA [4A5A) o] o] o] ol]o7] 97| 97| 97|l168] 168[168]168)] 0o o] o] oflo.0o|o.00| 1.00] 1.00
4-7TAA [4A1TAY of o] o] ollo7] 97| 97 97||168| 168[168] 168]] 0 of o] offo.oo|o0.00l] 1.00] 1.00
S-TAA [SATAl o] o] o] offo7]97] 97| 97||168] 168[168]168)] o] o] o] offo.0o]0.00]| 1.00] 1.00
89NN |8N|IN| o] o] o] offo7]97] 97| 97}l168] of o]168)] of168]168] off1.00]{0.00]| 1.00] 1.00
1-8 AN 1A |8N|l61| o] 61| oll36| 97[36] 97)l o]168] of168|l168] of168] oll1.00]0.00]] 037] 1.00
1-9AN 1A |9N|l61| o] 61| oll36| 97[36[ 97)l o] o] of oll1es]|168]168]168))1.00] 1.00]] 037] 1.00
2-8AN |2A8N|131| o] 31| o]|es6]| 97| 66| 97||161]168[161]168)] 7] o] 7| offo.04]0.00]| 0.68] 1.00
2-9AN 12A |9N|131| o] 31| ofles]| 97| 66]97|l161] of ol1e1]]l 7[168]168] 7||1.00]{0.04|| 0.68] 1.00
3-8AN [3A I8Nl 1| o] 1] ollos| 97| 96| 97|l161]168[161]168)] 7| o] 7| oflo.04]0.00]| 0.99] 1.00
39AN [3AI9N| 1| o| 1| ofos| 97| 96| 97|l161] of ol1e1}]l 7[168]168] 7||1.00]{0.04]| 099] 1.00
4-8 AN [4A I8Nl 0| o] o| offo7]97] 97| 97||168]168[168]168)] o o] o] offo.0o|o0.00]| 1.00] 1.00
4-9AN [4A 9N o] o] o] ollo7]97] 97| 97ll168] of ol1esll of168]168] ofl1.00]{0.00]| 1.00] 1.00
S8 AN |SA I8Nl o] o] o] ollo7] 97| 97| 97|l168] 168[168]168)] 0o o] o] oflo.0o|o.00]| 1.00] 1.00
S9AN |SAION| o] o] of offo7]97]97]|97|l168] of ol1es]] of168]|168] off1.00]{0.00]| 1.00] 1.00
78 AN |TAI8N| o] o] o] offo7]97] 97| 97||168]168[168]168)] o o] o] offo.0o|o0.00]| 1.00] 1.00
7-9AN [TAIIN| o] o] o] offo7]97]97] 97|l168] of o]168)] of168]168] off1.00]{0.00]| 1.00] 1.00
1-6AD 1A 6Dll61| of 61| oll36] 97[36]97|] o] 14| of 14||168]|154]168]154]J1.00] 0.92]] 037] 1.00
2-6 AD |2A|6D|I31| o] 31| olles| 97| 66| 97||161] 14| 14| 161|| 7[154[154] 7||0.92] 0.04]] 0.68] 1.00
3-6AD |3A16D|| 1| o] 1| ollos| 97| 96| 97ll161]| 14| 14161}l 7[154]154] 7|Jo.92]{0.04|| 0.99] 1.00
4-6 AD 14A16D|| 0| o] o] offo7]97]97]|97|l168] 14| 14]168)] of154]|154] off0.92]0.00]| 1.00] 1.00
5-6 AD |SA|6D|| o| o] o] of{o7]97]97]|97|l168] 14| 14| 168)] of154]|154] off0.92]0.00]| 1.00] 1.00
6-7DA 6D |TAl o] o] o] of{97]97] 97| 97| 14] 168] 14]168)]154] o]154] off0.92]{0.00]| 1.00] 1.00
6-8DN 16D 8Nl o| o] o| offo7]97] 97| 97|| 14]|168] 14| 168)]154] o]154] of0.92]{0.00]| 1.00] 1.00
6-9DN 6D |IN|| o| o] o] offo7]97] 97| 97|| 14] of o] 14)]154]168] 168 154|J1.00]{ 0.92)] 1.00] 1.00
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Table 15

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR TIKIWIKI WHEN
ATTACKS WHERE READ (GET) AND TAKING INTO ACCOUNT THE TYPE OF IDS.

FP TN FN TP Sensitivity]|Specificity

z 2 & 2|8 g & aal o ol o1 2

N EEEE EEEE EEEE EREE BB EE
X S I A R R
5% 2| g z|z £\ g | Il
1-2AA 1A 12Al42 1 20| 42| 20f[38 | 60| 38| 60)| 9| 15| 9] 15][24]18]24] 18]]0.73] 0.55|]0.48] 0.75
1-3AA 1A 3A42 1[42] 1}{38]79]38]79)] 9| 18| 9| 18]|24|15]24] 15}]0.73| 0.45]J0.48 | 0.99
1-4AA 1A [4A)l42| o 42| o]|38]80(38]|80]] 9| 18| 9| 18)]24| 15|24 15||0.73| 0.45]|0.48 | 1.00
1-5AA 1A |5A|42| of42| of|38]80[38|80)| 9|27| 9|27||24| 6|24 6]lo.73] 0.18)]0.48] 1.00
1-7AA 1A 7TA|l42| of42] o][38]80]38]| 801 9|17| 4|22]|24|16[29]11]|0.88] 0.33]|0.48] 1.00
2-3AA  12A3A]120] 1]20] 1)j60]| 79| 60| 79)l15]| 18] 15[ 18)]18] 15| 18] 15]]0.55] 0.45]]0.75] 0.99
2-4 AA  |2A14A]]20| 0]20] o]l60]| 80| 60| 8oll1s| 18| 15| 18]]18]15] 18] 15}J0.55] 0.45)]0.75] 1.00
2-5 AA [2A15A]120] 0]20] o]]l6o|80]60]|80l15[27]15]|27||18| 6] 18] 6]|0.55] 0.18}|0.75] 1.00
2-7 AA [2A17A]120] 0]20] o]J60|80]60|80}15[17] 9]23]|18|16]24]10}|0.73] 0.30}|0.75] 1.00
3-4AA 13A14A)] 1] o] 1] oll79|so|79(so]l18| 18] 18] 18]|15]|15] 15| 15]]0.45] 0.45]]0.99] 1.00
3-5AA [3A(5A) 1] o] 1| off79[s0]|79|sol{18|27|18]27)]15] 6| 15| 6]lo.45] 0.18]]0.99| 1.00
3-7AA [3A17AY 1| o] 1] o]]79/80]79|80]|18|17] 10| 25]|15]16]23] 8||0.70] 0.24|0.99] 1.00
4-5AA  14A(5Al o] o] o] oflso[so|sofso]l1s|27]18]27||15] 6] 15| 6]lo.45] 0.18]]1.00] 1.00
4-7AA [4A17A] 0] o] of oflsofso|8o|solf18|17]10]25)]15]16(23] 8llo.70]| 0.24)l1.00] 1.00
5-7AA [SA|7All o] o] of o]{so]|8o|8o[soll27]17]13[31)] 6]16]20| 2]lo.61| 0.06]]1.00] 1.00
8-9NN |8NIINJl 0| o] o] o]|80]80]80]80)I33[13[13[33]] 0]20]20] oOffo.61]0.00JJ1.00] 1.00
1-8AN 1A |8N|]42| 0[42] o]I38]80|38|80)] 9133] 9[33||24| 0|24 0f|o.73] 0.00J0.48| 1.00
1-9AN 1A |9N|142| 0[42] 0]|38]|80]|38[80]] 9|13| 2|20}|24|20]31] 13]]0.94] 0.39)]0.48] 1.00
2-8AN  |2A8N]120] 0|20 o]leo]|80|60[s0]l15]33]15[33)|18| 0]18| 0]]o.55] 0.00}]0.75] 1.00
2-9AN  12A19N][20] 0|20 o]leéo]|80|60[soll15] 13| 6[22)]18]|20]27|11]]0.82] 0.33}]0.75] 1.00
3-8AN |3AI8N|| 1] o] 1| oll79[80[79|80]|18]33]|18|33]115] 0]15]| 0}f0.45] 0.00]]0.99] 1.00
3-9AN |3A 9Nl 1| o] 1] o]]79|80]79]|80]{18|13]| 6]|25[|15[20]|27] 8||0.82] 0.24|{0.99] 1.00
4-8AN |4AI8NIf 0| o] of of|8o[80|80|80f|18|33]18]33]||15] 0f15] 0]]o.45] 0.00}]1.00] 1.00
4-9AN [4A|9N]] o] o] o] oflso[so|sofso]l18]|13| 6]25||15|20]|27| 8]lo.82] 0.24]]1.00] 1.00
5-8AN |SAI8N]| 0| o] o] o]|8o]|80]|80|so0ll27[33[27[33]] 6] 0] 6] ofjo.18] 0.00]]1.00] 1.00
59AN [5A9N] o] o] of o]lso|8o|8o[soll27]| 13| 9[31)] 6/20]|24| 2]]o.73] 0.06]]1.00] 1.00
7-8AN |7A 8N|| 0| o] o] o]|so|80[s0|80]]17]33|17]33]l16] 0] 16| 0}fo.48] 0.00]]1.00] 1.00
7-9AN |TAI9NI o] o] o] o]|80]80] 80| 8o)j17|13[13]17]J16]20]20] 16}J0.61] 0.48]J1.00] 1.00
1-6 AD 1A |6D||42| 0[42| of|38]80[38[80)] 9| of o 9l|24]33[33[24)]1.00] 0.73)]0.48] 1.00
2-6AD |2A16D]120]| 0]20| o]leéo]|80|60[80]}15] o] of15)]18]33]33]|18]|1.00]0.55|]0.75] 1.00
3-6AD |3A|6D|| 1] o] 1| ofl79[s0|79[so]l18| o] o] 18|J15]|33]|33| 15]]1.00] 0.45]]0.99] 1.00
4-6 AD |4A (6Dl 0| o] 0| o]|so|80]|80]|80l{18| 0| o] 18]|15[33]|33]15||1.00| 0.45||1.00]| 1.00
5-6 AD |SA 16Dl 0| 0| 0| o]|80]|80]80]80)l27| of of27|| 6]133]33] 6]j1.00]0.18]J1.00] 1.00
6-7DA 6D |7All 0| 0| 0] o]|80]|80]|80]|80)] of17| of17||33]16]33]16]J1.00] 0.48]J1.00] 1.00
6-8DN 6D 8Nl 0| 0| of o]{8o]|80|8o[so]] 0]33]| 0[33)|33| 0]33| 0]|1.00| 0.00]]1.00]| 1.00
6-9DN 6D 9N|| 0| 0| o] o]/so|80[80|80]] 0]13| 0]13]I33]20]33]|20}{1.00|0.61]}1.00] 1.00
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Table 16

COUNTS OF DETECTIONS AND FAILURES FOR BENIGN TRAFFIC (FALSE POSITIVE AND TRUE NEGATIVE) AND FOR LEGITIMATE ATTACK (FALSE
NEGATIVE AND TRUE POSITIVE) FOR EACH IDS AND FOR THE 36 COMBINATIONS OF 2-VERSION SYSTEMS 1002 AND 2002 FOR TIKIWIKI WHEN
ATTACKS WHERE WRITE (POST) AND TAKING INTO ACCOUNT THE TYPE OF IDS

FP TN FN TP Sensitivity]|Specificity
2 ala ala ala alall | =l 2| 2
2] N | = B | A= ==
1-2AA 1A 1241401 20| 42 20|38 60| 38] 60]|30] 43| 30| 43)|13]| 0] 13| 0]l0.30] 0.00}|0.48] 0.75
1-3AA  |1A3AN40| 1]42] 1)|38|79] 38| 79]|30|43|30]|43]|13| 0f 13| O}jo.30| 0.00]|0.48 | 0.99
1-4AA 1A [4A)l42| o[ 42| o]|38]80]38]80]130]43|30[43)l13| 0]13| o]l0.30] 0.00]]0.48| 1.00
1-5AA 1A |5A142| 042 o]|38]80]|38|80}|30|43|30]43]|13] o 13| 0]jo.30| 0.00]]0.48| 1.00
1-7AA  |1A17All42] 0] 42| o]|38|80|38]80]|30[43|30]|43]|13| 0of 13| 0o}jo.30]| 0.00}J0.48] 1.00
2-3AA |2A(3A[120( 1(|20] 1f60|79|60|79|143|43|43[43|] 0] 0| 0| 0]]o.00| 0.00}]0.75]| 0.99
2-4 AA  |2A14A]120] 0]20] o]l60]| 80| 60| 80)l43[43[43|43]] o] o] 0] ofjo.0o]| 0.00]J0.75] 1.00
2-5 AA |2A15A)120] of20| o]f60| 80| 60| 80}|43]43]43[43]] o] 0] 0| 0]]o.00| 0.00]]0.75] 1.00
2-7 AA |2A17A120] of20| o]|60| 80| 60| 80}|43]43]|43[43]] o] 0] 0| 0]]o.00| 0.00]]0.75]| 1.00
3-4AA 13A14A]] 1] o] 1| ofl79|s0[79]|80]|43|43]|43]|43|| 0] o o 0]lo.0o] 0.00]]o.99] 1.00
3-5AA |3ASA]l 1| o] 1| ofj79|80([79]|80]|43]|43|43[43)] o] o] 0| 0O}Jo.00| 0.00]J0.99| 1.00
3-TAA |3A1TAll 1| of 1| off79|80|79(80}|43]|43]|43[43]] o] 0] 0| 0]]o.00| 0.00]]0.99] 1.00
4-5AA [4A|5A]] 0| o o] of|so[80|80|8ol|43|43]43]|43]] o] of o] o0]lo.oo|0.00]l1.00]1.00
4-7AA [4A17A]l 0] o o] oflso[80|80|s0l|43|43]43]|43]] 0] of o] ollo.oo| 0.00}l1.00] 1.00
5-TAA |5A|7All o o| o] o]|/80|80|80|80||43|43[43|43|| 0| 0| 0o O}jo.00| 0.00J1.00] 1.00
8-9NN |8NIINIl o o] of o]|80|80|80]|80]]43]|25[25]|43]| 0]18] 18| offo.42] 0.00}|1.00] 1.00
1-8 AN |1A8N|l42| 0]42]| o]|38|80|38]80]|30[43|30]|43]|13]| 0of13| 0}jo.30]| 0.00|J0.48] 1.00
1-9AN 1A 9N)|42| 0[42] o]|38]80]38]80]130]| 25| 18|37)|13|18|25| 6]lo.58] 0.14]|0.48| 1.00
2-8 AN |2A|8N|I20| 0|20| o]j60|80|60|80J|43|43[43|43|| 0| 0| 0| o}jo.00]| 0.00}J0.75 | 1.00
2-9AN [2A|9Nl|20| o|20| o]j60|80|60|80J|43|25[25[43|| 0] 18] 18| O}jo.42]| 0.00}J0.75 | 1.00
3-8AN |3A8N|| 1] o] 1| ofl79[s0[79]|80]|43|43]|43]|43|]| 0] o o 0]lo.00] 0.00]]o.99] 1.00
3-9AN  [3AI9N)] 1| of 1| off79[80] 798043 |25]25]|43]] 0] 18| 18] 0]]o.42| 0.00}]0.99 | 1.00
4-8AN |4A|8N|l 0| of o o]|so|80|80(80}|43]|43]43[43]] o] 0| 0| 0]]o.00| 0.00]]1.00]| 1.00
4-9AN |4A|9N|| o| of o o]|so|80|80(|80}|43]|25]25[43|] 0| 18] 18| 0]]o.42]| 0.00]]1.00]| 1.00
5-8AN |SAI8N]| 0| o] o] o]|80]| 80|80 |soll43[43[43|43]] o] o] 0] ofjo.00|0.00]]1.00| 1.00
5-9AN [5A|9Nll o o| o] ol/80|80|80|80||43|25[25[43|| 0| 18] 18| O}jo.42| 0.00|J1.00] 1.00
7-8 AN |7A|8Nll o o| 0| ol|/80|80|80|80||43|43[43|43|| 0| 0| 0| O}jo.00]| 0.00J1.00]1.00
7-9AN |TAI9NIl 0| o] o] o]|80] 80| 80|80)|43[25[25]43]] 0]18]18] Offo.42] 0.00}J1.00]| 1.00
1-6 AD 1A 6D)l42| 0]|42]| 0]|38|80|38]80]|30| 0o o]30]|13|43|43|13]{1.00]|0.30|]0.48] 1.00
2-6 AD |2A|6D||20| 0|20| 0]J60|80|60|80J|43| O 0|43|| 0]43|43| o}}1.00| 0.00}J0.75| 1.00
3-6AD |3A|6D|| 1] o] 1| ofj79[s0[79]80]|43| 0| 0]43|| 0]43[43| 0]]1.00] 0.00]]0.99] 1.00
4-6 AD |4A 6Dl o 0| 0| offso|80[80]|80J|43]| 0| o|43)] 0|43]|43]| 0}]1.00| 0.00]]1.00| 1.00
5-6AD |SA|6Dl| o o| 0| o]/80[80(|80|80J|43| o o|43|| 0]43|43| o}j1.00| 0.00J1.00]1.00
6-7DA | 6D |7A)l o o] of o]|80|80|80|80|] 0]43| 0]43]|43| 0]|43| of{1.00] 0.00}|1.00| 1.00
6-8DN | 6D|8N]l o o o] o]fso|8o|80|8o]] 0|43| 0|43||43| 0[43]| 0]|1.00| 0.00]|1.00]| 1.00
6-9DN 6D 9N|| 0| 0| 0] 0]|80]|80|80|80]] 0f25] 0]25|]43]18]43]18]J1.00| 0.42]J1.00]| 1.00
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2.2.2 Diversity Analysis.
2.2.2.1 MyReferences

2.2.2.1.1 ROC

Figure 34 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR MIYREFERENCES
WHEN ATTACKS WHERE READ (GET)
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Figure 35 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR MIYREFERENCES
WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.1.2 Accuracy

Figure 36 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE

CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)

ACCURACY

Figure 37 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
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Figure 38 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM

ACCURACY

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

1-2 AA
1-3 AA
1-4 AA
1-5AA
1-7 AA
2-3 AA
2-4 AA
2-5AA
2-7 AA
3-4 AA
3-5AA
3-7 AA
4-5 AA
4-7 AA
5-7 AA
8-9 NN
1-8 AN
1-9 AN
2-8 AN
2-9 AN
3-8 AN
3-9 AN
4-8 AN
4-9 AN
5-8 AN
5-9 AN
7-8 AN
7-9 AN
1-6 AD
2-6 AD
3-6 AD
4-6 AD
5-6 AN
6-7 DA
6-8 DN
6-9 DN

ACCURACY - POST METHOD FOR MYREFERENCES

IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE WRITE (POST)

—0—ACC (A)

—@—ACC(B)

—=@—ACC 1002 (A,B)

2-

52

DS SYSTEM

=@ ACC 2002 (A,B)




Figure 39 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.1.3 Specificity

Figure 40 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE

CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)
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Figure 41 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE READ (GET)
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Figure 42 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MIYREFERENCES, THE
CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 43 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.1.4 Sensitivity

Figure 44 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MYREFERENCES, THE
CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)

SENSITIVITY -GET METHOD FOR MYREFERENCES

—@=TPR (A) ==@=TPR(B) ==@=TPR1002(A,B) ==@=TPR 2002 (A B)

0.9

0.8

0.7

0.6

0.5

SENSITIVITY

0.4

0.3

0.2

0.1

1-2 AA
1-3 AA
1-4 AA
1-5AA
1-7 AA
2-3AA
2-4 AA
2-5AA
2-7 AA
3-4 AA
3-9 AN
4-8 AN
4-9 AN
5-9 AN

8 AN

9 AN
1-6 AD

58

6-9 DN



Figure 45 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE READ (GET)
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Figure 46 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR MYREFERENCES, THE
CHART SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 47 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR MIYREFERENCES WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.2 PhpBB
22221 ROC

Figure 48 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR PHPBB WHEN
ATTACKS WHERE READ (GET)
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Figure 49 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR PHPBB WHEN
ATTACKS WHERE WRITE (POST)
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2.2.2.2.2 Accuracy

Figure 50 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)
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Figure 51 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE READ (GET)
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Figure 52 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 53 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.2.3 Specificity

Figure 54 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)
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Figure 55 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE READ (GET)
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Figure 56 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)

SPECIFICITY

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

1-2 AA
1-3 AA
1-4 AA
1-5 AA
1-7 AA
2-3 AA
2-4 AA
2-5AA
2-7 AA
3-4 AA
3-5AA
3-7 AA
4-5 AA
4-7 AA
5-7 AA
8-9 NN

SPECIFICITY - POST METHOD FOR PHPBB

—=TNR (A)

—8—TNR (B)

~@=TNR 1002 (A,B)

=

68

2-

zZ 2
< <
0
—

8 AN
-9 AN
3-8 AN
3-9 AN
4-8 AN
4-9 AN

(]
— N N

DS SYSTEM

TNR 2002 (A,B)

5-8 AN
5-9 AN
7-8 AN
7-9 AN
1-6 AD
2-6 AD
3-6 AD
4-6 AD
5-6 AN
6-7 DA
6-8 DN
6-9 DN




Figure 57 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.2.4 Sensitivity

Figure 58 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART

SENSITIVITY
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Figure 59 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE READ (GET)
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Figure 60 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR PHPBB, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 61 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR PHPBB WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.3  TikiWiki

2.2.2.3.1 ROC

Figure 62 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR TIKIWIKI WHEN
ATTACKS WHERE READ (GET)

ROC- TIKIWIKI-GET METHOD

@IDS B1002 A2002

1 €m m 5]
6D -
0.9 -
=
=07 fh o
z 9N 1A
w
»o06@®
w A 7A € 2
F 05
L
w
= 04 A
E
303 4
Q 0.3 aA
w A
)
0.2
=@ sa
0.1
A 8N
o®
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

FALSE POSITIVE RATE

74



Figure 63 THE ROC PLOT SHOWING THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS FOR TIKIWIKI WHEN
ATTACKS WHERE WRITE (POST)
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2.2.2.3.2 Accuracy

Figure 64 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
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Figure 65 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE READ (GET)
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Figure 66 THE ACCURACY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 67 THE ACCURACY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.3.3 Specificity

Figure 68 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)

SPECIFICITY - GET METHOD FOR TIKIWIKI

—@=TNR (A) «==@=TNR(B) ==@=TNR 1002 (A,B) ==®=TNR 2002 (A,B)

0.9

0.8

0.7

& 06

=

w 05

(@]

& 04

& o.

0.3

0.2

0.1

0
CCICCEACICECECECECEACECECEICECECEZ Z ZZZ2ZZZZZZZZ2ZZZ2ZOoooozgLzz
I AL ZCACACECECECECECECECECEICCECCCCONONDO
AT HROF DT HRLE G 0Q 0 Q0D Mq 00 YO YO V-N o
A H H H EH NNNN®M®OO S SN0 N NN S BN WBNNNCSN®MS OO0

2-IDS SYSTEM

80



Figure 69 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE READ (GET)
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Figure 70 THE SPECIFICITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 71 THE SPECIFICITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE WRITE (POST)
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2.2.2.3.4 Sensitivity

Figure 72 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE READ (GET)
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Figure 73 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE READ (GET)
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Figure 74 THE SENSITIVITY FOR A GIVEN SYSTEM A WHEN PAIRED WITH ANOTHER SYSTEM B FOR TIKIWIKI, THE CHART
SHOWS THE INDIVIDUAL IDSS, 1002 AND 2002 CONFIGURATIONS WHEN ATTACKS WHERE WRITE (POST)
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Figure 75 THE SENSITIVITY DIFFERENCE OF 1002 AND2002 CONFIGURATIONS, COMAPRED WITH THE BEST SINGLE SYSTEM
IN THE RESPECTIVE PAIR FOR TIKIWIKI WHEN ATTACKS WHERE WRITE (POST)
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