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CITY, UNIVERSITY OF LONDON

Abstract

Quantifying and Modelling Online Decentralised Systems:
A Complex Systems Approach

Cryptocurrencies are unique examples of decentralised socioeconomic systems. All
the transactions, trading, and development are traceable and publicly available.
Bitcoin, the first cryptocurrency, was introduced in 2009 launching a market of more
than 2500 cryptocurrencies and has a value of more than 200 billion dollars. In
comparison to the rising importance of cryptocurrencies in the financial world, the
research on cryptocurrencies is still limited. In this thesis, we analyse three novel
datasets namely, cryptocurrencies” market data, cryptocurrencies” Wikipedia page
views and edits, and illicit transactions on Bitcoin. We study the cryptocurrencies
ecosystem, including the market dynamics, the social attention and the transaction
network. We find that the ecological neutral model can capture the market dynamics,
hinting at the extent to which technological differences between cryptocurrencies
are considered in investment decisions. We also investigate the relationship between
information production and consumption and cryptocurrency market dynamics.
We find that a small community of tightly connected editors is responsible for most
of the production of information about cryptocurrencies in Wikipedia. Finally, we
assess dark markets” Bitcoin transactions showing the ability of the markets to
adapt to multiple closures, including law enforcement raids. We expect that our
contribution will be of interest to researchers working on either cryptocurrencies or
complex systems. We anticipate that adopting a complex systems approach, will
spark more research that interweaves both the technological and socioeconomic

aspect of cryptocurrencies.
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1 Introduction

Cryptocurrencies are unique examples of decentralised socioeconomic sys-
tems. The currencies allow everyone - with an Internet connection - to issue,
maintain and store the transactions’ ledger. Moreover, all the transactions,
the trading, and the development are transparent, traceable and publicly
available. This innovative approach to economy introduced new concepts of
money issuing and ledger keeping which delayed cryptocurrencies’ regula-
tion, allowing them to be used in illicit transactions and exhibit complicated
and precarious dynamics. The decentralised nature, the transparent fully
public system, the coupling of economic nature and innovative technol-
ogy, and the growing value made cryptocurrencies particularly interesting
systems to study.

Bitcoin, the first cryptocurrency, was introduced in 2009 as a borderless,
decentralised and anonymous digital currency [1]. In Bitcoin, all transactions
are recorded in a decentralised public ledger - the blockchain - while relying
on cryptography to guarantee users anonymity; hence the name cryptocur-
rency. Within 8 years, Bitcoin price exceeded 20,000 dollars and became
accepted in more than 15000 venues. The anonymity of Bitcoin transactions
also provided suitable cover for the online trade of illicit goods and services.
Soon after its release, in 2011, an online illicit drug market called Silk Road
started its operation relying on Bitcoin as its official currency [2]. It grossed
more than 300 million dollars in two years. On the other hand, Bitcoin is a
promising solution to countries suffering from sanctions, or a failure of the

domestic currency, for example the case in Iran and Venezuela [3].

Right now, the cryptocurrency market includes more than 2500 cryptocurren-

cies [4]. Some of these cryptocurrencies are replicas of Bitcoin while others
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depend on novel technologies. Alongside the growth of the number of cryp-
tocurrencies, the total market capitalisation grew to exceed 700 Billion dollars
in December 2017 [4]. As a result of the market growth, cryptocurrencies
audience became broader and more diverse. Instead of an audience mainly
composed of technology enthusiasts, cryptocurrencies drew the attention of

many, including investors and regulatory entities.

Even though cryptocurrencies were gaining more attention, research on Bit-
coin and cryptocurrencies is scarce, primarily because the field is still in its
infancy. The earliest “crypto enthusiasts” were attracted by the technological
novelty, which consequently drew the attention of researchers [5]. Later on,
as the economic importance of cryptocurrencies started to unravel, more
research focused on the economic nature of Bitcoin [6, 7, 8] and its price pre-
diction [9, 10, 11, 12]. Whether Bitcoin is a medium of exchange or an asset
was investigated [7]. The connection between the cryptocurrency market
and the stock market enabled researchers to deploy the same techniques
used in stocks’ price prediction, including online social traces [13] and ma-
chine learning [14]. However, the research was limited to Bitcoin and few

cryptocurrencies (7 at most) [15].

In this thesis, we build upon the limited yet growing research on cryptocur-
rencies. Our contribution can be summarised in four main points. Firstly, at
the time of our publication, we were the first to expand the analysis to more
than 2500 cryptocurrencies taking into consideration the whole market dynamics.
Secondly, we adopt a complex system approach to the study of the cryptocurrencies
ecosystem, which facilitates a better understanding of the interplay between
cryptocurrencies economic, technological and social aspects. We also rely on
tools coming from probability theory, random walks, agent-based modelling,
numerical simulations and complex networks. Thirdly, we analyse several
dimensions of the cryptocurrencies ecosystem, namely, the market dynamics,
social attention and the blockchain transactions. Finally, our analysis spans
different periods of significant changes in the market and social attention toward
cryptocurrencies. Our analysis captures four significant periods. Our analysis
includes the period before the market surge in December 2017 as well as the
period of the surge. It also includes the period of the sharp drop in prices
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later in January 2018. We further examine the period of relative stability from
January 2019 to May 2019. Through all these fluctuations, we review our
results, conclusions and even adapt to the changes in the data sources.

Our results and contributions come from the analysis of three primary novel
datasets covering three dimensions of cryptocurrencies ecosystem, in Chap-
ter 2, we present an overview of cryptocurrencies technology, ecosystem and
the current state of research. In Chapter 3, we describe the datasets and the

techniques used to collect and to pre-process them.

Our research addresses questions that have raised growing interest within
the scientific community [6, 16, 17]. Below, we present how the thesis is
structured around these three questions. Our main findings are presented in
chapters 4 to 8. Robustness and sensitivity tests are reported at the end of

the thesis; in appendices A to D.
Chapter 4: What are the competition dynamics of the cryptocurrency market?

Despite the cryptocurrency market increasing relevance in the financial
world, a comprehensive analysis of the whole system was lacking at the time
of our analysis, as most studies had focused exclusively on the behaviour
of one (Bitcoin) or few cryptocurrencies. We contribute to the field by con-
sidering the history of the entire market and analyse the behaviour of more
than 2000 cryptocurrencies introduced between April 2013 and May 2019.
Our work sparked interest in the field and triggered more work on the cryp-
tocurrency market properties [18, 19, 20, 21]. In Chapter 4, we reveal that,
while new cryptocurrencies appear and disappear continuously and their
markets capitalisation is increasing (super-)exponentially (up to December
2017), several statistical properties of the market have been stable for years.
These include the number of active cryptocurrencies, the distribution of
market share and the turnover of cryptocurrencies. Adopting an ecological
perspective, we show that the so-called neutral model of evolution can re-
produce several key empirical observations, despite its simplicity and the
assumption of no selective advantage of one cryptocurrency over another.
Our results shed light on the properties of the cryptocurrency market and
establish a first formal link between ecological modelling and the study of

this growing system. We also revisit the results after the sudden collapse
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of the market in January, 2018 showing that the neutral model continues to
describe the observed patterns in the data well. This chapter is based on

publication [I].

Chapter 5: What is the connection between online sources, their quality and the
community driving them and the cryptocurrency market dynamics?

The production and consumption of information on Bitcoin and other cryp-
tocurrencies have grown, along with their market capitalisation. Earlier
research focused on predicting Bitcoin and a limited number of cryptocur-
rencies prices using data generated from several social media platforms and
forums. Only one publication investigated the different communities in play
that discuss Bitcoin price and their influence on price fluctuations. In Chap-
ter 5, we tackle both issues by quantifying the interplay between the attention
paid to cryptocurrencies in Wikipedia and their market performance. We
consider the entire edit history of currency-related pages and their views his-
tory from July 2015. First, we quantify the evolution of cryptocurrency pages
presence on Wikipedia by analysing the editorial activity and the network
of co-edited pages. We found that a small community of tightly connected
editors are responsible for most of the production of information about cryp-
tocurrencies in Wikipedia. Then, we show that a simple trading strategy
informed by Wikipedia views performs better than baseline strategies, in
terms of returns on investment, for most of the covered period, although the
“buy and hold strategy” dominates during the periods of explosive market
expansion. Work presented in this chapter is based on publication [II].

Chapter 6: How is the usage of Bitcoin in illicit activities -especially in dark markets-
influenced by the multiple closures?

The earliest work examined Bitcoin regulations focused on dark markets [6].
Dark markets are commercial websites which are accessible via darknets
(e.g., Tor which is a software enables anonymous communication) and often
specialise in selling drugs, weapons, and other illicit goods. Bitcoin is the
standard currency for trading on dark markets. Recently, dark markets have
seen a dramatic increase in their customer base and transaction volume [22].
Multiple successful police raids and scams have shut down many of the
largest dark markets [23]. Despite the use of Bitcoin, all the work conducted
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on dark markets did not investigate their Bitcoin transaction. In Chapter 6,
we contribute to the work done both on Bitcoin blockchain transactions
and dark markets by analysing the Bitcoin transactions network for 74 dark
markets. We investigate the dynamics of 31 dark markets during several
shutdowns. First, we show that users migrate quickly to other dark markets
following shutdowns resulting in a quick recovery for the total dark markets
sales. Second, we describe the characteristics of migrating users. Finally, we
study how migrant users coordinate to move to a coexisting dark market
following shutdowns. This chapter is based on publication [III].

We then extend the analysis to include drug sales on dark markets and
cryptocurrencies’ price prediction. Chapter 7 and Chapter 8 are based on

these further contributions.

Chapter 7 focuses on the study and prediction of online drug sales using
Wikipedia data (publication [IV]). Online drug markets are the primary
revenue of dark markets, as roughly three out of four dark markets deal
primarily in drugs. A study showed that in early 2016, dark markets drug
sales were between 170 USD million and 300 USD million per year [24]. While
general drug use statistics are hard to obtain in granular frequency, online
drug sales can be inferred from dark markets transaction or websites. In
Chapter 7, we introduce a novel method to predict drug markets sales using
several drugs’ Wikipedia page views. We measure our models’ predictive
capability by the out-of-sample - "nowcast” - errors. We show that overall
Wikipedia pages views enhance prediction accuracy with a mean average
error of 43%. We also show that this result is consistent if we split the
prediction per country and per drug type. For this analysis, we relied on

dataset scraped from 4 dark markets.

In Chapter 8, we analyse cryptocurrency market efficiency and price pre-
diction using machine learning (publication [V]). Cryptocurrencies trading
strategies were not only based on online social traces, but algorithmic trading
and machine learning algorithms were also used to aid price prediction. The
focus of the prediction attempts, however, had been Bitcoin’s price. In Chap-
ter 8, we present a machine learning approach to predict cryptocurrencies

prices. Our work investigates more than 1600 cryptocurrencies, providing
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the most comprehensive price prediction study. We show that simple trading
strategies assisted by state-of-the-art machine learning algorithms outper-
form standard benchmarks. Our results show that non-trivial, but ultimately
simple, algorithmic mechanisms can help anticipate the short-term evolution

of the cryptocurrency market.

In summary, this thesis advances our understanding of the cryptocurrencies
and its ecosystem by answering these crucial questions. However, as this is
a nascent field of research, our results beg further questions. Future work
can move in several directions, for example investigate which factors decide
cryptocurrencies survival in the market and what is the influence of develop-
ers on cryptocurrencies market dynamics. Another research direction can be
examining the different characteristics of dark markets’ Bitcoin transactions
compared to exchanges and other services on Bitcoin. We discuss in detail
these research directions in the last chapter; Chapter 9.



2 Background

Bitcoin was created in 2009 as a medium of exchange [1, 25]. Relying on a de-
centralised publicledger and cryptography - hence the name cryptocurrency-,
Bitcoin offers a borderless, anonymous and transparent currency. The cur-
rency is transparent since the entire transaction ledger is publicly available,
yet all the addresses are encrypted, and no registration is needed to use
Bitcoin. Bitcoin anonymity encouraged the use of Bitcoin in illicit activi-
ties [26, 27, 28] , in particular, online drug markets (dark markets) which
found in Bitcoin the missing piece of the puzzle to secure its payment process.

After Bitcoin’s appearance, many other cryptocurrencies joined the market.
More than 2500 cryptocurrencies are being traded at the time of writing
these words. Cryptocurrencies are nowadays used both for payments and as
speculative assets [29, 30]. Other uses include cross-borders money transfer

and various non-monetary uses such as time stamping [25].

In December 2017, the price of Bitcoin reached 20,000 dollars [4], drawing
the attention of a broader audience. The growth of the cryptocurrency mar-
ket to 750 billion dollars [4] made a clear case for the need to understand
and regulate the market. However, cryptocurrencies’ dual nature as a pay-
ment system and innovative technology challenged economic and regulatory
institutions [31]. To date, there is no unifying agreement on the nature of
cryptocurrencies or how the markets should be regulated. Nevertheless, the
past year witnessed increasing effort from several institutions to regulate
and rationalise the whole cryptocurrencies phenomenon. This lack of precise
regulations, together with the decentralised virtual aspect of cryptocurren-
cies created a fertile decentralised environment of innovative, collaborative
actors. These actors are often technology enthusiasts and farsighted oppor-
tunistic individuals. As a first mover, they benefited from the developing
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space and built different virtual components that enriched cryptocurrencies

systems.

The aim of this chapter is to discuss the cryptocurrencies ecosystem. The first
section will discuss how Bitcoin works, delineate its limitations, and outline
one of its earliest and most critical applications in online drug markets. The
next section will introduce an overview of the leading cryptocurrencies in-
troduced after Bitcoin. The third section is dedicated to the cryptocurrencies’
market, discussing the exchanges where cryptocurrencies are traded and the
social platforms dedicated or utilised by cryptocurrencies community. The
section will also discuss the attempts in research to rationalise Bitcoin and
cryptocurrencies’ price and market behaviour. Finally, the last section will
describe the typical data sources available, which will be discussed in detail

later in the next chapter; data collection and preparation.

2.1 Bitcoin, the first cryptocurrency

In 2008, a white paper authored by unknow author using the alias Satoshi
Nakamoto titled “Bitcoin” circulated on the cryptography mailing list Cypher-
punks [1]. Later that year, the same author launched as an open-source
project a realisation of this idea. In the paper, Nakamoto proposed a border-
less, decentralised and secured digital currency. Bitcoin technology is based
on decades of innovation in databases, cryptography, and network proto-
cols [32]. It intertwines three pieces of technology, namely, Blockchain [33],
hash functions [34], and peer to peer networks [35].

Similar to banks, Bitcoin needs to record all transactions in a secure ledger.
The Blockchain is Bitcoin’s transactions ledger where the entire history of
transactions is recorded. One block contains a group of transactions’ details
and a unique pointer which refers to the previous block in the chain. In
contrast to centralised systems or banks, in the case of Bitcoin, the ledger
is not stored in one safe place. Instead, everyone using Bitcoin (runs the
core software) is connected through a peer to peer network and is storing a
replica of the Bitcoin Blockchain. These many replicas are living on multiple

machines guaranteeing its safety against system failures or attacks.
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While everyone can store and view a version of the ledger, cryptography
guarantees the anonymity of the users. No names or personal information are
recorded anywhere in Bitcoin’s ledger, nor is it necessary to provide private
details to download the software and open a wallet. Alternatively, each
user has a wallet that is identified by cryptographic address or addresses.
A cryptographic address is a collection of numbers and letters. Only these
addresses appear in the ledger, ensuring the users’ identity to be anonymous.

When a user makes a Bitcoin transfer, a message circulates the network
notifying users that a transaction has been made. This transaction is stored
in a pool of unconfirmed transactions. For the transaction to be confirmed, it

needs to be written in the blockchain.

When it comes to how to write a transaction in the ledger and thus render
it valid, Nakamoto proposed to tie the validation of a block of transactions
to a computational puzzle, its solver (the miner) would be rewarded with
some fixed amount of Bitcoin. The computational puzzle requires finding
a block whose SHA-256 hash (a cryptographic hash function) is less than
a target value. A hash function digests a string of data of an arbitrary
length and returns a fixed-length sequence of characters and numbers. In
the case of the SHA-256 hash function, the output data size will be 256-bit
(32-byte). The puzzle is solved by trial and error, using a machine to generate
many proposals as quickly as possible until it finds a match. For a miner
to solve the computational puzzle, s/he groups a selection of transactions
from the unconfirmed pool together with a randomly chosen sequence to
generate a proposed block. Then the SHA-256 hash function processes the
proposed block and returns the 256-bit string. If the output string is less
than the specified target value, the block will be confirmed and added to the
blockchain. If the sequence does not match the target, the miner keeps trying
until a correct hash is found.

Miners are incentivised through a reward determined by a fixed schedule
pre-programmed in Bitcoin. Right now, the reward amounts to 12.5 BTC;
however, every 210, 000 blocks Bitcoin halves this reward thus regulating
the total supply of Bitcoin and controlling its inflation rate. Miners also

can be rewarded by fees attached to the transactions they helped record in
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the blockchain. However, users do not necessarily pay fees. The process of
achieving consensus through solving the computational puzzle (mining) is
known as proof of work.

If two miners solved the puzzle roughly at the same time, both blocks are
appended to the chain, and a fork occurs. Later blocks can join either branch
in the chain, and the most extended branch is eventually (after six blocks)
accepted while the shorter one’s transactions are revoked. This mechanism
ensures the integrity of the blockchain. For a dishonest miner to confirm
a fraud transaction (double spending), they first must generate a block in-
volving said transaction which solves the hash puzzle, and do so before any
competitor in the network. Second, they have to ensure that their branch
remains dominant by receiving the majority of subsequent blocks. Both
conditions can be satisfied if this miner has more than 50% of the total ability
of the network to generate blocks (known as the network hash rate). The
speed at which a miner’s machine operates to find a correct hash is known
as the hash rate. With time, approximately every two weeks the difficulty of
the puzzle is adjusted according to the network hash rate. An increase in the
difficulty means a smaller number of possible solutions, which means more
work for the machines to find the right one. The adjustment of difficulty
is essential to keep the transaction validation process within a reasonable
time. Right now, mining a new block requires significant processing power;
thus, mining pools collectively mine Bitcoin. A mining pool is a combined

processing power shared by several miners.

Finally, Bitcoin core is an open-source software developed and maintained
by core developers. The software is the realisation of the Bitcoin consensus
protocol. It also includes a set of rules which define a valid transaction. The
developers of the Bitcoin core software are the gatekeepers of the code. At
the beginning of Bitcoin, if a modification of the protocol was suggested
or required, developers had to unilaterally accept changes in the protocol
rules to be included in the code. In 2012, a mechanism to propose and
accept changes was introduced; it is known as Bitcoin Improvement Proposal
(BIP) [36]. The mechanism allows anyone to propose changes to the protocol
and miners to be included in the decision. If 95% of the miners adopted the
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proposed change, it is confirmed.

In Bitcoin, everyone can download the software, transfer fee-free money,
store the ledger and even maintain it, democratising the control over the
system. While the original whitepaper paints an ideal currency, research and
reality revealed many drawbacks in the proposal which will be discussed in

the next section.

2.1.1 From the white paper to reality

Since Bitcoin appearance, there were concerns and questions of whether Bit-
coin does fulfil the goals set out by Nakamoto in the white paper or not [37].
Bitcoin technological stability is crucial to its survival. Stability for Bitcoin is
broadly defined as the system ability to continue functioning as a currency
while adapting to the growth and malicious attacks [37]. Researchers inves-
tigated several aspects of Bitcoin stability, in particular, the stability of the
transaction validation rules (part of the core software) [38] and the consensus
protocol [39]. As Bitcoin relies on decentralisation to guarantee its integrity
and stability, the question of how decentralised Bitcoin is, became closely re-
lated to Bitcoin stability. Research also challenged Bitcoin anonymity claims
showing that some addresses’ identity can be revealed, rendering Bitcoin
pseudonymous at best [40]. Finally, Bitcoin limited transaction speed, exces-
sive usage of electricity and its complex technology stand as barriers to its

adoption.

In the case of the transaction validation rules, as we discussed in the previous
section, they were hardcoded in the Bitcoin initial code by Nakamoto with
no precise changing mechanism until 2012. Such a limitation motivated
Gervais et al. [38] to argue against Bitcoin decentralised nature, citing the
fact that only a few developers can change the transaction validation rules.
While a mechanism [36] was introduced to suggest and accept proposals, the
core developers remain the only entity capable of applying these changes
and whether this mechanism guarantee decentralisation in Bitcoin or not is

unclear.
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The consensus protocol stability, on the other hand, relies heavily on the
miners’ behaviour. First, in case of a majority miner (miner with 51% or more
of the computational power of the network), the miner can decide which
transactions to accept and which to ignore. Briefly, in July 2014, the mining
pool Ghash.io exceeded 50% of Bitcoin computational power. This is not
the only option to break the honest mining assumption; another possibility
is a collusion between miners. In fact, there are different possible attack
strategies, incentives and conditions in which the stability of the consensus
mechanism is under threat [41, 39, 42].

This ability of miners, along with influential players to alter and force specific
rules on the Bitcoin network challenges the assumption of decentralisation.
Recently, the Bitcoin community witnessed a panic when the CEO of Binance
(the biggest cryptocurrency exchange) suggested to “reorganising the chain”
after the exchange was hacked and lost $40 million dollars [43]. However,
influential actors advised against the idea in fear of squandering trust in
Bitcoin. This conclusion was also the main argument of Nakamoto against
the majority miner attack (51% miners attack), where s/he argued that in the
long term, miners would be better off playing by the rules [1].

Researchers also investigated the wealth distribution in Bitcoin as another
aspect of Bitcoin decentralisation nature. By adopting a complex network
perspective, several studies analysed the Bitcoin transaction network. The
studies showed that the network exhibits a power-law distribution with
few addresses own most of the Bitcoins and send /receive most of the trans-
actions [44, 45]. This finding motivated crypto enthusiasts to monitor the
transactions of particularly wealthy addresses - known as whales - and their
impact on Bitcoin’s price [46]. Another study on the Bitcoin transaction
network uncovered that 59.7% of the addresses contain ”old coins”; which
are coins received by addresses 3 months before the time of the study (May
13th, 2012) [47] and were never used. This phenomenon of old coins, also
known as dormant addresses, is complicating many measurements needed
to understand Bitcoin’s behaviour, for example, the total number of active
addresses in Bitcoin and the total Bitcoin in circulation.

Concerning the anonymity, recent research uncovered multiple heuristics
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that can be used to cluster addresses [48, 49]. Clustering the addresses reveal
which transactions were made by one user aiding the process of money
tracing. Furthermore, the identity of these addresses can be known through

direct interaction, as shown in [48].
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FIGURE 2.1: Bitcoin addresses evolution. The total number

of active addresses (blue line). Values are aggregated using a

time window of one month. Active addresses are addresses

sent/received during this time period. Data was extracted from
coinmetrics.io website [50].

Finally, there are adoption barriers facing Bitcoin as evidenced by the number
of active addresses interacting on the blockchain, shown in Figure 2.1. It is
important to note that a new address does not necessarily correspond to a
new user since one user can own multiple addresses [1]. The actual number
of Bitcoin active users and the cumulative value of their transactions are still
an open research question [51]. However, the number of active addresses in
2018 reached ~ 243 million [50] compared to 3.3 billion visa cards [52]. The
low adoption rate of Bitcoin as a currency can be attributed to the limited
speed of transactions. The transaction confirmation rate, which is currently
only 4.5 transactions per second, approximately 380 times longer than the
peak capacity of the Visa network [53]. Furthermore, transactions with no
fees can suffer from even more delays compared to transactions with fees [54].
In addition to the transaction speed, the extensive use of electricity to mine
Bitcoin has been criticised. The work in [55] reported that the Bitcoin mining
process requires about as much electricity as the country of Ireland. These

issues challenge Bitcoin’s adoption and scalability.

Despite Bitcoin’s adoption barriers, it was quickly adopted to be the primary
currency for illicit online trading. According to a study [56], around 76 billion
dollars of illicit activity per year involve Bitcoin. The next section will detail
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Bitcoin usage in illicit payments; specifically in online drug markets known

as dark markets.

2.1.2 Dark markets and illicit activities

Dark markets are online trading platforms for illicit goods, only accessible
through the darknet; which is a restricted access part of the Internet dedicated
mainly to illegal peer-to-peer sharing. The first dark market, Silk Road, was
established in 2011 [2]. Due to the nature of the commodities on sale, Bitcoin -
the anonymous currency - was the obvious currency choice. It continues to be
the universally accepted currency in dark markets which are also known as
cryptomarkets. The market grossed ~ 313 million dollars of sales in 2 years
till it was shut down by law enforcement in 2013. However, on February
2013, other markets opened providing different illicit goods, including drugs
and weapons, as well as fake IDs and credit cards. Right now, there are
approximately 18 active dark markets where Bitcoin is the primary accepted

currency [57].

Dark markets operate mainly as an eBay for illicit goods where vendors
advertise their products and consumers request the shipment through the
website. Some consumers leave reviews which contribute to vendors rep-
utation [58]. Markets vary in their specialisation, technology, and primary
supported language. Silk Road’s market terms instituted a ban on trading
harmful or fraudulent goods, which limited its sales to drugs. Contrarily,
other dark markets allow trading in weapons. Markets such as Unicc and
Berlusconi Market are specialised in stolen credit cards and fake IDs.

The closure of Silk Road by law enforcement challenged the security and
anonymity claims of dark markets. Later in the same year another mar-
ket (November 2013), Sheep Marketplace also was closed. This time the
market was closed by its administrator who escaped with 100 million US
dollars [59]. This type of closure, commonly referred to as scam closure,
raised more concerns regarding users’ security and trust in the platforms.
Because of these concerns, markets started to deploy technologies such as
I2P [60], multisig [61], tumblers and rely more often on escrow services [58].

I2P is an anonymous network layer designed to overcome censorship and
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multisig enables users to authorize a transaction through multi signatures.
Tumblers (also known as mixers) are services which obscure the trail back to
Bitcoin payments. Escrow services guarantee that markets do not hold users
money, instead a trusted third party holds the money until users confirm
they have received the shipment. Despite the adoption of different services
and technologies, markets’ closure continued to occur, especially the scam
ones [62, 63].

Finally, most dark markets have an English user interface except for a few
markets that use Russian as their primary language. Regardless of all these
differences, Bitcoin is the universally accepted currency.

One of the earliest studies relevant to Bitcoin was dedicated to dark mar-
kets [2]. However, research on dark markets did not rely on their Bitcoin
transactions. Instead, the research analysed dark markets webpages. Using
web scraping, researchers collected reviews from markets webpages and
used the review time and details as a proxy for the transactions. Along with
the reviews, data regarding vendors and their products were also collected.
However, not all markets enforce its users to leave reviews. Also, the actual
quantity bought is hard to be inferred from the review, which motivated
researchers to consider one feedback to correspond to one unit [63]. Further-
more, dark market admins began to actively fight web scraping as a possible
security threat, complicating this type of research and reducing the number
of markets under study and the studying period [63, 64].

In early 2013 and based on the dark markets web scrapes, different methods
were investigated to estimate Silk Road market volume [2, 65]. Similarly, in
the case of Silk Road 2 - another dark market opened in November 2013 -,
researchers provided two different estimations of the market volume [63, 66].
While using the same data collection approach, other research approached
questions related to vendors and drug’s supply chain [67] and the social in-
teraction of opioid drug dealers” [68]. On the other hand, the work in [69, 70]
relied on individual participants and customer surveys to address questions

related to customers base and experience on the Silk Road market.

Similar to the traditional drug market, the question of the effectivity of

police takedowns was raised and studied relying on the markets web scrapes.
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Studies such as [71, 62] analysed markets which existed at a time of police
enforcement shut down yet were not targeted. They found an increase in
the number of these markets drug listing suggesting possible displacement
from other markets. The most comprehensive study, analysing 12 dark
markets, concluded that “the effect of law enforcement takedowns is mixed
at best” [63]. In 2014, law enforcement agencies closed several dark markets
in what later came to be known as operation Onymous. An investigation
of the operation Onymous showed that the operation had an impact on the
drugs’ supply and demand but not the prices [64]. It also showed limited
displacement of vendors. Whether law enforcement closures are effective or

not, it is still an open question [28].

In terms of Bitcoin transactions, research efforts focused only on identifying
which addresses are affiliated with a dark market [48]. Overall, a compre-
hensive study of dark markets evolution over their entire history and their
responses to closures - whether law enforcement raid, scam or voluntary due

technical issues is still lacking.

The usage of Bitcoin in illicit transactions was not exclusive to dark markets.
The anonymity guaranteed to the users of Bitcoin and the lack of well-
defined regulations motivated the use of Bitcoin in other illicit activities such
as money laundering [72, 26, 73] and ransomware [74, 75]. For instance,
over 2 years 16 million USD ransom payments made by 19,750 potential

victims [74].

Although a widely used currency in dark markets and illicit online trading,
Bitcoin is not the only cryptocurrency in the market. In the next section,
we will discuss the cryptocurrencies that followed Bitcoin along with the

technological improvements and changes in Bitcoin.

2.2 Bitcoin is not alone

The research on Bitcoin highlighted many vulnerabilities and concerns in
Bitcoin protocol and led to changes in Bitcoin and the introduction of new

cryptocurrencies. Innovation in cryptocurrencies typically proceeds in the
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following manners: first, changes of the Bitcoin core protocol or the intro-
duction of services on Bitcoin blockchain to remedy some issues. A mixer is
an example of a service which helps users cover their transactions in return
of mixing fee. Second, a hard fork in Bitcoin, which means introducing an
altered version of Bitcoin that no longer follows the rules of the old one.
Third, the introduction of a new cryptocurrency, which can be either radi-
cally different from Bitcoin or simply a replica with a new name and minor

protocol change.

The scalability problem discussed in Section 2.1.1 led to two recent deploy-
ments, Segwit (segregated witness) [76] and lighting network in Bitcoin [77].
Segwit is a protocol upgrade intended to solve a minor bug and reduce the
transaction size. The reduction of the transaction size led to increasing the
number of transactions a block can include which in return sped up the
processing of the transactions. The upgrade to SegWit was activated on July
2017. Another proposal for the scalability problem is the lightning network,
which provides another layer to Bitcoin’s blockchain where users can transact
through specific channels created by them. Since these channels are between
the two users, transactions are going to be quicker. While these deployments

have clear advantages, it also introduces security hazards [78].

Another approach to solving the scalability problem was increasing the block
size from 1MB to 8MB [79]. This suggestion was debated for months and
concluded with the introduction of the hard fork Bitcoin Cash. Hard forks
occur whenever a new rule is introduced, which renders the new blocks
unacceptable. Changes which are backwards compatible on the other hand
are considered soft forks they, usually involve further limitations on which
blocks are considered valid. Bitcoin forks occurred multiple times, starting
from 2014 with the introduction of Bitcoin XT and ending with Bitcoin Gold
in late 2017. Many hard forks did not survive, which raises the question of

which changes were, in fact, essential [80].

Alternative cryptocurrencies to Bitcoin - altcoins - were created to address
certain flaws in Bitcoin; however, some of them are just replicas of Bitcoin.
According to coinmarketcap.com [4] - a leading cryptocurrencies data ag-

gregator -, there are ~ 3000 cryptocurrencies actively trading at the time of
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writing this thesis. In October 2011, Litecoin [81] was one of the first cryp-
tocurrencies to join the market after Bitcoin. The main difference between
Litecoin and Bitcoin at the time of the introduction was the block size limit,
other than that both cryptocurrencies rely on the same proof of work protocol.
Currently, Litecoin is the sixth largest cryptocurrency in terms of the total
market capitalisation. Dogecoin [82] and Freicoin [83] are other examples
of cryptocurrencies with minor differences from Bitcoin the main difference

being their inflation rate.

Other altcoins, on the other hand, proposed more radical changes, in particu-
lar in the consensus protocol computational puzzle. The increasing energy
consumption - discussed in Section 2.1.1 - encouraged what is being referred
to as “useful puzzles” as an alternative. Primecoin [84] is a realisation of
this idea, where the computation puzzle is to find a sequence of large prime
numbers of mathematical interest. Another alternative to the proof of work
is the popular proposal of a proof of stake (PoS), implemented in many
successful cryptocurrencies such as Ethereum [85] and NEO [86] The basic
idea behind the proof of stake is that, instead of weighting the allocation of
block confirmation to miners according to their computational power, the
algorithm weights them according to their wealth. There are many variations
on how to determine the wealth of the miner, for example, the number of
coins accumulated in an account (Ethereum) or coin’s age (Peercoin) [87].

A significant departure from the main ideas outlined in Nakamoto’s white
paper was suggested in [88] where the usage of designated authorities was
proposed to back the cryptocurrency. An instantiation of this idea is Rip-
ple. The proposal of an institution backed cryptocurrency was also recently
adopted by Facebook [89], and other companies and banks declared their
interest as well [90, 91, 92].

Finally, what is known as ”stable coins” were introduced as a solution for
cryptocurrencies’ price fluctuations. These coins use dollars or gold as an
anchor for their price. The most popular stable coin -Tether- was introduced
in 2012, and the first token was issued in 2015. Regardless of the technological
difference, other cryptocurrencies were created to be used within specific

geographical boundaries, other to support several applications in healthcare
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(SOLVE cryptocurrency [93]), combat fraud in digital advertising (Basic
Attention cryptocurrency [94]), content verification (Steem [95]) and even

the peer review of academic papers [96].

The previously mentioned cryptocurrencies, together with more than 3000
cryptocurrencies, form a market with a total value exceeding 200 billion dol-
lars. The next section will discuss the cryptocurrency market, its regulations,

and the efforts to understand cryptocurrencies prices.

2.3 Cryptocurrency market

In May 2010, Bitcoinmarket.com was launched as the first cryptocurrency
exchange. An exchange is a platform that allows users to trade cryptocurren-
cies for other cryptocurrencies or fiat currencies. Exchanges are essential for
cryptocurrencies liquidity and price discovery [97]. Now, there are at least
302 active exchanges. These exchanges vary in their location, the number
of cryptocurrencies and assets they trade, and security features. The lack
of central authority and regulations governing these exchanges introduced
variation in legal consideration and even Bitcoin price. As noted in [98], the

differences in price among exchanges allowed for profitable arbitrage trading

There is no uniform definition or regulatory framework followed across the
world [6]. While some countries, such as Switzerland and Japan, consider
cryptocurrencies a legal tender, others do not. However, for instance, in
the UK and the US, cryptocurrencies and exchanges remain legal, subject
to official registration [99]. In the case of China, on the other hand, both
cryptocurrencies and exchanges are illegal. Surprisingly, 81% of Bitcoin’s
network hash rate (power to validate transactions) is controlled by Chinese
mining pools [100], and exchanges continue to trade in China [101]. Other
countries such as Russia, did not provide any regulations yet. Due to these
variations in regulations, till 2017, only 52% of the small (in terms of the
trading volume) exchanges and 35% of the large exchanges held a formal

government license [97].

Most exchanges support trading of a small number of cryptocurrencies. Until
2017, 73% of the small exchanges listed at most 2 cryptocurrencies, while
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72% of large exchanges supported 2 or more cryptocurrencies [97]. Each
exchange has its own distinct set of cryptocurrency listing rules, and they

are often undeclared.

Exchanges can support trading of Bitcoin and other cryptocurrencies without
any fiat currency involved. However, many exchanges support fiat curren-
cies, and 63% of the exchanges support the US dollar [97]. Recently, a few
exchanges introduced margin trading to Bitcoin and a limited number of
cryptocurrencies. Margin trading is a practice of borrowing funds from a

broker in order to trade financial assets one does not yet own.

Security features are an essential aspect of exchanges, especially after a spate
of hacks in which at least 13 exchanges were targeted since 2011 [102]. Some
exchanges provide a feature of cold and hot storage, where the hot wallet
is available online, and the cold one is stored offline. This division between
hot and cold wallets allows users to store their savings offline while keeping
only the amount they are actively trading online. Other security features

include two-factor authentication and peer to peer trading.

As the number of exchanges grew along with the number of cryptocurrencies
and their respective prices, speculation became a more dominant aspect of
the cryptocurrencies” economy. Although Bitcoin was created as a digital
currency, its nature is a subject of ongoing debate [6, 7]. The work in [7] anal-
ysed the exchange trading volume of Bitcoin in comparison to its transaction
volume and showed that Bitcoin’s users are mostly using Bitcoin as a specu-
lative asset and not as a means of payment. Comparisons between Bitcoin
and fiat currencies [103, 104] and gold [105] have also been drawn. In terms
of its role in the financial market, Bitcoin showed some similarities to gold
and was concluded to be “something” in-between gold and the dollar [104].
The argument that Bitcoin is not being used for payment is countered by the
increase of venues accepting Bitcoin and digital banks that offer Bitcoin as

one method of payment.

The comparison between Bitcoin and traditional assets also motivated the
usage of algorithmic trading, online social traces and machine learning to
predict Bitcoin price, similar to the previous successful attempts in stock

markets [106, 107, 108, 109]. This connection opened the door to investigating
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many factors that could influence Bitcoin’s price, be they economical, such
as the financial stress index, or social, such as word of mouth. Online social
traces were particularly important due to the hype around the Bitcoin bubble
after its price exceeded 20, 000 dollars in December 2017.

Google search trends and tweets were found to have a positive correlation
with Bitcoin prices [9]. While the previous work focused on the number of
tweets, the sentiment expressed in the tweets was investigated in [10]. The
study reported a positive correlation between emotional tweets and Bitcoin’s
price and exchange volume. However, this correlation was not confirmed
with Granger causality; on the other hand, emotional sentiment in the tweets
was caused (Granger causality) by higher trading volume. In [13], twitter
sentiment was used to predict the increase or decrease of Bitcoin prices with
76.23% accuracy. The relationship between the price of Bitcoin and Wikipedia
page views was also studied in [11], a bidirectional relationship between
price and both Wikipedia and Google Trends was found.

The relationship between these social factors and the price of Bitcoin moti-
vated researchers to build a trading strategy guided by them. In [8], a trading
strategy was proposed for Bitcoin based on several social factors such as
word of mouth volume, polarisation and emotional valence, all measured
using Twitter data. It also included other factors, namely, search volume
on Google, Bitcoin transaction volume on the blockchain and number of
downloads of the most important Bitcoin client. They were able to intro-
duce a trading strategy that outperforms many baseline strategies, including
momentum trading and the buy and hold strategy. Using similar social
and economical factors, the work in [17] found a positive feedback loop
between Bitcoin price bubbles and word of mouth. The study also reported
another positive feedback loop between Bitcoin’s price and the number of
its new adopters. Deep learning was also used to build a successful Bitcoin
trading algorithm [110]. The algorithm relied on data from Wikipedia page
views, Google search trends, the Bitcoin forum [111] and cryptocurrencies
news website access [112]. Other algorithmic trading strategies were also
developed relying on Google search volume and Wikipedia page views and
were shown to outperform other benchmark trading strategies [113]. Finally,
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machine learning algorithms and algorithmic trading were used to pre-
dict Bitcoin price independent from social or economical factors [14, 114, 9]
showing the efficacy of the methodology and the inefficiency of the market.
Bitcoin prices were predicted using random forests [114], Bayesian neural
network [115], long short-term memory neural network [116] and other algo-
rithms [117, 118]. These studies were able to anticipate, to different degrees,
the price fluctuations of Bitcoin, and revealed that best results were achieved
by neural network-based algorithms.

With the increasing relevance of other cryptocurrencies in the market [4], a
few papers investigated the most notable cryptocurrencies besides Bitcoin.
The work in [15] analysed the change in the prices of seven cryptocurrencies
for the period from May 2013 to June 2014, investigating whether the upon
introduction of a new cryptocurrency, the market follows the law of rein-
forcement or substitution. While the reinforcement effect describes a system
in which competition does not endanger, and even boosts, the position of
the dominating actor, the substitution effect, by contrast, denotes the oppo-
site dynamics, in which new competitors gradually eat away at the market
share of the established actors, until an equilibrium is reached. The work
found different dominating effects along the period of study. At first, the
market exhibited no signs of either effect. Later, around October 2013, the
market exhibited a substitution effect, but quickly shifted to reinforcement
effect, favouring Bitcoin against all other cryptocurrencies. The work was
pioneering in its questions given the little research work on the economics
of cryptocurrencies done up to that point and its coverage of different cryp-
tocurrencies. Although the research covered one year only and only the
early life of the fledgeling cryptocurrencies, the rapidly shifting competitive
dynamics of the market could be observed.

Price prediction, as had previously been attempted, with some measure of
success, for Bitcoin, quickly became a focus in the study of these secondary
cryptocurrencies. Social platforms and online search data were also used
for prediction. Comments and replies on Bitcoin, Ethereum and Ripple
forums [111, 119, 120] were found to Granger cause their respective price
changes [121]. However, Bitcoin price was more predictable using activity on



Chapter 2. Background 23

these forums compared to Ethereum and Ripple. The social news aggregator
Reddit has also been the focus of several studies. The platform has dedicated
forums (“subreddits”) for various cryptocurrencies [122]. In [123], the Bitcoin
and Ethereum subreddit were analysed using topic modelling [124] to iden-
tify the mention of which topics preceded price changes. The work showed
that discussions on the BitcoinMarkets Reddit related to “Risk/investment vs
trading” precedes price drops. In [125], the authors applied a hidden Markov
model which had previously been used to forecast influenza outbreaks to
the prediction of cryptocurrency price bubbles based on data. The work
relied on data from Reddit for 4 different cryptocurrencies, namely, Bitcoin,

Litecoin, Ethereum, and Monero.

Another stream of research employed the framework of wavelet coherence
analysis, which was developed to study short, middle, and long term cor-
relations of two or more time series, and has been widely employed, and
in finance especially [126, 127,128, 129, 130, 131]. In [12, 132] wavelet coher-
ence analysis was used to investigate the relationship between several online
factors and cryptocurrencies prices’. The focus of both papers was 4 main
currencies; Bitcoin, Ethereum, Litecoin, and Monero. However, different
factors were examined. While [12] focused on more financial factors, such
as gold price and financial stress index with only data from Google search
trends to indicate social interest, the work in [132] had social factors focus.
They examined data from Reddit [133], Wikipedia and Google search trends.
Both papers concluded that the relationships between the social and financial
factors and cryptocurrencies prices are stronger in the time of “explosive
prices ”. Machine learning algorithms were also used for cryptocurrencies
price prediction [134, 135, 136, 137, 138, 139], however, the attempts came
from outside the academic field.

The dual nature of Bitcoin as technological innovation and currency attracted
a diverse audience [140]. Technology enthusiasts were the first to register
their interest, utilising platforms such as GitHub for collaborative develop-
ment, and, Reddit, Twitter and Telegram for discussions. They also created
their forums, Bitcointalk was created by Nakamoto to discuss Bitcoin and
blockchain-related issues [141]. Another forum dedicated especially to dark
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markets discussion called Dread was created on the darknet [141].

Later on, especially after the Bitcoin price spike at the end of 2017, Bitcoin
attracted a more diverse audience [140]. Both consequence and driver of
this growth is the attention it has progressively attracted from a broader
and broader public. Cryptocurrencies, no longer a niche technology, were
increasingly recognised as an investment opportunity. This shift in interest
resulted in a shift in discussions and the materials covering cryptocurrencies.
Exposés pitched at a less technically interested audience proliferated, a great
number of articles about related subjects appeared on Wikipedia, and a dedi-
cated blockchain and cryptocurrency Wiki was created. Financial newspaper
such as The Economist and Bloomberg also started covering cryptocurrencies
related news frequently [142]. Despite the increasing coverage, 35% of sur-
vey participants in the USA said that they did not own any cryptocurrency
because they did not know how to buy [143].

While the work mentioned previously showed the importance of the online
social traces to limited cryptocurrencies price prediction, an investigation
of this diverse community is understudied. The only work that focuses
on the community discussions nature and the contributors” behaviour was
introduced in [140]. Using data from the Bitcointalk forum, they found that
discussion in innovative coin-related forums tend to be more technical. Their
analysis showed that there are two distinct groups of contributors: those
who are driven by the market hype and investors on one side and technology
enthusiasts who are interested in the advancement of the cryptocurrency
system on the other.

Finally, altcoins usage in the illicit economy is still unexplored, even though
some of these altcoins were designed to address concerns over Bitcoin
anonymity. For example, Monero was designed to be an untraceable shadow
coin and is increasingly adopted for illicit transactions [56]. In dark mar-
kets, only a few accept other cryptocurrencies such as Litecoin, Dogecoin,
Darkcoin and Monero. Among 87 dark markets, only four markets use a
cryptocurrency other than Bitcoin exclusively, and ten dark markets allow
usage of other cryptocurrencies along with Bitcoin [57].

The research conducted on the cryptocurrency market was made possible
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by the wealth of publicly available data. Whether it is indicators of online
social interactions, numerical data on market developments, or the details
of transactions as stored on the blockchain itself, the systems’ transparency
allowed for a vast amount of public data to be available for study. However,
the lack of structure and regulation is a challenge. Many data sources are
unconventional, and its quality is heterogeneous. In the next section, we
discuss the typical data sources on cryptocurrencies ecosystem.

2.4 Data sources

The entire transaction ledger of Bitcoin (the blockchain) is available to anyone
who downloads the ”core” software. However, the raw data is not down-
loadable in a readily accessible format. The Blockchain explorer [144] is a
website that provides an API where Bitcoin’s blockchain can be retrieved in

the form of transactions, which is easier to process and analyse.

The data on the blockchain is anonymous; addresses can not be directly
mapped to specific entities. Online services such as Wallet Explorer [145]
and specialised startups such as Chainalysis [146] and Elliptic [147] use sev-
eral heuristics to identify influential entities interacting on the blockchain.
Ethereum, Litecoin and Bitcoin Cash also have their own blockchain explor-
ers. For other cryptocurrencies, less support is provided. General data on
cryptocurrencies transactions such as fees, number of blocks, active addresses
and number of transactions is readily available for a limited number of cryp-
tocurrencies [50]. In the following chapter we discuss Bitcoin blockchain

transactions retrieval and clustering.

In addition to the blockchain transactions, startups and crypto enthusiasts
maintain an ecosystem of social platforms, blogs, and news venues dedi-
cated to cryptocurrencies, for example Bitcointalk [111], a forum dedicated
to cryptocurrencies; to announce new cryptocurrencies and websites that
support cryptocurrencies ecosystem. Cryptocurrencies are also often dis-
cussed using traditional social media venues such as Reddit [133] and Twitter.
Cryptocurrencies also have dedicated news websites such as Coindesk [112]
and LongHash [148]. These websites provide more in-depth reporting on
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several aspects of the cryptocurrencies ecosystem, including the technical
advances, market behaviour, major startups and regulations. Along with the
news, the websites often provide datasets for the notable cryptocurrencies.

For market data, at the time of starting the thesis, October 2016, data was
available on only a few cryptocurrencies and provided by websites also
maintained by technology enthusiasts. Coinmarketcap had the most com-
prehensive public dataset both in terms of the number of cryptocurrencies
covered and their details. The website aggregates data from exchanges to
one website. In 2018, the website started to provide a limited free API for
accessing the data. Now, many exchanges provide data through an API of
their order book and price updates for a limited number of cryptocurrencies.
Due to the lack of official data provided by the blockchain mechanism itself,
websites and exchanges offer these services for a fee.

While cryptocurrencies’ data is publicly available, the format is unconven-
tional and unstructured. Through this chapter, we showed how the novelty of
the cryptocurrencies technology challenged regulations and sparked interest
among technology enthusiasts to build and maintain a vibrant decentralised
ecosystem. Due to the novelty of the technology, the definition of key mea-
sures, such as the circulating supply, have not yet been universally agreed
upon. Instead, data providers defined their measurements themselves and
changed them according to new insights within the community. Navigating
these data sources and measurements is a challenging task that previously
obstructed a comprehensive analysis of the entire market and system dynam-
ics. In the next section, we discuss our data collection process, that led to a
unique, comprehensive dataset spanning cryptocurrency market dynamics,

Wikipedia activity and on-chain transactions.
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3 Data collection and preparation

Our research is based on three novel datasets; cryptocurrency market data,
activity on cryptocurrencies’ Wikipedia pages and Bitcoin transactions. The
cryptocurrency market data was collected by web scraping the data aggrega-
tor platform “coinmarketcap”. It includes ~ 3074 cryptocurrencies’ prices,
market capitalisations and exchange volumes and covers a time period from
April 2013 until May 2019. The second dataset is Wikipedia pages’ views
and edits. The data was collected using the Wikipedia API and included 38
cryptocurrencies pages. For each page, views from July 2015 until January
2019 were collected. The data also covers all the page edits since its creation.
The third dataset is dark markets’ Bitcoin transactions. The data covers 74
dark markets transactions and covers a period from April 2011 until July
2019.

The decentralised, virtual, and growing nature of cryptocurrencies was re-
flected in the data sources available. There are multiple sources of data
mostly provided by “crypto enthusiasts”. For example, coinmarketcap.com,
a leading cryptocurrency markets data provider, started in 2013. The web-
site began only in 2018 to publish a blog discussing how they collect and
validate the data. The website also released a paid API in 2018, introduced
a mobile app, and recently began to provided data on three cryptocurren-
cies” blockchain transactions. Throughout our data collection we took into

consideration this changing and developing nature of the data sources.

This chapter aim is to introduce in detail the datasets upon which our analysis
was conducted. It will also introduce the data collection and preprocessing
methods. The first section will be dedicated to discussing the cryptocurrency
market data. It will introduce the possible data sources for market data, the
reasoning behind our choice, the details of the information provided by the
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source and finally how the data was collected using web scraping. The fol-
lowing section will discuss the Wikipedia data collection and preprocessing
details. The third section will introduce the dark markets transactional data.
The section will first explain how blockchain data is typically stored and
what preprocessing heuristics we follow in order to retrieve dark markets
data from the blockchain, then will discuss the details of our dataset. Finally,
we will describe the dark market websites data which we relied upon for the
drug sales prediction in Chapter 8.

3.1 Market data

At the time of starting this thesis (October, 2016), information on the cryp-
tocurrency market was limited. There was no institute that provided, vali-
dated and released the market data systematically. Data providers are typi-
cally cryptocurrency exchanges or websites created by “crypto enthusiasts”.
By now, some of the early data providers have documentation and criteria
of cryptocurrencies listing. The lack of a comprehensive data source, APIs
and uniformly formatted data had its influence on the research produced.
For more than 60 finance papers, a recent study showed a discrepancy in the

Bitcoin returns analysis results obtained due to data choice [149].

Finding the most reliable source in a collection of websites was the first step.
The initial choice was between extracting data from an exchange or a market
data aggregator platform. In case of exchanges, until now, they have no
unified listing criteria which results in a limited number of cryptocurrencies
and some variation of the cryptocurrencies listed between exchanges. A
cryptocurrency’s price can vary from an exchange to another [98]. Due to
these reasons, we preferred using market data aggregator platforms. In order
to determine which platform to use, four criteria were considered. Firstly,
the source should include as large a number of cryptocurrencies and as long
a period as possible. Secondly, it should cover many exchanges, and finally,
information on how the website collected the data should be available.

Table 3.1 shows the most notable available providers of cryptocurrency data.

Some of these websites initially were not available or as reliable as they
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are now, for example Coinmetrics, which only started in 2017. Coinmarket-
cap.com provided coverage for more than 2000 cryptocurrencies extracted
from 273 exchanges and with documentation of the data quality. In 2016,
the website did not have the blog section along with data quality section;

however, the creator was available for questions.

TABLE 3.1: Details on online sources for market data. The ta-
ble shows information on the publicly available data providers.
For each provider the table lists the website used to access the
data, the number of cryptocurrencies covered by the provider,
the number of exchanges the data aggregated from, whether or
not the website provides documentation on the data collection
process and the launch date of the data provider. The data
shown in the table was collected on the 28th of October, 2019

Website Cryptocurrencies Exchanges Documentation  Start date
coinmarketcap.com 3,047 302 Yes 2013
coincap.io 1,516 71 Yes 2014
coingecko.com 5968 392 No 2014
cryptocompare.com 2,000 196 No 2014
coinlore.com 2,818 331 No 2016
coincodex.com 6,275 252 Yes 2017
coinmetrics.io 75 coinmarketcap.com data Yes 2017
coinratecap.com 2,788 90 No 2017
coinlib.io 5,970 124 No 2017
coincheckup.com 2,403 120 Yes 2017
onchainfx.com 1,131 12 Yes 2017
livecoinwatch.com 2,165 154 only few sentences 2017
coinorderbook.com 654 12 No 2019

Coinmarketcap.com provides different market measures, namely price, mar-
ket capitalisation, (24h) volume and circulating supply. The definition of

some of these measures evolved across time.

A cryptocurrency’s circulating supply at time x was measured by the total
number of tokens issued by its protocol up till time x. Cryptocurrencies with
proof of work protocol issue tokens as a reward to miners for each block
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generated, as discussed in Section 2.1. Given this mechanism, the circulat-
ing supply will increase at a stable, protocol controlled rate, regardless of
whether the coins are used or not. According to [150], one particular Bitcoin
address holds over 600 million dollars and made a single transfer. Such
addresses often called “dormant” addresses since they have no recent send-
ing activity. Proof of stake cryptocurrencies, for example Ethereum, issue
the entire token reserve at the system initiation. For these cryptocurrencies,
the calculated circulating supply remains fixed at any time. Due to these
variations, the definition has been adapted. Coinmarketcap.com manually
contact cryptocurrencies support teams to investigate the fraction of locked
addresses and private allocation to be excluded from the circulating supply.
Cryptocurrencies which overestimate their supply are removed from the
website.

Another measurement provided by coinmarketcap is the total exchange vol-
ume in 24h for a cryptocurrency, which is defined as the sum of all trading
volume of this cryptocurrency in all exchanges over the last 24 hours. A cryp-
tocurrency’s price is measured by coinmarketcap as the weighted average
price of a cryptocurrency across all exchanges, where exchanges are weighted
according to their total exchange volume. Finally, a cryptocurrency’s market
capitalisation is given by the product of price and circulating supply.

For an exchange to be considered for listing on Coinmarketcap, it has to meet
several prerequisites. Among others, it needs to have a functional website,
have been operating for no less than 60 days, and traders must have the
option of placing buy and sell orders on an order book. The exchange has
to provide a representative for further clarifications as well, especially to
respond to claims of exaggerated exchange volumes [151, 149]. In contrast
to stock markets, there is no unified regulation for cryptocurrencies to be
listed on an exchange or market data aggregator. Cryptocurrencies to be
listed on coinmarketcap need to meet certain prerequisites. For example, a
cryptocurrency has to be traded publicly on at least two exchanges and has

to have a functional website.

Throughout the thesis, we used two datasets scraped from Coinmarket-

cap.com. One is based on a weekly data readout (used in Chapter 4) while
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for the more granular analysis in Chapter 5 and Chapter 8 we increased the
resolution to daily. The website provides weekly historical snapshots which
is a collection of snapshots of the week taken on Sunday nights which are
readily available on the website. Using Python, we developed a web crawler
which accesses the different dates and scrapes the tables of data. A web
crawler is a computer program that accesses web URLs and navigates the
webpage to extract data embedded in the HTML. Appendix A.1 shows a
schematic illustration of how the crawler works. Given that these are histor-
ical snapshots, cryptocurrencies which disappeared from the market were
recorded in the data, which is essential for the consideration of the birth and

death process of cryptocurrencies (analysed in Section 4.4).

Scraping the daily data was less straightforward. The landing page of the
website has the list of all active cryptocurrencies. Each active cryptocurrency
has a dedicated page with a section of all the historical data. Through this
section, all daily historical data is available for the given cryptocurrency. The
web crawler goes through each cryptocurrency page and extracts its data,
see Appendix A.2 for an illustration. Following this process, the crawler only
retrieves historical data for active cryptocurrencies at the time of collection,
which was suitable for building trading strategies and the study of selected

cryptocurrencies (Chapter 5 and Chapter 8).

The total number of cryptocurrencies, exchanges and time period covered
will be detailed in each chapter since they all cover different time period and

have a different objective.

3.2 Wikipedia data

3.2.1 Cryptocurrencies page

The second dataset this thesis relies on is cryptocurrencies” Wikipedia pages
data. It was collected through the Wikipedia API [152] and includes the
daily number of page views and the page edit history of the 38 cryptocur-
rencies with a page on Wikipedia. Table 3.2 shows the cryptocurrencies with

Wikipedia pages along with some market characteristics. Using Wikipedia
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API, we can choose which page views to be considered. For example, the

parameter all-access filter by access method such as desktop, mobile-app or
mobile-web. On the other, the parameter agent filter by agent type, for exam-

ple user or bot. For the page views we use the API call: https://wikimedia.
org/api/rest_vl/metrics/pageviews/per-article/en.wikipedia.org/all-access/
user/wiki_page/daily/start_date/end_date, where wiki_page is the page

name and start_date and end_date are the requested dates.

Page-view data range from July 1st 2015 until January 23rd 2019, since earlier
data are not accessible through the API. On the other hand, the full editing
history is accessible through the API, and includes the content of each edit,
the editor, the time of creation and possible comments meant to highlight the
nature and the reason of the edit. To retrieve the edit history, we use the API
call: https://en.wikipedia.org/w/api.php?action=query&format=json&
prop=revisions&rvprop=timestamp}7Cuser’,7Ccomment’,7Ccontent&&titles=
wiki_page. Since edits retrieved from Wikipedia contain XML and HTML
tags, we cleaned each edit by removing all those tags and keeping only the
text of the edit.

Automated tools known as “bots” often carry out repetitive tasks to main-
tain pages. Wikipedia requires bots to have separate accounts and names
which include the word “BOT”, in order to make their edits identifiable. We
excluded all edits from bots from our analysis.

We classified edits into two categories, namely edits with new content and
maintenance edits. Maintenance edits aim to keep consensual page content
by restoring a more accurate old version (reverts) and fighting malicious
edits (vandalism). We identified reverts by selecting edits comments con-
taining the word “rv” or “revert” [153], and by employing an MD5 hashing
scheme. MD5 (message digest) is a hashing scheme which digests a variable-
length sequence and outputs a fixed-length (128 bits) sequence [154]. MD5
is commonly used to identify identical files. We created an MD5 hash for
all edits, and we identified edits sharing the same hash with a previous edit
as reverts. Reverts which were made specifically to fight vandalism were
identified by selecting edits labelled in their associated comment as fighting

“vandalism” [153]. We considered edits which are not classified as vandalism
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nor reverts as new content.

We also collected data on the activity of the most active editors in other
Wikipedia pages. To retrieve this data, we used Xtool [155], a web tool
providing general statistics on the editors and their most edited pages. The
tool does not provide an API, but through calling the URL of each editor, we

accessed the page of the editor and scraped the data.

TABLE 3.2: Cryptocurrencies with a page in Wikipedia. The
table is generated using data collected on January 23rd, 2019.
The table shows, for the cryptocurrencies considered, their
name, wikipedia page identifier, the date of their first appear-
ance on the market, page creation date, rank (based on market
capitalisation), and whether they can be marginally traded
or not (see Appendix C.1 for information on exchanges that
support margin trading). Currencies are ordered alphabetically

Name Wikipedia page identi- Trading start Wikipedia Rank  Margin
fier date page creation trad-
date ing
Auroracoin  Auroracoin 2014 -02—-27 2014-03-16 578 No
Bitcoin Bitcoin 2013—-04—-28 2009—-03—-08 1 Yes
Bitcoin Bitcoin_Cash 2017 -07 —23 2017 —-07 —28 6 Yes
Cash
Bitcoin Pri- Bitcoin_Private 2018 —03—-10 2018 -01—-18 121 No
vate
Bitconnect Bitconnect 2017 —-01—-20 2017 —06 —28  Delisted No
Bitcoin Bitcoin_Gold 2017—-10—23 2017—-10—15 28 Yes
Gold
Cardano Cardano_(platform) 2017 —10 - 01 2018 — 01 —10 12 Yes
Dash Dash_(cryptocurrency) 2014—-02—-14 2014—-06—-01 15 Yes
Decred Decred 2016 —02—-10 2017-10—-22 32 No
Dogecoin Dogecoin 2013—-12—-15 2013-12—-14 24 Yes
EOS EOS.IO 2017 —-07-01 2017-11-30 5 Yes
Ethereum Ethereum 2015—-08—-07 2014—01—-27 2 Yes



Chapter 3. Data collection and preparation

34

Table 3.2 — Continued from previous page

Name Wikipedia page link Trading start Wikipedia Rank  Margin
date page creation trad-
date ing
Ethereum Ethereum_Classic 2016 —07 —-24 2016 —-07—-25 18 Yes
Classic
Filecoin Filecoin 2017 -12—-13  2017-08-11 1744  No
Gridcoin Gridcoin 2015—-02—-28 2016-08-30 1179 No
Litecoin Litecoin 2013-04—-28 2012—-10—-20 4 Yes
MazaCoin MazaCoin 2014 - 02—-27 2014 —-02—-28  Delisted No
Monero Monero_(cryptocurrency) 2014 —05—-21  2015-03-19 13 Yes
Namecoin Namecoin 2013 -04—-28  2012—-06—27 242 No
NEM NEM _(cryptocurrency) 2015—-04—-01 2014—-12—-11 19 No
NEO NEO_(cryptocurrency) 2016 —09—-09 2017 -12-27 16 Yes
NuBits NuBits 2014 —-09-24 2015-11-03 900 No
Nxt Nxt 2013-12—-04 2014—-03-09 124 No
OmiseGO OmiseGO 2017 -07—-14  2017-09-14 30 Yes
Peercoin Peercoin 2013 -04—-28 2013-04-10 188 No
Petro Petro_(cryptocurrency) 2014 -04—-15 2017 -12-03 1208 No
PotCoin PotCoin 2014 -02—-10 2014 -08—-06 413 No
Primecoin Primecoin 2013 -07—-11 2013 -07—-29 438 No
Ripple Ripple_(payment_protocol) 2013 — 08 —04  2005—-08—-06 3 Yes
Stellar Stellar_(payment_network) 2014 — 08 — 05 2014 —-09—-04 9 Yes
Tether Tether_(cryptocurrency) 2015—-02-25 2017 -12-05 7 Yes
Tezos Tezos 2017 -10—-02 2018 —-06—28 23 No
Titcoin Titcoin 2014 -08—-26  2014—-09-13 1602 No
Vechain Ven_(currency) 2018 — 08 — 03 2012 — 12— 04 34 No
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Table 3.2 — Continued from previous page

Name Wikipedia page link Trading start Wikipedia Rank  Margin
date page creation trad-

date ing

Verge Verge_(cryptocurrency) 2014 —10—-25 2018 -01—-24 49 No

Vertcoin Vertcoin 2014-01-20 2014-03-12 175 No

Waves plat- Waves_platform 2016 —06 —02 2017 —-04—-27 21 No

form

Zcash Zcash 2016 -10—-29 2016 -10-03 20 Yes

We also extracted data of drugs” Wikipedia pages for the prediction of drug
sales on dark markets in Chapter 7. The next section will detail the process

of data extraction.

3.2.2 Drug pages

We collect Wikipedia page views data through the Wikipedia API (similar to
cryptocurrencies Wikipedia pages), which runs from July 2015 onward [156].
The raw data is available at daily frequency, but we aggregate to monthly

frequency to match the sales data (discussed in Section 3.3.3).

We further split the data by language, and use that as a proxy for the country
of the viewer. This is likely a reasonable assumption for some languages.
For example, viewers of the Polish language page are probably located in
Poland. However there may be a measurement error, particularly for the
English language page which we assume to cover several countries. We lim-
ited our analysis to the languages of the top 9 countries trading on the dark
market. In order to retrieve data using API for several languages we use the
following call https://wikimedia.org/api/rest_vl/metrics/pageviews/
per-article/lang.wikipedia.org/all-access/user/wiki_page/daily/start_
date/end_date, where lang is the language desired to be retrieved, wiki_page
is the drug page name and start_date and end_date are the requested dates.
Table 3.3 shows the list of drugs Wikipedia pages retrieved.
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TABLE 3.3: Drug Wikipedia pages The table shows the list
of drugs Wikipedia pages included in our analysis. For each
drug the table shows the street name and the Wikipedia page

identifier.
Drug street name Wikipedia page
MDMA MDMA
Cannabis Cannabis_(drug)
Amphetamine Amphetamine
Diazepam Diazepam
LSD Lysergic_acid_diethylamide
2CB 2C-B
Ketamine Ketamine
Methamphetamine Methamphetamine
Alprazolam Alprazolam
DMT N,N-Dimethyltryptamine
Cocaine Cocaine
Heroin Heroin
Fentanyl Fentanyl

Figure 3.1 describes the Wikipedia data over the sample period. Figure 3.1A
shows that total monthly views across the period of study are relatively stable
over time. Figure 3.1B shows the distribution of views across languages,
of which the English pages are unsurprisingly by far the most popular.
Figure 3.1C shows the distribution of views across drugs, which is more

evenly spread.

3.3 Dark markets data

For the analysis of dark markets behaviour, we used data extracted from the
Bitcoin blockchain as provided by [146]. The Bitcoin blockchain (ledger) is
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FIGURE 3.1: Wikipedia data description. (A) The total num-

ber of drugs Wikipedia pages views for all languages and all

pages, aggregated to a monthly frequency. (B) Total Wikipedia

views over the entire period of study for each language under-

study across all drugs Wikipedia pages. (C) Total Wikipedia

views over the entire period of study across all languages for
each drug Wikipedia page.

publicly available. Data can be retrieved through two methods, downloading

the Bitcoin core software or using a third party APIL.

Bitcoin core software downloads automatically the ledger which amounts
to 250 Gigabytes, as of October 2019. The ledger, however, is encrypted and
needs processing to be in a readable transactional data format. The ledger
is a set of blocks where each block has a pointer that refers to the previous
block. A block has the metadata and transaction section. A transaction is
listed in a block only once confirmed; there is no record of the actual time a
transaction was made. In 2015, a study showed that transactions with zero
fees wait for a median of ~ 22 minutes for confirmation [157]. Transaction
fees have been predicted to become increasingly important as the mining
reward decreases [158]. Blocks are not timestamped either; two methods
are used to infer the time a block was registered in the ledger. Mining pools
self report their timestamping when they mine a block. Another method is
through block height which indicates the block position in the chain, and

since a block confirmation takes ~ 10 minutes, block confirmation time is
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inferred using this assumption.

In the transactions section of each block, transactions are represented as
inputs and outputs where inputs are a reference to a previous transaction
output. The out section also contains, values in Satoshi, one Bitcoin is divided
into 108 satoshi.

Third-party APIs process and decrypt the blocks and provide the ledger in
a conventional transactional database format. Blockchain.com [159] is the
tirst website to offer an API to retrieve the blockchain in a processed form.
For each block, transactions are listed in the form: from address, to address,
the value in Bitcoin (BTC) and timestamp. Addresses are only a sequence of
numbers and letters (public keys) with no connection to their actual identity.
The API also provides which mining pool mined the block.

Identifying the actual identity of the addresses is an open research question.
The next section will be dedicated to discussing the techniques first to clus-
tering several addresses to one shared address and second to map addresses
to an identity.

3.3.1 Clustering and identification techniques

In Bitcoin, multiple addresses can belong to one user; grouping these ad-
dresses will reduce the complexity of the ledger and Bitcoin anonymity [47].
Clustering techniques rely on how Bitcoin’s protocol works, user behaviour
on the blockchain, Bitcoin’s transaction graph structure and finally, machine

learning.

Methods which are relying on Bitcoin’s protocol specifically exploited what
is known as change addresses. Bitcoins available in an address have to be
spent as a whole. Figure 3.2 shows an example of a created change address.
User A’s wallet has two addresses, one contains 1BTC and another has 2BTC.
User A would like to transfer 0.25BTC to user B as shown in Figure 3.2A.
After transferring the 0.25BTC to B, the change (0.75BTC) will not stay in
the same address. Bitcoin protocol will create another address, also assigned
to A, where the 0.75BTC change will be stored. By observing this pattern, a
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heuristic technique proposed in [49] suggested that these addresses can be

grouped as they belong to one user.
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FIGURE 3.2: How Bitcoin’s protocol handls transactions with
change. (A) A desired transaction between users A and user B
where A would like to transfer 0.25 Bitcoins to B. User A has
two addresses, one has 1 Bitcoin and the other has 2 Bitcoins.
User B has one address and contains 1 Bitcoin. (B) How a
transaction will be conducted using Bitcoin protocol. User A
address 1 will transfer 0.25 Bitcoin to user B address 1. The
change of 0.75 Bitcoin will not stay in User A’s address 1 instead
will appear as another transaction to a new address from user
A address 1. The dotted boundaries in both figures represent a
grouping of these addresses as they belong to one user. A solid
arrow represents an already executed Bitcoin transaction while
the dotted arrow represents a desired transaction.

Since users can have multiple addresses, they can use multiple of these
addresses to transfer money in a single transaction. For example, Figure 3.3A
shows a case where user A controls 3 different addresses. Each address has a
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different amount of Bitcoins, 1, 4 and 2.5 respectively. User A would like to
transfer 5 Bitcoins to user B, and two addresses will be used to complete the
transaction as shown in Figure 3.3B. This observation allowed the grouping

of these two addresses as a single user [49].
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FIGURE 3.3: Sending from multiple inputs in Bitcoin (A) A
desired transaction between user A and user B where A would
like to send 5 Bitcoins to user B. User A has 3 different ad-
dresses with 1, 4 and 2.5 Bitcoins respectively. User B has one
address containing 1 Bitcoin. (B) How the transaction will be
conducted according to the Bitcoin protocol. User A will use
two addresses to complete the transaction. Both addresses will
send to one address belonging to user B. The doted boundaries
in both figures represent a grouping of these addresses as they
belong to one user. The solid arrows represent an already exe-
cuted Bitcoin transaction while the dotted arrow represents a
desired transaction.

The work in [48] challenged these heuristics showing the possibility of having
false positives and not taking into consideration changes in the protocol. The
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work suggests instead a manual process where the behaviour of each entity
is investigated. Page rank (network centrality measure [160]) was also used
to identify important addresses [161]; however, the addresses were already
grouped using the heuristics introduced by [49]. Machine learning as well
was shown to identify addresses which should be grouped as one with 77%

accuracy.

Mapping addresses to an actual identity is more challenging. Some entities
already publish their public key for donation and payment, such as Wiki-
media Foundation [162]. The only research which introduced a method for
mapping a collection of addresses to a real-world identity is [48] through
direct interaction with the address. In this work, researchers directly engaged
in 344 transactions with different services including mining pools, exchanges,
dark markets and gambling websites.

The introduction of these heuristics did not only challenge Bitcoin’s anonymity
but also eased the regulation of Bitcoin. Companies specialising in blockchain
analytics started to capitalise on these heuristics and provide tools for ex-
changes and law enforcement entities to facilitate regulatory efforts. For our
analysis of dark markets, our data was provided by Chainalysis [146], which
is a blockchain analytics company. Chainalysis aided several investigations
led by different law enforcement entities, including the United States Internal
Revenue Service (IRS) [163].

3.3.2 Our dataset

Our dataset sampling approach (from the entire Bitcoin transactions) deploys
a complex network perspective. Transactions on the blockchain can be
modelled as a directed weighted graph where a node represents a user, and
a directed edge between A and B represents a transaction from user A to
user B. Depending on the clustering algorithm, a node can represent one
address or multiple addresses. A node can also be labelled as a specific entity
or unlabelled (unnamed). Figure 3.4 shows a sketch of the network and
the different possible meanings of a node. For example in Figure 3.4, the
black unnamed node on the right side is a representation of two different
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addresses clustered together, however, they were not attributed to an entity
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FIGURE 3.4: A dark market’s Bitcoin transaction network. A
schematic representation of our dataset as a complex network.
Nodes represent users, and a directed edge between two nodes
represents a transaction in the direction of the edge. Nodes
can represent different abstractions as shown by the dotted
rhombus. Starting from the right side, the unnamed black node
represents a cluster of two different addresses which however,
was not attributed to a specific entity. The dark market (in
dark red) node (Silk Road Market), is a representation of 3
addresses and attributed by the algorithm to the market. The
black named node on the left side of Silk Road Market node
is a representation of 4 addresses and named to belong to a
specific entity. Finally, the black unnamed node at the bottom
left side of the figure, represents one address.

For the purpose of our study, we needed to collect only those transactions
related to dark markets. Figure 3.5 shows a schematic sketch of the data sam-

pling. We sampled the data by ranking nodes according to their proximity
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to a dark market. First, list all nodes which are labelled as a dark market.
Second, we list all nodes which directly interacted with dark markets; we
consider these nodes the nearest neighbours of dark markets. We exclude the
exchanges form our nearest neighbours nodes list since the study focuses on
markets users” adaptation to closures. For each node in the nearest neighbour
list, we compute the first time a node interacted with a dark market. Finally,
we extract the entire history of transactions of both dark markets nodes and
nearest neighbours. A nearest neighbour node only appears in the dataset
after interacting with a dark market. Using this process, we have all the
transactions made by dark markets nodes and all the nearest neighbours
transactions since their first interaction with a dark market. Other nodes will
only appear through interaction with a nearest neighbour; however, their full
transaction history is not considered in the data. Other nodes’ transactions
are only recorded in our dataset if they involve a nearest neighbour of a dark
market. Overall our data can be thought of as a collection of sub-networks of
different dark markets. Each market sub-network can be represented as an
egocentric network [164] of radius 2.
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FIGURE 3.5: Data sampling process. The included transac-

tions in our dataset are those within the dotted square. The

transaction between A dark market node (in red) and the near-

est neighbours nodes (in black) are included. The transaction

between the nearest neighbours nodes (in black) and Bitcoins

to other nodes (in grey) is included. The transaction between
two “other” nodes is excluded from our dataset.

Through the aforementioned process, we collected data on 74 dark markets.
The dataset covers the entire transaction history of these dark markets from
18th of June 2011 to 24th of July 2019. The data contains around 143 million
transactions among over 42 million users. The markets covered in our dataset
include the major markets on the dark net as discussed by law enforcement
agencies reports [23, 165] and th World Health Organization [28].

We also scraped data from [57] to collect metadata on the dark markets,
Appendix A.3, Table A.1 shows general information on the markets included
in our dataset. From the website, we gathered data on closed dark markets

closure reason, closure date, and the start of their activity.
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Among the dark markets, 21 markets are specialised in stolen and fake credit
cards and IDs. The rest of the markets are either specialised only in drugs (31
markets) or sell drugs along with other illicit goods (22 markets). Considering
only transactions sent and received by dark market addresses, the total
transaction volume amounts to 4.5 billion dollars. Markets specialised in
selling cards are responsible for 13% of the volume. Out of the 74 dark
markets, at least 18 are active, 12 markets were shut down as part of a scam,
12 were raided by law enforcement, and 3 were closed voluntarily by the

market administrator.

In our analysis, we selected 31 markets to focus on due to limitation of data
availability on markets starting and closure dates (See Table 3.4). Several
reasons drove the choice of these markets. First, the existence of publicly
available information on their lifetime, closure reason and time. Second, the
markets represent most dark markets sales in terms of transactions volume.
Finally, given that markets differ in their specialisation, language and closure
reason, our chosen markets represent this diversity. Figure 3.6 shows the
chosen 31 markets, their lifetime and the reason behind the closure if a market
was closed.
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German Plaza Market [ |
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Unicc |
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FIGURE 3.6: Dark markets lifetime The selected markets be-
ginning and end of the activity as observed in our dataset. Bars
are colored according to the closure reason. Silk Road, Hansa
and Alphabay are an examples of markets which were raided
by authorities (darkest blue), Agora market is an example of a
market closed voluntarily (dark blue), Evolution market is an
example of a scam closure (light blue) and Empire market is as
an example of active market (lightest blue).

The 31 selected markets cover 92% of the total transaction volume of dark
markets. Figure 3.7 shows percentage of volume included in our selected
markets across time, on average the selected markets have 93% of the total

volume.
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FIGURE 3.7: Selected markets total volume share. The frac-

tion of total dark markets volume covered by the 31 markets

we are focusing on in our analysis. Values are calculated using
a time window of 3 months.
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12 of the selected markets were closed in a scam, while 9 were raided, 3
were voluntarily closed by their administrators and 7 are still active. The
total number of addresses which directly interacted with all dark market
is ~ 10 million users, 84% of these addresses are nearest neighbours of the
dark markets we focused on. Among our selected markets 2 markets official
language is Russian and 3 markets are specialised in stolen cards. The 31
markets” dataset contains ~ 133 million transactions among over 38 million
users. The total number of addresses which directly interacted with dark
market is ~ 8.3 million. The volume of transactions sent and received by
dark markets addresses amount to ~ 4.2 billion dollars.

TABLE 3.4: Dark markets information. Information on the 31
selected dark markets included in our dataset. For each dark
market, the table states the name of the market, the start and
end dates of its operation, the closure reason if applicable and
the type of products sold by the market. “drugs” indicates
that the primary products sold on the market are drugs while
“credits” indicates the market specialty is fake IDs and credit
cards and “mixed” indicates the market sells both types of

products.
Name Start date End date Closure reason  Sales
Abraxas 2014 -12-13 2015—-11—-05  scam drugs
Market
Acropolis 2016 — 03 — 27 2017 —07 —01  voluntary mixed
Market
Agora Mar- 2013 —12—-03 2015—-08 —26  voluntary mixed
ket
AlphaBay 2014 — 12 —22 2017 —07 — 05  raided mixed
Market
Apollon 2018 — 05 — 03 active active drugs
Market
Babylon 2014 - 07 - 11 2015 —-07 —31  raided drugs
Market
Berlusconi 2018 — 08 — 12 active active mixed
Market

Bilzerian24.net 2017 — 11 — 13 active active credits
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Table 3.4 — Continued from previous page

Name Start date End date Closure reason  Sales
Black Bank 2014 —02 —05 2015—-05—-18  scam mixed
Market

Blue Sky 2013-12-03 2014 —11—-05  raided drugs
Market-

place

Dream Mar- 2016 — 03 — 19 2019 - 04 —-30  voluntary mixed
ket

East India 2015 —04 —28 2016 —01—-01  scam drugs
Company

Market

Empire 2018 — 02 — 01 active active mixed
Market

Evolution 2014 - 01 — 14 2015—-03—-14  scam drugs
Market

German 2015 —-05—-22 2016 —05—01  scam mixed
Plaza Mar-

ket

Hansa Mar- 2014 — 03 — 09 2017 —07 —20  raided drugs
ket

House of Li- 2016 — 05 — 23 2017 —07 —12  raided drugs
ons Market

Hydra Mar- 2015 —-11—25 active active mixed
ketplace

Middle 2014 — 06 — 22 2015—-11—-04  scam mixed
Earth Mar-

ketplace

Nucleus 2014 —-10—-24 2016 — 04 —13  scam mixed
Market

Olympus 2018 — 04 — 20 2018 —09 — 04  scam mixed
Market

Oxygen 2015—-04—16 2015—-08 —27  scam drugs

Market
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Table 3.4 — Continued from previous page

Name Start date End date Closure reason  Sales
Pandora 2013 — 10 — 20 2014 —11—-05  raided drugs
OpenMar-

ket

Russian 2014 — 08 — 29 2017 — 09 — 21 raided mixed
Anony-

mous Mar-

ketplace

Sheep Mar- 2013 —02 —28 2013 -11—-29  scam drugs
ketplace

Silk Road 2011 —01—31 2013 — 10 — 02 raided mixed
Market-

place

Silk Road 2 2013 — 11 —06 2014 —11-05 raided mixed
Market

Silk  Road 2018 —01 —21 active active drugs
3.1

TradeRoute 2016 — 11 — 06 2017 — 10— 12 scam mixed
Market

Unicc 2015 —-01 — 30 active active credits
Wall Street 2016 — 09 — 09 2019 — 05 — 02 raided mixed

Market

3.3.3 Drug sales on dark markets

We also analysed dark markets using data scraped from the websites. We
relied on data collected for a previous study [67] which contains a snapshot
of product listings and buyer reviews of several dark markets, namely Al-
phabay, Dream Market, Hansa, Traderoute, and Valhalla in the summer of
2017.

For each market, a single snapshot of the full catalogue of their website
was scraped in late June to late July 2017. Trading volumes were estimated
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from buyers reviews for the listed products, similar to previous work in
the literature [2, 16]. Every review is taken to correspond to one purchase,
even if multiple items were mentioned in the review. Buyer reviews are not
mandatory on all markets, thus the resulting estimates represent a lower
bound of the number of trades. Through this approach, the data provided the
reviews of Alphabay and Traderoute, the last 6 months of Hansa’s reviews,
and the last 3 months of Valhalla reviews. In total, the collected data contains
almost 1.5M trades.

Vendors list their location which later on was standardised by mapping
them to ISO 3166 country codes. Based on the product’s title and category,
products were recategorised to wider category. Products labelled under
terms such as “bud”, “weed”,”hash”, “cannabis”, “cannabis concentrates”,
or similar were labelled as Cannabis. Finally products that were labelled or

/i

title contained “heroin”, “morphine”, or “opium” were titled Opiates.

In Chapter 6 we investigate the ability to predict drug sales using Wikipedia
page views. For this analysis, it is important to investigate the data sta-
tionarity. Drug sales on the darknet have risen over time. This means the
sales data is nonstationary, which is problematic for assessing time series
model performance [166]. Figure 3.8 shows global darknet sales for MDMA
where the sales over time are growing rapidly, so they are not stationary. We
formally test for stationarity in Section 7.3.1.

1500

1000

sales

500 [

O 1 1 1 1 1
Jan Apr Jul Oct Jan Apr
2016 2017

FIGURE 3.8: Darknet MDMA sales over time. The weekly
MDMA sales across the 5 dark markets.

The sales timestamps are continuous, so we could conduct our analysis at
different levels of time aggregation. The higher frequency the aggregation,

the more granular the measure of drug demand would be. However, higher



Chapter 3. Data collection and preparation 51

frequencies make the sales data sparser with more zero observations (see
Figure 3.9).

To manage this trade-off, we aggregate the sales data to monthly frequency,
which is still much more frequent than the annual official drug surveys (for
more details see Section 7.1).

A potential limitation of the scraped review data is that it only captures drug
listings that were still available in June-July 2017. If a vendor were to create
a listing and remove it before that point, we would not observe any of the
sales in the scrape. We could reduce the impact on our analysis by limiting
our data to be as close to the scraping period as possible. For example, if
we only consider sales from May - July 2017 then there would be far fewer
removed listings. However this would also reduce our sample size. Instead,
we use all available data for our analysis and assess the impact of restricting
the sample period.
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FIGURE 3.9: Further analysis of sparsity in the drug sales
data. The distributions of the percentage of changes in drug
demand at daily (A), weekly (B) and monthly f(C) requencies.
The higher frequencies are problematic because the data is
more sparse. For example, if we aggregate to daily frequency
then 18% of percentage changes are zero. For weekly frequency,
this falls to 8% and for monthly to 3% are zeroe. The analysis
in Chapter 7 is therefore conducted at monthly frequency.
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4 Evolutionary dynamics of the

cryptocurrency market

Cryptocurrency market at October 2019 included more than 3000 cryptcour-
rencies and had a value of ~ 240 billion dollars. All cryptocurrencies share
the underlying blockchain technology and reward mechanism, but they typi-
cally live on isolated transaction networks. Many of them are basically clones
of Bitcoin, although with different parameters such as different supplies,
transaction validation times, etc. Others have emerged from more significant
innovations of the underlying blockchain technology [97] (see Chapter 2).Bit-
coin currently dominates the market but its leading position is challenged
both by technical concerns [167, 168, 169, 38, 79] and by the technological
improvements of other cryptocurrencies [170], see more details on Bitcoin

challenges in Section 2.1.1.

Despite the theoretical and economic interest of the cryptocurrency mar-
ket [25, 171, 172, 173], however, a comprehensive analysis of its dynamics
was lacking. Existing studies have focused either on Bitcoin or on a restricted
group of cryptocurrencies (typically 5 or 7) of particular interest (see Chap-
ter 2). But even in this case there is disagreement as to whether Bitcoin
dominant position may be in peril [97] or its future dominance as leading

cryptocurrency is out of discussion [15].

Here we present a first complete analysis of the cryptocurrency market,
considering its evolution between April 2013 and May 2019. We first analyse
the period from April 2013 until May 2017. We focus on the market shares of
the different cryptocurrencies (see Section 4.1) and find that Bitcoin has been
steadily losing ground to the advantage of the immediate runners-up. We
then show that several statistical properties of the system have been stable
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for the past few years, including the number of active cryptocurrencies, the
market share distribution, the stability of the ranking, and the birth and
death rate of new cryptocurrencies. We adopt an “ecological” perspective on
the system of cryptocurrencies and notice that several observed distributions
are well described by the so-called “neutral model” of evolution [174, 175],
which also captures the decrease of Bitcoin market share. We believe that our
findings represent a first step towards a better understanding and modelling
of the cryptocurrency market.

Finally, in Section 4.6 we extend the results to the period from May 2017 untill
May 2019, reflecting on our results after the work publication in December
2017. We show that despite the prices fluctuation, the market is still well
described by the neutral model. On the other hand, ranking dynamics
are becoming more stable. The work presented in this chapter is based on
publication [I].

4,1 Materials and methods

Cryptocurrency data was extracted from the website Coin Market Cap [4].
The website has changed the definition of some of the measurement (see
Section 3.1 for more details on the changes) ; however, these changes did
not impact our results. The dataset which covers the period from April 28,
2013 up to May 13, 2017 was extracted before the changes. Results shown in

Section 4.6 rely on dataset following the new measurements.

For the first dataset, the website collected data from 157 exchange markets.
Now the website provide data relying on 285 exchanges. For all active
cryptocurrencies, the website provides the market capitalisation, the price
in U.S. dollars and the volume of trading in the preceding 24hours. Data on

trading volume was collected starting from December 29, 2013.

The website lists cryptocurrencies traded on public exchange markets that are
older than 30 days and for which an API as well as a public URL showing the
total mined supply are available. Information on the market capitalisation
of cryptocurrencies that are not traded in the 6 hours preceding the weekly

release of data is not included on the website. Cryptocurrencies inactive for
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7 days are not included in the list released. These measures imply that some

cryptocurrencies can disappear from the list to reappear later on.

The circulating supply is the number of coins available to users. In the second
dataset the website update the calculation of the market capitalisation to
consider the dormant coins, see Section 3.1 for more details. The price is the
exchange rate, determined by supply and demand dynamics. The market
capitalisation is the product of the circulating supply and the price. The market
share is the market capitalisation of a currency normalized by the total market

capitalisation.

4.2 Market description

Our analysis focuses on the market share of the different cryptocurrencies
and is based on the whole history of the cryptocurrency market between
April 28,2013 and May 13, 2017. For this period, our dataset includes 1,469
cryptocurrencies, of which around 600 were active by that time.
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FIGURE 4.1: Evolution of the market capitalisation. Evolu-

tion of the market capitalisation over time (starting from April

2013), for all cryptocurrencies (blue line,diamonds) and for Bit-

coin (red line, dots). The dashed line is an exponential curve

f(t) ~ eM, with A = 0.3, shown as a guide for the eye. Data is
averaged over a 15-week window.

The total market capitalisation of cryptocurrencies (C) has been increasing
since late 2015 after a period of relative tranquillity (Figure 4.1). As of May
2017, the market capitalisation is more than 4 times its value compared to
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May 2016 and it exhibits an exponential growth C ~ exp(At) with coefficient

A = 0.30 = 0.02, where t is measured in units of 15 weeks.

4.3 Decreasing Bitcoin market share
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FIGURE 4.2: Evolution of the market share of top-ranking
cryptocurrencies. (A) The market share of Bitcoin across time
sampled weekly (gray line) and averaged over a rolling win-
dow of 10 weeks (red line). The dashed line is a linear fit with
slope b = —0.035 £ 0.002 (the rate of change in 1 year) and coef-
ficient of determination R?> = 0.63. (B) Total market share of the
top 5 cryptocurrencies excluding Bitcoin sampled weekly (gray
line) and averaged over a rolling window of 10 weeks (green
line). The dashed line is a linear fit with slope b = 0.021 £ 0.002
(the rate of change in 1 year) and coefficient of determination
R* = 0.45.

Bitcoin was introduced in 2009 and followed by a second cryptocurrency
(Namecoin, see Appendix B.1) only in April 18, 2011. This first-mover ad-
vantage makes Bitcoin the most famous and dominant cryptocurrency to
date. However, recent studies analysing the market shares of Bitcoin and
other cryptocurrencies reached contrasting conclusions on its current state.
While Gandal and Halaburdain in their 2016 study concluded that “Bitcoin
seems to have emerged - at least in this stage - as the clear winner” [176], the
2017 report by Hileman and Rauchs noted that “Bitcoin has ceded significant

market cap share to other cryptocurrencies” [97].
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To clarify the situation, we consider the whole evolution of the Bitcoin market
share over the past 4 years. Figure 4.2A shows that Bitcoin market share has
been steadily decreasing for the past years, beyond oscillations that might
mask this trend to short-term investigations. The decrease is well described
by a linear fit f(t) = a + bt with slope b = —0.035 £ 0.002 representing
the change in market share over t = 1 year. Neglecting the impact of non-
linear effects and potential changes in the competition environment, the
model indicates that Bitcoin market share can fluctuate around 50% by 2025.
Conversely, Figure 4.2B shows that the top 5 runners-up (see Appendix B.1)
have gained significant market shares and now account for more than 20%
of the market.

4.4 Stability of the cryptocurrency market

Figure 4.3A shows the evolution of the number of active cryptocurrencies
across time, averaged over a 15-week window. The number of actively traded
cryptocurrencies is stable due to similar birth and death rates since the end
of 2014 (Figure 4.3B). The average monthly birth and death rates since 2014
are 1.16% and 1.04%, respectively, corresponding to approximately 7 cryp-
tocurrencies appearing every week while the same number is abandoned.

In order to characterize the cryptocurrencies dynamics better, we now focus
on the statistical properties of the market. We find that while the relative evo-
lution of Bitcoin and rival cryptocurrencies is tumultuous, many statistical
properties of the market are stable.

Interestingly, the market share distribution remains stable across time. Fig-
ure 4.4A shows that curves obtained by considering different periods of time
are indistinguishable. This is remarkable because the reported curves are
obtained by considering data from different years as well as data aggregated
on different time spans - from one week to the entire ~ 4 years of data.
The obtained distribution exhibits a broad tail well described by a power
law P(x) ~ x~* with exponent &« = 1.58 + 0.12 (Figure 4.4A), where the fit
coefficient is computed using the method detailed in [177]. The expected
relationship between the probability distribution and the frequency rank
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FIGURE 4.3: Evolution of the number of cryptocurrencies.
(A) The number of cryptocurrencies that ever entered the mar-
ket (filled line) since April 2013, and the number of actively
traded cryptocurrencies (dashed line). (B) The birth and death
rate computed across time. The birth (resp. death) rate is
measured as the fraction of cryptocurrencies entering (resp.
leaving) the market on a given week over the number of liv-
ing/active cryptocurrencies at that point. Data is averaged
over a 15 weeks window.

distribution predicts the latter is a power-law function P(r) ~ r~F with
exponent f = 1/(a — 1) [178], yielding in our case p = 1.72 Figure 4.4B.
The empirical fit coefficient § = 1.93 4= 0.23 is consistent with this predic-
tion. (Figure 4.4B). This was also verified for each year individually (see
Appendix B.4).

We further investigate the stability of the market by measuring the average
occupation time (/) of rank r (Figure 4.4C), defined as the amount of time a
cryptocurrency typically spends in a given rank before changing it. This can
be calculated using Equation 4.1.

b

p— N ’
Yil1¢€

Iy (4.1)
where N is the total number of cryptocurrencies and e} is equal to one if
cryptocurrency i occupied rank r otherwise zero. We find that the time spent
in a top-rank position decays fast with the rank, while for low-rank positions

such time approaches 1 week. Again, this behaviour is stable across years
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FIGURE 4.4: Stable properties of the cryptocurrency market.
(A) Distribution of market share computed aggregating across
a given year (gray filled lines), and over the week 6-13 May 2017
(blue thick line). The dashed line is a power law P(x) ~ x~¢
curve with exponent « = 1.5, shown as a guide for the eye.
(B) Frequency-rank distribution of cryptocurrencies, computed
aggregating across a given year (gray filled lines), and over
the week 6-13 May 2017 (blue thick line). The dashed line is
a power law curve P(r) ~ r~P with exponent B = 2, shown
as a guide for the eye. (C) Average amount of time (in weeks)
a cryptocurrency occupies a given rank computed averaging
across all years (blue line), and across given years (gray lines,
inset). (D) Turnover of the ranking distribution, defined as the
total number of cryptocurrencies ever occupying rank higher
than a given rank. The measure is computed averaging across
given years (gray filled lines). The 2013 and 2017 curves must
be taken purely as an indication as they are computed on less
than 12 months (approximately 8 and 4 months, respectively).
The dashed line has slope 1, and corresponds to the case in
which the ranking of cryptocurrencies is fixed (i.e., the variable
turnover captures only the initial size of the toplist).
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(Figure 4.4C - inset). We also consider the turnover profile defined as the total
number of cryptocurrencies ever occupying rank higher than a given rank
in period t (see [179] for a similar definition). To measure the turnover we
first compile a list C;, which include all cryptocurrencies that occupied rank
r over a period t. The turnover Ts where s is the number of ranks considered

will be equal to Equation 4.2.

TS: |C1UC2U ....... UCS|. (4.2)

Figure 4.4D shows that also this quantity is substantially stable across time.

The first rank has been always occupied and continues to be occupied by
Bitcoin, while the subsequent 5 ranks (i.e., ranks 2 to 6) have been populated
by a total of 33 cryptocurrencies with an average life time of 12.6 weeks.
These values change rapidly when we consider the next set of ranks from
7 to 12 to reach 70 cryptocurrencies and an average life time of 3.6 weeks.
At higher ranks, the mobility increases and cryptocurrencies continuously

change position.

4.5 A simple model for the cryptocurrency ecol-

08y

The Wright-Fisher model of neutral evolution describes a fixed size popula-
tion of N individuals where each individual belongs to one of m species. At
each generation, the N individuals are replaced by N new individuals. Each
new individual belongs to a species copied at random from the previous
generation, with probability 1 — y, or to a species not previously seen, with
probability y, where u is a mutation parameter that does not change over
time [180]. Despite its simplicity, the neutral model is able to reproduce
the static patterns of the competition dynamics of many systems including
ecological [181] and genetics [182] systems, cultural change [183], English
words usage [184] and technology patents citations [185].
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In order to account for the empirical properties of the dynamics of cryptocur-
rencies we have discussed above, we adopt the view of a “cryptocurrency
ecology” and consider the neutral model of evolution, a prototypical model
in population-genetics and ecology [174, 175]. Figure 4.5 shows a schematic

explanation of how the model work.
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FIGURE 4.5: Neutral model schematic description. Dynamics
of the neutral model across three generations. The initial condi-
tion is one species Sy at t = 0. At t = 1, three different species
namely S,, S3 and S4 through mutation p. Specie S; number
of individuals is declining to 4. Att = 2, 5; still dominating
the population due to the higher probability to be selected.
Specie S, number of individuals increase with 1, while specie
S3 disappeared completely. Specie S4 stayed in the third gener-
ation with the same number of individual similar to the second
generation. The population size is fixed across all generations,

J.

In our mapping of the ecological model to the cryptocurrency market, each in-
dividual corresponds to a certain amount of dollars, while species correspond
to different cryptocurrencies (see Appendix B.2). The copying mechanism
represents trading, with y denoting the probability that a new cryptocur-
rency is introduced. y is represents the innovation rate. Our choice of y is
informed by the data to yield a number of new cryptocurrencies per unit

time corresponding to the empirical observation. We thus fix y = %, where
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N is the population size in the model. Thus, one model generation corre-
sponds to 1 week of observations, the choice of y guaranteeing an average
of 7 new cryptocurrencies entering the system every week, as empirically
observed. Finally, in contrast to most neutral models, we assume that a new
species does not enter the system with a single individual but with a size
proportional to the empirical average market share of new cryptocurrency
(see Appendix B.2).

The neutral model translates in the simplest way three main assumptions [186]:
(i) interactions between cryptocurrencies are equivalent on an individual
per capita basis (i.e., per US dollar); (ii) the process is stochastic; and (iii)
it is a sampling theory, where the new generation is the basis to build
the following one. In other words, the neutral model assumes that all
species/cryptocurrencies are equivalent and that all individuals/US dol-

lars are equivalent.

Testing the consistency between observed patterns of the cryptocurrency
market and theoretical expectations of neutral theory revealed that neutrality

captures well at least four features of the cryptocurrency ecology, namely:
1. The exponent of the market share distribution (Figure 4.6A);

2. The linear behavior of the turnover profile of the dominant cryptocur-

rencies (Figure 4.6B);
3. The average occupancy time of any given rank (Figure 4.6C);
4. The linear decrease of the dominant cryptocurrency (Figure 4.6D).

The neutral model generates in fact an aggregated species distribution (i.e.,
obtained when all generations up to the i*" are combined together and anal-
ysed as a single population of size N x* i [188, 185]) that, at equilibrium, can
be described by a power law distribution P(x) ~ x~* with « = 1.5 [187] (see
Appendix B.5 for more details on the analytical derivation of the exponent),
in agreement with the empirical value « = 1.58 & 0.12 obtained by the fitting
procedure described in [177]. Figure 4.6A shows the agreement between sim-
ulations and data (same behaviour of the long tail), where simulations results
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FIGURE 4.6: Neutral model for evolution and empirical ob-
servations. (A) Distribution of cryptocurrencies market shares
aggregated over all years (gray line, dots) and the equilibrium
distribution resulting from numerical simulations (blue line,
squares) aggregated over 210 generations. The dashed line is
the power law curve P(x) ~ x~* predicted analytically with
exponent & = 1.5 [187]. (B) Turnover of the ranking distribu-
tion computed considering 52 generations for the cryptocur-
rencies data (gray lines, dots) and for numerical simulations
(blue line), (C) Average number of generations a cryptocur-
rency (gray lines) and a species in the neutral model (blue line)
occupies a given rank. Averages are computed across 52 gener-
ations. (D) Evolution of the market share of Bitcoin (gray line)
and the expected market share of the first species in numerical
simulations (blue line). All simulations are run for N = 10° and
u = 7/ N starting from 1 species in the initial state. The size of
entering species m, whose average m = 15 is informed by the
data, is taken at random in the interval m = [10, 20]. Error bars
are standard deviations, computed across 100 simulations. For
panels (B) and (C) measures start at generation g; = 105 (see
Appendix B.2 for variations of this parameter).
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are aggregated over i = 210 generations, corresponding to 4 years of empiri-
cal observations under our choice of u. The existence of a power law phase
with exponent 1.5 in the model is independent of y (see Appendix B.2) [187].

Furthermore, when we account for the fact that Bitcoin was originally the
only cryptocurrency by setting 1 species in the initial state, the model cap-
tures also the remaining properties. In Figure 4.6B and 4.6C, we compare the
turnover profile and the ranking occupation times with the corresponding
simulation results. We compute these quantities over a period of 52 gen-
erations, corresponding to one year of observations. The curves reported
in Figures 4.6B and 4.6C correspond to measures performed between gen-
eration g = 105 and g, = 156, corresponding to year 3 (2015) in the data.
Crucially, however, both measures are stable in time, i.e. they do not de-
pend on the choice of g; (but for an initial period of high rank variability
for the very first generations, see Appendix B.2). It is worth noting that
the linearity of the turnover profile in Figure 4.6B corresponds to a similar
behaviour observed in [179] when the measure is performed between two
consecutive generations. Figure 4.6D shows the observed linear decrease
of the leading cryptocurrency market share (Figure 4.6C), indicating that
newborn cryptocurrencies mostly damage the dominating one.

4.6 After the publication

The results discussed in the previous section were published in 2017 (publi-
cation [I]). After the publication, in December, Bitcoin price exceeded 20,000
dollars and fell to below 12,000 dollars in less than a month. These fluctua-
tions led to a question of whether our results are still relevant. In this section,
we comment on the changes in the markets and our results in the light of

these changes.

The total market capitalisation continued to grow exhibiting an exponential
growth C ~ exp(At) with coefficient A = 1.00 = 0.06, where ¢ is measured in
units of 15 weeks. The market capitalisation then dropped and continued to

decrease until January 2019, where it has been still steadily growing.
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FIGURE 4.7: Evolution of the market capitalisation. Evolu-
tion of the market capitalisation over time (starting from April
2013), for all cryptocurrencies (blue line,diamonds) and for Bit-
coin (red line, dots). The dashed black line is an exponential
curve f(t) ~ e, with A = 0.3, shown as a guide to the eye.
The dashed red line is an exponential curve f(t) ~ e, with
A =1, for the period after publication until Jan 2018 and shown
as a guide to the eye. Data is averaged over a 15-week window.
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FIGURE 4.8: Evolution of the number of cryptocurrencies.
(A) The number of cryptocurrencies that ever entered the mar-
ket (filled line) since April 2013, and the number of actively
traded cryptocurrencies (dashed line). (B) The birth and death
rate computed across time. The birth (resp. death) rate is
measured as the fraction of cryptocurrencies entering (resp.
leaving) the market on a given week over the number of liv-
ing/active cryptocurrencies at that point. Data is averaged
over a 15 weeks window.

In terms of the number of cryptocurrencies, the number of cryptocurrencies
has been increasing since the publication, Figure 4.8A. This is mainly due to
an increase in the birth rate (Figure 4.8B). From approximately 7 cryptocur-
rencies entering each week the number of new cryptocurrencies jumped to
16. Death rate on the on the other hand did not significantly change.
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FIGURE 4.9: Neutral model for evolution and empirical ob-
servations. (A) Distribution of cryptocurrencies market shares
over different years from 2014 until 2018 (gray lines, filled dots)
and the equilibrium distribution resulting from numerical sim-
ulations (blue line, filled squares) aggregated over 318 genera-
tions. The dashed line is the power law curve P(x) ~ x~* pre-
dicted analytically with exponent & = 1.5 [187]. (B) Turnover
of the ranking distribution computed considering 52 genera-
tions for the cryptocurrencies data (gray lines, dots) and for
numerical simulations (blue line), (C) Average number of gener-
ations a cryptocurrency (gray lines) and a species in the neutral
model (blue line) occupies a given rank. Averages are com-
puted across 52 generations. (D) Evolution of the market share
of Bitcoin (gray line) and the expected market share of the first
species in numerical simulations (blue line). All simulations
are run for N = 10° and u = 7/N starting from 1 species in
the initial state. The size of entering species m, whose average
m = 15 is informed by the data, is taken at random in the inter-
val m = [10,20]. Error bars are standard deviations, computed
across 100 simulations. For panels (B) and (C) measures start
at generation g; = 105 (see Appendix B.2
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Finally, the neutral model is still capable of replicating the market dynamics,
Figure 4.9. In terms of the market shares distribution, the distribution can
be described by a power-law distribution P(x) ~ x~* with exponent & =
1.5, Figure 4.9A. Figure 4.9B and C show the ranks dynamics similar to
Figure 4.6B and C. As shown by the figures, the market is becoming more
stable, cryptocurrencies tend to stay on their rank for a longer number of
weeks, and the turnover process is slower than the market in 2017. The
first rank is still occupied by Bitcoin; however, ranks from 2 to 6 have been
occupied by 11 cryptocurrencies with an average life time of 17.4 weeks.
According to the neutral model prediction, Bitcoin market share was to drop
under 50%, which happened immediately after the publication. Bitcoin
stayed for the entire year of 2018 has a share of less than 50%; however
it is market share started to increase at the beginning of 2019 as shown in
Figure 4.9D.

4.7 Conclusion and discussion

In this chapter we have investigated the whole cryptocurrency market be-
tween April 2013 and May 2019. We have shown that the total market
capitalisation has entered a phase of exponential growth from January 2015
to January 2017 and continued to grow until January 2019. The market
share of Bitcoin has been steadily decreasing until June 2017 to recover in
2018 however since then Bitcoin’s market share has been fluctuating. We
have identified several observables that have been stable since the begin-
ning of our time series, including the number of active cryptocurrencies, the
market-share distribution and the rank turnover. By adopting an ecologi-
cal perspective, we have pointed out that the neutral model of evolution
captures several of the observed properties of the market.

The model is simple and does not capture the full complexity of the cryp-
tocurrency ecology. However, the good match with at least part of the picture
emerging from the data does suggest that some of the long-term properties
of the cryptocurrency market can be accounted for based on simple hypothe-
ses. In particular, since the model assumes no selective advantage of one

cryptocurrency over the other, the fit with the data shows that there is no
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detectable population-level consensus on what is the “best” currency or that
different currencies are advantageous for different uses. Furthermore, the
matching between the neutral model and the data implies that the observed
patterns of the cryptocurrency market are compatible with a scenario where
technological advancements have not been key so far (see Appendix B.3) and
where users and/or investors allocate each packet of money independently.
Future work will need to consider the role of an expanding overall market
capitalisation and, more importantly, try to include the information about

single transactions, where available, in the modelling picture.

Another possible direction for future work is to focus on competition in terms
of price changes instead of overall market share distribution similar to [15].
Cryptocurrencies market analysis can benefit from adopting a time series
analysis approach; firstly, by identifying competition regimes of different
maturity level across time [189, 190]; secondly, investigate markets efficiency
through price predictability or other statistical properties of the time series
and time irreversibility [191]. Another direction could be adopting a complex

network approach similar to the work in [192].

In the immediate and mid-term future, legislative, technical and social ad-
vancements will most likely impact the cryptocurrency market seriously
and our approach, together with recent results in computational social sci-
ence dealing with the quantification of financial trading and bubble forma-
tion [193, 194, 195, 196], could help make sense of the market evolution. In
April 2017, for example, Japan started treating Bitcoin as a legal form of
payment driving a sudden increase in the Bitcoin price in US dollars [197]
while in February 2017 a change of regulation in China resulted to a $100
price drop [198]. Similarly, the exponential increase in the market capitalisa-
tion (Figure 4.1) will likely attract further speculative attention towards this
market while at the same time increasing the usability of cryptocurrencies as
a payment method. While the use of cryptocurrencies as speculative assets
should promote diversification [15], their adoption as payment method (i.e.,
the conventional use of a shared medium of payment) should promote a
winner-take-all regime [199, 200]. How the self-organized use of cryptocur-
rencies will deal with this tension is an interesting question do be addressed
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in future studies.
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5 Wikipedia and cryptocurrencies:
interplay between collective

attention and market performance

As we have shown in the previous chapter, the cryptocurrency market grew
super-exponentially for more than two years until January 2018, before
suffering significant losses in the subsequent months. Consequence and
driver of this growth is the attention it has progressively attracted from a
larger and larger public. In this chapter, we quantify the evolution of the
production and consumption of information concerning the cryptocurrency
market as well as its interplay with the market behavior. Capitalizing on
recent results showing that Wikipedia can be used as a proxy for the overall
attention on the web [201], our analysis relies on data from the popular
online encyclopedia.

Social media platforms nowadays provide researchers with vast amount of
data that can signal public opinions or interests. Since stock markets are
highly influenced by the rationale of the investors and their interests, several
studies investigated the link between online social signals and stock market
prices. Pioneering studies showed how signals from Google Trends and
Wikipedia [106, 107] or Twitter sentiment [108, 109] can help anticipate stock

prices.

This approach has been recently extended to investigate the relationship
between social digital traces and the price of Bitcoin [132, 113, 13,17, 11, 125,
121,202, 110], or few top cryptocurrencies [132]. While these studies showed
the importance of relying on different digital sources, a systematic investiga-
tion of multiple cryptocurrencies has been lacking so far. Furthermore, only
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in few cases [8, 13, 113], mostly centred on Bitcoin, the analysis incorporated
social media signals into an investment strategy in the spirit of the work
in [106]. Finally, an analysis of the community driving the discussions and
the information on cryptocurrencies was limited to few cryptocurrencies and
to discussion platforms such as Bitcointalk forum [140] and Reddit [203].

Here, we investigate the interplay between the consumption and production
of information in Wikipedia and market indicators. Our analysis focuses
on all cryptocurrencies with a page on Wikipedia, from July 2015 until
January 2019. The chapter is organized as follows: In Section 5.1 we describe
the data collection and preparation briefly. In the following sections, we
present the results of our analysis. Namely, we study the interplay between
cryptocurrencies’” Wikipedia pages and market properties in Section 5.2; we
study in details the evolution of cryptocurrencies pages in Section 5.3; we
investigate the role of cryptocurrency pages edits in Section 5.4, and, finally,
we explore and investment strategy based on Wikipedia in Section 5.5. The

work presented in this chapter is based on publication [II].

5.1 Materials and methods

Wikipedia data was collected through the Wikipedia API [152] and include
the daily number of views and the page edit history of the 38 cryptocurrencies
with a page on Wikipedia (see Table 3.2 in Section 3.2.1).

Page-view data range from July 1st, 2015 until January 23rd, 2019, since
earlier data are not accessible through the API. On the other hand, full
editing history is accessible through the API, and includes the content of
each edit, the editors, the time of creation and the comments to the edits. For

more details on the API calls and data cleaning see Section 3.2.1.

We classified edits into two categories, namely edits with new content and
maintenance edits. Maintenance edits aim to keep consensual page content
by restoring more accurate old version (reverts) and fighting malicious edits
(vandalism). In Section 3.2.1 we describe how we identified reverts and
vandalism edits. We considered as new content all edits that were not

classified as vandalism nor reverts.
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We also collected data on the activity of the most active editors in other
Wikipedia pages. To retrieve this data, we used Xtool [155], a web tool
providing general statistics on the editors and their most edited pages.

Market data include daily price, exchange volume and market capitalisation
of cryptocurrencies, and was collected from the “Coinmarketcap” website [4].
The price of a cryptocurrency represents its exchange rate (with USD or Bit-
coin, typically) which is determined by the market supply and demand
dynamics. The exchange volume is the total trading volume across exchange
markets. The market capitalisation is calculated as a product of a cryp-
tocurrency circulating supply (the number of coins available to users, see
Section 3.1) and its price. The market share is the market capitalisation of a

cryptocurrency normalized by the total market capitalisation of the market.

The Wikipedia-based investment strategy we implement in this paper can be
applied only to “margin traded” cryptocurrencies. We compiled a list of 17
such cryptocurrencies from active exchange platforms including Poloniex
and Bitfinex (see Appendix C.2). Note that these are also the most widely
traded currencies [4]. In our analysis, we consider that cryptocurrencies can
be traded once their trading volume exceeds 100,000USD. We excluded days
where the reported volume did not lie within 2 standard deviations from
the average trading volume, which are likely due to how market exchanges
report their exchange volumes [204].

0k I I 1 1 1 1 L

Jan-06 Jan-08 Jan-10 Jan-12 Jan-14 Jan-16 Jan-18

FIGURE 5.1: Cryptocurrencies on Wikipedia. Evolution in
time of the cumulative number of cryptocurrencies with a
Wikipedia page.
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5.2 Wikipedia pages and market properties

In this section, we investigate the connection between a cryptocurrency per-
formance in the market and the attention it attracts on Wikipedia. Wikipedia
is the 5" most visited website on the Internet [205], attractive to a non-expert
audience seeking compact and non-technical information. Previous work has
shown that Wikipedia traffic can help to predict stock market prices [106].

The number of cryptocurrency pages on Wikipedia has grown together
with their overall market capitalisation. In August 2005, Ripple became
the first cryptocurrency with a page. At that point, it was not identified
as a cryptocurrency, but as the idea of a monetary system relying on trust.
Bitcoin appeared only in March 2009, followed by other 36 currencies (see

Figure 5.1).
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FIGURE 5.2: Market volume and attention to cryptocurrency

pages. The market volume (USD) for all cryptocurrencies with

a page in Wikipedia (solid blue line), the total number of views

to cryptocurrency pages (solid orange line) and the total num-

ber of edits to cryptocurrency pages (solid green line). Values
are aggregated using a time window of 3 months.

The number of views received daily by a Wikipedia page is a good proxy
for the overall attention on the web [201]. We find that the number of views
to cryptocurrency pages has overall increased from 2015 until January 2018
(see Figure 5.2). In 2016, the 23 cryptocurrency pages were viewed ~ 4 - 10°
times. While in 2017, 34 cryptocurrecies pages received ~ 16 - 10 views.
In 2018, the sudden drop in cryptocurrency prices impacted the number of
views. The total number of views received by 38 cryptocurrency pages in

2018 was ~ 9 - 10°. A second aspect characterizing the evolution in time of
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Wikipedia pages is their edit history. We find that, on average, pages are
more edited than in the past. Cryptocurrency pages (38 pages) were edited
~ 5-10° times in 2018. In 2016, the 23 cryptocurrency Wikipedia pages
were edited in total ~ 2 - 10° times (see Figure 5.2). Bitcoin, in 2016 was the
most viewed cryptocurrency page, with views and edits share of ~ 74% and
~ 37% overall other cryptocurrency pages, respectively. However, these
numbers dropped to ~ 46% and ~ 16% in 2018. The fraction of editors active
on Bitcoin’s page over all other cryptocurrency pages have also dropped
from ~ 34% in 2016 to 10% in 2018. On the other hand, the fraction of views
to the 5 most visited pages compared to all other cryptocurrencies has grown
from ~ 20% in 2016 to ~ 27% in 2018.

Interestingly, Bitcoin’s share of the total market capitalisation declined dur-
ing the same period [206] suggesting a possible connection between the
properties of the market and the evolution of attention for cryptocurrencies
(see Figure 5.3A). We test this connection considering all cryptocurrencies
(see Figure 5.3B) and focusing on other market properties. We find that there
is a positive correlation between the average share of views and (i) the aver-
age price (Spearman correlation p = 0.37, p = 0.02), (ii) the average share
of volume (Spearman correlation p = 0.71, p < 10~7), and (iii) the average
market share (Spearman correlation p = 0.71, p < 107°) of a cryptocurrency.
Moreover, these correlations are robust in time (see Appendix C.2).

We also find that the average share of edits of a currency is connected to
the overall cryptocurrency performance in the market (see Figure 5.3C). We
observe a positive correlation between the average fraction of edits and
(i) the average price of a given currency (Spearman correlation p = 0.38,
p = 0.017), (ii) the average share of exchange volume for a given currency
(Spearman correlation p = 0.67, p < 107) and (iii) its market share (Spear-
man correlation p = 0.68, p < 107°). These correlations are robust in time

(see Appendix C.2).

Note that the observed correlations suggest only a connection between the
relative attention to a given currency and its market properties relative to
other currencies. Granger casuality test (see Appendix C.8, Table C.6), do

not allow to conclude that changes (differences) in Wikipedia views explain
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FIGURE 5.3: Overall correlation between attention on
Wikipedia and market performance. (A) The temporal evolu-
tion of price (blue line) and number of Wikipedia views (orange
line) for Bitcoin. Averages are computed using a time window
of 1 week. (B) Values market share in USD vs the average
Wikipedia views share. Each dot is a different cryptocurrency.
(Spearman correlation p = 0.71, p < 10~°). The solid line repre-
sents a power law fit of the data with exponent f = 1.26 £ 0.25.
(C) Average market share vs the average Wikipedia edits share.
(Spearman correlation p = 0.68, p < 10~°). The solid line repre-
sents a power law fit of the data with exponent g = 1.74 +- 0.34

changes in prices for individual currencies (the test is passed at p < 0.05 by

5 currencies out of 17, considering the difference time series).

5.3 Evolution of cryptocurrency pages

The demonstrated connection between cryptocurrency’s success in the mar-
ket and the overall consumption of information on its Wikipedia page sheds
light on the important role played by the latter. In the following sections,
we focus on the production of information contained in Wikipedia pages,
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by analyzing the evolution of cryptocurrency pages and the role played by
Wikipedia editors.

Frequency of edits and editors diversity are considered reliable indicators of
the quality of information included in a Wikipedia page [207]. Cryptocur-
rency pages differ with respect to their edit history (see Figure 5.4). Some
pages, including those of Bitcoin and Ethereum, experience continuous edits
throughout their history, while for other pages, including Dash and Cardano,
contributions are intermittent in time, with periods of higher activity fol-
lowed by calmer ones. For example, the change of the Dash logo in April
2018 triggered a spike in the number of edits.

The nature of edits changes over a Wikipedia page life. While at the be-
ginning, editors focus largely on new content, as the page ages more ef-
forts are dedicated to fighting vandalism and misinformation (maintenance
work) [208, 153]. We quantify maintenance work by looking at “reverts”,
edits that restore a previous version of the page, and at the number of ed-
its reporting vandalism (see Chapter 3, Section 3.2.1 for more details on
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FIGURE 5.5: Reverts and vandalism revisions. (A) The frac-

tion of “revert” edits (line with filled circles) and edits reported
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aggregated using a time-window of one year. B-C) The frac-

tion of reverts (B) and vandalism (C) edits for the top 10 cryp-

tocurrencies sorted by number of reverts and vandalism edits,
respectively.

reverts detection). We find that reverts constitute the 18.2% of all edits, and
that, on average, they constitute the 15.3% =+ 4.5 of contributions to a cryp-
tocurrency page. The fraction of reverts is stable in time (see Figure 5.5A).
Cryptocurrency pages experience higher rates of reverts than an average
page in Wikipedia (8% of the edits at the end of 2016 [209]), suggesting there
is more debate around their content. Only 0.5% of edits were reported as
acts of vandalism and their occurrence is constant in time since mid 2011
(see Figure 5.5A). Well established cryptocurrency pages are less subject
to maintenance edits than other pages (see Figure 5.5B and C). Pages of
cryptocurrencies forked from Bitcoin such as Bitcoin Cash, Bitcoin Private
and Bitcoin Gold were the source of many debates [210] resulting in a high

number of maintenance edits (see Figure 5.5B).
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Wikipedia editors. (A) Distribution of share of edits between
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5.4 Role of editors

Our dataset includes ~ 6170 editors who contributed ~ 29,000 total edits.
Although the number of new editors/year fluctuates (see Figure 5.6B, and
Appendix C.5), the number of editors has overall increased from 2006. Only
in 2017, when 10 new cryptocurrency pages were created, ~ 1200 new
editors joined. Interestingly, this growth does not characterize all pages
on Wikipedia. For example, in [211], the authors show that the number of
editors in medical related article has been decreasing (see Appendix C.3 for
a comparison between cryptocurrencies Wikipedia page and pages reported

in previous research).

The editing activity is heterogeneously distributed, as we find by ranking
the editors according to the number of edits (see Figure 5.6A). This result
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FIGURE 5.7: Active editors per group. The number of active
editors per group from 2005 until 2018. Results are computed
using a temporal window of one year. Editors are divided into
four groups based on their total number of edits: More than
500 edits (blue line), 100 to 500 edits (purple line), 20 to 100
edits (green line), less than 20 edits (red line). Editors were
classified according to their total contributions at January 23rd
2019, then traced back.

is in line with what generally observed in Wikipedia [212], and consistent
across time (see Appendix C.4). In particular, the most active editor alone is
responsible for ~ 10% of the edits (see Appendix C.5 for more details on the
most active editor) and only ~ 9.6% of the editors (596) have edited at least 2
pages (Figure 5.6C). This group is responsible for 50% of the total number of
edits for all cryptocurrency Wikipedia pages.

Then, we study the evolution of editors” activity in time. We classify editors
into four groups based on their total number of edits at the end of the study,
in January 2019 (see Figure 5.7): Contributors who made more than or equal
to 500 edits (6 editors, responsible for 23% of edits), contributors who made
100 to 500 edits (23 editors, responsible for 15% of edits), contributors who
made 20 to 100 edits (142 editors, responsible for 19% of the edits), editors
who made less than 20 edits (97% of editors, responsible for 43% of the
edits). We find that the higher the cumulative activity of a group, the most
recently they started editing the pages (see Figure 5.7), in contrast to what
is generally observed on Wikipedia [213, 214]. Note that the group of most
active contributors started editing in August 2012, 3 years after the creation
of Bitcoin’s page. Furthermore, Figure 5.7 shows that editors with the largest
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FIGURE 5.8: The focus of editors. Editors are ranked based

on the total number of edits in descending order and grouped

based on their rank. (A) The fraction of maintenance edits for

each rank group. (B) The average number of contributed pages

for each rank group. Only editors with more than one edit are
considered.

number of edits are responsible for the most extensive contributions in
terms of number of edited words. Some of their edits, however, may be for
maintenance. By ranking editors in descending order according to their total
number of edits across the entire period of study, we find that, for the top 10
contributors, maintenance edits amount to 20% of their edits. On average,
~ 18% of the edits written by top 250 editors are maintenance work (see
Figure 5.8A). This value is consistent among different rank groups. Finally,
top ranked editors tend to contribute in more than one page (see Figure 5.8B),
on average ~ 4 pages.
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FIGURE 5.9: The activity of the top 6 cryptocurrency pages
editors. (A) The top 10 pages by the number of editors. The
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top 10 pages per editor. (B) The top 10 pages by the number
of edits. The x-axis shows the total number of edits per page.
Results are obtained for the subset of 6 most active editors.

To understand the general interests and the specialization of the top editors
of cryptocurrency Wikipedia pages, we focus on a subset of 6 editors that
have contributed at least 500 edits each. We studied in details their interests
by considering their contribution over the entire Wikipedia. Our results show
that the main interests of these editors are cryptocurrencies and blockchain
(see Figure 5.9). Results are consistent when we extend the analysis to the
top 29 editors, who are responsible for 37% of the edits (see Appendix C.4,
Figure C.3). Top editors also contribute in other non-cryptocurrency related
pages, however, these pages are less homogeneous and include several
different interests such as; genetically modified food, musicians and motor
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pages. Nodes represent Wikipedia pages and edge exist be-
tween two nodes if they have at least one common editor. The
radius of a node is proportional to the sum of weights of in-
coming links and the edge thickness is proportional to the edge
weight, measured as the number of common editors. The net-
work is aggregated over a different period of times: (A) from
July 2005 until July 2013, (B) from July 2005 until July 2015, (C)
from 2005 until July 2017, (D) for the entire period of study.

We further study the network of co-edited Wikipedia pages. We construct
an undirected weighted graph, where nodes are Wikipedia pages, an edge
exists between two nodes if they have at least one common editor, and link
weights correspond to the number of common editors. By the end of July
2014, the network had 13 nodes (see Figure 5.10B) and the average node
weighted degree was (s) = 78.3 with a total of 2691 editors. The weighted
degree was heterogeneously distributed: Bitcoin had the largest strength,
sprc = 207, while recently introduced nodes (Dash, Auroracoin and Nxt)
had the lowest weighted degree. These properties have persisted in time



Chapter 5. Wikipedia and cryptocurrencies 83

(see Figure 5.10C and 5.10D) and a cryptocurrency page age is positively
correlated with its network weighted degree (Pearson correlation p = 0.40,
p = 0.015, see Appendix C.6). Bitcoin has the highest degree centrality
throughout the entire period considered (see Appendix C.6).

=== CcOmMponents
== = new nodes

L ALt

2013 2014 2015 2016 2017 2018 2019

new nodes /
components

FIGURE 5.11: Short-term dynamics of the Wikipedia net-

work evolution. The Cumulative number of new nodes

(dashed line) and the total number of network components

(solid line). Values are aggregated using a 1 week time win-
dow.

A giant component (see Figure 5.10) emerges in the network, implying each
node is connected to all other nodes when we analyse its evolution under
large time-windows (~ years). Instead, if weekly time windows are consid-
ered, we find that the network is disconnected (see Figure 5.11). Typically,
new pages are created by new editors. On average, new pages connect to the
giant component within 5.2 weeks from creation (see Figure 5.11), in most

cases thanks to experienced editors who contribute to the newly created

page.

5.5 An investment strategy based on Wikipedia

attention

The demonstrated connection between how successful a cryptocurrency is
and the attention it draws on Wikipedia suggests the latter could help in

informing a successful investment strategy. We investigate this possibility by



Chapter 5. Wikipedia and cryptocurrencies 84

testing a Wikipedia-based strategy similar to the one proposed in [106, 107]

for stock markets investments.

For a given page and a given day ¢, the Wikipedia investment strategy relies
on the difference An(t) = v(t) — v(t — 1) between the number of page views
v(t) at day t and the number of views v(t — 1) at t — 1. According to the
strategy, if An(t) > 0, the investor sells the asset (at price p(t 4 1)) at time
t + 1 and then she buys at time ¢ + 2 (at price p(f 4 2)). This trading position
is formally known as short position. On the other hand, if An(t) < 0 the
investor buys at time ¢ + 1 (at price p(t + 1)) and sells at time t + 2 (at price
p(t + 2)), which is known as long position. We consider the price and the
total number of views calculated over the entire day. The intuition behind the
strategy is that if attention and information gathering has been rising, prices
will drop, and vice-versa [106, 215]. We consider Wikipedia views rather
than edits, since the latter do not vary on a daily basis (the average time
between edits is 10.12 days). Considering a longer period would overlook
the cryptocurrencies’ price volatility [216]. Here, we make the assumption
that investors influence is negligible, e.g. they will be “price-takers” [217].

We also consider three baseline strategies. The first is based on the price
difference Ap(t) = p(t) — p(t — 1) rather than the page views difference
An(t) [218]. In all other aspects, it is identical to the Wikipedia-based strategy.
This will allow us to test which indicator (price or Wikipedia page views)
has better predictive capabilities under the same conditions. The rationale
behind the first baseline strategy is that if the price has been rising, a drop will
follow, and vice-versa. As a second baseline, we choose a random strategy,
where, at every time ¢, one chooses either to buy or to sell an asset with 50%
probability [106]. Finally, we test a “buy and hold” strategy (see also [107]),
implemented by buying all currencies in the beginning of a period (or when
they are born) and selling them at the end of the period under study.

The performance of the different strategies is assessed by computing the
cumulative return R, defined as the summation of log-returns obtained
under the proposed strategies. When An(t) > 0 the log-return is computed
as log(p(t+1)) —log(p(t+ 2)), while, in the opposite case, the log-return
is log(p(t +2)) — log(p(t +1)). The use of the log returns is motivated
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by the ease of calculation of the short and long positions and since we are

considering multi-period returns [219].
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FIGURE 5.12: The Wikipedia based investment strategy out-
performs the baseline. (A) The cumulative return obtained
using four investment strategies: the Wikipedia-based strat-
egy (orange line) the baseline strategy based on prices (blue
solid line), the “buy and hold” strategy (blue dashed line) and
the random strategy (grey line). (B) The distributions of the
daily returns obtained using the Wikipedia-based strategy (or-
ange line), the baseline strategy based on prices (blue line)
and the random strategy (grey line). The average returns are
(rw) = 0.62 £0.42 (dashed orange line), (r,) = 0.16 +0.36
(dashed blue line), (r,) = —0.15 £ 0.13 (dashed grey line) for
the Wikipedia-based strategy, the price based baseline, and the
random strategy, respectively. Data is displayed using a kernel
density estimate, with a Gaussian kernel and bandwidth cal-
culated using Silverman’s rule of thumb. Data for the random
strategy is obtained from 1000 independent realizations. All
results are shown for investments between July 2015 and Jan-
uary 2019 for all cryptocurrencies which can be margin traded
combined.
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We test the Wikipedia-based strategy against the baselines for the 17 cryp-
tocurrencies that have a Wikipedia page and can be margin traded (see
list of exchanges with margin trading support in Appendix C.1 and list of
cryptocurrencies in Table C.1, Chapter 3). Margin trading is a practice of
borrowing fund from a broker to trade financial assets, that rely on selling
assets one does not yet own. We test the strategies considering a period from
July 1st, 2015 until January 23rd, 2019.

We find that the Wikipedia based strategy outperforms the price based and
the random baseline strategies, when one considers the period between
July 2015 and January 2018 (see Figure 5.12A). However, it outperforms
the “buy and hold” strategy only up to January 2017, when the explosive
growth of the market made holding extremely profitable. On average, the
return obtained following the Wikipedia based strategy is (r,) = 0.62 +0.42,
while the average return obtained under the random strategy is (r,) =
—0.15 £ 0.13 (see Figure 5.12B). The distributions of returns obtained under
the two strategies are significantly different under Kolomogorov-Smirnov
test, with p < 0.05. The price baseline strategy produces lower mean returns
compared to the Wikipedia strategy ({r,) = 0.16 &= 0.36). To evaluate the risk
factor in the three strategies we calculate the Sharpe ratio. The Sharpe ratio

is defined as

where R represents the average annual return and Sy the standard deviation
of the annual returns. We find that the Wikipedia based strategy yields a
Sharpe ratio Sy, = 0.066, higher than the ones obtained under the baseline
strategies: 5, = —0.022 and S, = —0.799 for the price and random strategy
respectively. However, the Sharpe ratio of the Wikipedia strategy is not
consistently outperforming the baseline strategies along the entire period of
study (see Appendix C.8, Figure. C.8).

A closer inspection shows that there are consistent differences between cryp-
tocurrencies, with respect to the cumulative returns (see Figure 5.13), with
some even yielding overall negative returns. The Wikipedia-based strategy
yields a positive cumulative returns of ~ 300% for Ethereum Classic, but

for other currencies, including Ripple and Ethereum, investing based on
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Wikipedia leads to negative returns.
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FIGURE 5.13: Performance of the strategies for different cryp-
tocurrencies. The cumulative returns along the whole period
of investment, following the Wikipedia based strategy (A) the
buy hold strategy (B), the price-based baseline strategy (C) and
the random strategy (D) for the 17 cryptocurrencies considered.

The observed differences could be potentially explained by the correlation
or causality between changes in daily price and in Wikipedia views (see
more details on the correlation and Granger causality for each cryptocur-
rency in Appendix C.8). Instead, we observe that, neither the correlation
nor the Granger causality explains the results observed, suggesting other
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mechanisms could be in play [220]. For example, our proposed strategy does
not simply map to buying a cryptocurrency when its Wikipedia page views
increases. In order to gain positive returns using our proposed strategy, an
increase in the number of views at time ¢, should be followed by an increase
in price in the next day ¢ 4 1 and a decrease of the price in the day after ¢ 4- 2.
Positive returns will also occur in case of a decrease in the number of views
at time ¢ if it was followed by a decrease in the price at time ¢ + 1 and an

increase in price at time ¢t + 2.

Finally, we investigate the role of the start and end times of the investment
period (see Figure 5.14). We find that, for most of the choices, the Wikipedia-
based strategy has a higher cumulative returns than the random and the price
baseline strategy. It outperforms both baseline strategies for the majority of
the periods ending before January 2018, when the market entered a period of
dramatic losses. Instead, the “Buy and hold” strategy yields higher returns
for start dates before March 2017, especially for long hold periods. The
Wikipedia strategy outperforms the “Buy and hold” strategy when trading
starts after November 2017.

5.6 Conclusion and discussion

In this chapter, we have investigated the interplay between the production
and consumption of information about digital currencies in Wikipedia and
their market performance. We have shown that there is a positive correlation
between a cryptocurrency’s overall success in the market, as measured by
its price, volume, and market share and the overall attention gained by its
Wikipedia page, measured by the number of page views and the number
of page edits. This result suggests that the production and consumption of

information in Wikipedia is relevant for investment purposes.

We have analysed the edit history of cryptocurrency pages in Wikipedia.
We have shown that contributions to cryptocurrency pages are bursty in
time, with periods of high activity followed by calmer ones. We have found
that cryptocurrency pages have experienced a higher number of revert edits
(18%) compared to other pages, suggesting they have been subject to vivid
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FIGURE 5.14: Comparison between strategies across differ-
ent periods of time. Difference between the cumulative log
returns of the Wikipedia based strategy and the price based
baseline (A) or the random baseline (B) or “buy and hold”
strategy (C) given a different start and end dates.

debates around their contents. Also, we have found that the number of
cryptocurrency pages editors has increased in the period considered, and
this is not the case for editors of other topics in Wikipedia. However, very
few editors are responsible for most of the edits, consistently with the rest
of Wikipedia. Interestingly, this subset of editors has started contributing
relatively recently (after 2012), also in contrast with the rest of Wikipedia. We
have shown that the information in Wikipedia is, to a large extent, provided
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by cryptocurrency and technology enthusiasts. In fact, we have found that
editors who are very active on cryptocurrency pages focus their editing
activity almost exclusively on cryptocurrencies and blockchain. We have
found that the community of cryptocurrency editors is tight: On average,
each page is connected to 37 other pages through an average of 7 editors and
active contributors tend to edit many pages. New cryptocurrency pages are
typically created by new editors, but then also edited by more experienced
ones. For this reason, we find that older pages have a higher degree in
the co-editing network. Further investigation of the nature of edits which
arises as a response to price changes could uncover another interesting
dimension of the relationship between Wikipedia editors and the market. In
our analysis of page edits we considered all edits that had ever been made
in a page. Considering edits with specific number of words or significance
might impact the the distribution. However, choosing a threshold can be a

non trivial task, especially given the difference between pages maturity.

Finally, we have proposed a trading strategy relying on Wikipedia page
views, similar to the Wikipedia based strategy proposed for the stock mar-
ket [106] and found it yields significant returns compared to baseline strate-
gies. However, the strategy is less profitable that the simple “buy and hold”
approach after the explosive growth of the market that started in January 2017
and becomes generally unsuccessful after January 2018, when the cryptocur-
rency market started suffering major losses. To further enrich the picture,
we have discussed the relative performance between different strategies also
by considering the effect of the hypothetical starting and ending period of
trading, showing that the Wikipedia strategy is a valid option to be consid-
ered. In order to delimit the scope of our findings, it is important to note
that, although our strategy yields overall positive returns, when considering
currencies individually, returns are positive only for 8/17 of them. It is
important to note that our trading strategy is mostly meant to demonstrate
Wikipedia pages relevance to investment decisions and market performance.
Hence there are certain caveats worth mentioning. First, the price reported
in our dataset is not tradable price since it’s an average price across different
exchanges. Second, Bitcoin margin trading started only in 2017 and more

exchanges supported margin trading for cryptocurrencies later on. However
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in our analysis we considered the period from July 2015 which could explain
the positive returns in this period. Furthermore, that our strategy neglects
the role played by fees, which could significantly decrease profits in real
scenarios. Finally, for the sake of simplicity and it is customary for a study
like ours, we have assumed that investors influence is too small to perturb
the market; relaxing this assumption could be an interesting aspect to include

in future works.

Characterizing the production and consumption of information around cryp-
tocurrencies is key to understand the market dynamics and inform invest-
ment decisions [221]. Although our study was limited to the analysis of
Wikipedia data, other sources of information including traditional news
outlets , Twitter, Reddit or bitcointalk could reveal important information
about the cryptocurrency market dynamics.
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6 Coordinating in the dark: the
rise and fall of Bitcoin’s

marketplaces

Dark markets are commercial websites, accessible only via the darknet and
specialised at trading illicit goods. Dark markets are often referred to as
cryptomarkets since cryptocurrencies are the universally acceptable payment
method. In Section 2.1.2 we discussed the markets’ sales, technology and the
research investigated them. The markets drew the research attention as well
as law enforcement entities due to their growing trading volume and user
base [23, 2].

Here, we present the first complete analysis of dark markets evolution and
adaptation dynamics to closures from June 2011 to July 2019 relying on novel
transaction data. In Section 6.2, we show that dark markets across the time are
resilient to closures and capable of a quick recovery. We then investigate the
adaptation dynamics of the market to closures; specifically, users migration
to other coexisting active markets after closure (in Section 6.3). We focus and
31 dark markets and show that for each closure a flux of users migrates to
coexisting markets. Most importantly, coexisting markets gain, on average 7.3
times their total USD volume at the time of closing within 12 days of market
closure. We then provide an analysis of the migrating user’s behaviour (in
Section 6.4) showing that overall migrating users are more active. Finally, in
Section 6.5, we study how migrant users coordinate to migrate to a coexisting
dark market following shutdowns. The work presented in this chapter is

based on publication [III].
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6.1 Materials and methods

Our analysis relies on a novel dataset of dark markets transactions on the
Bitcoin’s blockchain. The ledger of Bitcoin transactions (the blockchain)
is publicly available and can be retrieved through Bitcoin core [222] or a
third-party API such as Blockchain.com [223]. It consists of the entire list of
transaction records, including time, amount transfered in USD, origin and

destination addresses.

Addresses are identifiers of 26 — 35 alphanumeric characters that can be
generated at no cost by any user of Bitcoin, such that a single Bitcoin wallet
can be associated to multiple addresses. In fact, to ensure privacy and secu-
rity, most Bitcoin software and websites help users generate a new address
for each transaction. Thus, blockchain data has to be pre-processed to map
groups of addresses to individual users. In Section 3.3.1 we discuss some of
these clustering techniques. We used data pre-processed by Chainalysis [146]
following the same approach discussed.

We considered the entire transaction data of 31 dark markets (see Section 3.3.2)
between June 18th, 2011 and July 24th, 2019. We also considered data for
users who interacted with one of these markets, where, in this case, the
data includes all transactions starting from their first interaction with a dark
market. Thus, each market ecosystem can be represented as an egocentric
network [164] of radius 2, where the market is the central node, its nearest
neighbours represent market users, and direct edges represent transaction
occurring either between the market and one of its neighbours, or between
two neighbours. See Section 3.3.2 for more details on the data sampling and

dark markets considered in our analysis.

6.2 Markets resilience

The capacity of dark markets to recover following closures can be studied

quantifying the evolution of the total volume traded by dark markets in time.

Despite recurrent closures, we find that the number of markets has been
relatively stable from 2014 (see Figure 6.1A). In addition, the total weekly
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volume sent/received by dark market addresses has grown from 2014 until
the end of 2019 (see Figure 6.1B), suggesting darknet markets were resilient
to closures. Starting from the end of 2018, however, we observe a decrease
in the total volume traded. Note that, here, we considered the total volume
(in American dollars) sent/received across the entire dark market egocentric

network as a proxy for the entire volume.
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FIGURE 6.1: Dark markets resilience. (A) The total number of

dark markets active across time (blue line). (B) The total USD in

circulation among all 31 dark markets and their nearest neigh-

bours (blue line). Values are calculated using a time window

of one week. Red dashed lines represent market closure due

to law enforcement raid, and the black dashed line represents
market closure due to any other reason.

6.3 Users migration

The observation that dark markets are resilient to closure suggests that their

users may move to other markets. We refer to this phenomenon as migration.

It has been suggested that users could migrate to other markets following
market closure [64, 68]. In fact, migration was observed [224] after the closure
of the AlphaBay market, when other markets, Hansa Market and Dream
market, experienced an abnormal spike in activity. In this section, we provide
the first systematic investigation of dark market users migration, by studying

the effects of multiple closures.
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FIGURE 6.2: Migration between coexisting markets. The total

number of nodes migrating from a dark market after closure

to another coexisting market. The arrowhead points to the

direction of migration from market x to market y and the width

of the arrow represent the number of nodes. Markets are or-

dered clockwise according to the closing date in ascending
order starting from Silk Road Marketplace.

We identify migrant users in the following way. For each market that was
shut down, we identify users who started trading with another coexisting
market after the closure. Note that users who were trading simultaneously
on multiple markets before closure are not considered migrants.
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In Figure 6.2, we show the number of migrant users, there is a consistent
behaviour of migration after each market closure.
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FIGURE 6.3: Closure influence on Activity. The median ratio

of number of returning users to number of returning users at

time of closures across all dark markets. The shaded area is the

50% quantiles. Values calculated 14 days before closure and 20
days after.

An important question is which fraction of users involved in illicit trading

continue to exchange with dark markets following a closure.

The prediction of whether a user will return to activity on Bitcoin is still an
open question [47]. The work in [47] found that most of the minted Bitcoins
were accumulated in addresses which never sent, see Section 2.1.1 for more

details on the dormant addresses problem.

We approach this problem by computing the fraction of “returning users”
over time, meaning the fraction of all users active in a given week that are

active also in the following week.

After compute the fraction of returning users over time, we normalize it by
the fraction of returning users at the time of closure. Then, we consider the
median across market closures. We find that the ratio of returning users
drops down to 85%, 5 days after the closure. After 20 days, the fraction of
returning users drops to 60% (see Figure 6.3).

6.4 Who is migrating?

The observations that some users stop trading following a dark market
closure, but the total volume traded in dark markets does not decrease could

indicate that migrant users are on average more active than others.
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We test this hypothesis by computing the activity of migrant users before
and after closure. We refer to the first dark market a user was interacting
with as its home market. For all users (migrant and non-migrant), we measure
the total volume exchanged with any other user. We find that the median
volume exchanged by migrant users is ~ 10 times larger than the volume
exchanged by non-migrant users (see Figure 6.4A), with the median volume
exchanged summing to 3882.9USD for migrant users and to 387.2USD for
non-migrant users. Similar conclusions can be drawn by considering the
volume exchanged with the home market only, which has median value
of 263USD and for non-migrant users and 74.3USD for migrant users (see
Figure 6.4B).

The activity distribution of migrants is significantly different from the non-
migrant users’ distribution (using Kolmogorov Smirnov test, p < 0.01, see
Table 6.1).

TABLE 6.1: Kolmogorov Smirnov test results d statistic and
p value for the Kolmogorov Smirnov test between the distri-
butions of migrant and non migrant users transactions with
dark markets and all their transactions. The test was adjusted
for multiple comparisons using Bonferroni correction method

[225].
Dark market d-statistic for all transactions d-statistic for dark market transactions p-value for dark market transactions p-value for all transactions
Abraxas Market 0.32288 0.1907 <10°% < 10720
Agora Market 0.29796 0.23973 0.0 0.0
AlphaBay Market 0.522167 0.326691 0.0 0.0
Babylon Market 0.628725 0.29961376 0.0075899 <107®
Black Bank Market 0.368434766 0.189521445 <107% <1071%
Blue Sky Marketplace 0.56419 0.3263753986 <102 <10°%
Dream Market 0.5959877 0.31426 <1071 <107¢
Evolution Market 0.3949466 0.30032 0.0 0.0
German Plaza Market 0.60932 0.381227638 <10 <107%
Hansa Market 0.5943 0.369 <1077 0.0
Middle Earth Marketplace 0.317158 0.1531 <10 <1078
Nucleus Market 0.352989 0.28461 < 107172 <1075
Olympus Market 0.543 0.20472 0.03 <107
Pandora OpenMarket 0.50238 0.2950 <107% <1071
Russian Anonymous Marketplace 0.31653 0.4152695 <1078 <107
Sheep Marketplace 0.4120 0.286 <1010 <107%
Silk Road 2 Market 0.408889 0.302276 0.0 0.0
Silk Road Marketplace 0.50883668 0.38742247 0.0 0.0
TradeRoute Market 0.524726 0.323715 <107 < 107164

Wall Street Market 0.462557 0.3100879 <1075 <1012
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FIGURE 6.4: Active migrants (A) Box-and-whisker plot for mi-
grant users (orange boxes) and non-migrant users (blue boxes)
total US dollar sent and received across their time of interaction
with the closed dark market. (B) Focusing on interactions with
the closed dark market only, a Box-and-whisker plot for mi-
grant users (orange boxes) and non-migrant users (blue boxes)
total US dollar sent and received to/from the dark market
closed and across their time of interaction with the closed dark
market. The horizontal line in each box represents the median.
The lower box boundary shows the first quartile, and the upper
one shows the third quartiles. The whiskers show the mini-
mum and maximum values within the 1.5 lower and upper
interquartile rate.

6.5 Coordination in the dark

Silk Road Marketplace |

TradeRoute Market

Wall Street Market

A natural question that follows our analysis is how users choose where a

new market following a dark market closure. In all cases but one, at least

two markets coexist following closure. In this section, we investigate how

migrant users decide where to migrate whenever there are multiple options.

We find that, on average, one market absorbs 71% =+ 20.6 of all migrant users
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(see Figure 6.5). Only 4% of the users migrate to multiple markets instead on

one market.

In Figure 6.5, we show the evolution of the trading volume shares of the shut
down market and the top two destination markets in the periods preceding
and following a closure. We find that the top two destination markets expe-
rience an increase in share starting 2 days after the closure, and saturating
after about 6 days.

— closed markets top destination — second top destination

share

days from closure

FIGURE 6.5: Migration boosting coexisting markets value.
The median share of the total dark markets value of all closed
markets (blue market), the market which was the top desti-
nation for the migrant users (orange line) and the second top
destination for migrant users (green line). The shaded area
represents a 50% quantile. The values are calculated 3 days
after and 12 days after. For both figures, values are calculated
using a rolling window of one week.

We investigate the characteristics of the first destination market for migrant
users, by ranking coexisting markets according to (1) the total trading vol-
ume in USD at the time of closure and (2) total number of common users
between the shut down and the coexisting market before closure. We find
that, regardless of the reason behind closure, users chose to move to the
market with the highest number of common users, which, in some cases, it is
also the biggest market in terms of the USD value. Figure 6.6A shows that
33% of the times, users chose to move to the market with the largest number
of common nodes (rank number one). Users are equally likely to move to
the second and the third rank and, only 10% of the times, they move to the
fourth rank. Users do not choose to migrate to markets with rank lower than
fourth.
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Figure 6.6B shows that almost 40% of the users migrate to the second-largest
market. A closer look at the data reveales that the Russian market is always
high in terms of value but it tends not to be selected given the language
and geographical barriers. Once we correct for this effect by excluding the
Russian market from the ranking, we find that 40% of users migrate to the
largest market (see Figure 6.6C).

We compare the users’ decisions with a null random model, where at each
closure a user moves with equal probability to any of the existent markets.
The random probability P of rank i to be chosen for migration after m closures
is equal to

]mzl 1/ C]'

m

l' =

, where ¢; is the number of coexisting markets at the time of closure j. We
find that the results of the random procedure are very different from actual

data (see Figure 6.6)
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FIGURE 6.6: Migration decision Probability of a market to be
chosen for migration given its rank at the time of coexisting
market closure in comparison to the random model. Markets
are ranked in descending order according to the number of
overlapping users they have with the closed market excluding
Russian markets (A), according to the total value in circulation
in USD (B) and according to the total value in circulation in
USD excluding Russian markets from the ranking (C). The
random model in all figures represent a model where users can
move to any existent market with equal probability.
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6.6 Conclusion and discussion

In this chapter, we analyzed a novel dataset of Bitcoin transactions on 31
large dark marketplaces and investigated how the darknet market ecosystem
was affected by the unexpected market closures between 2013 and 2019. The
markets we considered were heterogeneous in many ways and 24 of them
were closed abruptly due to police raids and scams. We found that the total
volume traded on these dark markets dropped only temporarily following
closures, revealing a remarkable resilience of the marketplace ecosystem.
We identified the origin of this resilience, by focusing on individual users,
and unveiled a swift and ubiquitous phenomenon of migration between
recently closed markets and other coexisting ones. We found that migrating
users were more active in terms of total transaction volume compared to
users who did not migrate. Finally, we found that migrating users tended
to migrate predictably to co-existing marketplaces which had the largest
overall volume and the most numbers of users in common with the closed
marketplace. Our findings shed new light on the consequences of sudden
closure and/or police raids on dark market, which had been previously
raised in the literature and among law enforcement entities [23, 24, 64].
Interesting future research directions include the role of market closure on
the emergence of new markets, refining the analysis to investigate whether
scam closures and police raids may have so-far neglected effects on user
migration, delving deeper into the types of user behavior that can predict
migration, and broadening the research to include the effect of online forums
on the performance of existing markets as well as on the migration choices
after a closure [141]. In our analysis we focused on the migration behaviour
right after market closure (a week in particular). Extending the analysis to a
longer period and user migration to other markets different from their first

choice afterwards can indicate imitation behaviour.
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7 Predicting dark markets” drug

demand using Wikipedia views

Rapid changes in illicit drug use are a major public health concern. In the
USA, 30,000 people died from Fentanyl overdoses in 2018 alone [226]. It has
become harder for authorities to monitor illicit drug markets. This is partly
caused by shifts in production and distribution channels [227].

Changes in drug demand are also hard to observe. Traditionally, authorities
have relied on annual surveys, such as the United Nations Office on Drugs
and Crime (UNODC) World Drug Report [22]. The low frequency of these
statistics means that authorities may miss opportunities to intervene early in
drug crises, such as the US Fentanyl epidemic [228]. New drug categories
may not appear in such surveys at all [229, 230]. For example, there were at
least 36 Novel Psychoactive Substances (NPS) discovered between January
and August 2019 alone [231]. A more frequent measure of drug use would
enable public health authorities to intervene earlier, thereby using their

limited resources more effectively.

To address these concerns, we present a novel method to predict drug de-
mand based on high-frequency sales data from darknet markets. These
are online markets that rely on encryption and digital currencies to enable
anonymous trade of goods and services [232]. We measure predictive value
by the out-of-sample “nowcast” errors of our predictive models. Nowcasting
means estimating the current value of statistics that are usually released with
a lag [233]. This method was first used for economic variables, such as GDP
and inflation [233, 234, 235, 236], but has also been applied in epidemiology
to predict Flu and Dengue outbreaks [237, 238, 239, 240]. Accurate nowcasts
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of drug demand would also be useful, given the long lag between current

annual surveys.

We find that nowcasting models based on historic sales alone cannot accu-
rately predict drug demand. It is also difficult to scrape the markets and
there are frequent outages [241], so a measure based on darknet data alone
could be unreliable. However, consumers may search for information on
drugs before making a purchase [242, 243]. We therefore also collect data on
Wikipedia page views for each drug, because these are reliably available in
real-time [244]. We find that adding data on Wikipedia page views for these
drugs dramatically improves the models’ predictive accuracy. Therefore, we
can construct a more frequent measure of drug demand using Wikipedia
data. In turn, this could reduce public response times to future drug epi-
demics. The work presented in this chapter is based on publication [IV]. I
contributed to this research through data collection and preparation, initial
methodology testing (in sample regression model), methodology and study

design and results interpretation.

7.1 Relevant literature

Predicting drug use with online behaviour is an emergent field with little
directly comparable literature. One recent paper found a correlation between
Google searches for NPS and their annual change in sales, as measured
by the UNODC surveys [245]. However, they could not assess whether
this relationship holds out-of-sample. Out-of-sample means predicting data
that was not used to fit the model. due to the low time frequency of their
sales data. Another study found a correlation between the volume of online
comments about opioids, on the large forum Reddit, and the level of opioid
abuse across US states [246]. They too were limited to in-sample analysis by
the low time-frequency of their data, and were geographically restricted to
the USA. Our global drug demand data is available at higher time frequency,
which allows us to evaluate model performance out-of-sample. Moreover,
the darknet data is actual sales rather than drug user surveys, which are
particularly vulnerable to response bias [247]. This is therefore the first paper
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to predict darknet drug sales, and also the first to assess whether internet

search can predict drug use out-of-sample.

Another growing strand of literature is using Wikipedia page views to predict
economic variables. Previous papers have found relevance for traditional
variables such as the stock market [248] and box office sales [249]. Some
papers have also found Wikipedia data can predict cryptocurrency prices
and Bitcoin trades [250, 251], which is particularly relevant given our use
of darknet data. Finally, our results are consistent with prior findings that

Wikipedia page views can predict other epidemics such as the Flu [252].

7.2 Materials and methods

Our analysis in this chapter relies on two datasets. The first dataset, is dark
markets drug sales which comes from scraping the reviews from the four
largest markets (Alphabay, Hansa, Traderoute and Valhalla) during June and
July 2017. These covered 80% of global trade at the time [253]. For more
details on the data collection and limitations see Section 3.3.3.

The second dataset is drugs Wikipedia pages daily views. We collect Wikipedia
page views data through the Wikipedia API, which runs from July 2015 on-
ward [156]. We further split the data by language, and use that as a proxy
for the country of the viewer. This is likely a reasonable assumption for
some languages. For more details on the data collection and limitations see
Section 3.2.2.

We considered using Google Trends as an alternative indicator of interest
expressed online. However Google Trends may be problematic due to lan-
guage ambiguity for drugs. For example, a search for Magic Mushrooms
could feasibly be expressed as “mushrooms”, “shrooms”, “magic shrooms”,
or "truffles”. Wikipedia is much simpler in this regard, as there is a set page
for each drug [254]. Furthermore, previous research has found a substantial
correlation between Wikipedia and Google searches, so the added value in

using both may be limited [255].



Chapter 7. Estimating drug demand using internet search data 106

7.3 Results

7.3.1 Pooled model

For valid time-series inference, we require the distribution of our data to
be stationary across time [166]. To formally test stationarity, we conduct
Augmented Dickey Fuller (ADF) tests on the sales data for each drug. We
find monthly sales to be non stationary, with an average ADF p-value of 0.42
across drugs. In contrast, the average ADF p-value after converting the sales
data to percentage changes is approximately 0.00. We therefore conduct our

analysis on the monthly percentage change in sales over time.

Our data is longitudinal with 3 dimensions: drug, country and time. Let y; ; ;
denote the percentage change in sales of drug i in country j and time period
t. Our baseline model is:

Yijt = BoYijt—1+ai+9j+ 7t (7.1)

Where y; j; 1 is an autoregressive term, in case of serial correlation. We also
engineer binary variables (“dummies”) from the longitudinal data structure,
which add complexity’ to the baseline model:

e «; are dummies for each drug.
e §; are dummies for each country.
e 7; are dummies for each month, in case of seasonality.

In this specification (the “pooled” model), we model all drugs jointly. The
advantage is that we have more data to fit each of the pooled parameters,
which makes overfitting less likely. For example, if we have N drugs and |
countries then we have N x | observations to fit each time dummy ;. Having
fewer drug-specific parameters may also allow prediction of drugs that are
not in our sample. However, the disadvantage is that we restrict complexity

relative to modelling each drug separately, which we analyse in Section 7.3.2.

IComplexity means how much the model’s predictions can vary, rather than computa-
tional or time complexity.
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To estimate the performance improvement from Wikipedia data, we add it to
the baseline model. Letting X; ;; be the percent change in Wikipedia views
for drug i in country j and time period ¢, the "Wikipedia model” is:

Yijt = BoViji—1+ P1Xijr + i +0j + 7t (7.2)

Table 7.1 presents in-sample results comparing the pooled models. All
models are unpenalised regression. Scores are adjusted R?, which includes
a penalty term for models with more features. The baseline score is the
model accuracy without including Wikipedia views. The Wikipedia Model
includes data on Wikipedia views. The models in the first column use only
the autoregressive terms as predictors and Wikipedia views as predictors.
The models in the second column add complexity with country, drug and

month dummies.

The Wikipedia model outperforms the baseline by between 49 and 64 per-
centage points (pp), depending on the model choice. Therefore Wikipedia
data is a strong in-sample indicator for drug demand. This effect is also
much larger than the boost from adding the dummies, which we estimate
at 7-20pp. However, in-sample performance may not reflect true predictive

accuracy because of possible overfitting.

TABLE 7.1: Pooled model - in-sample accuracy

Simple Model | All Dummies
Baseline R? 0.003 0.22
Wikipedia Model R? | 0.64 0.71
Sample Size 1918 1918
Number of features | 2 35

We cannot evaluate out-of-sample performance with a random train test split,
as time series data is not independent and identically distributed (i.i.d). A
random split would put some data in the training set that occurs chronologi-
cally after some of the testing set. We would therefore be using data from the
future to fit a model predicting the past. This is clearly not possible when
performing an actual prediction.
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We instead use a one-step ahead nowcasting procedure to measure out-of-
sample performance [238]. We first set a training window, w, that determines
the size of the training set. Then for each period t € [w, T| in the data, the
training set is data from periods € [t —w — 1, t — 1]. To prevent overfitting,
we penalise the model’s coefficients using LASSO and 5-fold cross validation
in the training set. The penalised model then predicts the test set from period
t, which is completely held out from training. This procedure only predicts

the present with data from the past, so it is truly out-of-sample.

We record the errors in period t and use the mean absolute error (MAE)
to measure that period’s accuracy. Each time we increase t, we slide the
training window to update the data and re-fit the model. The model there-
fore “adapts” over time to new data, which helps maintain accuracy if the
underlying relationship changes over time. We set a training window of 12
months, which allows the model to see each month in the training set and fit
the seasonality dummies. The first period in our test set is therefore October
2016.

Figure 7.1 compares out-of-sample results from the pooled models. We

include month, drug and country dummies in both models.

1.2
Il Baseline, average MAE 0.52

1.0 HEl Augmented, average MAE 0.32

0.4

0.2

0.0 2016.1 2017.01 2017.04 2017.07

FIGURE 7.1: Out-of-sample adaptive nowcasting results -
pooled model.
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Adding Wikipedia data to the model reduces nowcast mean absolute error
(MAE) in almost every time period. The average reduction in error across
the sample is 43%. These results are robust to a range of training windows as
shown in Table 7.2. Therefore, Wikipedia data is also a strong out-of-sample

predictor for drug demand.

TABLE 7.2: Out-of-sample results with different training win-
dows. The main text results use a 12 month window.

Training Window | Baseline MAE | Augmented MAE
10 months 0.51 0.30
11 months 0.52 0.30
13 months 0.52 0.31
14 months 0.53 0.29

We also address the potential data limitations of data sparsity and deleted
review (discussed in Section 3.3.3) by considering different aggregation
frequencies and different starting time. Table 3.9 shows the usage of different
aggregation frequencies effect on the MAE, in all cases the augmented model
is outperforming the baseline model. Similarly, in case of using different
start dates, Table 7.3 shows that the augmented model is outperforming the
baseline model.

TABLE 7.3: Out-of-sample results at different aggregation fre-
quencies. The main text results aggregate data to 1 month

frequency.
Aggregation Frequency | Baseline MAE | Augmented MAE
2 weeks 0.45 0.30
4 weeks 0.50 0.30
6 weeks 0.55 0.32
8 weeks 0.61 0.29

7.3.2 Modelling each drug separately

We have both country and time dimensions in the data, which increases the
sample size for each individual drug. This allows us to fit separate models
for each drug i:
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TABLE 7.4: Out-of-sample results using different start dates for

the data. The later the start date, the less the darknet scrape’s

coverage is affected by removed listings. The main text results
use a start date of July 2015, which keeps all possible data.

Start Date Baseline MAE | Augmented MAE
April 2016 0.47 0.29
July 2016 0.45 0.27
October 2016 | 0.50 0.27
January 2017 | 0.57 0.35
Yijr = BoYijr—1 + PrXije + 6+ 7t (7.3)

The parameters 8, B, 06; and 7! now vary by drug. This allows for much
more complexity in the models. The Wikipedia model from Equation 7.3 now
has 299 features, compared to 35 features for the model from Equation 7.2.
The models may be more accurate, but also more prone to overfitting. This is
particularly true for the dummies, as there will be far fewer data points to fit
each of them. We therefore focus on the out-of-sample model performance,
but show in-sample performance in Table 7.5 where Wikipedia based model
still outperform the baseline model.

We again assess out-of-sample performance using adaptive nowcasting, but
we perform this separately for each drug. Figure 7.2 compares nowcast
results between the baseline and Wikipedia models. The MAE is the mean
across the entire nowcasting procedure for a given drug - we do not display
results over time as in Figure 7.1. We do not include any dummies in these
models: this actually reduces accuracy as there likely is not enough data to
fit the dummies robustly when modelling each drug separately.

Adding Wikipedia data reduces nowcast errors for every drug relative to
the baseline. The average MAE reduction across drugs is 42%. Therefore,
Wikipedia data remains strongly predictive of demand when modelling each
drug separately.

We then focus particularly on the Fentanyl due to the recent epidemic in the
USA [228]. The US Fentanyl epidemic demonstrates how a more frequent
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TABLE 7.5: In-sample results when modelling each drug sep-
arately. We only report out-of-sample results in the main text
due to concerns about overfitting.

Drug Baseline Model R? | Wikipedia Model R*
Cannabis | 0.57 0.67
MDMA 0.76 0.89
DMT 0.81 0.92
Xanax 0.70 0.87
Cocaine 0.84 0.94
Diazepam | 0.55 0.94
Heroin 0.78 0.81
Ketamine | 0.81 0.94
Fentanyl | 0.88 0.95
LSD 0.60 0.92
2CB 0.80 0.84
Speed 0.66 0.96
Meth 0.84 0.94

Hl Baseline MAE - 0.53
HEl Augmented MAE - 0.31

MAE

FIGURE 7.2: Out-of-sample adaptive nowcast results, mod-
elling each drug separately.

measure of drug use could be highly valuable. The federal government only
declared a national emergency in January 2017, which was arguably too
late [228]. Figure 7.3 compares the Wikipedia model’s predictions against
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the baseline for US demand for Fentanyl. The Wikipedia model makes more
variable predictions and is therefore more able to detect shifts in demand. For
example, the Wikipedia model correctly predicts the big demand spikes in
June 2016 and January 2017, whereas the baseline model does not. Therefore,
the Wikipedia model may have been able to provide early warning of the US
Fentanyl epidemic.

Monthly percentange change in USA Fentanyl demand
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FIGURE 7.3: Out-of-sample predictions of US demand for Fen-
tanyl in the USA. The black series is the true change in demand,
red is the baseline model and blue is the Wikipedia model.

7.3.3 Modelling each country separately

Similarly to Section 7.3.2, we can also fit a separate model for each country j:

Yijt = BoYiji—1+ BiXij + ol + ) (7.4)

The parameters /Sj , ﬁj , Dé; and 'y{ now vary by country, which again allows

for greater model complexity.

Figure 7.4 presents out-of-sample adaptive nowcast results when mod-
elling each country separately. We fit a separate model for each country,
so each country has its own feature weights on the autoregressive term and
Wikipedia page views. MAE is the mean error across the entire nowcasting

procedure, for a given country.
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Adding Wikipedia data to the baseline improves accuracy in every country
relative to the baseline, which is consistent with previous models. The
average MAE reduction across countries is 40%. Therefore, Wikipedia data
remains a strong out-of-sample predictor when modelling each country
separately.

1.0
Il Baseline MAE - 0.54

H Augmented MAE - 0.33

MAE
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FIGURE 7.4: Out-of-sample adaptive nowcast results, mod-
elling each country separately.

7.4 Conclusion and discussion

In this chapter, we have analysed whether darknet and internet search data
can help construct a high frequency measure of drug demand. We first
show that a model based on darknet data alone cannot accurately nowcast
drug demand. We then show that adding data on Wikipedia views for each
drug greatly improves predictive accuracy. These results hold out-of-sample

across all drugs and are robust to a range of modelling choices.

Table 7.1 shows that past drug sales data alone cannot accurately predict
current drug sales. However our results consistently show that adding
Wikipedia data, which is reliably available in real-time, greatly boosts now-
cast accuracy. We present results using two broad approaches: a pooled

approach, where all drugs are modelled jointly, and a second approach
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where we model each drug and country separately. In all specifications,
Wikipedia page views reduce nowcast errors by at least 40% relative to the
baseline model.

The average nowcast errors in the pooled model, shown in Figure 7.1, are
comparable to the errors when modelling each drug separately, shown in
Figure 7.2. This suggests we should use the pooled model, as it may allow
prediction of demand for drugs with little available data. This would be
particularly useful when new drugs are entering the market, such as the
NPS, which traditional surveys struggle to capture [229]. However, formal
analysis of whether this would be accurate in practice is beyond the scope of
this paper.

Given the daily frequency of our data, we can vary the time frequency of
our predictive models. Higher time frequencies may be more useful for
policymakers as they would get a faster estimate of drug use. However
the sales data is sparser at higher frequency, as shown in Figure 3.9. Our
results are qualitatively robust to all aggregation frequencies, but stronger at
lower frequencies (see Table 7.3, Section 7.3.1). This suggests there may be
a trade-off between model speed and accuracy. Nevertheless, the monthly
frequency of our main results would still be much faster than the current

annual survey data.

There may be an issue with the geographic link between Wikipedia page
views and darknet sales. The Wikipedia data is split by language of the
page (e.g. French), whereas the darknet sales are split by country of sale (e.g.
France). The link between them is likely to be strong when the language
is not widely spoken outside its origin country, such as Polish. However
there are languages where the country of origin is less clear, such as English.
We analyse this issue in Figure 7.4, which presents results from modelling
each country separately. There is some evidence that the Wikipedia model
performs worse for countries with a shared language, such as the US and
Australia. Nevertheless, the difference is small and the Wikipedia model
outperforms the baseline across all countries. Future research could use
internet search data where the user’s location is known, such as Google

Trends, rather than inferred from language.
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We acknowledge potential limits to the external validity of extrapolating
our darknet results to predicting overall drug use. The lack of granular
real data on drug usage renders our analysis both important and untested
against actual usage. Another important limitation is that our analysis was
considering historical data from markets which are no longer operating now,
however other dark markets continue to trade on the dark web. There are also
known demographic biases with internet usage [256], so darknet drug users
may not be representative of drug users overall. If so, this may diminish the
predictive power of Wikipedia data for overall drug use. However, previous
research found that darknet demand geographically represents overall drug
demand well for cannabis, cocaine and heroin [253]. Moreover, the Wikipedia
model performs well across a range of drugs, as shown in Figure 7.2. If
demographic bias were affecting our results, we may expect the Wikipedia
model to perform better among drugs whose consumers use the internet
more, such as DMT, LSD and 2C-B [257]. We cannot find strong evidence of
this, with the Wikipedia model performing well for harder ”street” drugs
such as heroin and cocaine, whose demographics are less represented among
internet users. Furthermore, predicting darknet demand alone may be useful

given its rapid growth over the last decade [16].

We acknowledge there are limits on extrapolating results from darknet data
to wider drug consumption, due to demographic biases among internet
users. Nevertheless, we believe there is strong evidence overall that internet
search data may greatly improve the speed of official drug statistics, which
are currently annual frequency. In turn, this may help policymakers respond
more quickly to the next drug epidemic.
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8 Anticipating cryptocurrencies

prices using machine learning

The popularity of cryptocurrencies has skyrocketed in 2017 due to several
consecutive months of super-exponential growth of their market capitalisa-
tion as we have shown in Chapter 4. Between 2.9 and 5.8 millions of private
as well as institutional investors are in the different transaction networks,
according to a recent survey [97], and access to the market has become easier
over time. Major cryptocurrencies can be bought using fiat currency in a
number of online exchanges (e.g., Binance [258], Upbit [259], Kraken [260],
etc) and then be used in their turn to buy less popular cryptocurrencies.
The volume of daily exchanges is currently superior to $15 billions. Since
2017, over 170 hedge funds specialised in cryptocurrencies have emerged
and bitcoin futures have been launched to address institutional demand for

trading and hedging Bitcoin [261].

The market is diverse and provides investors with many different products.
Just to mention a few, Bitcoin was expressly designed as a medium of ex-
change [1, 25]. In Chapter 4 we have shown that the long-term properties
of the cryptocurrency marked have remained stable between 2013 and 2017
and are compatible with a scenario in which investors simply sample the
market and allocate their money according to the cryptocurrency’s market
shares [206]. While this is true on average, various studies have focused on
the analysis and forecasting of price fluctuations, using mostly traditional ap-
proaches for financial markets analysis and prediction [262, 118, 263, 15, 264].

The success of machine learning techniques for stock markets prediction [265,
266, 267, 268, 269, 270, 271], suggests that these methods could be effective
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also in predicting cryptocurrencies prices. However, research was limited to

Bitcoin or few cryptocurrencies.

Here, we test the performance of three models in predicting daily cryptocur-
rency price for 1,681 currencies. Two of the models are based on gradient
boosting decision trees [272] and one is based on long short-term memory
(LSTM) recurrent neural networks [273]. In all cases, we build investment
portfolios based on the predictions and we compare their performance in
terms of return on investment. We find that all of the three models perform
better than a baseline ‘simple moving average’ model [274, 275, 276, 277]
where a currency’s price is predicted as the average price across the preced-
ing days, and that the method based on long short-term memory recurrent

neural networks systematically yields the best return on investment.

The chapter is structured as follows: In Section 8.1 we describe the data (see
Section 8.1.1), the metrics characterizing cryptocurrencies that are used along
the paper (see Section 8.1.2), the forecasting algorithms (see Section 8.1.3),
and the evaluation metrics (see Section 8.1.4). In Section 8.2, we present
and compare the results obtained with the three forecasting algorithms and
the baseline method. In Section 8.3, we conclude and discuss results. The
work presented in this chapter is based on publication [V]. I contributed to
this research through data collection and preparation, initial methodology
testing, methodology and study design and results interpretation.

8.1 Materials and methods

8.1.1 Data description and pre-processing

Cryptocurrency data was extracted from the website Coin Market Cap [4],
collecting daily data from 300 exchange markets platforms starting in the
period between November 11, 2015 and April 24, 2018. The dataset contains
the daily price in U.S. dollars, the market capitalisation and the trading
volume of 1,681 cryptocurrencies, where the market capitalization is the
product between price and circulating supply, and the volume is the number

of coins exchanged in a day. The daily price is computed as the volume
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weighted average of all prices reported at each market. Figure 8.1 shows
the number of currencies with trading volume larger than V,,;;,, over time,
for different values of V,,;,. In the following sections, we consider that only
currencies with daily trading volume higher than 10° USD can be traded at
any given day.

The website lists cryptocurrencies traded on public exchange markets that
have existed for more than 30 days and for which an API as well as a pub-
lic URL showing the total mined supply are available. Information on the
market capitalization of cryptocurrencies that are not traded in the 6 hours
preceding the weekly release of data is not included on the website. Cryp-
tocurrencies inactive for 7 days are not included in the list released. These
measures imply that some cryptocurrencies can disappear from the list to
reappear later on. In this case, we consider the price to be the same as before
disappearing. However, this choice does not affect results since only in 28
cases the currency has volume higher than 10° USD right before disappearing
(note that there are 124,328 entries in the dataset with volume larger than
10° USD).

cryptocurrencies
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FIGURE 8.1: Number of cryptocurrencies. The cryptocurren-

cies with volume higher than V,,;, as a function of time, for

different values of V,,;,. For visualization purposes, curves are
averaged over a rolling window of 10 days.

8.1.2 Metrics

Cryptocurrencies are characterised over time by several metrics, namely

e Price, The exchange rate, determined by supply and demand dynamics.
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e Market capitalization, The product of the circulating supply and the

price.

Market share, The market capitalization of a currency normalized by
the total market capitalization.

Rank, The rank of currency based on its market capitalization.

Volume, Coins traded in the last 24 hours.

Age, Lifetime of the currency in days.

The profitability of a currency ¢ over time can be quantified through the
return on investment (ROI), measuring the return of an investment made at
day t; relative to the cost [278]. The index i rolls across days and it is included
between 0 and 844, with typ = January 1, 2016, and tg44 = April 24, 2018. Since
we are interested in the short-term performance, we consider the return on
investment after 1 day defined as

ROI(c, t;) = Pletd) — Pleti=1) (8.1)

p(C,f,‘—l)

In Figure 8.2, we show the evolution of the ROI over time for Bitcoin (orange
line) and on average for currencies whose volume is larger than V,,;,, = 10°
USD at t; — 1 (blue line). In both case, the average return on investment over
the period considered is larger than 0, reflecting the overall growth of the
market.

8.1.3 Forecasting algorithms

We test and compare three supervised methods for short-term price forecast-
ing. The first two methods rely on XGboost [279], an open-source scalable
machine learning system for tree boosting used in a number of winning
Kaggle solutions (17/29 in 2015) [280]. The third method is based on the long
short-term memory (LSTM) algorithm for recurrent neural networks [273]
that have demonstrated to achieve state-of-the-art results in time-series fore-
casting [281].
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FIGURE 8.2: Return on investment over time. The daily return

on investment for Bitcoin (orange line) and the average for

currencies with volume larger than V,,;, = 10°> USD (blue line).

Their average value across time (dashed lines) is larger than 0.

For visualization purposes, curves are averaged over a rolling
window of 10 days.

Method 1: The first method considers one single regression model to describe
the change in price of all currencies (see Figure 8.3). The model is an ensemble
of regression trees built by the XGboost algorithm. The features of the model
are characteristics of a currency between time t; — w and t; — 1 and the
target is the ROI of the currency at time f;, where w is a parameter to be
determined. The characteristics considered for each currency are: price,
market capitalization, market share, rank, volume and ROI (see Equation 8.1).
The features for the regression are built across the window between ¢; — w
and t; — 1 included (see Figure 8.3). Specifically, we consider the average,
the standard deviation, the median, the last value and the trend (e.g. the
difference between last and first value) of the properties listed above. In the
training phase, we include all currencies with volume larger than 10° USD,
and t; between t; — Wyining and t;. In general, larger training windows do
not necessarily lead to better results (see results section), because the market
evolves across time. In the prediction phase, we test on the set of existing
currencies at day t;. This procedure is repeated for values of t; included
between January 1, 2016 and April 24, 2018.

Method 2: Also the second method relies on XGboost, but now the algo-
rithm is used to build a different regression model for each currency c; (see
Figure 8.4). The features of the model for currency c; are the characteristics
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FIGURE 8.3: Schematic description of Method 1. The training
set is composed of features and target (T) pairs, where features
are various characteristics of a currency c;, computed across
the w days preceding time f; and the target T is the price of ;
at t;. The features-target pairs are computed for all currencies
c; and all values of ¢; included between t; — Wiining and ¢; — 1.
The test set includes features-target pairs for all currencies with
trading volume larger than 10° USD at t;, where the target is
the price at time t; and features are computed in the w days
preceding t;.

of all the currencies in the dataset between {; — w and ¢; — 1 included and
the target is the ROI of ¢; at day #;(i.e., now the algorithm learns to predict
the price of the currency i based on the features of all the currencies in the
system between t; — w and t; — 1). The features of the model are the same
used in Method 1 (e.g. the average, standard, deviation, median, last value,
difference between last and first value of the following quantities: price,
market capitalisation, market share, rank, volume and ROI) across a win-
dow of length w. The model for currency c; is trained with pairs features
target between times f; — Wy gining and £; — 1. The prediction set include only
one pair: the features (computed between t; — w and t; — 1) and the target

(computed at ;) of currency c;.

Method 3: The third method is based on Long Short Term Memory networks,
a special kind of Recurrent Neural Networks, capable of learning long-term
dependencies. As for Method 2, we build a different model for each currency.
Each model predicts the ROI of a given currency at day t; based on the values
of the ROI of the same currency between days t; — w and t; — 1 included.
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FIGURE 8.4: Schematic description of Method 2. The training
set is composed of features and target (T) pairs, where features
are various characteristics of all currencies, computed across
the w days preceding time f; and the target T is the price of ;
at t;. The features-target pairs include a single currency c;, for
all values of t; included between t; — Wyy4ining and t; — 1. The
test set contains a single features-target pair: the characteristics
of all currencies, computed across the w days preceding time ¢;
and the price of ¢; at t;.

Baseline method: As baseline method, we adopt the simple moving average
strategy (SMA) widely tested and used as a null model in stock market
prediction [274, 275, 276, 277]. It estimates the price of a currency at day ¢; as
the average price of the same currency between t; — w and t; — 1 included.

8.1.4 Evaluation

We compare the performance of various investment portfolios built based on
the algorithms predictions. The investment portfolio is built at time ¢; — 1 by
equally splitting an initial capital among the top n currencies predicted with

positive return. Hence, the total return at time ¢, is:

R(t;) = % éROI(c, ). (82)

The portfolios performance is evaluated by computing the Sharpe ratio and
the geometric mean return. The Sharpe ratio is defined as:
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, (8.3)

where R is the average return on investment obtained between times 0 and

t;, and sg, the corresponding standard deviation.

The geometric mean return is defined as:

(8.4)

where t; corresponds to the total number of days considered. The cumulative
return obtained at ¢; after investing and selling on the following day for the
whole period is defined as G(t;)?.

The number of currencies n to include in a portfolio is chosen at t; by opti-
mising either the geometric mean G(t; — 1) (geometric mean optimisation)
or the Sharpe ratio S(t; — 1) (Sharpe ratio optimisation) over the possible
choices of n. The same approach is used to choose the parameters of Method
1 (w and Wiygining), Method 2 (w and Wiysining), and the baseline method (w).

8.2 Results

We predict the price of the currencies at day t;, for all ¢; included between
Jan, 1st 2016 and Apr 24th, 2018. The analysis considers all currencies
whose age is larger than 50 days since their first appearance and whose
volume is larger than $100000. To discount for the effect of the overall
market movement (i.e., market growth, for most of the considered period),
we consider cryptocurrencies prices expressed in Bitcoin. This implies that

Bitcoin is excluded from our analysis.
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8.2.1 Parameter setting

First, we choose the parameters for each method. Parameters include the
number of currencies 7 to include the portfolio as well as the parameters spe-
cific to each method. In most cases, at each day t; we choose the parameters
that maximise either the geometric mean G(t; — 1) (geometric mean optimi-
sation) or the Sharpe ratio S(#; — 1) (Sharpe ratio optimisation) computed
between times 0 and ¢;.

Baseline strategy: We test the performance of the baseline strategy for
choices of window w > 2 (the minimal requirement for the ROI to be differ-
ent from 0) and w < 30. We find that the value of w mazimising the geometric
mean return (see Appendix D.1) and the Sharpe Ratio (see Appendix D.1)
fluctuates especially before November 2016 and has median value 4 in both
cases. The number of currencies included in the portfolio oscillates between
1 and 11 with median at 3, both for the Sharpe Ratio (see Appendix D.1) and
the geometric mean return (see Appendix D.1) optimisation.

Method 1: We explore values of the window w in {3,5,7,10} days and the
training period Wigining in {5,10,20} days (see Appendix D.2). We find that
the median value of the selected window w across time is 7 for both the
Sharpe ratio and the geometric mean optimisation. The median value of
Whraining 18 5 under geometric mean optimisation and 10 under Sharpe ratio
optimisation. The number of currencies included in the portfolio oscillates
between 1 and 43 with median at 15 for the Sharpe Ratio (see Appendix D.2)

and 9 for the geometric mean return (see Appendix D.2) optimisations.

Method 2: We explore values of the window w in {3,5,7,10} days and the
training period Wi,sining in {5,10,20} days (see Appendix D.3). The median
value of the selected window w across time is 3 for both the Sharpe ratio and
the geometric mean optimisation. The median value of Wi iping is 10 under
geometric mean and Sharpe ratio optimisation. The number of currencies
included has median at 17 for the Sharpe Ratio and 7 for the geometric mean

optimisation (see Appendix D.3).

Method 3: The LSTM has three parameters: The number of epochs, or

complete passes through the dataset during the training phase; the number
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of neurons in the neural network, and the length of the window w. These
parameters are chosen by optimising the price prediction of three currencies
(Bitcoin, Ripple, and Ethereum) that have on average the largest market
share across time (excluding Bitcoin Cash that is a fork of Bitcoin). Results
(see Appendix D.4) reveal that, in the range of parameters explored, the
best results are achieved for w = 50. Results are not particularly affected
by the choice of the number of neurones nor the number of epochs. We
choose 1 neuron and 1000 epochs since the larger these two parameters, the
larger the computational time. The number of currencies to include in the
portfolio is optimised over time by maximising the geometric mean return
(see Appendix D.5) and the Sharpe ratio (see Appendix D.5). In both cases
the median number of currencies included is 1.

8.2.2 Cumulative return

In Figure 8.5, we show the cumulative return obtained using the 4 methods.
The cumulative returns achieved on April,24 under the Sharpe Ratio opti-
misation are ~ 65 BTC (Baseline), ~ 1.1 - 103 BTC (Method 1), ~ 95 BTC
(Method 2), ~ 1.2 - 10° BTC (Method 3). Under geometric mean optimisation
we obtain ~ 25 BTC (Baseline), ~ 19 - 10> BTC (Method 1), ~ 1.25 BTC
(Method 2), ~ 3.6 - 108 BTC (Method 3). The cumulative returns obtained
in USD are higher (see Appendix D.4, Figure D.9). This is expected, since
the Bitcoin price has increased during the period considered. While some
of these figures appear exaggerated, it is worth noticing that (i) we run a
theoretical exercise assuming that the availability of Bitcoin is not limited and
(ii) under this assumption the upper bound to our strategy, corresponding
to investing every day in the most performing currency results in a total
cumulative return of 6 - 10123 BTC (see Appendix D.6). We consider also the
more realistic scenario of investors paying a transaction fee when selling and
buying currencies (see Appendix D.3). In most exchange markets, the fee is
typically included between 0.1% and 0.5% of the traded amount [282]. For
fees up to 0.2%, all the investment methods presented above lead, on average,
to positive returns over the entire period (see Appendix D.3, Table D.1). The
best performing method, Method 3, achieves positive gains also when fees

up to 1% are considered (see Appendix D.3, Table D.1).
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FIGURE 8.5: Cumulative returns. The cumulative returns ob-
tained under the Sharpe Ratio optimisation (A) and the geomet-
ric mean optimisation (B) for the baseline (blue line), Method
1 (orange line), Method 2 (green line) and Method 3 (red line).
Analyses are performed considering prices in BTC.

The cumulative return in Figure 8.5 is obtained by investing between January
1st, 2016 and April 24th, 2018. We investigate the overall performance of
the various methods by looking at the geometric mean return obtained
in different periods (see Figure 8.6). Results presented in Figure 8.6 are
obtained under Sharpe ratio optimisation for the baseline (Figure 8.6A),
Method 1 (Figure 8.6B), Method 2 (Figure 8.6C), and Method 3 (Figure 8.6D).
Note that, while in this case the investment can start after January 1st, 2016,
we optimised the parameters by using data from that date on in all cases.
Results are considerably better than those achieved using geometric mean
return optimisation (see Appendix D.10). Finally, we observe that better
performance is achieved when the algorithms consider prices in Bitcoin
rather than USD (see Appendix D.4 , Table D.2).

8.2.3 Feature importance

In this section we investigate features importance. Since XGBoost relies on
decision trees for prediction, feature importance is calculated as the average
importance of a feature across all decision trees in the model. For a single tree,
feature importance is measured by the information gained (increase in the
performance measure) by adding the new feature in the tree. In Figure 8.7,
we illustrate the relative importance of the various features in Method 1
and Method 2. For Method 1, we show the average feature importance;
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For Method 2, we show the average feature importances for two sample

currencies: Ethereum and Ripple.

8.2.4 Portfolio composition

The 10 most selected currencies under Sharpe Ratio optimisation are the

following:

Baseline: Factom (91 days), E-Dinar Coin (89 days), Ripple (76 days),
Ethereum (71 days), Steem (70 days), Lisk (70 days), MaidSafeCoin (69 days),
Monero (58 days), BitShares (55 days), EDRCoin (52 days).

Method 1: Ethereum (154 days), Dash (128 days), Monero (111 days), Factom
(104 days), Ripple (94 days), Litecoin (93 days), Dogecoin (92 days), Maid
Safe Coin (86 days), BitShares (73 days), Tether (59 days)

Method 2: Ethereum (63 days), Monero (61 days), Factom (51 days), Ripple
(42 days), Dash (40 days), Maid Safe Coin (40 days), Siacoin (30 days), NEM
(26 days), NXT (26 days), Steem (23 days).

Method 3: Factom (48 days), Monero (46 days), Ethereum (39 days), Lisk (36
days), Maid Safe Coin (32 days), E-Dinar Coin (32 days), BitShares (26 days),
B3 Coin (26 days), Dash (25 days), Cryptonite (22 days).

8.3 Conclusion and discussion

We tested the performance of three forecasting models on daily cryptocur-
rency prices for 1,681 currencies. Two of them (Method 1 and Method 2)
were based on gradient boosting decision trees and one is based on long
short-term memory recurrent neural networks (Method 3). In Method 1, the
same model was used to predict the return on investment of all currencies; in
Method 2, we built a different model for each currency, that uses information
on the behaviour of the whole market to make a prediction on that single
currency; in Method 3, we used a different model for each currency, where

the prediction is based on previous prices of the currency.
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We built investment portfolios based on the predictions of the different
method and compared their performance with that of a baseline represented
by the well known simple moving average strategy. The parameters of
each model were optimised for all but Method 3 on a daily basis, based
on the outcome of each parameters choice in previous times. We used two
evaluation metrics used for parameter optimisation: The geometric mean
return and the Sharpe ratio. To discount the effect of the overall market
growth, cryptocurrencies prices were expressed in Bitcoin. All strategies,
produced profit (expressed in Bitcoin) over the entire considered period and
for a large set of shorter trading periods (different combinations of start and
end dates for the trading activity), also when transaction fees up to 0.2% are

considered.

The three methods performed better than the baseline strategy when the
investment strategy was ran over the whole period considered. The opti-
misation of parameters based on the Sharpe ratio achieved larger returns.
Methods based on gradient boosting decision trees (Method 1 and 2) worked
best when predictions were based on short-term windows of 5/10 days,
suggesting they exploit well mostly short-term dependencies. Instead, LSTM
recurrent neural networks worked best when predictions were based on
~ 50 days of data, since they are able to capture also long-term dependencies
and are very stable against price volatility. They allowed to make profit also
if transaction fees up to 1% are considered. Methods based on gradient boost-
ing decision trees allow to better interpret results. We found that the prices
and the returns of a currency in the last few days preceding the prediction
were leading factors to anticipate its behaviour. Among the two methods
based on random forests, the one considering a different model for each
currency performed best (Method 2). Finally, it is worth noting that the three
methods proposed perform better when predictions are based on prices in
Bitcoin rather than prices in USD. This suggests that forecasting simulta-
neously the overall cryptocurrency market trend and the developments of

individual currencies is more challenging than forecasting the latter alone.

It is important to stress that our study has limitations. First, we did not
attempt to exploit the existence of different prices on different exchanges, the
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consideration of which could open the way to significantly higher returns on
investment. Second, we ignored intra-day price fluctuations and considered
an average daily price. Finally, and crucially, we run a theoretical test in
which the available supply of Bitcoin is unlimited and none of our trades
influence the market. Notwithstanding these simplifying assumptions, the
methods we presented were systematically and consistently able to identify
outperforming currencies. Extending the current analysis by considering

these and other elements of the market is a direction for future work.

A different yet promising approach to the study cryptocurrencies consists in
quantifying the impact of public opinion, as measured through social media
traces, on the market behaviour, in the same spirit in which this was done
for the stock market [106]. While it was shown that social media traces can
be also effective predictors of Bitcoin [283, 12, 220, 11, 284, 17, 170] and other
currencies [285] price fluctuations, our knowledge of their effects on the
whole cryptocurrency market remain limited and is an interesting direction

for future work.
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FIGURE 8.6: Geometric mean return obtained within differ-
ent periods of time. The geometric mean return computed
between time “start” and “end” using the Sharpe ratio opti-
misation for the baseline (A), Method 1 (B), Method 2 (C) and
Method 3 (D). Note that, for visualization purposes, the figure
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9 Conclusion

This thesis was stimulated by the recent developments in cryptocurrencies.
Compared to previous approaches, our contribution can be summarised in
four main points. Firstly, we expanded the analysis of the cryptocurrency
market from a few limited cryptocurrencies to more than 2000 cryptocurren-
cies taking into consideration the dynamics of the entire market. Secondly,
we adopted a complex systems approach to studying the cryptocurrencies
ecosystem, which aids a better understanding of the interplay between cryp-
tocurrencies economic, technological and social aspects. Thirdly, we analysed
several dimensions of the cryptocurrencies ecosystem, namely, the market
dynamics, social attention and the blockchain transactions. Finally, our anal-
ysis spans different periods of significant changes in the market and social

attention toward cryptocurrencies.

Our contribution took into consideration a vibrant decentralised ecosystem
of exchanges, data aggregators and dark markets which we discussed in
detail in Chapter 2. Our results were based on an analysis of three novel
datasets that reflect the different layers of the cryptocurrencies ecosystem,

and whose collection and processing we describe in Chapter 3.

Our research addressed three questions that had attracted growing interest in

the scientific community, the following are the main findings of our analysis.

Cryptocurrency market exhibit stable statistical properties despite tumultuous
growth and fluctuations and the simple neutral model of evolution can capture
the market dynamics.

In Chapter 4, we investigated cryptocurrencies competition dynamics and

showed that, while new cryptocurrencies appear and disappear continuously
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and their market capitalisation exhibits fluctuations, several statistical prop-
erties of the market have been stable for years. These include the number
of active cryptocurrencies, market share distribution and the turnover of
cryptocurrencies. Adopting an ecological perspective, we show that the
neutral model of evolution can reproduce several key empirical observations,
despite its simplicity and the assumption of no selective advantage of one
cryptocurrency over another. These results hints at the limited effect of tech-
nological differences better cryptocurrencies in the investment decision. Our
results relied on data set considering the history of the entire market and
analyse the behaviour of 2000 cryptocurrencies introduced between April
2013 and May 2019.

Activity on cryptocurrencies” Wikipedia page is correlated to their overall mar-
ket performance while a small tightly connected community is responsible for the

information on these pages.

We tackled the question of how is social attention influence cryptocurrency
market in Chapter 5. We considered the entire edit history of currency-
related pages and their views history from July 2015. First, we quantified
the evolution of cryptocurrency presence in Wikipedia by analysing the
editorial activity and the network of co-edited pages. We found that a
small community of tightly connected editors are responsible for most of
the production of information about cryptocurrencies in Wikipedia. Then,
we showed that a simple trading strategy informed by Wikipedia views,
performs better than baseline strategies, in terms of returns on investment, for
most of the covered period, although the “buy and hold strategy” dominates

during the periods of explosive market expansion.

Dark markets are resilient to multiple closures through users migration to other

coexisting markets.

In Chapter 6, we showed an analysis of the dark markets” Bitcoin transactions.
We investigated the dynamics of 31 dark markets before and after dark
market shutdowns. First, we showed that users migrate quickly to other
dark markets following shutdowns. Second, we described the characteristics
of migrant users. Finally, we studied how migrant users coordinate to move

to a coexisting dark market following shutdowns.
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In Chapter 7, We also analysed a selected number of dark markets drug sales
and investigated the ability to predict the sales using Wikipedia data. Relying
on 4 dark markets web scrapes, we showed that Wikipedia data enable better
prediction of drug sales with mean error average of 43%. The results are

consistent, considering different drug types and different countries.

Finally, in Chapter 8, we presented a machine learning approach to predict
cryptocurrencies prices. Our work investigates more than 1600 cryptocurren-
cies, providing the most comprehensive price prediction study of cryptocur-
rencies. We showed that simple trading strategies assisted by state-of-the-art

machine learning algorithms outperform standard benchmarks.

Present and future work will move in several directions. We list here briefly
the topics we are currently addressing, or we plan to investigate in the near

future.
Which factors decide cryptocurrencies survival in the market?

In Chapter 4, we showed that cryptocurrency chances to be invested in is pro-
portional to its market share. However, before a cryptocurrency appears on
an exchange and thus appear in the market data an initial coin offering (ICO)
occurs. In an ICO, cryptocurrency’s creators announce the currency details
and aim to acquire initial fund that is typically collected through crowdfund-
ing. A possible direction of research is to investigate the characteristics of
successful ICO and whether this success continues to the market.

How other sources of information and social interactions shape cryptocurrencies
prices?

Our analysis in Chapter 5 focused on Wikipedia as a source of information
accessible by a general audience and maintained by a community. Our
analysis showed that core crypto enthusiasts users edit cryptocurrencies
pages. Other sources, such as source targeting experts on cryptocurrencies
might exhibit different characteristics and different group dynamics. Already
the work in [140] showed that there are two different groups of users and
discussion on Bitcointalk forum. A systematic analysis and modelling of the
groups’ dynamics, interests and discussion across cryptocurrencies could
reveal the influence of different groups on cryptocurrency market. It can
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also lead us to an understanding of how closed is the cryptocurrencies

community.
What is the influence of developers on the financial side of cryptocurrencies?

While Bitcoin was promised to be fully decentralised, research in [38] showed
that Bitcoin developers (11 of them) have full control on the cryptocurrency
protocol rules. Although anyone can submit a suggestion or recommenda-
tion to alter the system, developers and miners must vote and accept these
proposals. Similar mechanisms are adopted in other cryptocurrencies; how-
ever, the area is understudied. Understanding the impact of the developers’
additions, alters and votes on the cryptocurrencies survival is crucial since

they are the gatekeepers of the system.

How do other cryptocurrencies” transaction networks compare to the Bitcoin trans-
action network?

Early in 2013, a complex network approach was adopted to characterise
Bitcoin blockchain. More work followed revealing the ability to identify
influential users using page rank centrality, understand wealth distribution
and even predict Bitcoin’s price. A comparison between Bitcoin and Bitcoin
cash network showed that for both networks fitness-based model describes
the global structure. Extending the comparisons to other networks can aid
characterising the actual usage of these currencies and add a differentiating
dimension behind their technical differences.

How is the activity in dark markets network different from other illicit transactions
or services?

Our analysis in Chapter 6, focused on dark markets Bitcoin’s transactions
evolution. Our work showed that migrant users are active compared to
non-migrants, and in general, the activity distribution is homogeneous. A
natural question arising from our analysis is how different addresses in these
network from other addresses engaged in other illicit transactions such as
money laundering or non-illicit on such as trading. Finding such patterns

can provide an additional method for identifying illicit transactions.
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A Appendix to chapter 3

A.1 Weekly data collection

The first market data set we rely on for our analysis was the weekly data
set scraped from “coinmarketcap.com” [4]. The scraping process follows
two steps. Firstly we access the historical snapshots page as shown in Fig-
ure. A.1A. Using web inspection (a browser tool) we can see the HTML
hierarchy of the page shown in Figure. A.1A on the right. From this structure
the web crawler accesses the hierarchy shown in Figure. A.1B and extracts
the list of snapshots recorded by the website. Through this step we gather a
list of the available historical snapshots provided by the website and their
web address to access.
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A https://coinmarketcap.com/historical/

Historical Snapshots

2013
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July August

B body |
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FIGURE A.1: coinmarketcap weekly historical snapshot

page.(A) Left side shows a screen shot of the historical snap-

shot page on coinmarktecap.com, while right side shows the

web inspection tool output showing the HTML hierarchy. (B)

The HTML hierarchy of the page which we developed the

web crawler to navigate. The data is embedded in the HTML
structure of the page.

The second step is accessing the web address of each snapshot in our list.
Figure. A.2A shows the first week of the historical snapshots and its web
inspection. The web crawler later traverses the HTML hierarchy shown in

Figure. A.2B and extracts the data table.
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A https://coinmarketcap.com/historical/20130602/
o 8

Blements

Netwark esources
E EEEEEEEBR

Volume (24h):
Al

uso - + Previous Week
Next Week —  View A
¥ Name M. Cap Price  Supply % 1h
i Nnwe szm na
Ouc sIEsM ® az0m

2

., @mnmc
. Brec

. ANV

o OOV ik momaas n

| thead |—b | tbody |

FIGURE A.2: coinmarketcap first week. (A) Left side shows a

screen shot of the first week historical data provided by coni-

marketcap.com while right side shows the web inspection of

the page. (B) The HTML hierarchy of the page which we devel-

oped the web crawler to traverse. The data is embedded in the
HTML structure of the page.

A.2 Daily data collection

The second data set we rely on throughout the thesis is the daily dataset

scraped from coinmarketcap.com. To scrape this data set we scrape all

cryptocurrencies listed on the coinmarketcap landing page (Figure. A.3A)

and traverse the HTML hierarchy shown in Figure. A.3B. Through this step

we construct a list of all active cryptocurrencies listed and their web address

on the website.
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FIGURE A.3: coinmarketcap landing page.

(A) Left side

shows a screen shot of the landing page of the conimarket-
cap.com while right side shows the web inspection of the page.
(B) The html hierarchy of the page which we developed the
web crawler to traverse. The data is embedded in the HTML

structure of the page.

Later on, we go through one cryptocurrency at a time and access the web

address of each cryptocurrency, specifically the historical data section. Fig-

ure. A.4A shows an example of a cryptocurrency historical data section,

specifically for Bitcoin. Figure. A.4B shows the hierarchy of the HTML page

which the web crawler was designed to scrape.
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A https://coinmarketcap.com/currencies/bitcoin/historical-data/? B
start=201304288&end=20190916

Historical data for Bitcoin

‘ body ‘
Cumency in USD B Apr 28,2013 - Oct 4, 2019 -

Date Open’ High Low Close™ Volume Market Cap l

Oct 09, 2019 8,39077 BA1423 6,146.44 8,259,989 13,668,823,409 148,445, 162,640 container main-section
Oet 02, 2010 834421 B393.04 8,227.70 8,303.04 13,125,712,443 150,823,707,652 padding-ﬁo-1 ®

Oet 01, 2019 8.200.72 BA97.69 8.232.68 8343.28 15,305,343,413 148.813.972.766

Sep 30, 2019 8,104.23 B314.23 7.630.76 828367 17,115,474,184 148,011,567415 i

Sep 29,2019 8.246.04 B261.71 7.890.60 8,104.19 13,034,629,109 145,590,374,681 ‘ row botton-margin-1x ‘
Sep 28, 2019 8.25127 B285.62 8,126.43 824552 14,141,152,736 48,122,503,616

Sep 27, 2019 8,113.10 B271.52 796582 825185 16,408,941,156 148,212,635,834 l

Sep 26, 2019 8.487.67 851569 7.895.83 811867 19,268,205,289 145,812,492,488

‘ col-xs-12 tab-content ‘

'

‘ tab-pane active ‘

!

‘ table-responsive ‘

¢

Sa) L] 8.603.43 B.744.83 8,226,40 8,486.99 21,744,728,353

008,081
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v

‘ thead ‘
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FIGURE A .4: coinmarketcap Bitcoin historical data page. (A)
Top side shows a screen shot of Bitcoin historical data page
section on conimarketcap.com while bottom side shows the
web inspection of the page. (B) The HTML hierarchy of the
page which we developed the web crawler to traverse. The
data is embedded in the HTML structure of the page.

A.3 Dark markets data

Table. A.1 shows a list of the dark markets covered in our dataset. The table
show the market name, the dates of operation, closure reason if applicable,
and the type of products typically sold on the market.
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TABLE A.1: Dark markets information. Information on the
74 dark markets in our data set. For each dark market, the
table states the name of the market, the start and end dates
of its operation, the closure reason if applicable and the type
of products sold by the market. “drugs” indicates that the
primary products sold on the market are drugs while “credits”
indicates the market specialty is fake IDs and credit cards and
“mixed” indicates the market sells both types of products. “NA”
indicates that the information in not available.

Name Start date End date Closure reason  Sales
Abraxas 2014 —-12-13 2015—-11—-05  scam drugs
Market

Acropolis 2016 — 03 — 27 2017 - 07 —01  voluntary mixed
Market

Agora Mar- 2013 —12—-03 2015—-08 —26  voluntary mixed
ket

AlphaBay 2014 —12 -22 2017 — 07 —05  raided mixed
Market

Apollon 2018 — 05— 03 active active drugs
Market

Apoteksboden.@6iB — 02 — 28 NA active drugs
Aviato Mar- NA NA unclear drugs
ket

Babylon 2014 - 07 - 11 2015 —-07 —31  raided drugs
Market

Berlusconi 2018 — 08 — 12 active active mixed
Market

Bilzerian24.net 2017 — 11 — 13 active active credits
Black Bank 2014 — 02 — 05 2015 —-05—-18 scam mixed
Market

BlackMart NA NA active mixed
BlackPass.nameNA NA active credits
Blue Sky 2013 -12-03 2014 —11—-05  raided drugs
Market-

place
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Table A.1 - Continued from previous page

Name Start date End date Closure reason  Sales
Bo-Bulk.cc 2017 — 07 — 07 NA active credits
Carder’s NA NA active credits
Paradize

Cocaine NA NA active drugs
Market

Core Mar- Late 2018 NA unclear mixed
ket

Darknet Late 2015 NA active drugs

Heroes

League

Market

DeDope NA NA active drugs
Market

Doctor D NA NA unclear drugs
Market

Dream Mar- 2016 — 03 — 19 2019 - 04 —-30  voluntary mixed
ket

Drug Mar- NA NA active drugs
ket

DutchDrugz 2014 NA active drugs
Market

East India 2015 —04 —28 2016 —01—-01  scam drugs
Company

Market

Empire 2018 — 02 — 01 active active mixed
Market

Entershop NA NA active drugs
Eviano Lux- NA NA active drugs
ury  Weed

Market

Evolution 2014 - 01— 14 2015—-03 —14  scam drugs

Market
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Table A.1 - Continued from previous page

Name Start date End date Closure reason  Sales
Flugsvamp  NA November raided drugs
Market 2014

French NA NA active drugs
Connection

Market

German 2015 — 05 — 22 2016 — 05 — 01 scam mixed
Plaza Mar-

ket

GetSome.pw 2012 — 05 — 12 active active credits
Green Road NA active active drugs
Market

Hansa Mar- 2014 — 03 — 09 2017 =07 —20  raided drugs
ket

House of Li- 2016 — 05 — 23 2017 — 07 — 12 raided drugs
ons Market

Hydra Mar- 2015—-11-25 active active mixed
ketplace

Isellz.cc Late 2011/Early 2012 active active credits
JokerStash NA active active credits
Market

JustBuy.su NA NA unclear credits
LuxSocks.ru 2017 — 01 — 12 active active credits
McDuck.top 2016 — 10 — 22 NA unclear credits
Megapack NA NA unclear drugs
Market

Middle 2014 — 06 — 22 2015 — 11— 04 scam mixed
Earth Mar-

ketplace

Midland 2016 active active mixed
City Market

MrGreen.ws  early 2014 active active credits
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Table A.1 - Continued from previous page

Name Start date End date Closure reason  Sales

MyFakelD.biz 2011 — 05 — 28 active active credits

N1Shop.cc 2014 -10-19 active active credits

Nucleus 2014 —-10—24 2016 — 04 —13 scam mixed

Market

Oasis Mar- 2015—12—20 2016 — 10 — 01 scam mixed

ket (mostly
drugs)

Olympus 2018 — 04 — 20 2018 =09 — 04  scam mixed

Market

Olympus

Market

Oxygen 2015 —-04 - 16 2015 —-08 —27  scam drugs

Market

PP24.ws 2014 — 11 —10 active active credits

Pandora 2013 -10-20 2014 —11—-05  raided drugs

OpenMar-

ket

Point Mar- early 2015 active active mixed

ket (former

Tochka)

Rescator.at NA active active credits

Russian 2014 — 08 — 29 2017 — 09 — 21 raided mixed

Anony-

mous Mar-

ketplace

Russian NA NA unclear mixed

Silk  Road

Market

San-Wells NA active active credits

Market

Sheep Mar- 2013 —02 —28 2013 -11—-29  scam drugs

ketplace
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Table A.1 - Continued from previous page

Name Start date End date Closure reason  Sales
Silk Road 2 2013 — 11— 06 2014 —11-05 raided mixed
Market

Silk  Road 2018 —01 —21 active active drugs
3.1

Silk Road 2011 —01 — 31 2013 — 10— 02 raided mixed
Market-

place

SHIPP Mar- NA active active credits
ket

To You 2012 active active drugs
Team Mar-

ket

TradeRoute 2016 — 11 — 06 2017 — 10 —12 scam mixed
Market

UAS- 2017 — 02 — 28 active active credits
Shop.ru

Unicc NA active active credits
Valhalla 2013 -10—-20 2019 —05—-03  raided drugs
Market

(Silkkitie)

ValidPins NA NA NA credits
Market

Vendetta.cc 2019 — 03 — 17 active active credits
Wall Street 2016 — 09 — 09 2019 — 05 — 02 raided mixed
Market

Wholecelium.c@®09 — 12 — 10 active active drugs
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B Appendix to chapter 4

B.1 some relevant cryptocurrencies

Table B.1 provides information on some relevant cryptocurrencies, either
occupying high-rank positions or early introduced in the market. Data was
collected in May 2017, see below for details on the Technology column.

TABLE B.1: Details on the top runner cryptocurrencies in the
market. The table is generated using data collected on May 28,

2013
Name Year Technology Market Cap ($) Rank Additional Info
Bitcoin 2009 Proof-of-work 35B 1
Ethereum 2015 Proof-of-work 15B 2 Smart contracts
Ripple 2013 Distributed open source 8B 3 Widely adopted by
consensus ledger companies and banks.
NEM 2015  Proof-of-importance 1B 4
Ethereum Classic 2015 Proof-of-work 1B 5 DAO Hard-fork
Litecoin 2011 Proof-of-work 1B 6
Dash 2014 Proof-of-work 809M 7  Gained market since

early 2017. Privacy focused.
Monero 2014 Proof-of-work 535M 8 Gained momentum in late
2016. Privacy focused
NameCoin 2015 Proof-of-work 21IM 58

B.2 Simulations

Our choice of the mutation parameter y is informed by the data to yield a
number of new cryptocurrencies per unit time corresponding to the empirical
observation. By choosing u = %, where N is the population size in the model
it holds that 1 model generation corresponds to 1 week of observation (since
on average 7 new cryptocurrencies enter the system every week, see Sec. 4.4).
In Fig. B.1 we show that the distribution of species sizes (see Fig. 4.6A) has a

very similar shape for a broad range of choices of u [187].
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FIGURE B.1: Distribution of species sizes for different val-
ues of . Distribution of the species sizes resulted form numer-
ical simulations given different values of y.

All simulations are run starting with one species in order to capture the
initial dominance of Bitcoin in the cryptocurrency market. This reflects
the initial state of the cryptocurrencies market, when Bitcoin was the only
existing cryptocurrency. Simulations are run using N = 10°, implying that
an individual in the model maps to ~ $100,000 (We verified that results do
not depend on the choice of N, as long as N is large enough).

While in the neutral model a new species enters the system as a new individ-
ual, we further inform the model with the average size of a new cryptocur-
rency (~ $1.5 million), corresponding to m = 15 individuals in the model
when N = 10° as in our case. To consider the fact that new cryptocurrencies
do not enter the market with exactly the same size, in our simulations, when
a mutation occurs, the new species enters with a number m of individuals
randomly extracted from the interval [10, 20].

The exponent &« = 1.5 exhibited by the data and the simulations(see Fig.4.6A)
are equilibrium properties of the neutral model, and hence obtained under a
broad range of conditions (e.g., initial condition, time of start of measure and
aggregation window) and robust to changes in the value of u [187], Fig. B.1).
Fig.4.6B and C are obtained starting from generation 104 and aggregating
over 52 generations (i.e. performing the analysis over the single population
obtained by aggregating the N * 52 individuals [188, 185]). Fig. B.2 shows
the turnover profile (A) and average life time of a rank (B) when the measure
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is performed over 52 generations starting from different generations g; corre-
sponding to the first year (measures start at generation g; = 1), second year
(measures start at generation g1 = 53), etc. It is clear that, with the exception
of a high rank mobility characterizing the very first generations, the choice of
g1 has little effect on the curves produced by the model. Fig.4.6D is measured
from generation 1 up to generation 210, corresponding to 4 years. Each point
of the simulation curve corresponds to the instantaneous market share of the

dominating cryptocurrency at that generation.

A B
200
2014 g1 =53 10°
_ 1901 o 2015 g1 =105
gmo - 201_6 = g, =157 %
£ 91=1 =& g,=209 ¢ 10t

o
o o
=
o
=)

0 5 10 15 20 25 100 10! 102
rank rank

FIGURE B.2: Neutral model ranks dynamics. (A) Turnover
profile computed considering 52 for the cryptocurrencies data
(gray lines, dots) and for numerical simulations (blue lines). (B)
The Average life time a cryptocurrency/species stays in a given
rank computed considering 52 generations for the cryptocur-
rencies data (gray lines, dots) and for numerical simulations
(blue lines). Simulation parameters are 4 = 7/N, N = 10° and
1 species in the initial state.

B.3 technologies, same distribution

In order to check whether technical differences leave any detectable fin-
gerprint at the level of statistical distributions, we look at cryptocurrencies
adopting one of the two main blockchain algorithms for reaching consensus
on what block represents recent transactions across the network: Proof-of-
work (PoW) or the Proof-of-stake (PoS) consensus algorithms.

The PoW scheme was introduced as part of Bitcoin in 2009 [1]. To generate
new blocks, participating users work with computational and electrical

resources in order to complete “proof-of-works”, pieces of data that are
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difficult to produce but easy to verify. Block generation (also called “mining”)
is rewarded with coins. To limit the rate at which new blocks are generated,
every 2016 blocks the difficulty of the computational tasks changes [286].

While the PoOW mechanism is relatively simple, there are concerns regarding
its security and sustainability. First, severe implications could arise from
the dominance of mining pools controlling more than 50% of the compu-
tational resources and who could in principle manipulate the blockchain
transactions. This scenario is far from being unrealistic: in 2014, one mining
pool (Ghash.io) [287] controlled 42% of the Bitcoin mining power. Also,
the energy consumption of PoW based blockchain technologies has raised
environmental concerns: it is estimated that Bitcoin consumes about 12.76
TWh per year [288].

The PoS scheme was introduced as an alternative to PoW. In this system,
mining power is not attributed based on computational resources but on the
proportion of coins held. Hence, the richer users are more likely to generate
the next block. Miners are rewarded with the transactions fees. While proof-
of-work relies heavily on energy, proof-of-stake doesn’t suffer from this issue.
However, consensus is not guaranteed since miners sole interest is to increase
their profit. Through the years both protocols have been altered to fix certain

issues and continue to be improved.

Figure B.3 shows that the market shares of the two groups of cryptocurrencies
follow the same behavior. The figure is generated using data collected from
[289] and [4].

B.4 share and frequency-rank distributions for in-

dividual years

The power-law fit for the distribution of market share (Table B.2) and the
frequency-rank distribution (Table B.3) are consistent with the theoretical pre-
dictions of the neutral model[178] also for individual years. Fits coefficient
for the distribution of market share are computed using the methodology
described in [177] (errors are obtained by bootstrapping 1000 times). Fit
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FIGURE B.3: Distribution of market share. Distribution of

the market share for proof-of-work cryptocurrencies (light blue

filled line) and distribution of market share of (proof-of-stake

or hybrid) cryptocurrencies (dark blue filled line). The dashed
line is power law curve with exponent & = 1.5.

TABLE B.2: Power-law fit coefficients of the market share

107> 1073
market Share

distributions.

Year o
2013 1.37 £0.04
2014 1.54 +£0.09
2015 1.62 +£0.12
2016 1.59 +£0.13
2017 1.60 +0.21
all years 1.58 £0.12

coefficients with errors for frequency-rank distributions are computed with

the least-square method.

B.5 The progeny distribution exponent

Mathematically, the neutral model can be described by a process where each

species take an independent, random walk based on a linear process. The

following linear master equation describe that the probability P(n|t) of a

species has abundance n conditioned on its age.
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TABLE B.3: Power-law fit coefficients of the frequency-rank
distributions.

Year B

2013  —1.98+0.20

2014 —-2.00+£0.13

2015 —1.83+0.08

2016 —1.88+0.08

2017 —1.86+0.16
all years —1.93+0.23

ap

i b(n —1)P(n — 1|t) — bnP(n|t) — dnP(n|t) + d(n +1)P(n +1|t),

(B.1)
where d is the death rate and b is the birth rate. At the point of speciation

process, the linear master equation will have a time-dependent solution as
following,

(b/(d — b)) (1 — elb—Dtyn—1
(1 + b/(d — b))(l — e(b—d)t)n+1 :

P(n|t) = e~ (B.2)
By considering the assumption that in the steady state the rate of new species
appearance will be equal to yJ. Where ] is the fixed size population and -y is
the per capita speciation rate which is equal to y = d — b. It can be shown
that the number of species with abundance k can be represented by a log
series distribution

(S0 =] [ PEIDar= (1= (53)

where 6 stand for “fundamental biodiversity number” equal to 6 = (1 —

b/d)].

Using the non zero sum approximation (NZS), and assuming that sufficient
time has passed (T) that the progeny distribution reached stationarity, the
progeny distribution can be described by,
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and the term (%) can be defined by
: 2k\ —1FH1
2) = —_ . B.
(£) = () 5

The distribution in equation B.4 is divided into two parts; the firs is a power
law and the second is an exponential decay. For large enough value of k, the

first term in equation B.4 can be approximated by

1
(—1)k1 (i) = ﬁ (B.6)
In summary, these results shows that the neutral progeny distribution tends
towards a power law with an exponent of —3/2 not dependent on the
neutral model parameters. However at k = (b/v)? the distribution exhibits
an exponential cut-off at approximately. Figure. 4.5B shows the overall
dynamics of the model.
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C Appendix to chapter 5

C.1 Exchanges with margin trading support

Here, we provide data on the list of exchanges supporting margin trading.
Margin trading is essential for our proposed investment strategy, since an

investor can sell a cryptocurrencies which he does not own yet.

TABLE C.1: List of exchanges supporting margin trading

The table is generated using data collected on January 23rd,

2019. It shows the names and webpage urls of the exchanges
considered.

Name Link

Bitmax https://www.bitmex.com

Huobi https://www.huobi.co
poloniex  https://poloniex.com

kraken https://www.kraken.com
Bitfinex https://www.bitfinex.com

C.2 Correlations between a cryptoccurrency suc-

cess in the market and its Wikipedia attention

We show in the paper that the overall success of a cryptocurrency in the
market is correlated to the attention it draws on Wikipedia (cryptocurrencies
which have high price in the market, have high share in Wikipedia views
and edits ). In particular we show that the Spearman correlation between
a cryptocurrency average share of page views and the market performance

measured by its average market share (0,,), average trading volume share


https://www.bitmex.com
https://www.huobi.co
https://poloniex.com
https://www.kraken.com
https://www.bitfinex.com
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(0vw) and average price (pyp) across time is positive and consistent (see Fig-
ure C.1A). We show that the positive correlation between this quantities
is consistent with time, with 0.65 < py,, < 0.79, 0.61 < pypy < 0.83, and
0.32 < pyp < 0.51.

In Figure C.1-B, we show the Spearman correlation between a cryptocurrecny
average share of Wikipedia page edits and its market performance measured
in average market share (p.;), average trading volume share (p,,) and aver-
age price (pep) across time. We show that the positive correlation between this
quantities is consistent with time, with 0.25 < p,,, < 0.78,0.21 < p,, < 0.79,
and 0.32 < p,p < 0.66. However the value of the correlation varies across the

years which can be attributed to the variation in the number of pages created

per year.
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FIGURE C.1: Persistency of the correlation between market
properties and attention on Wikipedia. (A) The Spearman
correlation between average share of views and price (blue
dashed line), volume (blue line with filled circles) and market
share (blue line with white circles) across time. The correlation
is computed over a window of 6 months. (B) The Spearman
correlation between a cryptocurrency page average share of
edits and price (blue dashed line), volume (blue line with filled
circles) and market share (blue line with white circles) across
time. The correlation is computed over a window of one year.

C.3 Literature review

Several studies have focused on Wikipedia pages and editors” activity. In

Table C.2, we present a summary of their findings and a comparison with
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our results around cryptocurrencies Wikipedia pages.

TABLE C.2: Comparison among our results and previous

findings around Wikipedia pages and editors. The table re-

ports for each research paper: (1) Reference. (2) Focus of the

article. (3) Key measurements. (4) Key findings relevant to

our study. (5) Our findings around cryptocurrency pages in
comparison to the previous findings.

Paper reference Focus Key measurements Findings Our findings
[153] editors Fraction of maintenance edits. General increase in maintenance work, Higher proportion of reverts.
especially reverts. No increasing trend in both reverts
and vandalism (see main text, S2)
[214] editors Editors activity levels in Highly active editors (Wikipedians) Similar findings for cryptocurrency pages
relation to their life time are active from two days after (see main text, S3)
joining Wikpedia.
[213] editors Evolution of the contributions of editors Growth in the number of infrequent  Infrequent editors have existed since
given their activity levels. contributors and increase the beginning and their
in their number of edits. number of edits also

increases
(see main text, S3)
[211] Medical related  Descriptive analysis of Decreasing number of editors Increasing number of editors
Wikipedia pages the general trends. (see main text, S3

C.4 Robustness of the findings

The uneven distribution of edits across editors was show to be heterogeneous
(see main text, S3). Here, we show that this result is consistent in time (see
Figure C.2-A). We also test our results against saving mistakes by editors
[214]. This often occurs when an editor mistakenly save an incomplete edit,
producing multiple edits within a very short time. We solve this issue by
excluding from the analysis edits that from the same editor on the same page,
occurring within less than an hour from the prevopus one, as in [214]. In

Figure C.2-B, we show that, our results are robust to this change.

We also study top editors contributions in all Wikipedia pages. For each
editor with at least 100 edits in cryptocurrency pages, we collect data about
the top 10 Wikipedia pages they contributed. This include pages outside
the 38 cryptocurrency pages. For this task, we use a web tool [155], which
provides the number of edits contributed by each editor to a given page.
Figure C.3 shows that editors are mostly interested in cryptocurrencies and
technology related pages. Compared to the set editors with more than 500
edits (see main text, Figure 10), the set of pages edited is more diverse.
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FIGURE C.2: Users share of edits in different years (A) The
fraction of edits vs the rank r of an editor, computed over a year.
Every line represents different year. (B) The fraction of edits
vs the rank r of an editor, computed over the period between
2005 and 2018, after removing edits from the same editor on
the same page, occurring within one hour from the previous.

C.5 The most active editor

Here, we provide information on the editor with the highest number of
edits in cryptocurrency pages (10% of the edits). Table C.3 shows the editor
general editing patterns in the entire English Wikipedia. Table C.4 shows the
top pages edited by the top editor.

TABLE C.3: Overall activity of cryptocurrency Wikipedia
pages top editor. The table reports for the editor with highest
contribution in cryptocurrencies Wikipedia page (~ 10% of the
edits): (1) number of pages edited, (2) total number of edits
(English Wikipedia), (3) percentage of edits in cryptocurrency
pages, (4) average number of edits per page, (5) date of the first
edit. These data cover the editor activity across all pages in
Wikipedia and it was collected on February 5th, 2019.

percentage of edits
in cryptocurrency pages

442 9430 32% 2 2005 —-11—-20

number of page total number of edits average edits per page date of first edit
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FIGURE C.3: Activity of the top cryptocurrency pages edi-
tors.(A) The top 15 pages by number of editors. The x-axis
shows the number of top editors who had this page in their top
edited pages. Note that here we consider only the top 10 pages
per editor. (B) The top 15 pages by number of edits. The x-axis
shows the total number of edits per page. Results are obtained

for the subset of 23 most active editors.

TABLE C.4: Top pages edited by the top editor The top pages
edited by the most active editor in cryptocurrency pages. The
table shows the page name and number of edits. Data was

collected on February 5th, 2019.

page name number of edits
Bitcoin 2706
Blockchain 593
Legality of bitcoin by country or territory 467
Bitcoin Cash 349
Cryptocurrency 308
Rebol 209
Bitcoin scalability problem 187
History of bitcoin 177

Satoshi Nakamoto 109
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C.6 New pages

Figure C.4 shows, for each of the years considered, the fraction of edits made
to new pages and the fraction of editors contributing to new pages. On
average, the ~ 18% of editors contribute to the newly created pages within a

given year, while only ~ 10% of the edits are made to new pages.

==e==_share of editors
=== share of edits

02

share

L L ' 1 ' '
2012 2013 2014 2015 2016 2017 2018

FIGURE C.4: Editing activity on new pages. Fraction of edits

made to new pages (green solid line), and fraction of editors

contributing to new pages (red solid line). Results are aggre-
gated using a time window of one year.

C.7 Editing network

To characterize the co-editing activity in cryptocurrency Wikipedia pages, we
constructed a weighted undirected network. A node represents a Wikipedia
page and an edge exists between two nodes if they have at least one editor in
common. Weights on edges represent the number of editors in common. We
look at the evolution of the network across time and identify the most central
pages according to the degree centrality. Figure C.5 shows the number of
weeks each cryptocurrencies appeared in the top 5 ranks when cryptocur-
rencies are ranked according to their degree centrality in descending order.
Figure C.6 shows the correlation between the age of a cryptocurrency page
and its weighted degree (0 = 0.40, p = 0.015).

C.8 Understanding the Wikipedia trading strategy

behaviour

In this section we attempt to understand the behaviour of the trading strat-

egy, specifically why it yields positive returns for some cryptocurrencies
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centrality in the co-editing Wikipedia pages network.
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FIGURE C.6: Correlation between page age and network

strength. Page age in weeks vs its weighted degree in the

editing network. Each point represents a node (page). Pearson

correlation p = 0.40, p = 0.015. The solid line represents a fit
a + bw where b = 0.28 + 0.10.
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and negative for others. Firstly, we evaluate for each cryptocurrency the
correlation between its change in Wikipedia views and change in price. In-
stead of looking at the magnitude value we transform the data to binary
signal representing the up or down ticks, +1 for an increase and —1 for the
decrease. The motivation behind this choice is to match the behaviour of
the strategy where any increase or decrease in the Wikipedia views trigger a
buy or sell action regardless its magnitude. We also limit our analysis to the
17 cryptocurrencies which are marginally traded and used in the Wikipedia
strategy. Figure C.7A shows the Pearson correlation between changes in
Wikipedia views changes and price changes values for cryptocurrencies
where the p < 0.05. We extend the analysis to include change in volume
too (Figure C.7B), however in both cases the correlation did not explain the
behaviour of the trading strategy. Table C.5 also show the details of the

Pearson correlation test for all 17 cryptocurrencies.

We further investigate the strategy behaviour through Granger causality test.
We show a Granger causality analysis for the 17 cryptocurrencies under the
study assuming a one day lag. Table C.6 shows the results of the Granger
causality test for each cryptocurrency. The results show that changes in
Wikipedia views Granger causes changes in price for 5 cryptocurrencies,
namely Bitcoin, Ethereum Classic, Monero, Stellar, Tether. Changes in a
cryptocurrency price on the other hand cause changes in Wikipedia views in
case of Bitcoin, Dash, EOS, Ethereum, Ethereum Classic, Litecoin, Monero,
Ripple, Stellar, Tether. For Wlkipedia edits, a change in Wikipedia edits
shown to Granger cause changes in price for only NEO cryptocurrency.
Finally, change in price Granger cause changes in Wikipedia edits for Bitcoin
and Monero. The Granger causality does not justity still the performance of
all the cryptocurrencies (only 4 cryptocurrencies), which imply that another
dynamics in play as we detailed in the main text.

Finally we show the evolution of the Sharpe ratio with time as shown in
figure C.8. Although the Wikipedia based strategy has overall higher Sharpe
ratio compared to the price and random baseline strategy (see main text), the

performance fluctuates over time.
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FIGURE C.7: Correlation between crypotocurrency’s market

properties and Wikipedia page views. The Pearson correla-

tion between changes in Wikipedia page views and changes in

trading volume (A) or price (B), measured across a cryptocur-

rency entire existence. Only significant correlations (p < 0.05)
are shown.
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TABLE C.5: Pearson correlation between Wikipedia views
and price and volume for each cryptocurrency. The table re-

ports the values for the Pearson correlation tests. r%, and P, are

the 2 and P values related to the Pearson correlation between
changes in Wikipedia views and changes in price. 72 and P, are
the 2 and P values related to the Pearson correlation between
changes in Wikipedia views and changes in price. Values are
sorted in ascending order according to the value of P,

Cryptocurrency r% P, r2 Po
Monero 0.1645 < 1072 0.1976 < 1012
Dash 0.1278 < 107° 0.2007 < 10713
Bitcoin 0.123 <107 0.2391 < 10718
Tether 0.1646 0.0008 0.384 < 10°1¢
Ethereum Classic  0.1143  0.0009 0.2594 < 10~
Stellar 0.0856 0.0038 0.1856 < 1010
Zcash 0.101 0.0038 0.1674 < 10
Ripple 0.0714 0.0099 0.2207 < 10~1¢
Litecoin 0.0661 0.0171 0.2011 < 1013
NEO 0.1175 0.0198 0.1759 0.0005
Dogecoin 0.06 0.0305 0.1861 < 10~

Bitcoin Gold ~ 0.1047 0.0383 0.1555 0.002
Ethereum 0.0459 0.1026 0.2256 < 101¢

EOS 0.0732 0.1723 0.2267 < 107°
Cardano —0.0638 0.2501 0.176 0.0014
OmiseGO 0.0332 0.5006 0.0837 0.0885
Bitcoin Cash ~ 0.0292 0.5245 0.2193 < 10~°
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TABLE C.6: Granger Causality between Wikipedia views

and edits and price for each cryptocurrency. The table reports

the values for the Granger causality tests. F,, and P, are the F

statistic and P values related to the hypothesis that changes in

Wikipedia views do not cause changes in price. F,, and P, are

the F statistic and P values for the hypothesis that changes in a

cryptocurrency price do not cause changes in Wikipedia views.

F.p and P, are the F statistic and P values for the hypothesis

that changes in a cryptocurrency Wikipedia edits do not cause

changes in its price. F,, and Py, are the F statistic and P values

for the hypothesis that changes in a cryptocurrency price do

not cause changes in its Wikipedia edits. Values are sorted in

ascending order according to the value of Py,
Cryptocurrency  F, Py Fpy Py Fep Pep Fpe Py,

Ethereum Classic 9.3007 0.0024 8.6553 0.0034 3.142 0.0767 0.9523 0.3294
Tether 9.244 0.0025 6.1783 0.0133 1.5401 0.2153 1.3332 0.2489
Bitcoin 5.6925 0.0172 19.442 0.0 1.2476 0.2642 6.2227 0.0127
Monero 4.8285 0.0282 20.9264 0.0 2.6284 0.1052 8.2711 0.0041
Stellar 41569 0.0417 25.1997 0.0 0.943 0.3317 0.3191 0.5723
Cardano 2.7315 0.0994 2.5546 0.1109 0.3401 0.5601 0.2431 0.6223
Dash 2.2928 0.1302 24.1867 0.0 0.3828 0.5362 1.5701 0.2104
Dogecoin 1.6981 0.1928 0.0023 0.9617 0.3467 0.5561 0.4643 0.4957
Zcash 1.6162 0.204 2.02 0.1556 0.5985 0.4394 0.4751 0.4908
NEO 1.515 0.2191 29372 0.0874 5.097 0.0245 0.5766 0.4481
Litecoin 1.1518 0.2834 9.0573 0.0027 0.386 0.5345 2.9388 0.0867
Ethereum 1.0931 0.296 252834 0.0 0.5141 0.4735 2.6115 0.1063
Bitcoin Cash ~ 0.3604 0.5486 0.1015 0.7501 0.9594 0.3278 0.3197 0.5721
Bitcoin Gold 0.29 0.5906 3.7785 0.0526 0.0625 0.8028 0.0487 0.8254
Ripple 0.1754 0.6754 6.6337 0.0101 0.5783 0.4471 0.2186 0.6402
OmiseGO 0.0199 0.8879 1.6613 0.1982 1.2272 0.2686 0.0219 0.8825
EOS 0.0048 0.9449 6.9566 0.0087 0.0152 0.9021 0.2413 0.6235
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FIGURE C.8: Sharpe ratio performance with time. The sharpe
ratio of the returns obtained using the Wikipedia-based strat-
egy (orange line), the baseline strategy based on prices (blue
line) and the random strategy (grey line). The Sharpe ratio cal-
culated using a 6-months rolling window. Data for the random
strategy is obtained from 1000 independent realizations. Re-
sults are shown for investments between July 2015 and January
2019 for all cryptocurrencies which can be traded marginally
combined.
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D Appendix to chapter 8

D.1 Parameter optimisation

In Figure D.1, we show the optimisation of the parameters w (A,C) and n
(B,D) for the baseline strategy. In Figure D.2, we show the optimisation of the
parameters w (A,D), Wiining (B,E), and 1 (C,F) for Method 1. In Figure D.3,
we show the optimisation of the parameters w (A,D), Wi gining (B/E), and
n (C,F) for Method 2. In Figure D.4, we show the median squared error
obtained under different training window choices (A), number of epochs (B)
and number of neurons (C), for Ethereum, Bitcoin and Ripple. In Figure D.5,
we show the optimisation of the parameter n (C,F) for Method 3.

D.2 Return under full knowledge of the market

evolution.

In D.6, we show the cumulative return obtained by investing every day in the
top currency, supposing one knows the prices of currencies on the following

day.

D.3 Return obtained paying transaction fees.

In this section, we present the results obtained including transaction fees
between 0.1% and 1% [282]. In general, one can not trade a given currency
with any given other. Hence, we consider that each day we trade twice:
We sell altcoins to buy Bitcoin, and we buy new altcoins using Bitcoin. The
mean return obtained between Jan. 2016 and Apr. 2018 is larger than 1 for
all methods, for fees up to 0.2% (see Table D.1). In this period, Method 3
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FIGURE D.1: Baseline strategy: parameters optimisation. The

sliding window w (A,C) and the number of currencies n (B,D)

chosen over time under the geometric mean (A,B) and the

Sharpe Ratio optimisation (C,D). Analyses are performed con-
sidering prices in BTC.

achieves positive returns for fees up to 1%. The returns obtained with a
0.1% (see Figure D.7) and 0.2% (see Figure D.8) fee during arbitrary periods
confirm that, in general, one obtains positive gains with our methods if fees

are small enough.

TABLE D.1: Daily geometric mean return for different trans-
action fees. Results are obtained considering the period be-
tween Jan. 2016 and Apr. 2018.

nofee 0.1% 02% 0.3% 0.5% 1%
Baseline 1.005 1.003 1.001 0.999 0.995 0.985
Method1 1.008 1.006 1.004 1.002 0.998 0.988
Method 2 1.005 1.003 1.001 0.999 0.995 0.985
Method 3 1.025 1.023 1.021 1.019 1.015 1.005
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geometric mean optimization
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FIGURE D.2: Method 1: Parameters optimisation. The sliding
window w (A,D), the training window Wiining (B,E) and the
number of currencies n (C,F) chosen over time under the geo-
metric mean (A,B,C) and the Sharpe Ratio optimisation (D,E,F).
Analyses are performed considering prices in BTC.

D.4 Results in USD

In this section, we show results obtained considering prices in USD. The
price of Bitcoin in USD has considerably increased in the period considered.
Hence, gains in USD (Figure D.9) are higher than those in Bitcoin (Figure 8.5).
Note that, in Figure D.9, we have made predictions and computed portfolios
considering prices in Bitcoin. Then, gains have been converted to USD
(without transaction fees). In Table D.2, we show instead the gains obtained
running predictions considering directly all prices in USD. We find that, in

most cases, better results are obtained from prices in BTC.

D.5 Geometric mean optimisation

In Figure D.10, we show the geometric mean return obtained by between

two arbitrary points in time under geometric mean return optimisation for
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FIGURE D.3: Method 2: Parameters optimisation. The sliding
window w (A,D), the training window Wiiuing (B,E) and the
number of currencies n (C,F) chosen over time under the geo-
metric mean (A,B,C) and the Sharpe Ratio optimisation (D,E,F).
Analyses are performed considering prices in BTC.

the baseline (D.10-A), Method 1 (Figure D.10-B), Method 2 (Figure D.10C),

and Method 3 (Figure D.10D).

TABLE D.2: Geometric mean returns in USD. Results are ob-
tained for the various methods by running the algorithms con-
sidering prices in BTC (left column) and USD (right column).

Geometric mean in USD (from BTC prices) Geometric mean in USD (from USD prices)

Baseline 1.0086

1.0141
Method1 1.0121 1.0085
Method2 1.0091 1.0086
Method3 1.0289 1.0134




Appendix D. Appendix to chapter 8

169

0.020

0.015

mse

0.010

0.005

0.014

0.012

0.010

mse

0.008

0.006

0.004

0.016
0.014
0.012

0.010

mse

0.008
0.006

0.004

- Bitcoin

Ethereum

-o- Ripple  -e--

—e— Average

--e-- Bitcoin -#-- Ripple —--o-- Ethereum —e— Average 1
@ —mmmmmmm——mmmmmm——m e ———— = B e ) 7T
250 500 750 1000 1250 1500 1750 2000
epochs
T T T T T T T T T
O = o P o
c _
--e-- Bitcoin -#-- Ripple -o-- Ethereum —e— Average i
it PR S R ST ® |
1.0 1.5 2.0 25 3.0 35 4.0 45 5.0
neurons

FIGURE D.4: Method 3: Parameters optimisation. The me-
dian squared error of the ROI as a function of the window size
(A), the number of epochs (B) and the number of neurons (C).

Results are shown considering prices in Bitcoin.
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Method 1 (orange line), Method 2 (green line), and Method 3
(red line). Results are shown in Bitcoin.
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FIGURE D.9: Cumulative returns in USD. The cumulative
returns obtained under the Sharpe Ratio optimisation (A) and
the geometric mean optimisation (B) for the baseline (blue line),
Method 1 (orange line), Method 2 (green line) and Method 3
(red line). Analyses are performed considering prices in BTC.
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