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Abstract

The next generation of fog-enabled cyber physical systems (Fog-CPS) face numerous security,
privacy and trust challenges. Establishing trustworthy and dependable Fog-CPS systems
demand an integrated approach that adapts a multi-faceted and multi-dimensional solution
strategy to countermeasure the challenges faced by the Fog-CPS systems. However, to the
best of this researcher’s knowledge, none of the existing studies had adopted an integrated
approach to solve the challenges faced by the Fog-CPS systems. Considering the limitations
of the existing studies, this research proposes an integrated framework for fog-CPS systems
that addresses their security and trust challenges.

The proposed framework is comprised of two main components, 1) security component
(SC) and 2) trust management system (TMS). The SC component guarantees that all entities
of a Fog-CPS system i.e. fog nodes and cyber physical system (CPS) devices, have unique
identities and only authorized parties can access the fog resources. The TMS component
ensures that Fog-CPS entities are trustworthy. To be more specific, fog nodes are providing
the acceptable quality of service based on the requirements of a specific Fog-CPS use case
under consideration. Moreover, it also guarantees that CPS devices are not compromised
and reporting actual communication parameters, namely, energy consumption, bandwidth
and response time. The parameters reported by CPS devices are subsequently used as an
evidence in trust computation for fog nodes.

As part of the SC, a novel lightweight encryption scheme based on elliptic curve cryptog-
raphy is proposed to enforce robust authentication and authorization. The proposed scheme
uses the inherent attributes of CPS devices to generate the cryptographic key pairs. The
attributes belonging to CPS devices enables robust authentication and authorization. Unlike
existing attribute based encryption (ABE) and identity based encryption (IBE) schemes, in
the proposed scheme, each entity/CPS device generates its own public/secret key pair and
does not need a certification authority (CA) to authenticate the public keys of other entities.
Each CPS device can calculate each other’s public keys, which are based on a shared attribute
set.

Moreover, in the case of key revocation, the proposed scheme considers a light and
efficient approach wherein the new keys are generated by incurring an overhead of only one



x

extra component. The experimental results of the proposed scheme demonstrate that it is
computationally efficient compared to existing ABE schemes which are based on bilinear
pairing and elliptic curves.

The TMS, the second component of the proposed framework, evaluates the performance
of Fog-CPS entities based on a set of QoS parameters and network communication features. It
subsequently computes their trust. Trust computation is formulated as a statistical regression
problem, and the random forest regression is employed to solve it.

A Fog-CPS system is an inherently open and distributed, it is therefore vulnerable to
collusion, self-promotion, bad-mouthing, ballot-stuffing and opportunistic service attacks.
The compromised entities can impact the accuracy of trust computation model by increas-
ing/decreasing the trust of other nodes. These challenges are addressed by designing a
generic trust credibility model which can countermeasures the compromise of both CPS
devices and fog nodes. The credibility of each newly computed trust value is evaluated and
subsequently adjusted by correlating it with a standard deviation threshold. The standard
deviation is quantified by computing the trust in two configurations of hostile environments
and subsequently comparing it with the trust value in a legitimate/normal environment. Trust
computation results demonstrate that credibility model successfully countermeasures the
malicious behaviour of all Fog-CPS entities i.e. CPS devices and fog nodes.

The trust computed by the TMS component is incorporated in access control policies and
ensures that only trusted entities are granted access to fog resources and collaborate with
other entities in the system. The integration of two components, SC and TMS ensures that
security and trust challenges of Fog-CPS systems are adequately addressed.
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Chapter 1

Introduction

1.1 Research Background

Considering recent research and development endeavours towards urbanization, future cyber
physical systems (CPS) are expected to be much more complex particularly in terms of
scalability, heterogeneity of security requirements and resource availability. Moreover, it is
estimated that in the near future, CPS systems will scale exponentially. According to Cisco,
50 billion devices will be connected to the Internet by 2020 (Evans, 2011) and this number
will reach 500 billion by 2025 (Camhi, 2015). Besides that, by 2021, the data produced by
interconnected devices will reach 500 zettabytes (ZB). However, the global data centres have
the capacity to handle only 20.6 ZB of IP traffic (Cisco, 2018).

The above statistics suggest that the current cloud-based architectural approaches cannot
sustain the projected data velocity and volume requirements of future CPS systems. Precisely,
unfettered cloud-only solutions are impractical for many real-world CPS use cases, namely
smart grid, smart traffic and smart cities, which generate a massive amount of sensory and
contextual data. Considering the forecast exponential growth, the CPS deployment model
has shifted from cloud to fog.

Fog computing and the CPS paradigm complement each other and are the enabler of
next generation CPS systems. The next generation fog-enabled cyber physical systems
(Fog-CPS) extend the functionality, features and capabilities of fog computing and CPS
systems. Fog-enabled solutions are more suitable for CPS systems as the services with
reduced latency, network jitter and response time are located near the edge of the network
(OpenFog Consortium Architecture Working Group, 2017).

Despite the opportunities provided by Fog-CPS systems, they face increased security,
privacy and trust challenges. CPS devices are vulnerable to cybersecurity challenges and
threats due to their resource limited capabilities and lack of protection mechanisms. In Fog-
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CPS systems, inter-device and inter-system collaborations are subject to risk and uncertainty.
The compromise of one component can trigger malicious behaviour in other interacting
components.

Recent cyber attacks on CPS systems including the Ukrainian power grid (Lee et al.,
2016), DNS provider Dyn (Lewis, 2017) and the Stuxnet worm (Kushner, 2013) attack on
Iranian nuclear facilities underline the threat of connectivity and vulnerability of resource
constrained devices to be compromised. For instance, in the case of Dyn, the distributed
denial of service attack was launched by small compromised devices which formed a botnet
and collapsed the fundamental infrastructure comprising the Internet. In Stuxnet (Kushner,
2013), the worm stealthily spread between computers running Windows by exploiting the
privilege escalation vulnerabilities.

Moreover, recent breaches in cloud also indicate the security and privacy challenges
that Fog-CPS systems might face. The year 2014 in particular witnessed quite a number
of security attacks. In Sage security breach (BBC News, 2016), personal information of
employees working at 280 organizations was compromised. The security breach occurred
as a result of "unauthorised access" by someone using an "internal" company login. In
November 2014, the network of Sony corporation (BBC News, 2014) was attacked by a
malware. Hackers accessed data including personal information of employees, financial
details, email accounts and unreleased films. Additionally, hackers destroyed thousands of
Sony’s computers and hundreds of its servers following the attack.

The Home Depot (Krebs, 2014) security breach was another high level cybersecuity
incident in which 56 million credit and/or debit cards and 53 million email accounts were
compromised. Hackers also gained access to Home Depot’s systems for nearly a six month
period from April to September 2014. Moreover, in the first iCloud (Lewis, 2014) attack,
hackers broke into the personal Apple accounts of celebrities and publicized their private
photographs on the web. Images were believed to had been obtained via a breach of Apple’s
cloud services suite iCloud. The lack of two-factor authentication was deemed to be the
reason behind unauthorized access. The Target security breach compromised up to 70 million
customers’ credit card information during the holiday season of 2013. The hackers gained
access by stealing credentials from a third-party HVAC company through phishing emails.
This network breach revealed many holes in the security strategy of the company.

As the communication in Fog-CPS systems is analogous to the communication between
CPS devices and cloud, similar attacks could also be launched in Fog-CPS systems. The
above mentioned attacks underline that Fog-CPS systems could become new targets for
hackers and could bring enormous risks to their availability and reliability. More specifically,
in Fog-CPS systems, machine-to-machine (M2M) communication takes place between
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autonomous embedded devices (i.e. sensors and actuators) or between sensing devices, fog
nodes and cloud services. M2M communication can be compromised via several attacks
such as interception (i.e. eavesdropping), interruption (i.e. DoS attacks), modification (i.e.
packet payload manipulation in transit) and fabrication (i.e. man-in-the-middle attack).
The above attack mechanisms are results of the lack of confidentiality, authentication and
authorization. Therefore, it is essential to secure the communication such that no malicious
entities can purposefully manipulate it.

Moreover, a few of the other challenges have their roots in the unique features of fog
computing such as decentralized infrastructure, mobility support, location awareness and
low latency. To be more specific, in Fog-CPS systems, the fog nodes provide cloud services
including, compute, storage, network and security to CPS devices and other components. As
the fog nodes are deployed near the edge of the network, the end devices provision services
from nearby fog nodes. Resultantly, the sensitive information of users ends up being shared,
processed and stored on fog nodes which subsequently leads to the leakage of identity, data,
usage and location information (Ni et al., 2018). These various details can be correlated to
generate user profiles and further risk the privacy of individuals.

Furthermore, location based services are prevalent in Fog-CPS systems, they can leak the
trajectory information of users and/or devices. Sharing of location information is inevitable
in such systems and therefore demand sophisticated privacy preserving solutions which
maintain a balance between user privacy and data utilization. The above mentioned facts
highlight that privacy is a critical issue in fog-CPS systems and is way more complex than
cloud computing and CPS systems operating in a controlled environment.

Likewise, the decentralized architecture and mobility support features of fog computing
introduce trust issues in Fog-CPS systems. Unlike cloud servers, there is no predefined
network architecture for Fog-CPS systems, the fog nodes can join and leave the network
depending upon resource requirements of a specific use case under consideration. Some
fog nodes which were part of the network could no longer exist and need to be replaced
with other fog nodes. This could happen for various reasons including inability to provide
quality of service (QoS), load balancing, service cost, energy usage, node capture or some
other attacks. Additionally, similar to CPS devices, fog nodes are also deployed in open and
untrusted environments and are therefore at risk of being compromised, broken and stolen.

Precisely, before any prior interaction, both CPS devices and fog nodes have no idea
about how their partners will behave. Without trust mechanisms, such interactions are subject
to risk and uncertainty that an entity might experience. The unintended outcomes of Fog-CPS
systems can be subject to environmental disruption, operation in untrusted locations, human
user and operator error, and attacks by hostile parties.
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Having discussed the various aspects related to Fog-CPS systems, it is clear that estab-
lishing trustworthy systems is not trivial. Such complex scenarios require solutions that
guarantee the Fog-CPS systems do not deviate from their designed behaviour when operat-
ing in hostile environments or in events of compromise. This researcher believes a secure
integrated framework that takes into consideration the security and trust characteristics can
address the challenges faced by the Fog-CPS systems. It can also alleviate the risk and
uncertainty associated with interactions in open and distributed Fog-CPS environments.

The Fog-CPS systems face numerous challenges (mentioned above) which could be
addressed by employing novel security mechanisms. However, this research focuses on
addressing only interception, modification and fabrication attacks. Protection against inter-
ruption (DoS) attacks is out of the scope of this research. It is believed that the security goals
i.e. data confidentiality, authentication, and authorization can guarantee protection against
interception, modification and fabrication attacks. Precisely, a new attribute based encryption
scheme is proposed to achieve data confidentiality, authentication, and authorization in a
fog-based system. Precisely, in Fog-CPS systems, data confidentiality measures are required
to ensure that only authorized fog nodes and CPS systems have access to the sensitive data.
Authentication mechanisms establish the identities of fog nodes and CPS systems, and
prevent the fake entities from joining the network. Likewise, authorization mechanisms
specifically access policies ensure no unauthorized party can access the fog resources.

Additionally, the dependable behaviour of the Fog-CPS systems can be guaranteed by
robust behavioural monitoring. Ensuring predictable system behaviour based on a set of
predetermined conditions is very challenging. However, the interactions of the collaborating
CPS devices and fog nodes can be evaluated based on various dimensions such as service
quality, competence, integrity, benevolence, honesty, and capability. Each of the above
mentioned dimensions of trustworthiness is an indicator of the system behaviour and guaran-
tees that CPS systems and other components are performing as expected. After monitoring
the interactions, trust can subsequently be computed to evaluate the performance and/or
behaviour of a Fog-CPS system under consideration.

From the above discussion, it is clear that multitude of problems faced by the Fog-CPS
systems require a multi-dimensional and integrated solution strategy. Proposing a solution
which focuses on a single aspect, i.e. security, trust, safety, or reliability is not desirable. This
researcher believes achieving the security goals and the trustworthiness properties would
make certain that Fog-CPS entities are invulnerable to malicious attacks and environmental
disruptions. Such an approach would also ensure the dependable performance of fog nodes.
To be more specific, data and processes running on fog nodes could be completely decoupled
and could not be modified and/or misused by malicious parties in the events of node mobility.
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1.1.1 NIST Definition of CPS Trustworthiness

Adapting an integrated approach is also aligned with the recommendations of the NIST CPS
framework. NIST, in June 2017, published a report with title "Framework for Cyber Physical
Systems: Volume 2, Working Group Reports" (NIST, 2017). This publication covers different
aspects related to cyber physical systems (CPS), 1) vocabulary and reference architecture,
2) cybersecurity and privacy, 3) data interoperability, 4) timing and synchronization, and 5)
use cases. The report of the cybersecurity and privacy sub-group highlights the security and
privacy challenges arising due to the interaction of heterogeneous and distributed components
and systems in the cyber and physical worlds. It is further maintained that the notion of chain
of trust is essential for CPS environments that contain diverse hardware and software systems
and need to preserve integrity to perform mission-critical tasks. Moreover, the NIST report
defines the trustworthiness of CPS systems as follows:

"Trustworthiness is the demonstrable likelihood that the system performs according
to designed behaviour under any set of conditions as evidenced by characteristics includ-
ing, but not limited to, safety, security, privacy, reliability and resilience." (NIST, 2017)

However, each of these trustworthiness properties could itself be a research topic and
their integration could be another research work. Considering the wide scope of CPS systems
trustworthiness, this work focuses on security and trust and demonstrate how their integration
can lead to a trustworthy and dependable Fog-CPS system. The purpose of discussing the
NIST CPS framework is to highlight that this research work is timely and aligned with their
recommendations.

1.1.2 Existing Approaches

Next, existing approaches to address the security and trust challenges of the Fog-CPS systems
are discussed. To the best of this researcher’s knowledge, no secure integrated framework
exists for Fog-CPS systems in the literature. A few recent studies have proposed some
frameworks for IoT, Cloud, WSN and VANETs etc. As the Fog-CPS systems also share
many commonalities with the above mentioned systems the frameworks proposed for these
systems have also been discussed. Moreover, related security schemes and trust models
which are proposed for Fog-CPS systems are also discussed.
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Integrated Frameworks

Hao et. al (Wu and Wang, 2018) propose a collaborative game theory based security
detection framework for IoT. The framework models the confrontation between an attacker
and defender to identify the security events. Moreover, collaborative information sharing is
achieved by the consensus protocol. George et. al (George and M. Thampi, 2018) adopt a
graph modelling approach to identify the relationship between vulnerabilities in an industrial
IoT system. The security issues are formulated as graph-theoretic problems. The study
also proposes some risk mitigation strategies which can detect and remove the attack paths
with high risk and low hop-length. Muhammad et. al (Muhammad et al., 2018) propose a
surveillance framework for IoT systems using probabilistic image encryption. The study
uses a video stigmatization method to extract the information frames and further encrypts the
images to prevent data modification attacks.

Mick et. al (Mick et al., 2018) propose a lightweight authentication and secure routing
scheme for smart cities. The study advocates that named data networking is more suitable
for IoT than a host-centric Internet Protocol (IP) model. Cha et. al (Cha et al., 2018) propose
a privacy framework in which users can set their privacy preference on Bluetooth low energy
based applications. Fadi et. al (Al-Turjman et al., 2017) propose a key agreement framework
which is based on the mobile-sink strategy and extends user authentication to the cloud-
based applications. The proposed framework is based on bilinear pairing and elliptic curve
cryptography (ECC). Chen et al. (Chen et al., 2015b) propose a distributed authentication
framework for the multi-domain M2M environment. The proposed framework employs a
hybrid encryption scheme involving identity based encryption (IBE) and advanced encryption
standard (AES).

Alhanahnah et. al (Alhanahnah et al., 2018) propose a context-aware multifaceted trust
framework for evaluating the trustworthiness of cloud services. The overall trust in a cloud
service is computed by considering both service characteristics and user perspective. Service
level agreement (SLA) based trust is computed by employing analytic hierarchy process
(AHP) whereas the non-SLA based trust is computed by fuzzy simple additive weighting
(FSAW). Namal et. al (Namal et al., 2015) propose a trust management system (TMS) for
cloud-based IoT applications. The study employs "Weighted Sum" for trust aggregation
and considers multi-dimensional parameters, namely availability, reliability, capability and
response time for trust formation.
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Security Schemes and Trust Models

Next, some related security schemes and trust computation models are discussed. To secure
the communication in cloud-assisted CPS systems, the literature adopts a hybrid approach
in which both symmetric (AES-based) and asymmetric (RSA-based and ABE) encryption
techniques are used. AES (Advanced Encryption Standard) is used to encrypt the communi-
cation between sensor nodes and the gateway, whereas the asymmetric schemes are used to
encrypt the communication between the gateway and the service provider.

Recently, Mahmood et al. (Mahmood et al., 2018) proposed an authentication scheme for
smart grid. The major limitation of the proposed scheme is the scalability in case of large-
scale CPS systems. Kocabas et al. (Kocabas et al., 2016) present a medical cloud-assisted
CPS architecture consisting of acquisition, pre-processing, cloud, and action layers. The
study proposes an AES (Advanced Encryption Standard) symmetric key encryption scheme
for communication between acquisition and pre-processing layers. The key disadvantage
of (Kocabas et al., 2016) is the key management of symmetric keys in such a complex
environment. Yeh et. al (Yeh et al., 2018) propose a variant of a ciphertext-policy attribute
based encryption (CP-ABE) scheme for eHealth systems. Similar to existing ABE schemes,
the proposed CP-ABE scheme employs fine-grained access control in cloud-based personal
health care applications. The major limitation of the proposed scheme is the scalability in
case of large-scale IoT systems.

Sravani et. al (Challa et al., 2017) present a signature-based authenticated key establish-
ment scheme for IoT applications. Chunqiang et. al (Hu et al., 2016) propose a communica-
tion architecture for Body Area Networks (BANs) and design a scheme to secure the data
communication between wearable sensors and data consumers (doctors and nurses). They
propose the CP-ABE and signature-based schemes to store the encrypted data at the data sink.
Alrawais et. al (Alrawais et al., 2017) propose a key exchange protocol based on ciphertext
policy attribute-based encryption (CP-ABE) to secure communications in fog-enabled IoT
systems. The security properties namely confidentiality, authentication, verifiability and
access control, in such an environment are achieved by combining CP-ABE with digital
signature techniques.

Moreover, some studies also propose proxy re-encryption schemes whereby fog nodes
re-encrypt the ciphertexts and/or keys for end devices. Wang et. al (Wang, 2018b) propose an
ID-based proxy re-encryption scheme to secure the communication between end devices and
cloud. The proposed scheme is leakage resilient in auxiliary input model. It follows a hybrid
encryption approach wherein the data files are encrypted using symmetric keys, whilst the
symmetric keys are encrypted with the master public keys. Whenever an end device wants to
access a file it sends a request to cloud which subsequently sends the encrypted symmetric
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key to fog nodes. Upon receiving the encapsulated ciphertext, the fog nodes re-encrypt the
key to generate the decryption key for the end device.

Jiang et. al (Jiang et al., 2018) investigate the property of key-delegation abuse in ABE
systems. A provably secure CP-ABE scheme against key-delegation abuse is proposed. A
new security game model against key-delegation abuse is also introduced. The new feature of
the proposed CP-ABE scheme is proved in a generic group model. An application of traitor
tracing CP-ABE scheme is also presented.

Diro et. al (Diro et al., 2018) propose a proxy re-encryption scheme based on elliptic
curves for securing communication between fog nodes and IoT devices. In the proposed
scheme, the computationally heavy cryptographic operations are offloaded to fog nodes
which act as broker. The fog nodes convert a message m encrypted under the public key
PK1 of the receiver to another ciphertext using another public key PK2 without revealing the
contents of the message and private keys. The proxy re-encryption scheme guarantees data
confidentiality.

To the best of this researcher’s knowledge, there is no trust computation model and/or
TMS for Fog-CPS. As the Fog-CPS shares many commonalities with cloud computing
(Alhanahnah et al., 2018; Fan and Perros, 2014; Ghosh et al., 2015; Li et al., 2015; Nagarajan
and Varadharajan, 2011; Xiaoyong et al., 2015), Internet of Things (IoT) (Namal et al., 2015)
(Nitti et al., 2014), wireless sensor networks (WSN) (Li and Song, 2017), and mobile adhoc
networks (MANETs) (Shabut et al., 2015; Wang et al., 2014; Xia et al., 2016), the models
proposed for these systems are somewhat relevant.

The majority of studies compute trust in cloud services on the basis of objective trust but
some adopt a hybrid approach (Alhanahnah et al., 2018; Fan and Perros, 2014; Ghosh et al.,
2015; Lu and Yuan, 2018; Nagarajan and Varadharajan, 2011; Xiaoyong et al., 2015) where
trust is the fusion of objective and subjective evidence. The literature identifies two popular
methods to compute objective trust, a) subjective logic (Josang and Ismail, 2007), and b)
real-time adaptive trust evaluation approach (Lu and Yuan, 2018) (Li et al., 2015) (Xiaoyong
et al., 2015). In adaptive trust evaluation approaches, the trust computation problem is
modeled as a process of multi-attribute decision making (MADM) and weights are assigned
adaptively either by information entropy (Lu and Yuan, 2018) (Li et al., 2015) or maximizing
deviation method (Xiaoyong et al., 2015); whereas in subjective logic weights are assigned
manually or subjectively (Josang and Ismail, 2007).

Recently, Lu et. al (Lu and Yuan, 2018) adopted a TOPSIS approach (Technique for
Order of Preference by Similarity to Ideal Solution) for evaluating the trustworthiness of
cloud service by combining objective and subjective evidence. TOPSIS is a multi-criteria
decision analysis method. Somu et. al (Somu et al., 2018) propose a hypergraph binary fruit



1.2 Research Motivation 9

fly optimization based service ranking algorithm (HBFFOA) for selection of trustworthy
cloud services.

Tian et. al (Tian et al., 2017) propose a trust evaluation approach for sensor-cloud
systems. In this work, trust evaluation issue is formulated as a multiple linear regression
(MLR) problem. Wang et. al (Wang et al., 2014) proposed a logistic regression based
trust Model for MANETs. Soleymani et. al (Soleymani et al., 2017) employ fuzzy logic
based on experience and plausibility to establish trust among vehicles in vehicular ad hoc
networks (VANETS). In this work, fog nodes are entrusted with the task to evaluate the
correctness of the information received from authorized vehicles. Likewise, the study in
(Wang et al., 2018b) also employs fog computing to evaluate trustworthiness in sensor-cloud
systems. It proposes a hierarchical trust computation mechanism to compute trust in the
sensor network and between sensor service providers and cloud service providers. Moreover,
for trust computation in CPS systems, many different approaches namely trusted computing
(Rein et al., 2016), game theory (Pawlick and Zhu, 2017), and generic probabilistic graph
modelling (Wang, 2018a) have been proposed.

1.2 Research Motivation

Having discussed the related studies for the Fog-CPS systems the discussion now moves to
their limitations and the need to design a new secure integrated framework.

The frameworks discussed in the previous section have the following limitations. Firstly,
the cited studies have addressed these issues separately. They either address the security or
trust challenges, no study follows an integrated approach. Secondly, the security frameworks
based on graph modelling techniques do not achieve the fundamental security goals, namely
data confidentiality, integrity, authentication and authorization. The same is the case with
the key agreement frameworks, they also cannot enforce authentication and authorization.
Thirdly, no trust computation framework is proposed for Fog-CPS systems. Fourthly, in
existing trust models, the evaluation is partial. Trust is either computed for IoT devices,
sensor nodes or cloud services.

Furthermore, the cited encryption schemes also have a number of limitations. Symmetric
key schemes are suitable for resource constrained devices due to their smaller key sizes.
However, when short-size data is encrypted with a symmetric key, then the information which
is revealed about the key may be critical for ciphertext-only attack. Moreover, in large-scale
Fog-CPS systems, for instance, smart grid, the symmetric key management process becomes
very complicated and complex. Symmetric schemes also require a separate protocol for
session key agreement, distribution, and generation.
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Furthermore, existing attribute based encryption (ABE) and public key encryption (PKE)
(Bethencourt et al., 2007; Chen et al., 2011; Goyal et al., 2006; Zhou et al., 2015) also have a
number of limitations. Firstly, in PKE schemes, the generation, verification, and distribution
of certificates incur extra computation and communication overhead. Secondly, in existing
ABE schemes, there is a CA which generates secret keys. However, the compromise of
CA can endanger the secret keys and therefore the secrecy of encrypted messages. Thirdly,
in existing ABE schemes, all the attributes belonging to a user attribute set are used in
key generation. The privacy of attributes is compromised in case of leakage of secret keys.
Fourthly, ABE schemes which are based on bilinear pairing are computationally complex
and require large security parameters (i.e. 1024 or 2048-bit size). Fifthly, in ABE schemes
the access structures and/or policies have one-to-many association between attributes and
keys. In other words, they are based on a one-to-many relationship where many secret keys
are generated for a single set of attributes. All parties whose secret keys satisfy a specific
access policy can decrypt the ciphertext. Sixthly, the existing schemes focus on the key
establishment, authentication, and authorization.

Next, the limitations of existing trust computation models are discussed. Despite having
well established trust models for cloud computing, they cannot be directly applied to fog
scenarios due to the decentralized and distributed architecture of fog-enabled systems.

Most of the existing studies on IoT, MANETs, and CPS only evaluate the trustworthiness
of sensor nodes and CPS devices. However, as the fog nodes can be deployed in open and
unprotected environments, they are also vulnerable to cyber attacks and can therefore be
compromised. Nonetheless, as discussed above it is essential to evaluate the trustworthiness
of all Fog-CPS entities.

It is underlined that similar to other distributed systems namely P2P, MANETs, and
sensor clouds, the Fog-CPS systems are also vulnerable to self-promotion, bad-mouthing,
opportunistic service, on-off, collusion, Sybil, and ballot-stuffing attacks. These attacks
aim to degrade the accuracy of the trust computation model or impact the availability of
TMS itself. For instance, in a self-promotion attack, attackers attempt to increase their own
trust by reporting false parameters. A bad-mouthing attack occurs when a node gives bad
recommendations about other nodes. In the case of a Fog-CPS system, malicious CPS devices
can send false parameter reports regarding their experience with fog nodes to purposefully
decrease their trust.

Additionally, fog nodes can be opportunistic at times meaning that they will provide
good services only for their own benefit. Similar to opportunistic service, in on-off attacks,
malicious entities can behave in ways that are good and bad depending upon the situation.
Likewise, in collusion attacks, several compromised CPS devices can collaborate to modify



1.3 Overview of the Approach 11

the trust results of other Fog-CPS entities. In a Sybil attack, a malicious node (i.e. CPS
devices in Fog-CPS systems) can create several fake IDs to report false values of trust
parameters. Moreover, in Fog-CPS systems, a ballot stuffing attack occurs when a CPS
device submits more parameter reports than permitted in a given time period with the aim of
attackers being able to affect the trust of fog nodes.

These attacks can result in imprecise trust computation which does not reflect the true
actions and/or performance of Fog-CPS entities. It is therefore essential to devise counter-
measures against these attacks such that the trust cannot be maliciously manipulated.

1.3 Overview of the Approach

To address the limitations of existing encryption schemes and trust computation models,
this research work proposes a novel integrated security framework which is an enabler of
trustworthy and dependable fog-based systems. The proposed framework is comprised of two
fundamental components, 1) a security component (SC) and 2) a trust management system
(TMS). The SC guarantees that all entities of Fog-CPS, i.e. fog nodes and cyber physical
system (CPS) devices, have unique identities and only authorized parties can access the fog
resources. The TMS evaluates the trustworthiness of Fog-CPS systems by computing trust
for each of the entities. Trust computed by TMS is further used in access control policies to
guarantee that only trusted entities can request fog services and collaborate with other entities
in the system. The integration of SC and TMS ensures that security and trust challenges are
adequately addressed.

As part of SC, a novel lightweight encryption scheme based on elliptic curves is proposed
to enforce robust authentication and authorization. ECC schemes are more efficient since they
use smaller key sizes (i.e. 128 or 256-bit) and are therefore more suitable for resource limited
Fog-CPS systems. The motivation comes from the IBE and ABE schemes. This researcher
believes that inherent properties/attributes of CPS devices can be used for identification,
authentication, and authorization. All CPS devices from a single sensor to a fog node are
characterized by a set of attributes e.g. identities, interactions, types of data (stored and
processed), and locations etc. These inherent attributes of CPS devices are considered
as an initiative to create cryptographic keys. The scheme presented here combines the
properties of IBE, ABE, and asymmetric encryption schemes as it uses attributes to generate
the public/secret key pair.

Moreover, in the proposed scheme, the CA cannot decrypt the messages exchanged
among CPS devices thus maintaining their privacy. This is achieved by dividing the attribute
set into two parts namely secret and shared attributes. The secret attributes are only shared
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with CA which registers the entities and publishes the public keys. The registration of
CPS entities with CA ensures that published partial public keys are authentic and do not
need any further verification. However, as the secret attributes are only known to CA, the
other collaborating CPS devices cannot verify them. To address this problem, a notion
of shared/public attributes is introduced. The shared attributes are known to collaborating
Fog-CPS entities which generate the final public and secret keys.

The encryption and decryption would take place using the final public and secret keys.
Such an approach is advantageous for two reasons, 1) the secret attributes are only shared
with the CA and the leakage of secret keys would not risk the communication of collaborating
entities and 2) the scheme is scalable because the final public keys are generated by the
collaborating devices themselves without the aid of CA. Any device can generate the final
public keys of other devices. Additionally, this scheme eliminates the need to have separate
constructions for authentication and authorization, as only those devices which possess a
shared attribute set can collaborate. Furthermore, upon key revocation, the key regeneration
process is lightweight, since we do not repeat the whole key generation process.

Considering the limitations of existing trust computation models, this work proposes a
holistic TMS for Fog-CPS systems. The proposed TMS handles trust computation, man-
agement and dissemination. TMS evaluates the trustworthiness of Fog-CPS entities by
monitoring their behaviour based on quality of service (QoS) and network communication
features. Trust is computed for each fog node and CPS device, and is readily available for
other entities to access. Based on the trust, other devices can make a decision to collaborate.

Moreover, the proposed trust computation model includes several components for trust
computation and credibility evaluation of fog nodes and CPS devices. A major advantage of
the credibility evaluation is the prevention of Sybil, collusion, and data anomalies attacks.
TMS ensures the functionality of the Fog-CPS system is not compromised such that it
produces unintended outcomes.

Additionally, the integration of SC and TMS is achieved by embedding trust as an attribute
in the access control policies in the proposed Fog-CPS security scheme in SC component.
The access policies defined based on trust ensure that the entities with a desirable trust
score can decrypt the message and therefore collaborate with other entities in the system.
Integrating the system behaviour indicators (i.e. trust parameters) with security properties
would enable a multi-factor and multi-dimensional trustworthiness evaluation of Fog-CPS
systems. This researcher believes such an approach can alleviate the risk and uncertainty
associated with interactions in open and distributed Fog-CPS environments.
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1.4 Research Question, Objectives and Hypotheses

1.4.1 Research Question

How can trustworthiness in fog-enabled cyber physical systems (Fog-CPS) be improved?

1.4.2 Research Objectives

The objectives of this study are enumerated below:

1. Research Objective 1: To investigate the security and trust challenges of Fog-CPS
systems.

2. Research Objective 2: To integrate security and trust into a framework for the Fog-CPS
systems.

3. Research Objective 3: To propose an efficient and lightweight security component
which addresses security challenges namely data confidentiality, authentication, and
authorization.

4. Research Objective 4: To design a resilient and accurate trust management system
(TMS) for Fog-CPS systems.

1.4.3 Research Hypotheses

To achieve the research objectives following research hypotheses have been defined:

1. Research Hypothesis 1: It would be possible to investigate the security and trust
challenges of Fog-CPS systems by reviewing related literature including but not
limited to cloud-assisted CPS systems, fog computing architectures, IoT systems and
cloud computing.

2. Research Hypothesis 2: It would be possible to integrate the security and trust in a
security framework. The integration would enable multi-faceted and multi-dimensional
trustworthiness evaluation of Fog-CPS systems.

3. Research Hypothesis 3: An efficient and lightweight encryption scheme based on
elliptic curves can achieve data confidentiality, authentication and authorization by
employing attributes belonging to Fog-CPS systems for establishing identities and
access control.



14 Introduction

4. Research Hypothesis 4: A resilient and accurate trust management system (TMS) can
be designed to evaluate the trustworthiness of all Fog-CPS entities. It would also be
possible to protect the TMS against malicious attackers by incorporating some trust
credibility metrics.

1.5 Contribution

The main contributions of this thesis are as follows:

• Investigation of Security and Trust Challenges in Fog-CPS. This is the first part of
the research in which several CPS and fog computing systems were studied in order to
investigate their security, trust and privacy issues.

• Developing an Integrated Security Framework. An integrated security framework
was developed by following a cross-property trustworthiness and risk assessment
approach proposed by NIST (NIST, 2017). However, this research only considered
security and trust.

• Proposing an Efficient and Lightweight Security Component (SC). A lightweight
encryption scheme based on elliptic curves was designed to address the security
challenges of Fog-CPS systems.

• Designing of a Resilient and Accurate TMS. A resilient and accurate TMS was
developed to compute the trust of all entities in a Fog-CPS system. The TMS comple-
ments the SC system to address the security challenges and serves as a countermeasure
for malicious behaviour of Fog-CPS entities.

1.6 Thesis Outline

• Chapter 1 Introduction: This chapter provides information on the context of the
research in hand, together with the scope, aims and objectives, and the scientific
contribution of the research.

• Chapter 2 Literature Review: Chapter 2 throws more light on fog computing in-
cluding its architecture, features, and the integration with CPS. Moreover, it presents
related integrated frameworks. It also discusses the state of the art in security schemes
and security evaluation techniques. It further reviews the existing literature on trust
models.
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• Chapter 3 Secure Integrated Framework: Chapter 3 presents the proposed secure
integrated framework. It also presents a generalized architecture of a fog-enabled
smart power grid control system (Fog-SGC). It further discusses the security and trust
challenges specific to a Fog-SGC system.

• Chapter 4 Experimental Evaluation and Results: Chapter 4 presents the results of
the proposed SC and TMS systems.

• Chapter 5 Conclusion and Future Work: Chapter 5 concludes this thesis with a
summary of its key achievements, challenges and open ended research questions which
may be relevant to future research studies.

1.7 Publications

Parts of this dissertation have been published (Komninos and Junejo, 2015) and submitted to
reputed journals.

Published

• N. Komninos and A. K. Junejo, "Privacy Preserving Attribute Based Encryption
for Multiple Cloud Collaborative Environment," 2015 IEEE/ACM 8th International
Conference on Utility and Cloud Computing (UCC), Limassol, 2015, pp. 595-600.

Submitted

• A. K. Junejo, N. Komninos, M. Sathiyanarayanan and B. S. Chowdhry, "Trustee: A
Trust Management System for Fog-enabled Cyber-Physical Systems", IEEE Transac-
tions on Emerging Topics, November 2018.





Chapter 2

Literature Review

This chapter presents some background information related to CPS systems, fog computing
architecture and its features. Next, the related studies are presented. Following that, the
related integrated frameworks are reviewed. The state of the art in the security schemes is
also presented. Moreover, the trust computation models related to CPS, IoT, MANETs and
fog computing are discussed. Lastly, the enhancement of security techniques with trust is
discussed.

2.1 Fog Computing in Cyber Physical Systems

In Chapter 1, fog computing and Fog-CPS systems are briefly introduced. In this section,
fog computing architectures are discussed in detail. As a further matter, the features of fog
computing which make it well suited for CPS systems are briefly introduced. OpenFog
Consortium Architecture Working Group (2017) defines fog computing as follows:
Definition 1:

"A horizontal, system-level architecture that distributes computing, storage, control and
networking functions closer to the users along a cloud-to-thing continuum." (OpenFog

Consortium Architecture Working Group, 2017)

Fog computing architectures can broadly be classified into two categories (Ni et al., 2018):

1. Cloud-Fog-Device Framework

2. Fog-Device Framework
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Fig. 2.1 Three-Layer Architecture of Fog Computing (Ni et al., 2018)

2.1.1 Cloud-Fog-Device Framework

This framework consists of three distinct layers, namely, the device, fog and cloud, as
illustrated in Fig. 2.1. The three layers of "Cloud-Fog-Device" framework are organized
in an increasing order of computing and storage capabilities (Challa et al., 2017). Each
entity is equipped with wired (e.g., Ethernet, optical fiber), wireless (e.g., Bluetooth, LTE,
ZigBee, NFC, IEEE 802.11 a/b/c/g/n, satellite links) or a combination of both communication
technologies to achieve inter layer and cross layer communications (Sehgal et al., 2015). Fog
computing is a highly virtualized platform in which different virtualization technologies, such
as network functions virtualization and software-defined networks (Vaquero and Rodero-
Merino, 2014a) are used to achieve network virtualization and traffic engineering.

Similar to cloud computing, each of the above mentioned layers is scalable, meaning that
more CPS devices, fog nodes and cloud resources can be added to cope with the increasing
demand and load balancing. Moreover, similar to other distributed systems, these layers
can be connected with trusted third parties i.e. certification authorities (CA), key generation
authorities (KGA) and arbitrators to generate keys, issue certificates and handle threats in
case of some accidents and frauds. These trusted anchors introduce some initial level of trust
in fog computing based systems and enable a dependable and trustworthy environment.
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Device Layer

The device layer has two types of CPS devices, namely mobile and fixed. The mobile devices
such as wearables (i.e. smart watches, smart clothes, smart glasses, fitness trackers) and
mobile (i.e. smart phones and autonomous vehicles) are carried by the owners (Sehgal et al.,
2015). All devices belonging to the same owner, deployed at same place, and/or belonging to
the same company or organization can form a group and communicate with each other using
wireless ad hoc networks. Fixed CPS devices (e.g. sensors and RFID tags) are pre-deployed
in specific places to fulfill pre-defined tasks (e.g. traffic monitoring, water level checking,
products tracing, forest fire detection, smoke detection and air quality monitoring). The CPS
devices monitor the physical environments by collecting the sensory and contextual data and
subsequently reporting it to fog nodes. Large scale fog-enabled systems such as smart cities
would have thousands of CPS devices installed at several places to monitor and collect data
from different subsystems of future cities.

The CPS devices are resource constrained and cannot execute computationally heavy op-
erations (Gazis, 2017). Moreover, they cannot immediately respond to emergency situations.

Fog Layer

The fog layer consists of computational, storage and networking equipment commonly known
as fog nodes in the fog computing model (Ni et al., 2018). The fog nodes extend the cloud
services closer to the network edge and may be up to the CPS devices, IoT sensors and
actuators. The fog layer provides transient storage and real-time analysis on the data collected
by CPS devices. Depending upon a specific use case, in fog layer, there could be routers,
bridges, gateways, switches and base stations, augmented with computational capability
and local servers (e.g., industrial controllers, embedded servers, mobile phones and video
surveillance cameras) (Ni et al., 2018). The fog nodes are not completely fixed to the physical
edge, but should be seen as a fluid system of connectivity. Additionally, regarding the fog
networking, the study in (Chiang, 2015) underlines a few important aspects. It is argued that
fog networking constitutes two planes, namely, control plane and data plane. The control
plane is responsible for configuration and management of the network (e.g., sync routing
table information and efficient traffic control) Whereas the transfer of data from source to
destination is the responsibility of the data plane. The routing information is provided by the
control plane logic.
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Cloud Layer

The cloud layer in the Cloud-Fog-Device framework provides compute, storage and network-
ing services to cyber-physical applications from a global perspective. The cloud delivers
on-demand computing resources to users and/or CPS devices over the internet such that they
can access it from anywhere at any time. The multi-tenancy and virtualization technologies
allow the cloud resources to be shared among multiple users. Several CPS applications can
independently and concurrently run on the cloud.

Furthermore, the cloud layer hosts SaaS applications for the acquisition, processing,
presentation, and management of the sensory data. In the three-layer framework, the fog
nodes provide intermediary computational and storage services closer to the network edge
where the data is being generated. Such an approach enables real-time data processing and
quick decision making. However, the computationally intensive and data dense operations
related to advanced analytics and business intelligence (BI) in CPS applications (Inc., 2015),
such as smart power distribution (Jalali et al., 2016), health status monitoring (Bonomi
et al., 2012) and network resource optimization (Peng et al., 2016) are executed in the cloud
layer. In addition, the cloud also sends policies to the fog layer to improve the quality of
latency-sensitive services offered by fog nodes.

Fog-Device Framework

In the Fog-Device framework, there are two layers, namely the device and fog. In this
framework, several fog nodes collaborate with each other to offer services to CPS devices.
The Fog-Device framework can be employed in use cases such as decentralized vehicular
navigation (Ni et al., 2016), indoor floor plan reconstruction (Chen et al., 2015a), smart traffic
lights (Shropshire, 2014) and local content distribution (Ahmed and Rehmani, 2017).

2.1.2 Features of Fog Computing

The key features of fog computing are discussed below.

• Location awareness: The location of fog nodes can be traced actively or passively to
support devices with rich services at the network edge (Shropshire, 2014). As the fog
nodes are located in the vicinity of CPS devices, the regions in which CPS devices
are operating is known. Subsequently, the information regarding the local network
condition, mobility pattern of users and precise location information can easily be
retrieved.
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• Availability: Fog computing is more reliable than its counterpart traditional cloud
computing which suffers from a variety of connectivity problems. The higher reliability
guarantees higher availability of fog systems.

• Ubiquity: The ubiquitous presence of CPS devices and fog nodes ensures dependable
real-time applications in fog-enabled systems.

• Context Awareness: Fog nodes have greater context-awarenesses as they are located
in the proximity of CPS devices.

• Geographic Distribution: Unlike cloud servers which are located at remote places,
the fog nodes are deployed locally to cover wider geographic areas. The fog nodes can
be deployed at specific positions, such as along highways and roadways, on cellular
base stations, on a museum floor and at a point of interest (Shropshire, 2014). The
near-to end devices fog nodes can process the data streams in real-time thus ensuring
latency-sensitive applications in Fog-CPS.

• Low latency: Large-scale connected systems are generating data at an exponentially
growing rate. Sending all data to the cloud will result in performance and network
congestion challenges. Besides that, mission-critical use cases require real-time data
analysis because only then subsequent actions can be beneficial. The fog computing
paradigm fits well in scenarios where data will be processed within fog nodes and
response should be generated with low latency (Shropshire, 2014).

• Local Resource Pooling: In fog-enabled systems, the computational resources (e.g.,
processing, memory and communication) are provisioned from locally available fog
nodes.

• Large-Scale CPS Application Support : As mentioned in Section 1.1, 500 billion
devices will be connected to the Internet and will generate massive amounts of data.
Cloud computing cannot handle this exponential growth of data and service requests.
Owing to geographical distribution, local resource pooling, context and location aware-
ness features, fog computing can easily support large-scale cyber-physical applications
such as smart cities, environment monitoring, power grid management, water treatment
management and climate change monitoring. Moreover, fog computing is scalable and
can easily manage billions of CPS devices (Bonomi et al., 2012).

• Decentralization: Fog computing is a decentralized architecture such that there is
no centralized server to manage resources and services. The fog nodes self-organize
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to cooperatively provide real-time services and applications to users (Vaquero and
Rodero-Merino, 2014b).

• End Device Mobility: End devices can be fixed and mobile as well. Fixed devices
are pre-deployed as part of the infrastructure whereas the mobile devices (e.g. smart
phone, smart watch, smart glasses and smart vehicles) are owned by individuals and
their location varies with user mobility.

• Heterogeneity: A very distinct and challenging feature of fog computing is the
heterogeneity. The CPS devices and fog nodes are heterogeneous by design with
varying degrees of computation and storage capacity.

• Edge Analytics and Stream Mining: The near-user fog nodes are the key enablers
of enhanced user experience with reduced latency for quality of service (QoS).

• Capacity of Processing High Number of Nodes: The fog computing architecture is
highly scalable as fog nodes can be added and removed any time in the network. Owing
to these qualities, fog nodes can serve a large number of end devices and applications.

• Wireless Access: Most of the entities in fog computing are equipped with wireless
connectivity.

• Real-time Applications: Fog computing is an appropriate and viable platform for
real-time applications supporting fast data analysis and follow up actions.

Fog-enabled solutions are more suitable for CPS as the services with reduced latency,
network jitter and response time are located near the edge of network (OpenFog Consortium
Architecture Working Group, 2017). The above features and/or advantages of fog computing
are particularly important for mission-critical, data-dense, and latency-sensitive use cases,
such as power grid, health-monitoring, surveillance, gaming and video streaming where
a massive amount of data is being generated in order to solve the limitations in current
infrastructures.

2.1.3 Fog Computing Standards

Having presented the architecture and key features of fog computing, in this section the
endeavours of Open Fog Consortium to devise a reference architecture for fog computing are
discussed.

The OpenFog Consortium is a joint venture of big technology companies and academic
institutions namely, ARM, Cisco, Dell, Intel, Microsoft Corporation and the Princeton
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University Edge Laboratory. It was established on November 19, 2015. The OpenFog
Consortium aims to standardize and promote fog computing in various fields across numerous
disciplines. Recently, on 13 February 2017, the OpenFog Consortium released its Reference
Architecture (RA) (OpenFog Consortium Architecture Working Group, 2017). The RA marks
a remarkable first step towards creating an open architecture to enable high-performance,
scalable, interoperable and secure large-scale, data-intensive and complex CPS systems.
The OpenFog RA outlines deployments models for different types of systems ranging from
embedded to fully interconnected large clustered systems. Two major types of deployment
models include:

1. Hierarchical Deployment

2. Multi-tier Fog Deployment

Moreover, the RA also proposes fog deployment models for smart traffic systems, food
processing chains, smart cities and airport visual security use cases.

2.2 Integrated Frameworks

Having elaborated on several aspects of fog computing, the related studies are now presented.
Integrated frameworks are discussed first and subsequently the security schemes and trust
models are reviewed.

Mayer et. al (Mayer et al., 2017) present an open semantic framework (OSF) that enables
the users to create intelligent services by using all available resources. The study proposes the
use of semantic technologies namely ontologies of interlinked terms, concepts, relationships,
and entities to add meaning to the communication among different IoT devices. Sicari et. al
(Sicari et al., 2017) advocate the need to define dynamic policies to manage access control
and information distribution in IoT. A distributed middleware is proposed to disseminate
policies to different heterogeneous devices in an IoT network. The policies are applied to
the communication protocols and information shared between IoT devices. The correct
functioning of the middleware is guaranteed by integrating it with a synchronization system
which in turn enables the real-time distribution, update and enforcement of the policies.

Alippi et. al (Alippi and Roveri, 2017) underline that the current solutions proposed for
the CPS systems are inadequate to fulfil the dynamic service requirements coming from
either users or applications. To address these challenges, the study proposes an information-
centric approach that enables the development of homogeneous and harmonized smart CPS
systems. The proposed information centric adaptive systems (INCAS) framework is a layered
architecture comprised of approximate computing, fault diagnosis, energy management and
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learning in nonstationary environments. Mohsin et. al (Mohsin et al., 2017) propose a
probabilistic model checking framework to formally and quantitatively analyze the risks in
different configurations of IoT use cases. The proposed model takes an IoT configuration,
vulnerability scores and the capabilities of the attacker as input. It subsequently generates
the threat models to compute the attack likelihood and attacker cost for the specific IoT
configuration under consideration.

Hu et. al (Hu et al., 2017) propose a security and privacy preserving scheme to address
the challenges arising in a fog-based face identification and resolution framework. The face
identification approaches are widely being employed to establish identity management in
IoT. The proposed scheme employs fog computing to decrease the latency and processing
resources. In order to guarantee a reliable and dependable cloud service in a cloud-enabled
IoT environment, Chen et. al (Chen and Zhu, 2017) propose a contract based FlipCloud game.
The game assesses the quality of service (QoS) and security risks involved in the interactions
between IoT devices and the cloud under persistent threats. The game incorporates a pricing
mechanism for on-demand security as a service for cloud-based IoT systems. Similar to
(Chen and Zhu, 2017), the work in (Han et al., 2018) evaluates the security level provided by
a given cloud service under consideration in a cloud-based IoT system. The study proposes
a security assessment framework based on software defined networks. The three-layer
framework is designed by integrating the software defined networks and cloud IoT systems.
It consists of 23 different indicators to describe the security features. The authors claim that
the proposed framework can effectively evaluate the security level of a cloud IoT system
under consideration. The work in (Yin et al., 2018) detects and mitigates DDoS attacks
by employing the software-defined anything (SDx) network technology. The proposed
framework enables the secure management of IoT devices. It consists of a controller pool
containing SD-IoT controllers, SD-IoT switches integrated with an IoT gateway, and IoT
devices.

Khalid et. al (Khalid et al., 2018) presents a security framework for industrial CPS
systems in the context of industry 4.0. The application is demonstrated in a human-robot
collaborative system. The study comprehensively outlines the basic elements, and functional
requirements of a secure collaborative robotic CPS. It further describes the attack models
for such a system. The proposed security framework is based on a two-pronged strategy
wherein the data security is guaranteed at important interconnected adapter nodes. The
work in (DiMase et al., 2015) proposes a systems engineering framework for cyber physical
security and resilience. It is maintained that security can be guaranteed by ensuring resilience
of CPS systems. Such an approach will enable the application of both integrated and targeted
security measures and policies in critical infrastructure.
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The work in (Hahn et al., 2015) presents a multi-layered security analysis framework for
elaborating the cyber attacks and risks faced by CPS systems. The study further explores
the various notions related to attacks particular to CPS systems, namely attacker objectives,
cyber exploitation, control-theoretic properties and physical system properties. Additionally,
the proposed framework outlines the progressive stages of attacks to highlight the steps
required for an attacker to launch a successful attack against a CPS system. The study in
(Sarigiannidis et al., 2017) proposed an analytic framework for modelling security attacks
in IoT systems. The proposed framework employs dynamic G-network theory to model the
attacks. Furthermore, the positive arrivals denote the data streams that originated from the
various data collection networks (e.g., sensor networks), while the negative arrivals denote
the security attacks that result in data losses (e.g., jamming attacks). The intensity of an
attack is categorized as high and low depending upon the damage and/or losses caused.

The study in (Rathore et al., 2018) proposed a framework to select a robust security
service in a fog and mobile-edge computing environment. A soft hesitant fuzzy rough set
(SHFRS) approach is employed to solve multi-criteria decision making problems. SHFRS
approach is an integration of hesitant fuzzy rough set theory and hesitant fuzzy soft set.

Due to the decentralized nature of blockchain, it is being widely incorporated to address
various problems across diverse disciplines. Likewise, it is deemed as the most essential
cyber security technology to address the security and privacy challenges faced by emerging
computing paradigms, namely cloud-enabled IoT systems, CPS systems and industrial IoT
systems. The study in (Puthal et al., 2018) explains the key characterstics of the blockchain
technology and further underlines its applications, namely financial services, IoT and smart
health care etc. Rahman et. al (Rahman et al., 2018) propose a blockchain based mobile edge
computing secure therapy framework. The framework uses blockchain Tor-based distributed
transactions to preserve the therapeutic data privacy, ownership, generation, storage, and
sharing. Moreover, the edge computing paradigm is employed to reduce the bandwidth,
latency and processing time.
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2.3 Security Schemes

The literature is full of cryptographic and non-cryptographic techniques on authentication,
authorization and anonymization, proposed for various domains and application scenarios.
Figure 2.2 illustrates the classification tree for existing security and privacy techniques. The
security and privacy enhancing technologies can broadly be classified as:

• Cryptographic Techniques

• Non-Cryptographic Techniques

2.3.1 Cryptographic Techniques

The use of encryption techniques for securing open systems and ensuring confidentiality,
integrity, authentication and authorization has long been in practice. Encryption schemes can
be divided into three main types:

• Symmetric Key Encryption (Private Key)

• Asymmetric Key Encryption (Public Key)

• Cryptographic Hash Functions (No Key Algorithms)

Fig. 2.3 Symmetric Key Cryptography Based Communication System

2.3.2 Symmetric Key Encryption

In this type of encryption, same key is used for both the encryption and decryption . Figure
2.3 shows the symmetric key based communication between Alice and Bob. It can be
observed that same key is being used for encryption and decryption i.e. Ke = Kd . If Alice
wants to send a message to Bob encrypted using symmetric key encryption, then the key used
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for encryption must also be sent to Bob through some secure channel. Otherwise the key
exchange should take place before encryption. AES, 3DES, Twofish, and Blowfish are some
of the popular symmetric key encryption algorithms. In these schemes, the key is distributed
via a secure channel. With regard to security, the symmetric key encryption provides higher
level of security than asymmetric key encryption per bit. However, symmetric key encryption
has some disadvantages as listed below:

• Firstly, key distribution is a major problem as all parties need to have the same key.

• Secondly, the key management becomes quite difficult in large scale systems. Fur-
thermore, as the keys are changed frequently it also contributes to key management
problems.

• Thirdly, in some cases, the symmetric encryption cannot achieve authentication and
non-repudiation.

Fig. 2.4 Public Key Cryptography Based Communication System

2.3.3 Asymmetric Key Encryption

In early 1970s, Whitfield Diffie and Martin Hellman (Diffie and Hellman, 1976) proposed the
notion of public key cryptography. Asymmetric or public key encryption (PKE) solved some
of the fundamental problems of cryptography, namely key distribution, key exchange and key
management. In comparison to symmetric encryption, asymmetric encryption also provides
confidentiality, non-repudiation and authentication. Additionally, asymmetric encryption
involves several mechanisms, namely key exchange protocol, digital signature algorithms
and encryption. Soon after, the PKE schemes become the key techniques to secure data
transmission in distributed networks and/or systems.

In PKE, instead of one, two separate keys, namely public and private, are used for
encryption and decryption. As the name suggests, the public key is known to all while the
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private key is only known to a specific user. Anyone can use the public key to encrypt a
message but only the user who possesses the private key can decrypt it. Figure 2.4 illustrates
the public key based communication between Alice and Bob. This time two different keys
i.e. Ke and Kd are used for encryption and decryption. Alice uses Bob’s public key Ke to
encrypt a message for him. However, Bob uses its private key Kd to decrypt the ciphertext.

As shown in Fig. 2.2, there are different PKE schemes, namely RSA, ElGamal, Paillier,
functional encryption, digital signatures and group signatures etc. All asymmetric encryption
schemes have their roots in Diffie-Hellman (D-H) key exchange protocol (Diffie and Hellman,
1976) or the RSA cryptosystem (Rivest et al., 1978). The D-H key agreement protocol
employs cyclic groups with special properties. However, the RSA encryption does not
require the cyclic groups but uses similar arithmetic operations. Additionally, in RSA, the
order of the group is not known to the attacker.

Security of Public Key Cryptography

The security of PKE systems is based on following problems:

• Discrete Log Problem

• Computational Diffie-Hellman Problem (CDHP)

• Decisional Diffie-Hellman (DDH) Problem

But before discussing the above mentioned mathematical problems in details, the notion of
cyclic groups is introduced.

Cyclic Groups

In abstract algebra, a cyclic group G is a group that can be generated by a single element g,
called group generator. Other elements of the group G can be generated from the generator g
for some integer values i based on the form gi.

Implementation of Cyclic Groups

In abstract algebra, cyclic groups can be implemented based on two mathematical construc-
tions, namely finite fields and elliptic curves. Both of these are briefly discussed below but
elliptic curves will be explored in more detail later.
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Finite Fields

In order to generate a finite field, first, a large prime number p is chosen and then a subgroup
G1 of Z∗p of prime order q is chosen. However, for RSA crytosystems, p is chosen such that
it is the product of two large prime numbers i.e. R and S. In such cases, when the order of p
is not known, the computations still takes place in Z∗p.

Elliptic Curves

For elliptic curves, one takes an elliptic curve E over some finite field Fq and takes some
subgroup G of the group of points E(Fq) with prime order p, so the group operation is point
addition.

For elaborating above problems, following mathematical notations are used. Let G=
〈
g
〉

is a cyclic group of prime order p. Let g be a generator of G. Let a, b, c be integers in[
0, p−1

]
.

Discrete Log Problem (DLP)

DLP is a classical mathematical problem in cryptography. It is defined as follows:
Given a cyclic group G, a generator g and another element h of G, the problem is to find
the discrete logarithm to the base g of h in the group G. Or in other words, given the group
generator g, an element ga, the problem is to compute a.

Computational Diffie-Hellman Problem (CDHP)

In CDHP, the problem is to find a new group element given two group elements. For example,
given the group generator g of group G, two group elements ga, gb, the problem is to compute
gab.

Decisional Diffie-Hellman (DDH) Problem

In DDH problem, the task is to find the secret numbers without performing the actual
computations. Precisely, given g, and three other group elements i.e. ga, gb, gc, the problem
is to determine if ab = c. Majority of the cryptographic schemes are designed based on the
difficulty of solving one of these hard mathematical problems. If DLP can be solved for a
given group then all other problems such as CDHP and DDH can also be solved.
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Diffie-Hellman Key Agreement

Diffie-Hellman (D-H) key agreement is the first PKE protocol to share a secret key among
multiple parties. With this method, the shared secret key can be securely distributed over a
public network. There are two types of Diffie-Hellman key agreement protocols, namely,
two-party D-H and three-party D-H.

Two-Party D-H Key Agreement

In two-party key agreement, the secret key is shared between two parties, A and B. For secret
key sharing, both the parties need to agree on a cyclic group G of prime order p having a
group generator g. Once both the parties agree on group parameters, the secret key is shared
based on following steps:

1. A chooses a secret number a from a finite field Zp, likewise B also chooses a secret
number b ∈ Zp.

2. A then computes ga and sends it to B, in a similar fashion, B computes gb and sends to
X .

3. Next, A computes KB = (gb)a = gab, and B computes KA = (ga)b = gab.

4. Finally, both A and B have established the secret key K = KA = KB without revealing
their respective secrets, a and b.

Three-Party D-H Key Agreement

As the name suggests, in three party D-H key agreement protocol, there are three parties, A,
B and C who intend to share a secret key. The secret sharing among three parties cannot be
achieved by following the two-party method, as A cannot easily incorporate the public key of
C to generate the shared key gabc. To share the secret among three parties, bilinear mapping
is used. In bilinear mapping, the group elements of two cyclic groups are used to yield an
element of a third group:

e : G×G→GT (2.1)

where GT is a target group with |GT |=|G |= p. Using bilinear mapping, the secret among
three people is shared based on following steps:

1. Firstly, A, B and C each select a secret number a, b, c ∈ Zp respectively.

2. Next, A, B and C compute ga, gb and gc respectively and subsequently broadcast them.
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3. Following that A computes e(gb,gc) = e(g,g)bc and then raises this to his secret a to
compute the shared secret K = (e(g,g)bc)a = e(g,g)abc.

4. Lastly, B and C will also follow the same procedure in order to compute K.

Identity Based Encryption

Identity based encryption (IBE) is a type of the public key cryptography wherein any string
(i.e. email address) can be a valid public key. Unlike classical public key cryptography, with
IBE schemes, the public keys do not need to be distributed beforehand. Boneh and Franklin's
IBE scheme is perhaps the most famous early example of what could be achieved using
bilinear maps (Lynn, 2007a), though not the first (Sakai et al., 2000), (Joux, 2000). Apart
from IBE, bilinear mapping is used in several other applications, namely attribute based
encryption, attribute based signatures and anonymous credentials.

2.3.4 Cryptographic Hash Functions

Apart from symmetric and asymmetric encryption schemes, hash functions are also consid-
ered as the fundamental pillars of the modern cryptography. The hash functions takes as
input a string of any length but output is always of a fixed size. SHA1 (Gallagher, 2012),
SHA2, SHA3 (Morris, 2015) (recommended by NIST), MD4 and MD5 (Rivest, 1992) are
some of the hash functions.

For example, Alice wants to send a message to Bob. She calculates hash value of
the message using a hash function. She then encrypts the hash value using asymmetric
cryptography algorithm which is called a form of digital signature. Alice also creates an
arbitrary session key for symmetric encryption. The key is used for encryption of the message.
The private key is encrypted using public key of Bob using public key cryptography. Now
a digital envelope is formed, including the message and encrypted session key. Alice then
sends the digital envelope and digital signature to Bob. Bob retrieves the session key using
his private key. Finally, the message of Alice is decrypted with the help of symmetric key
algorithm using the session key. Alice also decrypted the hash value using the Alice public
key to verify integrity. Bob uses the decrypted message to generate a hash value using hash
algorithm and compare with the value of decrypted hash value. The hybrid procedure ensures
Bob several goals such as private message (symmetric encryption), the message is only for
Bob ( Bob’s private key used to decrypt), the message is not be altered (by matching hash
value) and Alice sent the message(Alice public key is used to generate the same hash value).
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2.4 Elliptic Curve Cryptography

Elliptic curve cryptography is also a type of public key cryptography. Both Koblitz (Koblitz,
1987) and Miller (Miller, 1986) proposed elliptic curve cryptography in 1985. ECC is based
on algebraic structures of elliptic curves which are defined over finite fields. Due to achieving
higher security levels with shorter key sizes, ECC has widely been used in many applications.
Moreover, an added advantage of ECC is that the user has the freedom to choose a number
of parameters. ECC is based on the Discrete Logarithm Problem (DLP). An elliptic curve E
over finite field Fq is defined by equation 2.2:

E : y2 = x3 +ax+b (2.2)

where q = pm is a prime power, (p ̸= 2,3) is a prime integer and m is some positive integer.
Moreover, the coefficients a and b are secret numbers chosen from finite field Fq such that
4a3 +27b2 ̸= 0. Each elliptic curve point is represented as an ordered pair (x,y) such that
it satisfies Equation 2.2. The coordinates x and y of each elliptic curve point are elements
of the finite field Fq. Each elliptic curve E has a special point ∞ which is an identity of the
group. A characteristics property of point ∞ is that if any point P on E is added to it then:

P+∞ = P (2.3)

Besides that, two point P and Q on an elliptic curve can always be added to get another
point. In other words, addition of points is an elliptic curve operation in the group G. When
the point addition operation is performed underlying arithmetic operation in the finite field is
called field arithmetic operation (Khan, 2015). However, to perform, scalar multiplication in
the elliptic curves, a point P is added k times to get a new point Q. Equation 2.4 computes
the scalar multiplication of point P.

Q = kP = P+P+ ....+P. (2.4)

where k = logPQ is called discrete logarithm problem of Q to the base point P. Moreover, the
inverse operation, i.e. calculating k in Equation 2.4, is again a mathematical problem called
Elliptic Curve Discrete Logarithm Problem (ECDLP). ECDLP is a harder problem than DLP.
Up until today, no algorithm can solve ECDLP in sub-exponential time.

Regarding the security of ECC schemes, the elliptic curves provides a higher security per
bit than its counterparts asymmetric schemes. Table (Lenstra and Verheul, 2001) lists the key
sizes for symmetric, asymetric and elliptic curves.
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Symmetric RSA/ DSA/ Diffie-Hellman Elliptic Curve
80 1024 163
112 2048 233
128 3072 283
192 7680 409
256 15360 571

Table 2.1 Key Sizes for Symmetric and Asymmetric Cryptosystems (bits) (Lenstra and
Verheul, 2001)

Fig. 2.5 Hierarchy of ECC Operations (Khan, 2015)

2.4.1 Scalar Point Multiplication

Scalar point multiplication is the key operation of the ECC. It is a computationally expensive
operation and therefore encryption and decryption takes most of the time in any ECC scheme.
Figure 2.5 illustrates the hierarchy of elliptic curve cryptography operations. The elliptic
curve operations, namely point addition and point doubling are employed to perform scalar
point multiplication. However, the above mentioned point operations are based on the finite
arithmetic operations as shown in Figure 2.5.

2.4.2 Finite Field Theory

Modern cryptography is based on finite field theory, developed by French mathematicians
Evariste Galois. For last few decades, the finite theory has widely been used in cryptographic
schemes. (Menezes et al., 1996) defines finite fields as follows:



2.4 Elliptic Curve Cryptography 35

"In the finite field theory, a finite field, Fq or a Galois field, GF is an algebraic structural
group of finite numbers. The algebraic operations such as addition , subtraction, multiplica-
tion with and division are performed within elements of the finite field while it is maintaining
algebraic laws such as associative, commutative, distributive, existence of an additive identity
is 0 and a multiplicative identity is 1, additive inverse, and multiplicative inverse for nonzero
elements. The group structure of GF also follows a Group law. For example, a group M is
called a commutative group or Abelian group. Modern cryptography systems are based on
the Abelian groups (Menezes et al., 1996)."

Finite Fields in Cryptography

Generally in cryptography following three fields are used (Khan, 2015):

• If m = 1, then the GF(p) is called prime field.

• If m≥ 2, then the GF is called extension field.
- If p = 2,m > 1, then the GF(2m) is called a binary extension field or characteristic 2
field or simply binary field.
- If p > 2, m > 1, then the GF(pm) is called an optimal extension field.

Representations of Finite Fields

Elliptic curves can be implemented in three ways i.e. by using the basis of GF(pm) namely:

1. Polynomial (Canonical/standard) basis

2. Normal basis

3. Dual basis

The carry free arithmetic operations in polynomial basis makes them appropriate for hardware
implementation of ECC. However, in software implementation of the elliptic curves, the
normal basis and dual basis are used as the squaring operation can be performed by a simple
shift operation.

Domain Parameters of Elliptic Curve Cryptography

For each cryptosystem, a group of parameters are designed in order to protect it against all
malicious attacks. Likewise, for elliptic curves, a set of parameters are designed such that
users can use them to securely communicate with each other. The parameters discussed
herein are taken from (Khan, 2015). For more details, the interested readers are encouraged to
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read this dissertation. The ECC domain parameters (q,FR,a,b,P, p,h) are further classified
into prime field domain parameters and binary field domain parameters (Schneier, 1993)
(Montgomery, 1987) where:

• q = Order of the Field,

• FR = the field representation of any element under GF(q),

• a, b = Two field elements define the base point of an elliptic curve over a finite field
for a field characteristic,

• P = A base point (x,y) ∈ E/GF(q) where x and y are the coordinates,

• n = A prime number as an order of the P or key length of ECC is a significant parameter
for security,

• h = Cofactor, #Eq/n where #Eq = nh; n is a prime number and h = 1,2,3,4 is an
integer.

The term, #Eq is chosen a prime or almost prime and n≥ 160 to avoid Pohlig-Silver-Hellman
and Polar-ρ’s methods based solution of the discrete logarithm problem (Ian et al., 1999),
(Julio and Ricardo, 2000) and (Koblitz et al., 2000).

2.4.3 Elliptic Curve Cryptography Protocols

ECC has four main protocols for key generation, D-H key exchange and digital signatures as
enumerated below:

1. Elliptic Curve Key Generation

2. Elliptic Curve Diffie-Hellman Key Exchange (ECDH)

3. ElGamal Elliptic Curve Cryptosystem

4. Elliptic Curve Digital Signature Algorithm (ECDSA)
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2.5 Pairing Based Cryptography

Another important application of elliptic curve cryptography is pairing based cryptography.
Most of the material discussed in this section is taken from (Moody et al., 2015). The NIST
report (Moody et al., 2015) comprehensively discusses the various aspects related to pairing
based cryptography.

Let G1 and G2 be two additive cyclic groups of prime order p, then a pairing between
elements of these groups outputs another point in a target group GT . Pairing can formally be
represented using Equation 2.5:

e : G1×G2→GT (2.5)

Additionally, the bilinear pairing is computed using Equation 2.6:

e(P1 +P2,Q) = e(P1,Q)∗ e(P2,Q), (2.6)

where the ∗ denotes multiplication in the finite field. The bilinear mapping preserves the
additive structure of the elliptic curve, and carries it over into the finite field. The bilinearity
property opened up many new cryptographic applications. Majority of the recent functional
encryption schemes are based on bilinear pairing. Elliptic curves are generally written using
Weierstrass equation:

y2 = x3 +ax+b. (2.7)

Nowadays, research is being conducted to compute pairing on other models of elliptic curves
including:

1. Huff curves:
x(ay2−1) = y(bx2−1) (2.8)

2. Jacobi quartics:
y2 = ex4−2dx2 +1 (2.9)

3. Twisted Edwards curves:
(a)x2 + y2 = 1+dx2y2 (2.10)

2.5.1 Bilinear Maps

Let E be an elliptic curve defined over a finite field Fq. Let P and Q be points of order r on E,
where Q is generally defined over an extension field of Fq. Let µr be the group of rth roots of
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unity in Fk
q computed using Equation 2.11:

µr =
{

α ∈ Fk
q : α

r = 1
}
. (2.11)

Pairing is subsequently defined as:

e : ⟨P⟩×⟨Q⟩ → µr. (2.12)

Precisely, pairing maps two points on an elliptic curve E to a finite field Fq.

2.5.2 Properties of Pairing

A pairing must satisfy following three properties:

1. Bilinearity: Every pairing must be bilinear:

e(P1 +P2,Q) =e(P1,Q)e(P2,Q),

e(P,Q1 +Q2) =e(P,Q1)e(P,Q2)

2. Non-degenerate: The pairing must be non-degenerate, meaning that the pairing is not
trivial. This property is only satisfied if e(P,Q) ̸= 1, for two elliptic curve points P and
Q.

3. Computable: The pairing must be efficiently computable.

The embedding degree k is the smallest integer such that r | (qk−1). Alternatively, k is the
order of q mod r. The value of the pairing is an element of the finite field Fk

q . In order for the
pairing to be efficiently computable, k must be small, certainly less than 100.

2.5.3 Decisional Bilinear Diffie-Hellman problem (DBHP)

Three-party Diffie-Hellman key agreement lends itself to the decisional form, DBDH. Like
DDH, DBDH requires a participant to determine if some target element is either a special
combination of given parameters or a random element:

• Given g, ga, gb, gc ∈G and T ∈GT.

• Determine if T = e(g,g)abc or a random element, where e is a bilinear map G×G→
GT.

This problem is more difficult than three-party D-H key agreement since the "secret keys" a,
b, and c are unknown.



2.5 Pairing Based Cryptography 39

2.5.4 Security of Pairing-based Cryptography

Much of elliptic curve cryptography relies on the difficulty of two problems known as
the Discrete Log Problem (DLP) and the Computational Diffie-Hellman Problem (CDHP).
These problems have been well studied, and if parameters are correctly chosen then they are
believed to provide adequate security (Moody et al., 2015). The security assumption behind
pairing-based cryptography is known as the Bilinear Diffie-Hellman Problem (BDHP).
It is known that if one can solve the DLP or CDHP then one can also solve the BDHP. So, the
security of pairing-based cryptography is not stronger than that of elliptic curve cryptography.
There are no currently known attacks to break the BDHP, and it is the focus of much research
(Moody et al., 2015).

2.5.5 Pairing-Friendly Elliptic Curves

Although in theory pairings exist for any elliptic curve, in practice there are curves whose
pairings are not suitable for cryptographic applications. Associated to each elliptic curve,
there is a parameter that can be calculated known as the embedding degree k. In order to
efficiently implement pairings for use in cryptography, we need k to be relatively small,
certainly less than 100. However, it has been shown that almost all elliptic curves have very
large k. In fact, k is usually about the same size as q, which is at least 160 bits (Moody et al.,
2015).

2.5.6 Types of Pairing-Friendly Curves

There are two types of pairing-friendly curves:

1. Supersingular Curves

2. Ordinary Curves

Supersingular Curves: The first example of pairing-friendly curves is supersingular curves.
A supersingular elliptic curve always has embedding degree k ≤ 6.

Ordinary Curves: Curves which are not supersingular are called ordinary. With overwhelm-
ing probability, a randomly chosen elliptic curve will be ordinary. There are various families
of pairing-friendly ordinary curves, all of which are constructed by using what is known as
the complex multiplication (CM) method (Moody et al., 2015).
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2.5.7 Common Ways to find Pairing-Friendly Curves

There are two common ways to find pairing-friendly elliptic curves (Moody et al., 2015):

• The first is to use what are known as supersingular elliptic curves, which always have
k ≤ 6. A supersingular elliptic curve over Fq is a curve with q+ 1 points. It has
been proven that supersingular curves always have embedding degree k ≤ 6. The
Voltage Security incorporation which is cofounded by Dan Boneh recommends using
the following supersingular curve

y2 = x3 +b over Fq, (2.13)

where q is a prime with q≡ 11 mod 12.

• The second way is to use a technique called the complex multiplication (CM) method
to construct certain families of elliptic curves with small k.

Complex Multiplication (CM) Method

The curves which are not supersingular are called ordinary. In many cases, a randomly
selected elliptic curve would be ordinary. However, complex multiplication method can
be used to construct pairing-friendly ordinary curves. Before describing the CM, Hasse's
theorem which gives the tight bounds on the cardinality of E(Fq) is discussed. Let N be
the number of points on E, q is the order of the finite field Fq and t = q+1−N. By Hasse's
theorem, it is known that t ≤ 2

√
q. Hence, N = q+1−t where | t |≤ 2

√
q. If q | t then E is a

supersingular curve otherwise E is ordinary. If |t| ≤ 2
√

q and q ∤ t, then there exists an elliptic
curve E over Fq with E(Fq) = q+1−t. Let D = 4q−t2 (Moody et al., 2015). Informally, the
CM method consists of the following steps:

1. Construct Hilbert class polynomial HD(x) (possible for D ⩽ 1013);

2. Find a root j (mod p) of HD(x);

3. Create an elliptic curve E with j− invariant j;

4. Check E and its twist É for a point of large prime order r.

The trick to using the CM method is how to find values for the parameters q, t, D, and r so
that k is small. There are many families of ordinary curves given in (Freeman et al., 2010).



2.5 Pairing Based Cryptography 41

2.5.8 Commonly used Pairings

The two most commonly used pairings are the Weil (Miller, 2004) and Tate (Matsuda et al.,
2007) pairings. The Weil pairing satisfies e(P,P) = 1 for any point P in the domain, while the
other pairings do not. With the goal of speeding up computation, researchers have discovered
several new pairings including:

• Ate (Hess et al., 2006)

• Eta (Lee et al., 2009)

• Reduced Tate (Matsuda et al., 2007)

• Twisted Ate (Matsuda et al., 2007)

• R-Ate (Lee et al., 2009)

2.5.9 Choice of Pairing

There is no single pairing choice that is the all-around best. It depends on the specific
protocol, security level needed and curve choice, etc. Several such considerations are now
explored. For most protocols, if a formal proof of security is required, then supersingular
curves must be used. Supersingular curves also have the advantage of using distortion maps
to change the domain from to ⟨P⟩ to ⟨Q⟩

⟨P⟩×⟨Q⟩ → ⟨P⟩×⟨P⟩ .

The Eta pairing can only be defined over supersingular curves.

Types of Pairing

Pairings are categorized into three types (Freeman et al., 2009). Each pairing can be written as
e : G1×G2→GT , where the domain is G1×G2. Typically the points in G1 have coordinates
in Fq, while those in G2 have coordinates in Fk

q .

1. Type 1: The pairing e is Type 1 if G1 =G2

2. Type 2: The pairing e is Type 2 if G1 ̸= G2, and there is an efficiently computable
homomorphism ϕ : G2→G1 (but not vice versa).

3. The pairing e is Type 3 if G1 ̸=G2, and there are no efficient homomorphisms between
G1 and G2.
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Table 2.2 from (Galbraith et al., 2008) illustrates some of the differences between pairings.
A checkmark ✓ denotes the pairing can easily achieve the property, while an x denotes it
cannot. Let p be the characteristics of Fq, i.e., q = p f

Table 2.2 Comparison of Pairings

Type Hash to G2 Short G1 Homomorphism Poly time Generation
1 (p = 2 or 3) ✓ × ✓ ×
1 (p >3) ✓ × ✓ ✓
2 × ✓ ✓ ✓
3 ✓ ✓ × ✓

• Hash to G2: One can hash into G2

• Short G1: There is a (relatively) short representation for elements of G1

• Homomorphism: There is an efficiently computable ϕ : G2←G1

• Poly time generation: One can generate system parameters (including groups and a
pairing) achieving at least K bits of security in time polynomial in K.

2.6 Pairing-based Encryption Schemes

This section discusses a few security and privacy schemes which are based on pairing based
cryptography.

• Functional Encryption (FE) Schemes

• Anonymous Credentials System

2.6.1 Functional Encryption Schemes

Functional encryption (FE) schemes provide fine-grained access control over encrypted data.
These schemes are widely used to protect the user data in clouds. There are different FE
schemes that provide multiple levels of security and privacy. The functional encryption is
a generalized form for most of the recent and popular encryption schemes such as identity
based encryption (IBE), attribute based encryption (ABE) and predicate encryption (PE)
schemes. The aforementioned schemes are derived from two sub-classes of FE. The two
classes differ on the types of predicates which are applied on the plain-text messages (Boneh
et al., 2011).
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• Predicate Encryption with Public Index

• Predicate Encryption (PE)

2.6.2 Predicate Encryption with Public Index

The IBE and various forms of ABE schemes fall into the first class of predicate encryption
schemes. These schemes allow for expressive forms of access control, they are limited in two
ways. First, the access policy is given in the clear which is often in itself can be considered
sensitive. Second, it does not allow for computation on the encrypted data, which includes
applications such as search. The PE schemes with public index are discussed below:

1. Attribute based Encryption (ABE)

(a) Distributed Multi-Authority ABE

2. Attribute based Signature (ABS)

2.6.3 Attribute based Encryption Schemes

In an attribute based encryption (ABE) scheme, the initiator of communication, or sender,
defines an access policy over a set of attributes such that the users who satisfy the policy can
only decrypt the ciphertext. There are two subcategories of ABE schemes:

1. Cipher-text Policy ABE (CP-ABE)

2. Key-Policy ABE (KP-ABE)

Ciphertext policy Attribute based Encryption

In Ciphertext policy ABE (CP-ABE) (Bethencourt et al., 2007), ciphertext defines access
policy and user keys define attributes. The decryption takes place only if the attributes of
user key match with the attributes of the access policy.

Key-Policy policy Attribute based Encryption

In Key-Policy ABE (KP-ABE) (Goyal et al., 2006), ciphertexts are associated with sets
of descriptive attributes, and user keys are associated with policies. The ciphertext policy
is more flexible because the users who can decrypt the message do not need to be known
beforehand. In Key-Policy ABE, the access policy is associated with the keys and only those
users who are in possession of keys can decrypt.
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2.6.4 Distributed Multi-Authority ABE Schemes

Lewko et. al (Lewko and Waters, 2011) propose a Multi-Authority Attribute-Based En-
cryption (ABE) system. In this scheme, any party can become an authority and there is no
requirement for any global coordination other than the creation of an initial set of common
reference parameters. A party can simply act as an ABE authority by creating a public key
and issuing private keys to different users that reflect their attributes. A user can encrypt data
in terms of any boolean formula over attributes issued from any chosen set of authorities.
Finally, the proposed system does not require any central authority.

The proposed decentralized attribute based encryption scheme does not require any
central authority. It avoids the performance bottleneck incurred by relying on a central
authority, which makes the system more scalable. It also avoids placing absolute trust in a
single designated entity which must remain active and uncorrupted throughout the lifetime
of the system. This is a crucial improvement for efficiency as well as security, since even
a central authority that remains uncorrupted may occasionally fail for benign reasons, and
a system that constantly relies on its participation will be forced to remain stagnant until it
can be restored. In the proposed scheme, authorities can function entirely independently,
and the failure or corruption of some authorities will not affect the operation of functioning,
uncorrupted authorities.

2.6.5 Attribute Based Signature Scheme

Maji et. al (Maji et al., 2011) introduce Attribute-Based Signatures (ABS), a versatile
primitive that allows a party to sign a message with fine-grained control over identifying
information. In ABS, a signer, who possesses a set of attributes from the authority, can sign a
message with a predicate that is satisfied by his attributes. The signature reveals no more
than the fact that a single user with some set of attributes satisfying the predicate has attested
to the message. In particular, the signature hides the attributes used to satisfy the predicate
and any identifying information about the signer (that could link multiple signatures as being
from the same signer). Furthermore, users cannot collude to pool their attributes together.

An ABS scheme which uses RSA-like operations and keys is proposed in (Herranz,
2014). Herranz (Herranz, 2014) proposes a lightweight RSA-style ABS scheme. This
scheme employs RSA operations for signing. The scheme supports threshold signing policies
(t,n) where the signer is verified if he possesses some t out of n attributes. The scheme is
proved secure under Random Oracle Model.
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2.6.6 Predicate Encryption (PE)

The second class of Predicate Encryption systems do not leak the access policy and achieves
both payload (message) hiding and attribute hiding.

• Anonymous Identity-Based Encryption (Anonymous IBE)

• Anonymous Attribute Based Encryption

• Hidden Vector Encryption (HVE)

• Inner Product Predicate(IPP)

2.6.7 Anonymous Attribute Based Encryption

The Anonymous (Hidden) CP-ABE schemes preserve the privacy of receivers by hiding
the policy attributes with wild-cards or asterisks (∗). The studies in (Phuong et al., 2016;
Sreenivasa Rao and Dutta, 2015; Zhou et al., 2015) propose anonymous schemes. Similar to
other FE schemes, the receiver has access to plain-text if he satisfies the policy.

2.6.8 Predicate Encryption Scheme

The ABE schemes discussed above hide the message but the access policy is publicly known.
The predicate encryption (PE) achieves better privacy preservation than FE as it hides both the
message (payload) and the attribute set. Predicate encryption schemes additionally provide
anonymity as ciphertexts also conceal the attribute set they are associated with, which is
known to enable efficient searches over encrypted data. Lewko et. al (Lewko et al., 2010)
propose a fully secure construction of predicate encryption. It supports different types of
predicates such as equality, conjunctive, and disjunctive.

2.6.9 Hidden Vector Encryption Scheme

Hidden Vector Encryption (HVE) is a type of predicate encryption where the attribute set
associated with the ciphertext or the user secret key can contain wildcards (De Caro et al.,
2013). HVE supports the fine-grained conjunctive combination of equality, comparison, and
subset queries on encrypted data.
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2.6.10 Functional Encryption Schemes Based on Elliptic Curves

In the preceding sections, different types of FE schemes are discussed. The PE schemes
with public index, namely ABE and ABS, are employed to enforce access control in cloud
services. They are also useful in environments where there are several data creators and data
collectors/analyzers. The data creators, i.e. the users, can encrypt the data based on an access
policy defined over a set of attributes. The receivers can decrypt the data if and only if they
have corresponding secret keys.

However, a major limitation of existing predicate schemes, more specifically ABE, is the
underlying computational complexity. The bilinear mapping or pairing operations require
large security parameters i.e. 1024 or 2028 bits. These schemes are not suitable for resource
constrained devices with limited storage and processing powers.

Recently, some ABE schemes (Challa et al., 2017; Hu et al., 2016; Mahmood et al.,
2018; Odelu and Das, 2016; Yaoa et al., 2015a) based on elliptic curves have been proposed.
Due to the unique characteristics of elliptic curves, such schemes are lightweight having
much smaller security parameters and key sizes compared to their counterpart public key
encryption schemes.

2.6.11 Discussion on Cryptographic Schemes

After reviewing the literature, it can be concluded that all of the above mentioned FE schemes
can achieve fine-grained access control and authorization. The IBE schemes are less practical
for Fog-CPS, since they only deal with a single attribute. ABE schemes are more appropriate
for defining flexible access policies. Moreover, the multi-authority schemes are built upon
the idea of distributed and/or decentralized authorities. Such schemes are scalable, efficient,
and dependable, therefore well-suited for large-scale cyber physical systems.

The ABS scheme is a promising approach to authenticate a signer based on a set of
attributes. The verifier does not gain any further information than the fact that some user
who possesses the required attributes has signed the message. The ABS schemes preserve
the privacy of the senders.

Hidden vector encryption (HVE) schemes (De Caro et al., 2013) are more suitable for
applications where there is a need to search or do computation over the encrypted data as
in the case of cloud servers which provide storage services and grant access to the data if
certain access policies are satisfied. The encrypted data can be searched with the help of a
trap door (token) generated to the cloud server by the data owner. The token is comprised of
several predicates. The HVE schemes increase the computational cost and requires several
operations to decrypt the messages even for the simplest of tasks.



2.7 Security Evaluation Techniques 47

Furthermore, the inner product encryption scheme achieves both attribute hiding and
payload hiding. Having discussed different cryptographic schemes their limitations are now
outlined:

1. In public key encryption schemes, the generation, verification, and distribution of
certificates incur extra computation and communication overhead. Resource con-
strained CPS devices do not have sufficient computing, storage, and energy powers for
asymmetric schemes.

2. Due to small key sizes, symmetric key schemes are well suited for resource constrained
devices. However, in large-scale fog-enabled systems, for instance, smart traffic system,
smart grid, and smart cities, the symmetric key management process becomes very
complicated and complex. Symmetric schemes require a separate protocol for session
key agreement and generation. Moreover, when short-size data is encrypted with a
symmetric key, then the information which is revealed about the key may be critical
for ciphetext-only attack.

3. In existing ABE schemes, there is a CA which generates the secret keys. However, the
compromise of CA can endanger the secret keys and therefore the secrecy of encrypted
messages.

4. The ABE and asymmetric schemes described above require large security parameters
(i.e. 1024 or 2048-bit size) for bilinear pairing. Such schemes are not suitable for
systems with resource constrained CPS devices. ECC schemes are more efficient, since
they use smaller security sizes (i.e. 128 or 256-bit).

2.7 Security Evaluation Techniques

This section briefly discusses the well established security notions, attacks and properties of
cryptographic schemes.

2.7.1 Provable Security

A cryptographic scheme is considered to be provably secure if the security of the scheme
can be proved by a mathematical proof. In a provable security model, the capabilities of the
attacker are defined by an adversarial model. In order to break the security of the scheme, the
attacker must solve an underlying hard mathematical problem. The provable security model
does not consider side channel attacks or other implementation related attacks. According to
(Hevia, 2013), the provable security consists of the following steps:
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• Define goal of the proposed scheme and/or adversary

• Define attack model

• Design a protocol

• Define complexity assumptions (or assumptions on the primitive)

• Provide a proof by reduction

• Verify proof

• Interpret proof

2.7.2 Security Models

There are four security models namely:

Random Oracle Model

In cryptography, a random oracle is referred to as a theoretical black box which responds to
every unique query with a (truly) random response chosen uniformly from its output domain.
The random oracle (RO) model is defined on the assumption of the existence of an ideal hash
function which should return a uniformly distributed random output for each unique input.
Many encryption schemes are designed on the mathematical abstractions of the RO model.
The main problem with the RO model is that it is nearly impossible to build such a model.
Moreover, a secure hash function should be resilient to collisions, preimages and second
preimages attacks. These properties do not imply that the function is a random oracle.

Standard Security Model

In the standard model, the security of an encryption scheme is based on the hardness of
mathematical problems, namely discrete log problem (DLP) and bilinear Diffie-Hellman
(BDH). This model does not make any assumptions about random functions.

Selective Security Model

The selective security model is based on a weaker security notion. However, it is different
from the standard model, as this model dictates the interaction between the adversary and
the challenger. In the selective model, the adversary has to declare in advance the types of
challenges it will get in the security game and/or protocol. For example, in ABE schemes,
the adversary submits the access policy to the challenger before getting the secret key.
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Adaptive Security Model

In contrast to the selective security model, in the adaptive model, the adversary can adaptively
change the submitted challenges and then follow the protocol accordingly.

2.7.3 Cryptanalysis Attack Models

Cryptanalysis is the study of information systems with the aim of anaylyzing and investigating
their hidden aspects and subsequently finding and improving techniques for breaking or
weakening them. In cryptanalysis, the ciphertext, ciphers, and cryptosystems are examined
methodically to retrieve and/or gain access to the contents of encrypted messages, even if
the secret key is unknown. In cryptanalysis, the attacks are categorized based on the type of
information accessible to the attacker. Following are some main attack models:

• Ciphertext-only Attack(COA): In this type of attack, the cryptanalyst has access only
to a number of ciphertexts and there is no way the attacker can get access to plaintext
before encryption.

• Known-plaintext Attack (KPA): As the name suggests, in this attack model, the attacker
has access to both a set of plaintext messages and their corresponding ciphertexts.

• Chosen-plaintext Attack (CPA): The attacker can obtain the ciphertexts corresponding
to any plaintexts of his choice.

• Adaptive Chosen-plaintext Attack: This attack model is similar to a chosen-plaintext
attack, however, the attacker can choose subsequent plaintexts based on information
learned from previously obtained ciphertexts.

• Chosen-ciphertext Attack (CCA): Like chosen-plaintext attack, chosen-ciphertext
attacks, can also be adaptive or non-adaptive. In non-adaptive CCA, the cryptanalyst
chooses ciphertexts in advance and obtains the decryptions, i.e. plaintexts, under an
unknown key. However, the attacker should not inform the choice of more ciphertexts
based on already obtained plaintexts. There is a special variant of CCA namely
lunchtime or midnight attack.

• Adaptive Chosen-ciphertext Attack (CCA2): In adaptive chosen-ciphertext attack,
the adversary also has access to a decryption oracle which (adaptively) decrypts any
ciphertext of his choice except one specific ciphertext (called the challenge).
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• Related-key attack: Like a chosen-plaintext attack, except the attacker can obtain
ciphertexts encrypted under two different keys. The keys are unknown, but the rela-
tionship between them is known; for example, two keys that differ in the one bit.

2.7.4 Security Notions for Cryptographic Schemes

The two important security properties of cryptographic schemes including both encryption
and signature based schemes are:

• Indistinguishability

• Non-malleability

Indistinguishability

In encryption schemes, the security goal is to achieve "Perfect Secrecy". However, it is
not possible to achieve "Perfect Secrecy", because information theoretically ciphertext also
reveals some information about the plaintext. Considering the difficulties of achieving
the notion of "Perfect Secrecy", the security goal is relaxed to "Indistinguishability" or
"Semantic Security". Ciphertext indistinguishability is an important security property of
many encryption schemes. Indistinguishability is defined as follows:

"Given the ciphertext and the encryption key, the adversary cannot tell apart two same-
length but different messages encrypted under the scheme, even if chose the messages
himself."

Depending upon the capabilities of the attacker, indistinguishability can be defined
in several ways. It is normally presented as a security game, where the cryptosystem is
considered secure if no adversary can win the game with significantly greater probability than
an adversary who must guess randomly. The most common indistinguishability definitions
used in cryptography are:

• Indistinguishability under chosen plaintext attack (IND-CPA)

• Indistinguishability under (non-adaptive) chosen ciphertext attack (IND-CCA)

• Indistinguishability under adaptive chosen ciphertext attack (IND-CCA2)

Security under either of the latter definition implies security under the previous ones: a
scheme which is IND-CCA secure is also IND-CPA secure, and a scheme which is IND-
CCA2 secure is both IND-CCA and IND-CPA secure. Thus, IND-CCA2 is the strongest of
these three definitions of security.
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Non-malleability

Malleability is the property of some cryptographic algorithms. An encryption algorithm is
said to be malleable if an adversary can transform a given ciphertext into another different
ciphertext which decrypts to a related plaintext. That is given an encryption of a plaintext m,
it is possible to generate another ciphertext which decrypts to f (m), for a known function f ,
without necessarily knowing or learning m.

Malleability is not a desirable property for cryptosystems, since it enables an attacker to
modify the contents of a message. For instance, suppose that a bank uses a stream cipher to
hide its confidential information, i.e. financial transactions, and a user sends an encrypted
message containing, say, "DEPOSIT £100 TO ACCOUNT 777." If an attacker is aware of
banking network then he can easily intercept the message on the wire, and can guess the
format of the plaintext message. Subsequently, the attacker could fabricate the message by
changing the amount of the transaction, e.g. "DEPOSIT £10000 TO ACCOUNT 777." On
the contrary, Non-malleability guarantees that given a ciphertext it is impossible to generate
a different ciphertext so that the respective plaintexts are related.

2.8 Related Studies in Cryptographic Techniques

This section discusses the recent encryption schemes which are related to fog-enabled
systems. More precisely, we discuss the schemes proposed for cloud assisted cyber physical
systems (CCPS) and IoT.

2.8.1 Related Studies in Cloud-Assisted Cyber-Physical Systems

To secure communication in CCPS systems, the literature adopts a hybrid approach in which
both symmetric (AES-based) and asymmetric (RSA-based and ABE) encryption techniques
are used. AES is used to encrypt the communication between sensor nodes and the gateway,
whereas the asymmetric schemes are used to encrypt the communication between the gateway
and the service provider.

Kocabas et al. (Kocabas et al., 2016) present a general architecture consisting of acqui-
sition, pre-processing, cloud and action layers for a medical CCPS system. They propose
encryption schemes for secure data sharing at different layers. The study proposes the AES
(Advanced Encryption Standard) symmetric key encryption scheme for communication
between acquisition and pre-processing layers. The main disadvantage of (Kocabas et al.,
2016) is the key management of symmetric keys in such a complex environment that is
difficult to achieve.
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Kim et.al (Kim et al., 2016b) propose an end-to-end message protection framework for
CPS systems. The proposed scheme follows the publish-subscribe group communication
model. The authentication servers are responsible for member authentication and key
distribution. In the context of CPS, the devices are divided into a small number of groups,
and end-point servers participate in all the groups. Each device is issued a long-term pre-
shared symmetric key during the authentication phase and subsequently used for deriving
the encryption keys from a random number sent per-message. The subscribers compute the
decryption key when a message arrives.

Chen et al. (Chen et al., 2015b) propose a distributed authentication framework for the
multi-domain M2M environment. The proposed framework applies a hybrid encryption
scheme involving identity-based cryptography (IBC) and symmetric encryption with AES.
It is assumed that the service provider and gateways are powerful enough to have high
computation power to execute the IBC scheme, while the sensor nodes could only afford an
efficient AES function for the encryption.

Hu et. al (Hu et al., 2016) propose a communication architecture for Body Area Networks
(BANs) and design a scheme to secure the data communications between implanted/wearable
sensors and the data sink/data consumers (doctors and nurses). They implement the CP-ABE
and signature-based schemes to store the data in ciphertext format at the data sink (i.e.
smartphone etc). The proposed scheme achieves role-based access control by employing an
access control tree defined by the attributes of the data. This study makes an assumption that
BAN devices should have certain computation capability to encrypt the patient's data and
store the ciphertext into the data sink. However, most of the implanted devices have very
limited storage and computation power and bilinear pairing based CP-ABE schemes are not
suitable for them. The proposed scheme is based on the CP-ABE (Bethencourt et al., 2007)
proposed by Bethencourt in which the size of ciphertext is proportional to the number of
attributes in the access policy.

2.8.2 Related Studies in Constant-size ABE Schemes

Besides the above schemes, some studies propose constant-size ABE schemes for computa-
tionally limited lightweight devices. Compared to variable-size ABE schemes, constant size
cipher-texts and constant size key based schemes incur less computational, communication
and memory overhead.

Guo et al. (Guo et al., 2014) propose a CP-ABE scheme with constant-size decryption
keys. Nuttapong et al. (Nuttapong Attrapadung, 2013) propose ciphertext-policy (CP-ABE)
and key-policy (KP-ABE) schemes which support both monotonic and non-monotonic access
structures with short ciphertexts.
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Chen et al. (Chen et al., 2013) propose fully secure KP-ABE and CP-ABE with constant-
size ciphertexts, and a fully secure ABS with constant-size signatures. The proposed schemes
are based on inner product encryption/signature schemes. Oualha et al. (Oualha and Nguyen,
2016) extend the basic CP-ABE (Bethencourt et al., 2007) scheme using effective pre-
computation techniques for bilinear pairing operations. Moreover, Li et al. (Li et al., 2017)
present a CP-ABE system based on the ordered binary decision diagram (OBDD). The OBDD
is a new method to define access structure and expressing access policies. Additionally,
the studies (Chen et al., 2011), (Zhou et al., 2015), and (Emura et al., 2009) also propose
constant-size ciphertext CP-ABE schemes.

2.8.3 Related Studies in Elliptic Curve Based Encryption Schemes

Recently, some studies propose elliptic curve based encryption and authentication schemes
for IoT and CPS devices. Due to the lightweight security requirements of elliptic curves,
such schemes are suitable for resource-limited devices.

Yaoa et. al (Yaoa et al., 2015b) proposed a lightweight no-pairing ABE scheme based on
elliptic curve cryptography. The computational hard problems are based on Elliptic Curve
Decisional Diffie-Hellman instead of bilinear Diffie-Hellman assumption. The proposed
scheme is proved secure in attribute-based selective set model. The experimental results
demonstrate the efficiency of the proposed scheme compared to bilinear-pairing based ABE
schemes.

Odelu. et al (Odelu and Das, 2016) proposed a constant-size secret key CP-ABE scheme
for lightweight devices. A major advantage of the proposed scheme is that it is based on
elliptic curve cryptography. The secret key size is only 320 bits which is quite remarkable
compared to existing CP-ABE schemes. However, the public key requires three points to
represent each attribute in the attribute universe. This researcher believes that this scheme
can further be improved and made more lightweight and efficient.

Mahmood et al. (Mahmood et al., 2018) propose an authentication scheme for smart gird.
The major limitation of the proposed scheme is the scalability in case of large-scale CPS
systems.

Challa et. al (Challa et al., 2017) present a signature-based authenticated key estab-
lishment scheme for IoT applications. The proposed scheme is based on elliptic curve
cryptography (ECC).
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2.8.4 Other Security Schemes

The existing security mechanisms, namely Secure Socket Layer (SSL), Transport Layer
Security (TLS) and Kerberos, and various others schemes are proposed for homogeneous
networks. These solutions lack scalability and may not be appropriate for heterogeneous
CPS and IoT networks. Moreover, due to the high computational requirements of public key
encryption, the SSL/TLS based approaches are also unsuitable. Considering the limitations
of existing schemes, some studies propose adapted SSL/TLS based security schemes.

Kim et. al (Kim et al., 2017; Kim and Lee, 2017; Kim et al., 2016a) propose a secure
network architecture consisting of local authorization entities for IoT. Compared to SSL/TLS
mechanisms, symmetric keys are used for authentication and authorization. Any two entities
namely client and server that wish to collaborate, first register themselves with the local
authorization entity. Auth will subsequently generate the session key and distribute over
a secure channel. For more details, interested readers are encouraged to read (Kim et al.,
2016a). After receiving the session key, the ownership of session keys is verified. Upon
successful verification, two entities securely communicate. Moreover, an open source secure
swarm toolkit (Kim et al., 2017) is also proposed by the same authors. The proposed network
architecture is quite promising and addresses the challenges of existing SSL/TLS based
schemes. However, the management of session keys is a difficult challenge in large-scale
IoT networks. Moreover, the compromise of local Auth entities can significantly impact the
system.

2.9 Related Studies in Trust Models

In literature, trust models have been widely studied in several disciplines, namely Sociology,
Psychology, Philosophy, Economics and Computer Science. The notion of trust is very
complex such that no universally accepted consensus exists in the scientific literature. Gen-
erally, the concept of trust is tailored to fulfill the requirements of the underlying system.
For instance, in computer systems, trust is related to security, privacy, reliability, capability,
honesty and benevolence etc. Moreover, for dependable fog-enabled cyber physical systems,
the notions of security, privacy and trust are highly related and critical issues.

This section discusses the recent trust management approaches for fog enabled cyber
physical systems. But as fog computing is a new area of research so there are not many
trust models. However, Fog-CPS systems share many commonalities with cloud computing,
wireless sensor networks (WSNs), Internet of Things (IoT) and mobile ad hoc networks
(MANETs). For these reasons, the trust models proposed for cloud computing, IoT and
MANETs have also been considered.
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Before discussing the existing works, a few of the recent surveys on IoT covering security,
privacy and trust management issues are discussed. These surveys provide detailed insights
on several dimensions of trust management and computation. Sicari et.al (Sicari et al., 2015)
present a comprehensive review of studies focusing on several aspects of security, privacy
and trust. However, in this survey the authors argue that satisfaction of trust requirements
are highly correlated to identity management and access control. Maintaining this argument,
all the cited trust studies are more or less related to securing distributed adhoc networks,
user security, trust based access control, identity-based key agreement and node behaviour
detection.

Guo et. al (Guo et al., 2017) present a survey of trust computation models for service
management in IoT. The cited trust models are categorized on the basis of five design
dimensions, namely trust composition, trust propagation, trust aggregation, trust update and
trust formation. The survey is very comprehensive and gives several insights on existing trust
computation techniques. Moreover, it also underlines the research gaps in existing models
and further highlights the future research directions. Yan et. al (Yan et al., 2014) presents a
literature review of trust management technologies for IoT. This survey considers several
aspects such as trust context, and subjective and objective properties of trustee and trustor.
It also underlines some objectives of trust management namely, 1) Trust relationship and
decision, 2) Data perception trust, 3) Privacy preserving, 4) Data fusion and mining trust, 5)
Data transmission and communication trust, 6) Quality of IoT service, 7) System security
and robustness, 8) Generality, 9) Human-computer trust interaction and 10) Identity Trust.
These objectives clearly embrace all trust management related facets in IoT systems.
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2.9.1 Classification of Trust Management Mechanisms

The classification of trust computation models presented in (Guo et al., 2017) is very detailed
and comprehensive. However, it is not holistic as it does not take into consideration the two
majors categories of trust management mechanisms. Taking this into account, the classifica-
tion tree is further extended as shown in Figure 2.6. The trust management mechanisms can
broadly be classified into evidence and monitoring based trust models. In evidence-based
model, any information (i.e. public key, identity, contact number, email address, zip code
etc.) that proves the identity of users is exploited to evaluate their trustworthiness. Public key
cryptography is a good example of an evidence based trust model. In monitoring based trust
models, the past interactions are observed to build the trustworthiness of entities.

For both these trust mechanisms, a number of trust computation models are proposed
in the literature. Moreover, each of the trust models further incorporates several design
dimensions, namely composition, propagation, aggregation, formation and update. Next,
each of these dimensions is briefly discussed.

Trust Composition

Trust composition refers to different types of parameters, namely QoS and social trust which
are considered in trust computation.

• QoS Parameters - Depending upon the application scenario, QoS is characterized by
a number of different parameters. For instance, in cloud computing the QoS parameters
include cloud resource attributes such as processing, storage, memory, and network
capacity (Xiaoyong et al., 2015), (Sarbazi-Azad and Zomaya, 2014), (Kim et al., 2010)
and (Rochwerger et al., 2009). In wireless networks, the QoS is quantified with packet
forwarding ratio, energy consumption, and packet delivery ratio etc (Namal et al.,
2015).

• Social Trust - Many recently proposed trust models for IoT systems are based on social
trust. Under this social trust concept, IoT devices are considered more trustworthy if a
relationship exists among the owners of IoT devices. The social trust is measured by
friendship, honesty, community of interest, centrality, connectivity, and social contract
(Nitti et al., 2014).

Trust Propagation

The dissemination of trust evidence to different entities of the system is referred to as trust
propagation. There are two types of trust propagation schemes i.e. distributed and centralized.
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• Distributed - In distributed schemes, the peers and/or nodes autonomously propagate
trust evidence to other peers. Such schemes are particularly suitable for environments
with distributed architectures such as peer to peer networks (P2P), mobile adhoc
networks (MANET), and wireless sensor networks (WSN). Moreover, in distributed
schemes, each entity maintains its own trust table.

• Centralized - In centralized propagation schemes, there is a dedicated node which
maintains a trust table for storing the trust evidence of all nodes in a system. Any
node can query the central node and gets the trust evidence. Centralized schemes are
commonly used in cloud based systems.

Trust Aggregation

After collecting the trust evidence, the next task is to aggregate it to quantify the trust. Major
trust aggregation techniques investigated in the literature include subjective logic (Josang
and Ismail, 2007) , weighted sum (Namal et al., 2015), belief theory (Ferrer et al., 2012),
Bayesian inference (with belief discounting), multiple attribute decision making (MADM)
(Xiaoyong et al., 2015) , fuzzy logic, logistic regression (Wang et al., 2014) , and regression
analysis (Tian et al., 2017).

Trust Formation

The trustworthiness of an entity can be evaluated based on a single or multiple parameters
and/or dimensions. Precisely, there are two types of trust formation techniques i.e. single
dimensional and multi-dimensional. Trust formation can be achieved by different techniques
namely, weighted sum, minimum threshold, and trust scaled by confidence.

• Single Dimension - In this type of trust formation only one dimension of trust is
considered i.e. service quality, honesty, and capability etc.

• Multi-Dimension - In multi-dimensional trust, several trust properties (i.e. compe-
tence, integrity, benevolence) are considered to evaluate the trustworthiness of an
entity.

Trust Update

Another important design aspect of trust computation model is trust update. In the literature,
two types of trust update schemes, namely event-driven and time-driven are proposed.
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• Event-driven - In this type of trust update, the trust tables are updated after every
transaction or event. For instance, in service-oriented environments, a feedback is sent
regarding the service quality to the trust manager in the cloud or recorded in the node
itself.

• Time-driven - In the time-driven schemes, evidence (self-observations or recommen-
dations) is collected periodically and trust is updated by applying a trust aggregation
technique. In case if evidence is collected frequently, trust decay over time is applied
to consider the recent trust evidence over past information. The exponential decay
function with a parameter adjusting the rate of trust decay over time can be used
depending upon the requirements of the specific applications.

Having presented the trust management mechanisms and the several aspects of trust
computation, discussion now moves to the related work and indicates which of the above
mentioned design dimensions are used in each study. Additionally, as mentioned above
Fog-CPS systems share commonalities with cloud computing, MANETs, WSN, and IoT.
The trust models related to these systems are discussed below.

2.9.2 Trust Models for Cloud Computing

As non-trivial extension of cloud computing, fog computing provides all compute, storage,
and network services near the edge of the network. Fog nodes can be considered as small
cloudlets. The authors in (Ni et al., 2018) underline that it is essential to evaluate the
trustworthiness of fog nodes for dependable and secure fog-based IoT applications. Moreover,
it is argued any trust management system proposed for fog computing should be decentralized,
situation-aware, scalable and consistent. Following this, recent trust models proposed for
cloud services are reviewed.

Majority of the studies compute trust on the basis of objective trust but some adopt a
hybrid approach (Fan and Perros, 2014),(Ghosh et al., 2015),(Xiaoyong et al., 2015),(Nagara-
jan and Varadharajan, 2011) where trust is the fusion of objective and subjective evidence.
The literature identifies two popular methods to compute objective trust, a) subjective logic
(Josang and Ismail, 2007), and b) real-time adaptive trust evaluation approach (Xiaoyong
et al., 2015), (Li et al., 2015). In adaptive trust evaluation approaches, the trust computation
problem is modeled as a process of multi-attribute decision making (MADM) and weights
are assigned adaptively either by maximizing deviation method (Xiaoyong et al., 2015)
or information entropy (Li et al., 2015); whereas in subjective logic weights are assigned
manually or subjectively (Josang and Ismail, 2007).
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Nagarajan et. al (Nagarajan and Varadharajan, 2011) proposed a trust enhanced secure
model (TESM) for trusted computing platforms. The authors argue that given the nature
of both binary and property based attestation mechanisms, an attestation requester cannot
be absolutely certain if an attesting platform will behave as per the expectation. TESM
employs a hybrid trust model which is based on subjective logic to combine ’hard’ trust from
measurements and properties and ’soft’ trust from past experiences and recommendations to
reduce such uncertainties. However, the fusion of these trust factors, e.g. hard trust or soft
trust, is not discussed in detail.

Habib et. al (Habib et al., 2013) proposed a trust-aware framework to verify the security
controls considering consumers' requirements. The authors model the security controls in
the form of trust properties. They subsequently introduce a taxonomy of these properties
based on their semantics and identify the authorities who can validate the properties. The
taxonomy of these properties is the basis of trust formalisation in their proposed framework.
Equation 2.14 defines the trust model proposed in (Habib et al., 2013)

T M = (E,T R,OP), (2.14)

where E is the set of entities that share trust relationships, T R is the set of trust relationships
among the entities and OP is the set of operations for management of the trust relationships.
Furthermore, a decision model is proposed to assist consumers to choose trustworthy cloud
providers. Moreover, trust evaluation is subjective and considers customers ratings for trust
computation.

The study in (Ghosh et al., 2015) proposes a framework which combines trustworthiness
and competence to estimate the risk of interaction. Trustworthiness is computed from personal
experiences gained through direct interactions or from feedback related to reputations of
vendors. Competence is computed based on the transparency of cloud service provider’s
SLA. Following this, the notion of general trust vector is discussed below. If a customer c j

wishes to compute the trust of provider pk prior to the interaction, then a general trust vector
model GTV consists of seven-tuple as:

GTV = (P,A, I,D, t,F,G ) (2.15)

where P is a set of providers, A is a set of contexts over which previous interactions have
occurred, I is an interaction matrix of customer c j, D is the trust domain, τ is the predefined
temporal window, F is a probability distribution function based on which the expected
trust degrees will be assigned, and G is a function to evaluate the general trust vector. If a
customer c j has previously interacted with the service provider pk over a predefined temporal
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window τ then its history of interactions in considered in trustworthiness evaluation otherwise
customer has to believe on the reputation of the said provider. Reputation is computed from
the feedback of customers who have interacted with provider pk. Trustworthiness of a service
provider pk as perceived by a customer c j over temporal window t is given as:

T τ(c j, pk) =

G τ(c j, pk), If C1 is true,

π(c j, pk), Otherwise
(2.16)

where G is a function to evaluate GTV for provider pk, π is the overall reputation vector and
C1 is a condition which returns true if c j has previously interacted with provider pk over a
context similar or identical to current context ai. G , π and C1 are defined using Equations
2.17, 2.18 and 2.19:

G τ(c j, pk) =

 1
|A|∑αi∈A µc j(pk,αi), If C1 is true,

−∞, Otherwise
(2.17)

where µ is the expected degree of trust on provider pk during t over context ai.

πc j(pk,αi) =
1
|D|

|D|

∑
i=1

Epk
c j
(di) (2.18)

where E is the state-based reputation. π is based on Dempster-Shafer belief model.

C1 : |Hτ
c j
(pk,αi)| ̸= 0 (2.19)

Moreover, competence is assessed based on transparency in provider's service level agreement
(SLA). Overall competence of a service provider pk in terms of any SLA φ is the mean of
aggregated transparencies of all parameters is computed using Equation 2.20.

Cpk,φ =
1
n

n

∑
i=1

λparami(φ) (2.20)

where, parami is the ith parameter in the SLA φ , n is the total number of SLA parameters,
λparami(φi) is the transparency of parameter parami ∈ φ .

Lastly, the perceived interaction risk R in provider pk is modelled as:

R(c j, pk) = k1
1

T τ(c j, pk)
+ k2

1
C (pk)

(2.21)
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where k1 and k2 are the proportionality constants.
Ferrer et. al (Ferrer et al., 2012) propose the OPTIMIS trust model which is based on

subjective logic and does not take into consideration user feedback. Li et. al (Li et al., 2014)
propose a trust model for web services which considers the users’ preferences and the impact
of falsified ratings on trust evaluation. The proposed model is based on subjective logic and
does not consider the real-time QoS attributes which make it impractical for cloud services.

Recently, Noor et.al (Noor et al., 2016) propose a reputation based trust management
approach to compute subjective trust of cloud services. Trust is computed by taking feedback
on multiple dimensions, namely usability, accessibility, availability, price and customer
service etc. In this study, the trust result of a cloud service s denoted as Tr(s) is computed
with Eq. (2.22).

Tr(s) =
∑
|V (s)|
c=1 F(c,s)×Cr(c,s, t0, t)

|V (s)|
× (X×Ct(s, t0, t)) (2.22)

where V (s) denotes feedback given to the cloud service s and |V (s)| represents the total
number of feedback. F(c,s) are the feedback from c-th cloud service user weighted by the
credibility aggregated weights Cr(c,s, t0, t). The credibility weight dilutes the influence of
misleading feedback from attackers. Ct(s, t0, t) is the rate of change of subjective trust results.
X is the normalized weight factor for the rate of change of trust results which increase the
adaptability of the model.

Additionally, a feedback credibility model is proposed to protect cloud services against
malicious behaviors (e.g. collusion or Sybil attacks) from its users. A major limitation of
this work (Noor et al., 2016) is that trust is computed from user feedback only. However,
it is evident that both direct evidence and user feedback should be considered in assessing
the trustworthiness of cloud services as the real-time evaluation of QoS parameters can give
actual insights into the service quality.

2.9.3 Trust Models for IoT Systems

In this section, recent trust models proposed for IoT systems are reviewed.
Namal et. al (Namal et al., 2015) propose a trust management system for highly dynamic

cloud-based IoT applications. The proposed model extends IBM 's MAPE-K feedback control
loop. The autonomic trust management employs "Weighted Sum" for trust aggregation
and considers multi-dimensional parameters, namely availability, reliability, capability and
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response time for trust formation. Trust is computed using Equation 2.23.

Td,t =
n

∑
i=1

βi(Pd,t)i (2.23)

where, n is the total number of trust parameters, Pd,t is a trust parameter for a IoT device d
at a time t and βi is the weight assigned to the trust parameter. Pd,t can be evaluated using
Equation 2.24.

Pd,t = (αPd,t−1 +(1−α)Cd,t)
1
b (2.24)

where Cd,t represents the current value for the trust obtained via transformation of the sensor
raw data using Equation 2.25.

Cd,t =
[−s(V0−Vd,t)

V0−Vmin
r1 +

s(Vd,t−V0)

Vmax−V0
r2
]

(2.25)

In Equation 2.24, α is the weight given on the history which should be a value between 0
and 1. The value b is a parameter that denotes by how much the calculated trust values are to
be augmented or diminished.

A smart home environment is modelled in Matlab whereby availability, reliability, capa-
bility, and response time are quantified based on number of ping requests, bit error rate, the
number of current sessions on a device and round-trip time respectively. However, a major
limitation of this work is the inconsideration of security protection against attacks. IoT-based
systems are at high risk of attacks, namely Sybil, collusion, ballot-stuffing and opportunistic
service to name a few.

Nitti et. al (Nitti et al., 2014) propose a trustworthiness management system for social IoT.
This work considered both QoS and Social trust parameters in trust composition. In order to
evaluate the QoS provided by a node, service quality and computational capability parameters
are considered. Likewise, for social trust, the centrality, relationship factors (ownership,
co-location, co-work, social, and co-brand), and credibility of a node are considered. Trust is
aggregated by static weighted sum. The overall trust degree of a service provider node is
computed by centrality, objective, and subjective trust. Trustworthiness of a service provider
node p j as seen by node pi is computed as follows:

Ti j = (1−α−β )Ri j +αOdir
i j +βOind

i j . (2.26)

Accordingly, pi computes the trustworthiness of its neighbours on the basis of their centrality
Ri j, of its own direct trust Odir

i j , and of the recommendations Oind
i j of the neighbours in



64 Literature Review

common with fog node p j (Ki j). All these addends are in the range [0, 1] and the weights are
selected so that their sum is equal to 1. Ti j is in the range [0, 1] as well.

Each node computes the trustworthiness of its friends on the basis of its own experience
and on the opinion of the friends in common with the potential service providers. For
more details about trust computation, interested readers are encouraged to read (Nitti et al.,
2014). For trust update, the event-driven scheme is considered. The proposed trust model is
appropriate for IoT systems.

Tian et. al (Tian et al., 2017) proposed a trust evaluation approach for sensor-cloud
systems. Such systems are often susceptible to malicious attacks and can make sensor
communication unreliable. In this work, the trust evaluation issue is formulated as a mul-
tiple linear regression (MLR) problem. Moreover, several parameters, 1) average energy
consumption, 2) response time, 3) package delivery ratio, 4) maximum delivery distance, 5)
position information and 6) list of communication objects, are considered for trust formation.
However, only three parameters, namely average energy consumption, response time and
package delivery ratio, are considered as features in MLR. Considering the energy restrictions
of sensor devices, fog nodes are adopted to assist in the trust computation. Moreover, the least
squares algorithm is used to find the fitting function between the communication features
and the trust value.

2.9.4 Trust Models for MANETs

Wang et. al (Wang et al., 2014) proposed a logistic regression based trust Model for MANETs.
The dynamic trust in a service-oriented MANET is modelled wherein a node can be both
a service requester (SR) or a service provider (SP). In this work, trust formation is based
on multi-dimensional parameters, namely energy-sensitivity, capability-limitation and profit
awareness. These parameters are taken as features and each set of features has a corre-
sponding trust value. The two classes of logistic regression classifier are trustworthy (0) and
untrustworthy (1). The probability of trust being in one class or another is considered as
the probabilistic statistical estimation of trust. Using the above parameters, the trust class
at a recent time can be predicted on the basis of features at that time instance and historical
evidence. The proposed model is evaluated on synthetically generated data using Poisson,
Gaussian, and Normal distributions. Moreover, the trust in a service provider is evaluated
on the basis of a service requester's own experience and recommendations of neighbouring
nodes. More specifically, the trust evaluation is subjective. However, it is evident that the
objective evidence is more reliable and enables an accurate trust estimation.

Shabut et. al (Shabut et al., 2015) proposed a recommendation based trust model for
MANETs. For each node in the network, trust value Ti j is calculated by combining both
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direct and indirect trust values with different weights denoted by wd and wi respectively. Ti j

is computed according to Equation 2.27:

Ti j = wd ∗T d
i j +wi ∗T i

i j (2.27)

where wd +wi = 1. The weights are used because of their significant impact on diminishing
the possibility of wrong trustworthiness evaluation of direct and indirect trust information
by nodes. Additionally, the proposed model includes a defence scheme which utilises a
clustering technique to dynamically filter out attacks related to dishonest recommendations
between certain times based on the number of interactions, compatibility of information and
closeness between the nodes.

Li et. al (Li and Song, 2017) proposed a trust management scheme for vehicular ad hoc
networks (VANETs). Dempster–Shafer theory and collaborative filtering techniques are
used for trust aggregation. Trustworthiness of vehicles in VANETs is evaluated by data and
node trust. Data trust is defined as the assessment of whether or not and to what extent the
reported traffic data are trustworthy, and node trust is defined as how trustworthy the nodes in
VANETs are. The node trust is further categorized into functional trust and recommendation
trust.

Recently, Xia et. al (Xia et al., 2016) proposed a trust model based on Grey-Markov
chain prediction technique to predict trust of nodes in MANET. The process of node trust
assessment is based on node's historical behaviours, in which the trust decision factors
include the subjective reputation and indirect reputation. The trust formation considers only
one dimension i.e. packet forwarding.

Recently, Chen et. al (Chen and Wang, 2017) introduced the concept of social trust
in VANETs referred to as vehicular social networks. Trust aggregation is achieved by
Performance Evaluation Process Algebra (PEPA). Similar to most of the existing studies,
trust formation is multi-dimensional and considers several parameters, namely 1) application
domain, 2) friend entities, 3) neighbouring entities, 4) unknown entities, 5) history trust,
6) general trust and 7) vehicle profile. PEPA has superior features in compositionality and
parsimony, which means that it can efficiently model systems with layered architectures and
complex behaviours. PEPA also supports various numerical analyses through calculating its
underlying continuous time Markov chains (CTMCs) directly or solving a set of approximated
ordinary differential equations (ODEs).

Following the social trust concept, Wang et. al (Wang et al., 2018a) proposed a dynamic
trust framework for opportunistic mobile social networks. A "two–hop feedback method"
that requires intermediate nodes in a forwarding path to generate ACK messages to verify a
node's honesty if they are two hops away is employed. Trust formation is multi-dimensional
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based on parameters, namely 1) detection of behaviour, 2) delivery of trust, 3) processing of
trust and 4) decision of trust.

2.9.5 Trust Models for Cyber-Physical Systems

In this section, the trust models proposed for cyber-physical systems are reviewed. Interest-
ingly, for CPS systems, many different approaches, namely trusted computing, game theory
and generic probabilistic graph modelling are employed.

Rein et. al (Rein et al., 2016) proposed the concept of trust establishment in a cooperative
cyber physical system. The proposed model employs trusted event reporting to verify the
authenticity of security related events in critical infrastructure. The correctness of monitored
data and secret manipulation of monitoring equipment are achieved by a trusted information
agent (TIA). The integrity of all system components is guaranteed by a chain of trust concept.
A layered trust architecture whereby a trusted platform module (TPM) (i.e. dedicated security
hardware chip) serves as a trust anchor and extends the trust to further system components.
Each layer is responsible for computing the checksums of the components in the next upper
layer. The proposed model is evaluated on a hydroelectric power plant and the overhead in
data transmission between event source and data verification is analyzed.

The trusted computing technology, more specifically TPM, is exploited for trust estab-
lishment. A TPM is equipped with several cryptographic constructions, namely random
number generation, remote attestation, binding and sealing. However, such computationally
expensive operations are not suitable for resource limited CPS devices and IoT sensors.

Pawlick et. al (Pawlick and Zhu, 2017) adopt a game theoretical approach for trust
computation in cyber physical systems. The proposed game of games modelling paradigm is
called "strategic trust" and it captures the strategical and adversarial aspects of CPS security.
The proposed framework consists of two simultaneous games, 1) FlipIt and 2) Signalling.
In the FlipIt game, the attacker and defender attempt to control a common target i.e. cloud
resource in this case. The signalling game models the decision of connected devices on
whether to trust or not trust the commands received by the cloud.

The equilibrium outcome in the signaling game determines the incentives in the FlipIt
game. In turn, the equilibrium outcome in the FlipIt game determines the prior probabilities
in the signaling game. The Gestalt Nash equilibrium (GNE) characterizes the steady state
of the overall macro-game. The novel contributions of this paper include proofs of the
existence, uniqueness, and stability of the GNE. The proposed strategic trust is evaluated on
a cloud-assisted insulin pump. The proposed game-theoretical approach is quite interesting
and can be applied to detect and mitigate cyber threats in CPS.
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Yan et. al (Wang, 2018a) adopted a perception-oriented approach to quantify trustworthi-
ness in cyber physical systems. A multi-dimensional perception approach based on three
major metrics of ability, benevolence, and integrity is considered. Ability measures one 's
sensing and reasoning capability and influence to others. Benevolence captures the genuine-
ness of intention and the extent of reciprocity in information exchange. Integrity provides the
confidence about system dependability and predictability. These metrics are subsequently
used for trust quantification.

The sensing, prediction, and communication functions of large-scale cyber-physical
systems are modelled through a probabilistic graph model. The graph model provides a
generic abstraction of scalable CPS networks. Moreover, the ability, benevolence, and
integrity metrics are calculated based on the probabilistic graph model. Moreover, this
work demonstrated that perception-level metrics can be calculated with the combination of
Bayesian and statistical methods. Compared to other trust computation discussed above, a
novel aspect of this work is the considerations of different CPS functions, namely sensing,
prediction and communication, for trustworthiness quantification. The perception-based
quantification method directly models subjectivity of beliefs and the influence of social
behavior, with quantitative measures of ability, benevolence, and integrity, which have not
been considered in other quantitative approaches.

2.9.6 Discussion on Trust Models

After reviewing several trust models and surveys, it can be concluded that trustworthiness
of fog-enabled systems cannot be solely based on security and privacy aspects because
an authenticated node can also act maliciously. Henceforth, it is essential to evaluate
the trustworthiness of fog entities and CPS devices based on both security properties and
performance indicators i.e. QoS parameters.

Moreover, it is observed that most of the existing studies on IoT systems, MANETs and
CPS systems only assess the trustworthiness of sensors and CPS devices. However, there are
other entities which are also vulnerable to cyber attacks and can be compromised. This is
especially true for fog nodes which unlike cloud servers may be located in unprotected and
hostile environments. Besides that, many trust models in IoT, MANETs and CPS systems
also take into consideration the social aspects of trust. The ownership of devices and the
relationship between different owners are exploited for trust computation. The social trust is
essential in use cases whereby the interactions between humans and the devices owned by
them are of primary concern. However, the main focus of this research is the interactions
between autonomous devices in Fog-CPS systems. For these reasons, the social trust is not
considered. Precisely, in the proposed TMS, a performance based trust computation approach
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is employed. The trust of FOG-CPS entities is computed based on the QoS parameters and
network communication features. The social trust might be considered in a future work.

Additionally, it is concluded that the trust computation is essentially a regression problem
wherein the trust of an entity can be accurately predicted based on a set of features. For
instance, the trust of a fog node can be estimated based on its computational and processing
capabilities, response time, and task success ratio. Likewise, the trust of a CPS device can
be based on the its performance and communication features. Regression analysis based
schemes perform better than other trust computation models (i.e. subjective logic, weighted
sum, and adaptive trust evaluation) as they consider several features to predict the trust. Such
an approach is quite advantageous for a Fog-CPS system which is comprised of numerous
entities with heterogeneous resources. One more advantage of employing the regression
models for trust prediction is that in these models, the weights that best fit the input features
are selected by regression over the entire training dataset.

There are several regression models namely, linear regression, multiple linear regression,
logistic regression, support vector machine regression and random forest regression. Fol-
lowing this, the rationale behind employing random forest regression to predict the trust of
Fog-CPS entities is discussed. The linear regression model is not employed to predict trust
as it supports only one explanatory (independent variable) to predict the dependent variable.
The logistic regression model predicts only two classes i.e. 0 and 1, however for proposed
trust model a value between 0 and 1 was required. The multiple linear regression, support
vector machine and random forest all take multiple independent variables and/or features to
predict the dependent variable, trust in this case.

So, to choose the right regression model, experiments were carried out by employing
multiple linear, support vector machine and random forest regression models. As the
performance of a regression model is evaluated based on its accuracy calculated from
mean square error (MSE). As per the expectation, random forest regression outperformed
other models with 88% accuracy and 0.12 MSE. Ensemble models such as random forest are
well suited for multidimensional data. The MSE in case of multiple linear regression and
support vector machine were 0.15 and 0.18 respectively. Considering the prediction accuracy
of random forest regression model, it is employed for trust prediction of fog nodes and CPS
devices.

Another key challenge faced by the trust computation models of distributed systems is
their vulnerability to malicious attacks. Similar to other distributed systems, namely P2P,
MANETs and sensor clouds, the Fog-CPS systems are also vulnerable to self-promotion,
bad-mouthing, ballot-stuffing, opportunistic service, on-off, Sybil, and collusion attacks. It is
therefore essential to include countermeasures against these attacks.
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The proposed trust management system is presented in the next chapter. The trustwor-
thiness of both fog nodes and CPS devices is evaluated. The trustworthiness of fog nodes
is evaluated by QoS service evidence gathered by Fog Assist (FA) node. The CPS devices
also assess the fog nodes based on multi-dimensional communication parameters. Precisely,
random forest regression is employed for trust computation. The regression based trust
evaluation approaches are better than subjective logic as they do not require weight inputs
from experts. Additionally, as mentioned above all Fog-CPS entities namely, fog nodes, FA
nodes and CPS devices are also vulnerable to malicious attacks. The compromised entities
can fabricate the evidence to change the trust of other entities. The identification of malicious
parameters and the rate of change of trust are vital to detect data anomalies, Sybil, collusion
and other attacks, and subsequently computing a precise and accurate trust of fog nodes.
Considering the limitations of existing studies, a new trust management system is proposed
in which fog nodes and CPS devices are evaluated on a multi-dimensional criteria. Moreover,
a trust credibility evaluation model is designed to adjust the trust of Fog-CPS entities in three
cases whereby the CPS devices, fog nodes and FA could be compromised.

2.10 Summary of the Chapter

This chapter has thrown light on various aspects related to Fog-CPS systems. Section 2.1
discussed the fog computing architectures, its features and the standards. It further reviewed
related studies in a bid to identify their limitations.

The integrated frameworks were discussed in Section 2.2. The security schemes were
reviewed in Section 2.3. The background of elliptic curve cryptography is discussed in
Section 2.4. The fundamentals of pairing based cryptography and pairing schemes were
discussed in Sections 2.5 and 2.6 respectively. Functional encryption schemes were briefly
discussed in Section 2.6.1. Additionally, the security evaluation techniques were outlined
in Section 2.7. The related security schemes particularly cryptographic techniques were
discussed in Section 2.8. Moreover, the related TMS and trust models were discussed in
Section 2.9.





Chapter 3

A Secure Integrated Framework

This chapter presents the proposed secure integrated framework. Firstly, it presents a general
architecture of the fog-enabled smart grid power control systems (Fog-SGC), their security
and trust challenges. It further states the security requirements of the Fog-CPS systems.
Following that, it explores how the proposed framework can address the security and trust
challenges faced by the Fog-CPS systems. As the framework consists of two components,
i.e. SC and TMS. The discussion first focuses on how the SC can achieve the security
goals, namely data confidentiality, authentication and authorization. Following that, a
lightweight encryption scheme which is proposed as part of the SC is presented. Moreover, a
TMS, the second component of the proposed framework, is presented. The proposed TMS
addresses the trust challenges faced by the Fog-CPS systems.

3.1 Fog-enabled Smart Power Grid Control System

In this section, the proposed fog-enabled smart grid power control (Fog-SGC) application
scenario is presented. Further, the security, privacy and trust challenges inherent to such an
environment are discussed. Following these, the security and trust requirements of Fog-SGC
systems are also outlined.

Fog computing can improve the monitoring and management of next generation smart
grids. The pervasive CPS devices i.e. internet connected smart meters and smart appliances
can support the automation of future distribution grids. A fog-enabled smart grid power
control (Fog-SGC) is advantageous in several ways, for example for:

• enabling efficient electricity transmission,

• timely restoration of electricity after power disruptions and/or outages



72 A Secure Integrated Framework

• reducing the electricity bills, management and operational costs

• effective integration of renewable energy sources to existing power grids in order to
decrease reliance on fossil fuels and reduce CO2 emissions,

• increasing the dependability of power grids by achieving reliability, availability and
efficiency.

Novelty

Generally, the fog computing does not follow a single architecture model. In many cases, the
design of a fog deployment model depends upon the specific use case under consideration.
Large-scale smart grid power control services are pervasive in cyber physical environments
consisting of millions of smart meters, sensors and compute resources. However, an effective
orchestration service is required for the efficient management of fog services, and tackling
their dynamic variations and on-demand operational behaviours. The orchestration of fog
services and resources would enable robust maintenance and enhancement by achieving
reliability, dependability and security. In order to tackle these challenges, the basic fog
computing deployment model is extended and dedicated fog nodes called "Fog Assist" are
added in the fog layer. The Fog Assist (FA) nodes could be tasked with service matching,
provisioning and trust management (Wen et al., 2017).

3.1.1 The Proposed Deployment Model

The Fog-SGC as shown in Figure 3.1 consists of three layers, namely CPS devices, fog
communication and cloud. In the CPS devices layer, there are smart home devices, smart
building devices and smart factory devices in customer premises. The CPS devices such as
smart meters interconnect the appliances and subsequently report the power consumption of
the premises. The power generation and distribution centres are also part of this layer.

The power grids generally cover large geographical areas, thus to monitor the power
consumption patterns and to manage the supply and demand requirements, different devices,
namely Neighborhood Area Networks (NANs) and Wide Area Networks (WANs) are added
to the fog communication layer. The NAN devices monitor small geographic areas and
forward the power readings of neighbouring smart meters to distribution access point (DAP).
The DAP further aggregates them and generates summaries of power consumption. The fog
nodes with high computation powers serve as Wide Area Networks (WANs) and interconnect
multiple NAN devices. WAN devices also act as Remote Terminal Units (RTUs) and transmit
meter data to the cloud layer.
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Fig. 3.1 Fog-Enabled Smart Power Grid Control

Moreover, there are "Fog Assist" (FA) nodes which are dedicated for entity registration,
service orchestration, service provisioning and trust management. Lastly, the cloud layer
hosts SaaS applications for the acquisition, processing, presentation and management of
the metering data. Furthermore, there are advanced electricity monitoring systems (AEMS)
which are powered by analytics on real-time metering, demand and supply data to forecast
power consumption patterns.

3.1.2 Attacks on Cyber Physical Systems

Despite the opportunities provided by the Fog-CPS systems, they face increased security,
privacy and trust challenges. CPS systems bring significant challenges when devices lack se-
curity protection. Recent cyber attacks on CPS systems including Ukrainian power grid (Lee
et al., 2016), DNS provider Dyn (Lewis, 2017) and others underline the threat of connectivity
and the vulnerability of resource constrained devices to be compromised. Following this,
each of these attacks is briefly discussed.

1. Stuxnet Worm: One of the very well known attacks on CPS systems is the Stuxnet
worm (Kushner, 2013) on Iranian nuclear facilities. It stealthily spread between
computers running Windows by exploiting the privilege escalation vulnerabilities.
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2. Power Grid: The blackout of power grid (Lee et al., 2016) in Ivano-Frankivsh region
of Ukraine is another key attack which demonstrates how the resource constrained
devices could be compromised and bring the CPS systems to halt. In this incident, the
attackers successfully gained access to the Supervisory Control and Data Acquisition
(SCADA) system of the grid, and subsequently caused the power outage for several
hours.

3. Dyn Internet Service Provider: In the case of Dyn, the distributed denial of service
(DDoS) attack was launched by small compromised devices which formed a botnet and
collapsed the fundamental infrastructure comprising the Internet. In this attack, several
social media (i.e. Twitter, Facebook) and other (i.e. PayPal, Amazon and Netflix etc)
websites were down and/or inaccessible. It is later found that in Dyn attack, small
computing devices such as printers, webcams, residential gateways and baby monitors
were exploited to form a bot network. The Dyn attack was a reminder that IoT botnets
could be a huge threat to the future internet services.

4. Traffic Light Control: Additionally, a traffic controller in streets of Ann Arbor,
Michigan was compromised to manipulate the traffic lights by Ghena et. al (Ghena
et al., 2014). Direct radio communication with the traffic controller was exploited to
send fabricated signals to traffic lights.

5. Autonomous Vehicles: Along with other CPS systems, the autonomous vehicles
are also vulnerable to cyber attackers. One such attack (Andy, 2015) has recently
been carried out by Sammy Kamkar who had invented a device costing only $100.
The device was used to attack General Motor's OnStar communication systems, and
allowed an attacker to track, unlock and start the vehicle.

6. Illegal Network Access: Public networks are always vulnerable to illegal network
access. In 2014, Kaspersky Lab found that more than 1 million devices are affected by
3.5 million malware. The malware were stealing the user credentials in a bid to gain
access to the services and host networks.

3.1.3 Security, Privacy and Trust Threats and Challenges in Fog-CPS
Systems

The security and privacy challenges faced by cloud computing are not fully addressed yet.
In past few years, several security incidents (e.g. Sage, Sony Pictures, Home Depot, Target,
iCloud Hack) have been reported. Moreover, the global tech giants and cloud vendors
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such as Google, Amazon, and Yahoo have also suffered from security and data breaches.
Cloud security has become an important factor hampering the adoption of cloud computing.
However, owing to the following characteristics features of fog computing, it is deemed to a
more secure architecture than cloud computing:

• The fog nodes located near the network edge transiently process and analyze the data
reported by CPS devices. With this approach, data is not sent to the cloud servers,
which subsequently decreases dependency on the Internet network. Similar to in-house
data centres and private clouds, the data storage and processing at local fog nodes is
more secure. Hackers cannot easily gain access to private data.

• In fog-based systems, the data transmitted by the CPS devices is processed and analysed
on local fog nodes. With the non-real-time data transmission between Fog-CPS entities,
eavesdropping is not as useful as in the case of cloud-based cyber physical systems
where all the sensory data is sent to the cloud for further processing and subsequently
affecting the physical environment in real-time. However, the local fog nodes can still
process and/or gather the sensitive information of users, if proper privacy preserving
methods are not employed.

On one hand, fog computing overcomes a few of the weaknesses of the cloud computing.
But, on the other hand, it also inherits the existing security, privacy and trust challenges.
However, fog computing has some specific security, privacy and trust threats due to its unique
characteristics such as low latency, decentralized infrastructure, location awareness and
mobility support. The security, privacy and trust challenges faced by the Fog-SGC systems
are discussed next.

In Fog-SGC systems, machine-to-machine (M2M) communication can take place between
autonomous embedded devices, sensor nodes, actuators, fog nodes and cloud services. M2M
communication can be compromised via several attacks namely:

• Interception

• Interruption

• Modification

• Fabrication

• Unauthorized Authentication and Authorization

These principal attack mechanisms further break down to following security, privacy and
trust challenges. A malicious attacker may launch them to disrupt the fog computing. Some
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of the following attacks are identified by (Ni et al., 2018), but they are discussed as the
Fog-SGC systems also face them.

1. Data and Usage Privacy: The fog nodes are located near the end devices and are
therefore more aware of surrounding environment. They can gather information about
all the connected CPS devices. Privacy is a critical issue in Fog-SGC systems as the
sensitive data is often shared during collection, processing and transmission. Data
owners are not willing to share their private information with others, but the leakage of
sensitive data cannot be avoided. The privacy includes four aspects, that is, identity
privacy, data privacy, usage privacy and location privacy. Additionally, smart meter
readings pose a high risk to the user privacy. More specifically, as reported by many
existing works (Li et al., 2014) (Yassine et al., 2015), all activities of daily living
(ADL) can easily be inferred from smart meter readings.

2. Unauthorized Secondary Usage: Power consumption readings and user data could
be exposed to an untrusted party, whilst they are being processed on fog nodes, and
transmitted between two entities.

3. Data Correlation: The data stored and processed by fog nodes can easily be corre-
lated to generate a device profile which can subsequently be used for marketing and
advertising purposes. Additionally as reported by (Yassine et al., 2015), the smart
meter readings can reveal a range of information about consumers, such as how many
people are in the home, the types of appliances they use, their eating and sleeping
routines, and even the TV programs they watch.

4. Identity Impersonation: A malicious attacker could pretend to be a legitimate
user/device to provision services from fog nodes. It could also impersonate a le-
gitimate fog node to offer low quality or unreliable services to CPS devices.

5. Sybil Attack: Robust identity and access management is a pre-requisite for the Fog-
CPS systems, more specifically the Fog-SGC systems. Without such mechanisms in
place, Sybil attackers could easily generate the fake identities and pseudonyms for
CPS devices and fog nodes. The attackers can later use them to compromise or control
the Fog-SGC systems. Moreover, the private information of users can also be used for
other malicious purposes, namely phishing, spamming and targeted advertisements
etc.

6. Collusion Attack: In Collusion attacks, several parties collude to achieve some
common goal and/or gain an unfair advantage. In Fog-CPS systems, the CPS devices
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can collude to manipulate the trust values of fog nodes. The colluding entities aim
to affect the accuracy of the TMS, more specifically the trust computation process.
Additionally, in fog computing, fog nodes and CPS devices may collude to increase
their attack capability and subsequently attack the Fog-CPS system.

7. Privilege Escalation: In this type of attack, an adversary can escalate the privileges
of a user in order to give him/her access to confidential data and/or to a higher role.
The user in the escalated role can further carry out actions to disrupt the operation of
Fog-SGC systems.

8. Identity and Access Management: Large scale Fog-SGC systems are comprised of
several thousand CPS devices and processes. Robust identity and access manage-
ment (IAM) is the pre-requisite to ensure security in such systems. IAM enables the
individuals to access the corresponding resources. IAM also prevents the identity
impersonation, unauthorized access and data disclosure attacks.

9. Forgery: In Fog-SGC systems, the malicious attackers may forge the identities of
CPS devices and fog nodes. The forged identities can be used for several malicious
purposes including disseminating fake information, and reporting false meter readings
and communication parameters which are subsequently used in trust computation.
The forged information or resources may also likely to consume excessive network
resources such as bandwidth and energy to name a few.

10. Spam: In spamming attack, the malicious attackers generate bogus content and redun-
dant information, and subsequently broadcast them to all other nodes in a network.

11. Eavesdropping / Man-in-the-Middle Attack: In Man-in-the-Middle (MITM) attack,
a malicious attacker secretly listens over the communication channel. With regard to
Fog-SGC systems, the eavesdropper can capture packets being transmitted between
CPS devices fog nodes. It can subsequently modify them and relay back the fabricated
data. However, the two parties would still believe that they are directly communicating
with each other. MITM attack can easily be tackled by encrypting the data.

12. Denial-of-Service: In DoS attacks, the fog nodes are flooded with superfluous requests
such that legitimate CPS devices and other entities could not provision services from
them.

13. Tampering: In this type of attack, the compromised devices purposefully drop, delay
or modify transmitting data, with the aim of attacker being able to disrupt a Fog-SGC
system and degrade its efficiency.
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14. Physical Damage and Node Capture: Due to operation in open environments, CPS
devices and fog nodes are under great risk of physical damage and node capture.
Furthermore, the CPS devices have limited resources and could therefore be easily
compromised and broken.

15. Jamming: An attacker deliberately generates a huge number of bogus messages to
jam communication channels or computing resources, such that legitimate users and/or
CPS devices are prohibited from normal communication and computation.

3.1.4 Security Properties Violation

The above mentioned attack mechanisms lead to the violation of following security properties.

1. Confidentiality

2. Integrity

3. Availability

4. Privacy

5. Authentication and Authorization

3.1.5 Key Challenges in Designing Secure and Robust Solutions for
Fog-CPS Systems

As recognized by many researchers including (Singh et al., 2016), the main challenges in the
security of the cyber-physical systems (CPS) include:

1. Heterogeneity: All Fog-CPS systems including smart power grid, autonomous ve-
hicles and smart farming have different resources and security requirements. Some
require very high computational resources and robust security mechanisms, while
others do not. For example, safety-critical systems such as drones and self-driving cars
require the robust and efficient authentication and authorization solutions. However,
for payment systems such as "Samsung Pay" and "Apple Pay" high performance is as
equally desirable as the confidentiality and authentication of transactions. Similarly, in
case of battery-powered devices, the lifetime and availability are considered just as
important as the data security. Moreover, for some sensor applications, ensuring data
integrity is more crucial than confidentiality. Precisely, all Fog-CPS systems and CPS
devices have different security requirements and therefore emphasizing on one solution
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that fits all is difficult to propose. However, one way to possibly address this challenge
is to devise lightweight, innovative and robust security solutions which can be used
across numerous heterogeneous devices. Elliptic curve cryptography is lightweight but
secure and can therefore be employed to secure Fog-CPS systems.

2. Operation in Open Environments: Unlike cloud based systems, the Fog-CPS sys-
tems might operate in open and hostile environments. This opens up an entirely new
class of attacks that Fog-CPS systems might face including but not limited to, illegiti-
mate access through mediums other than traditional networks (e.g., physical access,
Bluetooth and radios). The threat model of cloud-based systems is well-understood
and several protection mechanisms have already been designed to counter the poten-
tial threats and attacks. However, the Fog-CPS systems also require robust security
solutions which should be designed by considering this new threat model.

3. Scalability: Lastly, another key challenge faced by Fog-CPS systems is their unprece-
dented scalability. Precisely, according to Cisco, 50 billion devices will be connected
to the Internet by 2020 (Evans, 2011) and this number will reach 500 billion by 2025
(Camhi, 2015), far exceeding the world population. However, any security solution
proposed for such systems must scale accordingly, to be more specific, the overhead of
adding and removing devices to/from the security solution should be minimal.

3.1.6 Security Requirements of Fog-CPS Systems

1. Authentication: Fog-CPS entities, namely CPS devices, fog nodes and cloud services
operating in different realms offer and provision services in real-time. As a result,
such systems face numerous security, privacy and trust challenges emerging from both
cyber and physical spaces. Moreover, in such cases, ensuring trustworthy behaviour
of Fog-CPS entities is non-trivial. One way to solve this could be through robust
and efficient authentication and authorization mechanisms. It is essential that each
entity should have a unique identity and should only access the resources, it is granted
permission for. Without appropriate security mechanisms, any malicious attacker
can compromise the resource constrained devices and target the fog services in ways
elaborated in Section 3.1.3. Moreover, the attackers can also take advantage of lack of
authentication schemes and get away without leaving behind any trace of malicious
activities. Precisely, illegitimate access to Fog-CPS resources can only be prevented
through robust identity and access management systems.
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2. Authorization: Apart from authentication, a robust authorization system is indispens-
able for Fog-CPS systems. The lack of access control mechanisms enable the malicious
attackers to harm the Fog-CPS systems in several ways such as, privilege escalation,
identity impersonation and unauthorized access. In Fog-CPS systems, the access
control policies are defined by fog nodes to enforce authorization mechanisms in every
trust realm of these systems. Similar to ABE schemes, the access control policies must
take into consideration the attributes (e.g. IP address, MAC address, trustworthiness,
geographical location and resource ownership etc) belonging to Fog-CPS entities, as
they can establish their unique identities.

3. Lightweight Security Solutions: The CPS devices have low computational capability
and therefore cannot execute computationally complex and resource intensive opera-
tions. The security solutions designed for CPS devices should be very lightweight and
fast. The lightweight cryptographic solutions, namely elliptic curves, blockciphers,
hash functions, streamciphers and one-pass authentication, could be appropriate for
resource constrained devices.

4. Resilience to Sybil Attacks: Fog computing is vulnerable to Sybil attacks, in which
attackers are able to manipulate faked identities and abuse pseudonyms to compromise
real-time services and CPS applications (Ni et al., 2018). In the presence of Sybil
attackers, the normal CPS devices may be misled by the faked data and the CPS
applications may generate incorrect results. A Sybil attacker may broadcast spam
and advertisements or disseminate malware and phishing websites to steal the private
information of users.

Unfortunately, most Sybil attackers behave similarly to normal users, how to detect the
presence of Sybil attackers and thereby identify the Sybil attackers is extremely difficult,
which makes Sybil defense of paramount importance. To detect Sybil attackers, the
basic information of normal users is needed for the detector to compare the difference
between normal users and Sybil attackers, such as social graph, social community,
behavior pattern and friend relationship.

5. Trust Management: Security solutions such as identity and access management
(IAM), and encryption can secure the communication between collaborating entities
and enforce robust authentication and authorization. However, these mechanisms
do not guarantee that all entities are fully trusted. Trust plays an important role in
establishing dependable relationships among Fog-CPS entities. Furthermore, in Fog-
CPS systems, the CPS devices can provision low-latency services from fog nodes
in the vicinity. Likewise, the fog nodes can also cooperate with other fog nodes to
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provide real-time services. Nevertheless, some fog nodes may not maintain quality of
service (QoS) due to various factors such as service cost, energy usage, application
characteristics, data flow, and network status. Precisely, before any prior interaction,
both CPS devices and fog nodes have no idea about how their partners would behave.
Therefore, selecting fog nodes with high trustworthiness to cooperate with is quite
important in the implementation of CPS applications and services. Because without
trust mechanisms, such interactions are subject to risk and uncertainty that an entity
might experience.

3.1.7 Discussion

In the preceding sections, the security, privacy and trust challenges faced by Fog-CPS systems
are underlined. The difficulties in designing secure solutions are also outlined. Following
that, the security requirements of Fog-CPS systems are highlighted. It is noted that these
aspects cover an all encompassing view of the Fog-CPS systems. However, this dissertation
focuses on solving the security and trust challenges. The security challenges include data
confidentiality, authentication and authorization.

3.2 The Proposed Secure Integrated Framework

The Fog-CPS systems bring together inherently open, distributed and heterogeneous re-
sources. Due to the open and distributed nature of Fog-CPS systems, they face several
security, privacy and trust challenges. In Fog-CPS systems, inter-device and inter-system
collaborations are subject to risk and uncertainty. CPS devices have become a new weapon
for hackers to break into these systems via cyber and physical spaces. CPS devices are
vulnerable to cybersecurity challenges and threats due to their resource limited capabilities
and lack of protection mechanisms.

To be more specific, Fog-CPS systems face numerous security threats, namely eavesdrop-
ping, packet payload manipulation, DoS and man-in-the-middle attacks etc. The communica-
tion between CPS devices, fog nodes and cloud service providers (CSP) can be compromised
by any of these attacks or a combination of them. These attacks subsequently lead to the lack
of data confidentiality, authentication and authorization.

On top of that, in Fog-CPS systems, data confidentiality measures are required to ensure
no unauthorized CPS devices, fog nodes and/or malicious attackers can gain access to the
sensitive data related to the system. For instance, if proper security mechanisms are not
employed in Fog-SGC systems, electricity consumption readings could easily be modified
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and false meter readings could be reported. Likewise, with the lack of authentication
mechanisms, any malicious device and/or system can easily join/leave the Fog-CPS network.
It can also get away without being caught even if it performs maliciously. Additionally,
a rogue node can impersonate a legitimate fog node and trick the CPS devices to use its
services. It can do harm to the system in several ways as listed below:

• providing low quality of service

• gathering sensitive information from connected CPS devices and/or fog nodes

• attempting to escalate its privileges to get access to other resources

• compromising the vulnerable CPS devices and fog nodes and subsequently using them
as malware bots to form a botnet.

Besides authentication, another key aspect related to security is the authorization. The
authorization mechanisms define who can access what resources in a given system. They
also implement policies to enforce selective restriction to confidential information, data and
resources. Similar to other open distributed systems, the Fog-CPS systems also require robust
authentication and authorization techniques the absence of which can cause havoc, as is
evident from the recent attacks on CPS systems (Kushner, 2013), (Lee et al., 2016), (Lewis,
2017) and cloud-based (Lewis, 2014), (BBC News, 2016), (BBC News, 2014) systems.
Precisely, the lack of robust security techniques can disrupt the operation of Fog-CPS
systems and subsequently affect their dependability and availability.

Apart from security challenges, Fog-CPS systems also face numerous trustworthiness
issues. The decentralized architecture and mobility support features of fog computing
introduce trust challenges in Fog-CPS systems as listed below:

• Fog computing does not necessarily follow a pre-defined network architecture. The fog
nodes can be added and removed depending upon resource requirements of a specific
use case under consideration. Some fog nodes which were part of the network could
no longer exist and need to be replaced with other fog nodes. This could happen
for various reasons including, the inability to provide quality of service (QoS), load
balancing, service cost, energy usage, node capture or some other attacks. The inability
to provide QoS raises concerns about the dependability and reliability of Fog-CPS
systems.

• In the events of node mobility, data and processes running on fog nodes need to
decoupled properly such that they cannot be modified and/or misused by malicious
parties.
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• Additionally, similar to CPS devices, fog nodes are also deployed in open and untrusted
environments and are therefore at the risk of being compromised, broken and stolen.

Precisely, before any prior interaction, both CPS devices and fog nodes have no idea about
how their partners will behave. Without trust mechanisms, such interactions are subject to
risk and uncertainty that an entity might experience.

Having discussed the security and trust challenges, it is clear that establishing trustworthy
and dependable Fog-CPS systems requires a multi-dimensional and multi-faceted approach
which considers both the security and trust issues. The protection of Fog-CPS systems
demands comprehensive vulnerability analysis, and extensive theoretical and practical in-
novations in security and trust technologies. Besides that the proposed solutions must be
lightweight such that they could be applied in resource limited CPS devices. Considering the
limitations of existing works (elaborated in Chapter 2), this dissertation proposes a secure
integrated framework for Fog-CPS systems.

As discussed in Chapter 1, the framework consists of two components, namely 1) a
security component (SC) and 2) trust management system (TMS) as shown in Fig. 3.2. The

Fig. 3.2 Integrated Framework for Fog-CPS Systems

SC component establishes identity and access control in Fog-CPS systems. TMS evaluates
the trustworthiness of Fog-CPS systems by computing trust for each of the entities, namely
fog nodes and CPS devices.
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3.2.1 Security Component

This researcher believes the security goals i.e. data confidentiality, authentication and
authorization can be achieved by employing cryptographic techniques. These goals can
further be categorized as an identity and access management problem. So considering these
different aspects, the first component of the proposed secure integrated framework was
designed. The SC component consists of two subcomponents, namely Identity Management
and Access Control Management. The different subcomponents of the SC enable FA nodes
to efficiently manage the identity and access control in Fog-CPS systems. It implements the
access privileges which are defined by fog nodes and makes sure that individual CPS devices
and/or users are granted (or denied) those privileges under appropriate circumstances and/or
network conditions. Access Policies also define how the sensory data is utilized in other
services offered by the fog nodes.

Identity Management

In Fog-CPS systems, it is essential that all devices, sensors, monitors and fog nodes must
have trusted and unique identities. Trusted identities would guarantee that all CPS devices
and fog nodes are authenticated. Inline with this approach, the concept of unique attributes is
introduced to avoid impersonation and Sybil attacks in open and distributed Fog-CPS systems.
The set of unique attributes in the proposed Fog-CPS scheme can prevent impersonation,
forging identities and Sybil attacks. Precisely, a device needs a set of unique attributes to
successfully register with the FA node. The attributes can further be employed in ABE
schemes to generate the secret keys and subsequently encrypt the information.

However, it is underlined that unique attributes cannot prevent the malicious behaviour
and therefore thwart masquerade attacks. An authenticated node can also act malicious.
However, it is underlined that the proposed secure integrated framework is designed to
countermeasure the malicious activities of even the authenticated nodes. To be specific, the
TMS can evaluate the trustworthiness of all Fog-CPS entities and based on which computes
its trust value which is subsequently used to define their access control rights. The TMS acts
supportively when an authenticated CPS device act maliciously.

Access Control Management

In Fog-CPS systems, access control management is required to determine which entity (a
device or a user) can access what resources, for example, read or write data, execute programs
and control actuators. However, due to the resource constrained nature of CPS devices, they
lacked proper mechanisms for access control. Similar to cloud services, the fog nodes define
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access policies for CPS devices and other nodes. Any device which fulfills the access policy
can request and/or provision resources. Moreover, in the proposed framework, FA first
authenticates the Fog-CPS systems and then implements the access control policies defined
by the fog nodes. In the proposed framework, the objectives of secure identity management,
authentication and access management are achieved by employing lightweight cryptographic
techniques. To be more specific, as a part of the SC, a novel lightweight encryption scheme
based on elliptic curves is proposed to enforce robust authentication and access control in
Fog-CPS systems. The encryption scheme is presented in Section 3.3.

3.2.2 Trust Management System

The TMS of the proposed secure integrated framework consists of nine subcomponents:

1. QoS Monitoring and Service Matching

2. Objective Trust Computation

3. Trust Parameter Monitoring

4. CPS Device Parameter Monitoring

5. Data Anomalies Detection

6. CPS Device Trust Computation

7. Trust Credibility Evaluation

8. Fog Node Trust Computation

9. Trust Evidence Database

The different components of TMS enable FA to accurately and precisely compute the trust of
fog nodes and CPS devices respectively. For fog nodes, trust is computed by aggregating
the QoS evidence monitored by FA, and the network communication parameters, namely
energy consumption, bandwidth and response time reported by the CPS devices. Likewise,
the trust of CPS devices is computed based on communication features monitored by the
fog nodes. A Trust Parameter Monitoring module is installed in each CPS device and fog
node. It quantifies the latency, energy consumption and bandwidth utilized in communication
between the fog nodes and CPS devices, and vice versa.

QoS Monitoring and Service Matching module assists FA in evaluating the service
quality and finding the services matching the user requirements. The QoS evidence is later
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fed into the Objective Trust Computation module in order to compute the objective trust.
FA subsequently stores all the monitored parameters and trust results in the Trust Evidence
Database.

Moreover, any anomalies in parameters monitored and/or quantified by fog nodes and CPS
devices are detected by Data Anomalies Detection component prior to being incorporated
into CPS Device Trust Computation. Next, the Trust Credibility Evaluation module finds
the discrepancies in trust computed in consecutive time instants. The trust inconsistencies are
analyzed to prevent the malicious behaviour of Fog-CPS entities. Lastly, the objective and
CPS trust are sent to the Fog Node Trust Computation module to compute the final trust of
fog nodes. The details of each of these modules are given in Section 3.6.

3.3 Proposed Security Component

This section presents the proposed security component (SC). As discussed above a lightweight
encryption scheme is proposed as part of the SC. The encryption scheme enforces robust
identity management and access control management in Fog-CPS systems. From here
onwards, the proposed scheme is referred to as the Fog-CPS security scheme. The proposed
scheme has adopted the encryption and decryption Algorithms of (Odelu and Das, 2016),
however some additional changes were made to the key generation Algorithms of [8] as
specified below:

1. The attributes in the scheme presented here are divided into two sets i.e. secret AS

and shared AK . Therefore, the key generation process is also distributed between the
certification authority (CA), FA in this case, and the Fog-CPS entities. Three algorithms
namely Partial Key Pair Generation, Final Public KeyGen and Final Secret KeyGen
are designed for the complete key generation process. The formal construction of the
key generation algorithms is different from the existing one (Odelu and Das, 2016).

2. Fog-CPS security scheme uses two elliptic curve (EC) points for each attribute instead
of three as in [8]. The use of two points per attribute reduces the processing and
memory overhead and make Fog-CPS scheme efficient but also secure.

3. Efficient Key Update Algorithms with limited additional overhead are introduced.
The key update process only incurs the overhead of one extra element in each update.
Similar to key generation process, the key update process is also split into three
algorithms.



3.3 Proposed Security Component 87

Table 3.1 Attributes Shared between CPS Devices and Fog Assist Node

Secret Attribute Set shared between Fog-CPS entities and FA
Á1 Á2 Á3 . . . . . . AS

Device ID IP Address Location
Malicious
Activities
Reported

Number of
Key Updates Trust

Shared Attribute Set shared between Fog-CPS entities
A1 A2 A3 . . . . . . AK

Entity ID Entity Type Application ID Application Type Data Identifier Trust

3.3.1 Set of Attributes

Every Fog-CPS entity is defined by a set of attributes which are shared among the CPS
devices, fog nodes and FA. Table 3.1 lists the attributes in both sets. It can be observed
that the attribute set is divided into two subsets in order to maintain the privacy of sensitive
attributes and to prevent the leakage of cryptographic keys. In existing ABE schemes, the
user attribute set is shared with the CA. The CA generates the secret keys for the users.
However, the compromise of CA can endanger the secret keys and therefore the secrecy of
encrypted messages. In the proposed scheme, this challenge is addressed by dividing the
attribute set A into two sets, namely the shared AK and secret AS. The secret attributes AS

are known to the FA while the shared attributes AK are known to the collaborating fog nodes
and/or CPS devices.

Each CPS device or IoT device can have numerous unique attributes such as, device ID,
IP address, Bluetooth device address, location (geospatial coordinates and postal addresses
etc). Additionally, there are other attributes which could be shared by several devices namely,
application ID, application type, data identifier, URI and URL. The attributes that could be
put in two sets depend upon the Fog-CPS use case under consideration. The system analyst
can carefully select the attributes for two sets after thoroughly investigating the security and
trust challenges faced by such systems. As an example, a few attributes for both sets are
listed in Table 3.1.

3.3.2 Key Pair Generation

In the proposed Fog-CPS scheme, each CPS device and fog node will have two key pairs.
One is generated from secret attribute AS set, the other from the shared attribute AK set. As
mentioned above the secret attributes are only shared with FA which registers the entities and
generates the key pair PKAS/SKAS based on AS. The FA subsequently publishes the public
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key PKAS and keeps the secret key SKAS with itself. The registration of CPS entities with FA
ensures that published public keys are authentic and do not need any further verification.

However, as the secret attributes AS are only known to FA, the other collaborating CPS
devices cannot verify them. To address this problem, a notion of shared/public attributes
AK is introduced. The shared attributes are known to collaborating Fog-CPS entities which
generate the final public and secret keys. The encryption and decryption would take place
using final public and secret keys. Such an approach is advantageous for two reasons:

1. The secret attributes are only shared with the FA and the leakage of secret keys would
not risk the communication of collaborating entities.

2. The scheme is scalable because the final public keys are generated by the collaborating
devices themselves without the aid of FA.

Any device can generate the final public keys of other devices. Additionally, the proposed
scheme eliminates the need to have separate constructions for authentication and authoriza-
tion, as only those devices which possess a shared attribute set can collaborate.

3.3.3 Assumptions

• CPS devices such as, smart meter and smart appliances can be compromised and leak
sensitive information.

• The FA, fog nodes and cloud provider may act maliciously and try to gather information
(from CPS devices, users, social media and external resources). This information can
be used to generate the profile of CPS devices/users which can subsequently be used
for malicious activities including targeted advertisement and spamming.

• All Fog-CPS entities will register with the FA using their secret attribute set.

• The CPS entities and fog nodes can generate the public keys, also called final public
keys, of collaborating devices.

• Access policies are shared among CPS devices, FA, fog nodes and cloud.

3.3.4 Preliminaries

Attribute and Access Structure:

All CPS devices and fog nodes possess a set of attributes. Let A= AS∪AK be the attribute
set of each CPS device consisting of both secret AS and shared AK attributes. The attribute
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set AS can only be shared with FA whereas AK can be shared with CPS devices and fog
nodes. Let SK = a1a2....an be the attribute string of a CPS device. The attribute string is
represented with an n-bit string a1a2....an which is defined as follows:

ai = 1, if Ai ∈ AK,

ai = 0, if Ai /∈ AK,

For example, if n = 6 and AK = {A1,A2,A4,A6}, then the 6-bit string SK becomes 110101.
Moreover, in the proposed scheme, AND-gate access control structure is considered for

defining the access policy. The access policy P is defined based on the attributes in shared
attribute set AK . Similar to device attribute string, the access policy is also represented with
an n-bit string SP = b1b2....bn, where

bi = 1, if Ai ∈ P,

bi = 0, if Ai /∈ P,

For example, if n = 6 then policy string SP = 101010 meaning that the access policy P
requires three attributes i.e. A1, A3 and A5.

Let AK be a shared attribute set and P be the access policy. Attribute set AK satisfies the
access policy, P⊆ AK , if and only if ai ∈ SK ≥ bi ∈ SP, for all i = 1,2, ....,n.

Computational Hard Problems:

The security of the Fog-CPS scheme is based on the computational problems described
below.
q-Generalized Diffie-Hellman (q-GDH) assumption (Boneh and Boyen, 2004)
Given a1P,a2P, ....,aqP in G and all the subset products (∏i∈S ai)P ∈G for any strict subset
S ⊂ {1, ...,q}, it is hard to compute (a1....aq)P ∈ G, where P is a base point in Ep(a,b);
a1,a2, ...,aq ∈ Z∗p. Since the number of subset products (elliptic curve scalar point multipli-
cations) is exponential in q, access to all these subset products is provided through an oracle.
For a vector a = (a1, ...,aq) ∈ (Zp)

q, define Op,a to be an oracle that for any strict subset
S⊂ {1, ....,q} responds with Op,a(S) = (∏i∈S ai) ∈G.

Definition 1 (q-GDH assumption). The (t,q,ε)−GDH assumption is satisfied in G, if
for all t-time algorithms A, the advantage AdvGDH

A,q = Pr[A OP,a = (a1...aq)P] < ε , where
a = (a1, ....,aq) ∈ (Zp)

q and for any sufficiently small ε > 0 .
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q-Diffie-Hellman Inversion (q-DHI) problem (Boneh and Boyen, 2004)
Given a (q+ 1)-tuple (P,xP,x2P, ...,xqP) ∈ Gq+1, the problem is to compute (1/x)P ∈ G
where x ∈ Z∗p.

Definition 2 (q-DHI assumption). G satisfies the (t,q,ε)-DHI assumption, if for all t-time
algorithms A , the advantage becomes AdvGDH

A,q = Pr[A (P,xP,x2P, ...xqP) = (1/x)P]< ε for
any sufficiently small ε > 0, where the probability is over the random choice of x in Z∗p and
the random bits of A .
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3.3.5 Fog-CPS Scheme Application in Fog-SGC Scenario

This section discusses the application of the proposed scheme for a Fog-SGC system. A use
case where a smart home device reports meter readings data D to the NAN device. Figure
3.3 illustrates the communication between smart home device, NAN device and FA. Initially,
all entities namely CPS devices and fog nodes will register with FA based on their secret
attribute sets AS. FA subsequently publishes their partial public keys PKAS .

Fig. 3.3 Fog-CPS Scheme Application in Fog-SGC Scenario

Next, the smart home device sends meter data store request to NAN device. Upon
receiving the request, the NAN device asks for a set of attributes AK . Subsequently, the smart
home device generates the final public key PKAK of NAN device and encrypts D using that
key. After that smart home device signs the shared attributes AK using its secret key. The
smart home device sends CT and signature σ to the NAN device.

Following this, the NAN device generates the final secret key SKAK based on shared
attributes set AK . If the NAN device successfully verifies the σ and decrypts the CT , it
gets an assurance that the smart home possesses the required attributes and stores D. The
interaction between all other entities will be similar as between the smart home device and
the NAN device.
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3.3.6 Fog-CPS Description

The proposed Fog-CPS scheme consists of eight algorithms which are discussed below. It is
assumed that the elliptic curve group parameters are pre-shared with all entities in the system
and they will use them to generate the keys.

1. Partial Key Pair Generation(λ ,AS)→ PKAS/SKAS

Every entity in the Fog-CPS i.e. CPS devices and fog nodes will register with the FA based
on a secret set of attributes. The FA will execute the KeyGen algorithm to generate their key
pair. This algorithm takes as input the security parameter λ and a set of secret attributes AS.
It outputs the partial public/secret key pair PKAS/SKAS . The FA will publish the partial public
key PKAS and sends the partial secret key SKAS to the CPS device. For initial communication,
Fog-CPS entities can use the partial public keys. The partial public keys guarantee that
Fog-CPS entities are legitimate and registered with FA.

2. Final Public KeyGen(PKAS ,AK)→ PKAK

The second pair of keys namely, final public and secret keys are generated from the shared
attribute set. The final public keys can be generated by any CPS device or fog node that
shares a set of attributes with some other entity. This algorithm generates the final public key
of a CPS device. It takes as input the public key PKAS generated over the secret attribute set
AS and the shared attribute set AK .

3. Final Secret KeyGen(SKAS ,AK)→ SKAK

This algorithm generates the final secret key of a CPS device. It takes as input the secret key
generated over the attribute set AS, and the shared attribute set AK .

4. Encrypt(PKAK ,P,M)→CT

The encryption algorithm takes as input the final public key PKAK , access policy P and a
message M. It outputs a ciphertext CT .

5. Decrypt(SKAK ,P,CT )→M

The decryption algorithm takes as input the final secret key SKAK , access policy P and , and
outputs the plaintext message M if SKAK statisfies P.
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6. Partial Key Pair Update(λ , ÁS)→ ´PKAS/
´SKAS

This algorithm takes the security input and an updated set of secret attributes AS as input and
generates a new ´PKAK/

´SKAK partial key pair for the CPS device.

7. Final Keys Update( ´PKAS , ÁK)→ ´PKAK/
´SKAK

If the shared attributes of a CPS device are updated, then the final public and secret keys
need to be regenerated. These algorithms take the updated set of shared attributes ÁS as input
and generates the new final public and secret keys ´PKAK/

´SKAK of the CPS device.

8. KeyRevoke

Similar to existing ABE schemes, the keys are revoked by the FA. However, the keys can
also be revoked due to the malicious behaviour of CPS devices. For instance, a fog node
can request a key revocation based on the malicious activities of compromised CPS devices.
Three cases for key revocation are identified, 1) legitimate revoke, and 2) malicious activity
and 3) attributes update. The details of the three key revocation cases are further discussed in
the following section.

Correctness. The Fog-CPS Scheme must satisfy the following property. For any
PKAK/SKAK key pair if P ⊆ AK , the decryption algorithm always outputs the original
plaintext M. Otherwise, the cipher-text EPKAK

[P,M] cannot be decrypted using the secret key
SKAK .

3.4 Mathematical Construction of Fog-CPS Scheme

In this section, the construction of all algorithms is presented.

3.4.1 Partial Key Pair Generation(λ ,AS)→ PKAS/SKAS

Initially, all entities namely smart meters and fog nodes register with FA based on their secret
attribute sets AS. The FA executes Algorithm 1 to generate the partial key pair. KeyGen
algorithm takes as input the security parameter λ and a set of secret attributes AS. The
security parameter λ is generally used in all encryption algorithms and it consists of a long
string of 1s. The security parameter defines the length of the secret keys and message in an
encryption scheme. In this case, the λ is dependent on the chosen finite field which is 512
bits in case of supersingular curve SS512. Algorithm outputs the partial public/secret key
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Algorithm 1 Partial Key Pair Generation

1: Input: Security parameter λ , secret attribute set AS.
2: Output: PKAS /SKAS

PKAS = {G,Pi,H1}, ∀i = 0,1, ..., t.
SKAS = {s}

3: Choose elliptic curve group G, where P is a base point on the elliptic curve Ep(a,b)
defined over the finite field Zp.

4: Choose a one-way collision resistance hash function, H1 defined as:

H1 : {0,1}∗→ Z∗p,

5: Create a secret random number r ∈ Zp.
6: Map t < n attributes in secret set AS to Zp using hash function H1 and compute secret

number s1.

si =H1(i) (mod p),∀i ∈ AS, (3.1)

ś =
t

∑
i=1

si, (3.2)

s =rś (3.3)

7: Next compute public key components Pi as:

Pi = siP, ∀i = 0,1, ....., t (3.4)

pair PKAS/SKAS . Subsequently, the FA publishes the partial public key PKAS and sends the
partial secret key SKAS to the registering device.

3.4.2 Final Public KeyGen(PKAS,AK)→ PKAK

After registration with FA, the smart home device sends a data store request to the NAN device.
Upon receiving the request, the NAN device asks for a set of attributes AK . Subsequently, the
smart home device generates the final public key of the NAN device by executing Algorithm
2. This algorithm generates the final public key of a CPS device. It takes as input the partial
public key PKAS generated over the secret attribute set AS and the shared attribute set AK . It
outputs the final public key PKAK .
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Algorithm 2 Final Public Key Generation
1: Input: Partial Public Key PKAS and shared attribute set AK .
2: Output: PKAK = {Ui}, ∀i = 0,1, ..., t.
3: Let SK = a1a2....at be the device attribute string over shared attribute set.
4: Map t, t < n attributes in shared set AK to Zp using hash function H1 and compute k.

ki =H1(i) (mod p),∀i ∈ AK,

k =
t

∑
i=1

ki, (3.5)

5: Next, compute final public key components Ui, ∀i = 0,1, ..., t as:

Ui = kiPi, (3.6)

3.4.3 Final Secret KeyGen(SKAS,AK)→ SKAK

The NAN device executes Algorithm 3 to generate the final secret key SKAK corresponding
to a shared attribute set AK . It takes as input the secret key generated over the secret attribute
set AS and the shared attribute set AK . It outputs the final secret key SKSKK .

3.4.4 Encrypt(PKAK ,P,M)→CT

Next, the smart home device encrypts M using the final public key PKAK of the NAN device
and signs the shared attributes AK using its secret key. The smart home device sends CT and
signature σ to the NAN device. The encryption algorithm takes as input the final public key
PKAK , access policy P and a message M. It outputs a ciphertext CT . Algorithm 4 presents
the encryption procedure in detail.
Proposition 1. From Equations (3.8) and (3.13, a new polynomial can be calculated as:

F(x,SK,SP) =
f (x,SP)

f (x,SK)
=

t

∏
i=1

(x+H4(i))ai−bi (3.18)

It can easily be verified that f (x,SP)
f (x,SK)

is a polynomial function in x, if and only if P⊆ AK . The
encryption algorithm and the secret key generation algorithm are designed in such a way that
f (x,SP)
f (x,SK)

must be a polynomial for a successful decryption.
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Algorithm 3 Final Secret Key Generation
1: Input: Partial secret key SKAS and shared attribute set AK .
2: Output: Final secret key SKAK = {u1}.
3: Compute secret number α as follows:

α = sk, (3.7)

where s is the secret key component from SKAS and k is computed similar to Equation
3.5 in Algorithm 2.

4: Next, compute Eq. 3.8, f (α,SK) which is an t-degree at most polynomial in Zp[x].

f (α,SK) =
t

∏
i=1

(α +H1(i))1−ai (3.8)

where i is an attribute in the AK .
5: Pick two random numbers ru, tu ∈ Zp. Compute su such that the following condition

holds.

1
f (α,SK)

= su− rutu (mod p)

su =
1

f (α,SK)
+ rutu (3.9)

6: Next, compute secret key component u1.

u1 = su− rutu (mod p), (3.10)

3.4.5 Decrypt(SKAK ,P,CT )→M

Following this, the NAN device verifies the σ and decrypts the CT . Upon successful
decryption, it gets an assurance that the smart home device possesses the required attributes
and stores D. Algorithm 5 elaborates the decryption process. The decryption algorithm takes
as input the secret key SKAK and ciphertext CT and outputs the plaintext message M.

First of all, the decryption key rmP is computed. Subsequently, ć = H2(KDF(rmP))⊕Cr,
Ḿ = Cm⊕H3(ć) and ŕm = H1((P,Ḿ), ć) are computed. Next, the equality rmP = ŕmP is
checked. If equality holds, Ḿ is treated as the original plaintext M, otherwise outputs null
(⊥).
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Algorithm 4 Encryption
1: Input: PKAK , M, and P, P⊆ AK .
2: Output: CT = {P,Um,i,C1,Cr,Cm}.
3: Create a random number c ∈ {0,1}lr and compute

rm = H1(P,M,c), (3.11)
km = KDF(rmP), (3.12)

where KDF is a key derivation function which takes the new elliptic curve point rmP
and generates a secret key km.

4: Let SP = b1b2....bt be the access policy string. Compute the corresponding (t−1) degree
at most polynomial function f (x,SP) in Zp[x] as

f (x,SP) =
t

∏
i=1

(x+H1(i))1−bi (3.13)

Let ci denotes the coefficient of xi in the polynomial f (x,SP).
5: Choose two one-way collision resistance hash functions, H2 and H3 defined as:

H2 : {0,1}∗→{0,1}lr ,

H3 : {0,1}∗→{0,1}lm,

where lr is the length of a random string, lm is the length of message M, {0,1}∗ is a
binary string of arbitrary length, and {0,1}l is a binary string of length l. The length of
the hash value is the same as the length of a random string r and similarly the hash value
will be the same size as the message M.

6: Next, the CT which consists of three components C1, Cr and Cm is computed. C1
is a point on elliptic curve which is computed from the polynomial f (x,SP) and Ui
components in PKAK corresponding to attributes in P. C1 is computed as follows:

Um,i = rmUi, i = 1,2, ..., t−|P|, (3.14)

C1 = rm

t

∑
i=0

ciUi = rm f (α,P)P, (3.15)

Next, Cr is computed by a XOR operation on km and c computed in Step 3.

Cr = H2(km)⊕ c, (3.16)

Lastly, Cm is computed by a XOR operation on c and message M.

Cm = H3(c)⊕M, (3.17)
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Algorithm 5 Decryption

1: Input: SKAK , CT = {P,Um,i,C1,Cr,Cm}.
2: Output: M or ⊥
3: Compute V as follows:

V = u1C1, (3.19)

= (su− rutu)rm

t

∑
i=0

ciUi

= (
1

f (α,AK)
+ rutu− rutu)rm f (α,P)P

= rm
1

f (α,AK)
f (α,P)P

= rmF(α)P.

4: Compute ci = ai−bi for i = 1,2, ...., t. Let F(x,SK,SP) be the (t−|P|) degree at most
polynomial function in Zp[x] defined as

F(x) = F(x,SK,SP) =
t−|P|

∏
i=1

(
x+H1(i)

)ci (3.20)

and ći be the coefficient of xi in the polynomial F(x). It is clear that ć0 ̸= 0 .
5: Next, compute

W =
(t−|P|)

∑
i=1

ćiUm,i (3.21)

= rm
( (t−|P|)

∑
i=1

ćiα
i)P

= rm
( (t−|P|)

∑
i=1

ćiα
i + ć0− ć0

)
P

= rm(F(α)− ć0)P
= rmF(α)P− rmć0P
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6: Compute the decryption key rmP as 1
ć0
(V −W ).

rmP =
1
ć0
(V −W )

=
1
ć0
(rmF(α)P− (rmF(α)P− rmć0P))

=
rmF(α)− rmF(α)+ rmć0

ć0
P

= rmP

7: Next, compute,

ć =H2(KDF(rmP))⊕Cr,

Ḿ =Cm⊕H3(ć),

ŕm =H1(P,Ḿ, ć)

8: Finally, verify rmP = ŕmP. If the condition holds, treat Ḿ as original plaintext message
M. Otherwise, output null (⊥).

Remark. If AK = P, then F(x) = 1, which is a constant polynomial. This implies that
f (α,P)

f (α,AK)
= F(α) = 1. Hence, V = rmP, and in this case, Equation 3.21 is not computed.

3.4.6 Partial Key Pair Update(λ , ÁS)→ ´PKAS/
´SKAS

If the secret attributes of a CPS device are changed, then all the keys need to be updated.
The key update procedure will start by regenerating the partial public/secret PKAS/SKAS key
pair. In partial key pair update procedure, Algorithm 6 is executed. It takes the updated set of
secret attributes AS as input and generates a new PKAS/SKAS partial key pair for the CPS
device. Subsequently, the final public and secret keys are also regenerated.

3.4.7 Final Keys Update( ´PKAS, ÁK)→ ´PKAK/
´SKAK

If the shared attributes of a CPS device are updated, then the final public and secret keys
need to be regenerated. In this case, Algorithms 7 and 8 are executed to generate the new
final public and secret keys of the Fog-CPS entities. These algorithms take the updated set of
shared attributes Ák as input and generates the new final public and secret keys ´PKAK/

´SKAK

of the CPS device.
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Algorithm 6 Partial Key Pair Update
1: Input: Secret AS set.
2: Output: New partial key pair PKAS/SKAS .
3: Increment the counter c for revoked keys.
4: If the attributes are the same, the previous computations over t attributes are considered.
5: Else, perform calculations for attributes from i = t to t±1.
6: Map t±1 attribute in AS to Zp using Eq. (1) and compute secret number ś.

ś =ś+ st±1, (3.22)

7: Next compute s using Eq. (3).
8: Next compute public key component Pi for i = t±1 attribute using Eq. (4)

Algorithm 7 Final Public Key Update
1: Input: Shared AK attribute set.
2: Output: New final public key PKAK .
3: If the attributes are the same, the previous computations over t attributes are considered.
4: Else, perform calculations for attributes from i = t to t±1.
5: Map (t±1) attribute in shared set AK to Zp. Apply hash function H1 and compute ki

using Eq. (5). Then compute k:

k =k+ kt±1 (3.23)

6: Next, compute final public key component Ui, for (t±1) attribute using Eq. (7)

KeyRevoke

Similar to existing ABE schemes, the keys are revoked by the CA, but in our application
scenario FA. However, the keys can also be revoked due to the malicious behaviour of CPS
devices. Three cases for key revocation have been identified :

1. Legitimate Revoke: In the first case, both key pairs can be revoked due to system
update, expiration date and scheduled maintenance of Fog-CPS system.

2. Malicious Activity: In the second case, the key revocation may take place due to the
malicious behaviour which might be observed and/or reported by FA, fog nodes and
CPS devices. Two cases of malicious activity are considered below:
- Malicious FA: The compromise of partial key pair would not trigger key revocation.
- Malicious CPS Devices: The compromise of a CPS device would trigger revocation
of partial key pair.
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Algorithm 8 Final Secret Key Update
1: Input: Shared AK attribute set.
2: Output: New final secret key SKAK

3: If the attributes are the same, the previous computations over t attributes are considered.
4: Else, perform calculations for attributes from i = t to t±1.
5: Compute secret number α using Eq. (8)
6: Next, compute f (α,AK):

f (α,AK) = f (α,AK) · (α +H1(t±1))1−at±1, (3.24)

where polynomial f (α,AK) has been computed over t attributes in Eq. 3.8.
7: Pick two random numbers ru, tu ∈ ZP and then Compute su using Eq. (10)
8: Next, compute secret key component u1 using Eq. (11)

3. Attributes Update: In the third case, the change in the attribute set can trigger a key
revocation. For example, if the secret key is compromised or leaked, then again keys
should be revoked and regenerated.

In key revocation, FA revokes the existing partial key pair and generates new keys in first two
cases i.e. legitimate revoke and malicious activity. In the third case, the keys are regenerated
as discussed in section 3.4.6 and 3.4.7. As the generation of final public and secret key is
dependent upon the partial key pair generated over secret attributes. So, the revocation of
partial key pair requires the revocation of final public and secret keys. As a result, Algorithms
6, 7, 8 are designed. The proposed key update algorithms are lightweight as each revocation
only incurs the overhead of one extra key component. In each subsequent key update, the t
attributes counter is incremented by one.

3.5 Theoretical Security Analysis and Evaluation

As mentioned in the previous sections, in the proposed Fog-CPS security scheme, each entity
possesses two key pairs namely, partial and secret. So keeping that in view, the security of
the proposed scheme is carefully analyzed to ensure security against following attacks:

• computing the final secret key SKAK from partial secret key SKAS

• computing the partial/final secret keys from partial/final public keys

• computing the final secret key SKAK from multiple ciphertexts (i.e chosen ciphertext
attack).
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The Fog-CPS scheme is secure against the above mentioned attacks due to the q-Diffie–Hellman
Inversion (q-DHI) problem Boneh and Boyen (2004), Elliptic Curve Discrete Logarithm
Problem (ECDLP), and the robustness of the hash functions.

Additionally, the robustness of the proposed scheme is evaluated by a selective security
game which is based on two fundamental security notions of encryption schemes namely,
indistinguishability of messages and the collision resistance against secret keys. Message
indistinguishability is an important security property of many encryption schemes. Given
the ciphertext and the encryption key, the adversary cannot tell apart two same length but
different messages encrypted under the scheme, even if he chose the messages himself. With
collision resistance, the attackers cannot pool their secret key components corresponding to a
set of attributes to generate a new key which otherwise cannot be generated from their own
attributes. The selective security game also models the interactions between the adversary A

and the challenger B. But before presenting the security analysis against above mentioned
attacks, the notion of collision resistance as presumed in this scheme is discussed.
- Collision Resistance against Secret Keys
The proposed scheme does not follow the same conventional attribute sharing as the existing
ABE schemes. Attributes are only shared between two CPS devices and the FA node. So, the
collision attack as presumed in existing schemes does not apply in this case. In other words,
the pooling of attributes and secret key components (i.e. the collision attack) from several
adversaries who do not share the attributes would not benefit in generating the secret keys.
Precisely, for the security of the proposed scheme, the definition of collision resistance is
modified. In this case, it is essential to prevent a device from generating the final secret key
SKAK of another device.

3.5.1 Chosen Ciphertext Attack with in a Selective Security Game Model

In the selective security game, the collision-resistance is handled by allowing the adversary
A to request multiple secret keys, once it declares the challenge. To capture the collision-
resistance, multiple secret key queries can be issued by an adversary A after the challenge
phase. Following this, the game between the adversary A and a challenger B is described.

• Initialization: Firstly, A declares a challenge as an n-bit access policy string Ṕ
corresponding to ÁK and sends it to the challenger B.

• Final Key Pair Generation: Secondly, B runs Algorithms 1, 2 and 3 with the attribute
sets AS, AK to generate the partial key pair PKAS/SKAS and final public PKAK and
secret SKAK keys. It then gives PKAK/SKAK to A .
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• Query: Thirdly, A requests for multiple key pairs and decryptions as described below:
– A queries for the key pair (PKÁK

,SKÁK
) for an attribute set ÁK which does not fulfil

the access policy Ṕ. B subsequently generates the key pair (PKÁK
,SKÁK

) and sends it
to A .
- A also requests the decryption corresponding to the ciphertext CT = E[Ṕ,Ḿ].

• Challenge: Fourthly, the adversary A outputs two messages (M0,M1) for challenge.
As mentioned in the Query phase that A must not have queried for a secret key corre-
sponding to an attribute set A which satisfies Ṕ⊆ AK . The challenger B responds by
picking a random bit b́ ∈ {0,1} and compute the challenge ciphertext CT = E[Ṕ,Mb́].

• Guess: Lastly, the adversary A outputs a guess b́g of b́. A wins the game if b́g = b́.

In this game, the advantage ε of the adversary A is defined by:

ε = Pr[b́g, b́]−
1
2

Remark. As ε is a negligible function of λ in the above security game, the proposed scheme
is said to be (t,qs,qd,ε)-selectively secure against a chosen-ciphertext attack, if for all
t-polynomial time adversaries who make the qs key pair and qd decryption queries at most.

3.5.2 Key Generation Analysis

In this section, the difficulty of driving the partial/final secret keys from their respective
public keys, and final secret key derivation from multiple ciphertexts and partial secret
key is analyzed. Additionally, the computational difficulty of guessing the attributes and
subsequently generating the secret keys is also discussed.

Partial/Final Secret Key Guessing

The partial and final secret keys in Algorithms 1 and 3 are generated based on the secret and
shared attributes which are mapped to Zp. The success probability of guessing an attribute
is equivalent to the complexity of hashing algorithm H1 i.e., 2n/2 (birthday paradox). For
the partial secret key SKAS , the adversary should guess all attributes in set AS and the secret
random number r. The secret numbers si which are used in partial key pair generation cannot
be derived by collision attack due to its complexity. Precisely, the computational complexity
is of the order of number of attributes for hash function and random guessing. This also
applies to final public and secret key generation algorithms whereby the shared attributes
are hashed and subsequently used in key generation. Additionally, the assumption that each



104 A Secure Integrated Framework

entity possesses a unique set of secret and shared attributes with no overlapping with the
attribute set of other entities makes attribute guessing more difficult.

Partial/Final Secret Key Generation

The partial secret key SKAS of a CPS device cannot be guessed due to the difficulty of
deriving the secret key components si ∈ AS and r ∈ Zp in Algorithm 1. So, in order to
generate/guess the final secret key, the adversary needs to know the secret key SKAS , shared
attribute set AK and three secret numbers α,ru, tu. α is computed from secret components
s and k in algorithm 3.4.2 whereas ru, tu are random numbers. The secret component s can
only be computed and/or known if both FA node and the CPS device are compromised. The
compromised device can leak the shared attribute set and the final secret key SKAK .

Theorem 1. The proposed scheme is secure against an adversary A with knowledge of the
shared attribute set AK for deriving the final SKAK secret key by collision attack.

Proof. Having the knowledge of AK is not enough for generating the SKAK = u1, where

u1 = su− rutu (mod p), (3.25)

From Eq. 3.9 in Algorithm 3,

1
f (α,AK)

= su− rutu (mod p). (3.26)

where ru and tu are random numbers. The condition in Eq. 3.26 only holds if su and α are
known and subsequently the values of rutu can be computed. All these values can then be used
to solve Eq. 3.25. Another solution to Eq. 3.25 is to correctly guess the random numbers
ru, tu and compute α . The difficulty of computing α is already explained in preceding
paragraphs. Hence, generating SKAK without knowing secret components (ru, tu), su and α

is computationally infeasible for an adversary.

Computing the Secret Keys from Public Keys

It is underlined that the secret keys either partial/final cannot be computed from their respec-
tive public keys due to the intractability of the Elliptic Curve Discrete Logarithm Problem
(ECDLP). Given two points P,Q ∈ E(Fq), the ECDLP problem is to find an integer x, if it
exists, such that Q = xP. Following the same notion, the problem is to compute partial/final
secret SKAS/SKAK keys from public keys PKAS/PKAK . Like in case of SKAS , given the
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PKAS = {Pi = siP} for all attributes in AS, the problem is to compute si from its correspond-
ing public key Pi component. The ECDLP problem has to be solved for all attributes in a
given attribute set. The same applies to the final secret key SKAK generation from PKAK . For
the SKAK , ECDLP is to compute ki from given Ui and Pi. Precisely, due to the intractability
of ECDLP, it is not feasible to compute secret keys from public keys.

Computing the Decryption Key from Ciphertext

Additionally, the proposed scheme is secure against an adversary for deriving the decryption
key rmP from the ciphertext CT = {P,Um,i,K1m,C1,Cσm,Cm}.

Theorem 2. Given the ciphertext CT = {P,Um,i,K1m,C1,Cr,Cm}, it is hard to compute
decryption key rmP.

Proof. A ciphertext CT corresponding to the access policy P consists of the following
parameters:

Um,i = rmPi, i = 1,2, ...,n−|P|,

C1 = rm

n

∑
i=0

fiUi = rm f (α,P)P,

Cr = H2(km)⊕ c,

Cm = H3(c)⊕M

Since ∑
n−|P|
i=1 Um,i = rm( f (α,P)− f0)P, it is hard to compute rmP using C1 due to the diffi-

culty of solving the elliptic curve discrete logarithm problem. Given Um,i = rmUi = rmkPi,
i = 1,2, ...,q = n−|P|, this problem can be reduced to the (q−1)−DHI problem as follows.
Let Q=αrmP. The parameters are then rewritten Um,i = rmUi =α irmP as Qi =Um,i =α i−1Q,
i = 1,2, ...,q. This implies that if an adversary A has the ability to solve the (q−1)−DHI
problem, he/she can compute the key rmP = (1 /α)Q1 = (1 /α)Q, and then successfully
decrypt the ciphertext CT . The following theorem proves that solving the (q− 1)−DHI
problem is as hard as the q−GDH problem.

Theorem 3. If the (t,q−1,ε)−DHI assumption holds in G, the (t,q,ε)−GDH assumption
also holds in G.

Proof. Suppose A is an algorithm that has advantage ε in solving the q−GDH problem.
An algorithm B is constructed that solves (q−1)−DHI with the same advantage ε . This
follows the same proof as presented in .
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Algorithm B is given Q,αQ,α2Q, ...,αq−1Q∈G as inputs, and its purpose is to compute,
(1 /α)Q ∈ G. Let R = αq−1Q and y = 1 /α . Then, the input of B can be re-written as
R,yR,y2R, ...,yq−1R ∈G and B ’s goal is to output yqR = (1/α)Q = T

Algorithm B first picks q random values r1,r2, ...,rq ∈ Zp. After that it runs the algorithm
A and simulates the oracle OR,a for A . B will use the the vector a = (y+ r1+, ...,y+ rq).
Note that B does not know a explicitly since B does not have y = 1/α . When A issues
a query for OR,a(S) for some strict subset S ⊂ {1,2, ...,q}, the algorithm B responds as
follows:

• Define the polynomial f (x) = ∏i∈S(x+ ri) and expand the terms to obtain f (x) =

∑
|S|
i=0 fixi.

• Compute Y = ∑
|S|
i=0( fiyiR) = f (y)R. Since |S| ≤ q, all the values yiR in the sum are

known to B.

• By construction we know that Y = (∏i∈S(y+ ri))R. Algorithm B responds by setting
OR,a(S) = Y .

The responses to all the oracle queries of the adversary are consistent with the hidden vector
a = (y+ r1, ...,y+ rq). A will then output Z = (∏

q
i=1(y+ ri))R. Define the polynomial

f (x) = ∏
q
i=1(x+ ri) and expand the terms to get f (x) = xq +∑

q−1
i=0 fixi. To conclude, B

outputs T = Z−∑
q−1
i=0 fiyiR = yqR which is the required value.

Remark. From the above discussion, the proposed scheme is collision resistant against
secret keys. As a result, computing the key km = rmP from a ciphertext CT corresponding to
the access policy P without a valid user secret key SKAK is as hard as the q−GDH problem.
This implies that given {Um,1,Um,2, ...,Um,q,C1}, where q = n−|P|, T ∈ G, the q−GDH
problem reduces to the (q− 1)−DHI problem, and then decides whether T is equal to
rmP or a random element in G. But as the q−GDH problem is hard to solve so would be
(q−1)−DHI. Hence, an adversary cannot derive rmP from C1.

In conclusion, if Theorems 1, 2 and 3 hold then Fog-CPS scheme is (t,qs,qd,ε)-
selectively secure if the q−GDH problem is (t́, έ)-hard, where t́ = t +O(qs(tinv +ntmul)+

qH1ntem), έ = ε− qH2
p , n = |A|, q = n−|P|, and tinv, tmul and tem denote the average time re-

quired for group inverse, multiplication and point multiplication operations, respectively, and
qH1 , qH2 denote the number of queries made to the random oracles H1 and H2, respectively.

3.5.3 Network Devices Compromise Analysis

Having discussed the difficult of generating and/or guessing the secret keys. The impact of
the compromise of Fog-CPS entities on the proposed security scheme is discussed.
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Compromise of FA

The compromise of FA can have drastic impact on the security of the Fog-CPS system. A
compromised FA can reveal the partial secret keys SKAS of Fog-CPS entities. An adversary
in possession of a partial secret key SKAS and the shared attribute set AK can generate
the corresponding final secret key SKAK . After having generated the final secret key, the
adversary can also change the attributes agreed with FA and subsequently further compromise
the network. However, if the adversary is not aware of the shared attribute set then it cannot
generate the final secret key. Moreover, as the actual encryption and decryption is performed
using final public and secret keys PKAK/SKAK meaning that the communication between the
CPS devices is still secure.

Compromise of CPS Device and Fog Nodes (Leakage of Final Secret Key)

The compromise of CPS devices and fog nodes will only leak their own secret keys. The
compromise of one set of secret keys does not risk the messages encrypted under different
shared attributes therefore keys. Henceforth, legitimate CPS devices can still communicate
securely.

3.6 Trust Management System

This section presents the mathematical construction of the second component of the proposed
secure integrated framework i.e. TMS. But before presenting the details of TMS, a few
important notions associated with trust computation are discussed. In Fog-CPS system, the
TMS is required for two purposes, 1) trust computation and 2) trust distribution. As discussed
in Section 3.1, in the proposed Fog-SGC system, i.e. smart power grid control system, the
FA nodes are responsible for both trust computation and distribution.

3.6.1 What is Trust and Credibility in TMS?

Trust

The concept of trust has been there for a while. It is used in several disciplines namely,
psychology, sociology and computers etc. However, there is no one universally agreed
definition of trust and it generally depends upon the discipline and the use case under consid-
eration. Following this, the definition of trust as perceived in the proposed secure integrated
framework is discussed. The proposed TMS adopts a performance based trust computation
approach.
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"Trust of an entity is based on its performance which is computed from QoS and net-
work communication evidence."

The rational behind choosing performance based trust is that fog nodes are similar to
small clouds but with limited resources. In many existing studies (Nair and Khan, 2010)
(Habib et al., 2013) (Xiaoyong et al., 2015), the trust in a cloud service is computed based on
the QoS parameters and the number of positive and negative outcomes. So, following same
logic, trust in this research is based on the performance of Fog-CPS entities.

Credibility

The literal meaning of the credibility is “the quality of being trusted and believed in”. Trust
and credibility are essentially the same concept. However, there is a subtle difference, trust
of an entity depends upon on its performance, but the credibility of trust is guaranteed by the
robustness and the dependability of the Fog-CPS system under consideration. Precisely, the
credibility of the trust implies that trust computed in the proposed TMS is trustworthy even
if the system is deployed in an unprotected and hostile environment.

3.6.2 Trust Relationship

In a trust relationship, the trustor is an entity which shares some of its assets and/properties
with another entity namely trustee for the benefit of a third party. Precisely, in Fog-CPS
systems, the fog nodes and CPS devices are the trustor and FA (as it is managing TMS) is
the trustee. Moreover, the beneficiary can be the Fog-CPS system users and/or other entities.

3.6.3 Trust Notion

Existing trust models follow different notions of trust namely, subjective, objective and
hybrid. However, it is underlined that in the proposed TMS, there is only a single notion of
trust which is computed from objective evidence.

3.6.4 Trust Computation

For a dependable Fog-CPS system, it is essential that all entities should be trustworthy. It
can be ensured by calculating and subsequently assigning a trust score to each of the entities
i.e. fog nodes and CPS devices. In the proposed trust computation model, the trust score of
an entity is computed on the basis of QoS evidence and network communication parameters.
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Moreover, the trust prediction is achieved by applying a random forest regression model. To
the best of this researcher’s knowledge none of the existing trust models has applied random
forest regression.

Trust of Fog Nodes

Trust gained by a fog node reflects its performance based on directly monitored QoS evidence
and network communication parameters. To be more specific, the trust score of a fog node is
the aggregation of trust computed from the evidence gathered by the FA and CPS devices.
The FA monitors the QoS parameters and computes the trust for fog nodes. The CPS devices
also monitor some network communication parameters of fog nodes. These parameters are
subsequently reported to the FA which computes trust of the fog nodes.

Trust of CPS devices

Similar to the fog nodes, the trust scores of CPS devices are also computed. Both fog nodes
and CPS device evaluate each other based on same set of parameters as listed in second
column of Table 3.2. They subsequently report them to the FA node which computes trust
for CPS devices.

3.6.5 Trust Distribution

Moreover, the second purpose of the TMS is to disseminate trust scores. Any device can look
up and/or query the FA and/or TMS to acquire the trust scores of other entities.

3.6.6 QoS Monitoring and Service Matching

As the name suggests this module includes features for monitoring the service quality
parameters and matching the services as per the given requirements. As discussed in Section
3.6, there are two types of CPS devices namely, fixed and mobile. Generally, service matching
is not required in fog scenarios where fixed CPS devices are deployed because the interactions
among devices are already established. The entities function as per the requirements of
specific application scenario. However to generalize the TMS, a service matching feature is
added such that the proposed TMS can also be applied to fog scenarios with mobile CPS
devices. For service matching, a set of requirements is taken as input and subsequently the
resource matching is carried out on the available fog nodes. FA selects highly trusted fog
nodes based on their trust values.
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As mentioned in section 3.6.1 that proposed TMS adopts a performance based trust
computation approach. So for evaluating the performance, a number of QoS and network
communication parameters of fog nodes are monitored. Additionally, for trusted service
matching, it is essential to monitor the real-time service parameters of fog nodes. In the
interactive process, this module dynamically monitors the service parameters and is respon-
sible for getting run-time service data. To be more specific, the FA monitors four kinds of
parameters (see Table 3.2), namely fog node specification, average resource usage, average
response time and average task success ratio. The fog node specification profile includes
CPU frequency (GHz percentage), memory size (GB), hard disk capacity (TB). The average
resource usage information consists of the current CPU utilization rate, current memory
utilization rate, current hard disk utilization rate, and current bandwidth utilization rate. The
fog node profile specification informs about the overall resource capacity and their average
resource usage indicates their current utilization which in turn helps in determining how
many service requests can be entertained.

3.6.7 Objective Trust Computation

As trust is dynamic and changes over time, so the proposed TMS is designed by taking
this into consideration. Trust computation of the Fog-CPS entities takes place over a time
duration τ meaning that trust is a function of time. Time duration τ = {1,2, . . . , t, . . . , t́} is
divided into several discrete time instants t.

Let f og is a fog node and cps is a CPS device requesting a service at time instant t.
Once the service request has been fulfilled by the fog node f og, the FA monitors and/or
calculates its QoS parameters and cps device also sends its parameters. The FA is equipped
with monitors which can pull the real-time service parameters listed in Table 3.2. CPU
frequency, memory size and disk utilization are static so they are not monitored. The FA pulls
up current CPU, memory and hard disk utilization rates and subsequently takes the mean
of utilization rates over time duration [t−1, t] to capture all the variations. Same goes with
the task success ratio and response time. FA computes the average response time by taking
the mean of service response times over time duration [t−1, t]. Similarly, the average task
success ratio of f og is also calculated. The task success ratio is calculated by dividing the
number of service requests that has been assigned to a fog node and the number of requests
which were successfully completed in a given time instant t. For instance, if a node has
been assigned ten service requests and it delivered 7 then the the task success ratio is 0.7.
Subsequently, the task success ratio over time duration [t−1, t] is averaged.

Once all the QoS parameters are monitored and/or calculated, random forest regression
(Criminisi et al., 2012) is employed to predict the objective trust of f og at time instant t. In
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prediction problems, the regression models are trained over a substantial number of samples
in order to improve accuracy. So for objective trust computation, the first task was to generate
the trust labels corresponding to a set of service parameters. The trust label is assigned based
on average task success ratio and service quality.

Similar to SLA which is defined to evaluate the service quality provided by the cloud
service providers, the FA defines a set of QoS parameters that indicates the expected QoS that
would be provided by each fog node based on its device specification (i.e. trust parameters in
this case). So for trust assignment, the average task success ratio and the service parameters
are compared with the predefined set of QoS parameters. Trust gets a high value if the
average task success ratio is high and the fog node fulfilled the service request by maintaining
the acceptable service quality and vice versa.

Initial Trust Label

Each newly added fog node and CPS device is assigned a trust value of 0.5. Same applies
to the entities who did not interact with any other entity before. However, as the network
operates, trust changes based on the performance of the fog node which is determined by
average task success ratio and service quality.

Following this, the random forest regression is executed to predict the objective trust
at a given time instant t based on the service parameter features. As the QoS features are
high dimensional (i.e. each sample has multiple features to consider). At each node in a
tree, the optimization happens by selecting one feature randomly and optimizing for it. This
process is repeated multiple times until the best feature is found and subsequently split at
that node. Once this happens, the data is split based on that feature and each split is passed to
the two nodes below. As the training finishes, the trust labels for each set of QoS parameters
calculated at different discrete time instants are obtained. Trust label at time instant t is
denoted by Tt However, as mentioned above, the trust evaluation is over time duration τ . So,
the objective trust T f a→ f og

τ is calculated using Equation (3.27):

T f a→ f og
τ =

τ

∑
t=1

(Tt( f og)wt( f og)), (3.27)

w = {w1( f og),w2( f og), ...,wτ( f og)}, and
τ

∑
t=1

wt( f og) = 1. wt( f og) ∈ [0,1] is the weight

assigned to each objective trust Tt( f og) at time instant t and is given by Equation (3.28).

wt( f og) =
(1− (t +1)−1)

τ

∑
t=1

(1− (t +1)−1)
(3.28)
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Table 3.2 Fog Node Trust Parameters

Fog Assist CPS Device

FA Trust Parameters CPS Trust Parameters
CPU frequency
Memory size
Hard disk capacity

Energy Consumption
Response Time
Bandwidth

Current CPU utilization rate
Current memory utilization rate
Current hard disk utilization rate

Average response time

Average task success ratio

w is a time-based attenuation function which assigns more weight to Tt( f og) computed at
recent time instants.

3.6.8 Trust Parameter Monitoring

A "Trust Parameter Monitoring" module is installed in each CPS device and will enable them
to quantify the utilization of energy, bandwidth and response time when communicating with
a fog node.

3.6.9 CPS Device Parameter Monitoring

Similar to CPS devices, the fog nodes also monitor a few parameters for each CPS device
which is connected to it. Both fog nodes and CPS devices evaluate each other on same set of
parameters. The fog nodes subsequently report them to FA which computes the trust for CPS
devices.

3.6.10 Data Anomalies Detection

After the multi-dimensional parameters (table 3.2) related to communication features are
reported by CPS devices and fog nodes. As the energy consumption, response time and
bandwidth of CPS devices are quantifiable and must have certain range (i.e. minimum
and maximum values). For example, the energy consumption of a raspberry PI 3 is 1.2
joules per second or watt. The energy consumption cannot exceed beyond the minimum
and maximum values of the range. Same is the case with other parameter values. The data
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anomalies are identified by comparing the parameter values with the predefined range of
each of these parameters. If a parameter value falls within the range, then it is considered for
trust computation otherwise not.

3.6.11 CPS Device Trust Computation

This module computes the trust of CPS devices for fog nodes. Similar to the objective trust,
the CPS device trust based on a set of parameters is predicted by the random forest regression
model. Precisely, regression evaluates the relationship between parameters and trust. A trust
value is predicted for each observation. As the CPS devices can send multiple parameter
reports in a given discrete time instant t. So, the CPS device trust Tcps→ f og

τ is the mean of
all trust values predicted by regression model based on the parameter reports sent during a
time duration τ . Finally, the CPS device trust Tcps→ f og

τ for a fog node f og is computed using
Equation 3.29.

Tcps→ f og
τ =

r
∑

i=1
c(i, f og)

r
(3.29)

where c(i, f og) is the trust computed from the ith report sent by the CPS devices provisioning
services from a fog node f og and r is the total number of parameter reports. c(i, f og) is
computed using random forest regression. The credibility of trust is evaluated based on the
model discussed in the following subsection.

3.6.12 Trust Credibility Evaluation

As discussed in section 1.2, the Fog-CPS systems can be deployed in open and unprotected
locations and are therefore at the risk of compromise. Moreover, such distributed systems can
also be subject to collusion, on-off, bad-mouthing, and self-promotion attacks. Compromised
entities might try to change the trust of other nodes by reporting false parameters. For instance,
in collusion attacks, the attackers can either work alone or in coalitions to increase/decrease
the trust of Fog-CPS entities.

The key idea behind the credibility model is to capture the change in trust over a time
duration. The change can occur in both legitimate and hostile environments, and sophis-
ticated attackers can also slightly change the trust parameter to affect the trust of other
nodes. Solving this problem is not straightforward because on the one hand, it is not easy
to predetermine the number of compromised entities and on the other hand, it is essential
to minimize the impact of malicious attackers. Keeping these constraints in mind, a trust
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credibility evaluation model is designed to adjust the trust of Fog-CPS entities in three cases
whereby the CPS devices, fog nodes and FA could be compromised.

Case 1 - Compromise of CPS Devices: Compromised CPS devices may try to change
T cps→ f og by reporting false parameters. The proposed credibility model and data anomalies
detection modules can handle these discrepancies.
Case 2 – Compromise of Fog Nodes: Compromised fog nodes can report false parameters
to change the T f og→cps. Similar to case 1, this problem is redressed by monitoring the rate
of change of trust and subsequently adjusting it based on trust computed in previous time
instances.
Case 3 – Compromise of FA: As the TMS model is maintained by the FA node so its
compromise can lead to following problems:

1. Inaccurate Computation of T f og, T cps→ f og and T f og→cps: The FA computes the trust
of Fog-CPS entities and then store it in the Trust Evidence Database which is publicaly
accessible. So, if an entity finds a discrepancy in its trust score, it can request the
recomputation of trust based on the current values of parameters. If its request is not
entertained then it can inform all involved fog nodes and CPS devices.

2. Tampering the QoS and CPS device Parameters: A compromised FA node can also
change the parameter values reported by the Fog-CPS devices. This can be addressed
by the making the “Trust Evidence Database” accessible to the relevant entities. The
fog nodes and CPS devices can verify and/or compare their reported set of parameters
to those stored in the Database. The discrepancy could be reported back to the FA node
and the involved entities.

To address all these cases of compromise, trust credibility evaluation is applied in all com-
putations i.e. T f og, T cps→ f og and T f og→cps by default. Hence, any “large” differences will
be adjusted. Precisely, when new CPS devices and fog nodes are taking part in the network
their trust value is expected to be 0.5. While the network operates trust values will be
increased or decreased. As the trust credibility model is applied in all trust computations, so
a generalized notion of trust T is introduced but it should be considered in all computations.
Trust credibility evaluation model analyses the change in T during two consecutive time
duration [τ−1,τ] and subsequently recomputes the trust in recent time duration τ using Eq.
(3.30):

T́τ = Tτ−1± σ́Tτ , (3.30)
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where σ́ is the standard deviation in T over a time duration τ . The standard deviation σ́

informs about the spread of the possible values of trust. σ is computed by Eq. (3.31):

σ́ =

√
∑(T−µ)2

τ
(3.31)

where µ is the sample mean of trust T values calculated during time duration τ . The standard
deviation should be taken/considered for every newly calculated trust value over a time
duration τ . If the trust T in recent time duration τ is less than the previous time duration τ−1
and the difference is greater than σ then the T in τ is increased otherwise it is decreased.

3.6.13 Fog Node Trust Computation

Having discussed objective T f a→ f og
τ and CPS Tcps→ f og

τ trust modules, the next task is to
aggregate them to compute trust of a fog node T f og

τ and to assign weights to objective
and CPS trust. Through weight assignment, it is easy to define the proportion of CPS and
objective trust in trust evaluation of a fog node. T f og

τ is calculated as follows:

T f og
τ = δ ×Tcps→ f og

τ +(1−δ )×T f a→ f og
τ (3.32)

where δ is the weight of Tcps→ f og
τ , and, (1−δ ) is the weight of T f a→ f og

τ . The value of δ does
not have a fixed value but as the credibility model is already monitoring the rate of change of
trust and readjusting it. So, both the T f og and T cps−> f og are assigned equal weights. But it
could be changed as the network operates and with increasing number of malicious devices.
If the value of δ is set to 1, the weight of T f a→ f og

τ becomes 0, and Equation 3.32 will only
consider CPS trust. However, many studies (Kim et al., 2010; Tian et al., 2010; Xiaoyong
and Yuehua, 2011) show that objective trust T f a→ f og is a helpful component in building a
dependable trust relationship. When the system is highly dynamic and most CPS devices
are malicious, the objective trust T f a→ f og

τ should be set with a high weight. Intuitively, the
value of Tcps→ f og

τ calculated above should have a higher weight if the number of rating CPS
devices is higher.

3.6.14 Trust Computation for CPS Devices

Similar to fog nodes, the trust of CPS devices T f og→cps is also computed. Both fog nodes
and CPS devices assess each other on the same set of communication parameters i.e. energy
consumption, bandwidth, and response time. Each fog node quantifies the above parameters
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for all CPS devices and subsequently reports them to the FA. Trust of cps devices T f og→cps

is also computed using Eq. (3.29).

3.6.15 Trust Evidence Database

FA stores the trust values of each fog node and CPS device in the trust evidence database.
Any device can look up and/or query FA and acquire the trust scores of other entities and
based on this makes a decision to collaborate. Through this database, trust scores can be
easily disseminated across the entire Fog-CPS system operating in a given region.

Table 3.3 Attributes of Fog-CPS entities and Trust Integration

IDs Access Control Rights Trust Trust Attribute

cps01 None <0.3 000
cps02 Read >= 0.3 - 0.4 001
cps03 Write > 0.4 - 0.5 010
f og01 Delete > 0.5 - 0.6 011
f og02 Read and Execute > 0.6 - 0.7 100
f og03 Modify (Permissions) > 0.7 - 0.8 101
f og04 Special Permisssion > 0.8 - 0.9 110
f og05 All > 0.9 - 1 111

3.7 Integration of SC and TMS

The SC and TMS components have already discussed in preceding sections. In this section,
their integration is discussed. The underlying idea behind integration is to embed trust as
an attribute in the access control policy P in SC component. Table 3.3 describes a few
attributes which can be used for identity and access management in SC. The columns IDs and
Access Control Rights list the identities and the access rights of fog nodes and CPS devices.
Likewise, the columns Trust and Trust Attribute describe the trust and its corresponding
representation required for the access rights granted to a Fog-CPS entity. It can be observed
that change in trust is triggering a change in access rights, for instance, an increase/decrease
in trust is resulting in privilege escalation/deescalation respectively.

Following this, the integration is explained based on the attribute set and access policy
structures defined in section 3.3.4. For example, if A= {A1,A2,A3,A4,A5,A6} is the attribute
set of a CPS device cps01 and it has shared AK = {A1,A2,A3} with a fog node f og01 then
its attribute string is represented as SK = 111000. With regard to embedding trust in SK and
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SP, its binary representation (i.e. column Trust Attribute in Table 3.3) corresponding to an
access right is added to the device attribute set and access policy strings. Let us suppose A6

attribute now represents the access rights of a CPS device cps01 which can "Write" (i.e. 010)
then its n-bit string would be denoted as SK = 11100010. If P is defined over A1,A2,A3,A6

and A6 = 001 which is "Read" access (i.e. 001) then it is denoted as SP = 11100001. It is
maintained that a CPS device with attribute set AK fulfills the access policy P, if and only if
SP ⊆ SK . In other words, the device access rights which are granted based on its trust value
must be greater than or equal to the access policy otherwise the access is denied. A simplest
example of access denial could be the inability to decrypt the ciphertext CT .

3.8 Concluding Remarks

Fog-CPS systems carry sensitive information (i.e. power consumption patterns, identities,
health monitoring data, and mobility traces etc). The leakage of such sensitive information
can risk the security and privacy of the end users. Additionally, Fog-CPS systems face
several trust challenges due to support for features namely low latency, mobility, location
awareness and decentralized architecture. To address these challenges, a secure integrated
framework for Fog-CPS systems is proposed. The framework is designed after a thorough
investigation of these systems. Various dimensions (i.e. security, trustworthiness and service
orchestration) of Fog-CPS systems are studied to find the vulnerabilities and threats faced
by such complex and inherently heterogeneous systems. After identifying the security and
trust challenges, efforts were made to find a solution. However, soon it had been clear that
Fog-CPS systems require an integrated approach which addresses these issues simultaneously.
As the limitations and/or absence of one solution can be exploited by malicious attackers to
disrupt these systems and impact their availability.

The SC component ensures the security by achieving data confidentiality, authentication
and access control through a lightweight ABE scheme based on elliptic curves. The identity
management and access control management subcomponents guarantee that fog nodes and
CPS devices are authenticated and authorized. With this Fog-CPS scheme, the sensitive
attributes are associated with the secret keys and only authorized entities can access the private
information. Linking the identifying and sensitive attributes with the keys and subsequently
using them to encrypt the communication between collaborating entities guarantees protection
against data privacy, unauthorized secondary usage, data disclosure and data correlation
attacks. Moreover, each Fog-SGC entity registers with the FA based on a set of attributes
which in turn safeguards against identity impersonation, Sybil and forgery attacks. The CP-
ABE style encryption with access policy guarantees the enforcement of robust identity and
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access management. Furthermore, due to encrypted communication between collaborating
entities, eavesdropping is of little use. Lastly, the approach of dividing the attributes into
secret and shared attributes empowers the CPS devices and users to have control over their
sensitive data. Hence the major challenge of lack of user control in Fog-CPS systems is
addressed.

However, an encryption scheme alone cannot guarantee the dependable behaviour of the
Fog-CPS entities. To address this problem, a TMS is proposed which computes the trust for
fog nodes and CPS devices in a Fog-CPS system. The TMS guarantees the dependability of
Fog-CPS entities by computing their trust based on QoS parameters and other performance
indicators by employing the random forest regression model. Moreover, considering the
possible deployment of Fog-CPS systems in hostile and unprotected environments and the
compromise of the CPS devices and fog nodes, the credibility of trust is evaluated. A
credibility evaluation model is designed to countermeasure the malicious behaviour (i.e.
collusion, Sybil, self-promotion and bad-mouthing) of compromised entities. With the
proposed TMS, each entity can find the trust score of other entities and based on this makes
a decision to collaborate.

The integration of SC and TMS is achieved by embedding trust as an attribute in access
control policy in the proposed Fog-CPS scheme. Access control rights are granted based on
the trust of a fog node and CPS device. Precisely, when new CPS devices and fog nodes are
taking part in the network their trust value is expected to be 0.5. While the network operates
trust values will be increased or decreased and subsequently trigger change in access control
rights granted to Fog-CPS entities. It is believed that proposed secure integrated framework
can address the security and trust challenges faced by the Fog-CPS systems.

3.9 Summary of the Chapter

This chapter presented the proposed secure integrated framework. Section 3.1 proposed a
generalized fog-enabled smart power grid control system (Fog-SGC). Security and privacy
issues faced by Fog-CPS systems were further discussed in Section 3.1.3. Additionally, the
challenges in devising secure solutions for such systems were outlined in Section 3.1.5. The
security requirements of a generalized Fog-CPS system were also underlined 3.1.6.

The proposed integrated framework is presented in Section 3.2. Following that the
mathematical constructions of both components i.e. SC and TMS are added. At the beginning,
the secure integrated framework is described in Section 3.2. The Fog-CPS scheme and its
mathematical constructions i.e. algorithms are described in Sections 3.3 and 3.4. The security
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analysis is presented in Section 3.5. The integration of the trust and encryption scheme is
discussed in Section 3.7. Lastly, the TMS is presented in Section 3.6.





Chapter 4

Experimental Evaluation

This chapter presents the experimental results of the proposed secure integrated framework.
The proposed framework consists of two fundamental components, namely security compo-
nent (SC) and trust management system (TMS). Both of these components are experimentally
evaluated and their results are presented in the following sections. First the results of the
encryption scheme are presented and then the results of TMS are discussed.

Fig. 4.1 Experimental Set-up
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4.1 Experimental Evaluation of SC

The experimental setup for evaluating the proposed secure integrated framework is shown in
Figure 4.1. It can be observed that the Fog-CPS system has three types of entities, namely
CPS devices, fog nodes and cloud service provider. Fog nodes and cloud provider can support
computationally expensive operations. On the contrary, CPS devices have limited resources.
To evaluate the performance of the proposed scheme, its algorithmic efficiency in terms of
time and memory complexity is measured

4.1.1 System Configurations

For benchmarking the time complexity, two sets of experiments are conducted to demon-
strate the effectiveness of the proposed scheme on both resource limited CPS devices and
resourceful fog nodes. In the first experiment, the scheme is evaluated on a Raspberry Pi 3
model B+ (CPS devices). It has Quad Core 1.2GHz, 64 bit CPU, 1 GB of RAM, a wireless
LAN and Bluetooth Low Energy (BLE) on board, 100 Base Ethernet, 40-pin extended GPIO,
4 USB ports, HDMI and micro SD port. In the second experiment, it is executed on a
virtual machine running Ubuntu R16.04 with Python 3.6.4. on Intel (R) Core(TM) i5-4310U
CPU@2.000GHz with 8.0 GB RAM (Fog Nodes).

All ABE schemes, including the one described here, are based on a selective security
model in which the adversary submits the access policy to challenger before seeing the
public/secret key pair. The results were also compared with ECC-Auth-18 (Mahmood et al.,
2018) which proposes an authentication scheme with elliptic curves for smart grid.

4.1.2 Implementation and Evaluation

Fog-CPS scheme is compared with five other ABE schemes ECC-CPABE (Odelu and Das,
2016), CPABE14 (Guo et al., 2014), CPABE14 (Guo et al., 2014), PP-CPABE15 (Zhou et al.,
2015), CPABE11 (Chen et al., 2011) and COM-CPABE14 (Shota Yamada and Kunihiro,
2014). All security schemes, including this, are based on a selective security model. The
schemes are implemented in Charm (Akinyele et al., 2013); a framework developed to
facilitate the rapid prototyping of cryptographic schemes and protocols. It is based on the
Python programming language. However, the routines that implement the dominant group
operations use the PBC library (Lynn, 2007b) (written natively in C) and the time overhead
imposed by the use of Python is usually less than 1%.

It is noted that the proposed scheme is not based on bilinear elliptic curves and can be
implemented on any elliptic curve. However, in order to compare the scheme with existing
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ABE schemes which are based on bilinear maps, it is implemented on bilinear curves i.e.
MNT159 and SS512. On other curves namely, prime192v1 and secp224r1, the memory
overhead would be less. The proposed scheme and two other (Guo et al., 2014), (Odelu
and Das, 2016) are tested on non super-singular asymmetric bilinear curve (i.e. MNT159).
Whilst three of the schemes (Chen et al., 2011; Shota Yamada and Kunihiro, 2014; Zhou
et al., 2015) have been tested on super-singular SS512 curve. Both SS512 and MNT159
curves provide 80-bit security.

Timing Results

The execution times of all algorithms are benchmarked to compare the efficiency of different
schemes. In existing schemes ECC-CPABE (Odelu and Das, 2016), CPABE14 (Guo et al.,
2014), PP-CPABE15 (Zhou et al., 2015), CPABE11 (Chen et al., 2011), and COM-CPABE14
(Shota Yamada and Kunihiro, 2014), the Setup and KeyGen algorithms are separate. But,
since there is no Setup in the Fog-CPS scheme, the execution time of both these algorithms is
added and compared with the timing of final public and secret key generation. Precisely, the
final key pair generation timing of this scheme is the sum of execution times of Algorithms 2
and 3.

For Setup and KeyGen, three different size of attribute universe U and user attribute
sets A are considered. Precisely, an attribute universe U of 10, 20 and 30 attributes has
been implemented for measuring the timing of Setup Algorithm. Likewise, for secret key
generation, a user attribute set A (shared attribute set AK for final secret key generation in
this case ) of 5, 15 and 25 attributes is taken into consideration.

Moreover, two types of benchmarks are set for measuring the times for encryption and
decryption, 1) 1 KiloByte (1 KB), and 2) 1 MegaByte (1 MB). These two low size messages
are used because CPS devices and cloud requests are usually transmitted in low size messages.
Furthermore, in encryption algorithm, an access policy P of constant size i.e. 5 attributes
is considered. For Key Update, there are two cases with an increment and decrement of
one attribute i.e. t±1. However, in our experimental evaluation, the execution time for key
update are recorded in case of t +1 attributes only.

First Experiment

In this experiment, the implementations are carried out on Raspberry Pi 3B+ model. Timing
results are shown in figures 4.2 - 4.9. From Figure 4.2, it can be observed that Fog-CPS
scheme takes 0.02 sec for final key pair generation over 10 attributes, 0.06 sec over 20
attributes , and 0.10 sec over 30 attributes. Figures 4.6 and 4.7 show the timings of encryption,
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Fig. 4.2 Final Key Pair Generation Fog-CPS Scheme (Algorithms 2 & 3), and Setup +
KeyGen (other schemes)

Fig. 4.3 Partial Key Pair Generation (Algorithm 1)

Fig. 4.4 Final Key Pair Update (Algorithms 7 & 8)
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Fig. 4.5 Partial Key Pair Update ( Algorithm 6)

Fig. 4.6 Processing time (sec) for Encryption (Message size = 1 KB)

Fig. 4.7 Processing time (sec) for Encryption (Message size = 1 MB)



126 Experimental Evaluation

Fig. 4.8 Processing time (sec) for Decryption (Message size = 1 KB)

Fig. 4.9 Decryption Algorithm (Message size = 1 MB)

this scheme takes 0.20 and 252.3 secs to encrypt a message of 1KB and 1MB receptively.
Similarly, for decrypting a ciphertext of 1KB and 1MB, it takes 0.03 sec and 43.1 secs as
shown in figures 4.8 and 4.9 respectively. Additionally, Figure 4.3 shows the partial key
pair generation timings and figures 4.4 and 4.5 show the final and partial key pair update
timings of Fog-CPS scheme. It can be observed that key pair update timings of this scheme
is negligible due to lightweight and efficient process.

Second Experiment

In the second experiment, the implementations are executed on a desktop computer (config-
urations are mentioned in Sec. 4.1.1). Figures 4.10 - 4.17 show the timing results of final
key pair generation, encryption, decryption, and key pair updates. Overall it is observed that
benchmarks recorded on Raspberry Pi model 3 B+ are slower than the desktop computer.
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Fig. 4.10 Final Key Pair Generation Fog-CPS Scheme (Algorithms 2, 3), and Setup + KeyGen
(other schemes)

Fig. 4.11 Processing time (sec) for Partial Key Pair Generation Algorithm (1)

Comparing figures 4.2 and 4.10, it is noted that proposed scheme is slower on Raspberry
Pi. But it is still fastest than the rest of the schemes as it only takes 0.009, 0.017 and 0.02
seconds for an attribute universe of 10, 20 and 30 attributes respectively. Figure 4.11 shows
the execution time of partial key pair generation. Fog-CPS scheme takes 0.01, 0.018 and
0.027 seconds to generate partial key pair over 10, 20 and 30 attributes respectively. Again
comparing these timings with Figure 4.3, it is clear that the timings in the first experiment
are slower as it is taking more time. Figures 4.12 and 4.13 report the timings of final key
pair and partial key pair update. It is clear that Algorithms 6, and 7 and 8 take same time
for instance, 0.00097, 0.00098 and 0.0010 sec for 10, 20 and 30 attributes respectively. The
timings are similar because only one additional exponent (t +1) was applied.
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Fig. 4.12 Processing time (sec) for Final Key Update Algorithms 7 & 8)

Fig. 4.13 Processing time (sec) for Partial Key Update Algorithm 6

Fig. 4.14 Processing time (sec) for Encryption Algorithm 4 (1 KB Message)



4.1 Experimental Evaluation of SC 129

Fig. 4.15 Processing time (sec) for Encryption Algorithm 4 (1 MB Message)

The execution time for encryption of 1 KB and 1 MB messages is reported in Figures 4.14
and 4.15. The encryption timing of PP-CPABE15 and CPABE14 are almost equal and they
are faster than rest of the schemes, followed by the CPABE11. Fog-CPS scheme is three times
slower whereas the ECC-CPABE scheme is four times slower than the PP-CPABE15 and
CPABE14. Likewise, Fog-CPS security scheme is 10 times faster than the COM-CPABE14
which is the slowest of all schemes. Comparing the timings of encryption and decryption
in Figures 4.14 and 4.15, it is observed that in case of encryption, the proposed scheme is a
bit slower than three of the other schemes. However, in decryption, this scheme is fastest
and only takes 0.01 seconds for encryption of 1 KB message. Following the same trend as in
encryption, COM-CPABE14 is the slowest of all other schemes in decryption as well. From
figure 4.16, it can be observed that for decryption of 1 KB message, the execution time of
ECC-CPABE is almost equal to CPABE11.

Fig. 4.16 Processing time (sec) for Decryption Algorithm 5 (1 KB Message)
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Fig. 4.17 Processing time (sec) for Decryption Algorithm 5 (1 MB Message)

In ECC-Auth-18 (Mahmood et al., 2018), there are three algorithms: initialization,
registration and authentication. For the sake of comparison, the timings of these three
algorithms has been added and compared with the final key generation timings of other
schemes. Figure 4.18 lists the key generation, encryption, and decryption timings. ECC-
Auth-18 takes 0.012 sec for key generation. The encryption/decryption of 1KB and 1MB
messages using shared session key takes 0.0045 and 3.72 sec respectively. ECC-Auth-18 is
the fastest followed by the scheme proposed here compared to all other schemes.

Fig. 4.18 Processing time (sec) of ECC-Auth-18 (Mahmood et al., 2018) Scheme

Operations Results

To compare the arithmetic efficiency of the proposed scheme, the number of addition,
multiplication, division and exponentiation operations (see Figures 4.19 - 4.22) of all the
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Fig. 4.19 No: of Addition Operations

Fig. 4.20 No: of Multiplication Operations

schemes have been quantified. Again, ECC-Auth-18 requires the least number of operations
i.e. 2 point additions and 5 scalar multiplications. The PP-CPABE15 and COM-CPABE14
schemes require 6 and 4 times fewer addition operations than the proposed scheme. The
CPABE11 requires the highest number of additions and multiplications. Again, PP-CPABE15
and COM-CPABE14 require the least number of multiplications which is half as many as
required by our scheme and CPABE14.

There are no divisions in the proposed scheme, whereas CPABE11 requires 5 times
more division operations compared to PP-CPABE15 and COM-CPABE14. Lastly, CPABE11
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Fig. 4.21 No: of Division Operations

Fig. 4.22 No: of Exponentiation Operations

requires the least number of exponentiations which is 4 times less than this scheme. For expo-
nentiation operation, the performance of the proposed scheme is comparable to PP-CPABE15
and COM-CPABE14. Compared to other ABE schemes, this scheme is computationally
efficient because it requires no divisions and fewer addition and multiplication operations.
ECC-Auth-18 is the most efficient scheme but it does not support access control. However,
in the proposed scheme, the association of attributes and keys enables authentication and
authorization and it therefore does not require any additional constructions.
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4.1.3 Memory Overhead

Table 4.1 shows the calculation of the memory overhead of each scheme. In MNT-159
curve, one group element in G and G1 take 2×160 = 320 bits whereas one group element
in GT takes 2×512 = 1024 bits. Likewise, in SS512 curve, one group element in G1 takes
2×512 = 1024 bits whereas one group element in GT takes 2×1024 = 2048 bits.

The column Bytes represents the total number of bytes required in all algorithms (i.e.,
Setup, KeyGen, Encrypt, Decrypt, and KeyRevoke) for an attribute universe U of 10 and an
access policy P of 5 attributes. In case of the proposed scheme, the memory overhead of
partial/final key pair generation and update is also considered when quantifying the number
of Bytes.

The proposed Fog-CPS scheme is lightweight than ECC-CPABE scheme on which it is
based as it incurs less overhead. Our scheme requires 2(n+1) elements in G for generation
of both partial and final public keys whereas ECC-CPABE requires 3(n+1) elements for
public key. Likewise, for partial and final secret keys, our scheme requires only two secret
elements in finite field Zp whereas ECC-CPABE requires three. The length of CT in our
scheme is (n−|P|+2) group G elements whereas (n−|P|+3) in ECC-CPABE.

As can be seen in Table 4.1, Fog-CPS scheme has the lowest memory overhead i.e. 1340
bytes followed by CPABE14 and ECC-CPABE scheme which take 1636 and 1760 bytes
respectively. PP-CPABE15 Zhou et al. (2015) incurs the highest overhead of 9876 bytes. It
is noted that for the proposed scheme, the memory overhead of one final public and secret
key over a shared attribute set (|AK|= 10) has also been considered. Moreover, for Setup
and KeyGen algorithms i.e. partial key pair generation in this case, Fog-CPS scheme has the
lowest overhead compared to all other schemes. The final secret key in the proposed scheme
only requires one element of the order of base point on the elliptic curve G.

In CPABE14 Guo et al. (2014), there are (2n+1) elements in G1 and one in GT for PK,
two elements in G1 for SK, (n−|P|+ 2) elements in G1 for CT . In PP-CPABE15 Zhou
et al. (2015), there are (6n+1) G1 and (2|A|+1) group elements in PK and SK respectively,
whereas CT has 2 group elements in G1 and one in GT . The PK in CPABE11 Chen et al.
(2011) has 2n elements in G1 and two in GT respectively, the SK has |A|+1 elements in G1,
whereas the CT has 2 elements in G1 and one in GT . In COM-CPABE14 Shota Yamada
and Kunihiro (2014) scheme, PK contains 6 elements in G1 and one in GT , SK contains
(4|A|+2) elements in G1, and CT contains 3(|P|+1) in G1. The PP-CPABE15 Zhou et al.
(2015) has the highest memory overhead followed by CPABE11 Chen et al. (2011) and
COM-CPABE14 Shota Yamada and Kunihiro (2014). Both PP-CPABE15 Zhou et al. (2015)
and CPABE11 Chen et al. (2011) have constant size ciphertexts which only require 2 group
elements in G1 and one element in GT . The CT in Fog-CPS scheme and CPABE14 Guo
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et al. (2014) have almost the same number of elements. In key update algorithms 6, 7 and 8,
this scheme only requires 2 elements in G and 2 elements of the order of base point on the
elliptic curve G.
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4.1.4 Computational Overhead

The computational overhead of all schemes is summarized in Table 4.2. The column Total
Operations represent the total number of operations by considering all algorithms i.e. Setup,
KeyGen, Encrypt and Decrypt. In the proposed scheme, the computational overhead of the
partial and final key pair generation and update are also considered. From table 4.2, it is
observed that Fog-CPS scheme introduces lowest computational overhead than all other
schemes which are based on bilinear maps and elliptic curves.

For partial and final public key generation, Fog-CPS scheme requires (2n+ 2) scalar
multiplications in the elliptic curve group G. Likewise, for Encrypt and Decrypt, (n−P+1)
and (n−P+ 2) scalar point multiplications are required respectively. Moreover, in key
update algorithms i.e. 6, 7, and 8, this scheme only requires two scalar multiplications.

For the Setup and KeyGen algorithms, CPABE14 Guo et al. (2014) requires (2n+ 2)
exponentiations and 1 pairing operation respectively. In addition, Encrypt algorithm requires
(n−|P|+3) exponentiations and a single pairing whereas Decrypt requires (2|n−P|+4)
exponentiations and 4 pairing operations. The Setup and KeyGen algorithms in PP-CPABE15
Zhou et al. (2015) require 6n + 1 and (2|A|+ 1)exponentiation operations respectively.
Similarly, for Encrypt, PP-CPABE15 requires 3 exponentiations and 1 pairing, whereas for
Decrypt (2|P|+1) exponentiation and pairing operations are required. Moreover, for Setup
and KeyGen algorithms, CPABE11 Chen et al. (2011) requires (n+ |A|) exponentiation
and n pairing operations. On the contrary, CPABE11 requires, 3 exponentiation and 2
pairing operation for Encrypt and Decrypt algorithms respectively. In COM-CPABE14
Shota Yamada and Kunihiro (2014), (4|A|+3) exponentiations are required for both Setup
and KeyGen algorithms. However, Encrypt algorithm requires (3|P|+1) exponentiations
and Decrypt requires 2|P| exponentiation and pairing operations.

Table 4.3 Simulation Parameters

Parameters Values

No: of Fog Nodes 2
No: of CPS devices connected with each fog node 20
No: of FA nodes 1
No: of regions 2
No: of Cloud Providers 1
No: of Simulation Executions 30
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4.2 Experimental Evaluation of TMS

This experiment is designed to achieve three objectives:

1. computing trust for Fog-CPS entities based on the proposed TMS

2. demonstrating the effectiveness of the credibility model to compute precise and accu-
rate trust

3. integration of SC and TMS components

4.2.1 Implementation Environment

The experimental setup is same as the one discussed in section 4.1.1 meaning that the TMS
is executed both on a raspberry Pi and a desktop computer. For running TMS on raspberry
Pi, Octave (GNU, 2019) and a few machine learning libraries are installed. Moreover, for
desktop computer experiments, the random forest regression model is trained and tested
in Spyder 3.2.6, it is a scientific Python development environment which is packaged in
Anaconda. Trust results are same in both experimental setups but the processing time is
different. The experiments on the raspberry Pi are slower than the ones on desktop computer.

4.2.2 Dataset Generation

As discussed in section 3.6, the Fog-CPS system consists of three layers, CPS devices, fog
nodes and cloud. Communication between these layers is possible in four different ways:

1. device to device

2. device to fog node

3. fog node to fog node

4. fog node to cloud service provider

For evaluating the proposed TMS, a generalized Fog-CPS network was simulated (see Figure
4.1) in iFogSim (Gupta et al., 2017). The simulation parameters are listed in Table 4.3. It
can be observed in Figure 4.1 that there is one cloud service provider and one FA. Moreover,
there is one fog node in each region of fog layer. Twenty CPS devices are provisioning
services from each of the fog nodes. CPS devices belong to different Fog- CPS application
scenarios, namely weather forecasting, health monitoring, energy consumption and vehicular
ad hoc networks (VANETs) etc. For experimental purposes, the simulation model quantifies
the multidimensional QoS parameters in the following three cases:
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1. CPS device to fog node communication

2. fog node to CPS device communication

3. FA monitoring fog nodes

A communication loop is created wherein a CPS device provisions a service (i.e. compute,
storage, network, and software) from a fog node and subsequently reports its parameters. As
discussed in section 3.6.4, the trust of fog nodes is computed by aggregating T f a→ f og and
Tcps→ f og. So, for computing objective and CPS device trust, the parameters listed in Table
3.2 are measured. It is noted that the parameter measurement takes place at discrete time
instances, after the fog node finishes one of the assigned task. Both FA and the CPS device
which is provisioning service from that fog node record their respective set of parameters. FA
quantifies the average CPU (GHz percentage), memory (GB), disk (TB) utilization, average
task success ratio, and average response time (ms). The "CPS Device Parameter Monitoring"
module installed in the CPS device quantifies the response time (sec), bandwidth (bit/sec),
and energy consumption (Joules) when communicating to the fog node.

The simulated Fog-CPS system is executed 30 times to quantify multidimensional fea-
tures. As 20 CPS devices are connected to each fog node, in each simulation, every device is
sending 20 reports thus totalling to 400 reports for one fog node. Eventually, for both fog
nodes, 24,000 reports are sent in 30 executions of simulation. Likewise, FA also monitors
the service quality once during each run of simulation thus generating 60 samples for both
fog nodes. The parameters are further used as features in random forest regression model.

4.2.3 Trust Label Generation

Having generated the dataset, the next task is to generate the trust labels corresponding to the
set of parameters. The iFogSim (Gupta et al., 2017) simulator quantifies the QoS parameters
but it does not generate their corresponding trust labels. In order to do so, all the acquired
QoS parameters are averaged to find the normality and based on which the trust labels (i.e.
trust degree Tt at time instance t) are predicted by employing random forest regression for
each set of the service features. Precisely, the instant trust degree of objective trust T f a→ f og

gets a high value if the average task success ratio is high and the fog node fulfilled the service
request by maintaining the acceptable service quality and vice versa. Likewise, the CPS
Device trust Tcps→ f og assigned a higher value if the parameters reported by CPS devices
are in a given range which is quantified by averaging the parameter values in 30 runs of
simulations.
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4.2.4 Random Forest Regression Training and Testing

As discussed in Section 3.6.7, that random forest regression is employed to compute the trust
of fog nodes and CPS devices. Next, discussion moves to how the regression model is trained
and tested for accurate prediction of trust. Random Forest Regression model from "sklearn.
ensemble" with parameters n_estimators = 50 and max_depth = 6 is used.

Train – Test Split

Next, the dataset is partitioned and 70% of the samples are used for training whereas 30%
are used for testing. After intensive training of the regression model, it is tested with the
remaining 30% of the data samples. In the proposed TMS, Random Forest Regression is
employed to predict both objective trust T f a→ f og and CPS device trust Tcps→ f og. The mean
square error (MSE) is zero (0) in case of T f a→ f og as this dataset is very small having only
60 samples, out of which 70% (42 samples) are used for training and rest (18) for testing.
So, achieving zero MSE with a non-linear regression model is justifiable. However, it was
also expected that the regression model might show different accuracy results with a bigger
dataset. In the case of CPS device trust Tcps→ f og, for example, the MSE is 0.12 meaning that
the model predicted 88 % of the trust labels accurately.

4.2.5 Trust Results

Having trained the regression model, trust of fog nodes and CPS devices was computed based
on the equations 3.27, 3.29 and 3.32 discussed in Section 3.6. Additionally, the integration
of two components is elaborated by embedding trust of an entity in an access policy and
subsequently describing its corresponding access control rights. The experimental results are
divided into following categories:

1. Fog-CPS Entities Trust Results

2. Credibility Model Evaluation

3. Integration of SC and TMS

4. Comparative Analysis

4.2.6 Fog-CPS Entities Trust Results

In this experiment, it is assumed that both fog nodes and CPS devices operate legitimately
conforming the system/protocol specifications of Fog-CPS. The QoS parameters are quanti-
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Table 4.4 Trust Results

ID Tcps→ f og T f a→ f og T f og Time

f og1

0.60 0.59 0.70 t1
0.64 0.67 0.74 t2
0.80 0.57 0.89 t3
0.69 0.77 0.74 t4
0.59 0.60 0.73 t5
0.54 0.63 0.69 t6

f og2

0.60 0.50 0.79 t1
0.58 0.90 0.58 t2
0.80 0.55 0.67 t3
0.53 0.58 0.63 t4
0.75 0.78 0.82 t5
0.59 0.76 0.83 t6

fied in six different time periods with an increment of 10 minutes in each subsequent time
instance. Precisely, the first time period was 20 minutes, the second 30 minutes, and so forth.
The trust values of both fog nodes and CPS devices are presented. For fog nodes, there are
three results, namely CPS trust Tcps→ f og, objective trust T f a→ f og and fog node trust T f og

listed in Table 4.4. Hereinafter, the notations cpsi, f ogi, ti denote ith CPS device, fog node,
and time instance respectively.

1. CPS Device Trust Tcps→ f og

Figure 4.23 illustrates the trust of a CPS device for fog node f og1 based on energy consump-
tion, response time and bandwidth predicted using the random forest regression model. The
trust of a CPS device in first time instance t1 is 0.79, t2 is 0.84, t3 is 0.72, t4 is 0.78, t5 is 0.62,
and t6 is 0.74.

Figure 4.23 also illustrates the final CPS trust Tcps→ f og for fog nodes f og1 and f og2

computed using Eq. (3.29) presented in Section 3.6.11. The final CPS trust Tcps→ f og of
fog node f og1 in time instance t1 is 0.60, t2 is 0.64, t3 is 0.80, t4 is 0.69, t5 is 0.59, and t6 is
0.54. Similarly, the trust scores of fog node f og2 at six time instances are 0.60, 0.58, 0.80,
0.53, 0.75, and 0.59. As can be seen from Figure 4.23, in all time instances, the CPS trust
Tcps→ f og of both fog nodes f og1 and f og2 is trustworthy i.e. greater than threshold 0.5.
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Fig. 4.23 CPS Trust for Fog Nodes in Hostile Free Environment

2. Objective Trust T f a→ f og

Figure 4.24 lists the objective trust T f a→ f og values of fog nodes computed using Eq. (3.27)
presented in Section 3.6.7. The objective trust T f a→ f og scores of first fog node f og1 in
discrete time instances [t1− t6] are 0.59, 0.67, 0.57, 0.77, 0.60, and 0.63 whereas the trust
scores of second fog node f og2 are 0.50, 0.90, 0.55, 0.58, 0.78, and 0.76. It can be seen that
in the 1st time instance t1, the fog node f og1 has slightly higher objective trust T f a→ f og than
fog node f og2. In the 2nd time instance t2, f og2 has higher objective trust T f a→ f og than
f og1 whereas in the 3rd time instance t3, the objective trust T f a→ f og of both fog nodes is
almost equal. Moreover, in the 4th time instance the objective trust T f a→ f og of f og1 is again
greater than fog node f og2. Likewise in the 5th and 6th time instances, the objective trust
T f a→ f og of fog node f og2 is greater than fog node f og1. Overall as per the QoS evidence,
the performance of both fog nodes is trustworthy.

3. Fog Node Trust T f og

Having computed the CPS and objective trust scores, the FA aggregates them to compute the
final trust of fog nodes T f og using Eq. (3.32) presented in Section 3.6.13. Again according to
the assumption, both the fog nodes and CPS devices operate honestly and therefore assigned
equal weight δ = 0.5 in Eq. (3.32). Figure 4.25 illustrates the final trust T f og of two fog
nodes. The T f og of fog node f og1 in six time instances [t1, t2, . . . , t6] is 0.70, 0.74, 0.89, 0.74,
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Fig. 4.24 Objective Trust for Fog Nodes in Hostile free Environment

0.73, and 0.69 respectively. Similarly, the T f og of fog node f og2 in all six time instances is
0.79, 0.58, 0.67, 0.63, 0.82, and 0.83.

4. Trust Computation for CPS Devices

FA also computes a trust score of all CPS devices which are getting services from different
fog nodes. Both fog nodes and CPS devices assess each other on the same set of parameters
i.e. energy consumption, bandwidth and response time.

Table 4.5 Access Control Rights based on Fog Node Trust

IDs
T f og at Different Time Instances Access Control Rights
t1 t2 t3 t4 t5 t6

f og1 0.7 0.74 0.89 0.74 0.73 0.69 Special Permission
f og2 0.79 0.58 0.67 0.63 0.82 0.83 Read and Execute

5. Trust and Access Control Rights

Table 4.5 lists the T f og of fog nodes in five time instances. Trust determines the access
control rights granted to each fog node. For brevity of expression, the access right in the last
time instance is listed. In normal circumstances, the trust would not change very frequently
and therefore the access rights. However, monitoring the rate of change of trust can assist in
detection and prevention of malicious activities.
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Fig. 4.25 Fog nodes Trust in Hostile Free Environment

Table 4.6 Collusion Attack Scenarios

Attack Description

A1 No Malicious CPS Device Parameters
A2 10% Malicious CPS Device Parameters
A3 25% Malicious CPS Device Parameters
A4 50% Malicious CPS Device Parameters
A5 75% Malicious CPS Device Parameters
A6 100% Malicious CPS Device Parameters

4.2.7 Credibility Model Evaluation

In section 3.6.12, the compromise of Fog-CPS entities and its impact on trust computations
was discussed. This experiment is designed to evaluate the effectiveness of the credibility
model in maintaining the accuracy of trust computation model even in presence of mali-
cious/compromised entities. The credibility in Case-1 is evaluated wherein the the CPS
devices are considered compromised. However, similar results will be produced for compro-
mised FA and Fog nodes when the environment changes. A hostile environment is setup by
considering six scenarios for collusion attacks wherein the trust of fog nodes is computed. In
each attacking scenario, a percentage of parameter reports sent by CPS devices are considered
malicious. Hereinafter, the notation Ai is used to denote ith attacking scenario. Table 4.6 lists
the different collusion attacking scenarios.
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In the first attacking scenario A1, there are 0% malicious parameters i.e. all CPS devices
are honest. In the second attacking scenario A2, 10% parameters are considered malicious.
Likewise, in the third A3, fourth A4, and fifth A5 attacking scenarios, 25%, 50%, and 75%
of parameters are malicious. Lastly, in the sixth attack scenario A6, all parameters are
malicious. The attacking scenarios are designed such that the effectiveness of credibility
model can be evaluated in different configurations of hostile environments. Subsequently, it
is demonstrated how the proposed trust computation model maintains the accuracy of trust
results even in presence of malicious CPS devices.

The trust credibility model is evaluated in two cases where CPS devices send parameters
with high and low values to change the trust of fog nodes. Two cases, C1 and C2, of credibility
evaluation are formulated as follows:

1. In the first case, C1, the malicious CPS devices send parameters with very high values
in the range of [0.8 - 1] and very low values in the range of [0.05 - 0.2] in all attacking
scenarios.

2. In the second case, C2, the CPS devices send parameters with an increment and
decrement of 0.1 (i.e slightly changing the values from threshold value of 0.5). Precisely
in each attacking scenario, the respective percentage of malicious CPS devices send
parameters reports with an increment and decrements of 0.1.

The credibility model analyzes the rate of change in Tcps→ f og in the consecutive time
durations [τ−1,τ] and subsequently adjusts the CPS trust in current time duration using Eq.
(3.30). However, for finding an appropriate value of σ́ , the standard deviation in a hostile
free environment during a time duration τ consisting of six time instances [t1, t2, . . . , t6] is
computed using Eq. (3.31). Similarly, the standard deviation in two hostile environments
(i.e. credibility cases) is also computed. Lastly, final standard deviation is computed by
the difference among three standard deviations. Following above computational procedure,
σ́ = 0.03 was identified and subsequently used in the credibility evaluation model. Having
discussed the hostile environment, the impact of credibility model in accurate and precise
computation of Tcps→ f og and T f og is explained. For clarity, Tcps→ f og and T f a→ f og results
of only first fog node f og1, with or without considering the credibility model are presented.
Additionally, the change in access control rights of f og1 based on the change in trust in each
attacking scenario in the first credibility case C1 is discussed in Tables 4.7 and 4.8.

1. Credibility Evaluation Case-1

The first case, C1, elaborates how the credibility model maintains accurate and precise
computation of CPS trust Tcps→ f og and fog node trust T f og. Both results with or without
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Fig. 4.26 Fog Nodes High Trust without Credibility in Hostile Environment (First Case C1)

Fig. 4.27 Fog Nodes Low Trust without Credibility in Hostile Environment (First Case C1)

credibility are presented. It is noted that the attacking scenarios take place in different time
instances i.e. [t1, t2, . . . , t6]. However, the results do not mention the time instances but they
should be considered when analyzing the results.

Without Credibility

Tcps→ f og and T f og trust results without considering the credibility are shown in Figures 4.26
and 4.27. When malicious CPS devices report high trust values, Tcps→ f og increases in each
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subsequent attacking scenario as shown in Figure 4.26. As a result, T f og is also increasing.
Table 4.7 lists the change in access control rights based on change in Tcps→ f og and T f og. It
can be observed that access control rights of f og1 escalate from "Modify" to "All" in case of
high trust, when trust is computed without considering the credibility model.

Similarly, in case of low trust values as shown in Figure 4.27, the Tcps→ f og and T f og

are decreasing with increasing percentage of malicious CPS devices in different attacking
scenarios. Likewise, in case of low trust, the change in access control rights based on
change in Tcps→ f og and T f og from "Modify" to "Delete" can be observed in Table 4.8. The
consequences of such a dramatic change in access control rights can lead to catastrophic
results in a real Fog-CPS system.

Fig. 4.28 Fog Nodes High Trust with Credibility in Hostile Environment (First Case C1)

With Credibility

Figures 4.28 and 4.29 illustrate the CPS trust Tcps→ f og and fog node trust T f og computed by
considering the credibility model in the first case. From Figure 4.28, it can be observed that
CPS trust is increasing with high trust values in each attacking scenario due to increasing
percentage of malicious devices. It has increased from 0.54 in A1 to 0.80 in A6 which
subsequently increased the fog node trust T f og. However, due to the credibility model,
there has not been a dramatic increase in trust. Same goes with the access control rights,
Table 4.7 lists the change in access control rights in case of high trust. In contrast to the
without credibility results, this time the privilege escalation is rather slow,i.e. from "Modify"
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Fig. 4.29 Fog Nodes Low Trust with Credibility in Hostile Environment (First Case C1)

to "Special". But even this level of privilege escalation can cause havoc in a large-scale
Fog-CPS system.

Likewise, Figure 4.29 shows the CPS trust Tcps→ f og and fog node trust T f og computed
when the malicious CPS devices send low values of trust. Again, it can be observed that
CPS trust Tcps→ f og sharply decreases from 0.54 in A1 to 0.23 in A6. Fog node trust T f og is
also changing, due to change in Tcps→ f og, it dropped from 0.73 to 0.60. In case of low trust,
trust results computed based on the proposed credibility model and the corresponding access
rights of f og1 are listed in Table 4.8.

It can be analyzed that without the credibility model malicious CPS devices can easily
increase/decrease the trust of fog nodes and subsequently push trust to highest 1 and lowest
0 values. It is therefore essential to compute the credibility of Tcps→ f og and adjust any
discrepancies accordingly.

Table 4.7 Trust Credibility and Access Rights (High Trust)

Attacking
Scenarios

Without Credibility With Credibility
Tcps→ f og T f a→ f og ACR Tcps→ f og T f a→ f og ACR

A1 0.54 0.76 Modify 0.54 0.76 Modify
A2 0.58 0.60 Delete 0.53 0.57 Delete
A3 0.64 0.69 Read and Execute 0.56 0.69 Read and Execute
A4 0.73 0.8 Modify 0.62 0.76 Modify
A5 0.83 0.72 Modify 0.71 0.66 Read and Execute
A6 0.94 0.94 All 0.8 0.87 Special Permission
Note: ACR - Access Control Rights
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Table 4.8 Trust Credibility and Access Rights (Low Trust)

Attacking
Scenarios

Without Credibility With Credibility
Tcps→ f og T f a→ f og ACR Tcps→ f og T f a→ f og ACR

A1 0.54 0.76 Modify 0.54 0.76 Modify
A2 0.50 0.56 Delete 0.56 0.59 Delete
A3 0.44 0.59 Delete 0.51 0.63 Read and Execute
A4 0.33 0.6 Delete 0.45 0.66 Read and Execute
A5 0.23 0.42 Write 0.34 0.47 Write
A6 0.12 0.54 Delete 0.23 0.59 Delete
Note: ACR - Access Control Rights

Fig. 4.30 Fog Nodes High Trust without Credibility in Hostile Environment (Second Case
C2)

2. Credibility Evaluation Case-2

The second case C2 of the credibility evaluation is designed to check the robustness of
credibility model in detecting smaller changes in CPS trust. In this experiment, the malicious
devices are slightly changing the parameters values with an increment and decrement of
0.1. In other words, in case of high trust, if in A1, all devices are sending parameter values
between 0.5 and 0.6. In the second attacking scenario A2, 10% would send values between
0.6 and 0.7 while the rest of them will report values between 0.5 and 0.6. Likewise, in A3,
25% would send values between 0.7 and 0.8 while the rest of them will report values between
0.5 and 0.6. The same happens to low trust wherein CPS devices try to slightly decrease the
trust in each subsequent attacking scenario.
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Fig. 4.31 Fog Nodes Low Trust without Credibility in Hostile Environment (Second Case
C2)

Fig. 4.32 Fog Nodes High Trust with Credibility in Hostile Environment (Second Case C2)

Without Considering the Credibility Model

Figure 4.30 shows the CPS and fog node high trust computed without considering the
credibility model. It can be analyzed that there has been a slight increase in CPS trust
Tcps→ f og in each attacking scenario. CPS trust increases from 0.54 in A1 to 0.66 in A6. Fog
node trust T f og is also changing accordingly. Similar to high trust, the malicious CPS devices
can also collude to decrease the Tcps→ f og. Figure 4.31 shows the trust when CPS devices are
sending parameter values which result into lower trust. Again, it can be observed that CPS
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Fig. 4.33 Fog Nodes Low Trust with Credibility in Hostile Environment (Second Case C2)

trust Tcps→ f og is decreasing from 0.54 to 0.25 in each subsequent attacking scenario. The
decrease in Tcps→ f og also decreased the T f og which dropped from 0.74 in A1 to 0.60 in A6.

By Considering the Credibility Model

The trust results computed with the credibility model are shown in Figures in 4.32 and 4.33.
Again, both conditions of devices increasing and decreasing the CPS trust are considered.
Figure 4.32 illustrates the results with high trust. It is noted that the credibility model
successfully identifies change in trust in consecutive time instances and/or attacking scenarios
and adjusts it accordingly. Overall the CPS trust Tcps→ f og remained between 0.54 and 0.56.
As a result, T f og also did not decrease much. However, the change in T f og is due to the
objective trust T f a→ f og in the specific time instance.

Figure 4.33 shows the CPS and fog node trust when CPS devices are colluding to decrease
the trust of fog nodes. The CPS trust is decreasing as more and more devices are sending
values between 0.5 and 0.1 in different attacking scenarios. As a result of this, the CPS trust
decreased from 0.54 to 0.36. It is underlined that CPS trust without credibility reached 0.25
in A6 (see Figure 4.33) , however due to the credibility model it did not change so low this
time. Moreover, due to the credibility model the fog node trust T f og remained between 0.76
and 0.67.

4.2.8 Resilience against Attacks

The Fog-CPS systems can be vulnerable to many attacks as explained in section 1.2, with the
aim of attackers to degrade the accuracy of trust computation model or impact the availability
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of the TMS . For example, in collusion attack, the malicious attackers can collaborate together
to increase/decrease the trust of fog nodes. Likewise, in self-promoting and bad-mouthing
attacks, the compromised devices report positive and negative parameters to change the trust
of fog nodes.

It can be observed that despite having different nature of attacks, in all cases, trust
changes dramatically and therefore the key to addressing this challenge was to detect and
subsequently adjust the change in trust. In line with this, a notion of trust credibility
evaluation was introduced and the change in trust is quantified by correlating it with the
standard deviation. We believe that the adoption of a generalized technique i.e. measuring
standard deviation of trust in hostile and hostile free environments is adequate to develop a
resilient trust management system. The proposed approach is also similar to the credibility
model proposed in Noor et al. (2016) which countermeasures the Sybil and collusion attacks.

4.2.9 Comparative Analysis

As the research in fog computing is in its early stages, there are very few trust models. To the
best of this researcher’s knowledge, none of the existing trust models adopt such a holistic
approach for trust computation in a Fog-CPS systems. Another advantage of the proposed
model is that trust is computed for both fog nodes and CPS devices. There is no trust model
which computes trust for both fog nodes and CPS devices. Due to these limitations, the fog
node trust T f og results of the proposed model are not comparable to existing approaches.
However, the CPS trust results are compared with one existing study Namal et al. (2015).

Autonomic Trust Management Framework Namal et al. (2015)

In this work, a trust model for dynamic cloud based IoT systems is proposed. The autonomic
trust management framework is based on IBM 's MAPE-K feedback control loop. The
systems model consists of three layers, service consumer layer, cloud network layer, and
applications and service layer. Furthermore, the service consumer layer consists of open
Application Programmable Interfaces (APIs) on which clients access the services and trust
agents that locally filter trust related information to the trust data pool. In the second layer,
the cloud network is implemented with the service (“TaaS”) which utilizes cloud based
computing intelligence to obtain the corresponding parameters. These parameters are then
fed to the MAPE-K feedback control loop that produces the set of trust parameters on which
the final decision is made. However, the process runs over many iterations to modify a final
result based on the past history. The model is evaluated by quantifying four trust parameters,
namely availability, reliability, response time and capacity. However, a major limitation of the
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proposed framework is the inability to detect the data anomalies. With the current proposed
model, if the anomalous parameters are incorporated into trust computation then the resulting
CPS trust is inaccurate and does not fall between -1 and 1, as reported in Equations (1) and
(2) in Section 6 of Namal et al. (2015). However, in the proposed trust computation model,
the data anomalies are detected. Moreover, all parameter values which are out of the range
are not considered in trust computation. In order to evaluate the limitations of autonomic
trust management system three cases of comparison are considered:

1. Normal case

2. Parameters values greater than Vmax (upper limit of range)

3. Parameter values less than Vmin (lower limit of range)

In all of the above cases, the CPS trust Tcps→ f og computed by the proposed model is
compared with Namal et al. (2015) . Moreover, in each case, 10 samples are taken for
comparison. These are randomly taken samples and do not belong to a specific attacking
scenario and time instance.

Fig. 4.34 Comparative Analysis Normal Case

1. Comparative Analysis - Normal Case

In the normal case, it is assumed that all parameters are within a given range, i.e. between
Vmin and Vmax values introduced in Equation 2. Vmin and Vmax represent the minimum and
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maximum raw data reported by an IoT device. Subsequently, the result of normal case
are compared with the proposed CPS trust model. Figure 4.34 illustrates the CPS trust
Tcps→ f og of both models. It can be seen that the CPS trust computed by the proposed model
lies between 0.58 and 0.89. Similarly, in case of the autonomic trust model Tcps→ f og lies
between 0.47 and 0.75. Overall, in the normal case, the trust computation in both models is
trustworthy.

Fig. 4.35 Comparative Analysis Case-2

2. Comparative Analysis Case-2 (>Vmax)

In the second case, the parameter values greater than Vmax are considered. Figure 4.35 shows
the CPS trust Tcps→ f og results. It can be analyzed that CPS trust computed by the proposed
model lies between 0.1 and 0.5. However, in case of autonomic model, the CPS trust lies
between 0.48 to 0.99. However, there are false parameters but the autonomic trust model is
considering them therefore resulting in inaccurate trust results.

3. Comparative Analysis (<Vmin)

In the third case, the parameter values less than Vmin are considered. The next step is to
normalize the parameter values using Equation 2. However, interestingly, the normalized
parameters are resulting into values greater than 1. It is contrary to -1 and 1 range reported in
the paper.
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Fig. 4.36 Comparative Analysis Case-3

Figure 4.36 illustrates the CPS trust Tcps→ f og values in case-3. However, due to other
parameters and weight assignment, the CPS trust is in the given range. It can be observed in
Figure 4.36 that the proposed model can detect the data anomalies and therefore compute
accurate CPS trust. However, in case of autonomic trust, all trust values are equal to 1 which
is not a correct trust quantification.

Overall it is maintained that the normalization introduced in Namal et al. (2015) does
not take into consideration the parameter reports sent by compromised CPS devices. The
anomalous parameter values do not compute an accurate and precise trust scores. However,
the proposed trust credibility evaluation model takes care of all these aspects and therefore
computes CPS trust with an improved accuracy and precision. Moreover, in the above
comparative analysis, only one parameter is changed with respect to Vmin and Vmax and no
collusion attacks are considered as well. Multiple parameters and collusion attacks can
further affect the trust results.

4.2.10 Trust Computation Processing Time

Raspberry Pi

Figure 4.38 reports the overheads of the different trust results namely, objective trust T f a→ f og,
CPS Device trust Tcps→ f og, trust credibility evaluation and fog node trust T f og. It is noted
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Fig. 4.37 Trust Computation Overhead

that the random forest regression executed as part of the objective trust T f a→ f og computation
took only 2.23 seconds. Fog node T f og trust calculation took 0.72 seconds. However, the
CPS device trust computation Tcps→ f og took 3.98 seconds. Time taken by Tcps→ f og is the
summation of time required for data normalization, random forest regression training and
testing. Additionally, the trust credibility evaluation took just 0.27 seconds. Lastly, the entire
trust computation is done in 7.2 seconds. The above results demonstrate that the proposed
TMS is lightweight and incurs small computation overhead even on a Raspberry Pi 3. Above
results demonstrate that trust can easily be computed on resource limited devices by incurring
very less overhead.

Desktop Computer

Figure 4.37 reports the overheads of the objective trust T f a→ f og, CPS trust Tcps→ f og and
fog node trust T f og in all attacking scenarios from A1 to A6. It is noted that the overhead of
objective trust T f a→ f og and fog node T f og in all attacking scenarios is 0.8 and 0.5 seconds
respectively. However, the CPS Tcps→ f og trust computations are incurring different overheads
in each attacking scenario. The CPS trust computation overhead is the summation of time
required for data anomalies detection, random forest regression training and testing and trust
credibility evaluation. The timings are different because the random forest regression training
and testing takes a different amount of time in each attacking scenario.
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Fig. 4.38 Trust Computation Overhead

Precisely, Tcps→ f og takes 2.5 sec in A1, 2.8 sec in A2, 3 sec in A3, 3.25 sec in A4, 3.5 sec
in A5, and 4 sec in A6. Overall, trust computation in all attacking scenarios [A1,A2, . . . ,A6]

takes 3.8, 4.1, 4.3, 4.5, 4.8, and 5.3 seconds respectively. The above results demonstrate that
the proposed TMS is lightweight and incurs small computation overhead, hence it is suitable
for large scale and dynamic Fog-CPS systems.

4.3 Concluding Remarks

Having presented the results of the proposed secure integrated framework components and
their integration, some observations made regarding the results and a few lessons learned are
discussed.

The proposed Fog-CPS scheme is compared with five other constant-size ciphertext and
key schemes ECC-CPABE (Odelu and Das, 2016), CPABE14 (Guo et al., 2014), CPABE14
(Guo et al., 2014), PP-CPABE15 (Zhou et al., 2015), CPABE11 (Chen et al., 2011) and COM-
CPABE14 (Shota Yamada and Kunihiro, 2014) because such schemes are computationally
efficient and require fewer group elements than other ABE schemes in which the size of keys
and ciphertext is dependent on the number of attributes in access policy and user attribute set.
It is therefore rational to compare the proposed scheme with constant-size ABE schemes.
The scheme was also compared with an asymmetric public key scheme based on elliptic
curve cryptography. The performance of the proposed scheme is evaluated by analysing
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timing results, memory and computational overhead. Obtaining these results was essential to
compare different schemes and analyze the effectiveness of the proposed scheme.

Moreover, the proposed key update algorithms are very lightweight as each key update
only incurs the overhead of one extra key component. However, if the attributes of CPS
devices have been modified or changed for any reason, then Algorithms 6, 7 and 8 will need
to make computation for t± 1 attributes. In such circumstances, their computational and
memory complexity is similar to Algorithms 1, 2 and 3. The proposed scheme has a major
advantage over all other schemes because it is based on the elliptic curve group rather than a
bilinear group.

The proposed Fog-CPS scheme is lightweight compared to other schemes, however, the
execution timings of encryption and decryption algorithms are comparable to other schemes
based on bilinear pairing. The encryption and decryption algorithms are taking quite a lot of
processing time. It is believed that that these algorithms could be made more efficient by
either precomputing the ciphertext components and/or finding more new and/novel methods
to compute the polynomials. Additionally, other methods to compute the scalar multiplication
in elliptic curves can be employed to encrypt and decrypt the messages more efficiently.
Lastly, the performance of encryption and decryption algorithms must be evaluated over
different benchmarks to find their upper bounds.

Likewise, the performance of the proposed TMS is also evaluated. The trustworthiness
of CPS devices and fog nodes is evaluated based on QoS and network communication
features by employing the random forest regression model. Moreover, considering the
possible deployment of Fog-CPS systems in hostile and unprotected environments and the
compromise of the CPS devices and fog nodes, the credibility of trust is evaluated. A
credibility evaluation model is designed to countermeasure the malicious behaviour (i.e.
collusion, Sybil, self-promotion and bad-mouthing) of compromised entities.

In current experimental results, the credibility model is evaluated to countermeasure
only the collusion attacks. The results show that the collusion attacks are successfully
prevented and subsequently their effect is mitigated by the proposed credibility model. But
as mentioned above, the Fog-CPS system can be vulnerable to other attacks so it would be
interesting to evaluate the credibility model in all cases to ascertain the claim. In future work,
the effectiveness of the credibility model can be evaluated under different attacking scenarios.
Furthermore, the standard deviation σ́ in the credibility model is calculated by taking into
consideration two hostile environments, it would be interesting to calculate the standard
deviation σ́ under different network configurations.

Additionally, the experimental results are compared with an existing model Namal et al.
(2015) which cannot detect and therefore prevent the data anomalies attack. The results
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demonstrate that the proposed TMS can not only detect the data anomalies but also prevent
other malicious behaviours of compromised entities.

The trust computation timing over a resource constrained device Raspberry PI 3 and a
normal desktop computer are measured to analyze the performance efficiency of the proposed
TMS for different Fog-CPS entities. The results show that the proposed TMS is lightweight
and fast. The integration of the SC and TMS is presented by elaborating how the change in
trust of a Fog-CPS entity triggers a change in its access control rights. Lastly, considering
the recent endeavours to urbanization, more specifically the research in smart cities, the TMS
proposal is timely and important.

4.4 Summary of the Chapter

This chapter experimentally evaluates the proposed framework. The SC was first evaluated
in Section 4.1 where the time and space complexity of the Fog-CPS scheme was elaborated.
Additionally, the TMS was evaluated with and the results presented in Section 4.2. The
results demonstrate that the proposed framework is lightweight, efficient and accurate. It can
address the security and trust challenges of the Fog-CPS systems.





Chapter 5

Conclusions and Future Work

This chapter concludes the author’s work by revisiting the thesis goals, contributions and
achieved objectives. This includes the author’s work i.e. the proposed secure integrated
framework. Lastly, the author discusses possible future directions based on the research
performed by the author after systematically reviewing the work related to Fog-CPS systems.

5.1 Restating Research Problems and Research Goals

As an emerging paradigm, Fog-CPS systems combine computation and communication
capabilities with the physical space. Fog-CPS systems can improve the monitoring and
management of next generation computer systems. Despite the opportunities provided by
Fog-CPS, they face increased security and trust challenges.

To overcome these challenges, a secure integrated framework comprised of a security
component (SC) and a trust management system (TMS) component was proposed. As part
of the SC, a lightweight encryption scheme is proposed to establish identity and access
control management. Furthermore, a trust computation model is proposed to evalute the
trustworthiness of Fog-CPS entities. Discussion now moves to the research objectives and
how are they achieved.

1. Objective 1 - To investigate the security and trust challenges of Fog-CPS systems.

In Chapter 2, the author reviewed the most recent and cited studies proposed for Fog-
CPS systems, CPS system, cloud-enabled IoT systems and fog computing. Existing
works are studied with the aim to investigate the security and trust challenges.

2. Objective 2 - To integrate security and trust into a framework for the Fog-CPS
systems.
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In Chapter 3, the author proposed a secure integrated framework having security and
trust as the fundamental components.

3. Objective 3 - To propose an efficient and lightweight security component which
addresses security challenges namely data confidentiality, authentication, and
authorization.

In Chapter 3, the author designed a new lightweight encryption scheme based on
elliptic curve cryptography to overcome the security challenges of Fog-CPS systems.

4. Objective 4 - To design a resilient and accurate trust management system (TMS)
for Fog-CPS systems.

Compared to existing trust models, the author proposed a holistic TMS that quantifies
the trust for all entities in Fog-CPS systems. Chapter 3 presented the design of the
TMS. The proposed TMS can countermeasure various attacks, namely collusion, on-off
and bad mouthing, that aim to degrade the performance of the Fog-CPS systems and/or
affect the accuracy of the trust computation process itself.

5.2 Research Contributions and Distribution of Work

In this thesis, the author has proposed and experimentally evaluated the secure integrated
framework that overcomes the security and trust challenges of Fog-CPS systems. The
researcher’s contributions are as follows:

5.2.1 A Secure Integrated Framework

The first contribution is the design of a secure integrated framework. Although, some
frameworks are proposed in literature to address the security, privacy and trust challenges,
these are not sufficient to countermeasure multi-dimensional problems faced by Fog-CPS for
reasons underlined in Chapters 1 and 2. The proposed framework is advantageous in several
ways as listed below:

• Firstly, it integrates both the security and trust properties in one solution.

• Secondly, it evaluates the trustworthiness of Fog-CPS entities by taking into consider-
ation multiple security and trust parameters.

• Thirdly, it countermeasures the several malicious behaviours that can disrupt the
normal operation of the Fog-CPS systems.
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• Fourthly, the proposed framework is a generalized solution which can easily be adapted
to any specific Fog-CPS use case.

5.2.2 Fog-CPS Scheme

The second contribution is the design of a lightweight encryption scheme. There are several
public key and ABE schemes in the literature. However, the existing schemes have a number
of limitations as highlighted in Chapter 1 and 2. Moreover, one of the existing ABE scheme
is adapted such that the new scheme can meet the security requirements of Fog-CPS systems;
and address challenges of data confidentiality, user authentication and access management.
The novel aspects of the proposed scheme are listed below:

• Firstly, it does not rely on any trusted authority for key generation and distribution.
All CPS devices and fog nodes can themselves generate the keys. However, an initial
registration with FA is mandatory.

• Secondly, the attribute set is divided into two subsets namely the public and secret. The
secret attributes are only shared with the FA, whilst the public attributes can be known
to other entities in the system. Additionally, in the Fog-CPS scheme, one attribute set
is associated with only one CPS device.

• Thirdly, the proposed scheme is more lightweight than the one it is based on.

• Fourthly, two new algorithms have been designed for key generation and key up-
date/revoke. Moreover, both these new algorithms are further split into three algorithms.
To be more specific, the key generation process is divided into three algorithms, namely
partial key pair generation (Algorithm 1), final public key generation (Algorithm 2)
and final secret key generation (Algorithm 3). Likewise, the key revocation process
is also divided into three algorithms, namely, key pair revocation (Algorithm 6), final
public key revoke (Algorithm 7) and final secret key revoke (Algorithm 8).

5.2.3 Trust Management System

The third contribution is the design of a holistic and all encompassing TMS for Fog-CPS
systems. There are several trust models in the literature but none of them can be used directly
due to the inherent features and distributed nature of Fog-CPS systems. The proposed TMS
is novel in a three fold manner.

• Firstly, it computes trust for all entities of Fog-CPS entities.
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• Secondly, the trust computation is formulated as a statistical regression problem, and
random forest regression is employed to solve it. To the best of the author’s knowledge,
this is the first research work to employ regression models more specifically, the
random forest regression for computing the trust in Fog-CPS systems.

• Thirdly, it includes a trust credibility evaluation module that ensures accurate and
precise trust computation. As a Fog-CPS system is an inherently open and distributed
system, it is vulnerable to collusion, self-promotion, bad-mouthing, ballot-stuffing,
and opportunistic service attacks. The compromised CPS devices can collaborate to
increase/decrease the trust of fog nodes.

These challenges are addressed by evaluating the credibility of trust, and subsequently
adjusting the trust by correlating it with a standard deviation threshold. It also verifies
that the parameters sent by the CPS devices and fog nodes are within a given range i.e.
not intentionally modified and/or manipulated by compromised devices. The standard
deviation is quantified by comparing the expected value of trust in legitimate and
hostile environments. The results demonstrate that the credibility model successfully
countermeasures the malicious behaviour of compromised devices in different con-
figurations of hostile environments. The multi-factor trust assessment and credibility
evaluation enable accurate and precise trust computation and guarantee a dependable
Fog-CPS.

5.3 Future Work

There are many directions to advance the work that has been presented in this thesis. The
future work is enumerated below:

1. As a future work, the researcher aims to extend the proposed secure integrated frame-
work such that it can also address the privacy challenges faced by the Fog-CPS systems.
This extension would require adding more sub-components dealing with privacy pref-
erences and personalization, secure data search and big data analytics to name a few.
These sub-components could be added to the security component (SC).

2. The researcher also aims to make the Fog-CPS scheme more lightweight such that it
takes fewer elliptic curve points and requires less scalar multiplications to generate the
secret keys, encrypt and decrypt the data.

3. The researcher also aims to prove the security analysis in a standard model.
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4. Besides that the researcher aims to incorporate the blockchain model in Fog-CPS
systems. The blockchain technology is so promising and can definitely address the
numerous challenges faced by these systems.

5. Furthermore, the researcher wants to quantify the user privacy in the Fog-CPS systems
and intends to quantify the harm caused by privacy breaches and present the privacy
statistics to concerned persons/organizations. This is very interesting future work and
requires multi-disciplinary input from fields of fog computing, cyber physical systems,
data privacy and law.

6. Lastly, the researcher wishes to analyze how the proposed Fog-CPS scheme could be
mapped to the data privacy clauses of EU General Data Protection Regulation (GDPR)
(Parliament, 2016). The GDPR demands cloud providers and/or fog provides to be
in compliance with data privacy regulations before they process and store customer
data. The existing privacy enhancing techniques cannot guarantee the level of privacy
required by the new regulations. However, it is believed that the proposed secure
integrated framework is a small step in this direction which has the potential to
be a practical future technology for solving various problems faced by Fog-CPS
systems including but not limited to data protection, data confidentiality, authentication,
authorization and trust management.

5.4 Concluding Remarks

Fog-CPS systems are the future of next generation computer systems. Having been motivated
by the prospects and opportunities provided by this future paradigm, the author has explored
them comprehensively in a bid to identify the challenges faced by these systems. This
dissertation proposed a secure integrated framework for Fog-CPS systems. The proposed
framework is designed after a thorough investigation of these systems. Various dimensions
(i.e. security, privacy, trustworthiness and service orchestration) of Fog-CPS systems are
studied to investigate the vulnerabilities and threats faced by such complex and inherently
heterogeneous systems. After identifying the security and trust challenges, efforts were made
to find a solution. However, it soon became clear that Fog-CPS systems require an integrated
approach which addresses all these issues simultaneously as the limitations and/or absence
of one solution can be exploited by malicious attackers to disrupt these systems and impact
their availability.

Considering the limitations of existing works, the researcher has designed a secure in-
tegrated framework for addressing the security and trust challenges inherent to Fog-CPS
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systems. The proposed framework is comprised of two fundamental components namely
the SC and TMS. The SC component ensures the security whereas the TMS guarantees the
dependability of Fog-CPS entities. The identity management and access control manage-
ment sub-components of SC ensure that fog nodes and CPS devices are authenticated and
authorized. The TMS quantifies trust of fog nodes and CPS devices by monitoring their QoS
parameters and other performance indicators. It also ensures dependable fog resources are
granted to CPS devices. The researcher believes this research is timely and the proposed
secure integrated framework is a step in the right direction. It can address the security and
trust challenges of Fog-CPS systems.
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