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CSR 3.1

1. Introduction
1.1 Scope

This Technical Note (TN) is the result of WP A12 of the project "Analysis, Specification and
Verification/Validation of Software Product Assurance Process and Product Metrics for Reliability
and Safety Critical Software". The project isidentified as Work Order No. 6 CCN-0 | of ESTEC
Contract No. 10662/93/NL/NB

This Technical Note is identified as TN 12 and has been prepared by the Centre for Software
Reliability, City University, under the supervision of Intecs Sistemi in Work Package A12.

An electronic version of thisreport is available, upon request, in Postscript format. Comments on
the usability and contents of this document are welcome and should be sent to:

Lorenzo Strigini
Centre for Software Reliability, City University, Northampton Square, London EC1V OHB, UK
Fax +44 171 477 8585; E-mail: strigini@csr.city.ac.uk

1.2 Purpose
This document provides an introduction to statistical testing for the use of ESA suppliers.

Statistical testing of software is here defined as testing in which the test cases are produced by a
random process meant to produce different test cases with the same probabilities with which they
would arisein actual use of the software. Statistical testing of software has these main advantages:

* for the purpose of reliability assessment and product acceptance, it supports directly estimates
of reliability, and thus decisions on whether the software is ready for delivery or for usein a
specific system. Thisfeature is unique to statistical testing;

e for the purpose of improving the software, it tends to discover defects which would cause
failures with the higher frequencies before those that would cause less frequent failures, thus
focusing correction efforts in the most cost-effective way and delivering better software for a
given debugging effort. Statistical testing has been reported to achieve dramatic improvements;

e from the point of view of costs, it facilitates the automation of the test process, thus allowing
more testing at acceptable cost than manual testing would allow.

This document explains the basic theory underlying statistical testing and provides guidance for its
application. The material is organised to facilitate use both as an introduction for software
engineers who are new to this approach to testing, and as a reference source during application.

Statistical testing is applicable to practically all kinds of software, so this document is not markedly
specialised for space applications, though the examples are mostly space-related and the discussion
of the software lifecycle is meant to apply to common practice among ESA suppliers.

Where practical, material that is useful for quick reference useis set out in boxes as shown below.

Quick reference material

Boxes like this contain quick reference material (checklists and outlines of mathematical
procedures).
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3. Background

This section introduces the main advantages of statistical testing in achieving software reliability
and in assessing it, and introduces the issue of setting reliability requirements for software.

3.1 Statistical testing for reliability prediction

Many claimsthat softwareis ‘ sufficiently’ reliable are based upon indirect evidence, for example
of the quality of the development process. Unfortunately, this kind of reasoning is not very
trustworthy. Whilst good practices are probably necessary to obtain reliable software, their use
cannot guarantee reliability: at best it will be possible to claim that they produce reliable software
‘on average’ or ‘usualy’. In many situations, however, it isimportant to be sure that a particular
program has achieved its reliability goal: in such cases we need a measure of the reliability that has
actually been achieved.

The only means of measuring the reliability of software directly depend upon being able to
observe, for a sufficiently long time, its behaviour when exercised in operation. Informally, if we
observe a program executing failure-free for long enough (or if a sufficiently small number of
failures are observed during a long period of operation), it would be reasonable to accept claims
that it is sufficiently reliable for itsintended purpose. More precisely, and subject to quite plausible
assumptions, such data allow usto make accurate, quantitative assessments of reliability.

With some systems, particularly critical ones, real operation cannot be used to obtain this kind of
data: we need to know that a system is sufficiently reliable before we are prepared to permit its
operational use. It will therefore be necessary to ssimulate operational use in atesting environment:
this is what we understand by the terms operational testing, or statistical testing, or software
reliability engineering (SRE) testing. The key idea here isthat the selection of test casesis carried
out in such away that the probabilities of selection are the same as those in real operation, so that
any statistical estimates of reiability in the testing environment can be assumed also to estimate the
operational reliability.

Clearly, the difficulty of doing this will vary considerable from one application to another. In
certain industries there is already considerable experience of creating realistic simulations of
physical system behaviour - ‘iron birds' in the aircraft industry, for example - and it might be
expected that in these cases it would also be possible to conduct statistical tests of software in
condition that accurately reproduce operational conditions. Even in the case of critical software
applications, these often concern the control of well-understood physical systems for which
accurate simulation of behaviour is possible. This contrasts with many business systems, for
example, where the nature of the use to which the product will be put can only be predicted
imperfectly (because the existence of the product in operational use stimulates the user to creative
operations that were not envisaged by its designers).

Sequences of statistically representative test cases can be constructed in many different ways. In
some applications, there may be similar products in operation, and scripts of operational use can be
recorded directly. In others, it will be necessary to construct the operational profile - the probability
distribution over the set of al input points - indirectly.

During statistical testing it isimportant to record the data accurately. The data will be of two types:
time, and counts of failure events. The time variable to be used will depend upon the application,
and must be chosen with care. In process control applications, for example, the time will probably
be actual plant operating time, and our reliability might be expressed as a rate of occurrence of
failures, or a mean time to faillure. In a safety system which only has to operate when
(infrequently) called upon, such as many plant protection systems, time will be a discrete count of
demands, and the reliability might be expressed as a probability of failure upon demand.
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Statistical testing can be used in two main ways - for reliability growth estimation, or for
estimating reliability from evidence of failure-free working - as we shall seein later sections. In
both cases, it should be emphasised that the accuracy of the results will depend crucially upon the
accuracy with which the simulation represents the statistical properties of the real operational
environment.

3.2 Statistical testing for improving reliability

The discussion so far has concentrated upon testing which is intended to allow usto evaluate the
reliability of a program, since this is the main theme of the present document. It should be said,
though, that much of the software testing literature is concerned with the role of testing as a means
of achieving reliability. Testing of this kind is, of course, generally of little or no use for our
evaluative purposes.

In most software developments, testing will play both these roles. It will be used as a means of
finding faults in software, so that these can be eliminated and thus the reliability increased; and it
will be used to evaluate the reliability of the software. There has been considerable discussion in
the scientific literature about the efficacy of statistical testing in the first of these roles. It haslong
been argued, by some, that statistical testing is a very inefficient means of finding software faults
[Myers 1979]. If thisisindeed the case, then (at least) two different kinds of testing will need to
be carried out: onethat is best at finding faults, and one (statistical testing) that allows reliability to
be measured. In fact, there is evidence that statistical testing is aso quite efficient in some cases at
finding faultsin software [Duran 1984, Hamlet 1990].

Statistical testing as a means for removing bugs is often seen with suspicion. It is argued that
choice of test cases by expert human testers may be much better targeted to discover bugs than a
pure random process. In fact, some testing procedures are precisely aimed at forcing software into
unusual situations - for example, to test extremes of variables. However, it can be very misleading
to judge the ability of atesting method to achieve reliability by its ability to find many faults for a
particular expenditure of effort: we need to take account also of the ‘sizes’ of the faultsfound, i.e.,
the frequency with which they tend to cause failures. There is empirical evidence, from both
experiments [Nagel 1981] and analysis of field data [Adams 1984], that these vary enormously:
Adams, for example, found that some 30% of the faults found in the systems he studied would
each show itself less than once every 5000 years of operational use. Clearly, any testing procedure
that was efficient at finding these very 'small' faults, but inefficient at finding 'larger' ones
(causing failures with higher frequencies), would not allow usto increase reliability efficiently.

In such cases, the fact that many faults are uncovered (and removed), for instance by boundary
value testing, should not be taken to imply that there has necessarily been alarge improvement in
reliability - the faults may all be ‘small’ ones (i.e., they would seldom cause failures). Statistical
testing, on the other hand, will expose faults with probabilities that are proportional to their size: if
fault A has a greater contribution to the unreliability of the software than fault B, it will have a
greater chance of being detected during a particular operational exposure. In fact, statistical testing
is the only kind of testing which has this property of finding faults with probabilities that match
their importance for operational reiability.

Of course, this observation does not mean that statistical testing is necessarily more efficient
overal at improving reliability than other kinds of testing. It does, however, raise questions about
claims made for the ‘obvious™ superiority of other types of testing in achieving reliability. That is,
even if more directed forms of testing were more effective, for a specific kind of software and
phase in the software life cycle, in discovering bugs, they might till be less effective in improving
the software under test. As things stand, we need more empirical information on the relative
merits of different testing methods in reliability improvement. An impressive record is that of the
use of statistical testing at AT& T, as part of the practice dubbed " Software Reliability Engineering”
in that company, reported to produce, for instance, a factor-of-10 reduction in customer-reported
problems (more details will be given in Section 5.1). For a more thorough explanation of the
relative effectiveness of statistical testing vs other testing methods in improving reliability, readers
arereferred to [Frankl 1997].

Guidelinesfor statistical testing 8



CSR 3.1

3.3 Deriving reliability targets for software components

Software reliability is not of interest in itself, but in that it contributes to determining whether a
larger system, of which the software is part, will provide the required service. In the simplest
case, the larger system must include the computer hardware which allows the software to run and
to interact with its users (humans or machines). In the case of embedded computer systems, we
may have both the case of software components being completely encapsulated in "black boxes"
(e.g., an "intelligent” sensor or actuator) and the case of software interacting with hardware in
complex ways, e.g., where software performs hardware diagnosis and reconfiguration, which in
turn determines demands on the software.

Allocating reliability objectives (requirements) to software components should be just a part of the
general process of allocating reliability goals to any other component?! of a system. Its purposeis
to state requirements for the developers of the modulesto follow, distribute responsibilities within
the organisation, and allow control of the development process. The requirements for each
component are, in one form or another, upper bounds on the probability of undesired events
(failures) originating in that component. Failures in any component may cause failures in the
system. The system designer effectively has a budget of acceptable unreliability for the whole
system, which must be allocated among the various components.

The process itself is conceptually the same asin any other reliability engineering process (section 6
gives more details including aspects that are specific to software). It starts with establishing
reliability goals for the system of interest as a whole and building a rough design of the system,
allowing one to determine how failures of components (including software components, if any)
affect (cause failures in) the system. On these bases, a reliability model can be built, so that the
reliability measures for the whole system are described as functions of the reliability measuresfor
the components.

Reliability requirements are then allocated to the components, such that it can be shown (viathe
reliability model) that satisfying these requirements satisfies the reliability requirements for the
whole system. In the general case, many such allocations are possible; sometimes, noneis, and a
re-design is necessary, and/or reduced targets for the whole system must be accepted.

Notice that the allocation must be feasible, i.e., the goals set for the components must be both
achievable and verifiable. There must be reasonable confidence that the objectives can be reached
and, for any system with any degree of criticality, that reasonable confidence that the objectives
have been reached can be obtained before operation. It must be stressed that certainty can never be
reached: every project carries acertain risk that the reliability target will not be achieved. There are
methods for decreasing risk (increasing confidence), and they add to the cost of a project
(statistical testing is one of them). What amounts to "reasonable confidence" thus varies among
projects, and depends on the project risk that is considered acceptable (clearly, the risk that is
accepted in developing, say, race cars is much higher than that acceptable in developing family
cars). Reliability theory allows decision makers to choose their preferred trade-off between cost
and uncertainty.

Methods for assigning reliability requirements are described in more detail in Section 6.2.

1 We are using the terms component and subsystem interchangeably, and system in the loosest sense: a
system is made up of components, each of which can in turn be seen as a system made up of components.
It has been observed that software is not, properly speaking, a system component, but merely the data stored in the
program memory of computers in a system. This is true but does not invalidate the modelling of software as a
component for the purpose of reasoning about system reliability: "a component” simply means "something that
may cause events related to system failure”. Likewise, the quality of awelding in a steel structure cannot be called a
component of the structure, and yet it makes sense to discuss the probability that the quality is such that a crack
may develop, or that a crack will actually develop in a certain time window. Similar arguments apply to other "non
components’, e.g. the operator's manual of a piece of equipment or the operating habits actually developed by
operators.
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4. Detailed conceptual description and
terminology

In this section, we introduce a reference scenario and the meanings we are going to use for the
essential termsin the rest of this document. Our terminology is largely taken from that devel oped
by IFIP Working Group 10.4 [Laprie 1991]. The reader must be warned that most commonly
used terms are used with different meanings by different parts of the technical community, and
none of the many standard glossaries produced to date islikely to change this situation: hence the
need to specify our use of the terms at the beginning of this document.

Glossary

Note: we have kept this glossary to a minimum, including: i) some words in general use that may
have multiple meanings and we adopt with a specific restricted meaning to simplify technical
explanations; ii) some technical words from the fields of reliability, probability, statistics.

Availahbility: a measure of how likely a system isto be available for operation at a given moment
(point-wise, or instantaneous availability), or on average over a long time (steady-state, or
asymptotic availability). It is affected both by the reliability of the system and by how promptly
it isrestored to service after failing.

Coverage:
test coverage (e.g., branch coverage, path coverage...): ameasure of how much of the code of
a program has been executed in a test campaign. Not relevant for this document;
oracle coverage: the probability that atest oracle will detect what it is designed to detect (either
software failure, or any erroneous value in the variables that the oracle can observe).

Dependability: a generic term encompassing multiple aspects of what makes a system trustworthy
(reliability, availability, etc.). In this document, the word reliability isnormally used in its
place.

Error: variously used to designate human error (e.g., causing a bug in a program) or erroneous
state. of the software.

Failure: the event in which a system stops delivering its intended service.
Fault: something that causes a system to fail, e.g. a software bug.
Faulty: containing (one or more) faults.

Independent events, independent random variables: Two events A and B are statistically

independent if the following relationship holds among their probabilities:
Pr(A and B)=Pr(A) Pr(B) or, equivalently, Pr(A|B)=Pr(A), or Pr(B|A)=Pr(B)

Input case, input point: aset of values, one for each of the variables that affect the behaviour of the
software under test, and which the testers control, for a given test run (or the identical stretch
of execution occurring outside testing), including single values or sequences of values for
explicit input variables, state variables, state variables of the environment, time durations.

Input space: the set of all possible input cases

Input vector: a set of variablesthat it is convenient to represent as avector. In particular, the set of
values of inputs and state variables for one frame of execution of a repetitively run program
unit (an input case may be a sequence (trgjectory) of input vectors).

Operational profile: the set of the probabilities of al input cases for a given software product in a
given spectrum of uses.

Oracle: any entity that decides whether atest runisasuccess or afailure.

Poisson process: a kind of stochastic process. In a continuously operating system, it is usually
assumed that failure occurrences follow a Poisson, or, in a sense, are "purely random™: the
probability of failure in any very short interval, starting from a non-failed state, is equal to the

duration of the interval times a constant "failure rate" A.
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Reliability:  a) a generic term for the qualities that make a system trustworthy (also called
dependability, integrity, assurance); b) the probability R(t) that a system does not fail within
time t. In this document, this word is used with both meanings, depending on the context to
avoid ambiguity.

Size (of afault): the probability that the fault causes the software to fail on atest case chosen at
random. It depends on the probability distribution of the input cases (operationa profile).

Statistical testing: a form of software testing in which the test cases are produced by a random
process meant to produce different test cases with the same probabilities with which they
would arise in actual use of the software.

System: ageneric term for a set of interacting entities. A system is made up of components (which
we also call subsystems) which are systems in their own turn, i.e., they can be studied in
terms of their component elements and their interaction. For instance, a spacecraft is a system,;
its attitude control system is a system; the software in the latter is a system; and the spacecraft,
the rocket launching it, the launch facilities and mission control facilities together make up a
system.

Test campaign: a series of test runswhich it is useful to identify as such, e.g. the whole set of test
runs performed on a software product during the acceptance process.

Test failure: the event in which software behavesin violation of its specification during atest run;
the test run itself in which the violation occurs.

Test harness: the set of software and hardware tools supporting the execution of software for
testing purposes, test case generation, recording of results, etc..

Test input: generic term for the information input to software during testing.

Test run: a period of execution of the software that is a useful unit of testing. It must be possible
to decide whether atest run isasuccess or failure.

Test success. the event in which software behaves according to its specification for the duration of
atest run; the test run itself.

Trajectory: a series of successive values for the input and state variables of a program that occurs
in the operation of the software.

Typical abbreviations
Cdf: cumulative distribution function

+oco
E(X) expected value (or mean) of the random variable X, defined as [x f(x) dx

f(t)  probability density function of arandom variable T, defined as— dF(t)

F(t) [cumulative] distribution function of arandom variable T, defined as Pr(T<t)

Pdf:  probability density function

Pfd:  probability of failure per demand;

P(x), Pr(x): probability of event x

r.v.. random variable

R(t) reliability attimet. If Tisther.v. "timetofailure”, R(t) = Pr(T>t) =1- F(t)
SUT: software under test

t, T atimevariable (usualy, timeto failure, or number of test runs)

n!
C,, or( ) binomial coefficient, T
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A avauefor afailurerate
) avaue of aprobability of failure per demand
4.1 Testing

4.1.1. Testing scenario, basic definitions

To discuss software reliability, it is necessary to consider the use of the software. The figure
below depicts atypical situation:

"Controlled" system

Controlled plant
Inputs Control system
— Y
Computer
c | Control
OtntL::)s software
Humans. 4” D
operators, Users, ..
Environment

externa to the plant

Software operation scenario

The software system we consider is part (together, possibly, with other software) of a control
system?2, which may include digital computers as well as non-computer parts. The control system
interacts with humans (operators, users, maintenance personnel, etc.: different roles exist
depending on the system we consider) and a "controlled plant”, which may be a spacecraft, an
automobile, achemical plant, etc. All these entities are part of a designed system (e.g., the system
supporting a space mission), interacting with a pre-existing, "external” environment (which affects
the designed system, e.g. via meteorological conditions, the state of the public power grid, objects
in orbit, etc.).

All the items that are not part of the software form the environment in which the software
operates, i.e., which affect its behaviour. This "environment" may include computer and non-
computer hardware (or other software systems, either in the "control” or in the "controlled"
system), humans, and, last but not least, the external environment.

2 We shall use the same terminology for all kinds of software applications. For instance, the situation of
software used in a safety system (e.g., an interlock system) will differ from the one shown here in the purpose of
the software, and hence in its requirements (both in terms of required function and required dependability) but will
still encompass both humans and engineered components acting under the combined influence of an external
environment and of the safety system. A decision support system may act in an environment where the "controlled
plant” is missing altogether; etc.
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There is no specific rule for modelling a complex system in terms like those in the figure above.
For instance, some organisations consider the sensors which convey plant information to a control
computer to be part of the controlled plant, others that it is part of the control system outside the
computer and others of the computer itself. What is necessary is that the same subdivision of the
complete system into subsystems be used by all parties that must interact in achieving and
evaluating reliability.

The requirements on a software system are dictated by its use in its intended environment of
operation. Testing is one way of checking conformance to these requirements. Testing may be
performed in the intended operational environment, but also in different environments.

Supervisory and recording functions

A

+ é Outputs
Test run i Test inputs Software Other
generator under test imformari®| Oracle
=

Testing scenario

The figure above depicts a general scenario of the testing of a piece of software. The testers
execute the software under test by feeding test inputs to it. The test run generator may be a human
tester or amachine or softwaretool. A test run isaunit of execution such that it is meaningful to
ask whether the software performed correctly during the test run. So, a test run will usually
include the delivery of someinput to the software under test, and the production of some output by
it (wewill seethat for practical usein statistical testing, we will require test runsto be defined so
that their characteristics are statistically independent.).

In practice, there are two typical ways of generating test runs:

e at each test run, the software under test and the test run generator are started anew and run until
anatural unit of execution (e.g., an execution of a batch program, a mission or mission phase)
terminates, or until the software fails.

* the software under test and test run generator are started and then left running for along time.
Test runs are defined as natural units of execution during this long execution sequence (e.g.,
responses to individual commands, transactions, frames of repetitive execution). In the
l[imiting case in which the software is assumed to fail at constant failure rate in continuous
time, atest run could be said to have infinitesmal length).

The word "input" is commonly used with many different meanings: to mean "input information”
(as a non-countable noun); to mean "a single input variable", as defined in the source code; to
mean "the event of software receiving information” (e.g., a message, an interrupt, a keystroke).
When confusion may arise, we will use the term input case (for atest run) to mean al the input
variables that are provided to the software for one test run. A value of the input caseis thus a set of
one value for each of the variables which form the input case. For instance, a piece of navigation
software may receive, at each test run, new values for the co-ordinates of the position and the
components of the speed of a spacecraft. An alternative term isinput point: this emphasi ses the fact
that the set of the variables that define an input case can be seen as the co-ordinates in a multi-
dimensional "space” (the input space) in which each input case represents an individua "point”.

Anoracle (again, either human or automated) examines the output information (and possibly other
information: the time the outputs are delivered, the values of some internal variables) produced by
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the software under test and decides whether this information is correct, in view of the input[s] to
that test run. If thisisthe case (i.e., if the information is all and only that which the software is
required to produce for that test run, and is output at the right time), we say that the test is a
success. Otherwise, we say that there has been atest failure. The specification of an oracle isthat it
must correctly recognise successes from failures. In practice, oracles are usually not perfect: they
may signal afailure when the software under test has performed correctly, and they may accept as
asuccess atest run in which the software did not perform correctly.

A softwarefailure, in test or in actual operation, isthus any discrepancy between the actual outputs
and those that are required. If we look for what, in the software, caused the failure, we will
usually find that the software is so built as to cause that failure3 when subject to the same situation
(input information). We will then say that the software is faulty, or that it contains one or more
faults. As aresult of the faults, certain executions of the software may develop differently from
what the designer intended, e.g., they may assign to its variables different values from those
intended. We then say that the state of the software is erroneous (or that it contains errors). "Error
propagation” takes place within the software as more aspects of the software's execution become
erroneous, e.g., when erroneous variable values are used as inputs to further operation of the
software and cause erroneous values to be assigned to other variables. If, as a result, the outputs
of the software violate its requirements, we say that the fault has caused a failure. From the point
of view of any system encompassing the software in question, the failure is an internal error,
which may propagate to other components and cause a system failure.

Note: Failures and errors may propagate among software components via unintended channels.
For instance, if two components share the same computer platform, one may cause the other one to
fail by overwriting some of its memory space, or by "stealing” CPU cyclesfrom it, etc.

4.1.2. Range of input variables

The set of all the possible values for an input case will be called the input space of the software.
For instance, if the software is a procedure with just two parameters, A and B, then the inputs
spaceisthe set of al the possible pairs of one value of A and one value of B. It can be described as
asubset of the Cartesian plane. It is a subset, because any computer variable may only take afinite
number of values. If there are more than two input variables, the input space will be a multi-
dimensional "hyperspace’.

It is usually the case that some possible values for the input case of a program are "illegal”, i.e.,
the program is not meant to receive those values. For instance, for a function:

real arcsin (number)

computing the arcsin trigonometric function, all inputs outside the [-1,+1] interval are usually
illegal; for afunction

real power (base, exponent)

which computes the value of base raised to the power exponent, al pairs where base is
negative and exponent isnon-integer will beillegal. Whether these values should be considered
as part of the input space is a practical decision of the testers, depending on whether they wish to
test the behaviour of the software when used "illegally", or not.

3 Or to make that failure possible. Some failure behaviours only occur occasionally, and it may even be
unfeasible to reproduce them in the laboratory, because they are only triggered by unusual states of the platform
executing the software, like special load patterns, exhaustion of space for some operating system data structures. For
the purpose of understanding software behaviour, it is appropriate to consider all these factors as part of the input
case submitted to the software. For the purpose of generating test runs, we are often compelled to depend on
mechanisms that we cannot directly control (e.g., the behaviour of the operating system under overload conditions)
to reproduce these factors.
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4.1.3. What is an input case?

It is important to consider that an input case may take many forms, depending on the type of
software that we consider:

the ssimplest caseis that of a"batch" program, which receivesall of itsinput information at the
beginning of its execution, runs for a while and then produces all of its output information.
For instance, a procedure call receives values for all its arguments at the moment the procedure
is activated. So, we can easily specify the input vector for a given test run by saying, for
instance, that argument 1 hasthevalue"23", argument 2 hasthevalue"12", and so
on. We could then say that the input variables form an input vector, and atest run consists of
invoking the software under test with a certain input vector. The set of all possible values of an
input vector form the input space for the software;

even for a batch program, there are factors that affect the behaviour of the software although
they are not written in itsinternal variables. For instance, the state of the process queuein a
computer may decide how quickly the software under test is executed, and thus whether it
completes atest run on time or too late (and thus fails). Other factors are memory contents left
over by previous execution of other programs, possible hardware faults (e.g., afaulty memory
cell used for storing a program variable), and so on. When we wish to test for the effects of
these factors, we must consider them as input variables to the program;

in other kinds of programs (especialy control programs), the values for the variables (i.e., the
components of the input case) may be input at different times, as for instance in a vending
machine which receives first the buyer's choice of goods and then the information about the
coins inserted. So, we need to specify an input case as a sequence "first, variable 1
receives the value '23', then variable 2 receivesthevalue'7', then ....";

the components of the input case may even be multiple values for the same program variable,
asin acontrol program whose internal variables are updated at each frame of execution with
new values. In this case, we may have to specify an input case in a more complex way, for
instance "argument 1 hasthe value 23 followed by 12 followed by ...". If we represent the
input vector for one frame of execution as one point in amultidimensional space, awhole input
case will be described by a trajectory in this space. If there are, for instance, two input
variables, and an input case consists of, say, 100 frames of execution, at each one of which
the two variables are read again, the input space is a 200-dimension space (in mathematical
terms, it is said to be the Cartesian product of the 2-dimensional space by itself, for 100
times);

even more complex situations are possible. For instance, for an Ada task exporting several
entry points we may have to define an input case as the sequence of intervals between
successive calls, plus the name of the entry point called each time, plus the values of the
parameters of the call. The same description applies to a HOOD object with the various
operations it exports.

Many programs have an interna state which they change as a consequence of receiving inputs. The
program's outputs are a function of its internal state at a given moment, and of the input
information it receives from that moment and until it produces the outputs. There are two ways for
representing this:

we may define atest run as consisting of initialising the state variables of the program to their
specified initial values (as specified in the program), and then providing a sequence of values
for input variables. In this case, the "input case" is naturally defined as this sequence of
values, asin the examplesin the previous paragraph;

Guidelinesfor statistical testing 15



CSR 3.1

¢ onthe other hand, we may organise atest run by first setting the internal variables (the state) of
the software under test to specific values (different from their normal initialisation values), to
simulate the effects of a previous period of execution, and then submitting a sequence of input
values. In this case, the input case consists of the values imposed to the state variables, plus
the sequence of input values.

4.2 A conceptual model of the software failure process

4.2.1. Hardware and software failure processes. an inherent
uncertainty

Itisatruism that interest in reliability always concerns systems, and these will usually contain both
hardware and software. Nevertheless, it has become common practice to talk of "hardware
reliability” and "software reliability”. It is useful to begin with a brief discussion of the differences
and similarities between reliability concepts for software-based systems and for purely hardware
systems, not least because the scientific and engineering literature on reliability is traditionally
associated with hardware only.

A distinction is sometimes made between random failure (e.g. due to hardware component failure)
and systematic failure (e.g. due to design faults being uncovered in hardware or software). This
distinction is somewhat misleading, inasmuch as the use of the words "random™ and "systematic"
seems to suggest that in the one case a probabilistic approach isinevitable, but that in the other we
might be able to use completely deterministic reasoning. In fact this is not the case, and
probabilistic arguments seem inevitable in both cases.

When we use the word systematic here it refers to the fault mechanism, i.e. the mechanism
whereby a fault reveasitself as afailure, and not to the failure process. Thusit is correct to say
that if afault of this class has shown itself in certain circumstances, then it can be guaranteed to
show itself whenever these circumstances are exactly reproduced. In the terminology of software,
which is usually the most important source of systematic failures, we would say that if aprogram
failed once on a particular input case it would alwaysfail on that input case until the offending fault
had been successfully removed. In this sense there is determinism, and it is from this determinism
that we obtain the terminology.

However, our interest really centres upon the failure process: what we see when the system under
study isin operational use. In areal-time system, for example, we would have awell-defined time
variable (not necessarily real clock time) and our interest would centre upon the process of failures
astime progresses. We might wish to assure ourselves that the rate of occurrence of failures was
sufficiently small, or that there was a sufficiently high probability of surviving some pre-assigned
mission time. Theimportant point isthat this failure processis not deterministic for "systematic"
faults, since there is an inevitable uncertainty associated with the selection of the inputs.

We shall use the terminology of software here, but it should be remembered that systematic
failures aso include those arising from certain design faultsin hardware. Indeed, the very success
of conventional hardware reliability engineering against faults that arise from physical decay is
now revealing the importance of design faults to the overall reliability of complex systems, even
those which do not contain software. Recent successes in devising intelligent strategies to
minimise the effects of physical failure of components results in a higher proportion of even
"hardware" failures being caused by flawed designs. Software, on the other hand, has no
significant physical manifestation: its failures are always the result of inherent design faults
revealing themselves under appropriate operational circumstances. These faults will have been
resident in the software since their creation in the original design or in subsequent changes.

4.2.2. The input space, software faults and failures

The software failure process, as we have seen, is the process of revealing of faults as a result of
executions on input cases. We call the totality of al possible input cases that might ever be received
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by the software "the input space”, and this is often extremely large and even, sometimes, ill-
defined. The precise nature of an "input” will vary from one application to another, as shown
previously. The important point here is that "input” should be sufficiently general to capture all
information that is relevant, in the external environment and the internal state of the computer: it
should be defined in such away that the same input will always produce the same output (so long
as the program does not change). In practice, programs often appear to behave non-
deterministically, as explained before, in that their reaction to a given input case depends on
variables that have not been observed, and are possibly very difficult to observe. When testing, we
shall often have to drive the production of input cases by specifying values for those variables that
are under our direct control, and depending on less controllable processes (e.g., tuning the load of
the target computer) to (Statistically) control the other variables.

For aparticular program, each input case will fall into one of two mutually exclusive classes. those
that, when executed, always produce acceptable output, and those that do not. When the software
produces unacceptable outputs, we say that one of the latter input cases (afailure point) was
executed. Clearly, there must be a means of deciding whether output is acceptable or not: for each
input it must be possible to decide whether the output is in accord with what the specification
required. It is worth noting that this is often an area where there is some degree of judgement
needed, but we shall assume that in all cases such an oracle exists, and is consistent in always
giving the same answer when presented with the same information.

Every time asuccessful fix is performed on the software, a set of failure points (afailureregion) is
eliminated. The probability of failure of the software is thus reduced by an amount equal to the
probability that any of those points is executed. So, we can say that the fix removed afault. The
size of that fault, i.e., the probability of selecting a point from the corresponding failure region, is
the amount by which the probability of failure of the software decreases as a result of the fix.
Again, it isworth noticing that the effectiveness of testing for improving reliability is measured by
the net total size of the faults removed (net, i.e., after detracting the sizes of faults added), not by
the number of such faults, which should be more properly called the number of fixes made?.

4.2.3. Operational profile

Software execution, then, can be seen as the selection of inputs from the input space and their
transformation into outputs. As we have seen, there is usually inherent uncertainty about this
selection mechanism arising from the nature of the operational environment. Thus, for example, in
the case of a process control system there would be inherent uncertainty about which values the
sensor readings will take, arising from elements of indeterminacy in the process being controlled.
The particular operational profile will determine the probabilities of selection of the different
inputs. Indeed, it is often the case that this profile will vary from one application of the software to
another. Operating systems, for example, are known to have dramatically different profiles from
one user to another (and hence very different user-perceived reliabilities); systemsthat interact with
humans will often have reliabilities that depend upon the detailed nature of this human use.

The operational profile can be thought of as a probability distribution over the input space, i.e., an
assignment of a probability to each point (input case) in the space. For a one-shot system, for
example, the different possible demands will be represented by the points of the input space, and
the operational profile will be completely specified if we know the probability of each demand at all

4 Notice that one tester might require a series of fixes, followed by new failures, to remove a failure region
that another tester would remove by one, more enlightened fix after just one failure. Though the former tester "finds
more faults", the latter is clearly the better one of the two. To avoid confusion, it is important to consider that the
very concept of a fault is one that is only meaningful after the fact of fixing it. There are cases (e.g., typos) in
which "the fault" that caused afailure seems self-evident, as a single discrepancy between the developers intentions
and their code. But in general, and especially for the more subtle failures of mature software, given a certain observed
failure, different people will offer different fixes: fixes that affect different parts of the code, create different code, and
affect different sets of failure points. So, we cannot even properly say that a program contains a given number of
faults, but only that it is faulty.
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times. This might be a reasonable approximation in the case of areactor protection system, where
we could assume that successive demands are a long time apart and thus are approximately
statistically independent with the same probability distribution. For a continuously operating
system, such as areal-time control system, it is often better to think of the operational profile asa
stochastic process®. Thus inputs for a flight control system can be regarded as a vector of sensor
readings that are cyclically presented to the computer software, which returns instructions to
actuators. Here there would be strong correl ations between successive vectors of readings, and we
could think of the execution process as a trajectory through the input space. As we shall see, we
will often require that this whole trajectory, or along stretch of it, be regarded as a single input
case.

4.2.4. The software failure process

Aswell as the uncertainty about the sequence of successive inputs, there is also uncertainty about
the faultsin the system, i.e., more precisely, of where the failure points (if any) are located in the
input space. Clearly thisis an additional source of uncertainty: we would not know which inputs,
of the ones we had not yet executed, would produce afailure if executed, nor would we have any
information about how these might cluster into "faults" as we have defined them.

There is uncertainty in the software failure process, then, for two main reasons. we do not know
where the faults lie in the input space, and we do not know which inputs will be selected in the
future. This uncertainty can only be captured by probabilistic representations of the failure process:
the use of probability-based measures to express our confidence in the reliability of a software-
based systemistherefore inevitable.

So far we have only considered the very simplest case of a system not subject to "repair”. If
instead we consider the process of software failures in which fault-removal (debugging) is being
attempted as the faults are revealed, further uncertainty arises. We cannot be certain that the fault
truly has been removed; it may be the case that the fixing attempt has introduced novel sources of
failure. Even in the event that the fault removal has been successful, we do not know by how
much the reliability of the program has improved - i.e. we do not know the "sizes' of the newly
discovered faults (there is, however, plenty empirical evidence that the contributions of different
faults to system unreliability can vary by several orders of magnitude, see e.g. [Nagel 1981,
Adams 1984]).

4.2.5. Probabilistic measures of reliability

Because of the inevitable uncertainty associated with the software failure process, we shall need to
express our reliability requirements for a system (or a subsystem) probabilistically. The precise
way we choose to express the reliability, as well as the numerical level, will to a large extent
depend upon the nature of the application. Thus for a transaction processing system, such as an
airline reservation system, the total amount of time it is down within a particular period would be
more important than the number of times it was down. For a flight-critical system, on the other
hand, it might be assumed that each failure was of potentially catastrophic consequence, so the
frequency of these would be of most importance. In such a case it would be merely academic
whether or not correct functioning could be quickly restored following a failure. In many cases,
there is no real sense in which we can sensibly talk about the reliability of the system; rather we
need to know of more than one measure. For an air traffic control system, for example, it would
be important to know that failures which resulted in incorrect information being produced (and
thus possible incorrect action) occurred sufficiently infrequently and that the system was available
to serve new demands for a high proportion of the time that demands were being made upon it.

S A stochastic process is given by a random variable (or a set of random variables) whose probability
distribution is a function of time, and may depend on the history of the process prior to that time. At a set timet,
each possible combination of values for the input variables has a certain probability, and these probabilities vary
over time. A realisation of the stochastic process is a deterministic function of time: the sequences of values of the
input variables observed during one specific execution.
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In the following we give some examples of common ways in which the uncertainty about the
correct functioning of a system might be expressed. We shall distinguish between continuous and
discrete time-scales, although, as we shall see, this distinction can be somewhat arbitrary. For
readers familiar with hardware reliability, these measures will not be new: although the reasons for
unreliability in software are different from those in hardware systems, the basic unpredictability of
the failure process ensures that the measures we use are compatible, thus enabling us to compute
measures of system reliability

4.25.1. Instantaneousrdiability

Here we are concerned with the answer to questions such as "how reliable is the system now?" i.e.
at a specified moment in time. For systems that are expected to give continuous service in time,
the simplest variable about which we might be interested is the time to next failure, T6. Clearly,
thisis a random variable, and we have a complete description of our uncertainty about it if we
know its distribution function, F(t),

F(t) =Pr(T <t)
or itsreliability function, R(t):
Rt) =Pr(T>1t)=1-F(t)

For agiven value of t, the reliability function tells us the probability that the system will be ableto
work for that length of time without failing. If the application is one where there is a natural notion
of "mission”, as for example in the case of spacecraft, then t would be chosen to be the length of
mission and we would obtain the probability that the spacecraft would survive a mission without
failing.

In traditional hardware reliability studies it has been common to use a single attribute of this
distribution, the mean time to failure or MTTF:

[e o]

MTTF=E(T) = [R(t)dt
0

However, this may not be particularly useful for cases where design faults are the source of
failures. In the hardware case we often deal with an indefinite number of similar components, so
that the MTTF can be thought of as the average life time of alarge sample of components In the
case of a system suffering from the effects of software design faults, however, it may well be the
case that the system will be allowed to suffer from a particular fault only once, and then the fault
will be fixed. In this case, there is thus no natural intuitive interpretation for the averaging in the
above definition ( which would exists if many copies of the software were run without fixing the
faults). This does not detract from the mathematical meaningfulness of the MTTF, however.

4.2.5.2. Measures based on the failure process

One feature of design failures that distinguishes them from "random" failuresisthat repair is not
usually necessary for the system to be set working again following afailure (although we may, of
course, choose to carry out repair). Thus when a computer program fails on a particular input,
there is no reason to believe that there is any increased chance that it will fail when presented with a
different, unrelated input’. This contrasts with the common situation of a purely hardware system

6 We adopt the convention of using upper case letters to represent random variables, and lower case to represent
their realisations on specific trials.

7 An important exception to this concerns the clustering of failures in many control applications, as successive
inputs are not unrelated. A separate consideration is that, after afailure, it may be necessary to recover the erroneous
internal state of the software; but this does not require one to correct the fault itself, i.e., the defect in the code.
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which has failed because of the mechanical breakage of a component; hereit is often the case that
the system cannot work again until the failed component is replaced. It is for this reason that so
much attention has been devoted in classical hardware reliability theory to the study of the life-time
characteristics of systems, i.e. to the statistical properties of merely the timeto (first) failure.

For software (and in general for "systematic" failures) we are more likely to be interested in a
stochastic process of failure events in time. At its simplest, this would arise because the software
was restarted at a new point in the input space and would then execute failure-free until the next
time a failure region (perhaps the same one) was encountered. Of even more interest is the case
where there are attempts to repair the system, since in the case of "systematic" failuresthiswill (if
successful) mean the removal of faults and therefore a growth in the reliability of the system. Once
again this contrasts with the common case of random hardware failures, where the repair action
merely restores the system to its earlier reliability level8.

We thus see a sequence of failures, corresponding to different design faults being activated by the
exercise of appropriate parts of the input space. In its simplest form (ignoring, for example, the
times needed for the fixes of the design faults) this will be a stochastic point process. a random
process of point events in time. Because of the attempts, at these failure events, to fix the faults,
this process will be non-stationary (i.e., the probabilities of the various events will vary over
time). It isin modelling this reliability growth scenario that most of the research in software
reliability has concentrated in the past few years. The position now is that this problem is well-
understood, with solutions that work well, at least for fairly modest levels of reliability.

These failure processes can be quite complex, and we now have arich set of different reliability
measures to characterise matters of practical interest. The rate of occurrence of failures (ROCOF),
r(t), is the instantaneous rate at which failures are occurring when atotal timet has elapsed from
the time origin. In mathematical terms, r(t)dt is the probability of afailure occurring in the time
interval (t, t+dt] when dt issmall.

At any particular moment during the observation of this process, we could be interested in the time
to next failure, so the measures based upon the reliability function are also appropriate. However,
care should be taken here to distinguish between global and local time: that is, between the time
variable that represents total elapsed time from the beginning of observation of the process, and
time measured from the present moment until the next event. In fact all the measures defined in the
previous section will change with global time for these non-stationary processes.

A random variable of interest in this stochastic point processis the count, N(t), of the accumulated
number of failuresin (0, t). It is often the case that the distribution of thisis very complex, but its
mean

M(t) = E(N(Y))

will sometimes suffice. The ROCOF, r(t), isin fact the rate of change of M(t) with respect to time:
r(t) = M'(t).

4.25.3. Discretetimerdiability measures

For some applications, calendar time is an inappropriate variable upon which to base the reliability
measures. Examples include safety systems that are only called upon to respond when some other
system has failed, and certain transaction processing systems. In these cases, it is the number of
demands that have been placed upon the system that isimportant, rather than the amount of clock
time that has passed. Essentially, we seek a time base such that the "failure rate" of the software
with respect to it can be considered approximately constant. Thus, for instance, calendar timeis
usually aless appropriate time base than CPU execution time because programs may be run only at

8 Repairable systems, with growing reliability, have been considered in the hardware context [Ascher, 1984 #591],
but far more effort has gone into the study of life-time characteristics of non-repairable systems.
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irregular intervals, and they can only fail while running; programs can be ported between platforms
that are essentially identical, apart from different CPU speeds; and so on.

There are usually discrete time equivalents of the different reliability measures that are used in the
continuous case. Thus the probability of failure upon demand can be seen as a discrete version of
the ROCOF, where the number of successive demands to date forms the discrete time variable.
The probability of surviving a specified number of demands without failure is analogous to the
reliability function, and so on.

4.2.54. Availability

All the preceding measures are concerned with reliability, and essentially are determined by the
frequency with which failures of the system are occurring. That is, they are concerned solely with
events regarded as pointsin time. Availability, on the other hand, is concerned with time intervals
of system loss following failure. Availability is determined by the combination of how often the
system fails (i.e., by the system's reliability) and how quickly it is restored to service.
"Restoration to service" implies that physical faults are repaired (which does not apply for failures
caused by design faults, like software failures), and the erroneous internal state is corrected.

Once again, there are different ways in which our interest in the system being available can be
captured, al of which are, confusingly, called availability. Thus point-wise availability is the
probability that the system is available at timet, interval availability is the expected proportion of
time the system will be available in theinterval (0, t). Although these can differ numerically when
we observe the system for only a short time, there are asymptotic results which cause them to take
similar values over long periods.

4.255. _ Sofety

Some of the possible failures of a system have particularly serious consequences (e.g. loss of life
or limb, or of the system, or other kinds of damage outside the system). Freedom from such
failures is usually called safety. Probabilistic requirements on safety can thus be described as
reliability requirements concerning specific classes of failures (characterised as, "unsafe”,
"[potentially] dangerous’, "catastrophic”, ... failures).

When safety considerations are applied to software, which has no physical existence, it must be
considered that all dangerous consequences take place through the action of software on its
environment. This may make it difficult to specify in advance which failure modes have to be
considered as "unsafe”, especidly if a software component isintended for use in various, different
environments (other software components and/or controlled plants). This uncertainty may impose
pessimistic assumptions. For instance, when a software component can cause unsafe behaviour in
the controlled plant, it is often necessary to assume that all failures of the software component will
cause such behaviour. Notice that such software may not be designed to have any direct authority
to cause unsafe behaviour: its criticality may be ssmply dueto its sharing a computer with software
that does have such authority.

It is often advocated that safety concerns in a project be completely separated from reliability
concerns. As far as statistical testing is concerned, however, the difference between safety and
reliability is merely a difference between categories of failures, and most guidelines are the same
irrespective of the class of failure concerned. In the rest of this document, we will only mention
safety as separate from reliability where safety-relevant failures require different considerations
from other failures.

4.2.5.6. Choice of timevariable

Last, we must consider the choice of the time variable for reliability measures. We have already
mentioned that it is often convenient to use "discrete time", typically a number of demands. This
may apply, for instance, to some safety systems, transaction processing systems, and many forms
of "batch" software, as well as to units of software that are evaluated without the rest of the
software system they belong to. "Convenience', here, refers not only to the most natural way of
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specifying requirements and/or of organising testing, but also to what appears to be the "real”
probabilistic behaviour of the software. For instance, if it is observed that the duration of execution
of a procedure is not correlated with its observed failures, it appears natural to see the failure
process as the results of many trials (demands), each with a set probability of failure, rather than as
an effect of physical time. The physical process that causes failures appears more similar to a
sequence of dice tosses than to the depletion of awater reservoir over time.

Similar considerations apply in the case of continuous time as well. So, wall-clock (or calendar)
time is not aways the best choice. One such consideration is that a specific software component is
not going to fail while it is not in execution. Software components that share the same computer
(e.g., procedures in the same program, or user programs and operating system programs in a
time-shared system) are likely contribute to the failure probability of the system that they formin
sharesthat are roughly proportional to their shares of the total CPU cycles and to their own "failure
rates’ measured over execution time rather than calendar time.

4.25.7. Discussion

The different categories of reliability measures above should not be seen as definitive, rather they
are guidelines to common practice. It is always necessary to exercise judgement to  choose the
appropriate reliability measure(s) for a particular application. Thus, for example, a system may not
fit neatly into the discrete-time/continuous-time dichotomy above. Some nuclear reactor control
systems also have a protection function: in its control function, a continuous-time reliability goal
would be appropriate, but for protection a discrete-time measure, such as probability of failure on
demand, would be needed in addition. We have already mentioned the case of an Air Traffic
Control system for which both reliability and availability would be relevant.

The subsection about safety, above, introduced the consideration that we often require separate
reliability goals for different types of failure event. For example, in the case of atelephone switch,
we might accept afairly modest reliability goal for the loss of individual cals, but would require a
high reliability against the loss of the complete switch (not least because this would inhibit
emergency calls, and thus have safety implications). In the case of the reactor control system the
protection function is clearly safety-critical, whereas the control function may not be.

These examples introduce a further notion of failure severity that islost in asimplistic reliability
analysis, which at best treats only the point process of failure events. This can be handled in
several ways. The simplest approach is just, as above, to have different reliability levels for each
of a set of categories of events. A more refined approach would be to assign a cost (or
consequence) variable to each event, representing its severity, and then examine the probabilistic
properties of the cost process in time. Thus we might ask, for example, what is the probability that
the cost of failuresin timet did not exceed c. In some cases, the cost might be described in terms
of a money loss; other such variables may be used, and one could even use multiple,
incommensurable cost functions (in some contexts, for instance, loss of life and money losses
would not be converted into a common unit of measurement, and separate requirements would
apply to the two forms of cost).

In this document, whenever we do not specify the kind of reliability measure (and time base) of

interest, we will refer to the case in which the measure of interest is the probability of failure per
run.
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5. Experience of statistical testing -
benefits, costs, limitations

5.1 Industrial experience

Software Engineering does not in general have a good record of empirical support for its practices
and procedures - at least in comparison with other engineering disciplines. This stems partly from
the rapid changes that continue to take place in methods and techniques, and partly from its
comparatively short history - decades rather than centuries. Software Reliability Engineering
(SRE), however, is one of the better-placed branches of software engineering, and there is now
growing evidence of the efficacy of the new techniques, both from academic experiments and
industrial experience.

Statistical testing is one of the elements of the "Cleanroom" approach [Currit 1986]. In the
Cleanroom approach, developed to shift the emphasis in software development from debugging to
avoiding the creation of bugs, statistical, independent testing is the only dynamic testing applied.
Very strong claims have been made for the advantages of the Cleanroom approach in achieving
reliability even before testing: it is difficult to separate out the experience about statistical testing
[Selby 1987]. More recently, the Software Engineering Laboratory (SEL) at the NASA Goddard
Space Flight Center has performed an experimental comparison [Sova 1996] of the results with
three testing "methodologies' it uses, i.e., a"traditiona” approach (with multiple phases of testing
tied to the phases of awaterfall life cycle), a Cleanroom approach and a"modified" approach. This
isahybrid of the preceding two in that it massively reduces testing by the devel opers, compared to
the traditional approach. The Cleanroom and "modified" approaches use statistical testing for
acceptance, while the "traditional” approach uses a checklist of functional test items. The
comparison was limited to two projects per method. Although comparing testing productivity
between projects is difficult, this study reports that the Cleanroom and "modified" methods
approximately halved the effort required to test the software. Defect density as "measured” at
acceptance test was similar between the Cleanroom and traditional methods, and better with the
"modified" method. In addition, the use of "operational scenario testing" was "felt" to be much
more effective than testing by developers.

Good examples of the use of statistical testing and reliability evaluation come from the work of
John Musaat AT&T Bell Labs, and from Michael Lyu at Jet Propulsion Laboratory and later at
AT&T Bell Labs. Both report successful application of SRE on real industrial projects.

Musa reports ([Lyu 1996], Chapter 6) on his experience with a telephone system, AT&T's

International DEFINITY, in which statistical testing was used in conjunction with other quality
techniques. He reports that the quality improvement from the previous major release was dramatic:

e afactor-of-10 reduction in customer-reported problems
e afactor-of-10 reduction in program maintenance costs
e afactor-of-2 reduction in the system test interval

¢ a30% reduction in new product introduction interval.

Musa claims important commercia advantages stemmed from the use of the overall approach, but
he has particularly strong claims for the statistical testing. He reports that 20% of the operations
represented 90% of the use of the system, 20% of the faults caused 95% of the failures, and that
testing the 20% of high-usage operations first significantly speeded up the reliability improvement
of the system.
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Musa acknowledges that the most significant cost in applying SRE to this system devel opment was
in determining the operational profile in order to conduct statistical testing. Reporting on this and
other projects in which he has been involved, he estimates that effort ranges from one person-week
to one person-year, depending upon the size of the project. His experience isthat the average effort
for aproject with 10 developers and 100,000 lines over 18 monthsis about 2 person-months. The
very largest project, involving 1000 developers and multiple large operationa profiles, required the
effort of one person full time. Costs involved in analysing the data obtained from statistical testing
are modest compared with the costs for creating the profile.

Lyu ([Lyu 1996], Chapter 7) reports on 5 space applications at JPL, and on alarge (1 million lines
of code) telecommunications application at Bellcore. His results confirm the evidence from others
(e.g. [Brocklehurst 1992, Abdel-Ghaly 1986]) that accurate reliability predictions can be obtained
in most circumstances: the most important point is that the operational environment should be
captured as accurately as possible. Musa, however, points out that even rough approximations to
this profile can be useful, and give superior results, in terms of reliability improvements, compared
to conventional testing. Asfor reliability estimation, errorsin the operational profile can in theory
cause the estimation to be radically wrong (taking any value between 0 and 1). Some authors claim
that the errors that are likely in practice will usually only produce small errors in estimation, but
there is insufficient experience for atester to know in advance al the approximations that can be
allowed without causing excessive error.

A recent application of statistical testing was performed on the software for the Primary Protection
System (PPS) of the Sizewell B nuclear power station [May 1995a]. In this case, statistical testing
was required as an afterthought. 1t was run in addition to the licensing process for the reactor, but
with support by the licensing authority. Although the process of dynamic testing (required for
licensing) was expensive, in terms of developing atest harness with a satisfactory simulator for the
reactor, the component of statistical management of the process did not significantly add to the
cost.

5.2 Practical limitations: the feasibility of assessing
ultra-high reliability

In section 9 we shall see in more detail how the failure data obtained from statistical testing can be
used to obtain estimates and predictions of software reliability. In the meantimeit isinstructive to
consider the levels of reliability that it is feasible to measure in this way, so asto gain an insight
into the limits of these techniques. We begin with an example of some software failure data that
have been used extensively in the literature. It is called S1, and was carefully collected during in-
house statistical testing by John Musa at Bell Labs[Musa 1979].

3, 30, 113, 81, 115, 9, 2, 91, 112, 15, 138, 50, 77, 24, 108, 88,
670, 120, 26, 114, 325, 55, 242, 68, 422, 180, 10, 1146, 600, 15, 36, 4,

0, 8, 227, 65, 176, 58, 457, 300, 97, 263, 452, 255, 197, 193, 6, 79,
816, 1351, 148, 21, 233, 134, 357, 193, 236, 31, 369, 748, 0, 232, 330, 365,
1222, 543, 10, 16, 529, 379, 44, 129, 810, 290, 300, 529, 281, 160, 828, 1011,
445, 296, 1755, 1064, 1783, 860, 983, 707, 33, 868, 724, 2323, 2930, 1461, 843, 12,
261, 1800, 865, 1435, 30, 143, 108, 0, 3110, 1247, 943, 700, 875, 245, 729, 1897,
447, 386, 446, 122, 990, 948, 1082, 22, 75, 482, 5509, 100, 10, 1071, 371, 790,

6150, 3321, 1045, 648, 5485, 1160, 1864, 4116

The table above gives the raw data, representing CPU execution times (in seconds) between
successive failures. When afailure occurs during this testing, the underlying fault is identified and
fixed before the test is restarted. The resulting reliability growth is obvious from a cursory glance
at the data: there is a clear tendency for the later times to be larger than the earlier ones. The
statistical techniques that will be described in section 9 allow this reliability growth to be tracked -
that is, they enable the tester to estimate the current reliability at any time during the test, and to
predict how thiswill change during later stages of test.
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sample size, i elapsed time, t; achieved MTTF, m; ti/m;j
40 6380 288.8 22.1
50 10089 375.0 26.9
60 12560 392.5 32.0
70 16186 437.5 37.0
80 20567 490.4 41.9
90 29361 617.3 47.7
100 42015 776.3 54.1
110 49416 841.6 58.7
120 56485 896.4 63.0
130 74364 1054.1 70.1

The table above shows the kind of results that can be expected from this kind of analysis. Here the
current reliability, here expressed as the mean time to failure, is estimated at different times during
the debugging of the program in statistical test. The succession of estimates clearly shows
reliability growth, as we would expect. However, what is notable is that the growth is quite slow.
The second column in the table shows the total time of statistical testing required to achieve the
MTTF given in the corresponding entry of the third column. The fourth column gives the ratio of
these entries, and can be thought of as an estimate of a simple cost/benefit ratio. There are two
things notable about the entries in this column. In the first place, the entries are quite large: if we
have a particular target MTTF in mind, expressed as a certain number of secondsin this case, then
we shall have to wait alarge multiple of this number of seconds before we can be confident that the
target has been reached. Secondly, this ratio is increasing, so that there is a strong "law of
diminishing returns” for statistical testing: if our goal isavery large MTTF, we might have to test
for an infeasibly long time.

Results like these will be observed on all data sets exhibiting reliability growth during operational
testing, whatever the particular measure of reliability used. Clearly, there are quite stringent
practical limitationsto the levels of reliability that can be demonstrated in thisway.

In the case of the most critical systems, whose failure could have catastrophic consequences, it
may be necessary to have an even more stringent regime for calculating reliability estimates, with
resulting implications for the reliability targets that can be regarded as feasible. The difficulty in
using the reliability growth approach in these casesisthat it assumes that faults are in fact removed
when they are discovered (at least on average). In some safety-critical applications, e.g. nuclear
[Hunns 1991], the more conservative approach is taken whereby any change to a program must be
assumed to have created a new program whose evaluation must start afresh. The reasoning hereis
that such a change might introduce new faults, whose impact upon the unreliability cannot be
bounded.

In such cases, we might only be able to take account of the period of failure-free working since the
last failure. As one could expect, the fact that we thus use less evidence only allows usto infer less
high reliability predictions. The claims that can be made solely from having observed alength of
time t without failure in statistical test are quite modest: for example, under quite reasonable
assumptions [Littlewood 1993], we can claim only a 50:50 chance of surviving for afurther timet
without failure.

It must also be remembered, of course, that all this analysis depends upon the assumption that the
testing really does accurately represent the operational use of the software. Inaccuracies that cause
small absolute errors in the predicted failure rate, and do not greatly affect our confidence in a
prediction of, say a 10-3 failure rate, would seriously compromise our confidence in a prediction
of, say, 10-6. Even if it were practicable to observe the very long times without failures that would
allow us to make strong claims for the reliability of a critical program, we would not have
correspondingly strong confidence in the testing regime.
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It should be stressed [Littlewood 1993], that an inability to predict avery high reliability with high
confidence is not a reason for eschewing statistical testing when dealing with highly critical
systems. Statistical testing is still the only way of achieving high confidence that at least the system
isat least not badly unreliable. It isworth recalling that the synchronisation bug which caused the
first Space Shuttle launch delay had a probability of failure of more than 1 in 100 missions: a
modest amount of realistic statistical testing would give very high confidence that such bugs being
absent. More recently, the Ariane V failure has again brought home forcefully the importance of
realistic testing to contain risk.

5.3 Practical limitations: confidence in the operational
profile

The accuracy of the reliability estimates and predictions that are computed from failure data
obtained during statistical testing will depend crucially upon the similarity between the testing and
operationa environments. Essentially, what is needed is that the selection of inputs, and sequences
of inputs, during test occur with the same probabilities as they would during real-life operation of
the software. To do this, we need to know what these probabilities are, and obtaining this
information can be difficult in certain circumstances. Methods for learning and using these
probabilities are the topic of Section 7; we summarise here some practical difficulties.

New software poses the most obvious difficulty in estimating the operational profile, since there
may be no empirical data upon which to base the estimation. With certain engineering systems,
such as those that control physical plant, there may be considerable engineering expertise about
this plant that can be drawn upon to provide expert judgements about the frequencies with which
individual functions will be used. With systems that have a close interaction with humans, on the
other hand, such as certain management information systems, judgements as to how they will be
used that are made before deployment are often shown to be inaccurate, since users take advantage
of the new functionality in unforeseen ways.

Even when software is not completely new, but has merely had new features added, the
operational profile can change in subtle but unknown ways. Estimating the probabilities for the
new features will pose similar problems to those of completely new software, above. Perhaps less
obvioudly, the very fact of new features being added can change the probabilities by which other
features are selected - some of these may increase, some may decrease.

This last observation can be particularly important in some critical systems, and may mean that
extremely stringent controls must be placed upon changes. For example, in some systems, certain
functions are safety critical whilst others are not. It would clearly be most important to know that
changes in the non-safety-related functions had not changed for the worse the rates of safety-
related failures. To do this it would be necessary to know that the part of the operational profile
associated with the safety functions had not changed as a result of changes to non-critical
functions. For this reason, it may sometimes be necessary to treat software following a change,
however ‘minor’, as creating novel software for which the operational profile (and subsequent
testing and reliability evaluation) must be estimated afresh.

On the other hand, good software design can do alot to mitigate these problems. If the designisa
modular one, with clear and unambiguous boundaries between modules, the problems of adding
or modifying modules can be controlled better. Here object-oriented design, and software reuse
can bring benefits: if amodule that is to be incorporated into an existing system brings with it an
extensive reliability history of similar use in other systems, it may be possible to estimate
accurately the reliability of the changed system. But of course, we would need to know the
operational profile of the new system over the augmented set of modules, and we would need to
know that the operational profile of the module in the new system is the same as it was in the
earlier systems from which itsreliability data was collected. (See section 9.5 for further details)

The above remarks indicate various ways in which operational profiles can be inaccurate.
Unfortunately, there is no definitive way of measuring how accurate a particular testing profileis,
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even when we later learn about the true profile from operational experience. Nevertheless, it is
always prudent to collect data from operational use of a program, to compare with the profile that
was used in testing and for reliability estimation and prediction. At least any gross differences here
will be awarning that the reliability figures obtained from testing may not be accurate. Even an
informal judgement of the accuracy of the profile used in testing, based upon evidence from the
operational profile, is better than blind faith in the former.

Infact, if it isfound that the operational profile differs from the one that was used in testing, it is
sometimes possible to use this information to modify the reliability measures. In Section 9.5, for
example, it is shown how the reliability of a modular program can be computed from the
reliabilities of its component modules and the operational profile over these modules, which is
defined in terms of their frequencies of invocation, sojourn times in modules, etc. If we obtain
better information about the latter when we see the system in operational use, we can easily update
our estimate of the system reliability.

Finally, it must be said that for many applications it does not make sense to talk of the operational
profile: instead, there will be many different operational profiles representing the many different
ways in which the system can be used. In particular, systems that are responding to human users
needs will often show different reliabilities from one user to another, arising from the different
types of usage from one person to another. Examples of this effect include ubiquitous software
such as word processors and spreadsheets. In such cases it may be sensible to create a profile to
represent an ‘average’ user, and test using this; but it should be kept in mind that there may be no
actual ‘average’ user with such aprofile, and the reliabilities experienced by actual users may thus
vary considerably from the one computed. The details of this problem areillustrated in Section 7.
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6. Impact of adopting statistical
testing on the software/system life
cycle

This section explains the changes that the adoption of statistical testing may require in the software
lifecycle, in terms of added activities and interactions between the parties involved. Section 8.2
explains the process of assigning reliability goals to software. This process will generally be the
responsibility of reliability engineers, but an understanding of its principles will help the
collaboration between these and software engineerstesters.

6.1 General
To apply statistical testing, the following is needed:

the testers need to know the operational profile[s] determined by the intended conditions of use
of the software to be tested,;

the testers or customers need to know the reliability requirements for the software under test;

the testers need a software test and measurement harness appropriate for statistical testing.

These needs trand ate into actions required from both clients and suppliers of a software product.
If we consider statistical testing applied to a CSCl asawhole, atypical lifecycle will be affected as
follows:

the user requirements should contain preliminary indications of the intended operational profile
and of the required reliability;

the software requirements should state more precisely the operational profile for the CSCI, in
terms of explicit probabilities for the various inputs or of unambiguous indications for deriving
them (e.g., specification of mission simulations). It is advisable that this be approved by the
custome;

the requirements for the CSCI should include the section "Reliability Requirements”. It isthe
client's responsibility to ensure that the form of these requirements allows demonstration of the
client'sown reliability goalsfor the system using the CSCI; it is advisable that this section also
define the decision criterion for acceptance of the software on the basis of statistical test results
(see Section 9).

In al that precedes:

* theclient may specify aclassfication of failuresin different failure modes (e.g., failure
to execute for each of the specified functions of the CSCl), and specify separate
reliability requirements for each failure mode;

e if the CSCI is meant for use in different situations, the client may specify separate
operational profiles and reliability requirements for each situation.

Including the reliability requirements and the operational profile in client-approved

project documentsis intended both to provide the information necessary for the
successive phases and to forestall any contractual controversy, in case the software
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proves unreliable just because it is used with adifferent profile than originally
specified.

during design, the supplier may refine the testing process by:

e adlocating reliability targets (for each failure mode) to software components (e.g. HOOD
objects, HOOD operations) or functions within the CSCl;

* possibly, deriving operational profiles for said components or functions, to use in
separate testing of each component or function;

the supplier may use the reliability targets for individual software components or functions to
intensify other verification activities on reliability critical components (e.g. perform additional
inspections; use more stringent test coverage criteria -or require higher test coverage- apart
from the statistical requirements on testing)

a test environment must be constructed (an oracle, a test generator consistent with the
operational profile, and recording tools);

the supplier must choose (if not already specified in the requirements document) a criterion for
acceptance of the software based on the reliability requirements and the statistical test results;

the supplier must perform statistical testing. The phase in which it is performed will be:
* for the purpose of removing bugs, at any time during development;

* for demonstrating reliability via reliability growth models, throughout the testing and
debugging process of the complete CSCI;

* for demonstrating reliability of the CSCI initsfinal version, in addition to the traditional
"system test" (often called "conformance testing") that aims at demonstrating, one
requirement at atime, if the requirement is implemented (satisfied on at least one test
case);

The oracle can also be used effectively for conformance test; statistical testing may be
applied before system testing, to collect data earlier on.

statistical testing (with debugging and bug fixing) is monitored; observed failures and
execution times are input to a statistical analysis tool, which implements the acceptance
criterion;

full regression testing after bug fixesis not strictly required for statistical testing, althoughit is
not discouraged; it is still needed on the specific inputs that caused failures before the fix
(although the results will not be used in reliability estimation), and recommended for
conformance testing;

statistical testing is stopped when the statistical analysis tool indicates that the acceptance
criterion is satisfied.

Example forms of reliability requirements for a CSCI

(for aclass of failures and an operationa profile)

upper bound on probability of failure per execution

lower bound on probability of mission survival (the operational profile must include the
frequency and pattern of use of the CSCI during a mission)

lower bound on MTTF for the CSCI, in CPU execution time on specified platform
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* |lower bound on MTTF for the CSClI, in calendar time (the operational profile must include the
frequency and pattern of use of the CSCI over time)

Note: it may be appropriate for customers and suppliers to agree beforehand on the acceptable
criteriafor demonstrating compliance with the requirement: the type of inference procedure that
will be accepted, the confidence level in case of classical inference, and the prior probabilitiesin
case of Bayesian inference. See Section 9 for explanations

The following checklist specifies steps needed for statistical testing, irrespective of the size of the
software systems/components considered, their implementation in hardware vs software and the
allocation of responsibilities between client and supplier.

Statistical testing: necessary steps
During requirements and preliminary design process.

* select measures that will be used to describe the reliability (in its general sense) of the
software;

e gspecify numerical goals (requirements) for these measures, check for feasibility of achieving
them and demonstrating them with high enough confidence;

* sdect level of detail (size of subsystems or functions) at which statistical testing will be applied

In the test planning phase, for each subsystem to be tested,

* assign requirements for software reliability, check for feasibility of achieving them and
demonstrating them with high enough confidence;

¢ derive operationa profile

* gpecify how representative test cases will be generated from the operational profile during
testing

* gpecify oracle

* implement test harness: test generator, oracle (including instrumentation of software under
test), measurement tools

* sdect statistical acceptance criteriaand configure statistical analysis tool
During debugging and during acceptance testing:
* executetests, under automatic control

* interpret test results to require bug fixing actions, carry out fixes, evaluate achieved reliability
and/or re-tune project plans

* monitor the generated test cases to verify that they satisfy properties that are required for
statistical testing to be sound (statistical distribution), or for other reasons (structural or
functiona coverage requirements)

At acceptance stage:
* useassessed reliability to decide on acceptance of software
During field test, commissioning, early operation:

* observations and logging facilities can be employed during operation, initially to validate the
results obtained in testing, and later to obtain precise indications of how confidence in the
software should grow with operational experience
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6.2 Assigning reliability goals

Thefirst step in applying a statistical approach to reliability must be the assignment of reliability
targets, as explained in Section 1.3.

The principles to be applied are well established in reliability engineering. They are the same,
irrespective of whether the reliability targets are established between the client and supplier of a
given CSCI, or they are part of the reliability engineering process internal to either the client or
supplier organisation.

Establishing reliability requirementsis normally outside the responsibility of software engineers,
and requires some competence in reliability engineering. This section is meant to aid software
engineers and their co-operation with reliability engineers by providing: an introduction to the
principlesin question; some simple rules derived from applying these principles; specific caveats
that apply when software isinvolved.

Assigning reliability goals for a software component (system/subsystem)
* Define the component in question, its boundaries and the functionsiit provides;

* describe (e.g., viaaHAZOP) how failures of the software component affect the system[s] of
whichitisapart;

* enumerate relevant classes of failure modes (possibly different for different functions) that
differ in terms of their consequences on the system,

* defineardiability measure (e.g., failure rate, probability of failure at a given time, probability
of failure per demand) for each of these failure modes,

* modd in quantitative terms how these failures affect the system,

* obtain expressions of the measures of the reliability of the system as functions of the reliability
measures for the software component;

e assign bounds on the reliability measures for the component such that, if these bounds are
satisfied, the system will have satisfactory reliability.

precautions and special cases.

software components that may be executed at the same time on separate computers: assigning to them the same
reliability requirements as to the system of which they are part is wrong;

software components that work in aredundant configuration: the model must represent the effects of redundancy,
but must not assume independent failures among the components;

software components that are not meant to interact, but such that failures may propagate between them via
memory overwrite, resource contention and such unintended channels. Such components must all be represented
in the same reliability model; if there is redundancy, the model must represent how failure propagation reduces
the effectiveness of redundancy

although a software system may be the responsibility of a different supplier from the hardware system on which
it runs, sound reliability models may need to consider the interactions between components of the software and
hardware systems. This is because hardware component failures may affect software failures and vice versa. E.g.,
hardware failures may cause overload on the remaining hardware, or because software manages recovery from
hardware failures

The alocation must be feasible, i.e., the goals must be both achievable and verifiable. There must
be reasonable confidence that the objectives can be reached and, for any system with any degree of
criticality, that reasonable confidence that the objectives have been reached can be obtained before
operation.

Defining the boundaries of acomponent isimportant to avoid either possible failures being counted
more than once, or possible failures being completely neglected. For instance, it is important to
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decide whether failures due to the support software (e.g., operating system, file system) for an
application component are counted as failures of the application component or of separate
components. The reliability engineer must also be aware that if the design of a system lacks a
required component, alocating reliability goals to the other components will be insufficient.

A genera procedure can be described as follows:

1. establishing reliability goals for the whole system, for instance as acceptability bounds on the
probabilities of failure types, on the distribution of periods of unavailability, or on the total
value of losses originated by failures (see also section 2.2.5);

2. modelling the system as composed by a set of subsystems, having defined subsystems via a
combination of functional considerations (e.g., following the boundaries between line
replaceable units) and organisation considerations (e.g., boundaries between different
subcontractors);

3. dlocating reliability goals to the subsystems. This is usually a heuristic process, guided by
known constraints. An initial alocation of targets to the various subsystems may be chosen,
using, where possible, values that are considered feasible (on the basis of experience) to
achieve and to verify. One can then verify that this assignment satisfies the system-level
requirements, and tighten or loosen the requirements on individual subsystems as appropriate.
Then, trade-offs may be considered, for instance if the same system-level objective can be
reached with a lower reliability for some component and a higher reliability for some other
component, and the savings allowed by the former change are greater than the additional
expense caused by the | atter.

4. possibly re-applying steps 2 and 3 to each subsystem in turn, further subdividing the
subsystems into lower-level subsystems. The process continues until obtaining more detailed
component reliability goals is no longer useful: component reliability requirements are only
useful for allocating responsibilities within the devel opment organisation, and as intermediate
validation targets. So, for instance, it may be useless to assign a reliability requirement to a
subcomponent that is produced as a part of alarger assembly, and cannot be tested without it.

For any complex system, this procedure islikely to lead to multiple constraints on the reliability of
each component. For instance, in step 1 one may define separate requirements for two distinct
mission phases for the system. For any component that is used in both mission phases, this will
lead to two separate constraints on the reliability of the component, so that the more stringent of the
two will apply. There may also be requirements based on different time scales, e.g., most alarm
systems will have set upper bounds on both the probability of failure per demand and of spurious
alarms per hour, often requiring two different models, leading to two sets of bounds on
component reliability.

The verification phase in step 3 requires one to build and solve some model[s] of how the
[un]reliabilities of the components affect system [un]reliability. This modelling may not be precise,
and is typically considered acceptable if it produces estimates of system reliability that are
conservative (pessimistic), as afunction of subsystem reliabilities. The required modelling may be
complex, but we will quote some of the more common simple cases:

e acomplex control system is made up of many interacting subsystems, each of which performs
a separate function, and may or may not be a digital computer. Reliability requirements are
assigned to each subsystem using an appropriate reliability model for the whole system (e.g., a
series model, if all subsystems are necessary for proper operation of the system). For those
subsystem that are stored-program computers, then, one may further allocate reliability goals
to hardware and software by considering that they form a series system;

* in certain cases, a whole software system is assigned a reliability requirement, e.g., in a
continuously operating system, a maximum allowable failure rate,

Ar—system, and then reliability requirements are set on the components of the software system.
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If the software executes sequentially, so that only one component isin execution at any time,
one can write:
A = 2 Acf

System Ce Components ) C . . _ . .
where f¢ is the fraction of time during which component c isin execution. In particular, as all
the f¢ parameters are smaller than 1, a conservative allocation is possible as in the next bullet;

* if, for every component ¢, A¢ < Ar-system, then Asystem < Ar-system. Hence assigning the
same required reliability to each software components as to the whole software systemis a
simple, conservative criterion for reliability allocation. This provides a rationale for the
criterion used, e.g. in IEC 1508 and derived standards, in propagating required "safety
integrity levels' to subsystems. Some war nings apply, however:

» if software components may run at the same time on different computers®, this criterion is
no longer conservative. For instance, in a system of two pipelined components which run
continuoudly, the failure rate of the system is the sum of the component failure rates;

* the software components may have some redundancy. In an extreme case, they could
repeatedly perform the same computation by different means, so as to mask failures that
only affect some of them. Then, the overall failure rate is lower than the weighted sum
indicated above;

* thiscriterion may lead to setting unrealistically and unnecessarily stringent requirements
on those software components that are executed very little. While being conservative is
desirable, setting requirements wrongly may lead to wasting limited resources, e.g.
applying much debugging effort to a seldom-used, non-critical module while spending
too little effort on improving an often-used, critical module. A wrong allocation of
resources may thus lead a project to produce less dependable software than it could
otherwise produce;

* an alternative criterion is to allocate reliability goals so that each software component
contributes equally to the probability of failure of the software system. So, unreliability targets
would be assigned to be inversely proportional to the fractions of time for which the various
components will bein execution. This criterion isless conservative than the previous one;

* idedlly, onewould allocate reliability targets to components so as to minimise the effort needed
to achieve a given system reliability target. So, if a component were known to present
especialy serious difficulties, it would be given a relatively lower reliability target, and
components that appear easier to make very reliable would be assigned more demanding
targets, under the constraint that the system reliability target be achieved. A manager who
knew exactly how the reliability of each module grows with the effort expended on it could
allocate targets so as to minimise the project effort needed for the system to reach its required
reliability. In practice, this optimisation is usually infeasible, yet it is possible for a manager to
give more "lenient" targets to those modules for which achieving high reliability seems most
expensive or time-consuming.

For most systems, different failure modes (i.e., forms of incorrect behaviour) exist, which differ
in the character and (in particular) in the severity of their effects. This applies to failures of
software systems as well. Therefore, different, separate reliability requirements will usually be
appropriate with respect to different failure modes. The simplest such distinction is that usually
applied between "safety critical” and non safety-critical failures, for which two different upper
bounds on their probabilities are normally required. More detailed classifications are usually
indicated in guidelines for safety-critical systems and software. One campaign of statistical testing

9 This is called "parallel execution” by software engineers, but is a "series' configuration in reliability
engineering jargon if the failure of any one module causes a failure of the system.
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is sufficient for evaluating reliability with respect to the various failure classes, but the amounts of
testing required may differ between failure classes, so that the highest amount must be chosen.

Last, a specific warning is appropriate when combinatorial reliability models are used for software
components that have built-in redundancy. For instance, a safety system may use two functionally
diverse modules to trigger a safety action. From the point of view of failures to initiate the safety
action, the two modules are in a"parallel” reliability configuration, i.e., the safety system works
properly as long as one of the two modules is working properly. This creates no problem when
using statistical testing for finding and removing bugs, but it does complicate the evaluation of
reliability, and thus the setting of any separate requirements for the two modules. The simplest
way of deriving the probability of joint failure of both modules is to assume independence, i.e.,
setting the probability of both failing as the product of the probabilities of each one failing.
However, thisiswrong. In most cases, the only requirement we can establish for each of the two
component modules, knowing that as a result the two-module system will be as reliable as
required, isavery conservative one, i.e., equal to the requirement for the two-module system. To
be less conservative, we would need to predict the correlation of failures of the two modules (how
to do this is outside the scope of this document, but is not commonly feasible). It may then be
more convenient only to set an explicit requirement (and require demonstration of its satisfaction)
at the level of the two-component system.

@\%:3@

A Markov chain for software failures in a system of 3 software
components running on the same hardware. When any one of the three
components fails, the system fails. States C1, C2, C3 represent execution of the three
components. Transitions among them represent flow of control between components.
State F represents failure.

In the more general case, more complicated models may be needed. A category of models is
Markov models [Littlewood 1981, Laprie 1994]. There is a state for each subset of components
that may be in execution together, plus a state for system failure. One can show that, if failure rates
are much smaller than the other transition rates, the system failure rate is equal to the weighted
sum of the failure rates of individual components (if executed continuously), weighted with the
fractions of times that they are in execution. Thismodel is rather general, although it is still limited
by the Markov assumptions. essentially, the duration of a certain state, and the probabilities of
transitionsto other states, are not affected by the history of previous transitions.

Such models may be extended to consider redundancy (if the system has built-in redundancy,
states with partial failure may also be needed) and the possibility of recovery. A series of such
extensionsis explained in [Laprie 1994]. However, which model is appropriate will depend upon
the individual system of interest, and upon the degree of accuracy that is required.

6.3 Integrating statistical testing with other V & V
activities

6.3.1. Direct manual selection of test cases
There may be good, special reasons for performing directed testing, in which the testers directly
select test cases, even when statistical testing has been adopted. For instance, inspections may

point at doubts that can be solved via specific test cases. The only precaution required is that these
tests not be counted when performing inference for reliability assessment (section 9).
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(A conservative criterion, to reduce the chance that the reliability prediction will err on the
optimistic side because of small errorsin the operational profile, would be to include only those,
among these test cases, that produce failures)

6.3.2. Test coverage criteria

Test coverage criteria (e.g., branch coverage or statement coverage) are often mandated
contractually. Whether they are a practical way of obtaining reliability has never been demonstrated
in general. They would be, in aspecific project, if atype of bugs were frequent enough in the type
of software concerned: specifically, bugs that produce a significant contribution to the overall
unreliability of the software, and are found with high probability if the pertinent code feature (e.g.,
branch) is executed. In addition, they may be a guarantee that rarely executed code will be checked
to some extent; test cases that exercise this code, because of their rarity, might not be represented
correctly in the sample used in statistical testing. Test coverage criteria are not a practical way of
demonstrating reliability.

If atest coverage god is dictated for the software under test, it can be achieved, at least in part, by
statigtical testing:

* the achieved test coverage should be measured during statistical testing;

* when enough test cases have been run to satisfy the criterion established for statistical testing,
the coverage target may not (and often will not) be satisfied yet. Two routes are then open:

* manually specifying additional, specific test casesto satisfy the coverage criterion. These
cases must not be included in the count used for statistical inference (Section 9; but see
also the conservative pessmistic criterion above);

e continuing statistical testing until the coverage targets are satisfied. Caution is required:
for stringent coverage criteria, there is a serious risk that this procedure will be
prohibitively expensive, because some structural features of the software may be
exercised with vanishing small probabilities.

6.3.3 Testing for rare conditions

Even if no test coverage criterion is given, there is often a concern that certain categories of rarely
executed functions or code segments may have an excessive failure probability, and yet be tested
very lightly, or hardly at all, by statistical testing. For instance, experience shows that this often
happens with code that deals with recovery from exceptional conditions - hardware failure, data
corruption. The same considerations apply here as for test coverage criteria. It should be noticed,
though, that these tests are not necessarily cost-effective in terms of achieving or demonstrating
reliability. As usual, whether this is the case (and only for achieving reliability) depends on
whether directed testing of this code or these functions is more likely to find "big" faults than
statistical testing. A separate consideration may be that failures of these functions are more severe
than those of other functions. It is then possible to set higher reliability requirements for these
functions than for the rest of the software. Thiswill indicate the amount of testing needed for these
functions, and the testers may decide to bias the testing profile accordingly.
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7. Defining an operational input
profilew

This section deals with the building of test case generators that implement the required operational
profile for a given software under test. It first (7.1 through 7.3) explains the general requirements
on this process, which the tester must make sure to satisfy, then describes (7.4) practical methods
for test case generation, and finally deals with additions and variations which may improve the
cost-effectiveness of the process. Some examples of application can be found in [Musa 1994,
Musa 1993, Nikora 1994].

7.1 General description
7.1.1. Methods for specifying a profile

Ideally, a profile means an assignment of probabilities to each individual input case in the input
space. For statistical testing, we want these probabilities to be equal to the probabilities in actual
operation. So, there are two problems: finding out what these probabilities are; and describing
them in away that we can use in practice for selecting test cases.

Producing an operational profile

Note: these are not pure sequential stepsin a process. Considerations that apply in one phase
affect decisionsin other phases.

Define atest run of interest (response to single demand, mission phase, time unit, ...) for each
reliability requirement:

* warning: test runs should generally be independent samples. See later for exceptions
Define an input case:
* listtheinput variables:
e explicitinput variables
* sequence, timing?
* internal state variables?
¢ platform conditions (load in a multiprogrammed system, disk occupation, ...)
* decide whether each input case must be awhole trajectory
* aresuccessive inputs correlated? if so, trajectory is needed.
¢ decide length of trgjectory, e.g. amission, a single manoeuvre.

Determine the list of subprofilesthat will be needed, on the basis of

10 In our terminology, an input profile defines a probability distribution for the input cases. We can talk about
atesting profile (i.e., aprofile used in testing), an operational profile (i.e., a profile occurring in actual operation, or
atesting profile mimicking it) and so on. We must warn the reader, though, that these terms are used with slightly
varying meanings by different subsets of the software engineering community, and agreeing on definitions is
essentia to avoid misunderstandings. In particular, the term "operational” is at times used to mean that probabilities
are assigned to the activations of specific "operations' (specific parts of the code) rather than of specific "functions"
(defined as parts of the requirements).
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e different environments for which individual reliability levels of the system are of interest:
e different customers (organisations)
e different users (humans or machines)
e different mission phases or modes of operation for which separate evaluations are sought

* convenience of combining subprofile reliabilities to forecast reliability in a given environment.
A convenient choice of subprofiles is one that has many subprofiles that occur unchanged
(though they persist for different fractions of the total time of operation) in different
environments of operation of the system.

Specify the profile (probabilities) in appropriate terms for reproducing them in testing.
The most appropriate form is decided by available information, cost and desired accuracy.

For each subprofile situation, enumerate what is known about the operational
[sub-]profile, as an input for the next step

For each subprofile:

e gpecify thejoint distribution of the input variables (do not assume independence) in explicit
(e.g., probahilities) or implicit (e.g., smulator specification) form.

The possible input cases are normally so many that their probabilities cannot be described by
enumerating each point in turn with its probabilityll, Three practical ways exist, and can be
combined:

1. specifying probabilities as mathematical functions: for instance, for a program which reads the
weight of a manufactured part on an assembly line, we may be able to specify that the weights
have a normal distribution; or for a program that runs continuously for along time and reads
the time-of-day, the time-of-day input may have uniform distribution over its range. Notice,
however, that for input cases made of more than one variable, the distributions of the
individual variables are not enough. We need to know their joint distributions.

2. subdividing the input space into a manageably small number of subsets, and specifying alist
of probabilities, one for each subset (notice, though, that this does not yet specify the
probabilities of individual caseswithin each subset), or

3. instead of specifying the probabilities, specifying a process for producing the input cases, if
we know such a process that we trust to select them according to the intended distribution.
This process could be a pseudo-random process (a method which overlaps with method 1), a
simulation of the environment based on our engineering knowledge of it, the use of test
operators or of recorded input traces.

These various methods can be combined:

e at different levels of disaggregation of the input space. For instance, we can list the modes of
operation for a system (method 2), and within each mode we can replay a sample of
operational demands observed on a similar system in the past (method 3);

11 When enumeration of all possible input cases is possible, exhaustive testing might also be feasible, and
should thus be considered as an option, instead of statistical testing. Exhaustive testing would have the advantage of
showing that the software is actually bug-free, or, more precisely, that it is so with a probability determined by the
error detection coverage of the oracle.
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e on different input variables. For instance, we may specify that the persons described in a
database have given probabilities of belonging to one in three age groups (20 to 40, 40 to 60,
and above 60), and heights which in each age group have a normal distribution with given
mean and variance; or that users of a system begin their sessions with one of ten possible
operations, with given probabilities, and then type an input string whose probability
distribution can be emulated by reading a string with auniformly distributed index number in a
repertoire file of strings.

7.1.2. Joint probability distributions for input variables

The last example above brings up an important warning. Specifying the probability of each input
case requires specifying the joint probability distribution for the input variables. In other words,
the distributions of individual input variable, given separately ("marginal distributions') are not
usually sufficient. Thisisdueto the fact that the value of avariable can affect the distribution of
another variable, i.e., in statistical terminology, that the variables are not statistically independent.

For instance, consider a program for which an input is the description of a hospital patient. We
can specify that the proportion of males and females is 45-55, and that 10% of the patients have
surnames of more than 4 letters. We would seem justified in using male patients with surnames of
more than 4 lettersin 4.5 % of the test cases: the two variables are independent. But let us add the
information that 10 % of the patients are pregnant. Thisis not sufficient as an operational profile:
obviously, we cannot use pregnant male patients for 4.5 % of the test cases. The test case
generator must also be told that 0% of males are pregnant; or that patients that are female and
pregnant are 10% of the whole.

So, dependence between input variables is the norm, and the joint distribution must be
incorporated explicitly. There are many ways of doing so, for instance:

e all the input variables are produced by an environment ssimulator (or from a trace of previous
executions), so any required statistical dependence among their valuesis already present (asit
is caused by physical dependence mechanisms that are faithfully reproduced by the test case
generator);

* "thetime of day variable hasauniform distribution between 00:00 and 24:00 (minus one
clock tick); the local temperature variable hasa Gaussian distribution and its mean and
variance are given in atable for each value of the hour fieldinthe time of day variable”;

* "thereading of thermocouple A is equal to that of thermocouple B plus an error with Gaussian
distribution, mean 0 and variance 5 degrees’;

* "when the mode variable has the value ascent, the probabilities of commands X,Y,Z are
20%, 30%, 50%; when mode hasthevalue in orbit, they are 90%, 5%, 5%".

7.1.3. Discrepancies between the testing profile and the real
operational profile

The profile used in testing will usually be an approximation of the real operational profile. Three
separate errors will affect the generated sequence of test cases:

* theerror in our knowledge of the actual profile that we wish to reproduce;

¢ theerror introduced by these smplified ways of describing the profile for generating test input
cases

* thesampling error: as we can only use afinite series of test cases, the relative frequency of any
event generated in the test will not usually be the same asiits probability.
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In practice, we can apply specia caution to avoid errors in those aspects of the input distribution
that we believe to be significant in determining failures.

For instance, imagine we are testing a piece of control software which has as its input a
temperature, with a specified statistical distribution. However, we know that when the temperature
is within a specific, narrow, range of "critical" temperatures, which happens with only 1%
probability, the internal behaviour of the software is very different from anywhere else in the
temperature range. Then, it isfair to imagine that the failure rate for temperatures within this range
may be quite different from the failure rate elsewhere. Generating temperatures via a ssmple
pseudorandom process may risk large errors in reliability predictions, perhaps because the
pseudorandom number generator has some minor flaw which happens to give the wrong
proportion of critical temperatures. Then we may wish to specify first that the temperature must be
in the critical range with 1% probability, and then separately specify a (conditional) distribution of
the temperature when it is within this range, and another distribution for when it is outside this
range. Even if the pseudo-random generator is perfect, sampling error (i.e., the necessity to test
with afinite number of test cases) may for instance produce no critical temperatures, and thus bias
the result (we are entitled to fear this kind of error if we believe that being or not being in the
critical temperature range isamajor factor in the reliability of the program - even if we don't know
whether its effect isto increase or to decrease reliability). Then we may wish to specify that 1% of
the test cases must bein the critical temperature range. This requirement must be satisfied with care
so as not to introduce other errors. If we believe failures in the critical temperature range to be
more likely, or more expensive than elsewhere, we can actually bias our test generation to produce
more than 1% critical temperatures. All these issues will be discussed in more detail in later
sections.

7.2 How many profiles

In many cases, we may wish to test a system under different profiles, running multiple test
campaigns, e.g. T test runs from profile P1, T2 from profile Po. These multiple profiles will
typically represent:

e different environments (users, installations); or

e different mission phases or modes of operation within the same mission of the same software
installation.

7.2.1. Different environments

Most systems are developed to be used repeatedly and in different circumstances. For instance, a
type of plant control system will beinstalled in many distinct plants, which will certainly differ in
their location but will also typically differ in some aspects of their construction (models or age of
equipment, configuration of the plant), and their use (if the plant can run in more than one mode -
e.g., producing several products, or batch production vs reloading of materials, the mix of these
modes over time will vary between plants; the staff may follow different procedures, and so on).
We may expect that two installations will have different reliabilities, because the distributions of
input cases differ. Experience confirms this expectation. The same change may be observed if a
single plant switches from one operating regime to another. Another example is that of a machine -
e.g. acar - that has to be used by different operators. Drivers differ in how fast they accelerate,
how often they switch gears, etc. Thus, they subject the car to different operationa input
distributions, causing failure probabilities to vary with the driver. In all these examples, we could
say that a system, or several identical systems, may operate in different environments. As an
example, let us consider the case of one control system installed in distinct plants. There are two
main ways of looking at reliability assessment for these systems:

e considering an individual environment. In this case, each environment needs an individual
prediction and thus a separate input profile;

Guidelinesfor statistical testing 39



CSR 3.1

¢ consdering the whole set of environments.

For instance, let us consider the probability of failure per year of operation. The probability for the
whole set of environments is the average of the probabilities for the individual environments
(weighted with their numbersif there are multiple identical environments). Each environment has
itsown profile: we could define an "average" profile (one in which the probability of each input is
the average probability among all the environments) and use this for testing in order to derive the
probability of failure for the system. Or, we could define a separate profile for each environment,
and test the system separately with each profile, to derive predictions for each environment
separately. This second approach produces far more information than the former one, at a
correspondingly higher cost. Either approach may be preferred, depending on the circumstances.
For instance:

* if our systemisasafety system, in adangerous plant which must be individually licensed for
operation, a prediction is needed for the individual environment of each plant, so the average
profileis useless,

* if every failure of our system causes a known loss (e.g., an interruption in production), and
we want to predict the total loss per year for all the systems deployed, we will want to predict
the number of failures per year over the whole set of environments. If the failures of distinct
systems were completely independent events, and unlikely, the probability of afailure over a
set of n environments would be closeto n times the average probability, which would thus be
sufficient information;

e if aprediction is needed for a set of new instances of the system, about which we know
nothing that characterises them as "non-average", we could similarly use the "average"
approach to predict the number of failures per year in these new environments. Thiswould be
a best-guess prediction. If instead we wanted a conservative prediction, this could be better
derived knowing the spread of failure probabilities for the individual environments, and using
for instance the worst case. If we knew the new environments to be especially similar to one of
the previous ones, we would prefer to know the probabilities for that specific type;

e quite often, we are interested in both kinds of measure. For instance, we would like to know
both that our system has alow enough average failure rate, so that the cost of failures over
many environments will be low, and that in no environment is its behaviour so much worse
than average as to make it unsuitable for use in that environment.

7.2.2. Subprofiles, modes of operation: calculating reliability via
factoring

Thereis another reason for predicting reliability separately for each one of multiple input profiles.
Many systems are used under sets of clearly distinct modes of operation. For instance, a spacecraft
may go through launch, orbit, re-entry, and landing. It is reasonable to assume that the failure
probability of most systems in the spacecraft will vary with the mode of operation. It may then be
convenient to assess reliability individualy for each mode, i.e., to test the system, repetitively,
with the input "subprofile" characteristic of each mode.

This brings some advantage in terms of organisation of the testing process, and greater advantages
for prediction. The probability of failure of the system over a given timeis the weighted average of
the probabilities for the various modes, where the weights are the fractions of time spent in each
mode (see Section 9 for details). This manner of calculation may allows us to:

e compute the reliability of the system in any new environment, without new tests. It is
sufficient to know: i) that the reliability in a given mode does not change between the two
environments, and ii) the fractions of time spent in the various modes in the new environment;
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then these fractions can be used as weighting factors in a weighted sum of the reliabilities
relative to individual subprofiles;

e assessthe range of reliability that may be observed in a new environment, if we know i) but
not i) (in the previous bullet point);

* reduce the number of tests needed for a certain confidence in our prediction (see later,
"stratified sampling");

* refine predictions by considering that failures may have different severity depending on the
mode of operation.

To define a profile as a set of subprofiles, we need to specify, for each situation we define as
having a distinct subprofile: i) its probability, and ii) the probabilities of the individual input cases
within that subprofile. For instance, if we define subprofiles as corresponding to different modes
of operation of the software, the probability of a given input case, v, in the complete profile for a
given system in agiven environment, is given by:

P(input case =v )= 2> P(input case =v | system in mode m) P(system in mode m)
me Set of all modes

here the first multiplicand inside the summation is the input distribution, conditional on the mode
of operation. The second is the probability of the system being in a certain mode (or, in general, of
the input case belonging to each subprofile). This second distribution will be used to select a
subprofile for each new test run (or to pre-assign the numbers of test cases to be drawn from each
subprofile). The test case generator will then be driven, for each given subprofile, by the first
distribution.

Some special cases are those in which asubprofile is defined asincluding all runsthat use a certain
function of the software, or all runs that use a certain module inside the software, or a certain
subset of the input spacel?. If these runs are legitimate test runs (cf next subsection), such a
subdivision into subdomains simplifies both the generation of test cases and the process of
predicting reliability from the test results.

7.3 Definition of test runs, independence of samples:
effects on reliability prediction

We examine here some necessary precautions in setting up test case generation and test
measurement, for the purpose of reliability prediction.

7.3.1. Introduction

As abackground for this section, we recall that, as mentioned earlier, there are two typical regimes
for generating test runs:

12 In a version of this case, often called binning of the input space, these subsets in the input space
(subdomains) are a partition on the input space, i.e., they are non-overlapping and their union equal's the whole input
space. A subprofile (bin) is then defined as assigning probability O to al test cases outside a specific bin. In the
simplest case, the partition is defined in terms of ranges of a variable, for instance, runs where the variable is
positive, negative or zero.

Pre-assigning the sample size for each subdomain (making it proportional to the probability of that subdomain,
instead of letting it be determined by random sampling from the whole operational profile), is often recommended. It
avoids the risk that, in a specific test campaign, small but potentially failure-prone subdomains receive too few test
runs. If more is known about the failure-proneness of individual subdomains, more effective allocation strategies are
possible (see section 7.6).

Guidelinesfor statistical testing 41



CSR 3.1

at each test run, the software under test and the test run generator are started anew and run until
anatural unit of execution (e.g., an execution of a batch program, a mission or mission phase)
terminates, or until the software fails. Sampling from the operational profile is obtained by
choosing the conditions for each run. Thisregime, when practical, isthe least problematic for
achieving trustworthy reliability predictions;

the software under test and test run generator are started and then left running for along time
(for one or more timesin atest campaign). Test runs are defined as natural units of execution
during this long execution sequence: e.g., responses to individual commands, transactions,
frames of repetitive execution. In the limiting case in which the software is assumed to fail at
constant failure rate in continuous time, a test run could be said to have infinitesimal length.
Sampling from the operational profile consists in an appropriate selection of test runs from
within the long sequence|s] of execution. This regime is often the only practical regime to
guarantee that the test cases have a realistic distribution, both in the values of the internal
variables of the software and in the sequences of values (trajectories).

There are a few forms of reliability measurement that are typically sought, corresponding to
different views of the software:

a Pfd (probability of failure per demand). The software is seen as being subject, in operation,
to statistically independent demands (e.g. a launch, a flight), such that al have the same Pfd
(or, possibly, all demands within each given category of demands - subdomain, subprofile -
have the same Pfd);

afailure rate over a continuous time scale. The software is seen as executing continuously and
failing with a constant failure rate, independent of previous failures (Poisson process),
although one may have to discriminate between different operation regimes (subprofiles) with
different failure rates that must be estimated separately (e.g. process control in continuously
operating plant);

afailurerate over adiscrete time scale (e.g., number of manoeuvres from the beginning of the
mission). Thisis an intermediate case.

This section deals with specifying the length of test runs and how they should be sampled. In all
cases, the total duration of time or number of test runs required for acceptance of the softwareis
determined by the reliability estimation procedures, explained in Section 9. The guidelinesin this
section are needed to ensure that the input to those proceduresis appropriate. A frequent concernis
with some form of statistical independence between the successive obsevtaions of the software.

7.3.2. Typical recommendations for test run definitions

Some typical examples of test run definitions are as follows.

for atest regime in which the software and test case generator are restarted at each test run and
each test run is executed until its natura end:

- mission-critical software that operates for a limited amount of time (mission, mission
phase), with strong correlation among its successive operations. Requirements should be
set on the probability of surviving through a mission, or mission phase if phases can be
considered independent. A test run should be a whole mission or mission phase, and the
measure sought will be a Pfd;

- adituation as above, but such that testing by whole missions (or mission phases) is
impractical. One reason for this may be excessive length. Another oneisasfollows:. there
is known to be a set of possible mission types (e.g. different payloads, or launches in
different season, or at different latitudes), and it is desired to test each type at least once
(thisis not a statistical requirement, but it may be a sound requirement on other grounds),
and the required statistical sample of whole missionsistoo small achieve this.
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It is then useful to try and subdivide the mission into smaller phases that both allow
independent sampling in testing and can be used as "building blocks" for predicting
mission survival. The measure sought will be aPfd (or Pfds for individual phases). In the
case of missions of indefinite or very long duration, the next case usually applies;

e for atest regime in which the software and test case generator are run for one or more long
sequences of execution (trgectories of input cases):

- software for which well defined "demands" and corresponding test runs can be defined
(e.g., manoeuvres for a spacecraft control system, telephone calls for a switch). A Pfd
measure is sought, but organising independent test runs with re-initialisation each timeto
obtain arepresentative test case isimpractical. So, the software is tested along a trgjectory
of test cases. This, however, causes non-independence between successive runs.
Solutions are: sampling test runs that are far apart in the execution sequence; or making
sure that test runs can be shown to be independent by considering the internal operation of
the software;

- software that will operate over along, possibly unknown period of time and is believed to
fail with constant failure rate (Poisson process). For instance, software that will control a
satellite in orbit, for which a minimum duration of operational life is planned but a much
longer duration is contemplated. Testing is directed at estimating afailure rate (over the
proper time measure: CPU time, calendar time, number of frames of execution, number
of manoeuvres...), so that the probability of survival can be extrapolated for any required
duration.

The duration of test sequences is determined as a compromise: short test runs are
expensive because they require frequent re-initialisations (with suitably random values of
all variables). Long test sequences mean that only few sequences may be performed. This
may in certain cases cause large errors in the estimated reliability due to sampling effects.
This leads to the next case of interest;

- animportant case is that in which the failure rate is constant over a mission, but some
missions have a high failure rate and others have alow failure rate, and we do not know
which factors determine to which class a mission belongs!3. Then, running few, long test
sequences makes it more likely that they will al, by chance, come from the same category
of missions and thus produce a biased reliability estimate. In practice, we wish to run
enough "different” missions for the various failure rates to be represented in our sample,
so that an average failure rate can be estimated,;

- agenera way of allowing shorter (and thus more numerous) test runsis to make sure that
the software's operation contains "renewal points’, i.e., events such that after each
renewal point, the software's behaviour is described by a repetition of the same stochastic
process. One way of achieving thisis to reset the software, provided that the series of
input cases in the new process is independent of the previous series.

7.3.3. More complex cases

There are more complex cases that may require ad-hoc treatment. The details are outside the scope
of this document. They are mentioned since an ad-hoc definition of test case generation procedure
may well be worth the necessary effort for a critical system or for awhole class of software. Such
casesinclude:

* in the case of estimating the failure rate for software running over long periods of time,
additional constraints apply if the failure rate varies over time (i.e., failures are not a simple
Poisson process). For instance, the failure rate might change with astronomica phenomena, or

13 If we knew these factors and thus had a clear classification of mission types, we should represent the
mission types as different subprofiles, allowing us both to estimate an average failure rate and the failure rate for a
mission of a specific type.
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with the ageing of the spacecraft. Then, all runs must be long enough to allow for this
variation in failure rate to manifest itself. Alternatively, the tester may be able to represent the
factors that cause the variation of failure rate as explicit values (or distributions of values) for
input variables, defining different subprofiles,

e failuresmay ssimply tend to be clustered in time more than a constant failure rate would imply
(thisis another way of saying that there is dependence among successive failures, or that the
failure process is not a Poisson process). Then, to extrapolate the reliability of the software
over an arbitrary period of time, a single number, like an MTTF, would not be enough. There
are ways (e.g. via Markov chains) of modelling the software's behaviour as alternating
between periods with high failure rates and others with low failure rates. The modelling would
also indicate how long test runs have to be.

A simple caseis onein which the failure process can be seen as a sequence of failure bursts, in
which the occurrence of the bursts themselves is determined by a Poisson process. For
instance, consider a continuously operating, cyclic control program. A natural unit of
execution is atime frame in the periodic schedule. After failing during one frame, the software
isvery likely to exhibit further failures (see later for possible causes), i.e., afailure burst. This
makes the process non-Poisson, and creates some problems with reliability prediction.
However we may instead consider a whole failure burst as the event of interest. We thus turn
to predicting the rate with which new failure bursts (i.e., thefirst failure in the next burst) will
occur, and if burst happen far apart over time the prediction procedures from Section 9 are
appropriate (the process of "burst starts' is well approximated by a Poisson process)14.

7.3.4. Reasons for lack of independence between runs

For many simple statistical inference methods to apply, statistical independence is required
between the outcomes of successive test runs, i.e.:

P(i-th test run fails | (i-1)-th test run failed) = P(i-th test run fails)

There are many reasons why this may not hold:

* the software has internal state variables which are not reset between runs: the first failure
corrupts this state, or is an indication of an already corrupted state. This increases the
probability that successive runs produce faillures as well;

» failuresare morelikely in overload conditions: afailure impliesincreased probability that the
computer isin overload, making a second failure more likely;

* atestrunisasingleframe of execution of areal-time control software system executing with a
simulator of the environment. Many input variables and state variables of such software
represent the physical state of the environment, and describe quasi-continuous trgjectoriesin
the input space of the software. If the failure points form connected failure regionsin the input
space, afirst failure indicates that the input trajectory has entered afailure region, and afailure
at the next runisthus more likely;

14 The difference is relevant, and which measure is of interest depends on the actua requirements. Imagine a
spaceborne program with along mission, for which a one-frame failure means missing one operation (say, taking a
photograph) which brings a certain revenue. Then, | want the average failure rate for actual failures, to know how
much loss | am likely to incur (while a Poisson process is completekly described by the failure rate only, for a
bursty process one needs more parameters). If, instead, the first failure of the program is mission-critical, reasoning
in terms of time to the first burst (i.e., the first failure in a burst) is appropriate, to predict the probability that the
spacecraft will complete amission, or last a given length of time. Last, if the spacecraft can survive a short failure
burst (the program can recover, and the inertia of the craft will prevent a short improper output from causing
physical damage), both the frequency and duration of bursts are of interest.
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* considering again rea-time control software, we must consider that some regions of the input
space are more likely to contain failure points than others (for instance, because they
correspond to situations that are more difficult for the programmersto treat correctly). A first
faillure is an indication that the trgjectory of input casesislikely to have entered such aregion,
hence increasing the probability that the next run will also be afailure.

All these reasons point to positive correlation between successive failures:
P(i-th test run fails | (i-1)-th test run failed) > P(i-th test run fails)

In order to avoid this, we would wish to make any two test runs "completely” independent, in the
sense that all variables that may affect the outcome of a run (success or failure) must take
statistically independent values between the two runs. Thisis, in a sense, overkill; the reason we
need it is that we do not know which factors specifically affect the probability of failure in this
specific software product (because we do not know which defects it contains).

Seeking independence among test runs that have been defined arbitrarily may lead to inconvenient
requirements. To achieve independence we should ideally remove the causes of correlation.
Internal variables should be reset between runs, the computing platform should be kept shielded
against external influences. Furthermore, input cases should not be selected along a trgjectory. But
this would run against the other requirement that they (including the initial values of internal
variables) should be representative of input cases that occur from executing along trajectories, a
requirement which would become very expensive to achieve.

However, more practical solutions are often the ones indicated previously. In all these examples,
positive correlation will also exist during real operation of the software. When seeking a Pfd, the
solution is to choose as atest run a period of execution such that independence will hold between
successive runs during real operation. Then, if test runs are run under the same conditions as red
operation, independence will be guaranteed. When seeking a failure rate, the solution may be to
consider the burst occurrence rate (statistics of the timeto the first failure in a burst).

7.3.5. Effects of non-independent sampling on prediction

Assuming independence between the outcomes (failure or success) of successive runs in
conditions where this does not hold produces various errors. Although this chapter is about test
case generation, it is appropriate to point out errors that may be caused in establishing
requirements, and in matching the definition of atest run to the requirements [Chen 1996, Strigini
1996].

* positive correlation in testing: positive correlation among outcomes of test runs produces
optimistic estimates of the probability of failure per runin operation;

* positive correlation in operation: positive correlation among outcomes of runs in operation
causes estimates of reliability (probability of failure-free operation for a given time) that are
based on correct probabilities of failure per run, but assume independence between runs, to err
on the pessmistic side; in this case, it is often desirable to redefine a run so as to make runs
independent. For instance, to derive the probability that a spacecraft control system will
survive a certain mission phase, it may be appropriate to make atest run reproduce the whole
mission phase. Reliability requirements should be stated as a probability of surviving the
mission phase, rather than as a probability of failure per frame of execution or an MTTF;

* positive correlation in both test and operation: if test runs are positively correlated, and one
uses test results to predict probability of failure per run and thence reliability in operation
where runs are positively correlated, the resulting prediction may err in either direction. The
solution is again to choose as test runs more appropriate slices of execution.
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These statements are worded in terms of discrete test runs and hence of a Pfd or failure rate over
discrete time. Similar statements apply to continuous time, substituting "Poisson process’ for
"independent runs'.

7.3.6. Examples of mitigating factors allowing simplified
specification of test runs and operational profiles

An example will illustrate the special casesin which some of the requirements described above can
be relaxed?>.

A telephone switch treats long sequences of calls. A natural way of testing a switch isto submit it
to along period of real or simulated traffic. Since the switch has a huge internal state (calls in
progress, billing information, state of the various lines and hardware resources,..), setting it up
with aredlistic, randomly chosen state for each test run may be time-consuming, and actually the
best way of reaching a"realistic” internal state may be to run the switch under load for a while.
Callsare anatural unit of operation (so one may want to derive a probability of failure per cal), but
they are not independent events, for various reasons:

* each call changes the state of the switch and related databases (with both short-lived state data,
like the indication of which lines are busy with the conversation, and long-lived data, like
billing information for the parties in the phone call). So, each call affects the behaviour of the
switch at the next call;

e gpecia circumstances will cause special patterns of calls. For instance, an event in a certain
areamay cause calls to that area to become more frequent than normal. This meansthat in the
distribution of all calls, there may be a positive correlation between the destinations of calls that
occur within a certain period (a call to a given destination increases the probability of further
calls soon taking place to the same destination);

* switcheslocated in different geographical areas will have very different input distributions: for
instance, the most frequently called area codes will be different, the load patterns may be
different, and so on;

e calsmay actually cause each other: e.g., after acall from person X to person'Y, acall fromY
to athird party may be more likely than without the previous call.

So, in general, two calls cannot be two independent test runs, and a sample of calls from along
stretch of continuous running is not a sample of independent calls. It seems that we would need to
test the switch over many periods of time, and each period must be a true random trial from the
distribution of al possible periodsin al possible geographic locations of switches. Testers are able
to temper these severe requirements by several considerations:

a. athough each call alters the state of the database, it seems unlikely that the specific
characteristics of one call (say, which number was called) will greatly affect the chance of
failure on the next call. So, the sequence of calls during an actual or simulated period of
operation could be considered as independent samples;

b. evenif the aboveisnot strictly true, most of the effects of a phone call that are likely to change
the failure probabilities of afuture call will be short-term. So, in practice, two callsthat are far
apart in time, or two one-second intervals of operation far apart in time, will exhibit practically
independent failure behaviour;

15 The appendix "Mathematical definitions of important special cases of stochastic processes' summarises
some of the formal definitions of specia properties that are exemplified here.
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c. thetesters choose to represent the special patterns of calls, like the temporary high fan-in of
callsto acertain area, by separate sub-profiles or operating modes. The assumption is that the
special distribution of callsto this area is described with reasonable accuracy by stating that
calstothisareaare alarger faction of the total than usual, but, conditional on being addressed
to this area, their other characteristics (destination, call duration, ..) are arandom, independent
sample from the usual distribution. By specifying enough subprofiles (day, night, different
overload scenarios,..) the testers expect they can obtain a good sample of the overall profile;

d. athough switcheswill be deployed in many different circumstances, differences like the local
area code will not affect their failure behaviour. So, whole sets of locations can be represented
by a few different subprofiles, with different values of the hardware configuration, load
situations, and such.

In the end, these simplifications amount to a huge reduction in the testing effort. Whether the test
operation is "packaged" in small or long runs does not change much the total operation time
required for a certain predicted reliability, but it does change the overhead of organising the runs,
setting the initial state of the switch, deciding the number of subprofiles and specifying their
characteristics and relative frequency (with long stretches of operation, many short-term variations
in load patterns will be manifested without the need for the testers to specify them as separate load
conditions - subprofiles - with assigned probabilities).

Clearly, all the considerations that allow us to simplify the testing are assumptions on the actual
behaviour of the switch, which must be based on fact. Some of them can be tested experimentally;
others can possibly be verified with sufficient confidence by inspecting the design of the switch
(e.g., that the effects of acall on a certain data structure are completely overwritten at the end of the
call). Quite often, these assumptions are made without explicit consideration, and this may be
misleading. It is also useful to consider possible exceptions to such assumptions: for instance,
assumption d, above, may have an exception in that switches in a 2-digit area code may have
different behaviour from those in a 3-digit area code. Some examples of practical application can
be found in [Musa 1994, Musa 1993, Nikora 1994].

7.4 Learning and replaying a profile

Various methods exist for generating test cases according to a given operational profile. Of course,
the most accurate way may be operating the software in its complete, rea environment (e.g., flight
test of aircraft), but thisis usually far more expensive than the other methods available.

We describe a method that is especially suitable for real-time process control, and then alternative
methods. The choice is amatter of practicality: available information about the operational profile,
ease and cost of applying the method with the specific software under test (including
considerations on the reusability of test case generation tools), and confidence in the accuracy of
the results obtained.

7.4.1. Simulation of the physical system
In this approach, the software under test interacts with a simulation of its intended environment,

e.g., it "controls' a simulator of a plant. The simulator is made to mimic appropriately the real
behaviour of the environment by:

* reproducing the parts of the behaviour that are dictated by known physical laws,

* feeding it the right statistical distribution of values for those variables that are dictated by
apparently random processes.

For instance, one can build a simulator of a missile to react to outputs of control software
according to the known physical laws that govern the real missile's reaction to commands from its
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control system, and could supply perturbations from the environment external to the missile (e.g.,
turbulence, wind direction and speed) according to measured distributions of these variables.

Supervisory and recording functions

Y 4 4 A

Environment simulator
Simulator of plant’s A -
external environment

Oracle

Outputs

V _ Software -
Test mputs» under test

Plant simulator

Structure of a test harness using an environment simulator

In order to build a simulator, one needs knowledge of how the environment evolves and reacts to
the software's outputs. In the case of the missile, this knowledge takes the form of known laws of
ballistics, rocket combustion and so on.

The advantages of testing with simulators include: i) one can test the first generation of control
systemsfor anew plant; ii) if the ssmulator is correct, it will produce input trgjectories that the plant
will produce when controlled by the new software, and iii) the simulator amounts to an automated
oracle with respect to the actual requirements - e.g., "keep temperature within given bounds', or
"limit unintended roll oscillations below given frequency and amplitude values' - rather than the
software design specifications. Confidence in the results is conditioned, however, by the fact that
1) the simulator will never exactly reproduce the behaviour of the real plant, and the differences
might systematically bias the statistics of the generated trgjectories; ii) the ssmulator may not
reproduce some factor that affects the behaviour of the softwarel6. Simulating the behaviour of
human operators "in the loop" may present specia difficulties.

Thislast point is best described by example. Suppose that the specification includes "don't care”
indications for what must be done in certain situations, and that, in the actua implementation of the
software, what happens in these situations depends on the state of variables that are unobservable
or unpredictable, but are affected by the differences between the smulator and the real plant. For
instance, consider a"non-deterministic” message receive statement (like a"select”): if more than
one message has arrived, the executing task is handed one of them as an input. Suppose that the
simulator runs slower than real time: messages triggered by events in the environment will be
created less frequently than in redlity, the "select” statement will more often have only one message
to choose from, and this one message may be different from the message that would be chosen in a
real-time execution.

7.4.2. Using a direct sample from the actual process

If the system under test is a new version of a system that is already in operation in the intended
environment, the best way of reproducing an input profile may be to record input traces in the
operational environment itself. In this case, one never needs a description of the profile, as the
traces already represents samples drawn fromiit.

16 Building a simulator is in some ways similar to building the software itself. Certainly, an incomplete or
incorrect understanding of the physical behaviour of the controlled system (or of the requirements on its behaviour,
e.g. the specification of a safe "envelope" for it) may produce faults in the smulator as well as in the requirements
for the control software. This may have serious consequences: the worst case would be that tests based on the
simulator simply could not detect a particular fault of the software.
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We may call this the "in-plant, back-to-back" method of testing. Consider for instance a control
system for some industrial plant. If the plant is already in operation with a previous-generation
control system, the new control software can be run with sequences of sensor inputs as generated
from the plant itself. The new control software may run on-line, in parallel with the operational
control system, or off-line with recorded data. In either case, this method has the advantages that,
if the specified behaviours for the old and the new control systems are similar, the input trajectories
are certainly realistic and (tautologically) statistically representative of the operationa situation
where the testing is done. In addition, the old control system provides a built-in automated oracle
for deciding - by comparison - which outputs from the software under test are correct. In practice,
one is testing the new software "back-to-back™ with the old control system, investigating each
detected discrepancy in the outputs as possibly due to afault.

This kind of testing requires recording equipment, or the possibility of connecting the new
software in parallel with the old one.

Supervisory and recording functions

Controlled plant Input>s Pre-existing |
control system | Contr
< outputs

? """ e Software |- ey
under test

Comparator

In-plant, back-to-back testing, with the new and old control systems on-line in
parallel

Possible problems include:

* the new system may behave differently from the old system. First, there may be slight
differences within the limits of the specified correct behaviour; second, the specifications of
correct behaviour for the two systems may be somewhat different: for instance, the new
system may aim at more efficient control, or have the capability for altogether new control
modes, compared to the old system. This makes it impossible to use the old system as an
oracle. The advantages of realism and statistical representativeness may also fade, as the new
software would cause the plant to exhibit anew, different statistical distribution of trajectories.
The same problem may happen if the system is interactive, and it provides features that were
unavailablein the old system and cause usersto substantially change their procedures,

* thedataavailable from operation are not enough for the amount of testing that is required. For
instance, we may be testing a safety shutdown system for an existing plant, where we know
that the trigger conditions for a shutdown have occurred ten times since the plant has been
operational. Then, we only have ten realistic test cases, which are insufficient for reaching any
high level of confidence in the new software. We must then adopt a different method for
generating test cases. The ten realistic cases can and usually should be applied to the new
software, just as additional insurance against the possibility that the test generation process we
employ lacks some essential characteristic of the real environment.

7.4.3. Pseudorandom generators
Pseudorandom generators can be used to generate numbers with a specified statistical distribution.

The distribution of each input variable can be obtained by observation of actual profiles, generd
physical knowledge and/or apriori considerations. For instance:
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* many physical variables are known to have a Gaussian ("normal") distribution (a priori
information; possibly to be confirmed through observation);

* thedistribution of wind speeds at a given altitude can be obtained from general meteorological
knowledge, without reference to the specific system that will be affected by the wind;

* the probabilities of the various commands issued to a spacecraft can be obtained from their
relative frequencies, measured on logs of past missions; the distribution of the values of a
parameter to a command (e.g., duration of firing of a rocket) can be obtained from the same
logs, via statistical inference.

7.4.4. Simulation by Markov chains and other time-related
modelling languages

Faithfully simulating the behaviour of an environment may be difficult, either because the laws that
determine it are insufficiently known or because the simulation would be too expensive. For
instance testing an autopilot for boats may require a description of the waves that disturb the
heading of the boat. We might describe waves in terms of the deterministic behaviour of particles
of water interacting under the effect of gravity, but, for the sake of economy, we may well prefer
to describe their heights as generated by some pseudorandom process, and just ensure that the
process resembles the real sequence of waves in some essential characteristics, like the general
statistical distribution of heights. Since we know that the heights of a sequence of waves follow an
essentially chaotic pattern, we can consider this form of simulation as satisfactory.

There are many other cases in which we may wish to mimic the behaviour of an environment
through a pseudorandom process, which resembles the real process in some important measures.
However, the tester always needs to decide whether the aspects neglected in this simplified model
are important for the realism of the testing.

Markov chains are alanguage for representing processes that develop in time. The nodes represent
states, and the edges represent transitions between states. A Markov chain gives a compact
representation of a great number of possible behaviours, and can thus greatly simplify the
simulation of an environment. A model driven by a Markov chain differs from a simple random
number generator in that it reproduces, to some extent, the "memory" inherent in real physical
processes, in which the probabilities of different future states depend from the current state.
However, it isasimplification of the actual behaviour of the environment. Essentially, a Markov
chain can be built so that its behaviour will be identical, as far as certain statistical measures are
concerned, to that of the real environment.

There are several possible ways of using Markov chains as part of an input generator. We give a
few practical examples. For instance, a Markov chain could be used to generate, by simulation,
sequences of

* |oad states on a telephone switch, where a load state is specified by the number of callsin
progress for each type of call that the switch can process [Avritzer 1995];

* executions of the various modules in a piece of sequential-execution software, following the
flow of control through call and return operations;

* buttons pressed by an operator, on a control panel with push-buttons only

* states, modes or user actions in an interactive system [Whittaker 1994]. E.g., the use of an
editor may evolve through the states: input text, search for text, delete text, spell-check, etc. A
separate method must then be used to generate the details of what the user does in each state or
task (e.g., the strings of characters they input as text).
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A disadvantage of Markov chains is that they cannot easily represent processes where the
probabilities of transitions to the possible next states depend on the states that preceded the current
one. Thisis often the case for meaningful sequences in the environment that we need to model. We
can often deal with it by making the chain more complex, e.g., with additional states that
distinguish between different sequences (e.g., we might substitute the one state "the brake pedal is
fully depressed" with two different states: "the brake pedal is fully depressed because the car is
standing still at atraffic light" and "the brake pedal is fully depressed because the driver needs to
decelerate quickly"), but this process makes the Markov chain more complex and may thus lose its
main advantage over afull-fledged s mulator.

Other languages than Markov chains are available for specifying a pseudo-random process so that
some of its statistical properties are similar to those of the actual process. Queuing networks and
stochastic Petri nets are two examples.

7.4.5. The problem of representing the timing of inputs

The sequence of inputs given to a computer system determines the software's behaviour by the
timing of the inputs as well as by their values. Without accurate representation of the timing, the
input sequences that are generated might well be not just unrepresentative of the intended profile,
but actually impossible.

When replaying recorded input traces, or using a simulator, this is no problem. When, instead,
sequences of inputs are generated synthetically by a pseudo-random process, timing must be
represented somehow. A time-triggered software design (one in which all sensors are read
periodically, and all scheduling is periodic, without interrupt-driven activities) makes this easy: the
timing isimplicit in the cyclic sampling performed by the software. "Simulated time" in testing can
even be speeded up or slowed down, without affecting most aspects of the behaviour of the
software. In more event-triggered designs (relying more on interrupts from sensors and on
dynamic scheduling), instead, the input generation process must be driven by a more complex
specification, indicating when the next input will be presented on a certain variable (e.g., an
interrupt will be produced), which variable will be affected, and which value will the variable
take. The failure behaviour of the software may be affected by many details of the timing (viathe
reactions to interrupts, the duration for which interrupts may be disabled or may overrun previous
ones, the scheduling algorithm, the policy in choosing between concurrent invocations to a
module, etc.), making it more difficult to trust that a test generation process, short of full-fledged
use in the target system, is statistically representative.

7.4.6. The problem of input from human users

Human users of interactive system are, in principle, a part of the environment as all others. The
ways of learning and reproducing human behaviour may include actual recorded traces (on
previous systems, or on prototypes or simulators of the new system), interviews with expert
operators to determine which action plans they would choose as a function of the situation, and
direct use of the system by an appropriate sample of users, selected by taking into account the
physical characteristics (e.g., reflexes, visual acuity), job roles, level of training and expertise, of
the actual intended user population.

It is also possible, to some extent, to simulate human users of interactive systems. Users go
through sequence of operations. For instance, a person using an editor program may insert a
sentence, then move to some other place in the text, delete text, etc. After each step, there are many
alternatives for the next step (although at each step in the sequence there may be some operations
that are impossible: e.g., "undo” operations are only allowed after a change to the text). This
behaviour may be modelled by a Markov chain, for instance, or by a more complex simulator
taking into account the possible intentions of users.

Describing and reproducing the users' contribution to operational profiles may present specific
problems:
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* human behaviour may present large variations between individuals. Even with software for
which simple usage patterns are prescribed (e.g., software for maintaining or configuring
systems), different users may have different ways of accomplishing the same goal, ways of
grouping batches of operationsinto larger or smaller "jobs’, and patterns of errors (both dlips,
like pressing the key next to the chosen one, and conceptual mistakes) in using the software.
For software that allows more complex command patterns, like a spreadsheet program or
computerised controls in an aircraft, users may well have distinctive styles and/or goals,
leading to command sequences that are very different and not easy to describe as generated by
astatistical distribution;

* depending on recorded behaviour of the users of an earlier system may lack realism:
differences between the older and the newer system (e.g., the possibility of obtaining a certain
result via a different command sequence than before, changes in the relative ease of use or
performance of two allowed command sequences for the same goal) may well cause radical
changes in user behaviour. Even if the system has new functions which were absent in
previous generation systems, however, it may be that these correspond to actions that were
previousy performed and logged manually, so that the logs can be used to reconstruct profiles
of operations required, though not of the detailed command sequences that operators will use;

e actually using human operators to interact with the software under test may be slow, and the

difficulty of obtaining samples of users clearly varies. a sample of computer game fans could
be obtained for free, a sample of novice secretaries at some expense, and a sample of high-
level company executivesis usually prohibitively expensive. A specia caseisthat of expensive
personnel who receives training in simulators, as simulator time may provide inexpensive,
reasonably realistic input for software testing.
Users working on prototypes can be used for learning a profile, or for double-checking a
profile produced via other means. This possibility is particularly attractive when the system to
be tested is radically new and/or offers radically new functions. Trust in prototypes must be
limited by the fact that the way they are built may skew the users' behaviour. For instance, a
very convenient function, which will be used heavily in the finished system, may not yet be
implemented, or may be implement in ways that discourage it use (e.g. with a cumbersome
human interface, or inefficient implementation).

7.5 Verifying that a synthetic profile is representative
of the intended distributions of key variables

When test cases have been generated by sampling from a distribution - rather than, for example,
recording actual usage of a program - it is important to check that the test cases truly are
representative of the distribution from which they come. There are many standard statistical testst’
that can be used for this purpose, by examining the goodness-of-fit between observed data and the
distribution from which the data have supposedly been sampled. Such checks can be applied, in
principle, to any measure that characterises the test runs, not just the input variables. So, for
instance, if it is known that a spacecraft, under given control laws, will exhibit a certain
distribution in its attitude error measures, we may wish to measure the attitude errors during a test
of the control software with a simulator of the spacecraft and check that these measures appear to
be a sample of the known distribution: if not, we would have reason to look for defectsin our test
generation process (including the spacecraft simulator), which would make our statistical testing
inaccurate.

For all these testsit isimportant to realise that what is being tested is precise and rather limited: we
are examining only whether there is any evidence to suggest that the data we have observed do not

17 The term "statistical test” (meaning a procedure for assessing whether a data set has a certain statistical
property) bears an unfortunate resemblance to "statistical testing" (of software), but we will useit asit is a standard
term in mathematics.
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come from the distribution that we have hypothesised. The tests do not, of course, address the
more important issue of whether the distribution hypothesised really is the same as the one that will
apply during operational use of the software under examination.

It is beyond the scope of this document to discuss in detail the theory of statistical tests. Briefly, a
statistical test uses data to examine the plausibility of a null hypothesis. In our case, the null
hypothesis will be that the test cases come from the distribution that is believed to be that which
will generate them during operational use. In its simplest case, this distribution will concern a
scalar random variable. We shall restrict ourselves here to this case, but there are equivalent
approaches involving vector random variables. In practice, test cases will usually be vector
variables.

When the random variable is naturally discrete, taking a finite or at least countable number of
possible values, or when it is convenient to group continuous data into afinite set of intervas, the
commonest approach is the so-called chi-squared goodness-of-fit test. This compares the number
of observed data points corresponding to each value of the random variable (or each interval) with
the number that would be expected if the null hypothesis were true: a"significant” difference here
would then be taken in practice to raise doubts about the truth of the hypothesis. Details of this
approach are given in the appendix on "Representativeness 'tests™.

If the random variable is a continuous one, a chi-squared test can be performed on a suitably
chosen number of intervals, but it is usually preferable to use a test which compares the sample

distribution function IE(X) with the hypothesised distribution, F(x). The Kolmogorov test is one
example of atest that is based on the "distance" between these two function (see appendix): the
greater this distance, the stronger the evidence that the hypothesisisfase.

Whilst these tests compare a hypothesised distribution directly with its sample equivalent obtained
from the observations, there are other tests that work more indirectly. Many tests compare
parameters of the hypothesised distribution, or functions of these, with their sample equivalents.
For example, in the case of the commonly-used normal (Gaussian) distribution, estimates of the
first two standardised cumulants should be close to zero (see the appendix "Representativeness
'tests™).

7.6 Biasing the operational profile: stratified sampling,
Importance sampling

We now consider ways for obtaining more accurate reliability predictions, with a given number of
test runs, by altering the test profile on the basis of known "hints" about the failure behaviour of
the software. First we show away of making the test cases used "especially representative” of the
intended profile. Then we show methods whereby the tester introduces an intentional error in the
way the operational profile is reproduced in test case generation, and then corrects for it when
performing reliability estimation. These methods have been used in various applications of
statistics to improve the confidence in the estimates derived from a given number of samples. A
discussion related to software testing isin [Podgurski 1993]

7.6.1. Non-biased (proportional) stratified sampling

A practical basis for biasing the profile is to divide the input space in a set of non-overlapping
subsets ("subdomains’), S1, Sp, Sz.... Each of these subdomains, Sj, has a certain probability P;
of occurring in the operational profile,

P, = P(randomly chosen input caseisfrome S)= X s P(case)
casee S5

(suchthat X Pj = 1).
|
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For the sampling to be representative of the actual profile, the sample size for the i-th subdomain
must be proportional to P, i.e., out of atotal of T test cases, (T P;) should be drawn from S.

As mentioned earlier, there are advantages to be gained from this method (akin to proportional
stratified sampling [Cochran 1977]. For instance, suppose that a subdomain §j has a small P},
such that (T Pj) is, say, 1. A pure random selection of test cases might accidentally contain no test
case from Sj; proportiona stratified selection will ensure that exactly 1 test caseis taken from §.
Imagine that §j is a peculiar subdomain, such that most of itsinput cases cause failure: ignoring it
would be likely to distort the results of testing, and stratified selection prevents this distortion. In
practice, proportional stratification only gives subtsatntial advantages if the different subdomains
have very different failure probabilities.

7.6.1. Biasing the profile

The above example can be expanded to show how it may at times be desirable to bias the profile
used in testing. Imagine that Sj happens to be the only subdomain containing cases that cause

failure. Suppose P]=10'2, and that an input case from Sj has a 0.1 probability of causing afailure.
Imagine that a tester runs 1000 test cases, with proportional stratified selection, so that 10 are
alocated to §j. On average (i.e, if the 1000-case test campaign were repeated many times), this
tester would observe 1 failure per 1000 test cases, which is a true representation of the software's
reliability. But since the tester only runs one campaign, he has a non-negligible probability
(actually, a 35% probability) of seeing no failures, by chance (and a 26% probability of observing
2 or more failures, causing an error in the pessimistic sense). Statistical procedures (see Section 9)
take into account this variation by indicating alow "confidence" in the reliability estimates derived
from the results of testing. But if the tester does know (an important condition!) that §j islikely to
contribute much to the unreliability of the software, he might decide to use, for instance, 100 test
cases from §j (if the budget allowed for 1000 cases, only 900 would then be left to the other
subdomains), which gives a fair chance of having approximately 10 failures (for instance, the
probability of seeing from 6 to 15 failuresisthen 90%), i.e., a correct indication for subdomain

;.

So, the required error in the operational profile isintroduced by changing the probabilities of test
cases being drawn from the various subprofiles. A simple way of doing so is to assign to each

subprofile afraction of the total number of test cases, R#P; (such that > P =1). In the case in
|

which subprofiles correspond to subdomainsin the input space, in practice, one may either (i) use
atest case generator which can be controlled to produce test cases belonging to each S; with the
appropriate probabilities, or (ii) generate test cases from the whole profile, keep a count of those
already generated for each subdomain, and discard the new test cases generated when they fall ina
subdomain for which the required number has aready been generated.

The reliability of the software is a weighted sum of the reliability measures for the subdomains,
with the weights eua to their probabilities, Pj. See Section 9.5 for more details.

There are severa reasons for wishing to bias the testing profile compared to the true operationa
profile. We forewarn the reader that only the first one, in the following list, usually allows
practical solutionsin the case of highly reliable software. These possible reasons are:

* to concentrate the testing effort on subdomains (or subprofiles, e.g., modes of operation of the
plant) where failures are more critical (e.g., in a spacecraft, because they correspond to a
mission phase during which erroneous manoeuvres are unrecoverable). The appropriate
procedureisto set explicitly higher reliability requirements for the software when operating in
this subdomain. Thiswill automatically increase the number of test runs needed to demonstrate
the required reliability for these critical subdomains;

* toget apoint estimate of reliability that is more likely to be closeto the true reliability (asinthe
numerical example given above), or a narrower two-sided confidence interval (see section 9
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for details). Statistical theory shows how the number of test cases should optimally be
allocated to subprofilesin order to minimise thisrisk of excessive variability in test campaign
results. For agiven total number of test cases, the least variance will be produced by making

the R' proportional to the P; and to the variance of samples from one subdomain, ¥;(1-9;)

(where v; is the failure probability for inputs from subdomain i). If the cost of each additional
test case in subdomain i is ¢j, and varies between subdomains, the least variance for a fixed
money budget is obtained by making the R proportional to cj as well). Procedures for
application to Markov chain-gererated inputs can be derived from [Goya 1992];

* to get a better one-sided confidence bound on reliability. To raise the bound, or the level of
confidence in a given bound, the best selection of test cases is one that "stress-tests' the
software, i.e., increases the likelihood of failure as much as possible, compared to the
operational profile. Of course, in order to obtain this increased confidence, one would need to
estimate how much more likely failures are made. As this is usually unknown, there is an
effect of making predictions more conservative, but by an unknown quantity;

* toimprove the effectiveness of testing for improving reliability. Thisistheoretically possible,
but difficult in practice. The expected increase in reliability is the combined effect of the
likelihood of observing a failure and of the reliability improvement that is obtained by the
subsequent fix. Concentrating testing on one subdomain would be certainly justified if the
subdomain were known to contain individual bugs which were in turn major contributors.

A general warning applies to all these cases except the first. The information for biasing the
operational profile is some kind of "hunch" about the relative failure-proneness of different
subprofiles or subdomains. If the hunch is wrong, these procedures can produce more harm than
good. Such hunches may come from previous experience in similar products, or the project
history of different components within the software under test. A generally accepted hunch, for
instance, is that high loads (for software for which there is a meaningful measure of "load")
produce lower reliability than low loads. However, research has shown that many commonly
accepted hunches, like indicators of "high risk" modules in a software system, can be misleading.
In particular, if al the software under test was developed with a presumably high-quality process,
such that very high reliability is expected, and acceptance is based on atest campaign with no
failures, it may well be best not to adopt any biasing of the profile.
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8. Indications for test automation and
for building test oracles

Statistical testing both facilitates and practically requires an automated testing process. Most of this
section is dedicated to ways for building effctive oracles.

8.1. General considerations on test automation

The efficacy of testing, either for debugging or for gaining confidence in the tested software,
clearly increases with the number of test cases that are run (although, asis well known, the rate at
which faults are found with any given strategy usually decreases over time). Statistical testing, in
particular, depends on running large numbers of tests. to have a reasonable chance of finding a
fault in a program with failure probability g, or to demonstrate a failure probability of the order of
g, we will want to run at least a small multiple of 1/q test cases. So, automation of the testing
processis highly desirable. It isaso, fortunately, conceptually and often practically simple.

Manual testing requires a human tester to select test cases that appear useful, running them through
the software under test, and analysing the results for failures. This is a highly labour-intensive
activity, and it makes it difficult to run high numbers of test cases, as interruptions for human
intervention are time-consuming, and human effort is expensive. Automated test environments
improve on this situation by combining one or more of these features: i) running multiple test runs
ina single"batch” ; ii) automating the detection of failures; iii) automating (parts of) the generation
of test cases. Automation allows human effort to be spent in the higher-level, supervisory activities
and in actually correcting faults, and to be mostly spent in parallel with the running of test cases,
rather than interrupting it. A useful feature of statistical testing isin the third area above: as we
have described before, the generation of test cases can usually be specified as an automatic
procedure. However, it is clear that if the other two areas are not automated as well, they will
become the bottlenecks limiting the performance of the testing process.

A set up for automated testing is shown in the figure below:

Supervisory and recording functions

v 4 A

Test run Software
generator under test Oracle

Test inputs

L

The oracle is any mechanism used to decide whether the program behaves correctly on a given
test. The oracle decides about the test outcome by analysing the behaviour of the program against
its specification. Severa aspects of the testing are worth recording:

* counts of test cases and observed failures (subdivided by failure mode), for assessing
reliability;

* theinput cases, or information sufficient for reconstructing them (e.g., seeds and sequence
number in sequences of pseudo-random numbers), as well as the corresponding outputs from
the software under test (or, at least information on the oracle's responses), as an aid for
locating and correcting bugs. As a minimum, these ought to be recorded for those test runs on
which the software is judged to have failed. However, being also able to reconstruct the test
runs on which the software behaved properly may be useful for diagnosing the bugs. In
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addition, the recorded data can be used for regression testing, which is usually required after
each fix18,

Automated testing does not exclude the need for human supervision. A testing campaign is an
expensive undertaking, and the effort may be wasted if, for instance, the test harness contains
bugs. For instance, testers should analyse al suspect failures (or internal errorsin variable values)
as they arise, as they may well signal problems with the test harness itself, or, during the final
assessment testing of a product, might signal that release is premature and the product needs
further corrective work.

Indications for measurements during testing

During testing, the essential measurement requirements are:

* measuring the time variable (time, CPU time, number of test runs, ...) at each failure (or
between failures);

e counting the observed failures,

o if statistical testing is continued across fixes to the software, keeping separate measurements
for each successive version of the software.

Additional measurement activities that may be useful in specific cases include:

¢ classifying failures by failure class (i.e., maintaining separate counts for each class): necessary
if separate requirements are stated for different failure classes; useful if the software under test
may be reused in different environment where the severity of specific failure classes will
change; and useful for improving the development process;

* classifying test cases by values of specific variables: will allow reliability estimates for specific
variables ranges (subprofiles) to be derived "after the fact”;

* classifying test cases by the components (within the software under test) they use: will allow
reliability estimates for individual components (useful for instance as afirst estimate in case of
reuse), even when generating an operational profile for each specific component isimpractical;

* measuring structural test coverage, by running an appropriate tool alongside the statistical test
harness; useful when there is arequirement on test coverage;

* collecting statistics of values of specific input, state or output variables, which can provide a
test on the statistical accuracy of the test case generation procedure;

* measuring more than one time variable: thismay reveal amore "natural" way of describing the
software's failure process: e.g., intermsof number of invocations or transactions rather than
CPU time.

18 Regression testing is usually motivated by a requirement to show that the step of debugging just performed
did actually improve the software. It seems reasonable, indeed, to test that the input case which caused failure before
the fix is handled correctly after the fix. Asto the other test cases that the software handled successfully before the
fix, repeating the same test sequence already performed does not, in statistical terms, give better assurance than
performing any other sequence of the same number of test cases from the operational profile. Actually, if most fixes
were expected (from experience) not to create additional bugs, there would be good reason for not wasting time by
repeating tests that were previously run successfully. We believe that regression testing is better seen as an
experiment about the confidence one can have in the ability of the debuggers to understand the software. After afix,
one would expect regression testing to show a sequence of successes and failures which only differs from the
sequence obtained before the fix in the absence of the specific failure[s] the fix is supposed to avoid. If thisis not so,
the fix was deficient (the program is more difficult than expected for the debuggers to deal with), and this must
reduce the confidence in the software that is derived from any given sequence of test results.
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8.2. Oracles. specification and characterisation

The main problem with oracles is guaranteeing a high coverage, i.e., a high probability that a test
run ending in failure will indeed be flagged as afailure.

Definition: Coverage

The coverage of an oracle is the probability that it rejects a test run, given the correct
probability distribution of the inputs and given that the test run isafailure.

Indeed, if the failures that happen are not recognised as such, testing will be ineffective for
improving the software, and will be misleading for the purpose of assessing the software.

One must also consider the dual problem of false positives, or false alarms, i.e., of an oracle that
mistakenly flags a successful run as a failure. Each false alarms require human intervention to
recognise that the test run was actually a success, and thus wastes expensive resources.This
problem, however, if present with asmall probability, may be acceptable, especialy if it isaside-
effect of high error coverage (for instance, by an oracle that alows dightly too tight tolerances on
output values for continuous variables).

An oracle obviously needs to observe the input case given to the software under test, and,
generally, the output the latter produces. However, an oracle may be made more effective by also
observing the internal behaviour of the software under test. Erroneous intermediate results of the
computation may become evident even during runs that either produce correct outputs or outputs
that the oracle cannot recognise as erroneous. Allowing the oracle to use the internal behaviour of
the software under test can be described as improving the observability of the latter. More details
aregivenin alater section.

An oracle that may reject a "suspicious’ test run even without observing a failure has several
advantages and disadvantages!®:

e for improving reliability, the usual considerations apply. Thereis clearly increased efficiency
in finding bugs: a bug can be betrayed by an internal error, even in runs that do not cause
failures?0. This may lead to huge savings in the number of runs needed. On the other hand,
interpreting every detected error as requiring afix to the software undermines the confidence
that bugs will tend to surface in order of importance. If the software under test has many
"small" bugs, thismay lead to major inefficiencies. In practice, it will be necessary to examine
the specific circumstances. If the software under test is expected to be essentially bug-free,
detecting errors in its internal state undermines this confidence and may well be worth
investigating every time. If, on the other hand, the software is complex and presumably has
many minor imperfections, it may well be appropriate to ignore internal errors that do not seem
to point to important defects, at least if there is confidence in one's ability to detect actual
fallures;

* for assessing software reliability, test runs where errors are detected should not be interrupted,
but continued until they can be adjudged as either correct runs or failures. However, there may

19 Notice that the definition of "oracle coverage" takes on a different meaning if we design the oracle to
"reject” test runs that produce internal errors but no failures. A useful definition for the purpose of comparing oracles
may be: "probability that the oracle rejects a test run, given a probability distribution of the inputs and given that
some variable that the oracle observes becomes erroneous in that test run”.

20 Both fault injection experiments and studies of actual bugs show that programs may have high "accidental"
fault tolerance: erroneous variables may be overwritten with correct values, or be used in computations where the
error isinconsequential: e.g., a Boolean variable erroneously set to "false" has no effect if it islogically ORed with
another, correct value.
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be a case for saving on test effort and accepting a possibly over-conservative reliability
estimate.

In the next two sections, the different means for detecting errors and failures are considered, first
from the point of view of their structure and then on the basis of what they check in the
information they process. Ideally, a tester would use as many means as possible to improve an
oracle's error coverage. In practice, compromises are always necessary to reduce the costs of
producing the oracles, running tests and examining rejected test runs. Some types of checks will
be excluded if they do not seem to add much to the coverage already obtainable with other types.
Such decisions often depend on the assumed behaviour of failures, derived from previous
experience with similar software. Clearly, these assumptions may allow large savings, but should
be made with great prudence since, if wrong, they may cause decisions that make the testing
largely ineffective.

Options in designing oracles
What they can observe:

e vauesof input, output and internal variables,

* occurrence, timing and/or sequencing of events. changes in variable values, flow-of-control
events (reaching a statement, calling a procedure, sending/receiving a message...).

Means for observation:
Interface of the software under test:

* procedure call arguments and return values,

* object method call arguments, return values and visible parts of object state (via state-read
methods);

* exceptionsraised in the software under test;
Changesto the software under test:

* trace statements added in the software under test;

¢ added assertion checks producing error messages (or raising exceptions);

e changing exception handlers for exceptions raised in the software under test;
* intrusive debuggers (using breakpoints, step-by-step execution, ..);

External means:

* |ogic analysers and other non-intrusive debugging aids;

* monitoring of plant (or smulator) controlled by the software under test;

e concurrent audits on databases updated by the software under test

Properties we may be able to check for in the behaviour of the software under test
or components thereof:

* input and outputs satisfy the relationship mandated in the specs,

* outputs, when processed via an appropriate inverse function, produce inputs,
e [output or internal] variables only take on legal vaues;

e [output or internal] variables only take on plausible values;

e [output or internal] variables do not exhibit unintended discontinuities in response to small
perturbations of input values;

* values of variables satisfy pre-post conditions, loop invariants, etc., specified by designers;
¢ some behaviours or values that are specifically forbidden by the specs are never produced.
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Measures of quality of oracles

Coverageé P(rejected | prob. distribution of inputs, improper behaviour in test run)
A high coverageis desirable; coverageislimited by:
* testing for conditions that are necessary but not sufficient for correct test runs,

* incomplete observation of the behaviour of the software under test (e.g., neglecting some
output variables, neglecting the timing of outputs, neglecting changes in state variables);

e design faultsinthe oracle.
Probability of false alarms = P(rgjected | prob. distribution of inputs, proper behaviour in test run)

A low probability of false darmsis desirable, as false alarms waste human resources. False alarms
are caused by:

e over-stringent checks,
* designfaultsinthe oracle.

Performance: usually measured as response time of the oracle, and relevant in so far as waiting
the responses of the oracle reduce the test throughput, e.g. test cases per hour. The oracle's
performance can beincreased by:

* dropping some features of the oracle (usually accepting lower coverage or higher probability
of false alarms);

* more efficient implementation of the oracle;

* running the oracle on a separate machine or set of machines (in parallel) from the software
under test, and allowing test cases to proceed in parallel with the oracle's operation;

* even if the oracle and the software under test share the same multiprogrammed machine,
allowing them to run concurrently without tight synchronisation.

8.3. Improving the observability of the software
under test

The means available to testers for detecting errors in the execution include all means that are
available for run-time error detection. As an additional advantage, testers can use these meansto a
greater extent than is economical during actual operation, plus others that are specific to testing.

Observing the internal state of a program is easy using debuggers, trace analysers and such
common tools. In addition, run-time checking of assertions, in particular of program invariants, at
least during testing, is recommended practice. It is a built-in feature in some languages and easy to
implement with any language. The real difficulty is in choosing what (which variables) to
observe, and specifying which conditions its values must satisfy. Thiswill be discussed later.

In choosing error detection means, the main concerns are cost, error coverage, probability of
spurious alarms (which entails a cost in human effort for recognising the alarm as spurious) and
degree of interference with the operation of the software under test.

Thislast issue is relevant in practice because non-intrusive observation (e.g. vialogic analysers)

may often be much more expensive than intrusive, software-implemented observation, via
assertions or debugging and tracing facilities which rely on "instrumenting" the code before
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compilation (adding extra statements which interact with the debug/tracing tools) and/or atering its
execution (e.g. setting "breakpoints' that invoke processor traps). The distortion that intrusive
observation causes in the behaviour of the software may prevent failures which would instead
happen during actual operation. For instance, the added code may slow down parts of the
execution and thus prevent race conditions that would instead happen without the added code; it
may declare additional variables which, by creating "buffer zones" between the program's own
variables, prevent overwrite errors from causing detectable problems; etc.

Thereisthus a concern that if checks are turned off for actual operation (typically by not producing
the corresponding object code), a different program is produced than the one tested. Possible
solutions include: using "safer" languages which make it less likely those faults (e.g., memory
overwrites) that may be masked by the code of the checks; reducing the effects of disabling the
checks (e.g., making their execution conditional on aflag variable, that is reset for operational use,
so that disabling the checks does not change the allocation of variables, should avoid the problem
of memory overwrites being "unmasked" when disabling the checks); leaving the checks in place
in the operational version (a reasonable practice in critical applications, unless performance
limitations then make the application unfeasible); and, as a most general precaution, testing the
check-less, operational version back-to-back with the version that contains the check: any
discrepancy in behaviour is an event worthy of closer examination.

When debuggers or trace analysers are used, two practical problems exist: these tools are often
built for interactive use, so that they cannot be used automatically to run batches of large numbers
of tests; and they are often intrusive, e.g., because they depend on inserting additional code in the
program under test, or on interrupting its operation with frequent "traps’. So, again, the program
under test behaves differently (with certain tools, it isadifferent program) from the program in
normal operation. The solution isin either using non-intrusive monitoring, for instance viaalogic
analyser (a solution which will only be satisfactory for small programs, where few variables need
to be monitored), or, as above, leaving the monitoring software in place during normal operation.

If thislast option is chosen, leading to a self-checking capability in the operational software, care
must be taken that it does not result in decreased reliability:

* all exceptions raised must be considered in design and handled properly. Proper handling has
to consider both the condition that caused an exception to be raised and which reaction to that
condition is most appropriate for the system that includes the software under test?1;

* no assertion must be present that may fail on correct but unusual behaviour, or, if they are
present, they must be accounted for in exception handler design and in reliability calculations.

This approach - software design with a self-checking capability - encompasses various forms of
so-called software fault tolerance[Lyu 1995], from using executable assertions with exception
handling, to recovery blocks, N-version or self-checking programming, use of robust data
structures, audit programs. Some structures typical of fault-tolerant software may also be used for
testing only. In particular, dual programming has been used, in which a second version of the
software under test is built for "back-to-back" testing: the two versions are run together, and
discrepancies (in their outputs only or in their internal states as well) are interpreted as possible
failures (or interna errors) [Gilb 1974, Geiger 1979].

Common-mode errors reduce the coverage of such methods, so the "testing" version should be
built with all precautions that may reduce their likelihood. For instance, the operational version
may suffer from timing or space constraints that compel developers to use error-prone design
structures or methods; the "testing" version need not be subject to these limitations. If the
application lendsitself to a conceptually simpler, but inefficient implementation this can be used for
the testing version. This has been done using, for the testing version, executable specification,

21 Cf the case of Ariane V, in which areaction to an unexpected exception caused system failure.
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logic or functional languages with an operational version using an efficient but rather unsafe
language. In the development approach known as rapid prototyping, imperfect and possibly
inefficient prototypes are built early on for the purpose of validating requirements. Such prototypes
may be useful in a back-to-back testing set-up, although the possible differences between a
prototype and the final product may reduce error detection coverage and also cause false alarms
that require manual analysis.

8.4. Design of checks for detecting errors and
failures

This section describes the options open to the designer of an oracle. The specific design must be
chosen via practical considerations: which options are actually viable for the specific software
under test; which tools are available and thus what is the cost of the different specific options; what
level of coverage can be expected from each specific design.

To judge whether an output or intermediate result is correct, an oracle may use several kinds of
knowledge about the intended behaviour of the software under test. Generally speaking, one
would like to refer to the specification of the intended function of the software, and code this
knowledge into the oracle. However, thisis not aways feasible: a check thus specified may be too
expensive, or too complex for the oracle to be trusted to be reliably built. Furthermore, the
specification itself may be missing, or at least not expressed in aform that readily lendsitself to be
used for checks. This is often the case for complex interactive programs, for programs
implementing heuristics, solving vaguely-defined problems or emulating human expert
performance.

Ideally, we would like the oracle to test for some property (of the data it observes) which is both
necessary and sufficient for the run to be correct (or error-free). So, the oracle would detect all
failures (or internal errors as well). However, quite often we find that it is only practical to check
for necessary conditions: incorrect executions may still satisfy these conditions, and thus not be
rejected.

Thereis aspectrum of qualitiesthat data values must have, which we could call:

e correctness. The ranges of correct values are those that satisfy the specifications (they do not
normally change between different uses of the same component);

* legality. Illegal values are values that a variable should never assume, under any circumstance.
Thus, for instance, a byte-sized variable used for storing a Boolean variable normally has (or
ought to have) only two legal values, out of its 256 possible values,

* reasonableness. Unreasonable values are those that we know not to arise in operation. For
instance, we expect a boat's speed not to exceed some reasonable upper bound, a person's age
to be between 0 and 200 years, and so on. Clearly, the limits of reasonableness depend on the
available knowledge about the application and the operational environment. If a software
component is used in two different systems, the same variable within it may have two different
ranges of reasonable values (cf. the Ariane V case).

All correct values are also legal and reasonable, but it may be difficult to show that a certain value
isactually correct. However, reasonableness and legality are necessary conditions for correctness,
and can thus be used as abasis for checksin an oracle.

We may also decide to look simply for situations that do not violate any necessary conditions for
correctness, but seem to indicate a high chance of incorrect behaviour. We may thus be able, in
testing, to use checks that if used in actual operation would make the software unacceptably
untrustworthy.
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8.4.1. Specification Checks

These use the definition of "correct result”, given by the specification. For instance:

e for a program which has to find the solutions of an equation, the check may consist in
substituting the results back into the original equation;

e for aprogram which is required to find a route from location A to location B, one can verify
that starting from A and following the route one actually reaches B;

e for aprogram which is required to sort alist, one can verify that the output list is actually
ordered.

Notice that, in this last example, an output that passes the test may actually be erroneous. For
instance, some element of the list may have been lost, or elements may have been added. One can
decrease the likelihood of these problems by also checking that the output list has the right number
of elements, or that it actually has exactly the same elements as the input list. These examples
indicate how error coverage can generally be increased by accepting higher execution costs for the
oracle.

Assertions can often be derived from the specifications of small code segments: e.g., loop
invariants, predicates on the inputs and outputs of procedures, and so on. With an adequate
assertion specification language, the corresponding code can be generated automatically, to be
inserted either in the program under test or in the oracle. There has also been research on deriving
oracles directly from formal specifications of a program, when the specifications define the
function required, rather than the detailed operation of the programme. This is a promising
direction.

8.4.2. Comparison checks: back-to-back testing via dual
programming and test with previous systems

For some programs, the specifications are not available as simple input-output functions or
relations, but as descriptions of the required sequences of operations. In these cases, specification
checks may still be obtained via dual programming, as outlined above. If this requires complex
code to be produced, it may be difficult to obtain confidence of high error coverage; still, these
methods may, for some systems, be the best option available. A variant of dual programming, for
software implementing continuous (or mostly continuous) mathematical functions, is data
diversity: for each selected input case, the software under test is tested twice, first with the selected
input case and then with another one, obtained by adding to it a small random error. If the results
of the two test runs are very different, there is a suspicion that one of the two may be erroneous.
Notice that for the purpose of reliability evaluation only one of the two tests should usually be
considered, as the two are not independent samples.

When a reference system is available, like a previous version of the software under test, or a
(possibly non-software based) version of the system for which the software is intended, an option
is to compare the behaviours of the two versions thus obtained. Again, discrepancies cannot
always be ascribed to bugs, as differences between the two versions may be alowed by the
specifications.

With back-to-back testing, there may be a problem with spurious alarms. These may be caused,
for instance, by:

* the small arithmetic errors that are unavoidable in numeric computations, especially with
floating-point arithmetic: the results of two versions are different, but both correct according to
the specifications. One can then set thresholds on the allowable discrepancies between the
(output or internal) variables that are compared;
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e divergence in the behaviour of two versions as an effect of the above phenomenon: a slight
numerical difference may affect a variable used as the argument of a decision statement, like an
|F statement. then, two correct versions may take different branches of the decision. Manual
analysis is often necessary. If this phenomenon is too frequent, the "test" version could be
instrumented to be forced to follow the "tested" version's decisions, but obvioudly this also
brings a risk of decreased coverage,

e egpecialy with control programs, small numerical differences may accumulate over time and
cause the long-term internal states of the versions to drift apart until discrepant decisions are
taken. Thisis especially likely when using a plant or simulator for test generation, as one of
the two versions will then be actively controlling the plant or simulator, while the other will be
running "open-loop”. The problem may be controlled by forcing on the "testing” version” a
state that is consistent with the "tested" version. In practice, thisis equivalent to reducing either
the coverage of the oracle, or the duration of test runs (each run now spanning the period
between two "forcing” operations on the internal state of the testing version), which in turn
requires attention on preserving independence between test runs,

* thefact that the specifications allow for completely different, correct outputs for a given input
case. For instance, the specifications of a safety interlock function may state that it must
guarantee mutual exclusion between the executions of two "requests’, but allow the
implementation to decide arbitrarily between two requests that are both presented within a short
time window. For this kind of situation, manual analysis of each alarm issued by the oracle is
usually needed. In some cases, the testers may be able to provide a thorough, automatic
correctness check to be invoked only after an alarm.

8.4.3. Timing checks

A special case of specification checks for real-time software consists in monitoring the timing
behaviour of the software against its specified timing, looking for executions that last too long, and
late (or premature) responses to events. Even when the timing is not precisely specified, designers
may have expectations on the duration of specific executions, and an oracle may be instructed to
flag unexpectedly long executions as suspicious, for examination by the human testers. Even when
no such expectation on "normal” timing exists, it may be formed by observing the behaviour of the
software while it is being tested, forming statistics of its execution times for different kinds of test
runs, and then flagging test runs that depart from this norm (outlayers) for manual analysis.

In addition to observing the timing of the inputs and outputs, the internal timing behaviour of the
software under test can typically be observed via non-intrusive means like logic analysers, by
monitoring any time-out detection mechanisms that are built into the system under test, or, when
testing on atest host, by instrumenting the code with additional code for measurement. This last
function is available in many development environments to allow performance tuning. It is an
intrusive method which may allow measurement of many more time variables than other methods,
albeit usually with limited accuracy.

8.4.4. Reversal Checks

Thisisaspecia case of a specification check. If the software under test is specified to compute a
mathematical function, output=F(input), and this function has an inverse function, F', such that
F'(F(x))=x, we can compute F'(output) and verify that F'(output)=input. The most elementary
case is that in which F is the copy function, e.g. if the software has to write data to disk. The
oracle could then read the data back and compare them with the copy in main memory. If Fisthe
square root function, the check would consist of squaring the output and comparing it to the input.
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8.4.5. Generic reasonableness checks

There are many software behaviours that are possible but inadvisable, either in any reasonable
programming practice or by specific design rules used in a project. These behaviours can be
detected and used as error indications. Examples are:

e triggering error-detection trapsin the hardware (divide-by-0, illegal opcode, memory boundary
violations, write to code memory, etc.) or in the executive or operating system software (illegal
parameters to system or library calls);

* assigning out-of-range values to program variables,
e useof uninitialised variables, type violations in use of variables and pointers;
* improper alocation /deallocation of memory (leaks).

8.4.6. Application-specific reasonableness checks

Knowledge about the application domain normally allows one to specify many reasonableness
tests on program variables:

* reasonable ranges for variables that represent physical sensor readings (temperature, speed, ..)
or database entries;

* acceptable variations between successive values assigned to the same variable, as the rates of
change of temperature, speed, acceleration etc. are subject to physical bounds. These bounds
may be known with better precision during testing than during actual operation, and even
altered under control of the testers,

* known relationships between values of different variables (e.g. as dictated by physical laws);
* acceptable transitions between modes of operation.

8.4.7. Safety Checks

These amount to testing for actions or conditions that are specifically forbidden by the
specification, for example for reasons of safety or security. An advantage of these tests is that
these constraints are often more simply specified than the operational specifications, making the
checks easier to design; and that constraint violations often correspond to especially critical
failures, for which better coverage is desired.

8.4.8. Coding and data structure checks

Some applications are explicitly meant to produce data with built-in redundancy, such as codes or
redundant data structures (e.g., afile system alowing detection of pointer corruption). Clearly, an
oracle may take advantage of these possibilities. A possible use for these forms of information
redundancy is to check the redundant information more frequently than would be done in actual
operation of the software under test. Audit programs are often used for this purpose, that run
independently of the application. These can be run more frequently during testing.

8.4.9. Environment requirement checks

If asimulator of the environment is available, it allows a check that the software satisfiesits broad
requirements, rather than its detailed specifications. For instance, in testing autopilot software one
can verify that the smulated craft stays on its route within the required precision. Such checks may
have insufficient coverage for software failures: many failures, although they violate the
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specifications, may not disturb the behaviour of the controlled environment. Some failures which
would disturb that behaviour may also go undetected, due to incompleteness in the system
composed of the simulator and software under test. On the other hand, these tests have the
advantage of being "end-to-end" checks: they may flag errors in the detailed software
specifications with respect to the actual application requirements. A failure probability estimate
based on such checks will be alower bound on the probability of failures of real importance for the
controlled environment. Using such checksisthus aform of protection (albeit necessarily limited)
against errorsin the derivation of detailed specifications and of other checks.

8.5. Other practical indications for automated
testing

8.5.1. Costs and compromises

Complete realism in testing may bring high costs as well as other disadvantages. We already
discussed the issue of independent sampling and how reasonable approximations to it may be
sought.

Other compromises may bring important benefits.

* running the tests on computers that are faster, cheaper or more readily available than the
intended target computer (and/or without the full set of other software that should share the
same hardware), so as to be able to complete many more test runs. On the down side, this
"accelerated" testing may be untrustworthy for any failures that are due to compiler bugs, non-
determinism in the hardware (e.g. in processors with caching, superscalar or speculative
execution), layout of variables in memory (affecting "overwrite" errors), and other hardware-
specific factors.

Any testing at different speeds than the speed of the target computer is also likely to distort the
behaviour of the software under test in terms of timing-dependent failures, overloads, race
conditions and such.

A combination of some accelerated testing and some testing on the actual target computer is
often appropriate;

* using test generation methods that only offer limited accuracy in choosing representative
samples from the operational profile. For instance, using a simulator that does not model some
aspects of the intended environment, or using a trace from runs of a previous system in "open
loop" fashion (i.e., ignoring the fact that the outputs of the software under test would in reality
affect the sequence of future inputs). The danger is that the test cases chosen will not be
representative of the operational profile. Checks for limiting this danger are indicated in the
section on "Verifying that a synthetic profile is representative of the intended distributions of
key variables’;

* if theerror intest case generation consistsonly in excluding a set of test cases, the maximum
optimistic error that this may cause is equal to the probability of that set being selected in
operation. One may thus try to simplify the test case generation problem by excluding specific,
rare test cases or subprofiles.

8.5.2. Indications for software design

The practical demands of organising statistical testing will be more or less easily satisfied
depending on aspects of how the software under test is constructed. We list afew design features
that are useful from this point of view. Most of them also have other advantages in making
software more reliable, more predictable or easier to debug and to verify:

e periodical resetting of the software during operation (sometimes called software rejuvenation
[Huang 1995]). This measure often improves reliability because erroneous internal variables
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are overwritten before they may cause a failure, memory leaks are less likely to reach
catastrophic proportions, etc. For statistical testing, it allows test trajectories with a finite
duration (giving better confidence of accurate sampling) and makes it easier to produce
independent test runs?2. For some programs, reset can be a complete re-initialisation. For
others, some long-term memory of the results of execution history must be preserved, in
persistent variables or files, and all other variables re-initialised from scratch; this organisation
also helpsin building error recovery and task migration capabilities for fault tolerance;

time-triggered design (static scheduling with pre-planned interactions among components).
This measure is often recommended to make the software's behaviour more predictable. For
statistical testing, it gives greater confidence that the execution during testing can be accelerated
or slowed down, with respect to real speed on the target computer, without distorting the
failure behaviour concerning overloads, race conditions and such. Besides, changes to other
software in the completed system are less likely to ater the failure behaviour of the software of
interest;

languages and execution environments that avoid some patterns of hardware- and compiler-
dependent failures. For instance, languages that prevent array overflow, mismatch between
sizes of memory access and size of the variable stored in the accessed location, pointer
manipulation. For statistical testing, they again improve confidence that test can be carried out
on a different platform than the target computer and yet give relevant results for predicting
operationd reliability;

languages and execution environments that reduce the degree of "non-determinism” in
software behaviour. For instance, preventing the use of uninitialised variables, and protecting
the address space of the software of interest against accidental changes by other software,
eliminates some variables that affect failure behaviour but for which the tester cannot easily
specify an operationa profile.

22

Because it avoids dependence due to the state of the internal variables. One still has to verify that no cause

of dependenceisintroduced by the input variables.
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9. Analysis of software failure data
obtained from testing in order to assess
and predict reliability

This section explains how the results of tests can be used to forecast reliability in operation. In
practice, a tester will use these methods via a pre-packaged tool, which takes as inputs the
observations produced during testing and produces reliability estimates. The purpose of this
section is mainly to explain the meanings of the different kinds of estimates, so as to alow an
appropriate choice and help in avoiding misuse. An appendix contains more detailed descriptions
and explanations of the underlying mathematics.

Note: this section is not relevant for the use of statistical testing for finding and removing bugs.

9.1. Types of reliability estimation problems and
inference techniques

Estimating the reliability of software from test datais a problem of prediction. The purpose of the
estimation is to predict (the probabilities of) different future behaviours, on the basis of the
behaviour observed up to the present moment.

This can be done under two regimes of observation:

e considering the results of testing the current version of the software ("as delivered”, steady-
state reliability estimation); the theory underlying this prediction is much the same as used in
predicting reliability of physical objects from sample testing;

e considering the series of changes (debugging ) which led to the delivered software, and
observations from testing each successive version that was thus produced. In this latter case,
more evidence can be brought to bear on the prediction. Having observed a trend of (usually)
increasing reliability, we can extrapolate this trend into the future. However, any prediction
depends on trusting that the trend will continue. In a macroscopic sense, this requires that no
gualitative change in the debugging process interrupt the trend (e.g., a change of the
debugging team, or the integration of new functionalities could bring about such a change). In
a short-term sense, it requires trust that the very last fix to the software was not an "unlucky"
one, which decreased reliability.

Prediction is performed by techniques of statistical inference. These techniques belong to two
different families, which produce information with different meanings:

* the"classical" inference techniques are based on the idea of "hypothesis testing”. When
estimating the value of some measure, these techniques deliver a "confidence interval" with
given "confidence level" that the true value is within that interval. This "confidence level"
describes how unlikely the experiment performed (e.g., atest campaign on a software product)
is to be deceptive. In other words, how unlikely it is that the test results, which support the
"hypothesis' that the measure of interest iswithin the given interval of confidence, would have
been obtained if the hypothesis were wrong. For instance, the statement "the test campaign
has shown that this software has probability of failure on demand lower than 0.001, with
confidence 95 %" means"if the probability of failure on demand had been greater than 0.001,
then the probability of observing the particular test results that were actually observed would
have been lower than 5 %",
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* the"Bayesian" inference techniques, which are based on the concepts of probabilities as a
measurement of uncertainty and how it is reduced by the observation of new evidence.
Bayesian techniques produce actual probabilities of the events of interest, and thus avoid
decision-making fallacies that would be caused by using "classical” confidence levels as
though they were probabilities. A practical difficulty in using Bayesian techniques is that the
user must supply prior probabilities for the events of interest, i.e., a description of the
uncertainty existing before the testing is performed. Whilst there is no definitive prior that will
represent ‘complete ignorance’, it is sometimes possible to devise priors that embody
conservative beliefs.

In practice, complete algorithms have only been thoroughly studied and published for afew of the
techniques mentioned and the possible reliability measures of interest. We will explain methods
for:

* steady state estimation of a probability of failure per demand, or of afailure rate, with either
Bayesian or classical approaches;

* prediction of reliability growth, using classical inference and ad hoc methods for verifying and
improving accuracy.

All the techniques described in this section require somewhat complex mathematical calculations,
but these can be automated in software packages. The steady-state evaluation techniques use
standard algorithms that are likely to be found as libraries in standard mathematical packages, and
in any case easy to program via mathematical software or spreadsheets. The reliability growth
modelling techniques have been implemented in afew existing software packages, although none
of these does as yet provide the full range of techniques we mention.

An estimate of ardiability measure may take three main forms:

* apoint estimate, i.e., a single value for a parameter. For instance, the most obvious point
estimate for a Pfd is the "sample mean”, i.e., the number of failures observed, divided by the
number of test runs. The problem with point estimates is that they indicate that the true
reliability of the software under test is "somewhere around” the point estimate, but not how
likely the real reliability isto be significantly worse. Usually, this means that an individual
estimate may be dangerously far from the true value, although, if one could repeat the test
campaign and the estimation many times, the mean of the estimates (and often the mode as
well) would be close to the true valuez3;

* alower bound on reliability (a"one-sided confidence interval"), i.e., an estimate with a built-in
conservative slant, in the sense that there is a certain degree of "confidence" that the true
reliability of the software under test is better than this bound (we explain later the different,
more or less straightforward meanings that "confidence" takes in the different estimation
methods). The estimate thus includes two numbers, the bound and the level of confidence.
One can never have 100% certainty that the true reliability isindeed above this estimated lower
bound (unless the bound is 0). A one-sided confidence bound is generally more useful than an
unbiased point estimate, in that it takes account of the "measurement error" due to the
variability between test campaigns,

23 For instance, imagine that one computes the sample mean estimator for the Pfd of software that is quite
reliable, so that any test campaign has a 50-50 chance of showing no failures. Then, one has a 50-50 chance of
producing an estimate of Pfd=0, which is dangerously optimistic. The sample mean has a property that isimportant
in other contexts: it is a so-called "unbiased" estimator, in that, if one were to run the test campaign infinite times,
the average of the sample mean would converge to he real value sought (the real Pfd, in this case). Y et, on the single
experiment campaign that one performs, the value of an unbiased estimator may well oscillate wildly around this
mean.
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* atwo-sided confidence interval, i.e., apair of numbers, such that the real value of reliability
"can be expected", with a stated "level of confidence" (whose meaning, again, varies between
estimation methods), to lie in between the two. These are clearly less useful, for acceptance
decisions, than a one-sided confidence bound, although may have some interest as an input
for process improvement;

e adirect reliability statement, e.g. a probability of having no failures over a certain period of
time. In most cases, thisis clearly the most desirable form of prediction.

Point estimates are the least informative, but they may be all that can realistically be obtained for
the more mathematically complex estimation problems. In particular, methods for reliability growth
prediction, and estimates of system reliability from component reliability, often yield point
estimates only.

In the rest of this section, we describe the essential features and differences among the various
methods. An appendix contains more detailed explanations and references to the literature.

Throughout this section, we consider reliability estimation concerning just one class of failures. If
multiple classes are defined, predictions can be performed separately for each class of failures?4.

9.2. Bayesian vs classical approach

As an example, we consider a software product for which the reliability target has been set as a

probability of failure per demand Pfd<10-4. The final version of the software is subjected to
statistical testing, and passes T test runs without failures.

"Classical" inference procedures answer the question: "how likely would it be for the software to

have passed this many tests, if its Pfd were worse than 10-4?' They calculate the probability of
such a deceptive series of test results occurring, if the software were less reliable than required. if
this probability is, say, 2 %, we say that there is "98% confidence that the software has

Pfd<10-4". The basic formulafor arequired upper bound g on the Pfd is:

confidence level=1-(1-0R)T

The confidence level grows with additional successful test runs, so it is an intuitive measure of
some aspect of "confidence" in the apparent findings of a test campaign. However, it is unclear
how it relates to actual reliability of this specific software. The pair { upper bound on the Pfd,
confidence level} is not equivalent to any one statement of how likely the software is to fail in
operation. It iscommon to assume that the confidence bound on a certain measure (in this case,

10-4) is the correct value of that measure, but this is incorrect and actually arbitrary, since the
confidence bound varies with the chosen confidence level, as is evident from the formula above.

If the "true" requirement for the software is Pfd<10-4, which confidence level should the testers be
required to reach? If no specific level isrequired, a supplier could in theory claim any reliability
level, after arbitrarily few tests, provided he also declared a correspondingly low confidence level.
So, a required confidence level needs to be chosen, but this choice is bound to be arbitrary.
Common examples are "apparently high" numbers like 90 % or 95%. However, the confidence
level required may become an issue of negotiation between the customer and the supplier. It is
recommended that the required level (or, equivalently, the number of test runs required, depending

24 In a Bayesian treatment, of course, there would tend to be dependence between our beliefs concerning rates
of occurrence of different failure types. Observing failures of one type might make us more pessimistic about overall
‘quality’ (e.g. of the software development process), and thus more pessimistic in our beliefs about the occurrence
rates of other failure types. In other words, our prior beliefs about the different failures rates would not be
independent. See section 9.6 for more details.
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on the number of failures observed) is agreed beforehand. As a general indication, the required
confidence should be higher when the reliability of the software is more doubtful (a more rigorous
criterion is possible with the Bayesian approach).

Another problem arises in decision making: suppose that the requirements for two software
components, A and B, are for both to have Pfd<10-4. Suppose that A is asmall, simple piece of
software, produced by a competent team and thoroughly inspected and debugged, while B is a
large piece of software produced by a company that is notorious for its poor quality. Which levels
of confidence should the tester seek for the two components? Requiring the same level for both
components would require the same numbers of successful tests for both. But thisis intuitively
wrong: if thereis evidence that B islessreliable than A, stronger evidence should be required for
accepting B than for accepting A. This problem is solved with Bayesian methods.

The Bayesian approach considers that the actual reliability of the software is unknown, so it should
be treated as arandom variable. In a sense, the program under test has been extracted at random
from a population of possible programs. Any one of these programs could have been delivered, as
far as the observer can tell from the available information (e.g., about the development process
used)). These programs have different reliabilities. Reliability estimation consists, roughly
speaking, in deciding whether the program under test (the program actually delivered) is, among
this population, one of those with a high Pfd or with low Pfd. This population is described by a
prior probability distribution: for each possible values of the Pfd, a probability is stated that the
software under test has that value of Pfd (more precisely, a probability density function is
specified). This prior distribution must describe the knowledge available before testing: for
instance, it can be derived from the spread and distribution of reliability values measured for
similar programs developed under similar conditions.

Then, passing a certain number of tests shows that the program is much less likely to be, among
the population of possible programs, one with very high Pfd. This decrease in probability is higher
for the higher values of Pfd. A posterior distribution for the Pfd is thus derived, which takes
account of the knowledge derived from statistical testing.

With Bayesian inference, one can thus answer the question "How likely isit that this program has
Pfd <10-4?" with an actual probability (often called a"Bayesian confidence level"). This can be
used in all kinds of reliability calculations. Most importantly, one can, given the probability
distribution for the Pfd, calculate the probability that the software will survive a given number of
demands without failures, i.e., the probabilities of events of actual interest2>.

A practical obstacle to the adoption of Bayesian methods is that formulating the prior distributions
for the variables of interest may require somewhat subtle probabilistic reasoning. Establishing a
prior distribution should not generally be the responsibility of the tester. The choice of aprior may
be a matter of negotiation between the customer and the supplier. If there are widely different
perceptions between the parties, the only practical solution may be to adopt the more pessimistic
one. The difficulty may be alleviated by checking how sensitive the predictions are to the variation
between the different priors that appear plausible (it may be found that the test results " speak for
themselves®, making the differencesin the priorsirrelevant). Last, in some prediction problems a
prior can be adopted by agreement that can plausibly be classified as representing "ignorance”.
Examples are given in the Appendix. By giving up the ability to account for evidence prior to
testing, the Bayesian approach is thus reduced to share the apparent objectivity of the classical
approach, while still being superior in describing a rigorous derivation of atrue prediction from
stated premises.

25 Knowing that, say, the program has a 95 % probability of having the required Pfd leaves us uncertain about
the "remaining 5%" (the "tail" of the probability distribution for the Pfd). essentially, out of 100 programs that pass
my tests, | expect about 95% to be satisfactory, but mine might be one of the other 5%, which could be arbitrarily
unreliable.

Guidelinesfor statistical testing 71



CSR 3.1

For these reasons, Bayesian inference procedures should generally be preferred. However,
classical methods are often preferred in practice for reasons of familiarity and apparent objectivity,
and are clearly alegitimate means of agreeing on an acceptance criterion, provided that their results
are not misinterpreted. It must also be considered that the two types of methods often produce
similar reliability estimates, particularly when large amounts of data are available.

Classical inference procedures are easily mechanised, and most formulas that may be useful with
statistical testing can be found in reference books and libraries of functions for mathematical
software. Bayesian procedures are often computationally more complex, but, for those described
here, formulas and pre-fabricated tools are as accessible as for classical methods.

Both approaches are illustrated in more detail in the Appendices, which aso contains tables of the
basic formulas for steady-state estimation.

9.3. Steady state reliability estimation

We now proceed to summarise the main reliability prediction methods in use. Although reliability
growth models have historically received more attention in the software engineering literature, we
start with the conceptually simpler problem of steady-state reliability estimation.Steady state
reliability estimation, which only considers the test behaviour of the software after the last fix,
appears more appropriate than reliability growth based prediction, particularly for safety-critical
software, for which it would be dangerous merely to assume that fixes are effective. Although the
reliability growth models differ in the details of their assumptions on this point, they al tend to
‘average out’ any short-term reversals of fortune that are caused by bad fixes. In a safety-critical
application, however, when we are deciding whether a software-based system is sufficiently
reliable as to be fit for purpose, we generally cannot be satisfied with such "on average" results.
We would be concerned, for example, with the effect of the last fix, and in some cases would have
to assume that this change had produced a new program for which reliability evaluation had to
begin anew.

There are two main problems of steady state reliability estimation:

e estimating a probability of failure per demand (Pfd). Thisis the reference case that we have
used in discussing operational profiles. Test cases are selected randomly and independently
from the operational profile, and both the number T of test runs and the number n of failures
are counted. The essential formulasfor reliability estimation are listed in the Appendix.

With Bayesian inference, an important part of the processis determining the prior distribution.
In the Appendix, we explain the general procedure. A specia case of "prior ignorance” is also
described, which can be used as a baseline prior.

* estimating a failure rate for a continuously-running system. Testing takes place in long
stretches of execution, as discussed in Section 7. The mathematical bases of the estimation
procedure are similar to those for demand-based systems.

9.4. Reliability growth estimation
9.4.1. Background

It is common for software (or any other system) to undergo a series of design changes ("fixes"),
either during development or after release, to remove faults and thus increase reliability. Given the
cost of testing for estimating reliability, it is attractive to estimate the reliability that the software
will have attained after the last fix, by extrapolating the trend observed as a result of previous
fixes.

So, aprogram is executing in atest (or real) operating environment, and attempts are made to fix

faults when these are found as aresult of software failures. Thereistherefore reliability growth, at
least in the long term, although there may be temporary reversals when poor fixes cause the
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introduction of new faults?6. The reliability growth models attempt to use the data collected here,
usually in the form of successive execution times between failures (or, sometimes, numbers of
failuresin successive fixed time intervals), to estimate the current reliability and predict the future
development of the growth in reliability.

Conventionally, this form of prediction is called "reliability growth modelling”. Typically, a
"reliability growth model” (a prediction method) assumes that the reliability of a program will
evolve according to a function of time (and/or of the number of failures observed to date) that
belongs to a given parametric family of functions. One measures the failure behaviour of the
software as debugging proceeds. For instance, if testing is stopped every time that a failure is
observed, and a fix is performed on the software, these measurements consist of the series of
times between fixes. Different time variables can be used, as usual, either continuous (e.g., CPU
time) or discrete (e.g., number of invocations).

From these measurements, the values of the parameters are estimated for the particular time
function describing the evolution of the reliability of the software. Then, computing future values
of thisfunction yields the required reliability predictions.

Over the years, many "software reliability growth models' have appeared in the literature
(examples are given in the Appendices). Unfortunately, it must be said that no single model has
emerged that can be universally recommended to a potential user. In fact, the accuracy of the
reliability measures arising from the models tends to vary quite dramatically: some models
sometimes give good results, some models are amost universally inaccurate, but no model can be
trusted to be accurate at all times. Worse than this, it does not seem possible to identify a priori
those data sets (program devel opments) for which a particular model will be appropriate.

Until recently, these problems with the reliability growth techniques have prevented their
widespread industrial use. However, in the last few years some powerful new techniques have
become available which largely overcome the difficulties. It is now possible in most cases to obtain
reasonably accurate reliability measures for software, and to have reasonable confidence that thisis
the case in aparticular situation, so long as the reliability levelsrequired are relatively modest. The
italicised caveats here are important, because there are limitations to what can currently be
achieved, but they should not be so restrictive as to deter readers from attempting to measure and
predict software reliability in industrial contexts.

All these methods involve demanding calculations, and thus the use of software tools. Severa
reliability prediction tools exist that implement multiple reliability growth models, and afew that
support some of the analyses methods described below. See the Appendix for abrief summary of
the available tools.

9.4.2. Analysis of predictive accuracy

Since no software reliability growth models has proven to be accurate in general, the best that we
can do isto examine whether a certain model is behaving accurately when applied to the evolution
of a specific software product under a given operational profile.

It isimportant to realise that al questions of practical interest involve prediction. Thus even if we
want to know the current reliability at a particular point in this process, we are asking a question
about the future: in this case about the random variable, T, representing the time to the next failure.
However we care to express our questions concerning the current reliability - as a rate of
occurrence of failures, as a probability of surviving a specified mission time without failure, as a
mean time to next failure, or in any other convenient way - we are attempting to predict the future.

26 It may also be the case that reliability growth tends to an asymptote: as the software improves, the only
faults left are so subtle that any attempts at fixing them are likely to introduce new faults that, on average, offset the
reliability growth due to successful fixes. This phenomenon has been shown to take place in practice on some large
software products, and its existence is accepted, de facto, in the practice of many software vendors.
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Longer term prediction might involve attempting to estimate the (distribution of) time needed to
achieve some target reliability, or the reliability that might be expected to be achieved after acertain
duration of further testing.

The important point here is that when we ask, rather informally, whether a model is giving
accurate reliability measures, we are really asking whether it is predicting accurately. Thisis
something which is sometimes overlooked even in the technical literature: it is sometimes
mistakenly claimed that a model is good because a curve of its specific family can be closaly fitted,
after the fact, to the data series collected until now.

Statistical tests for predictive accuracy essentially ask the question whether a certain method,
applied to the early data points in a series, has successfully predicted the later data in the series.
The methods that have been more accurate until now can then be plausibly assumed to be also the
most accurate for the future behaviour of this data series. This conclusion of course depends on the
common assumption of all reliability growth modelling, i.e., that some underlying regularity is
present in the debug process. If this assumption is likely to have been violated, e.g. if there has
been a change in the testing regime (or in the testing input profile), it should be expected that
reliability growth based predictions will exhibit large errors.

Details of these tests are given in the Appendices. Two techniques are described. One, based on u-
plots, is essentially atest for systematic bias (in the optimistic or in the pessimistic direction) in
prediction. The other, based on the prequential likelihood ratio, compares the genera ability of two
models to predict a particular data series, so that one can select the method that has been more
accurate over a sequence of predictions. Unlike the u-plot, which is specific for a particular type of
inaccuracy - akind of consistent bias - the PLR is quite general: the model that it selects as the
‘best’ is objectively so in a general way. Thus, for example, it can detect those circumstances
when the predictions are ‘too noisy’, and so are individually inaccurate, even when the u-plot is
good and the predictions show no consistent ‘bias'.

These tests are not yet widely used, but their use is highly recommended.

9.4.3. Recalibration to improve accuracy of predictions

Recalibration procedures are based on the idea that if a prediction method errs in a consistent,
systematic fashion, it should be possible to calculate some kind of systematic correction procedure
to compensate for this error. This correction procedure is what is called "recalibration”.
Recalibration methods have proven effective in practical application, but, again, their use is still
limited.

9.5. Reliability estimation for modular software

The previous sections have described different ways in which the reliability of a program can be
estimated and predicted from its failure data alone. In these approaches to the software reliability
problem no account is taken of the internal structure of the program, which is treated simply as a
black box. In practice, however, good design will have resulted in a modular structure for the
program, and this can sometimes be exploited in predicting its reliability. (This procedure has been
mentioned in section 3.3).

The simplest models that take account of internal structure are based upon a Markov chain to
describe the execution of the program. The program has n modules, and one and only one of these
is executing at any time. It is assumed that each module fails ‘purely randomly’ in a Poisson
process (i.e. the time to failure of the module is exponentially distributed, with a constant failure

rate), with failure rate A; for module i. As the program executes, a succession of modules is
executed, with the sequence of the modules determined by a continuous Markov chain.

The detailed failure process is a complicated one, essentially involving switching between different
failure processes (modules) with different failure rates (see [Littlewood 1979]). However, in
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practice the rates at which the switches between modules take place will be orders of magnitude
greater than the individual module failure rates (if this were not the case the program would be very
unreliable). This means that quite simple expressions can be obtained for the overall program
reliability in terms of the module reliabilities and parameters of the Markov chain.

For example, assume a program comprises R modules, denoted 1, 2, . ., R.

The steady-state failure rate of the program will be ﬁ Ac fe, where f¢ is the limiting proportion of
c=1

execution time spent in module ¢ (which can be derived from the known values of the transition

rates, or estimated experimentally), and A isits failure rate . Thisresult isintuitively plausible,
because it says that each module contributes to the overall failure rate of the program in away that
is proportional to both the time spent in the module, and the module's own failure rate. Similar
results, of equal simplicity, are available when the operational profile is more generally represented
by a semi-Markov process, i.e. when the times spent in individual visits to a module are not
exponentialy distributed, but have more general distributions.

The usefulness of expressions like these is that they separate information on the operational
profile, represented by the parameters of the Markov chain, from the information on the reliabilities
of the individual modules. Thus we might be able to compute the reliability of a program in a
completely novel operational environment so long as the necessary Markov parameters for the new
environment were known [Cheung 1980]. Of course, there is an assumption here that the
reliabilities of the modules themselves do not change from one environment to another, merely
their frequencies of execution and sojourn times.

If these assumptions are satisfied, at least approximately, these results offer a useful "divide and
conquer" approach to the estimation of the reliability of a program in a new operational
environment. The information on the Markov parameters can typically be collected very much
faster and more cheaply than the information on module reliability, since the latter requires
observation of actual failures which may be infrequent. There is thus an important "reuse” of the
reliability data from the previous use of the modules. Notice, incidentally, that this module
reliability data could be obtained by applying the techniques of previous sections to module failure
data.

A word of caution is necessary about all the methods that combine "partial” reliability estimates. In
this section, asin the case of estimating reliability for "subprofiles’ or "subdomains’, the reliability
of asystem is correctly expressed as linear function (a weighted sum) of a set of individua (e.g.,
module) reliabilities. However, a linear combination of estimates of reliabilities does not
necessarily produce the corresponding estimator for system reliability. In more detail:

* using unbiased point estimators (like the fraction of test cases that produced afailure) produces
an unbiased estimator of system reliability. However, we have pointed out that these
estimators are not very convenient for decision-making;

¢ using one-sided confidence bounds for the modules does not usually produce a confidence
bound with the same level of confidence for the system.

The most common solution is simply using the estimates for the components as though they were
the true reliabilities, accepting the corresponding loss of accuracy of the predictions. Methods have
been studied for building confidence bounds for system reliability from information on component
reliabilities. These are somewhat complex. The reader is referred for instance to [Mann 1974,
Martz 1982]; caution may be needed regarding the assumptions of these methods, especially that of
independence among failures. A ssimple, but very pessimistic approach may at times be sufficient.
Consider a system, with components C1, Cy, ... Cy, where R; is the reliability of component Cj,

n
therequired system reliability is Rgr and system reliability is given by aweighted sum: R= _2134 Ri.
1=
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If the components have been assigned reliability requirement Rr1, Rr2, ..Rrn such that:
n
iglai RRi=RR ,

and every component is tested to the same level of confidence in the required reliability, i.e., until
P(Ri>RRj)=K, with K aconstant common to all components, it can easily be shown that
P(R>Rr) = P(R1>RRr1, P2 >RR2, ...,Pn >Rrn )= 1- n(1-K )

So, for instance, with 4 components and 99% confidence that each component has the required
reliability, the confidence that the system has the required reliability is at |east 96%.

Some more indications about this problem are given in the section 9.6.

9.6. Advanced methods for incorporating knowledge
about software structure/quality

This section summarily describes some applications of Bayesian inference that have been proposed
in the literature in order to use with more accuracy the information available about the software
under test. These have only been documented in research papers so far, and their application is
likely to require the help of an expert for tailoring them to the specific situation. However, it appear
useful to mention their existence, also in view of the increased availability of software tools
supporting non-mathematicians in the use of Bayesian methods on complex problems.

The method described in the previous section for estimating the reliability of software taking
account of its internal structure raises interesting considerations. Consider a division of the
software into modules such that each input case causes only one module to execute. One can then
divide the inputs pace into subdomains ("bins") corresponding to the individual modules invoked,
perform reliability estimation for each module separately, and combine the results. If one uses an
"ignorance" prior for each subdomain, the reliability estimate for the whole software becomes
more pessimistic than it would be without binning [Miller 1992]. This happens essentially because
one is assuming that a successful test only increases confidence in the future behaviour of the
software on the particular subdomain from which the test case was drawn, but not about its
behaviour on any other test case.

In practice, one would wish to make the subdivision into subdomains, and the priors assigned to
them, match what one "really" knows about the software under test. A separate estimation
procedure for each subdomain implies that we consider the reliabilities of the subdomains as
mutually independent random variables. That is, findings about reliability on one subdomain do
not affect expectations about the others. Thisis usualy unredlistic: test cases from any subdomain
will cause executions that share at least some code (see [May 1995b] for a discussion of this), and
in any case even separate pieces of code are the product of the same production process. For
instance, observing very poor reliability on one subdomain increases the probability that the
production process "went wrong" in the development of this product, and this ought to be reflected
in the prior distributions for the reliabilities on other subdomains (or of other modules), or of the
whole software on its whole input space.

As stated earlier, these methods attempt to use more detailed information about the software under
test than the methods described earlier. There are two difficultiesin their use:

* thelikely inaccuracy of the additional information needed. For instance, the method in [May
1995b] assumes that the failure probability per test case is proportional to the amount of code
executed in thistest case. Thisis clearly unredistic, but more realistic assumptions are difficult
to establish. This situation can only improve with improved measurement practice in software
projects, and recording of reliability datain operation. Predictions about a specific software
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product can only take advantage of known "statistical laws" observed for similar products.
Until a better knowledge is available of the variations between development organisations, this
means that such laws should be based on data observed in the same or very similar
organisation, for smilar software;

* the difficulty of managing the complex mathematical reasoning involved. This problem is
being aleviated by the increasing availability of mathematical software. An example follows.

Bayesian belief networks are a method for describing complex interrelationships among diverse
information, so as to support Bayesian prediction methods. As an example, consider the following
figure.

test
failures of
module 1

Failures over
operational life
of software

failures of
module 2

module failures of

n module n

A Bayesian belief network for predicting the reliability of a system of

modules, taking account of the fact that all modules were the product

of a single project and therefore are likely to be of similar quality.

This BBN represent reasoning for a known operational profile and a
fixed number of test cases per module.

The graph in this figure describes reasoning about a system of modules which are always executed
separately, but were developed together. Each node represents an event or random variable, which
may be either observed or estimated. The arrows indicate dependence: for instance, knowing the
project quality would allow one to refine one's expectations about the Pfd of each individual
module. The user must describe in a node probability table for each node how likely each possible
value isfor that node, given a certain combination of values of its "parent” nodes. In thisfigure,
the tables for all the "Pfd of module i" nodes would be filled on the basis of experience. They
would represent the fact that the reliabilities of the individual modules may differ over a wide
range, but there are project-wide factors that affect the statistical expectations for all of them. The
other node probability tables would be filled using the mathematical laws of reliability.

Other examples, and a more extensive introduction to BBNs, can be found in [Delic 1997]. In
general, one can use BBNs to describe reasoning that establishes prior distributions (to be updated
using statistical test results), taking account of disparate pertinent evidence, like the quality of the
development process, the experience of the developers, etc. Clearly, thiswill only give substantial
benefits when sufficient experience has been accumulated for such information to be considered a
strong predictor of reliability.

Guidelines for statistical testing 7



Appendix C. Mathematical
explanations and examples

This appendix provides some additional information that may be required in reading the main text,
background material about reliability prediction and the reference formulas needed for the basic
calculation of steady-state reliability. Further details of the mathematical methods, as applied to
software reliability, and appropriate references can be found in [Lyu 1996], Chapters 1 through 4
and Appendix B.

C.1. Sections 1 through 6
C.1.1. Markov chains

Markov chains are a language for representing processes that develop in time. They are widely
used to describe reliability and performance evaluation problems. A Markov chain isagraph: a set
of nodes connected by oriented edges. The nodes represent states of a system, and the edges
represent transitions between states. A Markov chain gives a compact representation of a great
number of possible behaviours, i.e., sequences of transitions between states. In general, when the
system isin a given state, several transitions are possible, one for each edge leaving the node.
Each transition is labelled with an indication of probability. If the system modelled has some kind
of natural "clock", adiscrete time Markov chain can be used, i.e., the transition are assumed to
happen at clock ticks, and the label on each edge represents the probability of atransition along that
edge. Otherwise, a continuous time Markov chain will be used, in which each label represents a
trangtion rate over time.

By defining a Markov chain, one specifies the probabilities of all different histories of the
represented system. Normally, these will depend on theinitial state of the system, which must also
be defined. There are standard solution methods that then allow one to derive, e.g., the probability
of the chain being in a certain state at a given time. In addition, one can obtain steady-state
probabilities of the various states, i.e. probabilities a long time after the time origin of one
observation, which no longer depend on the initia state.

In aMarkov chain one can represent how the fact of the system being in a certain state affects the
further transitions of that system. However, these are not affected by the history of previous
transitions ("limited memory" property). Therefore, there are systems which cannot be
conveniently represented by a Markov chain. In addition, the transition rates are a set of constants.
This means that the time the system spends in any given state (sojourn time) is exponentially
distributed (continuous time) or geometrically distributed (discrete time). A chain thus defined
describes a system which evolves through a Markov process. A more general category of models
(semi-Markov) is obtained by giving the times before each transition any general distribution that is
only afunction of the states before and after the transition. Many reference books are available on
Markov chains.

C.1.2. Mathematical definitions of important special cases of
stochastic processes

Some special cases of assumptions will often recur about the processes affecting failures:

* inastationary process, the probability of observing any given values for its variables does not
vary over time. For instance, the probability of given input values, or of failure, does not vary
over time. Thisimplies that sampling, say, a one-minute period will yield observations that are
(statistically) similar to any other one-minute period. Thisis clearly a useful property in our
telephone switch example. In addition, stationarity usually simplifies the task of predicting the
behaviour of aprocess over arbitrary lengths of timein the future (even 'stationarity’ limited to
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just some aspects of the process may be of help in this sense). An example of stationarity
would be given by a spacecraft for which, during a specified mission phase, the probabilities
of the various attitude correction commands, and of the sequences thereof, do not change over
time;

* inanergodic process, the various parameters of the process can be estimated from a single
realisation of the process:. the relative frequencies of all events converge to their corresponding
probabilities as the length of the realisation (observation period) becomes large. For instance,
in a spacecraft, observing 1,000 seconds in one mission may be equivalent, statistically, to
observing 1,000 missions each for one second. The former solution is cheaper and gives better
confidence that the internal states of the software follow a realistic trajectory. The main
remaining problem is then in deciding whether the single observation is long enough to
provide a good sample (observed frequencies tend to the corresponding probabilities as the
observation time tends to infinity).

Notice that not all stationary processes are ergodic: for an instance of a process that is
stationary but not ergodic, consider a satellite such that random eventsin the early phases of a
mission (say, failures of some subsystems) will determine the history of commands for the
rest of the mission, although this history will not show any statistical variation over time.
Sampling instants of just one of the possible mission histories will give very different
distributions from sampling the same instant in many of the possible missions.

C.1.3. Representativeness "tests': examples

We give some examples of simple, commonly useful statistical tests. For a detailed treatment of
statistical tests the reader isreferred to an appropriate reference book, e.g. [Cox 1979].

We limit this discussion to the case of a single random variable, for instance, one of the input
variables to the software under test. It ismost likely that the null hypothesis in statistical software
testing will be a so-called simple one, i.e. one in which the supposed distribution from which the
observations are sampled, F(x), is completely specified. There are, of course, a very large
number of types of departure from this hypothesis that might be of interest because they would
result in inaccurate estimates of the software reliability. For example, there will generally be an
assumption of independence between successive observations. Here, however, we concentrate

solely on whether there is evidence that the observations have a distribution different from F(x).

The sample distribution function (normally used as the estimator of F(x)) is.

~ numberof X. <x 1
F.(X)= - J :Ezhv(x—xj)

where n isthe number of observations (the sample size) and hv(.) isthe unit Heaviside function:

1(z=0)

hv(z)= {o (z<0)

The Kolmogorov statistic is then measured, defined as the maximum vertical difference between
F(x) and F(x):

D, = supF(x) - F(x)

Tables of the levels of statistical significance of thisare widely available.

When data naturally take on only a finite number of possible values, or it is convenient to group
continuous data into afinite set of intervals, the chi-squared goodness-of-fit statistic can be used.

Guidelinesfor statistical testing (Appendices) p. 87



Here the expected frequencies of observation for al possible values of the random variable (or for
all possible intervals) are computed, and compared with the observed values to form the test
gatistic:

2 (observed frequency — expected frequency)?
expected frequency

Again, tables of the significance levels of this are widely available.

In both these tests it is assumed that the null hypothesisis "simple", i.e. that the distribution is
completely specified. In some instances (although likely to be rare in the case of statistical testing
of software) it may be required to test a more general hypothesis. For example, it may be of
interest to ask whether some data are normally distributed, without specifying the mean and

variance (u and 62, the parameters that characterise this family of distributions). In this example,
we could consider the standardised cumulants of the distribution:

K u K u

3 3 4 4
f}/l—_—_’ 7/2—_—__3

K23 0'3 K22 64

where xy isthe rth cumulant, o the standard deviation and uy the rth moment about the mean.
Merely from an inspection of dimensionsit is easy to see that these standardised cumulants are not

functions of 1 and 02, the "nuisance” parameters. Thus, letting
L X=X L Y X=X L Y X=X,
K‘Z—f, K?’_f’ K4—f—31(2

we could base atest upon

~ Ky o~ K,
Ww=7=z V2772
K5 K3

which should be close to zero in the case that the true distribution is normal. See [Cox 1979] or
similar books for details of these and other tests.

C.2. Steady state reliability estimation

C.2.1. Tables of reference formulas
cC.2.1.1. Probability of failure on demand

Estimating the probability of failure on demand. Bayesian procedure
The required measure is the probability of failure on demand, 0.

Given T independent test runs with r failures; given aprior distribution with density f(9):
General case:

() (;)or@mr
the posterior density functionis: f(O| R=r, T)= 1 )

O[f(x) (I) () (1-x)T-" dx
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1
and the expected value of O is. E(O| R=r, T):O[f(m R=r, T) ¥ dv©

f(9) (1-9)T

In the specia case of zero failures: (r=0), f(9| R=0, T)= 1
Jf(x) (1-x)T dx

Discrete numerical approximation:
Approximate the continuous prior distribution by assigning non-zero probabilities to a discrete
sequence of (increasing) values of ©:

a=P(O6 = %), i1=0,1, ..., K, 90=0<M<92<..<9K=1,;

aj (I ) 0" (1-0i) T
the posterior probabilities are: PO =9 |R=T, T):K
T . AT
|3 () oraopr

J

(19T
In the specia case of zero failures (r=0): PO =9 |R=0,T)= K & (1-9i)
T g (1-9§)7
j=0
"Beta" prior distribution with parameters (a,b), mean %:
posterior distribution: is"Beta" with parameters (at+r, b+T-r)
) _ _atr
expected value of ©: E(O|R=r, T))= b T
In the special case of zero failures. (r=0), E(O|R=0, T))= b+ T
"Ignorance” prior, f(9) =1, for al 9e[0,1]
posterior distribution: is"Beta" with parameters (1+r, 1+T-r)
_ 1+
expected value of ©: E(O|R=r, T))= 5+ T
In the special case of zero failures. (r=0), E(O|R=0, T))= %

One-sided confidence bounds, Bayesian procedure
OB
Genera formula Pr(©< g | R=r, T):F(ﬁB):Jf(m R=r, T) do

B-1
For the discrete numerical approximation:  Pr(©<dg | R=r, T):igoP(G) = |R=r,T)

"Classical” procedure for estimating the probability of failure on demand.

Given T independent test runs with r failures, we want the probability of failure on demand, -
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the typical, unbiased point estimator isthe proportion of failed runs: T

aone-sided confidence bound ¥gwith confidence C isgiven by solving:

T (T . T
3, () oo =c
and in the special case of zero failures: (r=0), by solving:  1-(1-9g)T >C

Taking account of imperfect oracles
Bayesian estimation:

Given an oracle with coverage O (N.B. If there are indications that the coverage varieswith ¥, a

function O(%) can be used instead of the constant O in the following formulas).
General case:

(o) (7 ) (ovy (oo™
the posterior density functioniis: f(O| R=r, T)= 1 )

Jf(x) (I) (OX)" (1-0x)T-" dx

When using the discrete numerical approximation:

ai (1) (Ovi) (1-0v)T

the posterior probabilities are: PO=13 |R=r,T)= K
2 g () ©v)r oo
j=0

The expected values and confidence bounds can be derived from these formulas.

Classical estimation:

aone-sided confidence bound Ugwith confidence C is given by solving:
s (T ) T (1-00R)T" >
2 (7 ) ©opT oo =c

Predicting probability of failure over system lifetime/ set number of demands

(Bayesian procedure only)
If the posterior density function for © isf (1), the probability of rf or fewer failures over Tt
1

future demandsis: go Jf (%) (Trf )ﬁf (1-9)TF -1 do
1
In the special case of zero failures: (rf =0): Jf ¥ (19T do
c.2.1.2. Failure rate in continuous time

Estimating the failure rate in continuous time. Bayesian procedure.
The required measure is the failure rate, A.
Given atest duration t with r failures; given a prior distribution for A with probability density
function f( 1);

Gengral cass
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r e-At
() M0
the posterior density functionis: f(A| R=r, )= : ,

xt
Jf(x) (Xt)rﬂex dx

[e o]

and the expected value of A is. E(A| R=r, t):Jf( Al R=r, t) A dA

f( 1) e-Mt

In the special case of zero failures. (r=0), f(A| R=0, t)=—_
Jf( x) eXt dx

Discrete numerical approximation:
Approximate the continuous prior distribution by assigning non-zero probabilities to a discrete
sequence of (increasing) values of A:

ai= P(A=1j), i=0,1, 2, ...K, A0=0<A1<A2<...<AK

N i vr e-Ait
|
the posterior probabilities are: P(A =i |Rer )= r _
(A DF eAjt
Xy r!
j=0
. . a eAit
In the special case of zero failures. (r=0), P(A=Aj |R=0, t)=
3 aj e—?ujt
j=0
"Gamma" prior distribution with parameters (a,b), mean %:
posterior distribution: is"Gamma' with parameters (atr, b+t)
expected value of A: E(A| R=r, t))= %
In the special case of zero failures. (r=0), E(A| R=0, t))= %

One-sided confidence bounds, Bayesian procedure
AB
Genera Formula: Pr(A< Ag | R=r, t):F(xB):Jf(M R=r, t) d\

B-1
For the discrete numerical approximation:  Pr(A< Ag | R=r, t):i_ZOP(A =Aj |R=r,1)

"Classical" procedure for estimating the failure rate

Given test runsfor atimet with r failures, we want the failure rate, A:
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the typical, unbiased point estimator is: ri

aone-sided confidence bound Agwith confidence C is given by solving:

j e At
' ZK: (M)i'e >C
j=r+1 )
and in the special case of zero failures: (r=0), by solving: 1-eM >C

Taking account of imperfect oracles
Bayesian estimation:

Given an oracle with coverage O (N.B. If there are indications that the coverage varieswith A, a

function O(A) can be used instead of the constant O in the following formulas).
General case:
(OAt)f e-OAt

f( ON) r!

the posterior density functionis: f(A] R=r, )=

-Oxt
Off( Ox) (M dx

r!

When using the discrete numerical approximation:

oA t)f e OAijt
ai( i )r'

the posterior probabilities are: P(A=Aj |R=r,t)= K _
g r!

j=0
The expected values and confidence bounds can be derived from these formulas.
Classical estimation:

aone-sided confidence bound Agwith confidence C is given by solving:
] eOAt
| E (Oht)_le SC
j=r+1 J:

Predicting probability of failure over system lifetime/set period of operation

(Bayesian procedure only)

If the posterior density function for A isf (A), the probability of no failures over aduration tg of
future operation is:

(o]

O[f () eMo dy

C.2.2. Demand-based systems. estimating the probability of
failure on demand

The inference procedures are based on independence among the test runs. With this assumption,
and ¥ the probability of failure on demand (Pfd), the number of failuresin T demands (test runs),
R, has aBinomial distribution, given ¥:

PR=n) = ([ ) or (@-o)Tr
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and in particular
P(R=0) = (1-9)T

Within the Bayesian framework we represent our a priori knowledge about the parameter of

interest, here ¥, by a prior distribution. In other words, for any given range of values between O
and 1, we describe the probability that the actual Pfd of the software under test liesin that range, as

we can describe it on the basis of available evidence. Let uscall this prior distribution F(19), with
density function f(1).

C.2.3. An "ignorance" prior distribution

There are advantages in using a prior distribution from the conjugate family3, which in this caseis
the Beta(a,b) distribution:

_ &l (1-9)b-1

"=""B(ap)
where B(a,b) is the Beta function and a>0, b>0 are chosen by ‘you’ to represent ‘your’ belief
about % prior to seeing any test results.

In some cases it might be possible to use information about the system and its development
process to give numerical valuesfor a and b. Here we shall concentrate on the case where no such
information is available, and use the "ignorance prior" with a=b=1.

f(9) = 1, for al ve[0,1]

If the system has executed T test runs with r failures, the posterior distribution of 9 is
Beta(a+r,b+T-r):

patr-1 (1_13)b+T-r-1

f(® |r.T.ab)= B(atr,b+T-r)

which reducesto

Y (1_19)T—r

f(ﬁ | r,T,l,l):m

for the "ignorance" prior.

For any particular values of r and T observed during statistical testing, we can use these last two
expressions to compute reliability estimates for the software under test. For example, the "best"
point estimate of the probability of failure on demand is usually taken to be the posterior mean

atr

Bl T)= aip+T

More useful than a ssimple point estimate, however, is a confidence bound. In Bayesian terms, this
isexpressed asapar 9,00 such that:

3 The conjugate family has the property that both prior and posterior distribution will be members of the
same parametric family of distributions. It represents a kind of homogeneity in the way in which our beliefs are
represented, and how they change as we receive extrainformation.
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Pr(©< 9g)=1-a

For atest campaign containing a given number of test runs, we can compute the maximum number
of failuresthat are admissible for the above inequality to be satisfied; or conversaly, for a particular
number of failures observed, the minimum total number of test runs over which they should be
spread.

The following table illustrates this in the case where the reliability target is expressed as 99%

confidence that the true Pfd is smaller than 10-3, i.e. when (p,,«) = (0.001, 0.01), and using the

uniform, "ignorance" prior distribution. Thus, 4602 successful test runs need to be executed

before it can be claimed that the target has been met. If one failure is seen before the run of 4602

gemangs is complete, then it must be accompanied by a total of 6634 successfully executed
emands.

Number of failures, r Total number of test demands, T
0 4602
6635
8402
10041
11600
13104
14566
15995
17397
9 18778

Table 1: Tota number of test runs, T, needed to claim that the Pfd O is less than 10
3 with 99% probability, if there have been exactly r failuresin the T test runs.

N |o |o |~ W N |-

Neither of these ways of expressing reliability - as a point estimate or as a confidence bound for
- ispredictive of future failure behaviour (as explained in 9.2). Merely being 99% confident that
the Pfd is smaller than 0.001 is not sufficient for us to be able to say how confident we are that the
system will survive, for example, the number of demands that are expected in ayear.

C.2.4. General case

Choosing a Beta prior distribution makes for easier calculations, but is not strictly necessary.
Modern mathematical software has made the calculations required for Bayesian inference much
less forbidding even when complex functions are involved. We describe here the general method
for applying Bayesian inference to Pfd estimation, and show a simple numerical approximation
that can easily be automated. Most formulas can be found in the boxed summaries at the beginning
of this appendix.

Having run T independent test runs, and observed r failures, the posterior density function for the
Pfd, ©, is:

() (;)or@mr

f(0| R=r, T)=—1

0[f(x) (I ) () (1-x)T-" dx
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and given this, one can derive the "best" estimate of the Pfd as the mean, or expected value, of ©,
as shown in the table.

To simplify the computation of the integrals, a method is to approximate the continuous

distribution f(%) with a discrete one. We thus represent © as a discrete random variable, and
describe its distribution via a succession

a=P(© =19j), i=0, 1, ..., K, 90=0< }1<92<..<VK=1;

in particular we define 9, = 0 and a, = P(© = 0). Notice that this approximation makes it easy to
represent a non-zero probability that the software has O Pfd, i.e., is fault-free. Thisisimplausible
for complex software, but may well be areasonable belief for simple and well-developed software.

After observing T testswith r failures, we obtain a discrete posterior distribution:

a () oir@opT
PO=0i |R=r, T)=) ,

j§0 a (-rr ) Ojf (1-9§) T

In the case of no failluresover T tests (r=0), the posterior distributionis:

i (1-0i T
PO = 9 |R=0, T)= =, A (0
(1.9:\T
2o & (1-9))
The expressions for confidence bounds are listed in the tablesin C.2.1.

C.2.4. Prediction of reliability rather than reliability parameters
The Bayesian approach admits a formal and rigorous theory of prediction. We can formulate a
proper reliability requirement asapair (To,o)for which
P(no failuresin the next To demands)= 1-a

The Bayesian predictive distribution for the number of failures R; in the next (future) T; demands,
if we have seenr failuresinthepast T test demands, is

1
P(Re=rt | F,T,a,b):JP(RFrf | 9) f(8| r,T,a,b) do

where P(R=r; | 9)= (rrff )ﬂff (1-9) Tf-re

Now, to find the total number of test demands the system needs to execute, including r failures, in
order to passthetest, we put ry = 0 and Tf =To in the above expression, and solve for the smallest

value of T for which the expression exceeds 1-o.. The following example uses the uniform prior,
a=b=1, asbefore.
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Number Tota number of test Total number of test Total number of test

of demands, T, for demands, T, for demands, T, for
failures, 1 | (T4 ¢)=(46, 0.009895)| (To,)=(500, 0.097982) | (To )=(1000, 0.178476)

0 4602 4602 4602

1 9229 9450 9681

2 13855 14298 14766

3 18481 19147 19852

4 23107 23996 24938

5 27734 28845 30024

6 32360 33694 35111

7 36986 38543 40198

8 41612 43392 45285

9 46239 48241 50372

Table 2: Total number of test runs, T, that must be performed in order to clam a

probability of failure over Tq future demands as low as o, if there have been exactly
r failures during test. Notice in each case how close to linear istheincreasein T with
r.

Table 2 gives some examples of this calculation for different (To,cx): these have been chosen so
that the first entry in each column is 4602 asin Table 1, so asto provide a comparison of the two
different ways of expressing areliability goal, and of the impact of this choice of goal upon the
amount of testing needed.

Once again, at least 4602 failure-free demands must be seen to claim that the reliability goal

(To,0)=(46, .009895) has been achieved. If afailure occurs during testing before this number of
failure-free demands has been executed, then 9221 failure-free test runs must be observed in
addition to the one failed run, and so on.

The difference between the three columns is also a non-intuitive consequence of stating a true
reliability requirement. The three columns correspond to three requirements that are equivalent
from the point of view that al would be satisfied with 4602 failure-free tests (they correspond to
the same 99% confidence upper bound of 0.001 on the Pfd). But we can also see the three
columns as representing the needs of customers with different planned lifetimes for the software.
A somewhat obvious consequence is that alonger projected lifetime (more demands) implies that
the observed test series gives lower confidence that no failure will be observed in the future. In
addition, the number of successful test runs needed to compensate for test failures grows with the
projected lifetime over which confidence is sought.

C.2.5. Continuously operating systems

In a software system that runs continuously, it is usually reasonable to assume that failures will

occur "purely randomly", i.e. in a simple Poisson process of rate A. The theoretical development
follows closely that of the discrete case above. The number of failures, R, in timet has a Poisson
distribution:

P(R=r)= —(M)rr!e

and in particular
P(R=0)=e™

The conjugate family hereisthe Gamma. Thusif we represent our a priori belief about the failure

rate A by Gamma(a, b), the posterior for A after seeing r failures during timet is Gamma(a+r,
b+t):
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a+r qa+r-1—(b+t)A
F(AIrtab)=0Fr0 AT e
I'(a+r)

As usual in the Bayesian framework, it is best to use a proper prior distribution that truly
represents ‘your’ beliefs, and there is no obviously plausible "ignorance” prior. In what follows,
for illustrative purposes only, we have used the improper4 uniform prior distribution:

f(A)=1
which gives the (proper) posterior distribution for A:
f(A|r,t) =Gamma(r +1t)

For any particular values of r and t obtained from testing the software, we can use expressions like
these last two to compute reliability estimates. Thus the best point estimate of the failure rateis the
posterior mean:

E(Alrt ab)= Tr0

As before, a confidence bound is generally more useful than just a point estimate. We can express
the reliability requirement as a pair (Ag,) such that

P(A < A,lr t;ab)=1-o

The following table illustrates this calculation in the case where the reliability target is 99%

confidence that the true failure rate is less than 103, i.e. when (1g,)=(0.001, 0.01) and the
uniform prior is used. Thistableisused smilarly to the earlier one: thusif precisely one failure has

been seen in the test, then the reliability target is reached if the total time on test reaches 6638.35
time units.

Number of failures, r Total elapsed time on test, t
4605.17
6638.35

8405.95

10045.12

11604.63

13108.48

14570.62

15999.96

17402.65

18783.12

Table 3: Total elapsed time on test, t, needed, If there have been exactly r test

failures, so asto claim 99% probability that A <0.001.

O[O (N U WINF| O

Once again, neither of these ways of expressing the reliability (as a point estimate or as a
confidence bound) allows predictions to be made of future failure behaviour. We can formulate a

reliability requirement asapair (tp,o0) such that

4 This probability distribution is "improper” in the sense that its integral over the whole range of the random
variable is not 1.
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P(nofailluresinnextt,) =1- «

Now P(no failurein nextt,|j failuresint)

oo oo j+1
= je"uo p(A]j,t)dA = je"uOGamma(j +1,t)dA = (%]
0 0

+t0

if we use the same uniform prior as previously. Table 4 gives some examples of the calculation for
different (tp,0).

Number of |Total elapsed time, t, for| Total elapsed time, t, for | Total elapsed time, t, for
failures, r (t,,@)=(46.517,0.01) | (t,,r)=(500,0.097940) | (t,,r)=(1000,0.178407)

0 4605.17 4605.17 4605.17

1 9233.57 9453.89 9685.78

2 13861.96 14304.05 14771.85

3 18490.36 19154.56 19859.28

4 23118.76 24005.22 24947.26

5 27747.16 28855.95 30035.51

6 32375.57 33706.72 35123.91

7 37003.97 38557.52 40212.41

8 41632.37 43408.33 45300.98

9 46260.77 48259.15 50389.60

Table 4: Total elapsed time on test, t, needed If there have been exactly r talled demands,

so asto claim a probability oo of no failures over a future duration of execution tg. Asin
Table 2, notice in each case how closeto linear istheincreaseint withr.

C.2.6. Discussion

The tables here illustrate some important differences between the different ways of expressing a
reliability goal, and they show that the more usua approach, involving a confidence bound for the
Pfd or the failure rate, could be misleading. One danger with this formulation of a reliability
requirement is it might be taken to mean that when the test is passed we can, in the Pfd example,

say, treat the Pfd as actually being 10-3 for all intents and purposes, since the 99% confidence that
itisnot larger than thisis the same as ‘almost certainty’. This would be a dangerously misleading

view. The 99% Bayesian confidence statement that ¢ is smaller than 0.001 means that thereis a
1% chance that it lies somewhere in the interval (0.001,1). However, this analysis does not allow
us to take any account of the contribution to unreliability arising from this component of
uncertainty.

The advantage of the prediction-based reliability formulations are that they allow us to compute
directly the things that are of practical interest, which are always predictions for future system
behaviour. A comparison of the tables also shows us how much more ‘ conservative' they are than
the confidence bound approach. The examples have been chosen to have the same entries on the
first line. That is, in the Pfd example, the person with the confidence bound reliability goal would
be satisfied that his’her goal had been reached if 4602 failure-free demands were executed, as
would the person(s) with the three different prediction-based reliability goals. Thus thereis a sense
in which these can be regarded as ‘similar’ reliability goals at the outset, although differently
expressed.

What is notable is the way in which, in Tables 2 and 4, the numbers of failure-free demands

needed for the reliability goal to be achieved, in the presence of failures, increase much faster than
in Tables 1 and 3. That is, expressing the reliability goal as a prediction, rather than as a
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confidence bound on the Pfd, isin a sense a more conservative approach. This alone would seem
sufficient reason for mandating the use of the prediction approach, particularly for critical systems.

We have concentrated upon the Bayesian approach here, rather than the more classical
"frequentist” one, precisely because it alows a proper formal treatment of prediction. In fact, when
we use the uniform priors as in our examples, the frequentist results for confidence bounds are
very similar to the Bayesian ones. In this sense, this choice of prior can be thought of as the one
that afrequentist would use if he/she had no prior information.

C.2.7. Classical confidence bounds

We can compute the classical frequentist equivalent of Table 1 as follows: having observed r
failuresin T test runs, the corresponding entry in the table is the smallest value of N satisfying

T N ) . .
. Orl (1-9=)T > 1-
jzal (J B (1 B) 2 1-o

Equivalently, if r failureshave been seen in T trials, then for a particular o the largest value of pg
satisfying the above givesa (p,, o) confidence bound:

Pr(9<dg) = 1-a

Note that the interpretation of thisis different from that of the Bayesian bound and less intuitively
appealing: here 9g is the random variable about which the probability claim is being made,

whereas in the Bayesian case the probability statement refers to the unknown . That is, a

Bayesian bound concerns our confidence in (i.e. a probability statement about) the parameter of
interest.

It is easy to show that the Bayesian and frequentist results are very similar when the uniform prior
isused for the former. In fact entriesin Table 1 are smaller than the frequentist ones by exactly 1.

In the continuous time case, when the parameter of interest isthe rate A, the frequentist results are
identical to those obtained from the Bayesian argument using a uniform prior (see Table 3).

C.3. Inference with reliability growth

C.3.1. Examples of reliability growth models

In this short document there is not sufficient space to describe in detail the very many different
models that have been proposed to describe the growth in reliability of software. Instead, we shall
give just two illustrative examples of well-known models.

Thefirst of these, the Jelinski-Moranda (JM) model, is one of the earliest models that were devised
specifically for software [Jelinski 1972]. In this model it is assumed that the successive times to
failure of the program are exponentially distributed, that the program starts life with an unknown

number, N, of faults, and that each fault contributes the same (unknown) amount ¢ to the overall
failure rate. It is also assumed that, following each failure, the fault that caused that failure is
removed with certainty. At stage i, then, the time between the (i-1)th and ith failures, Tj, will have

an exponential distribution with rate (N-i+1)¢, sincei-1 of the origina N faults will by then have
been removed. In order to estimate this distribution, we need to estimate the two unknown

parameters, N and ¢. This would usually be done by finding the values of N and ¢ that maximise
the likelihood function:
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j=i-1

[T(N-j+1)ge™ "
j=1

and substituting these into the exponentia distribution for T;. From this we could then express the
reliability in any appropriate way: as an estimated probability of surviving for a certain time
without failure, as afailure rate, as amean timeto failure, etc.5

In the IM model, the growth in reliability is essentially deterministic, since the improvement in the

failure rate at each fix isthe same amount, ¢. In contrast, the Littlewood-Verral model [Littlewood
1973] treats the effect of afix asitself uncertain. Here it is assumed that T; has an exponential

distribution conditionally with afailure rate Aj. In order to capture the inherent uncertainty in the

attempts to fix faults, Aj is assumed to have a gamma distribution, Gamm(cr, y(i)), where y(i) is
an increasing function of i. The idea here is that the successive failure rates will tend to increase
(technically, they are stochastically increasing), but that there is no guarantee that a specific fix will

improve the failure rate and it may even make it worse. In most applications of this model, (i) is
taken to be the linear function B1+i, and a prediction of T; will require the maximum likelihood
estimation of the three parameters o, 1, and 2 as for the IM model.

These two examplesillustrate the way in which most of the reliability growth models can be used
to make predictions. They are parametric models, i.e. they are characterised by the parameters N

and ¢ in the case of M and ¢, B1, and B inthe case of LV. At any particular stage, i, we use the
failure data that have been seen up to that stage, ts, to, . . . tj-1, to estimate the unknown model
parameters, and substitute these into appropriate mathematical expressions to estimate the
distribution of T;, or to make other predictions. As more testing data become available, i.e. i
increases, we might expect the estimates of the parameters of the model, and so the predictions, to
improve in accuracy.

There are many more reliability growth modelsin the literature. Unfortunately, as we have stated
earlier, thereis no single one that can be universally recommended so that a user can be confident
that the predictions of reliability will be accurate. Instead, we need to apply several models and
somehow select the one (or more) that is giving accurate results for the data set under
consideration. Techniquesthat allow thisanalysisto be carried out have recently become available,
and we describe these now.

C.3.2. Analysis of predictive accuracy

Consider the simplest prediction problem of all: that of estimating the current reliability. Let us
assume that we have observed the successive inter-failure times tq, to, . ., ti-1, and we want to
predict the next time to failure Ti. We shall do this by using one of the models to obtain an

estimate, Fj(t), of the true (but unknown) distribution function Fi(t) = P(Tj < t). Notice that, if
we knew the true distribution function, we could calculate any of the measures of current reliability
that may be appropriate for a particular application.

We now start the program running again, and wait until it next fails; this allows us to observe a
realisation tj of the random variable T;. We shall repeat this operation of prediction and observation
for some range of values of i. We would say, informally, that the model was giving good results
if what we observed tended to be in close agreement with what we had earlier predicted. We now
describe formal ways of comparing prediction with observation.

5 In this discussion, we refer to continuous-time models. Models also exist that use a discrete time scale; the
principles discussed in this section apply equally to them.
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Of course, our problem would be easier if we could observe the true Fi(t) so asto compare it with

the prediction, Fj(t). Since thisis not available, we must somehow use the tj, which is al we
have. Clearly thisis not a simple problem, and it is compounded by its being non-stationary: we
are interested in the accuracy of a sequence of different distributions, for each of which we see
only one observation. However it is possible to think of simple comparisons we can make. Let us
imagine, for example, that we are only interested in having an accurate estimate of the median, m,

of Ti. Remember that the median is the value of T; that is exceeded with probability 1/,. We could

count what proportion of the actual tj exceeded their predicted medians, m, and if this proportion
were very different from 1/, we would conclude that the median predictions were poor.

Such an analysis does not tell usagreat deal. Even if aseries of predictions passed this test, we
would only acquire confidence in the medians. It would not tell us whether other measures, such
as the mean time to failure or the failure rate function, were accurate. What we really need isto be

able to detect any kind of departure between prediction, Fi(t), and truth, Fj(t).

Our first general technique for detecting systematic differences between predicted and observed
failure behaviour is called the u-plot and it is based on a generalisation of the simple median check
described above. Details of this are given in the boxed-in text "the u-plot”. The u-plot can be
thought of as detecting a systematic difference between the predictions and the truth. Thisis very
similar to the notion of bias in statistics: there we use the data to calculate an estimator of a
population parameter, and this estimator is called unbiased if its average value is equal to the
(unknown) parameter. Of course, our case is more complex since at each stage we wish to estimate
afunction, rather than merely a number, and we can only detect prediction error over a sequence of
different predictions because of the inherent non-stationariety of the problem.

If for a particular data set a model gives predictions which have a good u-plot, this does not
guarantee that they are accurate in all possible ways. On the other hand, a "bad" u-plot does
indicate a systematic prediction error. Returning to the analogy of estimating a population
parameter in statistics, even if we have an estimator that is unbiased we may still prefer on other
grounds to use a biased one. For example, the unbiased estimator may have a large variance, so
that although its expected value is equal to the unknown parameter, any particular calculated value
of the estimator may be very far from this. Thisis the difference between what happens on average
and what happens at a particular instance. Similar arguments apply to a good u-plot, which also
tells us about average behaviour, but which can also mask large inaccuracies on particular
predictions.

Such considerations bring us to our next technique for analysing predictive accuracy, the
prequential likelihood function, and the prequential likelihood ratio (PLR): see the "PLR" box for
details. The PLR allows usto compare the ability of two models to predict a particular data source,
and select the one that has been most accurate over a sequence of predictions. Unlike the u-plot,
which is specific for a particular type of inaccuracy - akind of consistent bias - the PLR is quite
general [Dawid 1984]: the model that it selects as the ‘best’ is objectively so in a general way.
Thus, for example, it can detect circumstances when the predictions are ‘too noisy’, and so are
individually inaccurate, even when the u-plot is good and the predictions show no consistent
'bias'.

It must be admitted that these ways of examining the accuracy of predictions are non-trivial, and
users may find them at first quite unfamiliar. However, the use of the techniquesis really quite
straightforward, involving nothing more than simple graphical analysis as we shall see in the
following examples.
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The u-plot

The purpose of the u-plot is to determine whether the predictions, i.e., the distributionsFi(t) of
the times to failure after each fix, are ‘on average’ close to the true distributions, Fi(t). It can be

shown that, if the random variable T; truly had the distribution Fj(t), in other words if the

predicted and the true distributions were identical, then the random variable U; = Fi(T;) will be
uniformly distributed on (0,1). This is called the probability integral transform in statistics

[DeGroot 1986]. If we were to observe the realisation tj of T, and calculate u; = Fj(tj), the
number u; will be arealisation of a uniform random variable. When we do this for a sequence of
predictions, we get a sequence {u;j} which should look like a random sample from a uniform
distribution. Any departure from such ‘uniformity’ will indicate some kind of deviation between

the sequence of predictions, { Fi(t) }, and the truth { Fi(t)} .

We look for departure from uniformity by plotting the sample distribution function of the {uj}
sequence. Thisisastep function constructed as follows: on the interval (0,1) on the x axis, place
the points ug, Uy, . . un (each of these is a number between 0 and 1), then from left to right plot an
increasing step function, with each step of height 1/ n+1) a each u on the abscissa. The range of
the resulting monotonically increasing function is (0,1), and we call it the u-plot.

If the {uj} sequence were truly uniform, this plot should be close to the line on unit slope. Any
serious departure of the plot from this line is indicative of non-uniformity, and thus of a certain
type of inaccuracy in the predictions. A common way of testing whether the departure is
significant is via the Kolmogorov-Smirnov (KS) distance, which is the maximum vertical
deviation between the plot and the line [DeGroot 1986], for which there are widely available
tables. However, a formal test is often unnecessary: it is often clear merely from an informal
perusal of the plots that the predictions are poor.

More importantly, such informal inspections of u-plots can tell us quite alot about the nature of the
prediction errors. For example, if the predictions were consistently too optimistic we would be
underestimating the chance of the next failure occurring before t (for all t). The number u;, in
particular, is the estimate we would have made, before the event, of the probability that the next
failure will occur before tj, the time when it actually does eventually occur. This number would
therefore tend to be smaller than it should be in the case of consistently too optimistic predictions.
That means the us will tend to bunch too far to the left in the (0,1) interval, and the resulting u-plot
will tend to be above the line of unit slope. A similar argument shows that a u-plot which is
entirely below the line of unit slope indicates that the predictions are too pessimistic. More
complex u-plot shapes can sometimes be interpreted in terms of the nature of the inaccuracy of
prediction that they represent.

It is this observation that suggested the "recalibration” procedure described in this document.
Sometimes there is approximate stationariety in the errors made by a prediction procedure - the IM
model, for example, is usually consistently too optimistic in the predictions it makes; the LV model
is often consistently too pessimistic. In such cases, it seems reasonable to use the u-plot to estimate
this error, and then use this estimate to adjust afuture prediction.
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The PRL - Prequential likelihood ratio

The PLR isameans of deciding which of apair of prediction systemsis giving the more accurate
results on a particular data source. Consider the figure below,

true fj(t)

fiB(t)

fiAG) > fiBE)

where there are shown two ways, A and B, of making a prediction at stage j. Here we see the true
distribution (in fact the probability density function, pdf) of the next time to failure, Tj, together
with estimates of this (i.e. predictions) coming from two different models, A and B. Clearly here
A is better than B. After making these predictions, we wait and eventually see the failure occur
after atimetj. Obviously, we would expect tj to lie in the main body of the true distribution, as it
does here: i.e. itismore likely to occur where fj(t) islarger. If we evaluate the two predictive pdfs

at thisvalue of t, there will be atendency for fjA(tj) to be larger than f; B(tj). This is because the A
pdf tends to have more large values close to the large values of the true distribution than does the B
pdf: this is what we mean when we say "the A predictions are closer to the truth than the B
predictions’.

Thusiif the predictions from A are more accurate than those from B, the ratio
FA
fi)
B
fo(t)
will tend to be larger than 1.
The PLRis merely arunning product of such terms over many successive predictions:

o)
e,
=k Ty

and this should tend to increase with i if the A predictions are better than the B predictions.
Conversely, superiority of B over Awill be indicated if this product shows a consistent decrease.

Of course, even if A is performing consistently more accurately than B, we cannot guarantee that

fiA(t)/ TiB(t) will always be greater than one. Thustypically in a case where A is better than B, we
would expect the plot of PLR (or more usually, for convenience, the log of this) to exhibit overall
increase but with some local random fluctuations.

We are usually interested in comparing the accuracy of more than two sequences of predictions. To
do this we select one, quite arbitrarily, as a reference and conduct pairwise comparisons of all
others against this, as above.

PLR is a completely general procedure for identifying the better of a pair of sequences of
predictions. Apart from the intuitive plausibility of PLR as a means of selecting between many
competing prediction methods on a particular data source, support for this technique comes from a
more formal asymptotic theory [Dawid 1984].
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C.3.3. Recalibration to improve accuracy of predictions

The basic idea here is to exploit the fact that it is sometimes the case that the prediction errors are

approximately stationary. More formally, Fi(t) is approximately equal to G[ Fi(t)], for some
unknown ‘error function' G for al i. The point is that there is always an unknown function that
will transform the predicted distribution into the true distribution, but it is only sometimes the case
that this function is approximately the same for all i. When this occurs, we have the opportunity of
estimating this error function from the earlier predictions we have made. In fact, it can be shown
that the u-plot based upon these earlier predictions is a suitable estimator of G [Brocklehurst
1990]. The recalibration procedure is therefore as follows

1 Obtain u-plot, say G*, based upon the raw predictions that have been made before stage i.
2 Obtain Fi(t) from 'raw mode' for prediction at stagei.

3 Cadculate recaibrated prediction Fi*(t) = G*[ Fi(t)].
4 Repest at each stagei.

The most important point to note about this procedure isthat it istruly predictive, inasmuch as only
the past is used to predict the future. This meansthat it is not necessary to believe a priori that the
recalibrated predictions will be better than the raw ones, since the various techniques for
comparing and analysing predictive accuracy can be used. In particular, the PLR will tell us
whether recalibration has produced better results than a simple use of the raw model.

C.3.4. Example

For this example we shall use the data shown in section 5.2. The software reliability growth
models we shall use, with references where details of these may be found, are as follows: Jelinski-
Moranda (JM) [Jelinski 1972], Littlewood (LM) [Littlewood 1981], Littlewood-Verrall (LV)
[Littlewood 1973], Goel Okumoto (GO) [Goel 1979], Musa Okumoto (MO) [Musa 1984], Duane
(DU) [Crow 1977], Littlewood non-homogeneous Poisson process (LNHPP) [Miller 1986] and
Keiller Littlewood (KL) [Keiller 1983].

In the example we shall, for simplicity, concentrate upon simple one-step-ahead predictions:. at
stage i in the testing, when we have seen the first (i-1) failures, we shall use the corresponding
inter-failure times as the raw data to predict, from each model, the distribution of the next time to
failure. In Figure i we show the medians of the distributions calculated in this way (the numbers
onthey axisrepresent seconds of execution time).

6 For technical reasons, which do not detract from the general explanation given here, it is desirable for G* to
be a smoothed version of the joined-up step-function u-plot; a spline-smoothed version has been used in the
following examples.
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Figure i

In the early predictions of this plot there is reasonabl e agreement between the eight different sets of
median predictions, but from about i=85 the models start to diverge in their estimates of the
evolving median times to failure. Whilst all model agree that there is reliability growth, some
models (JM, GO) are giving much larger estimates (i.e. are more ‘optimistic’) than others (LV,
KL, MO). In addition, some models are far more noisy in their sequence of predictions than
others: JM, GO exhibit quite large fluctuations up and down, in contrast to the smoother growth
shown by LV, KL, MO.

Whilst the disagreement between the modelsis clear, thereis no information in this plot that allows
us to determine whether the IM and GO predictions are objectively optimistic, nor whether they are
unduly noisy (there could be real noise in the true reliability as a result of bad fixes). To answer
guestions like this we need to study the u-plots and PLR.

1 LNHPP
(MO almost identical)
IM buU
GO
/
LV
(KL almost identical)
0

Figure ii: u-plots for the same data
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Figure ii shows the u-plots of the different models for these 100 predictions. These show that the
JM and GO plots are entirely above the line of unit slope, thus confirming that these predictions are
in fact objectively too optimistic. Similarly the KL, LV plots are ailmost entirely below the line of
unit slope, showing that they are too pessimistic. The other models are close to the line of unit
dope, indicating that they seem to be accurate according to this test.

10 _

5 -

log(PLR)

o 4d 50 60 70 8} 90 100 120 130 140

Figure iii: Log(PLR) versus i for the same data

Figureiii shows aPLR comparison of the predictions of the models. Here JM has been chosen as
the reference model, and pair-wise comparisons with it carried out for the other models. This
confirms the observation we made of the median predictions, that thereis little to choose between
the earlier predictions - there is no obvious trend in these plotsin the early stages. However, from
about =95 onwards there is a clear trend upwards for all models except GO, indicating their
superiority over JM. At the very end, there is dight evidence of adownward trend in LM, LV, KL
and DU, but thisis not persistent enough to be certain.

On balance, if one had to select a single model for the next one-step-ahead predictions, LNHPP
looks the best candidate. Of course, such decisions as to which model to use for future predictions
would be carried out dynamically, using frequent analyses of the kind conducted here as more and
more data becomes available.

C.3.5. Discussion

As has been stated earlier, the experience with software reliability growth modelsisthat no single
model can be trusted to give universally accurate predictions, and no model can be selected a priori
in the confidence that it will be accurate on a particular data set. It is for this reason that the
methods described above were developed. They enable the analyst to select the model that is
performing well (if any is) on the particular data under examination, and thus allow him or her to
have reasonable confidence in the results.

The models we have described all base their predictions upon maximum likelihood estimators of
their parameters; these estimates are substituted into appropriate mathematical expressions derived
from the models in order to predict reliability. Thisis a somewhat ad hoc procedure: it would be
better to carry out a proper Bayesian analysis, since there is an exact theory of Bayesian prediction
[Aitchison 1975]. Unfortunately, this is presently too difficult to conduct exactly even for the
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simplest model, although there may be progress in accurate approximations in the coming years as
aresult of recent research [Smith 1993].

It is similarly impossible to compute exact confidence bounds for the parameters of most of the
popular software reliability growth models, even when, as here, simple maximum likelihood
estimation is involved. Confidence bounds on the reliability predictions that are computed from
these parameter estimates are, of course, even more difficult to compute and are thus generally not
avallable.

This problem is not as serious as it might at first seem. Whilst the techniques such as u-plots and
PLR do not allow the accuracy to be quantified in terms of confidence bounds for the predictions,
they do address the important issues concerning the possible inaccuracy of the underlying model
being applied. That is, they are based upon a comparison between prediction and actuality, and are
thus sensitive to all sources of possible inaccuracy, rather than just the sampling accuracy that
would be involved in estimation of the model parameters.

C.3.6. Bayesian versus classical frequentist analysis of failure
data

Aswas stated earlier, the reliability growth models, because of their comparative complexity, pose
difficulties for Bayesian statistical inference to estimate the model parameters. As a result,
estimation of their parameters tends to be conducted via maximum likelihood, and the consequent
predictions are then obtained by substitution these point estimates into mathematical expressions
obtained from the models. Whilst this is a perfectly reasonable procedure, it does not have the
formality of the Bayesian predictive approach. Most importantly, mere substitution of point
estimates into these mathematical expressions does not take into account our confidence in the
expressions. In contrast, the Bayesian predictive distribution for an unobserved random variable,
say the next time to failure T;, after having the inter-failure times t1, . . tj-1, is the proper

conditional distribution p(tj| t1, . . tj-1, model, prior beliefs). In other words, given that the mode!
is correct, the Bayesian procedure gives ‘your’ true distribution for the random variable of interest,
and your confidence in the inference about the model parameters isincorporated via the posterior
distribution for these parameters.

In general, the Bayesian result will differ from the classical one, although it is sometimes possible
to contrive to choose a prior distribution that *mimics' the classical approach. Indeed, a plausible
"ignorance” prior, chosen to alow the data to ‘ speak for themselves', can sometimes give results
that coincide exactly or nearly exactly with the classical results.

Given these advantages of the Bayesian approach, it should be used whenever possible. For the

simpler situation of estimating reliability when thereis no reliability growth, a complete Bayesian
analysisisfeasible, as presented earlier.
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