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Abstract

Due to the constantly evolving nature of cyber threats and attacks, organisations see an
ever-growing requirement to develop more sophisticated defence systems to protect their
networks and information. In an arms race such as this, employing as many techniques as
possible is crucial for companies to stay ahead of would-be attackers.

Design diversity is a technique with a significant history behind it, which has become
more widely used as the availability of off-the-shelf defence software has become more
commonplace. The simple concept behind design diversity is the age-old saying that
”two minds think better than one”. When combining multiple tools for cyber defence,
it’s reasonable to expect that when these tools use different techniques, or work under
different assumptions and configurations, they would also likely detect different threats.
Hence, the security events that one tool misses or misclassifies, the other could correctly
handle, and vice-versa. We would expect design diversity to remain an important design
paradigm for as long as building a completely foolproof security system stays within the
realms of impossibility.

While design diversity is appealing, and it has been used to great success in the past,
it is important to realise that any possible gains from using this technique are entirely
dependent on how diverse the various tools are, and on the context in which it is applied.
Applying design diversity will yield different results in different environments, so it is
important that empirical results are provided in as many contexts as possible.

In this work, we have looked at the use of design diversity in two major contexts. The
first context deals with the question of detecting malicious web scraping activity. We have
analysed three separate datasets provided to us by Amadeus - a global provider for the
travel and tourism industry - which contain the HT'TP traffic they observed within their
network, as well as the alerts raised by two of their web scraping detectors. We studied
how the combined performance potential of the two tools compares to their individual
performances, in 1-out-of-2 (1002) and 2-out-of-2 (2002) adjudication schemes, meaning
that a combined system raises an alert if any one of the internal tools does so as well, or the
combined system only raises an alert if both internal tools do so, respectively. We’ve also
identified several aspects that highlight the different alert patterns of both tools, which
we use to explain the inherent diversity between the two.

The second context in which we have studied the use of design diversity is in the use
of machine learning models for the classification of malware and benign software samples.
We’ve done this with the use of a dataset that looked at the performance of 37 different
RNN machine learning models used to classify a pool of over 4000 software samples, which
originated from a previously published paper whose authors we have collaborated with.
With the higher number and degree of diversity of the detection tools (the machine learning
models) in this study, we were able to expand our results with additional adjudication
schemes, anywhere between 10010 and 100010, as well as more interesting schemes, such
as simple majority schemes, e.g., 3005. Similarly to the first body of work, we studied
and summarised the different aspects that led to diversity in the behaviour of machine
learning models.

When utilising multiple diverse systems, each producing a result, a voting or adju-

dication system is needed to decide on the overall system output/decision. The use of
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conventional adjudications schemes (e.g., 1-out-of-2) provides a useful first point for the
use of design diversity, but these schemes may be deficient in comparison with others such
as those that use optimal adjudication. As opposed to conventional adjudication schemes,
where the individual outputs of each internal tool are not taken into account - i.e., a 1002
scheme does not care which one of its two internal tools raised an alert, only that one
of them did - this is not the case for optimal adjudication. In optimal adjudication, the
combined outputs of all the internal tools are called syndromes, and the output of the
overall system is going to be dependent on which unique syndrome was generated for any
given classification sample. This affords us several benefits, which we will detail in depth,
primarily that specific tools can be given higher confidence over others, and that the error
cost of generating false positive or false negative outputs can be taken into account when
deciding the output of the overall system, such that we can optimise for the lowest error
cost overall.

We have looked at the use of optimal adjudication in particular with our second dataset
concerning the use of machine learning models for the classification of software samples.
We expand on the benefits afforded over using conventional adjudication schemes, and
delve into the aspects that make the various machine learning models diverse from one
another.

We expect the results from this thesis will provide insight into the use of different
adjudication schemes in the contexts we highlight (contexts in which, to the best of our
knowledge, previous research has not been published), as well as provide guidance on the
creation of such combined systems for use in security deployments beyond the contexts

we have studied.
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1 Introduction

1.1 Context of the research

All systems need to be reliable and secure. An unreliable system is one that is prone to
failures, caused by random or deliberate uncovering of faults and vulnerabilities, and the
effects of these failures can range from mere annoyance, in the case of day-to-day systems
such as word processors, to outright catastrophic consequences when dealing with safety-
critical scenarios, such as flight control. Increasing the reliability and security of a system
is a critical field of study in computer science.

The topic of reliability, and the techniques employed to increase the reliability of
software systems has been extensively studied over the years [4]. The use of replication and
redundancy techniques are commonly used to increase reliability, especially in hardware.
These techniques yield the best results in hardware because hardware components are
subjected to physical decay - such as rust or moisture - and as such, component failures
are independent from one another. When applied to software however, replication and
redundancy offer limited benefits, because the conditions that lead to the failure of one
component will also lead to the failure of another identical component. Because of this,
software was historically made more reliable through fault prevention and reduction efforts.
While these techniques have merit, and are necessary, on their own they may not be
sufficient to deliver high reliability and security. To achieve higher levels of reliability
and security, software fault tolerance, through the use of diverse redundancy, has been
prescribed in the past [1,5,6].

A popular technique which has a storied past is that of N-version programming. N-
version programming (NVP) is a process through which multiple variants of the same
system are constructed independently, and then joined into a combined system as a com-
plete product. This final product is thus a composition of multiple, diverse systems which
perform the same function, but do so through different means and algorithms. The core
idea in this pursuit is that the different variants will fail on different demands, and where
one fails, another might not. N-version programming is widely used in highly-critical
scenarios where the consequences of failure are disastrous, such as flight control systems
and rail traffic [7, 8], and it has achieved significant positive effects. One of the obvious
drawbacks to the use of NVP techniques is that it carries an additional, potentially high
cost of development. While there are studies suggesting that the cost of developing NVP
variants is not as severe as one might imagine at first [9], these are far and few between.
Hence more studies are needed to justify the benefits, in increased reliability and security,
on the use of NVP for a particular domain.

The growing abundance and ubiquity of off-the-shelf (OTS) software components built
for myriads of applications has created a secondary alternative to that of NVP, known
as design diversity. These OTS components are cheaper to acquire (possibly even free
as open-source software becomes increasingly normalised), and already provide out of the
box, tried and tested methods of operation. A developer looking to put together a system
that uses design diversity by utilising multiple OTS components needs only to build the
glue code (middleware) which makes sure the different products work together to achieve

the desired goal. This means that a system can be constructed at a fraction of the cost,



while still providing similar reliability benefits to those found in N-version programming.

In both N-version programming and design diversity, the potential benefits to reliability
are justifiable through common sense: the advantages and drawbacks of each individual
component can be leveraged such that the failures of one are covered by the correct
operation of another. However, the degree to which the reliability benefits are observed
is largely dependent on two factors: 1) the actual diversity between the components,
and whether they tend to fail dependently or independently from one another and; 2) the
voting scheme being utilised to adjudicate between the outputs of the various components.

An adjudication scheme determines how the overall system operates, based on how its
internal components perform. In the simplest example, in which a system is composed of
two individual components, each generating outputs if certain conditions are met, there
are two basic adjudication schemes that can be chosen. The first is a 1-out-of-2 scheme
(loo2), where the overall system generates outputs if either of the internal components
does so. Under this scheme, if one of the internal components fails to correctly generate
an output under a certain set of conditions, the second component can still be used to
overcome that error. However, it also means that if a component incorrectly generates
an output when it shouldn’t, that error will be propagated to the overall system, thus
generating a ”false positive”. The other possible scheme is a 2-out-of-2 (2002), where the
overall system only generates an output if both of its internal components agree that such
an output should be generated. This has an opposite effect on the reliability measures of
the system. It decreases the number of ”false positives”, but at the same time means that
outputs that should have been generated were missed because of a single failed component.
The choice of which adjudication scheme to utilise is one whose answer is highly dependent
on the context in which it is applied, and which types of failures (false positives or false
negatives) lead to greater losses.

The question of reliability, and the techniques we have discussed also apply when it
comes to the security of a system. Cybercrime and cyber-attacks are a growing concern
to organisations and institutions worldwide. Over the years, the potential monetary value
that can be gained from carrying out attacks has increased substantially, driven up by the
increased reliance organisations have on their technology and information systems [10].
For the security of a system, the benefits of N-version programming and design diversity
are also dependent on the types of attacks the system is exposed to [5]. Because of this,
empirical results for each field of study are a necessity for organisations to be able to make
informed, empirically supported, decisions on how best to increase the security of their
systems.

The first section of our work was done in the context of detecting malicious web scrap-
ing activity, in collaboration with Amadeus. They have provided us with three datasets
collected from their internal networks in different locations, which included the alerts gen-
erated by two of their intrusion detection systems tailored to monitor for suspicious web
scraping activity. We have looked at the use of conventional adjudication schemes with
these datasets and highlight the diversity that existed between the two security tools.
This collaborative work was done under the auspices of the DiSIEM project, which was a
project that aimed to enhance the capabilities of SIEM (Security Information and Event

Management) systems by improving the quality of security events collected from diverse



sensors [11].

Our next section of work deals with the context of using machine learning algorithms
for the classification of benign and malicious software samples. We have analysed a dataset
of 37 different RNN machine learning models used to classify a pool of over 4000 software
samples. Due to the higher number of classification models in this dataset we were able
to expand our research to included higher numbers of adjudication schemes. This second
section of work was done in collaboration with researchers at the University of Cardiff,
as a follow up of a previous research they had published on the use of these same RNN
models [12].

Finally, we expand on both contexts with the use of optimal adjudication techniques.
Optimal adjudication differs from conventional adjudication schemes (e.g., 1002 or 2002),
by taking into account the outputs of each individual internal classifier, rather than sim-
ply a quorum of them. By doing this, we are able to place higher levels of confidence
on individual classifiers, as well as adapt our adjudication outputs based on varying error
costs from generating false positive or false negative classifications. We detail our method-
ology for constructing optimal adjudicators, as well as the improvements observed over

conventional adjudication schemes.

1.2 Objectives

The objectives of this research are as follows:

e 1) Assess the effects, and present the results on the use of design diversity on the

security of systems. This was done in:

— 1.1) the context of malicious web scraping detection, in collaboration with
Amadeus, an industrial partner which provides support and infrastructure for
the global travel and tourism industry and provided us with real datasets of
network traffic observed within their networks and the alerts generated by two

of their internal intrusion detection tools.

— 1.2) the context of malware sample detection using machine learning methods,
in collaboration with Matilda Rhode from the University of Cardiff, who pro-
vided us with a dataset of the classifications generated by 37 different recurrent
neural network models when classifying a pool of over 4000 malware and benign

software samples.

e 2) Assess and compare the benefits and drawbacks of different adjudication/voting
schemes when applied to systems using design diversity, and the effects that different
configurations can have on the overall reliability observed. In particular, the use of
optimal adjudication schemes versus non-optimal adjudication schemes were assessed

for both contexts we’ve highlighted above.

e 3) Describe a clear methodology that can be followed for analysing the effects that

diverse tools can achieve when paired together.



1.3 Contributions of the research

This research has provided valuable information to our industrial partner, Amadeus, on
the effects observed due to the use of design diversity in their system. This includes the
general improvements found in their systems due to the use of design diversity, as well as
insight into how further improvements can be achieved. Along with this, a visualisation
dashboard has been provided to Amadeus, which is used by their SOC teams in order to
inform their decisions about the security of their system.

Our work has also contributed to the DiSTEM project, through direct discussion and
sharing of results with members of the project. DiSIEM is a project funded by the Eu-
ropean Union with the goal of enhancing SIEM systems by improving the quality of the
events collected by diverse sensors and adding support for OSINT data sources.

From a more general perspective, our research provides empirical evidence on the
benefits of design diversity for the detection of malicious web scraping activity, as well as
the use of machine learning for the classification of software samples, both contexts which,
to the best of our knowledge, have not received in-depth research. We demonstrate how
these benefits can be improved with the use of optimal adjudication schemes compared to
conventional schemes. Additionally, we present our methodology for achieving this results,
which can be used by other researchers to analyse the effects of design diversity in other
contexts.

During the first year of the research, a regular research paper was accepted and pre-
sented at the 23" IEEE Pacific Rim International Symposium on Dependable Computing,
in Taiwan, in December of 2018. [13]. This paper presents the analysis of the first dataset
provided to us by Amadeus and reports our findings on the use of design diversity for
tackling malicious web scraping. An earlier Fast Abstract that explained some of the
work was presented at the IEEE International Conference on Dependable Systems and
Networks conference, in 2018 [14].

Our second section of work, dealing with the use of machine learning for the classi-
fication of software samples has resulted in the creation of an additional journal paper,
detailing the results obtained with the use of conventional adjudication schemes. This
paper has been published in the journal of Computers and Security [15]. Additionally,
further work looking at the application of optimal adjudication in this context is currently
underway in collaboration with Dr. Kizito Salako from City, University of London, and a

journal submission is expected by mid-2022.

1.4 Thesis outline

The remainder of this thesis is outlined as follows: in Section 2 we present a review of
the current literature, looking at system reliability and the techniques used to improve
it, fault tolerance, as well as the issues of general malware, malware detection, cyber-
attacks and web scraping; in Section 3 we review the methodology we have employed in
our research efforts; Section 4 focuses on our collaboration with Amadeus, and our study
of the use of design diversity in the context of detecting malicious web scraping; section
5 expands on work done by Matilda Rhode from the University of Cardiff, and relates

to the use of design diversity with machine learning used to classify software samples as



either malicious or benign; the research presented in these two previous sections is then
expanded in section 6 by looking at the benefits of optimal adjudication and its effects in
both of these contexts; finally, in section 7 we conclude this thesis with discussion of our
three major research endeavours, a review of our research objectives and detail some of

the work that could be further pursued.



2 Literature review

In this section we discuss relevant literature for this research, with a focus on software
reliability and security, and techniques to enhance this, namely, N-version programming
and design diversity. We discuss the different adjudication schemes possible when setting
up such systems, and various metrics used for assessing the performance of classifiers.
Further, we delve into the realms of malware and malware detection, including web threats
and malicious web scraping.

Our literature review process informally follows the Systematic Literature Review
(SLR) process proposed by Barbara Kitchenham [16]. We collected research from promi-
nent sources, both journals and conferences, including: International Symposium on Soft-
ware Reliability Engineering (ISSRE); Transactions on Dependable and Secure Computing
(TDSC); European Dependable Computing Conference (EDCC); International Conference
on Computer Safety, Reliability and Security (SAFECOMP); International Conference on
Dependable Systems and Networks (DSN); and from these identified primary studies. We
have also looked at research performed by members at City, University of London, and
included those in our efforts. When looking for literature we have focused on keywords
most related to our own research (design diversity, bot scraping detection, security assess-
ment, malware detection, etc). For some topics - namely system reliability and security,
N-version programming and design diversity - we have tried to review as far back as we
could find research on, in order to paint a historical picture of the field of study. For top-
ics which originated outside the field of computer science, we have also attempted to find
relevant information. These include binary and non-binary classification systems, topics
which appear frequently in the medical and machine learning fields.

For studies which presented empirical data, we attempted to collect a breath of dif-
ferent research areas. For example, for studies on the effects of design diversity, we have
attempted to identify the broadest number of areas for which empirical results exists
(i.e., use of design diversity in AntiVirus solutions, IDSs, firewalls, etc.). What we con-
firmed when looking at these empirical studies, which we discussed during our literature
review chapter, is that the effects of design diversity can vary significantly from one field
to another, and thus, comparing the results of different studies between themselves does
not necessarily yield useful information. For this reason, we have not followed the data
extraction and synthesis steps of Kitchenham’s SLR process.

During our literature collection we identified four other SLRs which were of interest
to our own research. These were: i) a systematic literature review on the design of
different adjudication systems for fault-tolerant Service Oriented Architectures (SOAs) by
Nascimento et al. [17]; ii) a survey of different approaches for detecting bot traffic made
against web servers, by Acarali et al. [18]; iii) and iv) two separate surveys on malware
detection techniques, by Vinod et. al. [19] and Saeed et. al. [20].

2.1 Software reliability and security

The reliability of a system can be defined as the ability of that system to continue providing
a correct service [21] - "correct” in this instance means that its results conformed to the

expected behaviour as specified in a system specification. All software systems require a



certain level of reliability. Simple applications, such as word processors need a high enough
reliability such that it allows users to work with them at a reasonable pace, without being
affected by constant crashes or mishaps. On the other end of the scale, more critical
systems, such as air flight control software require very high levels of reliability, as faults
in their design or operation have the potential to lead to catastrophic outcomes.

There are two main issues when dealing with system reliability. The first of these is
how one goes about achieving the required level of reliability for any one system. What
techniques should be applied, and how can one do this effectively and efficiently? The
second issue is how to assess the level of reliability a system has actually achieved, such
that one can be convinced that a piece of software will meet its reliability target in a given
production environment.

The reliability of a system goes down as the system’s failure rate increases. It is
important therefore, that we describe the process that leads to a system failure. In Fig.
1, we illustrate the commonly accepted model of how a failure arises in a software system
[21,22].

| Fault |—)| Error

Figure 1: Fault, error, failure model

The first step in the chain is a fault. A fault is an avoidable defect which is left in the
system due to a human mistake!. If triggered, this fault causes the particular algorithm
in which it is present to produce an undesired result, which leads to an erroneous state
- an error. While the system is in this erroneous state, it does not necessarily lead to
an immediate, externally observable failure, it only means that it has the potential to do
so. It is when the system interacts with the erroneous state - a variable which contains
an incorrect value, for example - that it leads to a failure of the system, either fatal or
not. Additionally, this model can be chained, if we classify a system as a set of different
components. This means that a component which contains a fault can produce an error,
leading to its failure, and in turn this failure may trigger a fault in another component.

The goal with increasing system reliability is to minimise the number of failures ob-
served in a system. There are two major types of failures that we see in systems. The first,
and more straightforward of these are physical failures. These failures arise in hardware
because of physical decay of the components over time - e.g. rust, burnt elements, build-up
of moisture, etc. These failures have historically been deemed unavoidable, because there
will always exist physical decay, as components are exposed to the elements and the laws
of physics. As such, a large part of the reliability achieved in the physical systems and
components comes from the use of redundancy - the use of multiple, identical components.

The second major type of failures are known as ”systematic” failures, as defined by
Strigini et. al [6], and pertain to software, and the logical components of a system.
Systematic failures occur, as the name implies, systematically whenever a specific set of
circumstances occurs in the use of products. These failures arise, not from physical decay,

but from human faults, left in a system during its design or development phase, either

LA fault may also be intentionally planted in the system, with or without maliciousness. We will touch
on this later on.



because of oversight, or lack of foresight when building these. The nature of systematic
failures could lead one to expect that they are deterministic, and as such the use of
probabilistic models would not yield significant results. However, while the failure process
is indeed deterministic - a system always fails under a certain set of circumstances and
parameters - the occurrence and triggering of faults are not. We can take advantage of
this, to build a probabilistic model of fault distribution present in a system.

Littlewood et. al describe this model of thinking [1], for two distinct types of systems.
For real-time systems, which are constantly running, we can define a time variable (not
necessarily a real time clock) and embed arising software failures on this timeline. What
we hope to accomplish is to obtain an assurance that the rate of failure is sufficiently low,
or that there is a high probability of a system surviving a pre-defined operation period
without failures arising.

For safety systems, such as a nuclear reactor protection system, which only respond
on occasional demands from a larger environment, we can model their reliability as the
number of failed demands over the sequence of all demands made to the system. This is
usually expressed as the probability of failure upon demand (pfd).

Figure 2 gives us a high level overview of this model. On the left side we have a set
of all demands, D, which can be processed by a particular system. Each point in this set
represents a vector of the possible values which could affect the application process - for
example, in the context of a nuclear reactor protection system, each point could be a vector
of temperature values, pressure values, current time, etc. A program, P, translates all of
these points in the demand space, into points in the output space. There are two divisions
that we make, on both the demand space, and the output space. The straightforward
objective is that each point in the demand space translate into an acceptable output after
being processed by the program. However, we need to model the failures observed by the
system, and as such, there is a subset of demands (Df) from the demand space, which

translate into unacceptable outputs.

@

unacceptable

\‘

acceptable

Figure 2: Software failure model [1]

There are some significant problems when applying this model in practice. The first
of which is that, modelling the entirety of the demand space of a program is exceedingly
difficult for any non-trivial system. Any real-world application for which the use of software

reliability techniques would have a significant impact would have far too large of a demand



space to describe theoretically, let alone meaningfully test. The second issue is that, while
we have modelled the demands which translate to unacceptable outputs as a single cluster,
making this clear division in a real-world system is an obvious challenge to undertake, and
there are no guarantees that the various ”problematic” demands will even have anything
in common between themselves. Identifying these demands would be, in a real-world
scenario, a mostly case-by-case endeavour.

The reliability models and concepts we have described so far can be extended to en-
capsulate concepts of security, and thus increase system reliability when presented with
attacks. The MAFTIA project defines security as the concurrent existence of three sys-
tem properties: availability - readiness for a correct service; confidentiality - prevention of
unauthorised access to information; and integrity - prevention of unauthorised state alter-
ation. [21]. If any of these properties of a system are compromised, so is the reliability of
the system, as it cannot provide the correct and intended service.

A useful conceptual extension to the fault-error-failure for security is presented in [21].
In Fig. 3 we add two new stages, attack and vulnerability. The process that leads to
a failure now starts with an attack by a malicious agent. This attack targets a specific
vulnerability present in the system, one which allows access for the attacker to cause a
fault - for example, through code injection. The path then follows its natural process,

where a fault causes an error in the system, which subsequently leads to a failure.

[ Attack |—)| Vulnerability I—)l Fault —{ Error —{ Failure |

Figure 3: Fault, error, failure model extended for security

One of the biggest differences here is that of ”intentionality”. We are no longer dealing
with faults caused through random operation, but with an agent who is purposefully
attempting to cause a system failure. Previously, when dealing with just reliability and
not security, we would usually work in terms of failures over time. However, for security,
this notion of time loses most of its meaning, since clearly, a system might be able to
operate correctly indefinitely, so long as there are no attacks made against it. Littlewood
et. al argue that the use of an effort function, rather than a time one, is more appropriate

in this aspect [23]. This is for several reasons:

e Firstly, for the case of intentional breaches arising from intentional malicious faults,
the notion of time is meaningless, because the effort is expended in originally insert-
ing the fault, which occurs before the operational system exists, and exploiting it

afterwards is likely trivial for an attacker.

e Secondly, there are cases where a time variable is absent and where the expenditure
of effort is instantaneous, such as the use of bribery. The chance of success for the
bribery would clearly depend upon the magnitude of the bribe (effort), which is

difficult to translate into time.

e Finally, the notion of effort can later be translated into a time function, should one
be needed, for example, to assert that there will be no security breaches during the

lifecycle of the system.



The occurrence of an attack is dependent on two main points. Firstly, there is the
reward that an attacker might expect to acquire by carrying out a successful attack. This
is fairly easy to assess, as one can usually assign some sort of monetary value of a successful
breach (e.g., the value of company information). The second point, and the more difficult
to calculate is the effort required by an attacker to carry out a successful attack. This
effort is dependent on multiple factors: the experience and education of the attacker, the
amount of money or time available to the attacker, the quality of the system in question,
additional security mechanisms utilised, etc. One of the bigger variables to measuring the
effort required stems from the vulnerabilities present in the system.

There are three main types of vulnerabilities that a system can possess. Firstly, there
are accidental vulnerabilities. These are simply errors made during the design or develop-
ment of a system. Then there are intentional vulnerabilities, which can be divided into two
types. Malicious intentional vulnerabilities are vulnerabilities placed within a system, with
the intention of carrying out an attack later on. These include trojan horses or backdoors.
Then there are non-malicious intentional vulnerabilities. These are created, sometimes
without knowledge, through certain design decisions. For example, a system developer
might decide that a certain security feature is too costly for the system to operate with
and choose to trade-off security for performance.

The concept of security and malicious attacks also has an influence on the software
failure model presented in Fig. 2. Previously, the demand profile could be drawn too
tightly, taking into account only the system. When dealing with security however, one
should draw the demand profile past the system itself, and involving other systems or
agents, and in this case, the potential attackers. This means that the demand profile of
a system is increased, primarily due to attackers being able to think of ”demands” devel-
opers thought impossible. Furthermore, the demand profile of a system is also constantly
changing, as attackers learn the system, exhausting certain avenues of demands which do

not lead to successful breaches, and focusing on the more likely branches to attack.

2.1.1 N-version programming

The concept of N-version programming was first introduced by Avizienis in 1977 [24]. It
describes the process where multiple pieces of independent, functionally equivalent soft-
ware are created from the same initial specification and are then used in parallel to assess
the same input and their output adjudicated on by a consensus process. The result is a
system which uses diverse components and is intended to achieve a higher reliability.
The use of N-version programming has seen growing adoption since its proposal in
1977, and this is especially true for safety-critical systems, with examples such as railway
interlocking and train control [8], Airbus flight controls [7] and the protection of the
Darlington nuclear reactor [25]. Multiple studies have also been carried out to test the
viability and benefits of the use of n-version programming and design diversity [26-28].
The main idea behind the use of multiple pieces of software stems from the assumption
that different versions will fail on different inputs. While there is some contention as to
whether this assumption is a valid one, it is generally accepted that software developed
independently does not adhere to the models that assume failure independence. The

general reasoning is that some problems are inherently more difficult than others, and
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thus different versions will more likely fail coincidentally when tackling these.

A famous experiment on the correctness of the assumption that independent versions
fail independently was carried out by Knight and Leveson in 1986 [29]. The experiment
involved the creation of 27 different versions of a missile launch interceptor program devel-
oped from the same specification document, which was carried out by students at different
academic levels. The authors concluded that the assumption of independent failure did
not hold true, with the versions created having a number of common failures between them
which was higher than statistically expected if independence was assumed. The authors

gave two major hypotheses as to why multiple versions shared the same failures:

e The first is that certain parts of any problem are simply more difficult than others,

and thus programmers will tend to make similar mistakes when tackling them.

e The second is that the common failures may reflect flaws in the specification docu-

ments that were used to develop the versions from.

The authors point out however, that this does not mean that n-version programming
should not be used, just that the additional reliability gained from using the technique may
not be as high as the theoretically expected under the assumption of failure independence.

Another experiment on the assumption of independence was carried out in 1991, by
Eckhardt et. al. [30]. In it, 20 teams made up of 2 members each, independently developed
an aerospace application, complex in nature, with each team having at least one expert in
both computer science and mathematics. The aim of the study was to compare the results
of the probability of failure of sets of versions against the theoretical models of indepen-
dence failure proposed by the same authors previously [31]. The authors concluded that
there were modest gains in reliability using redundant software in N-version architectures,
and that N-version systems are effective at coping with failures of a few bad programs.
However, under operating conditions where individual programs were more reliable, the
failures that did occur tended to be coincident, and this ”greatly exceeded the rates ex-
pected by chance under the assumption of independence”. The results are comparable to
those found in the Knight and Leveson experiment.

In the 80s and 90s there was considerable debate in the research community about
the Knight and Leveson results and what those results meant for the adoption and as-
sessment of n-version programming. Avizienis [28] criticised the Knight and Leveson
experiment due to the (lack of sufficient) effort from the programmers, the background of
the programmers involved (all programmers were students - although some with extensive
programming experience), and the lack of complexity of the programs developed (average
size of the versions developed was just over 500 lines of code). Hence the criticism was that
the Knight and Leveson experiment was not representative of real-world, safety-critical
applications. However, Avizienis’ own experiment in 1988 did not provide a significant
increase in program complexity, with their teams averaging under 1000 lines of code when
disregarding empty lines and comments. Additionally, as pointed out by Knight and Leve-
son in their reply to criticism [32], Avizienis’ experiment focuses on coincident faults rather
than coincident failures. The important distinction here is that noncoincident faults in
programs can still lead to coincident failures during operational time, which in turn means

that independent faults may not necessarily represent an increase in reliability.
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There are some areas of N-version programming to which the literature agrees on.
Firstly, most authors agree that the use of multiple, independent programming teams is
a base requirement for achieving an acceptable level of diversity between versions. Ad-
ditionally, other forms of imposed diversity can easily lead to additional diversity in the
resulting programs, such as requiring different programming languages, algorithms, etc.

Secondly, and more importantly, it is commonly agreed that the use of the same
specification document is a major cause of coincident failures in multiple versions. Not
only due to the fact that specification faults will propagate to all developing teams, but
also in the way that a specification can easily lead to less variety in the way programmers
reconcile with the problem at hand, and how they approach developing the application. For
example, as pointed out in [28], ”even when coding independent computations that could
be performed in any order [...] algorithms specified by figures were generally implemented
by following the corresponding figure from top to bottom”. Avizienis advocates that
specification documents should be reduced as much as possible to the "what” rather than
"how”. He also points out that independence of faults is an objective and not an
assumption of the N-version programming approach [33].

Concerns with the use of N-version programming when adjudicating between multiple
correct results (MCR) have been expressed before [34], especially when it concerns the
comparison of finite-precision calculations [35]. Some studies done on the use of N-version
programming may have been hiding potential reliability and security benefits due to these
cases where MCR or finite-precision are required. For example, consider the case where
programs are expected to output the altitude of an aircraft (such as the case in the
Eckhardt et al. experiment mentioned previously), where two versions output the correct
value while 3 others output unique, incorrect values. In this case one could argue that
having two replicas agree on the same value is a better indication of correctness of output.
This error detection was not taken into account during the Eckhard et. al. experiment and
is one that could lead to an increase in reliability. Some of these issues can be dealt with
by using different adjudication schemes (which we discuss in a future section), however,
they are not present when N-version programming or design diversity are applied to binary

problems.

2.1.2 Design diversity and defence in depth

Another more general term for n-version programming is design diversity. In parts of the
literature the two terms are used interchangeably: techniques that make use of diverse
components and pieces of software to increase the overall reliability of systems. In this
thesis we will make use of the term design diversity to mean the use of different products
that were not necessarily built with the intent of working alongside each other, and thus
are not sourced from the same specification, but that largely perform the same function.
Another term, used widely in the security literature is defence-in-depth. The meaning is
similar to design diversity - the use of multiple defence systems to reduce the probability of
failure (e.g., successful attack) - through the use of functionally diverse systems to reduce
this probability (for example, a Firewall, an IDS and an antivirus). Another term used
in the literature is defence-in-breadth, which is closer to the traditional notion of design

diversity (e.g., use of multiple IDSs to increase the probability of detecting attacks). In
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this thesis we will use the term design diversity interchangeably with defence-in-depth and
defence-in-breadth unless stated otherwise.

The cost of building a system can be significant for an organisation, and the use of
design diversity techniques will inevitably add to this cost. A simple assumption is that
the development of N additional variants leads to an increase in cost by a factor of N.
While studies on the cost overhead of N-version programming are limited, the general
trend of thought is that this assumption is not true. An analysis of a real-world system,
developed with two variants over the course of seven years has shown that the cost of a
second variant incurred an additional cost of anywhere between 42% and 71% of the cost
of building a single variant system [9]. Even so, the added cost may be prohibitive, and
over the years an alternative avenue has become more available.

The use of off-the-shelf (OTS) software has become a very popular solution for modern
organisations, as it significantly lowers the costs incurred to merely the set up and main-
tenance of software products, along with required licensing fees. The pool of available
OTS systems that offer the same solutions has also increased, and this has led to the pos-
sibility of using multiple OTS systems for the purposes of design diversity and increased
reliability. Because different OTS products are built from different specifications, this can
lead to the products being functionally diverse, meaning that they provide the same final
results, but do so through different methods and techniques?. This offers an extra layer
of diversity between the products, while at the same time having their development cost
being offset to their respective developers.

A common example of this approach is for the case of intrusion detection systems
(IDS), used for network security. The number of available IDS software on the market is
quite extensive, with prominent products - Snort [36], Suricata [37] and Zeek (formerly
Bro) [38] - having been extensively tested. A recent work has looked at the use of design
diversity in the context of different rule-based IDS systems [39]. Algaith et. al have also
studied the diversity between four different IDS systems (Anomalous Character Distri-
bution, GreenSQL, Apache Scalp and Snort) using different configurations [40]. These
products were configured in 2-version systems and used to classify SQL injection attacks
on three different web applications. The authors report an average increase in sensitivity
(the number of attacks correctly identified) of 60%, with a respective decrease of 10%
for specificity (the number of non-attacks correctly identified) in 1-out-of-2 adjudication
schemes. For 2-out-of-2 configurations these values were flipped3.

Another case of design diversity can be the use of multiple antivirus (AV) products.
Gashi et. al published a study in 2009 [41] focusing on the diversity between AVs found
in the VirusTotal web platform. VirusTotal is a service that allows users to submit file
samples for analysis performed by multiple AV products (53 at the time of writing).
In the study, the authors collected a total of 1599 malware samples through the use of a
distributed honeypot*, between the months of February and August, 2008. These malware

2For example, antivirus systems might be signature-based or behaviour-based. They offer the same
result - classifying a file as malware or benign - but do so through different processes and with different
levels of success for different types of files.

3The adjudication scheme for a design diversity system dictates how the outputs of each variant are
used to produce a final output for the overall system. We will discuss the use of different adjudication
schemes in Section 2.2.

4A honeypot system is a purposefully exposed system used to draw malicious agents to attack. The

13



samples were sent to the VirusTotal service for a period of 30 consecutive days, and the
classifications given by each AV product recorded. The conclusions show that, while no
single antivirus product detected all malware samples, 18% of 1-out-of-2 AV pairs achieved
a perfect detection rate, and 32% of pairs achieved a better detection rate than the single
best AV product individually.

The same authors provided a follow-up study of the same dataset [43], where they
analysed the performance gains of using more than pairwise systems. One of the results is
that 25% of triplets successfully detected all malware samples. One of the more surprising
results found in both of these studies is that of " AV regression”. Because the malware
samples were sent multiple times to the VirusTotal platform on consecutive days, there
are instances of certain AV products failing to detect a sample which they had previously
detected. The reasons for these regressions are not clear, but they concern the manner in
which AV manufacturers continuously update their products.

Other studies have looked at diversity benefits when using multiple SQL database
servers [44], operating systems [45], etc. Ensemble learning is also widely used in machine
learning [46], which is a set of techniques meant to incorporate several different base
models into a single system. It is clear that the use of multiple software versions can
lead to improved system reliability and security, sometimes significantly so. The big
question here is being able to assess the improvement that can be achieved, and whether
the gained reliability is cost-effective. The benefits gained will be dependent on the field
they are being applied to and will differ from application to application. For example,
Littlewood and Strigini warn that the performance obtained from using multiple IDSs
must be measured using attack samples of the same type, rather than an average mixture
of attacks, as the use of design diversity will have different impacts when used to tackle
different problems [5]. This emphasises the need for empirical research in different fields of
study, and the usefulness of design diversity will largely depend on its effects in particular

industries.

2.2 Software fault and intrusion tolerance

As we have illustrated before, in section 2.1, the initial step that leads to the failure of a
system is a fault®. Therefore, increasing the reliability and dependability of a system is
mostly focused on the fault stage, and making sure that a fault is not allowed to propagate
into an error down the line. There are four major types of solutions when dealing with
faults [21]:

e Fault prevention deals with preventing the occurrence or introduction of faults into

a system.

e Fault tolerance enhances the ability for a system to resist the occurrence of faults,

and stops faults from propagating into errors.

e Fault removal deals with the reduction of the number or severity of faults.

attacks made against these systems are collected and can be used for future analysis. The honeypot system
used for this study was SGNET [42]

5The attack step specified for security leads to a fault, which is the first step that occurs within the
boundaries of a given system.
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e Fault forecasting is used to estimate the number of faults in a given system, as well

as the likelihood of future faults occurring.

All of these techniques are useful in increasing the reliability and dependability of
systems. In this report we will mostly be focused on fault tolerance. An early viewpoint
on the use of fault tolerance techniques is that it is useful only when dealing with hardware
because of physical faults, which are inevitable over time. However, when looking at
software and its design, the errors made in it are purely design errors, expressed by human
oversight or lack of foresight, and should instead be identified and corrected, rather than
tolerated. While this is a desirable objective, in most practical cases it is unattainable
due to the complexity of the software that is constructed. Faults are inevitable and if
encountered in operation will lead to failures. The reliance on fault tolerance is more
pronounced when integrating off-the-shelf components into a wider system, as in some
cases the code cannot be changed.

The objective of fault tolerance is to correct the erroneous state of a program before
this leads to a failure of the system. An initial approach to this objective is to build
additional checks into the system. This is so that we can detect errors in the system in
time for them to be corrected, and before they are able to propagate through the system
and to different components. This can be done by placing a ”checking” unit after an
operation, which checks the output generated by a component and either accepts it or
rejects it. When rejecting the output, two options are available. A designer can either
choose to repeat the operation again, optionally changing the system’s state somehow to
attempt to mitigate whatever lead to the error, or an error message can be propagated
through the system instead, allowing other components who receive it to adapt to the
failure of their previous component.

This approach however has a few drawbacks. Firstly, the use of a checker component
can lead to a significant increase in response time overhead for the system, which depends
on how difficult the checking process is. Furthermore, the checker unit itself represents an
additional component of the system, which is also vulnerable to containing faults. Under
normal circumstances, it may also not be possible to derive enough tests to cover the
possible ways in which a component may fail.

The next logical step then, is the use of design diversity, which we have discussed in
the previous section. In the next sub-sections, we will be discussing how one constructs a
voting system, which produces a final results based on the result generated by the different

variants in a system.

2.2.1 Binary and non-binary systems

Before discussing the different voting options available when using design diversity, it is
important that we differentiate between the different types of systems that exist. There
are two major types of systems which we can apply design diversity techniques to, binary
and non-binary. Binary systems (often referred to as binary classification systems) are
problems where the outputs of the system can only take one of two values, usually ex-
pressed as true or false values. A non-binary system on the other hand, is a system where

multiple outputs are possible (for example, a machine learning system which attempts to
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classify the animal present in an image). These non-binary systems can further be divided
into cases where the possible outputs are part of finite or infinite sets.

A classic example of a binary classification system is found in security contexts, where
a system is tasked with classifying items of interest as either malicious or benign. For
example, an intrusion detection system set to monitor the contents of a network. As there
are only two possible classifications (malicious or benign, positive or negative), we can
construct a confusion matrix that perfectly describes the problem in question. We show
this in Table 1.

Table 1: Binary classification system - confusion matrix
Actual: | Actual:
Positive | Negative

Classification:
True TP TN
Classification: Fp FN
False

Vertically, the two columns describe the possible values of the item being analysed
(either malicious (positive) or benign (negative)). Horizontally, the two rows describe the
outputs generated by the classification system. The two cells highlighted in green are the
cases where the system performed its job correctly, i.e. the system correctly identified
the items as malicious or benign. These two cases are known as true positives and true
negatives. The red cells represent cases where the system incorrectly classified the items.

These are known as false positives and false negatives.

2.2.2 Adjudication schemes

An adjudication scheme is a scheme by which one decides how to produce a final output
based on the outputs produced by the individual variants present in a system. As we have
discussed before, a system which uses design diversity includes multiple components that
work in parallel to produce the same results. On top of these variants, a system must
implement additional code which makes use of the internal results and decides how the
system overall should respond.

We will start by looking at the most basic type of design diversity, where we only
have two variants working in parallel to solve a problem. Let us imagine two variants, S1
and S2, which are looking at traffic passing through a network, and must decide if each
message is malicious or benign. This presents a binary classification system (as described
in the previous section), where each variant can generate an alert, or not. This is the

scenario we illustrate in Fig. 4.
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(@) (b)
Figure 4: 1-out-of-2 (a) and 2-out-of-2 (b) adjudication schemes [2]

The green and red areas in the figure represent ”demands”, that is, each message
passing through the network, with green areas representing benign messages, and red
areas representing malicious messages. The S1 and S2 areas in yellow, cover the demands
for which the respective variants generated alerts, meaning that areas of S1 and S2 covering
red demands represent true positives generated by the variants, and their areas covering
green demands represent false positives. Our goal in this system is therefore to adjudicate
between the alerts generated by S1 and S2 so as to minimise the number of false positives
generated, while maximising the number of true positives.

There are two basic adjudication schemes which we can employ. A 1-out-of-2 (1002)
adjudication scheme (represented in the figure as (a)) generates an alert when either of
the variants generates an alert. This scheme always results in an equal or higher number
of overall true positives generated. The second adjudication scheme we can make use of is
a 2-out-of-2 (2002) scheme (represented in the figure as (b)). A 2002 adjudication scheme
generates an alert only when both variants agree on generating an alert, and this always
leads to an equal or lower number of false positives.

The decision between a 1002 and 2002 adjudication systems is largely dependent then,
on the properties of interest for any particular system, whether a higher number of both
true positives and false positives is superior to a higher number of true negatives and false
negatives, or vice-versa.

One can then extrapolate these adjudication schemes to scenarios where more than
two variants exist. This would lead to R-out-of-N (RooN) adjudication schemes, where
we produce a certain result if, and only if, R out of N variants agree. These adjudication
schemes are ”consensus” schemes. The survey by Nascimento et. al [17] presents other

common adjudication schemes:

e Majority scheme - As the RooN scheme, but now R must be a majority of variants

rather than a predefined number.

e Formal consensus or majority schemes - These are the same as the consensus (RooN)
and majority schemes, but allow for the variants to be within a certain distance of
their results for them to be considered in agreement. This is useful if we are dealing

with non-binary classification systems, such as calculating distances, for example.
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e Median scheme - Simply the selection of a median result as the final system result.

e Mean and weighted schemes - Simply the selection of the mean or weighted average

of the variants.

e Dynamic consensus and majority schemes - Like the consensus (RooN) and majority
schemes, but with the addition that the number of variants can change, if certain
variants fail to produce a result, or for some other reason are considered to be

excluded.

The decision of which adjudication scheme to utilise will depend on the context in
which it is applied. Majority schemes tend to strike a balance between the generation of
false positives and false negatives, which is useful if both types of failures have similar costs.
Formal consensus and dynamic consensus offer similar benefits, which added adaptability
when dealing with more intricate outputs. Median and mean schemes are particularly
useful when the outputs of systems may be non-binary, taking place between a range of

two values.

2.2.3 Optimal adjudication

One adjudication scheme we have not discussed yet is known as an optimal adjudicator
scheme [47,48]. An optimal adjudicator is special because it can only be used after
analysing a system using design diversity with a different adjudication scheme.

In order to generate an optimal adjudicator, we must divide the problem into syn-
dromes. A syndrome is defined as a unique combination of variant outputs, for example,
S1 outputs "true” and S2 outputs ”false”. This list of syndromes should be exhausted
for the problem in question. With the system’s syndromes defined, we can then look at
historical data and use an oracle function to label it, such that we can look at the occur-
rences of each syndrome and determine how many true and false, positives and negatives
would be observed, depending on the possible overall outputs for the system. With this
knowledge then, it is easy to decide what the final output of the system should be, under
each specific syndrome, such that it maximises the desired properties while minimising
the costs incurred from incorrect output.

Let us imagine now, as before, a system that is looking at network traffic passing
through a network, which needs to be classified into either malicious or benign (1 or 0).
Let us add an additional variant, S3, alongside the two already existing. Table 2 shows all
the possible syndromes we can make with a 3-version system, where ”1” means the variant
generated an alert, and ”0” means it did not. The rows ”positives” and ”"negatives” show
us the number of malicious and benign messages that were observed under the specific

syndromes.

Table 2: Optimal adjudication example - S1,52,S3

Outputs from S1,S2,S3 | 0,0,0 | 1,0,0 | 0,1,0 | 0,0,1 | 1,1,0 | 1,0,1 | 0,1,1 | 1,1,1

Positives 13 54 43 31 23 12 8 156

Negatives 78 5 45 10 9 17 2

Optimal adjudication 0 1 0 1 1 0 1 1
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Looking at this table we can easily define under what syndromes an optimal adjudicator
should generate an alert (1) or not (0), simply by observing whether there were more
positive or negative demands for that syndrome. Because the optimal adjudicator is
defined a posteriori, we can easily show that no other adjudication scheme would have
performed betterS.

There are other interesting conclusions that an optimal adjudicator might give us.
Notice how, in our (somewhat contrived) example, an optimal adjudicator would generate
an alert if either S1, or S3 generate alerts individually, but would not generate an alert if
both S1 and S3 alerted on the same demand. A situation like this would indicate that the
two variants have overlapping ”failures”, which would not have been detectable with any
other adjudication scheme.

An optimal adjudicator has some obvious drawbacks, however. Firstly, because it
requires an a posteriori analysis of the problem space, it cannot be used when first imple-
menting a system. Secondly, while an optimal adjudicator works well for a binary classifi-
cation system, a different problem space that involves finite solutions (such as arithmetic
outputs) would likely result in too many possible syndromes to correctly define the system.

As such, an exhaustive list, like the one we presented above would likely not be possible.

2.3 Performance assessment for binary classifiers

Binary classification systems’ performance is often assessed based on the number of true
and false positives and negatives they generate, which we have described previously in
Section 2.2.1. In order to assess the performance of a binary system, a confusion matrix
like the one in Table 1 is created.

After constructing this confusion matrix, one can then use its values to calculate a
myriad of metrics that attempt to capture the performance of a specific tool. In Table 3
we show a number of commonly used assessment metrics for measuring the performance
of intrusion detection systems, as described in [3]. The names of the metrics change
depending on the literature, and where possible we have identified all names used for each
metric. In the next sections we give a brief overview of all of the metrics found in the
table.

5This is not necessarily always the case, it’s possible that it can perform worse based on using incorrect
training data. We will touch more on this in a later chapter.
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Table 3: List of assessment metrics [3]

Name Formula Description
Precision TP Proportion of the classified positive cases that are correctly classified. Also referred to as true
TP+ FP positive accuracy, positive predictive value or confidence
e TP Proportion of positive cases that are correctly classified as positive. Also called true positive
Sensitivity 45
P rate or recall.
Specificit TN Rate of negative cases that are correctly classified negative. Also known as true negative
p y N accuracy or inverse recall.
Represents the weighted average of the precision and sensitivity, producing values between
2 sensitivity * precision 0 (worst) and 1 (best). When x >1, this measure weights sensitivity higher than precision,
Fy Score (1+2?) *

(22 x precision) + sensitivity

while x <1 does the reverse. This goes by the name of F-Measure when x = 1, thus valuing
sensitivity and precision the same

. TN Rate of classified negative cases that are indeed negatives. Also known as ¢rue negative accu-
Inverse precision [ . .y
FN+TN racy or negative predictive value.
TP+ TN . .
Accuracy - Represents the proportion between the correctly classified cases and the total case.
P+ N
" FP Represents the ratio of negatives that are incorrectly classified as positives. Also called fall-
False positive rate i
N out.
False negative rate ﬂ Proportion of positives that are incorrectly classified as negative. Also referred to as miss rate.
P
Percentage of wrong classifi- FN+FP

cation

100

TP+ FN+FP+TN

Percentage of total cases that have been incorrectly classified.

False detection rate

FP
FP+TP

Represents the ratio of reported positives that were incorrectly classified. IN some cases it is
incorrectly used unded the name of false positive rate.

Informedness

sensitivity + speci ficity — 1

Quantifies how consistently the predictor predicts the outcome, i.e. how informed a predictor
is for the specified condition, versus chance.

Markedness

precision + tnverseprecision — 1

Quantifies how consistently the outcome has the predictor as a marker, i.e. how marked a
condition is for the specified predictor, versus chance.

Matthews correlation

TP+TN — FPxFN

V(TP+FP)*(TP+FN)* (TN +FP)* (TN + FN)

Represents a correlation coefficient between the true classes and the classified results. It is
also equivalent to the geometric mean of markedness and informedness.




2.3.1 Sensitivity and Specificity, Precision and inverse precision

The metrics of sensitivity and specificity, initially coined by Jacob Yerushalmy in 1947
with the intent to assess methods of medical diagnosis [49], are presently two of the most
commonly used metrics for measuring the performance of intrusion detection systems.
Sensitivity (also called Recall, True positive rate or Probability of detection) represents
the proportion of true positives which were correctly classified as such by the system being
measured. On the other hand, specificity (also called True negative rate or Inverse recall)
represents the proportion of true negatives which were correctly classified as false.

Both of these measures can be calculated using the following formulas:

TP
S itivity = — 1
ensitivity = — (1)
TN
Speci ficity = N (2)

The importance of these two metrics is dependent on the circumstances in which they
are being applied. In the medical field, for example, a highly sensitive medical diagnosis,
one which rarely misses the condition being tested for, is a very important trait, even if it
turns out later that it generates a large number of false positives. Other scenarios, such as
facial recognition for security (unlocking a phone through facial recognition), specificity
can be a more important trait so as to not give access to unauthorised agents.

Both sensitivity and specificity are affected by skew in the number of actual positives
or negatives in the classification space. If the number of positives or negatives is low, then
we will have little confidence in these metrics. In a similar note, if the number of positives
is significantly different than the number of negatives, then the values of sensitivity and
specificity may not be giving the same level of information.

While sensitivity and specificity measure the system by the actual positive and negative
rule (the denominator in their equations is the actual number of positives or negatives),
precision and inverse precision measure the system by the predicted positive and negative
rule. In other words, precision represents the proportion of positive classifications that
were correct, while inverse precision represents the proportion of negative classifications
that were correct.

Both of these measures can be calculated using the following formulas:

TP

Precision — — 1L

recision = zp s (3)
TN

Inverse precision = FNTTN (4)

2.3.2 F-x Score

F-x score represents the weighted average of the precision and sensitivity, and allows the
experimenter to place a higher value on either precision or sensitivity, according to the
needs of the context which is being applied.

F-x score is calculated using the following formula:
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sensitivity * precision

Fr=(1+2%x (5)

(22 % precision) + sensitivity

The values of F-x vary between 0 (worst) and 1 (best), and the value of x is used to
change the weight of either sensitivity or precision. When x >1, sensitivity is weighted
higher, while when x <1, precision is weighted higher. A special case occurs when x = 1,

which represents the harmonic mean of sensitivity and precision.

2.3.3 Accuracy and percentage of wrong classification

Accuracy is a measure that captures all of the values present in the confusion matrix,
and represents the proportion between the correctly classified cases and the total case.
Essentially, accuracy represents the total number of cases which were correctly classified
by the classifier. Inversely, the percentage of wrong classification is the proportion of cases
which were incorrectly classified.

Accuracy and percentage of wrong classification are calculated using the following

formula:

TP+ TN

P+N (6)

Accuracy =

FN+ FP (7)
TP+ FN+ FP+TN

Special care needs to be taken when utilising accuracy and percentage of wrong clas-

Percentage of wrong classification = 100 %

sification to measure the performance of a system. Often, the value of true positives and
true negatives are not the same when analysing a particular context, and one will often
be more important than the other. By using both values for the same measure, this can

become "tainted” and lead to misleading results.

2.3.4 False positive rate and false negative rate

The false positive rate and false negative rate are the proportions of negative cases which
yielded positive classifications, and positive cases which yielded negative classifications,
respectively. False positive rate is also sometimes referred to as Fall-out, and false negative
rate is sometimes called Miss rate.

False positive rate and false negative rate are calculated using the following formulas:

FP

False positive rate = — (8)
N
FN

False negative rate = S (9)

2.3.5 Informedness, Markedness and Matthew’s Correlation

Informedness, also called Youden’s J statistic, is a way to estimate the probability of an
informed decision, and its values range between 0 (zero) and 1. A value of 0 (zero) would
mean that the classifier generates the same number of positive classifications independently

of the number of actual positives in the dataset, i.e. the classifier would be random,
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whereas a value of 1 indicates that there are no incorrect classifications generated by the
classifier. Informedness is often used in conjunction with a ROC curve. Fig. 5 shows how
informedness (J) represents the maximum distance between the chance line (dashed) and

a classifier’s line.
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Figure 5: Informedness represented in a ROC curve

Informedness is calculated using the following formula:

informedness = sensitivity + speci ficity — 1 (10)

Markedness is calculated using the following formula:

markedness = precision + inverse precision — 1 (11)

Matthews correlation was originally introduced by B. W. Matthews in 1975 for the
field of biochemistry [50]. More recently, it has been adopted in the field of machine
learning, as a measure of the quality of binary classifications. It takes into account true
positives, true negatives, false positives and false negatives, and can be used even if the
classes are of very different sizes. This aspect of being capable of handling different sized
class sets is generally regarded as one of the best ways of avoiding biases found in other,
more commonly used metrics [51].

Matthew’s correlation takes a value between -1 and +1, where a value of +1 represents
a perfect classification, 0 represents no better than random prediction and -1 represents
the opposite of a perfect classification (all incorrect classifications).

Matthew’s correlation is calculated using the following formula:

TP+TN—-FPxFN

V(TP + FP)« (TP+ FN) (TN + FP)x (TN + FN)
(12)

Matthew's correlation =
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2.4 Malware

The threats of malware - software designed to induce faults in other software systems - is
certainly not a new thought, with the idea of a computer virus having existed in fiction,
even before they were a reality [52]. The coinage of the term ”virus” in the context of
computer security is largely attributed to Frederick Cohen in 1987 [53], where he describes
a computer virus as ”"a program that can infect other programs by modifying them to
include a possibly evolved copy of itself”.

As the author of the book Computer Viruses and Malware points out [54], ”...there

”

is no universally accepted definition of terms like 'virus’ and 'worm’...” | and as such it’s
more important that we take into account the various characteristics associated with a
specific malware sample. There are two characteristics that are particularly important
to understanding the propagation of a piece of malware: whether or not the malware is
self-replicating, meaning that it copies itself and attempts to infect more machines; and
whether or not the malware is parasitic, meaning that it needs another piece of software
in order to be executed.

What is typically described as a virus normally encapsulates both of the above charac-
teristics. Viruses self-replicate into existing executable code in order to propagate them-
selves, normally in order to infect a network of computers. It’s important to note that
requiring being embedded in executable code, and what that entails, is somewhat loose.
An executable code could be, in the strictest sense, intentionally injecting malicious lines
of code into an otherwise benign piece of software, but it could also refer to interpreted
code, for example, "macros” in a text processing software.

An example of a malware which is self-replicating but not parasitic could be a worm?,
which is a stand-alone malware that requires an automated or user-initiated launch to be
executed. These are typically propagated through email with phishing attacks, or through
more direct file transfer. For worms, there isn’t even a necessity that they perform mali-
cious activities beyond propagating, as its self-replicating nature could be used solely as a
means of flooding a network. On the other hand, a malware could be parasitic but not self-
replicating. Logic bombs are normally embedded directly into the code of other software,
meant only to trigger once a certain condition is met (such as a specific date and time, a
user login, etc.). Logic bombs are of particular concern in regard to smartphone applica-
tions, especially Android devices, where rogue developers may obfuscate their malicious
actions in the scope of a larger, benign looking application [55]. Trojan horses are also
part of this category, and often act by opening back doors for other, more sophisticated
attacks, such as by opening certain ports on a computer network.

These three distinctions we have made above largely deal with a malware’s life cycle
and the way in which it propagates. It is also important to note two other aspects of
a malware’s nature: their infection vectors, and their payloads. In terms of a malware’s
infection vector, this can include direct file transfers, for example via USB drives, discs
or directly connected devices; email transfers, through email client auto-run settings or

phishing attempts; direct download from untrusted or unsecured connections. Due to the

"There is little consensus as to the categorisation of malware and no concrete definition of what a
'worm’ is. As such, other works may disagree with our classification of a 'worm’ as a self-replicating but
not parasitic malware.
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vast number of ways in which malware can be propagated, it is difficult to confidently
defend against all points of entry into a system or network, especially when many of these
weak spots are due to human errors, such as being tricked into performing an action
through social engineering, or through sheer negligence.

Categorising a malware sample based on its payload (its intended goal) is somewhat
more straightforward, as these categorises are easily differentiated between themselves.

Broadly, malware can be categorised into three types based on its payload:

e Rootkits allow attackers unauthorised access to a system or network and can be used
to perform a variety of attacks, such as gathering information (spyware), tampering
with the systems, or outright perform destructive actions such as deleting entire

databases.

e Ransomware malware attacks a victim’s system by encrypting as many files and
programs as possible, before demanding a ransom (typically paid in bitcoins or other

digital currency) in return for a decryption key.

e Spamware or adware represent more tame styles of malware, which generally focus
on the injection of advertisement into otherwise innocuous software or onto the

operating system.

2.4.1 Malware detection

Previously, we have briefly discussed the idea of intrusion detection systems (IDSs) and
their prevalence in protecting software systems. The CIDF (common intrusion detection
framework) is a working group started by DARPA in 1998, with the goal of coordinating
and defining a common framework in the IDS field. Their proposal for a general IDS

system follows as Fig. 6, with four distinct types of functional modules:

e Event modules, which are composed of the sensor elements that monitor the desired

environment.

e Database modules, which store event information captured, as well as subsequent

information generated by the other two modules.

e Analysis modules, which are used for processing the various events captured and

detect potential intrusions.

e Response modules, which are responsible for responding to a detected intrusion.

Intrusion detection systems are usually divided into two distinct categories, based on
the level at which they operate at - network-based IDSs and host-based IDSs. Furthermore,
IDSs can be categorised based on their method of operation. The first of these is signature-
based methodologies, which revolve around the generation of signatures that uniquely
identify samples of code, mostly through direct code analysis, and compare these to known
malicious signatures. The other approach is known as behavioural-based detection, or
anomaly-based detection, in which the data and activity produced by a piece of software

is analysed for potential malicious actions.
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Figure 6: Common intrusion detection framework

2.4.2 Signature-based detection

Signature-based detection methods rely on the generation of signatures that uniquely
identify a piece of software or activity pattern. There are many different ways to uniquely
identify such samples, such as the extraction of byte sequences from software samples, the
collection of metadata from host machines, and the traffic patterns of activity within a
network, among others. A signature, once generated for a particular intended sample can
then compared with a database of known malicious signatures, and an alert then launched
if a match is found. These signatures can be as simple as looking up the IP address
from a given incoming packet, or as complicated as finding specific bytecode sequences
of executable files. Static code analysis is a subset of signature-based detection methods,
which are mostly used to test source code and detect faults left by developers, but also
have some application in detecting malware. Specifically, they can be used to detect logic
bombs or trojans left intentionally in source code by a rogue developer.

These techniques are often used as an initial front of defence for a system or network.
Because generating a signature for a particular sample is quick, and the lookup of a known
malicious database is computationally simple, these methods are often used as an initial
filter, to detect the most basic of malicious samples which would otherwise be costly to
analyse in further defence steps taken by a system.

While signature-based detection methods work great as an initial, fast step of detecting
malicious samples or activity, they are far from being the most versatile way of defence.
Their main drawback is that, in order to detect malicious activity, a detection system
needs to already have knowledge of malicious signatures in its internal database. Com-
piling these databases can be difficult, however, open-source intelligence (OSINT) sources
can be used for this aspect. A problem which is not so easily overcome is that attackers
can often slightly change their activity patterns in order to avoid detection. When dealing
with malware detection, these methods are often ineffective at dealing with samples that
make use of code obfuscation techniques [56]. Such malware is known as polymorphic,
and works by incorporating a replication engine in its own code which generates function-
ally identical, but differently coded versions of itself. More sophisticated signature-based

detection systems can sometimes deal with code obfuscation, such as by looking at sys-
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tem API calls that do not necessarily change when source code is altered [19]. However,
these cases also rely on the malware not being sophisticated enough to obfuscate their
own actions and activity patterns. For such malware, behaviour-based detection methods

are more desirable.

2.4.3 Behaviour-based detection

Behaviour-based detection techniques, also known as anomaly-based techniques function
by analysing the activity of suspicious content and detecting when this deviates from a
pre-defined "normal” activity. The need to define what "normal” behaviour looks like,
as well as to keep updating this notion as a system evolves introduces a large cost and
complexity to these malware detection systems. However, paying such drawbacks also
allows these systems to achieve a number of very important benefits, one of the biggest
being that behaviour-based detection systems are able to detect brand new attacks and
malware. There are three major ways to achieve a behaviour-based detection system [57].

In statistical-based approaches a sample of the activity in question is generated
and from it a "normal” profile is generated. This can take multiple forms. For network
intrusion detection, factors such as the rate of traffic flowing through the network or
between certain hosts, the number of distinct hosts communicating, the various protocols
or metadata about packets being observed can be used to generate this "normal” profile.
For host-based detection, the activity generated by a sample can be taken into account,
such as the type of API calls made to the system, the number and mode of access to
the disk, etc. When such a detection system is then put into production, new activity is
compared against the previously generated normal, and if these are sufficiently different
then an alert is raised. The notion of the "normal” profile of activity can and should be
continuously updated as the detection system, and the environment it protects, evolve over
time. In this sense, the generation of a "normal” profile is easy, as this is an automated
process conducted by the detection system itself, however, this also leads the system open
to be "trained” by attackers, looking to shift the idea of what a "normal” profile looks
like.

Knowledge-based approaches work somewhat differently, by utilising the notion of
rules to determine whether a particular sample is malicious or not. These rules attempt
to uniquely make the distinction between what is a benign sample and what is a malicious
sample, through the identification of specific data points. In certain circumstances, these
rules are even constructed by a human expert. A major benefit of this approach compared
to a statistical based one is that the number of false positives is reduced. This is because
in statistical approaches, anything that deviates from the "normal” profile is regarded
as malicious, even if it is indeed benign, but had simply not been observed in the past.
However, a major drawback is the requirement for knowledge of a system, such that
creating the necessary rules is feasible.

Finally, machine learning-based approaches function akin to statistical approaches,
by establishing a model that allows for the categorisation of sample activity into either
normal or abnormal. The use of machine learning techniques, however, allows for the
ability of the system to learn as it acquires new information, rather than relying solely

on the basis of previous results. However, the use of this approach is held back by the
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expensive nature of the building and using of machine learning models. Still, machine
learning approaches allow for the highest amount of flexibility and adaptability by the
part of the IDS system.

2.4.4 Machine learning and malware detection

One of the more researched aspects of behaviour-based detection methods nowadays are
those involving the use of machine learning algorithms. A major proponent for this shift in
interest towards machine learning is that the high rate of malware spread on the internet
has compounded to the point that manually-maintained and evolved defence systems are
no longer appropriate [58]. The key point on the use of machine learning algorithms is
that these make use of past experience in order to improve their performance and make
more accurate predictions [59], and this allows organisations to efficiently keep up with a
constant barrage of new malware and attack attempts.

Constructing a machine learning model consists of three major steps [60]: i.) the
extraction of features from the input samples to be analysed - these will vary depending
on the type of samples that require classification, such as network traffic, executable
files, etc.; ii.) feature selection, which involves deciding which of the extracted features
are necessary for classification, and which ones are redundant for the task at hand -
this reduces complexity and ultimately speeds the process of classification; and iii.) the
injection of the selected features into a chosen machine learning classifier so that it can
learn the distinction between benign and malicious samples, and be able to accurately
classify newly seen samples.

The features used by machine learning algorithms are much the same as used by
other malware detection techniques, such as bytecode and binary sequences, and network
and host activity. Many of these features are unnecessary for the classification process.
However, making the distinction between which features are useful, and which ones merely
add complexity to the classification process is not an easy task to be operated manually.
This is another aspect that the use of machine learning algorithms is significantly more
efficient than a manual approach.

The choice of machine learning classifiers for malware detection has been quite ex-
tensively researched. One of the most well-known machine learning classifiers is known
as a support vector machine (SVM) [61-63]. These classifiers work by essentially
determining the hyper-plane that separates the sample data into two categories, benign
and malicious, with respect to the multi-dimensional feature vector being analysed. Ran-
dom forests [63,64] are another popular classifier, and work by employing an ensemble
of various decision trees. The number of trees, their length and complexity at each set
of nodes gives them much the same qualities achieved with the use of design diversity,
and the output of these methods is usually the class most chosen amongst all of the trees
utilised. A more recent approach are neural network classifiers, which are constructed
from interconnected nodes. An initial layer of nodes is used for input to the model, which
is then transferred into a variable number of hidden node layers that process the input
into something that can be outputted in a final output node layer. Different variations
of neural networks exist, such as recurrent neural networks (RNN) [65] and convolutional

neural networks (CNN) [66]. The combination of more than one of these classifiers is also a
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possibility, increasing the complexity of the system but potentially increasing its accuracy
as well [67].

2.4.5 Malware repositories

Malware repositories are a necessary part of the development of any malware detection
system. A behaviour or machine learning based approach requires the use of malware sam-
ples for training purposes, and any other approach ought to have its performance assessed
by testing it against a realistic set of samples (both benign and malicious). Creating mal-
ware repositories is difficult, and requires that it is regularly updated so as to accurately
represent the current landscape of malware. The motivation for this is the continuous
discovery of new malware strains, which saw upwards of over 200,000 never-before-seen
malware variants in the first half of 2020 alone, according to a report by SonicWall [68].
It’s also majorly important that the malware kept in these repositories is sufficiently varied
so as to account for the various different types of attacks that a tool would be employed
to defend against.

Malware repositories are often populated through the use of honey-pot networks. These
are networks that are specifically set up such as to appear vulnerable to would-be attackers
on the internet. Any attack carried out against a honey-pot infrastructure is then captured
and catalogued in a repository. Malware repositories may also be populated through
manual reverse engineering of attacks [69], which is generally the only way to include
major, specifically targeted malware samples in a repository, such as the malware used in
the Stuxnet attack [70].

VirusTotal and other similar tools are an important aspect for the creation of repos-
itories. VirusTotal makes use of a large number of individual antivirus tools to classify
software samples as benign or malicious, and provides a trustworthy first check for the
true nature of a software sample before it is included in a repository. Additionally, for
samples deemed as malware, VirusTotal also generates a type classification for the sample
in question, allowing repositories to be categorised based on types of malware, a feature

which is important when assessing detection systems.

2.5 Web application threats

The increased growth of online platforms, traffic and services provided over the years has
had significant impacts on the types of attacks created each year. Symantec reports a total
of 246 million new malware variants during the year of 2018 [10]. The global COVID-19
pandemic has forced many organisations and individuals to place more emphasis on web
technologies for remote working, and this has also lead to an increase in cybercrime looking
to take advantage of less than prepared companies [71,72].

The OWASP foundation [73] - an organisation dedicated to the improvement of web
application security - catalogues the most commonly exploited vulnerabilities for websites.
The foundation classifies injection threats has the number one most prevalent threat to
web application security [74], a spot which it has occupied since 2010. Injection exploits
have been a constant attack vector in the web application landscape [75], and refer to
a class of attacks where data sent from the client to the server is not properly sanitised

before being processed. The most common example of these attacks are SQL injections,
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where data taken from user input boxes is used to create SQL queries to be sent to a back-
end database. If the text supplied by the client is not sanitised, a malicious actor can
incorporate valid SQL code into their input such as to bypass or overwrite the intended
use of the original query. This can be done to bypass login systems, extracting data from
a database, or otherwise manipulating it, such as deleting, editing or inserting malicious
content [76]. Injection attack vectors are often easy to protect against, as a variety of
different tools and techniques can be used to detect vulnerabilities - such as penetration
tools [77] and static code analysis [78,79]. However, injection vulnerabilities are still
prevalent, often attributed to bad coding practices by developers.

While injection flaws are targeted towards the server, web attacks can also be targeted
at the end-users of websites. A common attack vector when targeting end-users is known as
Cross-site scripting (XSS) [80]. Cross-site scripting refers to a class of attacks where end-
users are supplied with a tampered version of the website they are interacting with, often
containing malicious snippets of code meant to run on the users’ computer, mainly in the
form of JavaScript. The most basic version, known as reflected cross-site scripting involves
creating a tampered version of a real web link which is then supplied to an unsuspecting
victim. When a user inadvertently visits the tampered link, whatever malicious code was
added to it will run on the victim’s browser, and in the context of the visited website,
meaning that it has access to all of the information on the webpage. For example, a
banking website’s link could be tampered such that a malicious version would extract the
user’s authentication cookie and send it to an attacker. Another version of XSS attacks
is that of stored cross-site scripting, where malicious content is inadvertently stored on a
websites” database, for example through the submission of blog posts or comments on a
social-media post. When this malicious content is then shown to a regular user, it will be
run on the user’s browser, if it was not properly sanitised [81].

XSS attacks can have severe impacts, as they can be used perform a variety of different
malicious actions, such as impersonating the victim user, carry out any action the user
would be able to normally, read data that the user has access and intercept any input
made by the user. As with injection flaws, the various forms of XSS attacks are often
detectable with the use of penetration testing and code analysis techniques [82].

A major cause of the vulnerabilities we have talked about stem from bad coding and
development practices, such as reliance of client-side checks, revealing error messages and
stack traces being sent to the client and improper website configurations (for example,
using default credentials). There is a vast array of vulnerability scanning tools for web
applications [83], both commercial and open-source, that can be used to detect and correct
bad practices. However, some web application threats are not dependant on vulnerabilities
in the code, and must instead be actively defended against, such as phishing and spear-
phishing attempts.

Another common attack employed against web servers are denial-of-service (DoS) at-
tacks. DoS involve the use of multiple, often hijacked computers sending massive amounts
of traffic towards a specific web server. The number of requests made is meant to over-
whelm the servers, leaving them unable to properly cater to real users, and often times
crashing the servers all together. DoS attacks can have a very large impact on web ser-

vices, particularly those in the commercial space. A web store being taken offline due to
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a DoS attack will undoubtedly see a decrease in their profits, while at the same time com-
petitors’ websites may end up seeing an increase in demand due to the loss of competition.
Protection against denial-of-service attacks often comes in the form of external providers
with access to additional physical support (servers, etc) that can be leveraged to support
when the number of incoming traffic to a webserver greatly increases.

The landscape of online cyber threats is constantly morphing, with different attack
types gaining popularity every year. Until recently, the practice of cryptojacking was the
dominating force in the field of cyber threats, due to the extreme price inflation observed
for bitcoin and other crypto currencies. Cryptojacking consists of high-jacking personal
computers and forcing CPU utilisation for mining operations. This could also be expanded
upon if an attacker managed to gain access to an online website and was able to inject
malicious code, which could force visiting users to mine bitcoin while the page was open
in their browsers.

In the last few years however, cryptojacking has somewhat died down and been sur-
passed by the practice of formjacking [10]. With formjacking, malicious agents inject code
into online vendors’ websites, which steals users’ payment information upon checking out.
These are often hard to spot, as the malicious code simply sends a copy of the users’
details to the attackers’ website while continuing to allow the original transaction to go

through, making the stealing invisible to the user.

2.5.1 Web scraping and malicious web scrapping

One of the more relevant web application threat to our research is that of web scraping.
Web scraping is the process of using bots to extract content and data from a website [84].
Using the extracted data, the scraper can then replicate entire website contents elsewhere.
Legitimately, web scrapping is used in a variety of online businesses which rely on data

harvesting. These can include:

e Search engine bots, that crawl and analyse the contents of websites in order to rank

them and present them in search results (e.g., web search engines) [85].

e Price comparison websites, which deploy bots to automatically fetch price and prod-
uct information for the purpose of data aggregation e.g., flight ticket sellers, hotel

discovery websites, insurance comparison [86].

e Job listing websites, which employ bots to find and collect job offers from multiple

other websites and list them together in one place [87].

e Market research companies, which crawl social media websites and make a profile of

consumer behaviour and opinion [88].

Some instances of web scraping bots are essential to the design of the modern web,
one of the biggest examples of which being the crawler bots deployed by search engines.
Without the use of web scraping technology such functionality would be severely limited

or simply not exist on the web. While legally, web scrapping is generally not against the
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law®, it can be used for malicious purposes and have real negative impacts for companies
and organisations throughout different industries. A common example of malicious web
scraping is the scraping of copyrighted content, such as images, texts or other content, in
order to be displayed in some form on the perpetrator’s website or business. By doing this,
the perpetrator can attract traffic to their website, while simultaneously diverting users
which would originally have gone to the primary source. This is often used to generate ad
revenue, by having a large amount of ”free” content generating traffic to the perpetrator’s
website.

Another use of malicious web scraping is known as price scraping. In price scraping,
an attacker launches a series of scraper bots against retail websites, to scrape product
information, such as prices and availability. The perpetrator can then make use of this
information to undercut their rival businesses, thus boosting their own sales. Because other
services exist which allow users to search over all retailer websites for the best price, the
necessity to advertise the lowest price is immense, which has led to this strategy becoming
widespread in certain industries - a good example being ticket sellers (flights, concerts,
hotels, etc). This concept of price scraping is especially important for our research, as we
discuss in Section 4 our analysis of datasets which are focused on this activity.

When deciding whether a web scraping bot is malicious or not, an initial point to look
at is whether or not the bot adheres to the specifications set out in robots.txt. robots.txt
is part of the widely used Robots Exclusion Protocol web design pattern, where web-
site administrators make a publicly available robots.txt which specifies which areas of the
website a robot is allowed to crawl during its operation, or what information the crawler
is allowed to process. However, the existence of the robots.tzt file does not prevent the
practices of malicious web scraping. Additionally, because this is not an official standard,
many well-known and "reputable” crawlers still fail to adhere to it, and thus can appear
to be malicious themselves [89].

While the job of all scraper bots, either legitimate or malicious, is the same - to extract
website data - the difficult thing for a business to do is not to distinguish between the two,
but to actually detect the malicious ones. Legitimate scraping bots are open and in plain
sight. They identify themselves and the organisation for which they scrape data for and,
often times, if they are deployed by a high profile entity, they are also whitelisted by the
websites they crawl, through their IP address. On the other hand, malicious scraper bots
don’t wish to be detected and risk being blocked from accessing their targeted website, and
so they masquerade as normal human users, which no website will want to block access
to. For these cases, victim websites need to employ more advanced detection techniques

in order to flush malicious web scrapers from their human audience.

2.5.2 Techniques for detecting malicious web scraping

Web scraping activity has become a common sight in the web landscape. A study from
2016 [90] reports that the amount of bot traffic on the internet accounts for roughly
51.8% of all the traffic captured on 100,000 randomly selected domains, more than half

8We use the word ”generally” here because there are some instances where the use web scraping
techniques, while not illegal themselves, may be used for illegal purposes. One such examples is the mass
compilation of user information, scraped without user consent.
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of which was considered to originate from ”bad bots”. This prevalence of bot activity
necessitates the development and deployment of web scraping detection techniques if an
organisation wishes to effectively protect their system. There are a variety of commonly
used techniques for detecting web scraping activity. The work done by Alnoamany et al [91]
gives an overview of 14 different detection techniques, with different levels of complexity
and success. These different techniques can broadly be classified into four distinct types.

Firstly, there are syntactical log analysis techniques, which revolve around the
review of meta data of incoming requests, such as IP addresses, user-agent and other
similar data fields. Information such as this, which can be used to loosely identify incoming
requests can be compared against databases of known violators in a rather naive approach.
These approaches appear as a common component of most web scraping detector tools, as
an initial source of detection, due to fact that these sanity checks are often computationally
expedient. The use of known violator databases allows for an extra ability of sharing
security information amongst different organisations and improving overall system security.
However, the utility of such basic detection techniques mean that they are easily bypassed
by malicious actors. While using syntactical log analysis techniques can easily detect well
behaved robots which identify themselves as such, it is trivial for a malicious agent to
change the meta information that it sends in its requests, or to change or spoof it’s IP
address - it is easy for a bot to mask its IP address [92] (for example, through the use of a
VPN service). As such, for more critical systems, these techniques are seldom used alone.

A more robust set of techniques are based on traffic pattern analysis. Similarly to
syntactical techniques, traffic pattern approaches utilise the same access log information
about requests made to a server to identify potential robots. However, these analyses are
more dynamic than the superficial look at individual data fields, and can focus on more
than one request. The most basic version is one that considers the type of content being
requested. A study carried out by Geens [93] sets out a simple set of rules for detecting
web robots, one of which reading as follows: the referring field is unassigned AND no
1mages are requested. By considering the type of content being requested, and comparing
it to how it is being requested, it’s possible to find clear differences between how a human
would make the request vs. how a robot would make the request.

Going a step further, we can group multiple requests into sessions, based on the incom-
ing IP address and user-agent field, within a fixed time period. The patterns found within
these sessions can then be analysed for robot activity. Guo et al [94] use these ideas of
grouping requests into sessions to develop two styles of detectors which look at the types
of resources being requested. The first looks for sessions which requests a single type of
resource from a web domain and marks them as "robot candidates”. It then compares
multiple sessions of single resource type requests for signs of having originated from the
same agent. This is a good indicator of a robot continuously polling the same resources
to look for changes”. The second approach used in the paper considers the rates at which
resources are requested and further considers whether or not there are follow up requests
for resources embedded in the original resource requested (e.g., images in a web-page).

Another example involves looking for signs of botnets. Carrying out scraping attacks

91t is possible for human agents to have similar looking sessions, where a single type of resource is
requested, if for example they know its location and navigate to it manually. The paper further defines
some measures to counteract these false positives
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takes a significant amount of effort, and because attackers often lack the resources, the
use of botnets is a prominent solution. One way of detecting the presence of botnets is by
looking at the incoming connections from multiple clients and discovering patterns of use
or signatures of attack. Acarali et al. [18] detail several different techniques which can be
used to detect the presence of botnets (such as looking at similar request sizes, periodical
sessions, etc.).

A popular trend for detection techniques is that of machine learning and probabilistic
approaches. These are defined as analytical learning techniques and describe the more
dynamic and adaptable type of detection techniques. Like with traffic pattern analysis,
requests are first grouped into sessions. From there different approaches can be applied.
Tan et al. [95] propose the use of a C4.5 decision tree algorithm using 25 different attributes
derived from the web sessions to classify the requests as originating from humans or robots.

Lastly, a final type of approach for detecting web robots is that of turing techniques.
These emulate the traditional Turing test [96] to distinguish between human and robot. A
major difference between the three previous techniques we discussed and turing techniques,
is that turing techniques offer real-time detection, while the previous ones are almost
solely exclusive to 7offline” detection after the fact. One of the more popular approaches
involving turing tests are CAPTCHAs [97], which force the user to answer a non-trivial
(for a robot) question, before being allowed to continue with their session. These typically
take the form of asking the user to identify text or images.

An alternative to explicit turing tests, such as CAPTCHASs are implicit turing tests,
where a user may not be aware that they are being tested. Often this is done through
JavaScript tests sent to the client upon a request. These scripts can look for user action,
such as mouse movement or clicks, and infer whether they are made by humans or robots
through a variety of different ways. An example of this can be found in the work done by
Park et al. [98]. In the authors’ approach a random value is generated when a user first
requests a page. This value is then paired with the resource requested and the IP address
of the client, and stored. Alongside the response sent to the user, custom JavaScript is
sent which listens for mouse movements from the client, and upon doing so sends back a
request with the same value previously generated. If the stored value matches the value
of the subsequent request sent via the custom JavaScript don’t match, then the session is
labelled as a robot. One downside to using such approaches is that not always do users
have JavaScript enabled, and this should be considered when deciding to make use of
them.

2.6 Cyber threat intelligence and open-source intelligence

An important aspect to the security of any computer system against malicious attacks is
the knowledge of the different attack types and techniques that exist and can pose a threat.
This knowledge is known as cyber threat intelligence (CTI) and often comes in the form of
news feeds which an organisation can tap into and make use of to augment their systems.
The simplest example of a CTI item is what is known as blacklisted IP lists. Blacklisted
IP lists are simple lists of IP addresses, subnets or ISPs which have been recognised as
malicious sources in the past. These lists can be used to automatically restrict access to

certain agents attempting to communicate with the system being protected. Blacklisted IP

34



lists are an integral part of web security, including the detection of malicious web scraping
activity.

Another example of CTI comes from the use of VirusTotal [99], and similar tools.
VirusTotal allows users to submit software samples for scanning by a large number of
different antivirus tools with the aggregate results being then returned to the user. Services
like this combine the concept of design diversity to generate rich CTI that can be used
not only to confirm the classification of certain software samples as either malicious or
benign, but can also allow for a deeper classification of malware by type, which is useful
for detailed analysis on the capabilities of other detection tools based on the types of
malware they are tested against.

Other types of CTIs exist, with two major ways of obtaining them. The first is
to purchase a curated news feed from a company specialised in creating them, such as
SenseCy [100] and SurfWatch [101]. These companies provide a subscription-based, up-
to-date security news feed containing security threats and information, such as the already
mentioned IP reputations lists, malware signatures and indicators of compromise (IoC).

The alternative to purchasing a curated news feed is known as open-source intelligence
(OSINT), which is the use of cyber threat information which is publicly available on the
web. While there are free curated news feeds available online, such as the Cisco Security
Advisory [102] and Threatpost [103], OSINT data is usually collected manually from

diverse online sources. These sources can be divided into three main categories:

e Structured data sources include information which are sourced in clear, well-defined
formats. These include the data obtained from the curated news feeds such as
Threatpost, as well as more static information such as those found in vulnerability
databases (e.g., NIST’s vulnerability database [104]). Purchased curated feeds would

also be encompassed in this category.

e Unstructured data sources provide information where the content is presented in a
free text format. An example would be that of Twitter, where security informa-
tion exists but does not follow a standard format, with each security-based account

broadcasting security information in whatever format they choose.

e Dark web sources function similarly to unstructured data sources, however, they are
generally more difficult to discover. These include information posted on forums and
marketplaces on the dark web, and require more evolved dark web scrapers to be

able to access and collect.

The collection of OSINT data presents a major obstacle due to how scattered the
information can be on the web. Because OSINT sources are often unstructured, finding
reliable sources of information presents a difficult task. A large number of research efforts
have been dedicated to the use of twitter as a source of OSINT information [105, 106].
Campiolo et al. identified a large number of twitter accounts which report security related
events and information, and scraped their twitted messages [107]. They report that a total
of 60% of tweets collected were considered important alerts, and that 43% were tweeted

before the security event they relay was published in other news websites.
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The second issue with the use of OSINT information is the processing of the information
gathered, and the assessment of the usefulness of said OSINT data. In order to act on
the information gathered one must parse the information from a usually unstructured
format, into one that can be acted upon and shared between multiple security systems.
The use of machine learning techniques is of particular use in this step. A common use
is that of natural language processing, where security information can be extracted from
unstructured data sources (such as tweets or news articles) and transformed into structured
data that can then be used by security systems [108]. OSINT data, when structured, is
known as Indicators of Compromise (IoC), and can be used to enhance the knowledge of
security systems and shared amongst different organisations. There is a great deal of value
in the capability of sharing these IoCs between different organisations, as it can help in
mitigating the occurrence of repeated attacks against multiple organisations. The MISP
software [109] is a software which allows for just this, and its use can greatly increase the
speed at which newly discovered attacks are known to organisations, and proper defences
can be mounted.

OSINT data and IoCs are of particular relevance to SOC teams. They can be integrated
into SIEM systems, allowing visibility for security administrators of the current threats
posed against their systems, and better identifying and classifying the security events that

happen throughout the network.

2.7 Conclusions

In our literature review we have discussed the topic of software reliability and security,
including different techniques of increasing these - N-version programming and design di-
versity. We have presented a number of different metrics which can be used to assess the
performance of binary classifiers, which we will make use of in our studies herein. Addi-
tionally, we have given an overview of malware and malware detection techniques, using
signature and behaviour-based approaches, with an additional focus on web application
threats, include malicious web scraping and its detection. Finally, we touched on the topic
of open-source intelligence and its usefulness for improving the security of systems and the

potential of research work.
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3 Methodology

In this chapter we give a brief description of the methodology we followed in order to carry
out our analysis, and how this methodology can be used in other contexts which we have
not included in our own work. More in-depth information about the methodology of each
body of work can be found in the respective chapters. Our work focuses on the assessment
of binary classifier systems. While in both contexts we have analysed we are looking
at classifiers in a security environment (malicious web scraping detection and malicious
software sample classification), the methodology we describe can be used to assess any

binary classification systems.

3.1 Building classifiers

The initial step that underpins the assessment of any classifier system is the creation of
said system. In this work (as is the case in many production scenarios), the building of
classifiers is a separate endeavour, many times delegated to third party companies whose
off-the-shelf products are simply licensed. We can nonetheless describe the building of
classifiers, as this will allow for an added insight into their assessment, particular in our
work looking at design diversity between created classifiers.

In our first body of work, we have looked at the detection of malicious web scraping
activity. This analysis focused on the classifications generated by a set of two intrusion
detection systems, CommTool (anonymised) and Arcane, tasked with analysing the HTTP
traffic observed on a production network. In our analysis we treat both of these tools
almost entirely as black boxes, noting only the most fundamental differences between
them. CommTool is a commercial tool that works primarily on the client-side, sending
JavaScript tests to clients, while Arcane, being an internally built tool by the company
which provided us with the data - Amadeus - working exclusively server-side, looking at,
and correlating between various HTTP requests and their meta-data. Because we are
treating these as black boxes, when studying their performance in chapter 4, we mostly do
so based on the differences between samples they classify and then try to correlate these
to how the tools operate functionally.

Our second body of work includes a more detailed description of how the classifiers were
built. We analyse the predictions generated by a set of 37 RNN machine learning models
making classifications on the nature of software samples - identifying between benignware
and malware. Each of these 37 models was built using a different set of hyperparameters
values (e.g. number of hidden layers, choice of optimiser, learning rates, etc). As we will
make clearer in the relevant chapter, the knowledge of how the RNNs were built, and
how they internally differ from one another gives us a great insight into explaining the
diversity inherent in their classifications, as well as significantly aiding in how the analysis
is performed - by for example looking at differences between models using different or
similar values of a particular hyperparameter of note.

More details on the construction and nature of both the malicious web scraping detec-
tors and the RNN models used for classification of software samples can be found in their
respective chapters 4 and 5.

Finally, in our last chapter of work we look at the use of optimal adjudication. As
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opposed to the previous two analysis, we do carry out the creation and validation of
optimal adjudicators. However, because the creation of optimal adjudicators necessitates
the collection of data from the single classifiers that constitute it, we discuss this in section
3.3.

3.2 Validating classifiers

When validating classifiers, we are interested in looking at how they perform on a repre-
sentative workload. What this workload entails will vary based on the context in which we
are working on. The workload that the classifiers are subjected to ought to be represen-
tative of what the classifiers will be expected to encounter in a production environment.
Additionally, in order to validate between different classifiers, it is crucial that all of the
samples in our workload are seen by all of the classifiers, such that no classifiers have
access to different pieces of information.

Extra care should be taken when validating classifiers which require a training and val-
idation approach, such as machine learning models. Before generating a classification for a
particular sample, each classifier must have been trained on the same set of training data
(unless of course our goal is to look at classifiers which have been trained independently
from one another). This insures that the classifiers are directly comparable.

At this stage, and when dealing with binary classifiers, our only requirement is that
we gather enough information to be able to create a confusion matrix for each individual
classifier (Table 4). Thankfully, every performance metric we have previously outlined
in section 2.2.1, and which we will use at a later point to assess between classifiers, can
be calculated from the data included in a confusion matrix, thus the selection of which

metrics to utilise is not necessary at this stage.

Table 4: Binary classification system - confusion matrix
Actual: | Actual:
Positive | Negative

Classification:
True TP TN
Classification: Fp FN
False

These confusion matrices can be generated for both individual classifiers, as well as
combinations of classifiers. This is done by, instead of looking at the predictions generated
by a single classifier, looking at the predictions from all of the classifiers in question and
deciding, based on the adjudication scheme being used (e.g. 1ooN or NooN), what the
overall system would have outputted.

In order to generate these confusion matrices from previously collected data, there are

two requirements:
e The data must includes the predictions generated by each classifier for each sample;
e The data must includes the truthful classification of each sample;

Additional "meta-data” about the nature of the samples analysed, or the classifiers

making predictions, can allow for a more in-depth analysis. In our work with malicious
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web scraping detection, we did this in regards to the samples being analysed, regarding
HTTP request meta-data such as number of bytes sent or received, HT'TP error status
code, etc. Similarly, in our work with machine learning models for software classification
we not only looked at the types of malware samples present in the dataset, but also the

various hyperparameters that differentiate between the various RNN models used.

3.3 Building optimal adjudicators

The creation of optimal adjudicators can only take place after collecting validation data for
the classifiers we wish to use in our composition. As described in section 2.2.3, an optimal
adjudicator is an adjudication function that attempts to map each unique combination of
outputs from it’s internal classifiers - known as a syndrome - into a single, overall output,
based on the number of different types of samples which trigger that same syndrome. Each
of these unique syndromes partition the sample space of our system into disjoint subsets,
such that each sample triggers one, and only one syndrome. In order to build an optimal
adjudicator then, we must look at the predictions generated by individual classifiers for
the same set of classification samples.

We begin by defining all of the possible syndromes for a given combination of classifiers,
which allows us to create a table like the one shown in Table 37, where for each syndrome

we tally up the number of positive and negatives samples which generate that syndrome.

Table 5: Optimal adjudicator example

Positives | Negatives | Optimal adjudication

A=0

B=0 139 1418 No alert
CcC=0

A=1

B=0 20 107 No Alert
CcC=0

A=0

B=1 420 28 Alert
CcC=0

A=0

B=0 20 18 Alert
C=1

A=1

B=1 87 272 No alert
C=0

A=1

B=0 15 11 Alert
CcC=1

A=0

B=1 112 17 Alert
CcC=1

A=1

B=1 1112 270 Alert
CcC=1

When dealing with binary classifiers, we are faced with one of two possibilities: our

classifiers may be either strict binary classifiers - classifiers which only output one of two

39



values: either 0 (negative) or 1 (positive) - or non-strict binary classifiers - classifiers that
generate a value between two extremes (such as a confidence value between 0 and 1) which
can then be mapped to either classification based on whether the generated value is above
or below some predetermined ”threshold” point between the two extremes.

For strict binary classifiers, the syndromes that make up an optimal adjudicator are just
all of the possible combinations of outputs. For non-strict binary classifiers we require the
use of threshold values in order to determine all of the possible syndromes. If using just one
threshold, the situation is directly analogous to strict classifiers, as we can convert values
below the threshold to 0, and values above the threshold to 1. We can however, expand
the number of thresholds to allow us more granularity in our definition of syndromes. For
this, we could define two thresholds for example, at points 0.33 and 0.66, allowing us to
define syndromes such as (A < 0.33, 0.33 < B < 0.66, C < 0.33).

After constructing a table such as the one above, we can determine the output of an
optimal adjudicator on a syndrome by syndrome bases, simply by selecting the option
(either 0 or 1) which generates the least amount of false classifications. In this sense,
an optimal adjudicator, much like a machine learning model, requires a training and
testing split, where a portion of the data is used to ”"train” each syndrome of the optimal
adjudicator (i.e. determine what the output of that syndrome should be), and another
portion is used to validate the actual performance of the optimal adjudicator, in order to
capture the inaccuracies that may have been present in the training portion, and such that
we avoid what are known as ”overfitting” problems - situations where models are trained
on such specific training data such that they essentially ”recognise” individual samples
rather than the underlying nature of what constitutes a positive or negative sample.

We delve deeper into the creation of optimal adjudicators, and expand on it’s intricacies
in chapter 6.

After generating an optimal adjudicator function, we can validate it as we would with
any other classifier, by supplying it with a workload and create a confusion matrix as we

describe in the previous section.

3.4 Metric selection

In section 2.3 we highlighted a large number of different metrics that can be used to
assess the performance of binary classifiers. All of these metrics are calculated based on
the number of true and false positives and negatives, found in the confusion matrices
we generated in the previous step, and any number of them can be used to assess the
performance of a classifier (be they individual classifiers or combinations of classifiers
using conventional adjudication schemes or optimal adjudication schemes).

Not all metrics however, are relevant for all assessments, and the selection of which
metrics to use is going to be dependent on the goal of the analysis and the context in
which our classifiers operate in. Vieira et. al. provide a very detailed methodology on the
selection of adequate metrics [3]. In it, the authors expand on the characteristics of an
assessment metric, such as whether they are repeatable, consistent, comparable, under-
standable and meaningful. All of the metrics we have present are repeatable, consistent
and comparable. The degree to which they are understandable varies, however this does

not take away from the usefulness of the metrics. What is most important is the meaning-
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fulness of the metrics, and how contextually advantageous they are. Some contexts, such
as medical diagnosis, put a higher importance on not generating false negatives, and so,
metrics which are calculated using these numbers are desirable, while in other contexts,
such metrics might not be as useful.

In this work, we have only dealt with security environments, so both correctly iden-
tifying positives, and not generating falsely classifying benign samples as malicious are
important when assessing the tools we have looked at (although the degree to which one is
more important can vary). There are two primary metrics that we look at for this purpose
- sensitivity and specificity. These two metrics, as explained before, are well known and
often used to analyse intrusion detection tools, and as such, are easily comparable to other
studies and analyses.

In our first body of work, looking at the detection of malicious web scraping activ-
ity, we make use of two additional metrics. Firstly, we use precision. In this context,
not generating false positives takes prevalence over identifying malicious activity because
blocking legitimate users has a more detrimental effect than not detecting any one in-
stance of malicious activity. As such, precision allows us to understand, from the pool of
total positives generated, which were correctly classified as positives. Another aspect of
the datasets we analysed is that they are bot-heavy, meaning that there are a lot more
positive samples than negative ones. Because of this, it is important that we use a metric
that can adequately take into account differently-sized sets of classes, which is the case for

Matthew’s correlation, as explained in Section 2.3.5.

3.5 Analysing for design diversity

The steps we have talked about thus far in our methodology are useful for assessing the
performance of any binary classifier system, and to be able to compare between different
classifiers on a high level. Further to this, we are interested in understanding the design
diversity that exists between the different classifiers we have looked at, and so we need to
be able to correlate between different aspects of both the samples being classified, as well as
the classifiers themselves and how they operate. Most importantly is understanding what
makes classifiers have different classification patterns, and how they may be combined
such that we can create the best performing overall system.

When dealing with black box classifiers, such as our work with malicious web scraping
detectors, we are limited to understanding these differences in operation based solely
on the types of samples being classified. The hope is to identify what makes samples
easier for any particular classifier to correctly identify, and in our cases this comes down
to the various meta-data information for each sample. Calculating performance metrics
(sensitivity, specificity, precision and Matthew’s correlation) should be done based on
different subsections of samples, for example looking at the performance achieved by the
classifiers when looking only at high byte count samples vs. low byte count. Doing
this would highlight potential reasons that influence how the classifiers perform, drawing
indications to situations where one classifier might supersede another and vice versa.

In a similar manner, when looking at combinations of classifiers, we can devise com-
binations that separate classifiers along their inherent properties. We do this extensively

in our second body of work, looking at the classification of software samples using RNN
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machine learning models, where we deliberately try to compare combinations of classi-
fiers that have different values of hyperparameters, for example, combinations where all
individual classifiers have similar values of sequence length vs. combinations where the
individual classifiers have different values of sequence length. When dealing with a rea-
sonable number of classifiers, as is the case in work, applying these techniques leads to
potentially identifying the more important properties to creating diverse classifiers. This
knowledge can afterwards be used in later iterations to create the most diverse classifiers
possible, such that when combined using diversity diversity we can achieve a superior
overall system.

Where possible, all such properties of samples and classifiers should be analysed in
this manner, and more still, combinations of properties can be highlighted to understand
potential interactions between properties and how different values can lead to more or less
diverse classifiers. For cases where this is not possible, some context specific determination
of what makes an ”"important” property would be necessary, and this will depend on the

nature of the classifiers being used and the context in which they integrate.

3.6 Conclusions

In this chapter we have detailed our methodology for performing the analysis we will
present in this thesis, including the creation of both single classifiers and optimal adjudi-
cators, validation of classifiers and the selection of metrics for assessing classifier perfor-
mance. We provide more detailed methodology descriptions at the start of each subsequent

chapter which pertain to the specific studies we have undertaken.
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4 Diverse web scrapers

In this chapter we present our analysis of three datasets, consisting of HT'TP traffic flows
collected from live environments, which are operated by our partner Amadeus, a multi-
national IT provider for the global travel and tourism industry. The datasets contain the
traffic flows observed on their network, as well as the alerts generated by two intrusion de-
tection tools set to defend against malicious web scraping activity. This work was started
as part of the EU funded DiSIEM project [11], in which City, University of London and
Amadeus were part of the consortium.

We have analysed the three datasets individually as they were provided to us, and in
this chapter we will present the results highlighting two major differences between how the
datasets were collected. The first and second dataset were collected on the same domain,
but at different times, and so the comparison between these two datasets will focus on
how the web scraping detectors improved over time. The second and third datasets were
collected at the same time but from different domains, and so the comparison between
these two datasets will focus on the ability of the tools for tackling different environments.

This chapter is outlined as follows: in section 4.1 we describe the three datasets we
have analysed and what their differences entail for the results we will present. Section
4.2 describes in more detail the two web scraping detectors which are present in all three
datasets, and how they differentiate from one another in the way they operate. Finally in
section 4.3 we present the results of our analysis. We first present overview results, moving
on to the diversity aspects which we observed, and finally describe the various features
which are causing the web scraping detectors to diverge in their alerting patterns; finally
in 4.4 we discuss the conclusions of these analysis. An application of optimal adjudication

analysis on these datasets is presented separately, in Section 6.

4.1 Description of the datasets

All three datasets we have analysed consist of Apache HTTP access logs gathered from
two similar e-commerce applications. For the remainder of this report, we will refer to
these datasets as D1, D2 and DS.

Each demand in the datasets represents an HT'TP request session and contains HT'TP
request data (useragent, method, etc.), HT'TP response data (status, content-type, etc.),
as well as metadata about the connection, such as duration and bytes sent and received.
Each demand in the datasets was analysed by two intrusion detection tools at the time of
the capture, named Arcane (in-house tool built by Amadeus) and CommTool (this is the
anonymised!® name of a commercial tool utilised by Amadeus in their environment), and
subsequently classified into either "malicious bot traffic” or "non-bot traffic”. These tools
are further explained in the next section (4.2).

Alongside the classifications generated by the web scraping detectors, each demand
present in the datasets was also manually classified as either ”malicious bot traffic” or
"non-bot traffic” by engineers at Amadeus. This manual classification effort is based on
their experience with detecting malicious web scraping activity, and allows us to under-

stand and pinpoint which classifications made by the web scraping detectors were correct

10 Anonymised at the request of the dataset provider.
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or incorrect, and where the tools disagreed with one another.

Dataset D1 was the first dataset to be collected and analysed, and covers a period of 5
days, from May 7' to May 12", 2018. After we completed our analysis of D1, the results
we obtained were used by the dataset provider to tweak both Arcane and CommTool.
A new dataset was then captured, D2, using the tweaked web scraping detectors, which
spanned a period of 6 days, from September 13" to September 19", 2018. Both datasets
come from the same domain, which is geographically located in Europe.

The third dataset, D3, was captured during the same time period as D2, from Septem-
ber 13" to September 19*", 2018, but originates from a different domain, which was not
subject to the same traffic and attacks, and where the web scraping detectors (Arcane and
CommTool) were not tweaked in accordance with the results from the analysis done on
D1. As opposed to D1 and D2, dataset D3 was captured from a domain located in South
Asia.

4.2 Description of the detection tools

In this subsection we provide additional details about the two web scraping detectors

present in all three datasets we have analysed.

4.2.1 CommTool

CommTool, whose name is anonymised in this report, is a commercial tool used to detect
and manage bot activity on websites. The dataset provider uses a version of CommTool
deployed in the cloud in front of the web servers of the web applications they protect.
This means that all HT'TP requests coming from users are first inspected by CommTool
before being redirected to the application servers. Legitimate requests are forwarded to
the web application and requests deemed as originating from malicious bots are blocked.
CommTool (as well as many other web scraping detectors) uses different techniques to

detect malicious bots:

e Client-side fingerprinting: A JavaScript file is downloaded from the protected web-
site and run on the client’s browser. This script extracts many device attributes
to create an accurate fingerprint of the client’s system. The fingerprints are shared
worldwide amongst CommTool products, creating a global database of known vio-

lator fingerprints.

e JavaScript tests: For suspicious use sessions, CommTool can run further client-side

JavaScript tests, such as inspecting the consistency of device attributes.

e Machine learning: CommTool uses evolving behavioural user models based on the

data collected from different domains protected.

e Custom rules: For advanced scraping activities that are not detected using the above
methods, CommTool can implement custom rules based on user device attributes
or specific HTTP headers. Custom rules can also be created on request by the cus-

tomers of the tool (e.g., to monitor a particular domain of interest to the customer).
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e Known violator databases: CommTool uses a worldwide database of known violators
for easy identification of bots. The known violators can be User-Agents, Browser

fingerprints, IP addresses, subnets, ISPs, organisations, or countries.

4.2.2 Arcane

Arcane is an internal tool, built in-house by the dataset provider, and used to detect
web scraping activity. Arcane is used to monitor CommTool’s performance for domains
which are already protected by CommTool, and assess robotic activities for non-protected
domains. Unlike CommTool, Arcane is a purely server-side tool, meaning that it works
on, and only has access to, information seen by the server when it receives a request.
It uses Apache HTTP access logs and the information these contain to detect scraping
activity, with HT'TP access records being grouped into HTTP sessions via a unique session
identifier. The unique session identifier is stored in the client’s browser cookies and logged
in the Apache audit trails. From these sessions, Arcane collects a variety of different
features, which it uses to determine whether a request was originated by a malicious web

scraping bot, or by a human. The different features used by Arcane are shown in Table 6.

Table 6: Arcane session features

Feature Description

Session Duration The duration of a session.

Number of requests per session | The number of requests per sesion.

Burst rate The maximum number of requests made during an
adjustable sliding time window.

Static/Dynamic request ratio The ratio between the number of requests made to
static resources and the number of requests made to
dynamic pages.

Entropy A measure of the diversity of URL paths requested.

Number of IP addresses The number of distinct IP addresses used during the
same session.

Number of user agents The number of distinct user agent values in a session.

Number of HTTP errors The number of requests that results in 4xx and 5xx
error pages during a session.

Ratio of ”availability” requests | The ratio between the number of requests made to
sensitive pages (i.e., content-rich pages such as fares,
availability of seats, prices) and the total number of
dynamic requests during a session.

For each of the features in the table, a manually defined scoring function is used to
compute an anomaly score. These scores are then aggregated into a global anomaly score
used to decide whether an HTTP session originated from a web scraping bot or from a

benign source. The dataset provider uses a custom known violator database, similar to
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that of CommTool. While the dataset provider uses CommTool in blocking mode, every
HTTP request is still observed by both web scraping detectors, with Arcane analysing the
traffic after the fact.

4.3 Results
4.3.1 Overview

In Table 7, we show the total number of requests present in all three datasets, as well
as what proportion of these were determined to be malicious bot traffic by the dataset
provider. In all three datasets, we are dealing with attack-heavy data, with D1 having
96%, D2 having 98% and D3 having 83% malicious bot traffic. The travel industry is
particularly targeted by scraping activity, because of the type of content that can be
scraped (fares and availability). Although the proportion of bot traffic in our datasets is
high, the dataset provider reassured us that this proportion is not uncommon across the
different domains that they monitor.

Tables 8, 9 and 10 show how both Arcane and CommTool classified HTTP requests
that were manually determined to be bot traffic, in D1, D2 and D3, respectively. Num-
bers under reported identify the true positives generated, while not reported identify false
negatives generated by each tool. The same information is shown in Tables 11, 12 and
13, for HTTP requests that were manually determined as non-bot traffic, where reported
identifies false positives, and not reported identifies true negatives. We can see that, with
a few exceptions, both web scraping detectors tend to overlap on the true positives or true

negatives across the datasets.

Table 7: HTTP request counts for D1, D2 and D3

D1 D2 D3
Total requests 5,028,429 (100%) | 4,349,618 (100%) | 10,522,082 (100%)
Total scraping requests 4,825,011 (96%) | 4,250,418 (98%) 8,723,877 (83%)
Total non-scraping requests 203,418 (4%) 99,200 (2%) 1,799,105 (17%)
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Table 8: Scraping Requests Analysed by Both Tools for D1

. Arcane
Web scraping requests Totals
Reported | Not reported
Reported 1,369,281 146,998 | 1,516,279
CommTool
Not reported 1,430,200 1,878,532 | 3,308,732
Totals 2,799,481 2,025,530 | 4,825,011

Table 9: Scraping Requests Analysed by Both Tools for D2

. Arcane
Web scraping requests Totals
Reported | Not reported
Reported 4,060,181 28,937 | 4,089,118
CommTool
Not reported 135,568 25,732 161,300
Totals 4,195,749 54,669 | 4,250,418

Table 10: Scraping Requests Analysed by Both Tools for the D3

. Arcane
Web scraping requests Totals
Reported | Not reported
Reported 3,038,246 666,218 | 3,704,464
CommTool
Not reported 4,496,094 523,319 | 5,019,413
Totals 7,534,340 1,189,537 | 8,723,877

Table 11: Non-Scraping Requests Analysed by Both Tools for D1

. Arcane
Non-scraping requests Totals
Reported | Not reported
Reported 353 270 623
CommTool
Not reported 43,356 159,439 | 202,795
Totals 43,709 159,709 | 203,418

Table 12: Non-Scraping Requests Analysed by Both Tools for D2

. Arcane
Non-scraping requests Totals
Reported | Not reported
Reported 4,132 1,910 6,042
CommTool
Not reported 1,645 91,513 | 93,158
Totals 5,777 93,423 | 99,200

Table 13: Non-Scraping Requests Analysed by Both Tools for the D3

. Arcane
Non-scraping requests Totals
Reported | Not reported
Reported 3,391 6,199 9,590
CommTool
Not reported 15,357 1,774,158 | 1,789,515
Totals 18,748 1,780,357 | 1,799,105
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From these confusion matrices we can calculate the performance metrics we first identi-
fied in section 2.3. Every metric we introduced was calculated, and of those we’ve selected
four which fit with the purpose of our analysis and context of malicious web scraping
detection. The first two of these are sensitivity and specificity, which are widely used in
security contexts to account for the number of benign or malicious samples which were
correctly identified, respectively. Sensitivity and specificity are calculated using the fol-
lowing two formulas, and the values achieved by both Arcane and CommTool are shown
in Table 14.

T
Sensitivity = — (13)
P
TN
Speci ficity = N (14)

What we can observe is that, for D1, Arcane presents itself as a more sensitive, but
less specific system, when compared to CommTool. For D2, the metrics of each system
are more homogeneous. With the exception of CommTool’s specificity, which decreased
when compared to its rate in D1, all metrics have risen above 94%. From a very high-level
perspective, this suggests that both Arcane and CommTool were diverse in their alerting
behaviours for D1, and that, after being tweaked, the diversity between them diminished
as each tool individually became more reliable. Looking at the comparison between D2
and D3, D2 has a better sensitivity, in terms of both tools, while D3 experiences a higher

specificity rate for both Arcane and CommTool.

Table 14: Arcane and CommTool Sensitivity and Specificity for D1, D2 and D3

D1 D2 D3
Arcane | CommTool | Arcane | CommTool | Arcane | CommTool
Sensitivity | 58.02% 31.42% | 98.71% 96.21% | 86.36% 42.46%
Specificity | 78.51% 99.69% | 94.18% 93.91% | 98.96% 99.47%

While sensitivity and specificity are often the two most used metrics to measure the
performance of security tools, as we highlighted in our literature review section, they are
not the only ones, and are not necessarily the most effective. Precision is an often-used
metric, which gives an assessor an idea of how many of the positives generated by a tool
were correctly generated (i.e. how many of the alerts we generated were actually for ma-
licious samples). The higher the value of precision, the less false positives were generated
by a tool, and this insight can be useful if generating a false positive is particularly costly.
This is the case for these datasets, where preventing a legitimate user from interacting
with the store front will directly prevent that user from making a purchase, while missing
a malicious actor might have a very small impact in the amount of damage it can do (in

the context of price scraping). The value of precision is calculated using the formula:

TP
TP+ FP

Another aspect that we need to account for in these datasets is that they are bot-heavy,

(15)

Precision =

meaning that most of the samples are from malicious actors and very few from legitimate
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users. In other words, we need to take into account this disparity between a large number
of positive samples and a very small number of negative samples when measuring the
performance of the tools. The use of Matthew’s correlation can account for this disparity
in sample types, in a sense measuring both the sensitivity and specificity of a tool into a
single value for easier comparison. Matthew’s correlation is calculated using the following

formula:

TP+TN —-FPxFN

V(TP + FP)« (TP+ FN) (TN + FP)« (TN + FN)
(16)

In Table 15, we present the values of Matthew’s Correlation (MC) and Precision for

Matthew's correlation =

both Arcane and CommTool, for all three datasets. In it, we see that Matthews Correlation
shows a big increase from D1 to D2, for both Arcane and CommTool. This jump in
performance was observable when analysing sensitivity and specificity, although Arcane’s
increase is more pronounced using this metric. At the same time, precision does not change
much from D1 to D2, meaning that the proportion of users being incorrectly blocked is
roughly the same. We see a different story looking at the metrics comparing D2 and
D3 - Arcane is very comparable between the two domains, while CommTool has a slight

difference in terms of its Matthew’s Correlation value.

Table 15: Arcane and CommTool Matthew’s Correlation and Precision for D1 and D2

D1 D2 D3
Arcane | CommTool | Arcane | CommTool | Arcane | CommTool
MC 0.1452 0.1336 0.7647 0.5732 0.7137 0.3303
Precision | 98.46% 99.96% | 99.86% 99.85% | 99.75% 99.74%

4.3.2 Diversity analysis

In monitoring environments, adjudication systems are often used to decide whether ob-
served items are malicious or not based on the decisions of multiple monitors. Based on
the counts in overview tables we presented previously, we can extrapolate the results that
we would observe under 1002 and 2002 adjudication systems, in order to understand what
kind of improvements, or deterioration, can be harnessed from using both web scraping
detectors together. Tables 16 and 17 show how both of these adjudication schemes would
have analysed malicious bot and non-bot HTTP requests, respectively. We extend this in

Table 18, where we show the sensitivity and specificity rates for both adjudication systems.
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Table 16: Web Scraping Requests Analysed by Adjudication Systems for D1, D2 and D3

D1 D2 D3
Reported | Unreported | Reported | Unreported | Reported | Unreported
loo2 2,946,479 1,878,532 | 4,224,686 25,732 8,200,558 523,319
2002 1,369,281 3,455,730 | 4,060,181 190,237 | 3,038,246 5,685,631

Table 17: Non-Scraping Requests Analysed by Adjudication Systems for D1, D2 and D3

D1 D2 D2
Reported | Unreported | Reported | Unreported | Reported | Unreported
loo2 43,979 159,439 7,687 91,513 24,947 1,774,158
2002 353 203,065 4,132 95,068 3,391 1,795,714

Table 18: Adjudication Systems Sensitivity and Specificity for D1, D2 and D3

D1 D2 D3
loo2 2002 loo2 2002 loo2 2002
Sensitivity | 61.07% | 28.38% | 99.39% | 95.52% | 94.00% | 34.83%
Specificity | 78.37% | 99.83% | 92.25% | 95.83% | 98.61% | 99.81%

Changing from any system individually to a 1002 adjudication scheme increases sensi-
tivity, while lowering specificity. The inverse occurs when changing any individual system
to a 2002 adjudication scheme. Both of the changes are expected, as explained before
when we described adjudication systems (section 2.2.2). What is important to take from
this is how much better, or how much worse, a diverse pair would perform in these setups,
and the results in Table 18 give us some indicators about this. It would be up to the
corresponding security administrators, and dependent on the system context, on which
improvements would be most beneficial or cost-effective.

Again, as with the individual tools, we present in Table 19 the values of Matthew’s
Correlation (MC) and Precision calculated for adjudication systems. This time, the com-
parisons that can be drawn are the same as with the individual tools, although they are

more pronounced when looking at adjudication systems.

Table 19: Adjudication systems’ Matthew’s Correlation and Precision values for D1, D2
and D3

D1 D2 D3
loo2 | 2002 | loo2 2002 loo2 2002
MC 0.1583 | 0.1248 | 0.8448 | 0.5509 0.8440 | 0.2877
Precision | 98.53% | 99.97% | 99.82% | 99.90% | 99.70% | 99.89%

4.3.3 Diversity based on CommTool flags

So far, we have demonstrated the presence of diversity in the alerting patterns of both
tools, but we have not said anything about the source of this diversity, i.e., where the

diversity is coming from. The way in which both Arcane and CommTool detect malicious
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web scraping activity, and the different techniques they employ is the main reason for this
difference. Tables 20 and 21 show the number of CommTool and CommTool-only true
positives based on the reasons the tool flagged the connections for, comparing D1 and D2.
Tables 22 and 23 show the same information but comparing D2 with D3. In some cases,
multiple reasons were used by CommTool to flag a request, and in these cases, we have
counted the alert in more than one category. These flags given by CommTool indicating
the reason for the alert is a characteristic only found in CommTool, hence why we have

not carried out the same analysis regarding Arcane.

Table 20: CommTool Reasons for True Positives for D1 and D2 (Shortened)

D1 D2

Reason Count Reason Count

JavaScript Check Failed 1,422,528 | Known  Violator User | 7,969,663
Agent

JavaScript Not Loaded 797,420 | Pages Per Session Ex- 101,824
ceeded

JavaScript Not Loaded & 728,785 | JavaScript Check Failed 54,988

JavaScript Check Failed

Rate Limited 671,081 | JavaScript Not Loaded 19,291

Known Violator Data 157,920 | Known Violator Data 19,248

Centre Centre

Pages Per Session Ex- 36,531 | JavaScript Not Loaded & 11,086

ceeded JavaScript Check Failed

Session Length Exceeded 19,664 | Known Violator 11,591

Table 21: CommTool-Only Reasons for True Positives for D1 and D2 (Shortened)

D1 D2
Reason Count | Reason Count
JavaScript Check Failed 91,408 | Known Violator User Agent | 45,954
JavaScript Not Loaded 90,741 | Known Violator 3,958

JavaScript Not Loaded & | 90,090 | Pages Per Session Exceeded 2,961
JavaScript Check Failed

Rate Limited 77,567 | Known Violator Data Cen- 2,947
tre

Known Violator Data Cen- | 26,750 | IP Pinning Failure 745

tre

Known Violator 5,866 | JavaScript Check Failed 557

IP Pinning Failure 1,299 | JavaScript Not Loaded 541

As explained before, CommTool is primarily a client-side tool that works by creating a
fingerprint of the client’s device and matching this fingerprint to a known violator database.
This fingerprint is generated early on in a session, through the use of JavaScript. As
such, JavaScript checks are the most common reason for CommTool’s true positives for

D1, and the third most common for D2. Since Arcane does not utilise JavaScript in
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its detection procedure, this is theoretically a significant source of diversity between the
tools. Nevertheless, Arcane is still able to detect most of the same connections detected
by CommTool’s JavaScript process (roughly 93.5% for D1 and 99% for D2) since these
connections are initiated by hosts that are in Arcane’s known violator database, for reasons
other than JavaScript violations. The reasons for CommTool alerts are roughly the same
between all CommTool true positives and CommTool-only true positives for D1, with the
exception of Pages Per Session Exceeded. This is because Pages Per Session is also a
measure found in Arcane, and as such it does not provide a meaningful source of diversity
between the tools. For D2 we see that JavaScript-related reasons are less common in
CommTool-only alerts, while Known Violator reasons (Known violator IPs, subnets, etc)
rise. This implies that the diversity between Arcane and CommTool during D2 is coming
from the fact that the tools are using separate known violator databases, rather than any

inherent diversity between their operating methodology.

Table 22: CommTool Reasons for True Positives (Shortened) for D2 and D3

First Domain Second Domain
Reason Count Reason Count
Known  Violator User | 7,969,663 | Pages Per Session Ex- | 1,922,660
Agent ceeded
Pages Per Session Ex- 101,824 | Known Violator 1,338,137
ceeded
JavaScript Check Failed 54,988 | JavaScript Check Failed 1,155,995
JavaScript Not Loaded 19,291 | JavaScript Not Loaded 1,128,554
Known Violator Data 19,248 | JavaScript Not Loaded & 927,247
Centre JavaScript Check Failed
JavaScript Not Loaded & 11,086 | Unique Identifier ACL 890,940
JavaScript Check Failed
Known Violator 11,591 | Known Violator & Pages 627,836

Per Session Exceeded

Table 23: CommTool-Only Reasons for True Positives (Shortened) for D2 and D3

First Domain Second Domain
Reason Count | Reason Count
Known Violator User Agent | 45954 | Pages Per Session Exceeded | 727,492
Known Violator 3,958 | Known Violator 382,859

Pages Per Session Exceeded 2,961 | Known Violator & Pages | 231,898
Per Session Exceeded

Known Violator Data Cen- 2,947 | IP Pinning Failure 94,704

tre

IP Pinning Failure 745 | JavaScript Check Failed 57,348

JavaScript Check Failed 557 | Pages Per Session Exceeded | 48,195
& IP Pinning Failure

JavaScript Not Loaded 541 | JavaScript Not Loaded 38,945
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When comparing the different domains in D2 and D3, we see that for D2 the vast ma-
jority of CommTool’s alerts are generated based on Known Violator information, while the
alerts generated in D3 are more evenly spread out between Known Violator information,
JavaScript errors and user behaviour. This could help to explain CommTool’s sensitivity
decrease in D3 when compared to D2, as this likely indicates that a large proportion of
the attacks made to D3’s domains originated from IPs not present in Known Violator

databases.

4.3.4 Diversity based on bytes sent

The HTTP access logs in the datasets contain information about the number of bytes
sent in the responses to the client. This allows us to compare both tools’ alerts to re-
quests, based on the number of bytes in the responses for these requests. Fig. 7, 8 and
9 show the number of true positives generated by Arcane, Arcane-only, CommTool and
CommTool-only based on the number of bytes the HT'TP responses had, for D1, D2 and
D3, respectively.

In both D1 and D2 we can identify three clusters of activity, and these roughly line up
with each other. The first cluster of activity is between 0 and 8,000 bytes for D1, and 0 and
12,000 bytes for D2. For this first cluster we see both tools active, with Arcane generally
having more unique true positives than CommTool. This trend only inverts during the
4,000 to 6,000 bytes range for D1, where CommTool has a large number of unique true
positives. The second cluster of activity concerns the range of 18,000 to 20,000 bytes for
D1, and 16,000 and 22,000 bytes for D2. For both datasets, this activity range is dominated
by CommTool, being the only tool that generates unique true positives. Finally, the third
cluster of activity comprises between 30,000 and 36,000 bytes for D1, and 28,000 to 54,000
bytes for D2. In both datasets, this range of activity is mostly limited to Arcane alerts,
with the exception of a reasonable number of CommTool alerts in D2, in the range of
34,000 to 36,000 bytes.

Looking at the results from D3, while these clusters are not as well defined, we still see
that the activity spikes around the same areas. In Fig. 9 we see that there is increased
activity between 0 and 8,000 bytes - similar to D2 domain’s cluster - and an increased
activity after the 32,000 bytes mark. We also see an outlier in activity between 20,000
and 24,000 bytes which is close to D2’s second cluster of activity.

If we take a look at the same information for false positives, as shown in Figs. 10,
11 and 12, we can see that CommTool does have activity past the 22,000 bytes mark,
however, it only generates false positives. After discussions with the dataset provider we
were told that neither CommTool nor Arcane make use of the number of bytes sent for a
particular request. Nevertheless, this appears as a source of additional observed diversity
between the web scraping detectors. Because Arcane’s output is based solely on HTTP
access logs, its detection tends to improve as the duration of sessions increase. Over time,
Arcane has access to more data and statistics that allow for a greater confidence in the
alerts generated. This could help to explain why Arcane generates a higher number of
alerts (both true and false positives) when compared to CommTool, as the number of
bytes sent increases.

Taking a deeper look at the number of bytes sent in the requests of D1 and D2, we show

53



in Figs. 13 and 14 the average number of bytes sent for true positives over time, for D1 and
D2, respectively. This information is shown for true positives generated by Arcane, Arcane-
only, CommTool and CommTool-only. What we see is that, for D1, both tools’ average
number of bytes sent is consistently higher for true positives they have uniquely produced
when compared to all of their true positives (the ones they generated alerts for along
with the other tool). This indicates that the alerting patterns of Arcane and CommTool
appear to overlap for requests which generate responses with lower bytes, and as the
number of bytes sent increases, they diverge in their alerting behaviour. This changes for
D2, where Arcane and CommTool’s lines appear almost identical, while the Arcane-only
and CommTool-only lines diverge. This is consistent with previous observations that the
tools have more alerts in common.
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Figure 7: True positives by bytes sent for D1.
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Figure 8: True positives by bytes sent for D2.
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Figure 10: False positives by bytes sent for D1.
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Figure 11: False positives by bytes sent for D2.
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Figure 12: False positives by bytes sent for D3
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Figure 13: Average bytes sent for true positives for D1.
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Figure 14: Average bytes sent for true positives for D2.
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4.3.5 Diversity based on HTTP response status

Another area in which Arcane and CommTool seem to differ in terms of their alerting
patterns is on the response status for HI'TP requests. Tables 24, 25 and 26 are shortened
versions of the true positive counts generated by Arcane, Arcane-only, CommTool and
CommTool-only based on HT'TP response status, for datasets D1, D2 and D3, respectively.
The four HTTP status codes present in the tables are: 200 (OK), 302 (Found), 405
(Method not allowed) and 456, which is not an HTTP standard response status.

From Table 24 we see that response statuses 302 and 405 are alerted differently by
Arcane and CommTool in D1. Investigating further, we could see that Arcane has a much
higher number of unique alerts for HT'TP response status 302 (Found), while CommTool
is the only tool that generates unique alerts for status 405 (Method not found). Arcane
does alert for requests whose response status was 405, however it does not do so uniquely,
meaning that, for the case of HT'TP response status 405, CommTool is presented as a
superset of Arcane.

These observations hold true for D2 as well, where we can still see that CommTool is
the only tool to generate unique alerts for HI'TP status 405. From discussions with the
dataset provider they confirmed that this is because CommTool sent a CAPTCHA at the
start of the connection (with status 405). Because it was at the start of the connection
(i.e., the CAPTCHA test was failed by the bot), CommTool detects it while Arcane does
not. They also confirmed that most 302 requests are for ” /”. The HTTP sessions with 302
responses rarely contain requests to other pages on the website. Arcane was able to detect
them because of its known violator database. CommTool did not detect them because the
session origins are not in its known violator database, and the sessions were too short for
CommTool to be able to run further JavaScript tests.

When comparing the different domains between D2 and D3, in general, the percentage
of alerts generated by Arcane and CommTool are similar across the two datasets, with
the only difference being that of status 456. Due to the nature of status 456 not being
a standard HTTP response status, we are unable to provide further insight into this
difference.

The similarities between the two datasets are more easily identified when we look at
Arcane-only true positives for status 405, which happens to be 0 (zero). From discussions
with the dataset provider they confirmed that this is because CommTool sent a CAPTCHA
at the start of the connection (with status 405). Because it was at the start of the
connection (i.e., the CAPTCHA test was failed by the bot), CommTool detects it while

Arcane does not.
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Table 24: True Positive Counts by HTTP Response Status for D1 (Shortened)

Status | Arcane TPs | CommTool TPs | Arcane only TPs | CommTool only TPs
200 2,167,085 1,123,320 1,138,231 94,466
302 418,115 143,578 291,710 17,173
405 213,929 248,825 0 34,896

Table 25: True Positive Counts by HTTP Response Status for D2 (Shortened)

Status | Arcane TPs | CommTool TPs | Arcane only TPs | CommTool only TPs
200 158,993 55,292 107,139 3,438
302 27,740 27 27,730 17
405 4,008,238 4,033,591 0 25,353

Table 26: True Positive Counts by HT'TP Response Status for D3 (Shortened)

Status | Arcane TPs | CommTool TPs | Arcane only TPs | CommTool only TPs
200 6,246,804 1,943,729 4,456,126 153,051
405 801,216 1,304,705 0 503,489
456 445,639 446,274 0 635

4.3.6 Diversity based on user agent

One way to detect the presence of web scraping activities is to find evidence of botnets.
This is because, attackers often lack the resources to establish a centralised scraping sys-
tem, and resort to the use of botnets to launch their scraping attacks. Evidence of botnet
activity can be found by looking at the parameters sent with each HT'TP request, for ex-
ample, looking at the value of the user-agent field. Under normal circumstances, where a
human performs a request, this value takes on the name or description of the browser that
the user utilised. By looking at the value of user agent across multiple unique requests
generated by different client IPs, we can correlate them in order to detect the presence of
botnets. Tables 27, 28 and 29 present the top user agents based on the number of total
attack requests made (the user agents code meanings are presented in Table 30). For each
of them we show how many requests originate from malicious bots, the number of unique
IP addresses that have used this user-agent for malicious bot requests, and the number of
alerts generated by Arcane, Arcane-only, CommTool and CommTool-only.

For D1 we see that Arcane has a large number of unique alerts generated for the top
4 user agents (which have been used by more than 1,000 unique IP addresses). After
these first 4, Arcane ceases to alert uniquely for any user agent. Meanwhile, CommTool
has a lower number of unique alerts for the top 4 user agents, when compared to Arcane,
but from there on appears as a superset of Arcane (ie.e it detects all that Arcane does
and more). These results are aligned with the way both tools work. Arcane is primarily
server-side, therefore it has the ability to look at multiple HTTP requests and correlate
them together to find botnets. As such, it is not surprising that it performs better for user
agents which have been used by more unique IP addresses, as these potentially constitute

evidence of larger botnets. What is surprising is that this behaviour changes for D2. In
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D2, we no longer see this distinction where Arcane alerts uniquely for user-agents being
used by more than 1,000 unique IPs and then stops alerting uniquely. For D2, both Arcane
and CommTool correctly detect all attacks made by the top user agent, and from there
onward they alternate in regard to which tool generates the most unique alerts.

For the results from D3, the number of Arcane-only true positives and CommTool-only
true positives are not close between the two tools, with each useragent instance usually
having one dominant tool, which generates the most unique alerts. This suggests that the

tools have a much bigger overlap in terms of alerting patterns for D3.

Table 27: True Positives by Useragent for D1 (Shortened)

User agent | Total at- | Unique Arcane Comm- Arcane Comm-

tacks IP ad- | true Tool only Tool

dresses posi- true true only

tives posi- posi- true

tives tives posi-

tives
(A) 2,775,396 162,149 983,747 537,247 540,126 93,626
(B) 1,109,404 21,195 | 1,037,946 469,769 581,221 13,044
(C) 705,335 14,783 550,182 293,541 292,321 35,680
(D) 230,682 1,053 226,742 211,528 16,532 1,318
(E) 789 297 590 789 0 199
(F) 610 313 23 610 0 587
(G) 559 271 11 559 0 548
(H) 505 269 16 505 0 489
(I) 169 42 34 169 0 135
(J) 56 28 0 56 0 56
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Table 28: True Positives by Useragent for D2 (Shortened)

User agent | Total at- | Unique Arcane Comm- | Arcane Comm-

tacks IP ad- | true Tool only Tool

dresses posi- true true only

tives posi- posi- true

tives tives posi-

tives
(K) 3,960,416 380,221 | 3,960,416 | 3,960,416 0 0
(B) 173,794 16,769 167,063 88,893 84,277 6,107
(C) 38,358 7,728 38,306 10,783 27,575 52
(L) 6,568 2,959 2,025 613 1,647 235
(M) 1,637 2,153 1,297 533 1,004 240
(H) 15,324 1,767 7,305 7,732 6,006 6,433
(F) 13,769 1,718 3,782 7,394 2,945 6,557
(G) 10,338 1,674 3,498 7,605 2,733 6,840
(N) 2,322 1,215 635 196 512 73
(0) 704 831 660 176 528 44

Table 29: True Positives by Useragent for D3 (Shortened)
User agent | Total at- | Unique Arcane Comm- | Arcane Comm-

tacks IP ad- | true Tool only Tool

dresses posi- true true only

tives posi- posi- true

tives tives posi-

tives
(P) 5,834,459 538,186 | 5,834,459 | 1,662,397 | 4,172,062 0
(Q) 1,884,601 65,077 941,212 | 1,492,912 61,219 612,919
(L) 72,488 34,259 8,704 2,132 8,363 1791
(R) 15,317 31,782 8,458 7,086 8,231 6,859
(S) 78,875 24,372 78,875 33,667 45,208 0
(T) 52,179 19,453 51,799 32,973 19,206 380
(U) 6,948 19,443 2,238 4,830 2,118 4,710
(C) 46,123 17,047 45,661 29,835 16,288 462
(N) 30,096 14,446 3,766 1,167 3,447 848
(V) 104,807 10,987 104,807 69,060 35,747 0
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Table 30: User-agents Legend

Code User-agent
(A) | Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/52.0.2743.116 Safari/537.36 Edge/15.15063
(B) | Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
(C) | Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
(D) | Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/61.0.3163.100 Safari/537.36
(E) | Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0)
(F) | Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/53.0.2785.116 Safari/537.36
(G) | Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit /537.36 (KHTML, like
Gecko) Chrome/53.0.2785.116 Safari/537.36
(H) | Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko/20100101 Fire-
fox/49.0
(I) | Mozilla/5.0 (iPhone; CPU iPhone OS 11.3 like Mac OS X) AppleWe-
bKit/605.1.15 (KHTML, like Gecko) Version/11.0 Mobile/15E148 Safari/604.1
(J) | Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/59.0.3071.115 Safari/537.36
(K) | Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13_1) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/67.0.3396.87 Safari/537.36 OPR/54.0.2952.64
(L) | Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/68.0.3440.106 Safari/537.36
(M) | Mozilla/5.0 (iPhone; CPU iPhone OS 11.4.1 like Mac OS X) AppleWe-
bKit/605.1.15 (KHTML, like Gecko) Version/11.0 Mobile/15E148
(N) | Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/68.0.3440.106 Safari/537.36
(O) | Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:62.0) Gecko/20100101 Fire-
fox/62.0
(P) | Moxzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/68.0.3440.106 Safari/537.36
(Q | Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/67.0.3396.87 Safari/537.36
(R) | Mozilla/5.0 (iPhone; CPU iPhone OS 11.4.1 like Mac OS X) AppleWe-
bKit/605.1.15 (KHTML, like Gecko) Version/11.0 Mobile/15E148 Safari/604.1
(S) | Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11.6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/65.0.3325.181 Safari/537.36
(T) | Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit /537.36 (KHTML,
like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134
(U) | Mozilla/5.0 (iPhone; CPU iPhone OS 1141 like Mac OS X) AppleWe-
bKit/605.1.15 (KHTML, like Gecko) Mobile/15G77
(V) | Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/66.0.3334.0 Safari/537.36
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4.3.7 Diversity based on geolocation

Figures 15 and 16 show the differences in geolocation we have found between D1 and
D2. The same information is given for comparing D2 and D3, in Figures 17 and 18. The
left-hand side of the figures show geolocation data relative to D1/D2, while the right-hand
side of the figures show the geolocation data for D2/D3.

Comparing D1 and D2, for Arcane-only true positives and false positives, there seems to
be no real difference between the two datasets. However, there are some striking differences
between the datasets when it comes to CommTool-only positives. In particular, the most
important difference concerns CommTool-only true positives: CommTool identifies bot
traffic from a much wider geographical area compared with Arcane (which mainly reported
alerts from Europe-based IPs, where the domain being monitored is located in). For
D1, the true positives were mostly limited to European IPs, while in D2 they are found
worldwide. We also see slight differences when it comes to CommTool-only false positives,
with D1 having a bigger percentage concentrated in Central America, while in D2, these
are concentrated throughout Europe. However, in these cases, the numbers are too small
to derive any reasonable conclusions.

We speculate that the changes we observe are due to a change in botnet geographical
dispersion between the two studies.

Comparing D2 and D3, which were collected from different domains, we see that, with
the exception of CommTool-only true positives, the first domain appears to be targeted
mainly by European addresses, while the second domain shows a much wider range of
attacks, in terms of their geographical distribution. This makes sense because, as we
noted before, the first dataset pertains to a European client while the second dataset

pertains to a south Asian client.
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(i) CommTool-only true positives (D1) (j) CommTool-only true positives (D2)

Figure 15: Geolocation of all attacks and true positives for D1 and D2

62



(g) CommTool-only false positives (D1) (h) CommTool-only false positives (D2)

Figure 16: Geolocation of false positives for D1 and D2
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(i) CommTool-only true positives (D2) (j) CommTool-only true positives (D3)

Figure 17: Geolocation of all attacks and true positives for D2 and D3
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(g) CommTool-only false positives (D2) (h) CommTool-only false positives (D3)

Figure 18: Geolocation of false positives for D2 and D3
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4.4 Conclusions

In our analysis, we’ve made a point of comparing D1 to D2 as two datasets gathered from
the same domain but where the tools evolved over time, and comparing D2 to D3 as two
datasets gathered from different domains but during the same period of time. Comparing
D1 to D2, we show clear signs of diversity benefits for most setups, as evidenced by
the values of sensitivity and specificity for 1002 and 2002 adjudication systems. Similar
benefits in sensitivity and specificity are also seen in D3, however to a lesser degree.

There are two major factors for why we see differing alerting patterns between Arcane
and CommTool. Firstly, the mode of operation between the two tools is substantially
different from one another. CommTool works primarily on the client-side, and most of
its detection capabilities are due to JavaScript tests run on the client’s device. This
translates to a generally faster decision as to whether a request is malicious or not but
prevents CommTool from correlating between different connections. Arcane is exclusively
server-side, and thus is capable of looking and correlating between multiple different client
requests. This means that Arcane can more easily detect evidence of botnets. It also
means that Arcane outputs more accurate alerts for longer connections. Secondly, the
use of different known violator databases leads both tools to detect different connections.
This, however, is not inherent to their operation modes.

In terms of the evolution of tools, we concluded that in D1 the tools complemented
each other in their detection capability very well, though which adjudication scheme to
use would depend on the losses associated with the different types of failures (false posi-
tives and false negatives). Using the results of the D1, the weaknesses of each tool were
highlighted, and both tools were reconfigured by the dataset provider to improve their
detection capabilities. As a result, the detection rate of each tool in D2 improved signifi-
cantly. Hence, in D2, there is less room for improvements from diversity as the individual
tools are already very good. Nevertheless, we still observed diversity in the tools” behaviour
even in D2.

Similar conclusions can be drawn between D2 and D3, in terms of the transferability
of tools to different domains, however, the benefits of design diversity were much smaller
in both of these compared to D1. A large portion of the differences between D2 and D3
related directly to the different domains being analysed, although the improvements of
design diversity are consistent between the two domains.

The nature of the datasets analysed limits us from making more general comments on
the usefulness of design diversity when it comes to the detection of malicious web scraping
activity. Our observations are applicable to the tools in our datasets, but it is hard to
relate the benefits we saw in our analysis to how other web scraping detectors would

operate.

66



5 Diversity with RNN malware detection

In this chapter, we present our analysis of the potential diversity benefits of using multiple
recurrent neural network (RNNs) models for the classification of malware and benignware
samples. We used a dataset from a previously published research [12], which contains
predictions from a set of 37 RNN models, trained and tested on a dataset of over 4000
software samples. We have analysed the potential diversity benefits in combinations of up
to 10 models, in 1-out-of-N, N-out-of-N and simple majority adjudication schemes.

This chapter is outlined as follows: in section 5.1 we go into more detail on the work
that this analysis is based upon, including the building, training and testing of the various
machine learning models analysed; section 5.2 describes the methodology we have followed
to carry out our research; in section 5.3 we give an initial overview of the diversity present
between the various models, and follow this in section 5.5 where we attempt to explain
where this diversity stems from; finally, in section 5.6 we conclude our analysis. The
application of optimal adjudication analysis on this dataset is presented separately, in

Section 6.

5.1 Background work

The analysis presented in this chapter follows on the work done by Rhode et. al. [12].
For that work, the authors built and trained a set of 37 recurrent neural network (RNN)
models for use in the classification of software samples as either malicious or benign.
This work differs from others in the same context by utilising dynamic data analysis.
Traditionally, when classifying software samples, static code analysis techniques are often
the go-to approach when building reliable solutions. This is the approach that antiVirus
products normally take, where code is extracted from the sample being scrutinised, and
these samples are then compared to previously known malicious signatures. However,
such approaches can fail to detect malware samples in one of two major ways: i) when
encountering zero-day vulnerabilities, meaning that their signatures have not been indexed
yet [19]; ii) when dealing with code obfuscating techniques that mask known malware
signatures [110].

Dynamic data analysis techniques are an attempt to solve both of these issues, and are
based on the idea that malware cannot avoid leaving traces of its malicious activity. The
analysis of the activity generated by a sample run on a system (typically in a virtualised
environment) can offer insight into the ultimate alignment of the code and thus allows
for the detection of malware. These dynamic approaches often yield more reliable results
than those found with static code analysis ( [111-113] ), however, they suffer from having
to wait for potential malware to run, imposing a time penalty on the end-user or allowing
a malware to inflict damage upon a system before it is detected and stopped.

The work by Rhode et. al. that we are expanding upon proposes a dynamic data
analysis approach using recurrent neural network models (RNN), and attempts to generate
predictions within the first few seconds of a sample being executed, thus lowering the
typical time penalty of related work to a tolerable amount. The intuition for this is
based on the idea that malware samples will typically attempt to perform their malicious

actions as soon as possible, in order to shorten the time window for their attack and thus
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potentially avoid detection. For this, the ability for models to process time-series data
(the data generated by a sample during the time it is ran) is necessary, and two major
machine learning models are useful for this - RNN and Hidden Markov Models (HMM).
The justification behind the use of RNN rather than HMM models is that the former are
capable of processing continuous time series data, unlike HMMs.

A total of 37 RNN models were created. Each model works by analysing the activity
generated by a sample when run in a virtualised environment, using 10 different metrics
as feature inputs: system CPU usage, user CPU usage, packets sent, packets received,
bytes sent, bytes received, memory use, swap use, the total number of processes currently
running, and the maximum process ID assigned. A snapshot of the metrics is taken every
second for 20 seconds whilst the sample executes, starting at 0 seconds, such that at 1
second, there will be two feature sets or a sequence length of 2.

Whilst API calls to the operating system are the most popular behavioural feature
used in dynamic malware detection, there are some major reasons they were not used in
this study as recent work has shown that they achieve comparable performance to the
machine metrics used in this paper but are a less robust data source when tested on data
from a different underlying distribution [114]. From a practical standpoint, there is also
the issue that incorporating categorical features (which API calls are) requires an input
vector with a placeholder for each category to record whether that API call was present
or not. Due to the large amount of API that can be collected, a very large input vector
would in turn be necessary, leading to a slower training process for the models.

In order to create RNN models that are diverse from one another, each model was built
with a different set of hyperparameters. Table 31 describes these hyperparameters in more
detail. When creating the models, a random search of the hyperparameter space was used
as this allowed for easier parallelisation and implementation. Additionally, random space
search has been found to be more efficient at finding good configurations when compared to
grid search [115], which uses a discrete search space for hyperparameter values rather than
a continuous one. This efficiency and automated nature are crucial, as Rhode hypothesises
that the various classification models would need to be regularly re-trained as malware
evolves and new samples are discovered.

To be able to generate predictions for the entirety of the sample dataset, while still
making use of this same dataset for training purposes, a 10-fold cross validation technique
was used. The sample dataset was split into 10 equally sized partitions. Models were
trained with 9 of these and tested on the remaining partition, a process which was repeated
10 times, each time changing which partition was tested. The predictions generated for
the 10 testing partitions were then combined, for ease of performance comparison between
different models. It is crucial to note that when generating a prediction for a sample, a
model was never trained using that same sample. The predictions generated by the RNN
models are expressed in values between 0 and 1, where a prediction of 0.5 or higher is
interpreted as a malware classification, with anything under this value being considered a

benignware classification.
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Table 31: Model hyperparameters

Attribute Description
Depth Number of hidden layers in GRU-
RNN
Hidden neurons Number of neurons (GRU-cells)

in each hidden layer

Bidirectional Time series processed forwards as
well as backwards

Batch size Number of training samples seen
by the network between each
weight update

Epochs Number of times model is ex-
posed to full dataset

Optimiser Weight update rule

Learning rate Multiplier on weight changes dur-
ing training for SGD (0.001 learn-
ing rate used for Adam)

Dropout rate Proportion of randomly zero-ed
neurons during training to help
with overfitting

L1 recurrent weight regulariser L1 normalisation on weights
L2 recurrent weight regulariser L2 normalisation on weights
R1 recurrent weight regulariser R1 normalisation on weights
R2 recurrent weight regulariser R2 normalisation on weights
Sequence length Amount of data seen by each

model for each behavioural trace

The sample dataset contained a total of 4066 software samples, of which 1925 were
malicious and another 2141 were benign. The malware and benignware were collected
from a variety of different online sources, including VirusTotal, Softonic, PortableApps,
SourceForce!! and Windows OS. Labelling of the software samples was done as a combina-
tion of manual labour and the use of the VirusTotal API. Additionally, VirusTotal results
were used to classify malware samples based on the category of malware they resembled
(counts of malware types are shown in Table 32). Each sample was run in a virtualised en-
vironment, using Cuckoo Sandbox, and machine activity metrics extracted using a custom
auxiliary module reliant on the Python Psutil library. This is illustrated in Fig. 19.

The predictions generated by the models individually for each of the samples was
published in [12]. In that publication the authors achieve a detection accuracy of 94%
with just 5 seconds of dynamic data analysis, compared to a typical file execution time
for dynamic analysis being around 5 minutes. In our research, we expanded this analysis
by looking at the possible gains and drawbacks of using multiple RNN models in more
conventional adjudication schemes, as we have done with our work on the web scraping

detector analysis.

waw.virustotal.com; www.softonic.com; www.portableapps.com; www.sourceforge.net
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Table 32: malware type counts

Type Count
trojan 1056
virus 309
backdoor 114
adware 86
trojanransomware 72
bot 71
virusransomware 52
adwareransomware 50
application 36
worm 24
aptvirus 20
infostealertrojan 16
rootkit 11
aptbackdoor 7
unknown 1
RNN
CuckooSandbox | q H
Machine E E
Activity z > T HTH
Extracted . H
.............................. tensor of E E
size (time, 10) | [ ]

Hidden layers
of GRU cells

Figure 19: High-level model overview
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5.2 Methodology

Our analysis is based on the predictions generated by the 37 RNN models created in the
initial publication, for all samples in the original dataset (malicious and benign). These
predictions were in the form of a numerical value between 0 and 1, where a prediction of
0.5 or above indicated that the model predicted that the sample was malicious. By looking
at the outputs generated by a combination of models for all of the samples analysed, we
are able to extrapolate what their combined output would be under different adjudication
schemes, thus allowing us to calculate various performance metrics (such as accuracy,
sensitivity and specificity).

We have done this for combinations of up to 10 models'? in three different types of
adjudication schemes: i) 1ooN schemes, which improve sensitivity; ii) NooN schemes,
which improve specificity; and iii) simple majority schemes (i.e. 2003, 3005, 4007, 5009)
which represent a middle ground between sensitivity and specificity.

Additionally, we have done this analysis based on the various hyperparameter values
of each model, allowing us to better understand which parameters lead to an increased di-
versity between models, as well as based on malware type, making it possible to determine

whether design diversity techniques have different effects for different types of malware.

5.3 Diversity results

We first look at how all of the models in our dataset performed on their own. In Fig.
20 we show the accuracy, sensitivity, and specificity that all 37 models achieved during
their testing, ordered by their overall accuracy. Most of the models achieve close to 0.7
accuracy, with a few outliers on either side of the graph. However, the same cannot be
said for sensitivity and specificity, as these vary significantly between the models, with
some being better at detecting malware, while others better at not raising false alarms
for benignware. The three worst models (models 29, 24 and 6) all vary significantly from
the rest of the models, by having their sensitivity close to 0.2, while model 1 (being the
best in overall accuracy) is the only model to achieve a higher value for sensitivity then
specificity.

When looking at these graphs it is important to keep in mind the various parameters
with which the models were built. The three worst models from the previous figure (models
29, 24 and 6) are the only models in our dataset that have a value of 20 for sequence length
(the amount of time models look at a sample’s activity before generating a prediction),
which is also the highest value of sequence length in the dataset. On the other hand, the
best performing model (model 1) is the only model in the dataset with a sequence length of
2, which also happens to be the lowest value of sequence length in the dataset. If we order
the information we have by the value of each model’s sequence length, as we have done
in Fig. 21, we can see that as the value of sequence length increases, there is a consistent
decrease in that model’s sensitivity, with an opposite but subtle increase in specificity.

It’s important to note that if a malware sample did not run for as long as the sequence

12We ran the analysis in a distributed computational environment at City, University of London, which
utilised three VMs, each with 20 CPU cores, and with 64GB RAM in each VM. It took approximately 10
days to run the 10010 experiment, and, due to the combinatorial explosion, we estimated it would take
more than a month to do 1ool1, and even longer for higher combination sizes. For this reason, we did not
continue with higher combinations.
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Figure 20: Single model metrics, ordered by accuracy
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Table 33: Accuracy, sensitivity and specificity values for single models

Model | Accuracy | Sensitivity | Specificity
1 0.80792 0.89922 0.72583
8 0.79415 0.79481 0.79355
30 0.79292 0.76312 0.81971
32 0.75848 0.65403 0.85241
7 0.75283 0.72675 0.77627
33 0.72873 0.6426 0.80617
13 0.71323 0.54026 0.86875
27 0.712 0.55792 0.85054
20 0.70782 0.55065 0.84914
18 0.70659 0.54857 0.84867
34 0.70659 0.53455 0.86128
4 0.70512 0.51688 0.87436
22 0.70192 0.62182 0.77394
36 0.69651 0.53039 0.84587
28 0.69651 0.49818 0.87482
9 0.69577 0.51169 0.86128
35 0.69356 0.59377 0.78328
14 0.69356 0.53922 0.83232
11 0.69306 0.53714 0.83326
26 0.69306 0.4987 0.86782
23 0.69208 0.51636 0.85007
12 0.69011 0.48 0.87903
31 0.68962 0.46909 0.8879
2 0.68888 0.65714 0.71742
15 0.68839 0.5974 0.7702
25 0.68839 0.60052 0.7674
21 0.68519 0.53091 0.82391
16 0.68028 0.49351 0.8482
3 0.67831 0.53818 0.8043
19 0.67511 0.53403 0.80196
10 0.67216 0.5174 0.8113
0 0.66773 0.64104 0.69173

0.63207 0.49247 0.75759
17 0.62863 0.52 0.7263
6 0.59272 0.21558 0.93181
24 0.58534 0.21714 0.91639
29 0.58436 0.20831 0.92247
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length value of a model, that model did not generate a prediction since it did not have the
"necessary” amount of information needed to do so. In these cases, when calculating the
performance of these specific models, those samples which ran for less than the required
sequence length were excluded. This means that the metrics for higher sequence length
models are less accurate compared to lower sequence length models.

Of all the hyperparameters used when building the models, sequence length is the only
one that seems to have a demonstrable impact on the various metrics achieved by the
individual models. For the reader’s insight, we show in Table 33 all of the models in the
dataset alongside their achieved accuracy, sensitivity and specificity.

It is also important to understand the difficulties that each sample in our dataset
poses to the models. Fig. 22 represents the ”difficulty” of each sample, by identifying
the total number of models that failed to correctly identify the various malware and
benignware samples (i.e., they labelled malware as benign and benign as malware). An
important aspect to highlight in each of the lines is that, at times, they reach a total
of 37 models, meaning that there are both malware and benignware samples that are
always incorrectly classified by all the models in our dataset. This effectively imposes
certain upper bounds on the maximum amount of sensitivity and specificity we can ever
achieve with just combinations of these same models, something we will touch on in the

13 For malware, there are a total of 101 samples that are never correctly

next section
identified as malware, which means that the upper bounds for sensitivity with conventional
adjudication schemes is (1925 - 101) / 1925 = 0.94753. For benign samples, there are a
total of 18 samples that are never correctly identified as benign, which means that the
upper bound for specificity with conventional adjudication schemes is (2141 - 18) / 2141
= 0.99159.

Of the 101 malware samples that were always misclassified, there doesn’t appear to be
a clear reason, other than their intrinsic difficulty. In Table 34 we break down these 101
samples based on their malware type, in which trojan and virus are the most numerous.
However, this is likely due to the distribution of overall malware types in the sample
dataset, as this same order is found when looking at all of the malware samples in the

dataset (as we previously demonstrated in Table 32).

5.4 Overview of diversity

Now that we have analysed the individual models, we can start to combine them in different
adjudication schemes to try to understand what sort of benefits and drawbacks we can
get, in terms of overall accuracy, as well as sensitivity and specificity. We have looked
at 1-out-of-N schemes which excel at improving the sensitivity of the system (correctly
identifying malware), N-out-of-N schemes which excel at improving the specificity of the
system (correctly identifying benignware) and simple majority schemes, which are often a
mix of the best of both worlds.

In Figs. 23 and 24 we show the sensitivity and specificity improvements with 1looN
and NooN adjudication schemes, respectively, up to and including combinations of 10

models. As expected, each adjudication strategy improves the respective metric of the

3Higher values of sensitivity and specificity may be achieved using optimal adjudication schemes. We
will discuss this in chapter 6
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Table 34: Description of malware never identified

Type Count
trojan 56
virus 19
backdoor 9
adwareransomware 4
bot 3
trojanransomware 3
adware 2
infostealertrojan 2
aptvirus 1
virusransomware 1
worm 1

overall system, with 1looN improving sensitivity and NooN improving specificity. For
looN (Fig. 23), there is a gradual increase in sensitivity up until loo4 schemes, with two
more noticeable jumps after this point, going from 1005 to 1006, and from 1007 to 1008,
as noted by the jump in the median.

For NooN (Fig. 24) we see a similar picture for specificity, with more significant
improvements to the metric going up to 4004 schemes, and subtly continuing thereafter.

In Tables 35 and 36 we show the minimum, mean and maximum values for sensitivity
and specificity for 1ooN and NooN adjudication schemes, respectively, along with the
upper bounds for these metrics, as we calculated previously when looking at the sample
difficulty. In accordance with the data in the previous boxplots, these metrics have a
consistent growth as the number of models in each combination increases. For sensitivity,
the maximum theoretical value is achieved with a combination of 1008. The maximum
sensitivity is thus not increased for 1009 and 10010 combinations, but the minimum and
mean sensitivity values continue to grow.

For specificity however, it’s theoretical maximum value is not observed in the current
analysis we have performed, with 100010 schemes only reaching a maximum of 0.98926
(differing from the upper bound by only 0.00233). The upper bound of specificity con-
cerning this dataset would only be achieved with a minimum adjudication of 150015,

We have also looked at majority voting schemes. As a mix between 1ooN and NooN
schemes, majority voting tends to strike a balance between sensitivity and specificity,
leading to an increase in accuracy. In Figs. 25 and 26, we show the improvements for all
three of these metrics when looking at majority voting schemes. For all three metrics, the
effects of majority voting seem to be restricted to narrowing the range of possible values to
the original median found in lool. This significantly reduces the lowest minimums found

in some combinations, but at the same time it also limits the outliers that overachieve.

1 We were able to verify this using a separate set of scripts that looked only at combinations for which
all the benign samples were correctly identified as benign, rather than calculating all possible combinations.
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Figure 24: Sensitivity and Specificity for NooN adjudication schemes
Table 35: Min, Mean and Max sensitivity for 1ooN adjudication schemes
Adjudication | Combinations Min Mean Max | Upper bound
lool 37 0.20831 | 0.54836 | 0.89922 0.94753
loo2 666 0.21922 | 0.64942 | 0.92364 0.94753
loo3 7,770 0.25143 | 0.69698 | 0.9361 0.94753
loo4 66,045 0.50442 | 0.72969 | 0.94078 0.94753
loo5 435,897 0.54026 | 0.75519 | 0.9439 0.94753
1loo6 2,324,784 0.55117 | 0.7761 | 0.94597 0.94753
loo7 10,295,472 0.56312 | 0.79373 | 0.94701 0.94753
1loo8 38,608,020 0.57299 | 0.8089 | 0.94753 0.94753
1009 124,403,620 0.5761 | 0.82213 | 0.94753 0.94753
lool0 348,330,136 0.57922 | 0.83381 | 0.94753 0.94753
Table 36: Min, Mean and Max specificity for NooN adjudication schemes
Adjudication | Combinations Min Mean Max | Upper bound
lool 37 0.69173 | 0.82452 | 0.93181 0.99159
2002 666 0.72957 | 0.88045 | 0.96217 0.99159
3003 7,770 0.76833 | 0.90511 | 0.97431 0.99159
4004 66,045 0.79169 | 0.92058 | 0.97992 0.99159
5005 435,897 0.79682 | 0.93176 | 0.98319 0.99159
6006 2,324,784 0.81037 | 0.94041 | 0.98505 0.99159
7oo7 10,295,472 0.81831 | 0.94737 | 0.98645 0.99159
8008 38,608,020 0.83372 | 0.95312 | 0.98739 0.99159
9009 124,403,620 0.8412 | 0.95794 | 0.98832 0.99159
100010 348,330,136 0.8496 | 0.96203 | 0.98926 0.99159
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Figure 26: Sensitivity and Specificity for majority voting adjudication schemes

5.5 Sources of diversity

In the previous section we showed the analysis of the observed diversity when building
combinations of N models. The question then arises as to what the source of the diversity
between the various models is. We analysed all of the hyperparameters (cf. Table 31) to
check for the effects they have on the observed diversity. Two of these hyperparameters
appear to have the largest effect on the diversity between the models, namely the model’s
sequence length parameter, and the model’s optimiser, both of which we will present in this
section. For all other hyperparameters the differences they produce in the performance of
combinations of different sizes are negligible or at best, random.

We start by looking at the effects of sequence length, which is the amount of time
a model looks at a sample’s activity before it generates a prediction. As we previously
pointed out, when looking at individual models, an increase in the model’s sequence length
clearly accompanied a decrease in sensitivity for that model. In Figs. 27 and 28, we show
the mean sensitivity and specificity for combinations in 1ooN and NooN schemes, respec-
tively, based on the mean distance in sequence length of all the constituent models. The
various model combinations are grouped together by looking at the individual sequence
length value of the individual models in that combination, and calculating the mean dif-
ference between all of them. In essence, this means that combinations with a higher mean
distance in sequence length have their constituent models more evenly spaced out in the
range of all possible values of sequence length.

One thing that is clear from looking at Figs. 27 and 28 is that both sensitivity for
looN schemes, and specificity for NooN schemes increases as the mean distance of sequence
length increases as well. This indicates that combinations with a wider range of sequence
lengths are more ”diverse”. For 1ooN schemes, a more diverse combination leads to a

higher number of positive (malware) samples being correctly identified, due to individual
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models alerting distinctly on different samples. For NooN schemes this same logic applies,
but because all the models need to generate an alert for one to be raised overall, this
”diversity” between the individual models means that fewer false positives are generated.

One of the reasons that could explain these diversity gains coming from different se-
quence length values is the methods of attack of different malware samples. The patterns
of attack of each sample will have a great effect on the activity observed by each model.
For example, a malware might start generating suspicious activity as soon as it is run,
such as creating a backdoor, but fall-off in activity afterwards, performing actions that

may look more normal. In these cases, a model with a lower sequence length would have
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an advantage in its prediction, as it may only have seen the abnormal activity generated
by the malware. The same logic could apply for slower acting malware, which could start
off benign in order to mask their activity, and only generate more abnormal behaviour
later on, meaning that a model with a higher sequence length would generally perform
better. In situations where both types of malwares are to be expected, the use of different
types of machine learning models would thus be a worthwhile advantage.

We now move on to the effects of the optimiser used for each model. Each model
operates using one of two optimisers, either Adaptive Moment Estimation (Adam) or
Stochastic Gradient Descent (SGD). SGD uses gradient descent to minimise error in ma-
chine learning, computing using just a subset of the data, but requires the model builder
to choose a learning rate at which model parameters are updated. Adam has risen to pop-
ularity as it adapts the learning rate and typically performs well using an initial default
learning rate. However, there is debate as to which yields a more accurate model [116]. In
Fig. 29 we compare the mean sensitivity and specificity values for 1ooN and NooN schemes
based on the various possible configurations of Adam and SGD models. We display this
by plotting on the X-axis the number of Adam models present in the combinations, such

that on the left most point of the graphs, where X = 0, there are only SGD models in the
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Figure 29: Mean sensitivity and specificity for 1ooN and NooN schemes based on optimiser
combination (x-axis indicates the number of models in that combination using an Adam
optimiser)
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combination, and as we move right, we replace one of the SGD models with an Adam one.

The analysis shows that, for this dataset, the higher the number of Adam models in
a combination, the better the performance of that combination. This is true for both
sensitivity and specificity, in both 1ooN and NooN schemes, with the only exception being
sensitivity in NooN schemes, where this only is true towards higher proportion of Adam
vs. SGD model combinations. This aspect mostly highlights how Adam seems to be a
better option when compared to SGD when it comes to applications of malware detection.
This may be explained by the learning rates used by these algorithms which determines
the amount by which to update the parameters of the neural network and may benefit
from being large at the start of training, to allow big changes to the model parameters, and
smaller later on, to make smaller adjustments once the model is performing reasonably
well. Adam adapts the learning rate during training whilst SGD does not.

An interesting aspect to look at is the impacts of diversity on different types of malware
samples. In Fig. 30, we show the improvements to sensitivity when going from lool to
loo2 and 1003 schemes, broken down by malware sample types. Note that the data
is ordered on the graph based on the improvement achieved when going from lool to
1003 schemes. For most malware types, going from lool to 1oo3 leads to close to 0.15
improvement in sensitivity. However, for some, like ”application”, this improvement can
go as high as 0.22.

Additionally, we can further break down the mean sensitivity by the distance in se-
quence length properties of models, like we did previously in Fig. 27. In Fig. 31 we show
the mean sensitivity achieved by combinations of models in 1003 schemes, based on the
mean distance in sequence length for each of the malware types present in our dataset. As
was the case when looking at the mean sensitivity of all possible combinations, a higher
distance between the sequence length property of models in the same combination leads to

" and

an increase in sensitivity. Note that, for two types of malware, namely ” aptbackdoor’
“rootkit”, higher distances of sequence length actually achieve a sensitivity of 1, meaning
that all samples of these types are correctly detected. Keep in mind however, that this
might just be due to the small number of samples of these two types (11 and 7 samples

respectively).

>

Malware family

Figure 30: Mean sensitivity by malware type (ordered by largest improvement from lool
to 1oo3)
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5.6 Conclusions

In this chapter we have detailed the results of our research into the diversity benefits
of combining multiple recurrent neural network models for the classification of malware
samples. We describe the individual performance of the various models used in our anal-
ysis, and proceed to examine the benefits gained in terms of sensitivity, specificity and
accuracy when we combine these models into 1-out-of-IN, N-out-of-N and simple majority
adjudication schemes.

The use of design diversity with this dataset yielded very positive results in regard
to the models’ major performance metrics. In terms of sensitivity, 1-out-of-10 schemes
achieved a mean sensitivity of 0.83381, compared to the mean sensitivity achieved by
single models of 0.54836 (an increase of 0.28545). The theoretical maximum value of
0.94753 was achieved in combinations as early as l-out-of-8 (the theoretical maximum
value is not 1 for our dataset because there are a number of malware samples that are
never correctly classified as such). For sensitivity, 10-out-of-10 schemes also improved the
mean value, going from 0.82452 in individual models to 0.96203 (an increase of 0.13751).

Our research highlights two major sources of diversity between the individual models,
which are responsible for a great deal of benefits achieved from combining multiple models.
The first of these is the amount of time a model has to analyse a sample before it should
generate a prediction. A good mix of this ”sequence time” leads to a greater diversity in
the alerts generated by the models. Secondly, a model’s choice of optimiser seems to have
a greater effect on the performance of models than any other hyperparameter being used.
In our dataset, only Adam and SGD optimiser were used, and of these, combinations with
more Adam models performed significantly better overall.

While the dataset we have analysed is fairly balanced in terms of the types of samples
it contains, it’s far from comprehensive. This limits the amount of confidence we can have

on the conclusions we can make, especially when it comes to understanding the benefits of
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design diversity when tackling different types of malware samples. Additional work should
be done with larger amounts of data, as well as different algorithms for machine learning
models, as these can potentially present large diversity gains.

In the next chapter we will expand our research further, with the application of optimal
adjudication on this study dataset, and its benefits when compared to more conventional

adjudication schemes, as are the ones we have detailed in this chapter.
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6 Optimal adjudication

In our previous two chapters we have looked at the benefits and drawbacks with the use
of design diversity for the detection of malicious web scraping activity, and the use of
machine learning for the classification of malware samples through the use of recurrent
neural network (RNN) models. We did this solely with conventional adjudication schemes
-i.e. 1looN and NooN schemes. In this chapter we expand on both of those studies with the
application of optimal adjudication techniques, an extension to the adjudication schemes
we looked at previously.

This chapter is outlined as follows: in section 6.1 we detail the methodology of building
an optimal adjudication; we then split our analysis into sections 6.2 and 6.3, where we
detail the application of optimal adjudication techniques to both studies we have discussed
in the previous chapters, respectively. In each of these sections we detail how we went
about building the optimal adjudicators for each context and detail the results we observed;
Finally, in section 6.4 we discuss the usefulness of these results, as well as the advantages

of using optimal adjudication versus conventional adjudication schemes.

6.1 Methodology

We first discussed the idea of an optimal adjudication scheme in section 2.2.3. As opposed
to conventional adjudication schemes where a quorum (of any size) is the deciding factor for
an overall generated prediction (e.g., 1-out-of-N or N-out-of-N), an optimal adjudication
scheme takes into account individual classifications of each classifier in the combination,
and the unique combination in which these are generated. Each of these unique combi-
nations of predictions is known as a syndrome, and these syndromes partition the sample
space of our system into disjoint subsets, such that each sample triggers one, and only
one syndrome. By partitioning the sample space of a classification system through these
syndromes, we can determine what the best output should be for each syndrome in order
to minimise cost, by simply looking at the number of positive and negative samples that
are observed historically for each of them, and choosing the appropriate action (i.e., choos-
ing to alert if there are more positives than negatives, or not alert otherwise). To better
illustrate this idea, we bring back a similar example to that which we first introduced
during our literature review chapter, in Table 37.

The number of total possible syndromes is an important aspect, as the number of
syndromes dictates the granularity of the overall system. We can imagine a trivially
simple system, one which does not contain any classifiers, meaning that we can define a
single syndrome - a syndrome which encompasses the entirety of the sample space. In
this example we can then decide whether to always alert, or never alert based on whether
our system observes more positive or negative samples respectively. This will necessarily
lead to a large number of false positives or false negatives. Once we add a single classifier
to our system, we can then define two syndromes - one where our classifier generated
an alert, and another where it didn’t. Once again, we can look at each syndrome and
determine whether to alert or not alert based on the number of positive and negative
samples that triggered that syndrome (i.e. made our classifier raise an alert or not). The

more classifiers we add to our system, and the more possible syndromes there are, the

83



Table 37: Optimal adjudicator example

Positives | Negatives | Optimal adjudication

A=0

B=0 139 1418 No alert
C=0

A=1

B=0 20 107 No Alert
C=0

A=0

B=1 420 28 Alert
C=0

A=0

B=0 20 18 Alert
C=1

A=1

B=1 87 272 No alert
C=0

A=1

B=0 15 11 Alert
C=1

A=0

B=1 112 17 Alert
C=1

A=1

B=1 1112 270 Alert
C=1

smaller the syndromes that partition our sample space become. If we assume that there
are some inherent similarities between malicious samples and between benign samples,
and that these are different from one another, then more granular syndromes would mean
that syndromes become more type heavy, meaning that we would usually find syndromes
with many more of one sample type than the other, rather than syndromes where we have
a close to 50-50 split. In turn, these lopsided syndromes mean that an overall system is
able to generate less false positives and false negatives.

When applying optimal adjudication techniques to both of our previous studies (ma-
licious web scraping detection and machine learning for software sample classification) we
run into two different aspects of optimal adjudication. When dealing with malicious web
scraping detection, we are faced with a binary classification system, where either classifier
outputs a 0 (benign) or a 1 (malicious) when asked to classify a single sample. In this
case, the number of syndromes at our disposal is simply determined by the number (N) of
individual classifiers in the combination we are working with, exemplified in Equation 17.
In our work with malicious web scraping detectors, we are dealing with only two classifiers,

meaning that our total possible number of syndromes is limited to four.

Syndromes = 2V (17)

For our study with recurrent neural networks however, this is not the case, as the

outputs generated by the individual classifiers is not binary, but rather a continuous value
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between 0 (benign) and 1 (malicious). Table 37 is actually a real combination of RNN
models from our study in chapter 5. By establishing a threshold point, this becomes
analogous to a binary system - for example, with a threshold of 0.5 the classifiers either
generate a prediction between 0 and 0.5 (benign) or between 0.5 and 1 (malicious). For
simplicity in our work, we refer to these benign and malicious ranges as we would with
a binary system - by labelling them as 0 (benign) or 1 (malicious). However, non-binary
systems can be further expanded. Rather than dictating that predictions generated should
fall between two discrete intervals, we could decide to make three discrete intervals (such
as 0 to 0.33, 0.33 to 0.66 and 0.66 to 1), or more. In these non-binary cases, the number
of possible syndromes is dependent not only on the number of classifiers, but also on
the number of thresholds (7') we define, exemplified in 18. The higher the number of
threshold points that dictate these intervals, the more individual syndromes are available
for a system to decide it’s overall prediction. This insight is a crucial advantage that
non-binary systems have when applying optimal adjudication, over binary classification

Systems.

Syndromes = (T + 1)V (18)

An additional aspect of an optimal adjudication scheme is that it can take into account
different values for the cost incurred from generating false positives and false negatives.
In a conventional adjudication scheme, for example in a 1-out-of-N, the number of false
positives and false negatives generated is simply dependent on the outputs of the individ-
ual classifiers. This is not an issue if the outputs generated by the different classifiers can
be fine-tuned prior to their deployment in order to balance out the number of false pos-
itives and false negatives that are generated overall. However, if the costs incurred from
these errors are changed, then recalibrating the individual classifiers would be required to
rebalance these numbers again.

With an optimal adjudication, these changes are more resilient. By looking at the same
historical data for when different syndromes are generated, the value of a false negative
and false positive can be easily incorporated into the adjudication decision by simply
multiplying the number of positives and negatives that generated that syndrome. In this
way an optimal adjudication scheme is a more adaptable to changes and requirements of

organisations as they change over time.

6.2 Web scrapers optimal adjudication
6.2.1 Introduction

In this section we will use the dataset we have introduced in our previous chapter 4 to
exemplify the construction of an optimal adjudicator. Because in these datasets we only
have access to two classifiers, both of which are strictly binary classifiers, the usefulness
of an optimal adjudication is rather limited, as we described previously. Being limited to
only four possible syndromes severely limits the results that an optimal adjudicator can
achieve. It is rare that an optimal adjudicator with only four possible syndromes functions
differently to other conventional adjudication schemes we're presented previously (i.e.,

1002 and 2002). The only other two options are optimal adjudicators that never alert or
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always alert, or optimal adjudicators that strictly follow the classifications given by one
of its internal classifiers. Nonetheless, optimal adjudication still offers one benefit in these
cases, that being the ability to adapt to changing error costs. By being able to stipulate
how much a false positive and a false negative cost, one is able to adapt the optimal
adjudicator to switch between these different "modes of function” such as to minimise
total error costs.

Because of the limited nature of these datasets, we have also opted to exclude the
training and testing aspect of the creation of optimal adjudicators. Because optimal adju-
dication is based on historical data, namely, the number of positive and negative samples
previously observed for each syndrome, in order to properly access the performance of an
optimal adjudicator, one should divide a sample dataset into training and testing, much
in the same way one would construct a machine learning model. This is because, when
”training” an optimal adjudicator, one cannot be confident that the data used for training
accurately represents what types of samples one would encounter in a production envi-
ronment. Because we have chosen to use this limited dataset as an example of optimal
adjudication, we have opted to use the entire dataset for both ”training” and ”testing”,
meaning that essentially, we are assuming our training dataset perfectly represents what
the classifier would encounter in a production environment.

Because this is an extension into our work presented in chapter 4 we will not be

detailing any of the tools or the datasets this is based upon.

6.2.2 Results

First, let us identify the adjudication outputs in regard to each dataset. In total we have
four syndromes to work with, as follows: none of the tools alert, only Arcane alerts, only
CommTool alerts or both tools alert. We represent the adjudication outputs in Table 38 for
all three datasets (D1, D2 and D3), where a black cell represents a syndrome where an alert
would be raised by the optimal adjudicator, while an empty cell represents a syndrome
where an alert would not be raised. In all three datasets, we are dealing with bot-heavy
cases. For D1, this means that an optimal adjudicator always raises an alert, regardless
of the syndrome - this includes the situation when neither Arcane nor CommTool raise
an alert themselves. In D2 and D3, we see the optimal adjudicator act as a 1002 system,
raising an alert if either Arcane or CommTool raise an alert.

As expected, a mere four syndromes do not allow an optimal adjudicator to excel past
more conventional schemes. However, as we discussed previously, the ability for an optimal
adjudicator to take into account error costs is still present in these more trivial situations.
In Table 38 we are assuming a 1 to 1 value for the losses incurred from alerting or not

alerting. This means that we have determined that false positives and false negatives have

Table 38: Optimal Adjudication Output. White cell: no alert; Black cell: alert
Arcane only | CommTool only | Both
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Table 39: Optimal Adjudication Output with Varying FP and FN Costs for D1. White
cell: no alert; Black cell: alert

FP:FN ratio | None | Arcane only | CommTool only | Both
100:1 to 33:1
32:1 to 12:1
11:1 to 1:100

Table 40: Optimal Adjudication Output with Varying FP and FN Costs for D2. White
cell: no alert; Black cell: alert

FP:FN ratio | None | Arcane only | CommTool only | Both
100:1 to 83:1
82:1 to 16:1
15:1 to 1:3
1:4 to 1:100

Table 41: Optimal Adjudication Output with Varying FP and FN Costs for D3. White
cell: no alert; Black cell: alert

FP:FN ratio | None | Arcane only | CommTool only | Both
100:1 to 1:3
1:4 to 1:100

the same cost associated with them, and the output of our optimal adjudicator is simply
based on whether there are more positive or negative samples on a per-syndrome basis.
This 1 to 1 cost ratio is uncommon in security scenarios. In our context of malicious web
scraping for example, a false positive is more costly than a false negative, because the
impact of a single bot session is relatively minimal compared to blocking a legitimate user
from making a purchase. In Tables 39, 40 and 41 we show how the optimal adjudicator
changes if we change the costs associated with false positives and false negatives for all
three datasets, respectively. For example, we can see in Table 39 that, when valuing false
positives against false negatives between 100 to 1 and 33 to 1, an optimal adjudication
scheme alerts if either CommTool alerts, or both CommTool and Arcane alerts, but never
when only Arcane alerts. This changes when valuing false positives between 32 to 1 and
12 to 1 against false negatives, where the optimal adjudicator would act as a 1002 system,
raising an alert if either Arcane and/or CommTool alert.

We can thus compare the total error costs achieved by these optimal adjudicators to
the total error costs achieved by conventional adjudication schemes. We do this in Figs.
32, 33 and 34 where we show the total losses incurred, on the y-axis, as we change the
FP:FN cost ratio along the x-axis. We show this for an optimal adjudicator, as well as
for Arcane, CommTool, 1002 and 2002. We can see that the optimal adjudicator always
incurs the least amount of losses, which is the expected behaviour. But this analysis allows
us to quantify how much better would an optimal adjudicator perform, for different cost

of failure scenarios.
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6.3 RNN optimal adjudication
6.3.1 Introduction

In this section we take a look at the application of optimal adjudication to our study with
RNN machine learning models for software classification, which we introduced in chapter
5. While our previous application of optimal adjudication in the context of malicious
web scraping was rather limited in the benefits it could achieve, our opportunity for
performance benefits with this RNN dataset is much greater. This is for two reasons: i)
the fact that we have 37 models to create combinations out of, instead of only two; ii) the
fact that the output of each model is a value between 0 and 1 rather than binary outputs.
This leads to the creation of a wide range of syndromes for the various combinations of
models, allowing for the creation of adjudication schemes which are significantly different
from conventional ones.

Our analysis is this section can be split into two parts. The first part deals with the
comparison of basic optimal adjudication against the conventional adjudication schemes
we’ve presented before for this dataset (chapter 5). To do this, we’ve created the optimal
adjudicators for all possible combinations of 3 and 5 models, from our initial pool of 37
RNN models. We directly compare these against the metrics obtained by the conventional
adjudication schemes we’ve calculated previously. While previously we calculate combi-
nations of up to 9 models, we’ve limited it here to combinations of 3 and 5, due to the
increased computational complexity that comes with constructing optimal adjudicators.
The second part of our analysis concerns the inherent advantages that optimal adjudica-
tors have themselves, in their construction and in their mode of operation, with a more
in-depth look at the benefits afforded from the ability to balance the cost of false positives
and false negatives.

Because this is an extension into our work presented in chapter 5 we will not be

detailing any of the tools or the dataset this is based upon.

6.3.2 Methodology

Of the total pool of 37 RNN models present in the dataset first introduced in chapter 5,
we’ve constructed all possible optimal adjudicators in combinations of 3 and 5 models,
in order to create a direct comparison with the conventional adjudication schemes we
presented before. We’ve chosen combinations of 3 and 5 specifically, so as to be able to
compare optimal adjudicators with simple majority schemes, as these are the most similar
- a simple majority scheme maximises accuracy, while an optimal adjudicator with equal
cost false positives and false negatives does the same.

A significant difference between this study and our previous application of optimal ad-
judication deals with the fact that the classifiers used in this dataset (the RNN models that
make up an optimal adjudicator) are not binary classifiers, but rather generate predictions
between 0 (benign) and 1 (malicious), with a prediction of 0.5 or above being considered
malicious under normal conditions. In order to define the syndromes of each optimal ad-
judicator we need to define ranges of intervals that dictate what each prediction generated
by a classifier represents. The simplest version of this is to dictate a single threshold point

of 0.5, where any prediction below that is classified as benign, and any prediction above
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is classified as malicious. When constructing our optimal adjudicators in combinations of
both 3 and 5 models, we’ve used this single threshold value of 0.5. In our next sections
we will refer to these optimal adjudicators with a single threshold point as ”Optimal-T1”.
However, the use of additional thresholds points when creating an optimal adjudicator
leads to the creation of additional syndromes, which can lead to a more accurate system.
For combinations of 3 models, we’ve additionally calculated optimal adjudicators that use
2, 3 and 4 threshold points (creating equally sized ranges of potential predictions). We
refer to these optimal adjudicators as ”Optimal-T2”, ”Optimal-T3” and ”Optimal-T4".

One aspect which we did not accurately represent in our previous application of optimal
adjudication is the need to use a training and testing methodology when benchmarking
the performance of our systems. Much like the construction of a machine learning model,
a separation of training data and testing data is essential in order to have confidence in the
performance results of a system. In this work we’ve done this by splitting our dataset into
thirds. Two thirds were used for training, while the remaining one third used for testing.
When comparing our results with those obtained with conventional adjudication schemes
we’ve gone back and calculated performance achieved by the conventional adjudicators for
only that same one third used for testing, such that our optimal adjudicators are directly
comparable with our previous results.

The defining feature of an optimal adjudicator is that it minimises the total error
cost obtained when generating false positives and false negatives. In the case where a
false positive and a false negative are both valued the same, the total error cost of the
system will simply be the total number of false classifications generated, multiplied by
the cost of a single misclassification. In these cases, this will have the same effect as
maximising accuracy. However, if we attribute different error costs to different error
types, then the accuracy of a system can be decreased such as to minimise the total error
cost of said system. We can reason about the total error cost of a system without using an
absolute cost, by looking instead at the mean error cost that each demand presents. When
classifying a sample, an optimal adjudicator can generate a correct prediction, in which
case the cost of that demand will be 0 (no error cost), or it can generate either a false
positive or false negative, in which case the cost of that demand will be either the cost of
a false positive (Ly,) or the cost of a false negative (Ly,). The value of the expected loss

of a demand can thus be define as

EIL) = (LpPrp + LynPpn) (19)

where P, denotes the probability of a false positive and Py, the probability of a false
negative. In our previous application of optimal adjudication, in section 6.2 we defined
predetermined error cost ratios between false positives and false negatives (such as 1 to 1,
10 to 1, etc). A better way of defining these cost ratios is instead to combine both error
costs into a single variable v = f—ii, which we can then use to plot our expected loss in
a discrete manner along a single axis. If we assign a fixed cost of 1 to our false negative
classifications, this means that our -« variable is simply equal to the cost associated with a
false positive (Lyp), and we can thus rewrite our formula for the expected loss of a demand

as:
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E[L] = 7Py, + P (20)

We make use of this variable v prominently in our analysis, where values of v between
0 and 1 represent cases where false positives induce a smaller error cost compared to false
negatives, and values greater than 1 represent cases where false positives induce a greater

error cost compared to false negatives.

6.3.3 Results

6.3.3.1 Optimal adjudication vs. conventional schemes

Let us start by directly comparing the performance of optimal adjudicators against the
performance achieved by conventional adjudication schemes, without the introduction of
different error costs. In a 1 to 1 cost ratio, an optimal adjudicator is a direct improvement
of simple majority schemes, as both are built to maximise accuracy. In Fig. 35 we compare
the accuracy achieved by optimal adjudicators compared to the simple majority schemes
we presented in chapter 5, for combinations of 3 and 5 models'®.

Directly apparent is the increase in accuracy achieved by optimal adjudicators com-
pared to simple majority schemes. For combinations of 3 models, the median accuracy
for an optimal adjudicator is 0.71 compared to the simple majority which achieved 0.69.
This increase becomes more prominent for combinations of 5 models, where optimal ad-
judicators achieve a median accuracy of 0.76, while simple majority schemes continue to
show a median accuracy of 0.69. Recall back to the analysis presented in chapter 5, where
simple majority schemes did not increase the median accuracy observed for a system as

the number of models in that system increased, even in combinations of 7 and 9 models.
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Figure 35: Accuracy for optimal adjudicators T1 and simple majority schemes

15 Again, we’ve gone back and used only the testing partition of the dataset to benchmark the previous
conventional adjudication schemes.
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Figure 36: Accuracy for optimal adjudicators T1, T2 and T4

Here however, with optimal adjudicators, the increased number of models per combination
does lead to a significant positive difference in performance, in terms of overall accuracy.

We can further improve the accuracy seen in optimal adjudicators by increasing the
number of thresholds when building our systems, as we explained in our methodology. In
Fig. 36 we show how this increases in combinations of 3 models, when constructing optimal
adjudicators with 2, 3 and 4 threshold points. When creating an optimal adjudicator with
the use of 2 threshold points, we can increase the median accuracy achieved from 0.71 to
0.72. Adding additional thresholds past this point however has little effect on the observed

accuracy performance of the optimal adjudicator.

6.3.3.2 Optimal adjudication with varying error costs

We’ve seen now how, when dealing with cost ratios of 1 to 1 in terms of false positives
and false negatives, optimal adjudicators achieve the highest possible accuracy of any
adjudication scheme shown so far. This however, is simply a by-product of the optimal
adjudicators actual function, which is to minimise total error costs. When dealing with
any situation where the cost of false positives and false negatives are different, the optimal
adjudicator will forfeit some amount of overall accuracy, in order to decrease the total
error cost observed by the system. We can observe the effects that different cost ratios
have on an optimal adjudicator by using our  variable we introduced in our methodology
and plotting the mean cost per demand as « changes. We begin by exploring only a single
instance of an optimal adjudicator, in Fig. 37, which represents the cost per demand
profile achieved by an optimal adjudicator made up of RNN models 10, 12 and 23, with a
single threshold point of 0.5.

You will notice that there are 8 pairs of vertical markers that make up the line of our
optimal adjudicator. These marker pairs correspond to the 8 syndromes that make up the

adjudicator, and to the points where each syndrome’s response switched from ”alerting”
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Figure 37: Mean cost per demand profile for a single optimal adjudicator (RNN models
10, 12 and 23)

to "not alerting”, as the value of « changes, reading from left to right. The left-most
marker pair, closest to the point v = 0, represents the point at which all but one of the
syndromes’ responses were to “alert”. Each marker pair after this represents another of
those 8 syndromes’ responses switching from ”alert” to ”not alert”, until the right most
marker pair where all 8 syndromes’ responses were "not alert”. The right-most point
represents the maximum cost per demand possible for this optimal adjudicator, with any
further « increases resulting in no additional increases to the mean error cost. Any point
to the left of the first syndrome marker pair will incur a linear decrease whose slope is
defined by the probability of a false positive (Pfp), until the mean cost per demand is
equal to zero.

Between each of the markers in a pair, our line can either move upwards or downwards
(or stay the same). The reason for this is due to the data used for training not accurately
representing the validation data used for testing. Based on the training data, an optimal
adjudicator might, for example, decide to switch one of its syndromes from ”alert” to "not
alert”, at the point v = 2.8, as is roughly the case in our figure. This would be the point
at which, based on the training data used the cost of false positives outweighted the cost
of false negatives for that syndrome. However, for the testing data which we are using
to validate our system, that point at which false positives outweighted the cost of false
negatives actually occurred at an earlier point of vy, hence our mean error cost jumps down
vertically, due to our optimal adjudication switching its output ”"too late”. Similarly, our
optimal adjudicator might switch its output "too early”, leading to a vertical increase at
one of these marker pairs. In the case where our training data accurately represents the
testing data all of these markers would coincide vertically. We can observe the increased
error cost from this inaccuracy in training data if we create the same optimal adjudicator
but use the testing data as both testing and training, as we have done in Fig. 38, where

the line ”Unknown P-rate” represents the optimal adjudicator built with an inaccurate
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Figure 38: Mean cost per demand profile for a single optimal adjudicator - Known vs
Unknown P-rates (RNN models 10, 12 and 23)

training dataset (hence we don’t know the true values of the probability of positive and
negative samples), and the line ”Known P-rate” represents the optimal adjudicator built
using the testing portion of the dataset for both training and validation'®.

The mean error cost of an optimal adjudicator built with inaccurate training data is
always equal to, or greater than the cost of a completely accurately trained adjudicator.
The mean cost at any point of the diagonal segments that connect different v marker pairs
will simply be a value between the costs at either end, described by the linear increase in
~. One aspect to note is that there is equal amounts of information on either side of the
point v = 1. We can see this if we instead use a logarithmic function for our x-axis, as
shown in Fig. 39.

We can create the same plots comparing our optimal adjudicators with the performance
achieved by conventional adjudication schemes. We show this in Figs. 40 and 41 where
we plot an average of all optimal adjudicators against the average performances of 100N,
NooN and simple majority schemes, in combinations of 3 and 5 models, respectively!”.

The most important aspect to consider of these plots is the different scales at which
the various adjudication schemes increase in mean error cost per demand. Conventional
schemes (1ooN, NooN and simple majority) do not take into account error costs when
generating their predictions, and as such they show a linear increase in mean cost as these
cost ratios change. In contrast, optimal adjudicators do not increase linearly as we saw
previously. We want to place a special emphasis on the small portion of Fig. 40 where

the mean error cost for an optimal adjudicator actually rises above that observed for a

0Qur ?Unknown P-rate” line may mislead a reader into thinking it achieves a lower mean cost per
demand at lower values of 7. This is a result of this optimal adjudicator making its first two syndrome
changes "too early”, hence the two left-most vertical jumps on this line. Since we are only plotting these
lines from the point at which all syndromes generate an ”alert” output, the linear decreases that would
show the ”Known P-rate” line as the lowest mean cost are not depicted.

'"Fig. 41 represents an average of 20 classifiers rather than all. This is to allows us to show the same
amount of detail while saving computational resources.
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Figure 39: Mean cost per demand profile for a single optimal adjudicator (log)
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Figure 40: Mean cost per demand for optimal adjudicator T1, 1003, 2003 and 3003 (n=3)
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Figure 41: Mean cost per demand for optimal adjudicator T'1, 1005, 3005 and 5005 (n=>5)

95



loo3 adjudication scheme, roughly at v = 0.5. This is counter intuitive and seems to be
a contradiction of what we stated previously, which is that optimal adjudicators always
achieve the least error cost total compared to conventional adjudication schemes. The
reason that this can happen is due to the problem we’ve highlighted previously, which
is in the selection of data used for training an optimal adjudicator. In some cases, the
discrepancies we saw in Fig. 38 between optimal adjudicators built with accurate and
inaccurate datasets will also be present when comparing optimal adjudicators against

conventional adjudication schemes.
6.3.3.3 Thresholds for non-binary classification

As we did previously looking at the accuracy of optimal adjudicators built using dif-
ferent numbers of threshold points, let us do the same for our mean cost analysis. In Fig.
42 we show this for optimal adjudicators built with 1, 2, 3 and 4 threshold points, using
an average of 20 classifiers of each class'®.

For the most part, optimal adjudicators built with more threshold points achieve a
lower mean cost per demand. However, this is not the case on the extreme points, where
the order actually inverts, with optimal adjudicators which were built with more threshold
points achieving a higher mean cost per demand.

Under the assumption of accurate datasets, the additional syndromes created from the
use of more threshold points would achieve an equal or lower cost, because each smaller
syndrome becomes more accurate. We can observe this if we reconstruct the optimal
adjudicators using the testing partition of the dataset for both training and testing, as
shown in Fig. 43. We don’t see these results in optimal adjudicators trained and tested on
different datasets due to the inaccuracy inherent to the training datasets coupled with a
”dilution” of each syndrome. By creating smaller syndromes, each syndrome has less data
to make a decision with, and in many cases, we begin to run into problems of having no
data at all. In these cases, the decision to alert or not alert is a difficult one. For example,
if a particular syndrome never observes any samples (whether positive or negative) in
our training dataset, we might decide to not alert by default, in which case we might
be generating unnecessary false negatives if in our validation data we see more positive
samples than negative samples. Similarly, we might have cases where a syndrome sees
positive samples during training, but never any negative samples. In these cases that
particular syndrome would always alert based solely on its training, but obviously this
means that, if our validation data does contain negative samples, that optimal adjudicator
will continuously incur additional costs as the value of ~ increases.

These issues of lacking data, where particular syndromes might never have been trig-
gered by a positive or negative sample (or both) is one that can also happen in optimal
adjudicators built with a single threshold. However, this is not as common in our analysis
because the amount of training data we have at our disposal is enough to populate eight
syndromes per optimal adjudicator. As we add additional thresholds, this is not the case,

and we begin to see more and more syndromes that have no training data to reasonably

18We’ve used only 20 classifiers with the objective of showing as much detail as possible without in-
creasing computational complexity. We’ve used the same 20 combinations of RNN models for each class
of classifiers, meaning these are directly comparable.
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Figure 42: Mean cost per demand profile for optimal adjudicators T1, T2, T3 and T4
(log)

back up either decision.

There is another issue that can affect how optimal adjudicators built with different
amounts of threshold points compare with each other, and this has to do with how thresh-
old points are selected. For this, take a look at Fig. 44, where we show some possibilities
of how to define threshold points.

Here we represent the space of all possible outputs of a single classifier by a vertical
bar, with the output of 0 (benign) at the bottom, and the output of 1 (malicious) at the
top. When defining threshold points, we can place them anywhere along this range of
values. For optimal adjudicators making use of a single threshold point, it makes sense to
place it at the value 0.5, as this is the natural threshold of classification for the machine
learning models themselves. When defining two threshold points, we are now presented
with an important choice. We can either define two brand new threshold points, different
to the value used when defining a single threshold (represented by the bar T2), or we can
maintain previously defined thresholds and simply add new ones in between the already
existing ones (represented by the bar T2*). The important distinction here is that, by
continuing with already existing threshold points, we are able to cleanly and completely
represent any syndromes from previous threshold amounts by combining some number of
the newly created syndromes. For example, in Fig. 44, the lower syndrome seen in T1 is
made up of a combination of the two lowest syndromes in T2*, while the top syndrome in
T1 is simply the same in T2*. This is not the case when existing threshold points are not
maintained, meaning we cannot make these claims about T2.

We can leverage this idea to mitigate some of the issues that arise from lacking data
in each syndrome, by building two or more, ”threshold-compatible” optimal adjudicators
(by which we mean that each higher number threshold optimal adjudicator maintains the
threshold points defined by previous optimal adjudicators). In these cases, the additional

granularity gained from higher amounts of syndromes can be leveraged if these saw enough
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data during training to make a decision, while if they don’t have data to indicate either
classification, the decision can be delegated to the syndrome it composes in the equiva-
lent, lower number threshold optimal adjudicator. This way, a higher threshold optimal
adjudicator can be guaranteed to do no worse than its lower threshold counterpart.

In our analysis, we’ve defined thresholds such that they evenly divide the range of pos-
sible outputs of a classifier. This means that we actually have two ”threshold-compatible”
optimal adjudicators, represented in our diagram as T1 and T3. However, in our analysis
we did not implement the logic of delegating decisions to lower threshold optimal adjudi-
cators when not enough data is seen during training, and so our T3 optimal adjudicator

does in fact achieve a higher cost at the extremes of our -y plots.
6.3.3.4 Sources of uncertainty and selecting the right ~

When constructing an optimal adjudicator, there are two sources of uncertainty that
one has to deal with. We’ve talked already about the first of these sources, dealing with
the uncertainty in the training datasets. In essence, this uncertainty is the uncertainty
about the rates of samples in production, how many positives and negatives one should
expect to encounter, and how these will map to the syndromes defined by an optimal
adjudicator.

The second source of uncertainty stems from trying to accurately determine the costs
of different types of failures (false positives and false negatives). So far, we’ve essentially
varied our values of 7 and calculated the mean cost per demand an optimal adjudicator
would achieve under that value. However, in a production environment, there will be a
single correct value of v at any one time, one which accurately represents the cost ratio
between false positives and false negatives. Determining what that value is, is a difficult
task, and one which an assessor will often answer with a range of possible v values rather
than a single point. In doing so, it’s important to assess how much worse an optimal
adjudicator would be if an incorrect value is used for 7.

If training inaccuracies are present in an optimal adjudicator, the cost of that adju-
dicator will necessarily be greater for at least one point along the v axis, as at least one
of its syndromes will choose to "switch” it’s output before or after that point. With an
uncertainty about the correct value of + also present however, both of these inaccuracies
can cancel each other out. Let’s exemplify this by comparing the performance of two
optimal adjudicators, one built with the normal training and testing split in data, and the
other both trained and tested with the same testing partition. Fig. 45 shows the example
of RNN models 30, 32 and 33 in our dataset.

What we're interested here is determining where both lines have the same mean cost
per demand. If the lines overlap each other, then this means that both optimal adjudicators
achieve the same cost on the same value of v, meaning that inaccuracies we may have in
training data are not sufficient to trigger different outputs on a syndrome basis. If however,
our lines achieve equal cost when both optimal adjudicator lines do not overlap, then we
have a case where there are inaccuracies in our training data, but these inaccuracies are
countered by a similar inaccuracy in our chosen ~ value - because both optimal adjudicators

achieve the same mean cost using different values of ~.
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We can more easily analyse what this means by plotting pairs of v values that lead to
equal mean costs in both optimal adjudicators, which we’ve done in Fig. 46, where we plot
along the x-axis values of 7y associated with a completely accurate optimal adjudicator, and
along the y-axis values of 7 associated with our inaccurately trained optimal adjudicator.

For the most part in this example, this results in a diagonal line, meaning that for
most values of v the impact of training inaccuracies is not felt (because both optimal
adjudicators achieve the same mean cost using the same value of 7). However, we do
encounter areas where ranges of « for one line map to differently sized ranges of + for the
other. This is most notable in our example, between the values of 5 and 7 for the x-axis,

where a section of our equal cost line shows a less than 45-degree angle. We can expand
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this by, not only plotting the line of equal cost between the optimal adjudicators, but also
lines of specifically defined differences in cost'?, such as 0.01 or -0.01, as we demonstrate
in Fig. 47. These "bands” can be used to define confidence intervals, where certain ~y

values results in a cost difference of no more than X.

19Positive differences mean that our Unknown P-rate optimal adjudicator achieves a higher cost, while
negative differences mean that our Known P-rate optimal adjudicator achieves a higher cost
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Table 42: Positive and negative samples by syndrome (RNN models 30, 32 and 33)

Syndrome Training | Training Testing Testing v 0%

Positives | Negatives | Positives | Negatives | Unknown | Known
A 212 1101 106 547 0.19 0.19
B 22 32 7 18 0.69 0.39
C 35 52 19 23 0.67 0.83
D 12 10 9 7 1.2 1.3
E 63 24 25 16 2.6 1.6
F 172 33 93 19 5.21 4.9
G 704 180 362 70 3.9 5.17
H 53 5 31 4 10.6 7.75

It may not yet be clear why training inaccuracies may only manifest themselves at
certain points of . The reasoning behind this is that the entire output of an optimal
adjudicator is determined on an individual syndrome basis and training inaccuracies may
only affect a few syndromes of an optimal adjudicator. Take a look at Table 42 where
we show the data that makes up each syndrome of the optimal adjudicators we’ve been
looking at thus far (RNN models 30, 32 and 33). We show, for each of it’s 8 syndromes: how
many positives and negative samples were observed during training; how many positive
and negative samples were observed during testing; and for both unknown and known P-
rate lines, at which point of v a particular syndrome switches from ”alert” to ”"not alert”,
where unknown P-rate is going to be based solely on the training data, while known P-rate
solely on the testing data.

The syndromes where known and unknown P-rate optimal adjudicators agree on a
v value are syndromes where our training data accurately represents the real rates of
positives or negatives (or are very close to), such as syndromes A and D in our table.
The syndromes where these v don’t coincident are syndromes where our training and
testing datasets differ substantially (or have very little data). These differences in chosen
~ values for each syndrome, and the sections of Figs. 46 and 47 where our different cost
lines diverge from the diagonal essentially point us to syndromes where our training data
presents inaccuracies. While we’ve not been able to find a real example from the dataset
we have analysed, its reasonable to envision a case where all but one of our syndromes
include perfectly accurate training data. In those cases, the mean cost of our optimal
adjudicator, at the point of v where that syndrome switches output, will still be affected

the same whether or not our other syndromes have inaccurate training data.

6.4 Conclusions

In this chapter we have detailed our application of optimal adjudication techniques on
the datasets we first introduced in chapters 4 and 5. We exemplify the construction
of an optimal adjudicator with our datasets concerning the use of malicious web scraping
detectors, but abstain from making substantial comments as the lack of possible syndromes
that one could create with these datasets severely limits the benefits optimal adjudicators
could achieve.

For our dataset concerning RNN machine learning models, we've employed a train-

ing and testing methodology to create optimal adjudicators, in combinations of 3 and 5
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models, and compare these directly with the results we observed with the use of conven-
tional adjudication schemes. In particular, we describe how the increase in the number
of models per combination results in additional improvements to the accuracy of optimal
adjudication schemes, while this same effect is not observed with simple majority schemes.
We additionally detail these increases with the use of additional threshold points when
constructing optimal adjudications.

As we delve deeper into the inherent advantages of the use of optimal adjudicators, we
make a specific point of highlighting the necessity of correctly designing a training dataset
that accurately represents the rates of positives and negatives an optimal adjudicator
is going to be exposed to in a production environment. In some cases, these training
inaccuracies can result in higher errors costs observed for an optimal adjudicator compared
to a conventional adjudication scheme. This is something we advocate must be the focus of
additional scrutiny when creating optimal adjudicators, as the creation of accurate training
datasets is a difficult task itself. With this in mind, one may be interested in the results
pursued in the fields of machine learning, where the creation of realistic training datasets
represents a substantial effort [117], and similarly in the reliability field, in particular the
definition of operational profiles [4]

We detail the process of determining threshold points when constructing optimal ad-
judicators with non-binary classifiers, and the complications that can arise from this,
including the dilution of training data amongst smaller, more numerous syndromes, re-
sulting in instances where some syndromes are never triggered by a sample during training
and thus are unable to make informed decisions when such samples do occur in produc-
tion. In doing so, we advocate for the integration of higher threshold optimal adjudicators
”vertically” by utilising the output of the smallest possible syndrome when enough data
was seen during training and delegating the output to lower threshold syndromes when
this is not the case.

Furthermore, we describe the interplay that exists between the two sources of uncer-
tain inherent to optimal adjudicators, being the uncertainty about the rates of positives
and negatives, and the uncertainty when determining the correct cost associated with
generating false positives and false negatives.

While our results pose interesting questions, one aspect of our methodology may lead
to some bias. This is due to us having performed our study on a single training and testing
split over our dataset. In other to have higher confidence in our results, our analysis should
have been done over a large number of unique data splits, such as to minimise the risk of
using a potentially skewed data split.

We are currently continuing work on extending the analysis of optimal adjudicators
using our RNN machine learning models, in particularly looking at the confirmation and

generalisation of the results seen here through analytical means.
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7 Discussion and conclusions

In this work we have looked at the usage of design diversity in two security contexts.
We first detailed the results obtained from analysing three different datasets regarding the
detection of malicious web scraping activity, provided to us by an industrial partner, which
contained the traffic observed within their network, including the alerts generated by two
of their detection tools. Similarly, we analysed the potential of design diversity in regard
to the use of RNN machine learning models to classify software samples as either benign or
malicious. In both studies we detail the empirical results obtained from combining diverse
tools for security, and then go on to highlight the sources of diversity between the tools.
Finally, we present a comprehensive use of optimal adjudication in the context of design
diversity, applying it to both contexts previously introduced, and motivate its usage for
increased performance and reliability within the security context.

It is particularly important to generate empirical results for the use of design diversity
in as many different contexts as possible. This is because, as Littlewood and Strigini
point out [5], design diversity can yield significantly different benefits depending on the
environment in which they are utilised. Anecdotally, this notion makes sense, as it is easy
to envision how tackling different problems can differ significantly in the approaches one
takes. Some problems have few possible solutions, meaning that there’s not much to be
gained from diversifying our approaches as compared to simply attempting to improve
them individually. Alternatively, some problems may be so expansive as to allow for many
different ways of solving them. In these cases, one can argue that applying diversity is an
easy, and more successful approach.

Additionally, it is important that we pinpoint the best ways we can adequately quantify
the improvement we can achieve with the use of design diversity. Different benchmarking
metrics will be more or less useful in different contexts based on what our goal in that
context is [3]. In this work we have focused on the system security landscape, and for
this we have placed greater emphasis on the use of sensitivity and specificity. In security,
both correctly detecting malicious samples, and minimising the number of false positives is
important, and so both metrics are important in order to qualify the gains and drawbacks
with the use of design diversity. While the cost of generating false positives or false
negatives may differ, it’s important to realise that these differences in cost will seldom be
so extreme as to significantly overvalue one over the other, as is the case in other contexts,
such as medical diagnosis.

In our first section of work, we have detailed the use of design diversity in the context
of detecting malicious web scraping activity. We analysed three datasets containing the
network traffic and alerts generated by two detection tools, Arcane and CommTool. These
tools are quite different in the way they operate, with Arcane being exclusively server-
side, while CommTool works mostly on the client-side. In theory, these are vastly different
modes of operation, and in our analysis, we did observe, at times significantly, benefits on
the use of both of these tools combined into one adjudication system. This was particularly
relevant for the first dataset in question, where the combination of both tools in a 1-out-of-2
scheme increased the sensitivity of the system by up to 29.65 percentage points and a 2-out-
of-2 scheme increased the specificity of the system by up to 21.32 points. However, after

sharing the results of this first dataset analysis with the dataset provided, they reconfigured
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their tools, such that in the second dataset we analysed they had been improved. In this
follow-up dataset analysis, we did not observe such a drastic improvement in sensitivity or
specificity. While hardly any proof on the true benefits of design diversity in this context,
we speculate that the significant increases we saw in our first dataset may not be due to
the inherent differences between the two tools, but rather due to them simply not being
as well configured as they could have been.

There are some examples we can point to that indicate diversity between the tools,
an example being the alerting diversity based on the number of bytes sent per session. In
all three datasets there was a tendency for Arcane to alert separately from CommTool for
sessions with higher total number of bytes sent. While neither tool makes direct use of
the number of bytes sent in their detection algorithm, this is still a noticeable difference
in the tools’ alerting patterns, and we posit that this is due to Arcane being server-side
and thus generating more confident alerts the longer the sessions in question last.

Nonetheless, a vast majority of the diversity we observed in the alerting patterns of
both tools we would categorise as diversity of methodology, without a diversity in out-
comes. This meaning that both tools generally alert in conjunction for the same traf-
fic samples, but do so through different means. A straightforward example of this is
CommTool’s use of JavaScript-based detection techniques. While Arcane does not utilise
JavaScript at all, it nonetheless still alerted more often than not on the same particular
samples for which CommTool alerted on based on JavaScript checks. Another example
were the alerting patterns based on geographical location of clients. Neither tool directly
uses this notion of the geographical location in their alerting decisions, but rather it is
mostly based on the tools making use of different known violator databases. We believe
that the use of these different known violator databases is a major contributing factor to
the overall diversity between these tools in the context of detecting malicious web scraping.

In contrast, the use of design diversity techniques in the context of using machine
learning for malware classification shows much more promising results, as we highlight in
our second section of work. We analysed a dataset of 37 different RNN machine learn-
ing models, and the predictions they generated regarding a sample dataset of over 4000
benign and malicious software samples. In our analysis, we discovered significant improve-
ments in the performance of these machine learning models when used in design diversity
combinations, under 1-out-of-N, N-out-of-N and simple majority adjudication schemes,
with increases in sensitivity of up to 28 percentage points and specificity up to 14 points.
Compared to our web scraping work, this dataset allows us a much bigger confidence in
our results of diversity, due to the higher number of different models at our disposal. All
37 different RNN models performed noticeably different from one another, and were con-
structed using unique values of hyperparameters, such that each model was significantly
diverse from every other model in their configuration.

This diversity in hyperparameters translated into diversity of alerting behaviour, and
this was particularly noticeable with the different values of sequence length, which deter-
mined how long a model had to observe a sample’s activity before it was asked to make a
prediction. In our study we highlight clear evidence that different values of this sequence
length parameter result in a high degree of diversity between the models’ alerting patterns.

We demonstrate this by highlighting how combinations where more extreme differences in
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sequence length value between the individual models exist result in higher sensitivity or
specificity in overall systems. One of the major reasons we speculate for this is based on
the mode of operation between various malware samples. Some malware samples generate
incriminating activity early on in their execution cycle and the longer they continue their
activity the less "damage” they generate, meaning that a model which generates its pre-
diction earlier on will be more accurate at detecting it rather than a model that waits for
longer and thus ends up considering more benign-looking activity as well. On the other
hand, different malware samples could start their execution cycle less aggressively, perhaps
setting up their attack before finally appearing malicious, in which case a model which
takes very little time to generate a prediction might only have access to activity which
looks benign. As opposed to our results with the two malicious web scraping detectors,
the use of machine learning for malware classification appears to be an environment where
design diversity in the models has a significant impact in the performance of security
systems.

Finally, we detailed our approach on the application of optimal adjudication techniques
in both malicious web scraping and malware classification contexts we analysed prior. Op-
timal adjudication extends beyond the use of conventional adjudication schemes (such as
1ooN or NooN). Inherently, optimal adjudication performs better than other adjudication
schemes, by limiting the overall cost of generating false positive and false negative errors.
This is because optimal adjudication makes use of the idea of syndromes, which partition
a sample dataset into disjointed subsets, and makes predictions for each of these subsets
based on historical data observed for them. This leads to lower costs than what other con-
ventional adjudication schemes can achieve. Secondly, optimal adjudication brings with it
a major benefit, which is the ability for a system administrator to be able to adjust the
cost associated with the different error types (false positives and false negatives). In this
manner, a system can be configured with the desired outcome of minimising overall error
costs for the system, rather than relying on maximising sensitivity of specificity metrics,
which may not be as important for an organisation looking to lower their security costs.

We have presented our methodology for the creation of optimal adjudication systems
for both web scraping and machine learning model contexts. We have demonstrated the
increased performance of optimal adjudication techniques compared to the more conven-
tional adjudication schemes we presented in the individual studies, in particular with the
RNN machine learning dataset. We do this with a particular focus on the ability of opti-
mal adjudicators to base their predictions on adapting error costs for false positives and
false negatives, which we believe is the defining feature which sets optimal adjudication
apart from other schemes. When comparing optimal adjudicators built out of the RNN
models with simple majority schemes, optimal adjudicators achieved an increased accu-
racy of 2 percentage points in combinations of 3 models, and 7 points in combinations of
5 models (when valuing false positives and false negatives the same). This demonstrates
the ability of optimal adjudicators to improve in accuracy when more systems are added
per combination, something that was not present in simple majority schemes.

When applying varying error costs, we demonstrate the adaptability of optimal ad-
judicators to minimise their overall cost, when compared with conventional adjudication

schemes which show a linear increase in costs as error types are valued differently. Further,
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we expand these analysis to optimal adjudicators which make use of non-binary classifica-
tions, and the effects and downsides that applying different amounts of threshold points
to these has on the resulting optimal adjudicator.

Finally, we have highlighted the different sources of uncertainty that are inherent with
the creation of optimal adjudicators, in particular the uncertainty in training datasets and

the uncertainty in the correct determination of error costs for different failure types.

7.1 Threats to validity and further work

Our work looking at the design diversity with web scraping detectors has several limitations
that should be pointed out. Both tools, Arcane and CommTool, are treated as black boxes
in our research. While we describe the diversity observed between them, this is mostly
focused on the diversity of outcomes and their alerting patterns, and it is difficult to
relate this back to the way the tools function. While we are unable to make general
recommendations for the context of detection malicious web scraping activity, our results
nonetheless have proved useful to our industrial partner Amadeus, who has made use of
them to improve their detection infrastructure. We are unfortunately unable to make
available the datasets which we analysed, due to our work relationship with Amadeus.
The dataset provider is rightly concerned about disclosing information relating to their
internal networks, and leaking information on how to bypass their web scraping detectors.

Further work in this area ought to be realised to overcome these limitations, by utilising
a larger number of web scraping detectors. As was made clear with our work with RNN
models, having a larger pool of potential systems is a very important aspect when it comes
to diversity studies, and the potential results of a larger study would alleviate some of the
major issues of our own work when it comes to the meaningfulness of the results. This
would be especially true if commercially available or open-sourced software was included,
as in these cases, one could make more generalised recommendations which would be more
useful for practitioners beyond Amadeus.

Additionally, as we pointed out in our optimal adjudication section, the application
of optimal adjudication techniques to the study of web scraping detectors is limited. The
ability to use only two systems when creating an optimal adjudicator does not give us much
flexibility in the construction of such a system, leaving us with too few possible syndromes
to be able to significantly improve over more conventional adjudication schemes.

With regards to our work with RNN machine learning models for the classification
of software samples, there are important aspects that future work in this area ought to
address. One of these is the use of different types of machine learning models, as opposed
to our work which has focused solely on the use of RNN architectures. While the mod-
els we analysed made use of a multitude of hyperparameters to diversify their operation,
further diversification could easily be achieved by using different classifier models, with
essentially no changes to the methodology and benchmarking of the various models. Fur-
ther, additional activity metrics used by the models to analyse a software sample could
be employed, in particularly the use of API calls, which is featured in separate bodies of
work relating to the creation of machine learning models, but is notably absent from the
dataset we have used for our analysis.

A secondary aspect which warrants additional research in this field concerns the analy-
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sis of detection rates based on malware types. While we have attempted an initial analysis
based on malware types, the dataset we have worked with is limited due to a relatively
low number of malware samples, and an uneven distribution across malware types. Work
ought to be realised that takes into the account the performance of the various RNN mod-
els based on the types of malware samples they generate predictions for because, as we
have pointed out multiple times throughout our discussions, the effects of design diversity
are likely to vary between different classes of attacks. This could be expanded further
by looking at different types of benign samples and how these affect the correct benign

classification between the various models, as is the case with malware samples.

7.2 Review of research objectives

We believe that the research objectives we set out in chapter 1 were adequately met by
the work we have presented in this thesis. We have (1) assessed the effects of design
diversity on the reliability and security of systems, in two separate security contexts. In
both we have presented the general improvements and drawbacks in performance of the
various tools involved in the datasets analysed, and have delved deeper into their diversity
aspects, highlighting the characteristics that led the tools to have diverse alerting patterns.
We further expanded on these results by (2) developing a comprehensive study on the
use of optimal adjudication, and its flexibility and improvements over other conventional
adjudication schemes. For both of these points, we believe we have provided novel insight
for the security community, as these works were performed in contexts which, to the best
of our knowledge, has not been extensively studied in the past. Finally, we believe we have
contributed to the professional and research communities by (3) developing methodology
for the analysis of the effects of design diversity, supplying our industrial partner Amadeus
with analysis visualisation dashboards, and detailing our procedures with the creation and

development of optimal adjudication frameworks.

7.3 Final remarks

The use of design diversity for security is essential in the current age. While the continuous
reliability improvement for individual tools is desired and should be maintained, it would
be naive to set aside a fault tolerance technique which can often present easy solutions
that have significant impacts on their performance. There has been a consistent increase
in the number of off-the-shelf security software over the past few decades, and with no
indication of this tendency to stop any time soon, the market is perfect for even smaller
organisations to improve their security without relying on overly expensive solutions.

As we observe the effects that the COVID-19 pandemic has had on the security land-
scape, pushing almost every business and organisation online and into the cyber space,
the security community should be incentivising the use of design diversity as a lower cost
mitigation to the increased attack incentives that have also been created.

On the research side, more effort should be placed into the effects of design diversity,
in particular, on developing methodologies and frameworks for assessing system diversity
and the aspects that lead to tool diversity. We consider the work we have presented to

be part of this crucial effort, and hope that the analysis and methodologies we presented
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herein can serve as a good foundation for future research endeavours.
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