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Abstract

Businesses constant ly  face a var iety  of  cr ises which could resul t  in 
the loss of  f inancial  resources and good reputat ion:  human error, cr ime, 
em p loyees ’ unlawful  behaviour,  technical  fa i lu re  and the like. These are 
all ca tegor ised in one word: “ r isk ” . With the rise of cyberspace, new r isks 
have come into ex is tence and interest  in this issue is s ign i f icant.  With 
regard to r isk management ,  the f inanc ial  industry,  a core business that  no 
company can do wi thout,  is l ikely to be one-s tep ahead of  other industries.  
Thus, in this thes is  I have chosen to examine and compare the 
management  of  cyber r isk in the f inancial  indust r ies of  Japan and the UK.

Some types of risk, such as human error and technical  fa i lure,  are 
l ikely to occur  accidental ly ,  but it is necessary to ana lyse others,  
par t icular ly  cr ime and unlawful  behaviour. Through the comprehens ion of 
risk types, we can understand how each r isk management  method works.

As for the suggested risk management  methods, the thesis begins 
by discuss ing how cr im ina l  and civi l law and regulat ion deal wi th risk. 
However, law and regulat ion are not the per fect  solut ions  for  businesses. 
An al te rnat ive  is insurance.  Since the 1980s, insurance industr ies in 
Japan and the UK have deve loped products to deal wi th computer  cr ime or 
cyber risk. The most popular method is to s t rengthen computer  security.  
It is also crucial  to resusc i ta te  the moral i ty and ethics of  employees and 
f i rms themselves.  The deve lopment  and spread of  the concept  of 
opera t iona l  risk wor ldw ide is to encourage f i rms to deal wi th the s i tuat ion. 
Outsourcing , A l te rna t ive  Risk Transfer, Al te rna t ive  Dispute Resolu t ion and 
other new techno logy are also discussed as risk management  methods.

To prove that cyber r isk is avoidab le by the app l ica t ion  of these 
methods and theor ies,  there are two issues which need to be discussed: 
cyber money launder ing  and account  aggregat ion  services.

It is essen t ia l  to be aware that cyber r isk is unique for each 
indiv idual  f irm and industry, so there is no single risk management  method 
aga inst  cyber risk. Therefore ,  it is importan t to ascertain which methods 
are pract ical  for  each f irm and combine them l ike a patchwork.
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Along with the popular i ty  of computers  and the Internet,  the mass 
media have in troduced “computer c r im e” as a fash ionab le  phrase. Cr ime 
has become compl icated by the deve lopment  of  technology, and the law 
has been struggl ing to combat a new type of  cr ime. In fact,  the loss 
caused by hackers and computer  v i ruses  reached 1.5 t r i l l ion dol lars 
(equ iva lent  to £2.7 bi l l ion) in 20001. It is said that

“ . . .a lthough cr ime might pay, combat ing  it usual ly doesn ' t2” .

Suppor t ing this s ta tement,  an Amazon spokeswoman admit ted that many 
fraud cases were s imply  not inves t iga ted3, due to lack of tangible evidence 
and the passing of  t im e 4. If your business is always at r isk and you 
bel ieve that law wi l l  not a lways provide a remedy for losses, what  can you 
do to protect  your  own business?

Af ter researching the impact of  law and regu la t ions on computer 
cr ime, the next issue to consider  was the susta inab i l i ty  of  a company when 
a cr ime is commit ted aga inst  it. However,  it was ev ident that  computer 
cr ime was only at the t ip of an iceberg of  business vulnerabi l i t ies.  A 
company is very l ikely to face other types of  r isks much more frequent ly  
than computer  cr ime. Business vu lnerab i l i t ies  means any fac to r  or cause 
that makes a company lose a business oppor tun i ty  or prof its;  in other 
words,  a “ r isk ” . Those vu lnerab i l i t ies  vary:  they could be caused by a 
company not managing computer sof tware proper ly in terms of  sof tware 
l icense agreements ,  for  example.  It is somet imes noted that a company 
does not provide appropr ia te  t raining for its employees,  who may bel ieve 
their  f reedom of speech gives them a r ight  to disclose a company ’s 
conf ident ia l  info rmat ion.  This would make a company defence less,  so 
that  anyone, whether  an ins ider or outsider, could commit  a cr ime aga inst  a 
company. Or it may resul t  f rom an em p loyee ’s s imple error or technical  
fa i lure.  Those fac to rs  are ordinar i ly  categor ised as an operat iona l  risk. 
These could resul t  in the loss of  f inanc ia l  resources and the good 
reputat ion of  a company to a greater or lesser degree. Nonetheless,  the 
law does not a lways provide a solut ion,  unless any i l legal  factors are 
involved. It is wor thwh i le  examin ing a more extensive range of r isks

1 See ‘ Hacker Insurance’ ,
< ht tp : / /www.bus iness2.com/content/channels/ technoloqy/2001 /0 1 /30/25554> (print 
out on fi le with author).
2 See ‘Net crime poses chal lenge to author i t ies ’ ,
< ht tp: / /news.cnet .com/news/0-1 007-200-850601 .h tml?feed.cnetbr ie fs> (pr int out on 
fi le with author).
3 Amazon spokeswoman Sharon Greenspan said, "We were f rustrated with law 
enforcement because a lot of these cases are smal l  in monetary value.. .They 
wouldn' t  invest igate because it didn' t  meet thei r cr i ter ia to open an invest igat ion. ”
See ibid.
4 Rehman, who invest igated high-tech crime for the Florida Department of Law 
Enforcement  for ten years,  said, " ...law enforcement ’s hesi tat ion to combat such 
fraud has to do with the lack of tangible evidence and the amount of t ime it takes to 
invest igate.  " See ibid.
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rather than a cr ime only. Companies must be proact ive in avo iding or 
min imiz ing any risk to them se lves5.

Cons ider ing the susta inab i l i ty  of  a company in the face of  var ious 
risks,  there are two major research quest ions.  First ly, does a risk 
def in i te ly  have a great  impact on a company when it is real ised? 
Cyberspace has been a buzzword in recent years.  Many people are 
concerned to some degree; some bel ieve it is risky, some th ink of  it as a 
business oppor tun i ty .  If any risk is rea l ised, does a company suffer the 
loss of  f inanc ia l  resources and its good reputat ion? If the answer  to this 
quest ion is no, it is surely not worth pursuing this research. If the answer  
is yes, it is cr i t ical  to provide expedient  means for a company to avoid or 
m in imise risks.

What if a bank loses its c l ien ts ’ account  in format ion? Most 
compan ies  keep backup data on a mobi le device such as a diske tte  or 
CD-ROM. Whether  the recorded media is stolen or s imply lost, it is 
se l f -ev ident  that  the company loses its good reputat ion at once and that it 
would cost  money to recover. Therefore,  the answer to the f irst quest ion 
is yes: it is h ighly probable that  a company would lose f inanc ial  resources 
and its good reputa t ion if any risk were real ised. On such an occasion,  a 
company must be able to show its t ransparent  and sound governance to its 
investors.

What  should a company do to be at t ract ive to investors? It is 
necessary to defrag or opt imise risks,  which are dispersed all over a 
company, by using var ious methods based on a s ingle concept.  In reali ty, 
all r isks cannot be concentrated in one speci f ic  depar tment:  they are 
spread th roughou t  the depar tments  and funct ions of a company whether  the 
sta f f  perce ive it or not. Fur thermore,  the same types of  r isks could occur 
in only a few d i f fe rent  departments.  It is qui te l ikely in the company that a 
certain r isk may be proper ly managed and the performance improved in X 
depar tment,  whereas  Y depar tment,  may show a lesser per formance as a 
resul t  of a f iasco in managing the same risk. Therefore,  the same types 
of r isks must be def ragged under a s ingle concept, and all r isks spread 
th roughout  the company must be opt imised by the best avai lable means, 
otherwise company op t im isa t ion will not  work  properly.

To conduct company opt imisat ion most ef fect ively,  there are f ive main 
facto rs to cons ider:

(1) Sensi t iv i ty
It is cr i t ical  to be responsive to a new risk;

5 This thesis focuses on f inancial  inst i tut ions in Chapter I.
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(2) Adaptab i l i ty / f lex ib i l i ty
The company must be f lex ib le  to var iab le  s i tuat ions;

(3) Central isat ion
To have a s ingle concept  is essent ia l ;

(4) Resis tance
As a resul t  of implement ing r isk management  methods, the company must 
be highly resis tant  to risk, and;

(5) Resi l ience
If a risk is rea l ised, it is crucial that  the company has a feas ib le  quick 
recovery plan.

This research shows the ef fect ive  methods of  avoiding or minimising 
the impact  of  a risk. In a society  that  depends on computer  networks,  any 
minor  r isk could t r igger  a larger one in the whole market.  By conduct ing 
the analys is  based on two vi tal  quest ions,  the thesis concludes with ideas 
to bui ld a secure economy.

The research is conducted through a model known as a “conta inment  
po l icy ” . By at tack ing r isks through d i f ferent methods, it is poss ib le  to 
avoid or m in im ise a risk. There are two main pi l lars of r isk management.  
The f i rst  p i l lar  is to seek legal ass istance. Organisat ions,  and 
pro f i t -making compan ies  in part icular,  are most l ikely to avoid this 
ass is tance for the purposes of  keeping up a good reputat ion.  However,  
conceal ing invo lvement  in a dep lorab le  or unfortunate af fa i r  tends to at t ract  
more trouble.  It is l ikely, at such a t ime, that  a cr iminal  may take
advantage of  a com pany ’s re luctance to act. In addi t ion to th is,  any 
organ isat ion can be vu lnerab le  to a lawsui t .  If a party br ings a lawsui t  
aga inst  a f inanc ia l  inst i tut ion,  the lat ter  wi l l  end up paying damages as well  
as having its reputa t ion injured. In real i ty, there are some cases in which 
certain compan ies  are act ive ly  involved in ass ist ing government  author i t ies.  
For instance, eBay and Yahoo.com have uni ted in deve lop ing s tandards for 
the Federal  Trade Commiss ion in the USA. It is said that  eBay is working 
with the US regu la to rs6. A l though law and regulat ions  are somet imes 
cons idered to be unf r iendly or impract ical  in actual  pract ice,  the 
a forement ioned cases prove that it is possible,  through com pan ies ’ 
involvement ,  to change them into something useful .  Therefore ,  it is wise 
to deve lop a way of  reducing “cyber - r isk ” in both the present  and the 
future.

6 The author  is grateful  to Mr M. Norris, Manager  -  Hiscox Technology of Hiscox, 
and Mr P. Tit ley, Divisional  Di rector (Non Marine Division),  Prentis Donegan & 
Partners Limi ted, for thei r  invaluable comments and advice.
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There are two possible approaches in seeking legal ass istance: the 
cr imina l  law approach and the civi l law approach. Law and regulat ions  
have two aspects  in helping to manage risks: f i rst ly,  as a de ter rent  to 
cr ime; and secondly,  in provid ing rel ief  measures for an in jured party. 
However, the legal approaches are not always of fered, or, if of fered, are 
not t imely  due to delay in the legal system. It is not unusual  that  the 
ava i lab le  coun te rmeasures  are insuff ic ient  and out of  touch with reali ty.

The second pi l lar is to seek protect ion through insurance. Since 
the late 1990s, insurance products to cover cyber- r isk  have been avai lable.  
They are very dynamic  and are becoming better known in the f inanc ia l  
sector. Purchas ing an insurance pol icy also provides re l ief  measures 
when a risk is real ised. This would also be ef fect ive as a guarantee for a 
bus iness partner. Both the at t i tudes towards  such insurance products  and 
the use of  these products in the Japanese and Bri t ish insurance markets 
wil l  be analysed in a comparat ive  context .

It is not  a lways possible to avoid cyber- r isk  complete ly  wi th the two 
aforesaid countermeasures:  it is possible  to def ine these methods as 
ex te rna l  r isk management  methods.  There are also internal risk 
management  methods such as outsourcing, fo l lowing in ternat ional  
standards and the like that  o rgan isat ions are able to employ by themselves.  
It is essen t ia l  to the implementa t ion  of compl iance and corporate 
governance for compan ies  not only to avoid risk but also to exhibi t  sound 
bus iness opera t ions  to investors.  Employing secur i ty  s tandards is also an 
impor tant  subject  for  d iscussion.  One of  the cr i t ical  e lements in managing 
risk is st rengthen ing computer  secur ity.  Since informat ion technology (IT) 
is deve lop ing at l ight  speed and would be out of date before a discussion 
of  wha t  was cur rent ly  avai lable could be comple ted within the thesis,  it was 
dec ided that it should be excluded from the thesis.

This thes is  wi l l  be composed of nine chapters wi th an Introduct ion 
and Conc lus ion.  Chapter  I, ent i t led “Risks — A Guide to Business 
Vu lne rab i l i t ies ” , def ines the types of  r isks. By understanding this, it can 
be clear ly shown what compan ies  would potent ia l ly  lose when r isks are 
real ised.

Chapter II, ent i t led “An Analys is  of Cyber-R isk ” , is focused on risks, 
mainly in relat ion to i l legal  acts. It examines the deve lopment  of  the 
not ions,  c lass i f ica t ion and character is t ics  of computer  cr ime and its 
impacts.  Public interests and the social impact of i l legal  acts are 
d iscussed in depth.  The fundamenta l  methods of  risk management  are 
also introduced and pursued in the fo l lowing chapters.

In Chapter  III, “An Analys is  of the Scope of  Cr imina l  Law", cr iminal  
law is the focus. It is cr i t ical  to ana lyse how far cr iminal  law can provide
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a remedy for companies when they suffer damage from i l legal  act ions.  
With a comparat ive  analys is  of legis la t ive approaches both in Japan and 
the UK, th is chapter  also probes in terna t ional  cooperat ion aga inst  crime.

Chapter  IV, “An Analysis  of Civi l  Law” , cons iders the three points below, as 
Japanese civi l  law and English common law and statu tes are analysed:

(1) How does an incident happen?
(2) Which part ies are involved?
(3) What  legal interests are involved?

Cons ider ing  the basic pr inc ip les of  civi l  law in both countr ies ,  potent ia l  
in jury to property  is categor ised into f ive areas: propr ie tary  pr iv i leges, 
in tangib le  property,  domain name system, personal  r ights and economic 
losses. Those c lass i f ica t ions help to de termine what  civi l remedy is 
ava i lab le  when business r isks are real ised.

Chapter  V, “An Analys is  of the Ava i lable Insurance Products in the 
Japanese Insurance Marke t ” , looks at insurance products des igned to 
manage the risks.  Since the 1980s, computer  comprehens ive  insurance 
products  have become avai lable in the Japanese insurance market for  
min im is ing the impact of computer -re la ted risks. An on- the-spot  survey 
covers prac t ica l ly  all the Japanese insurance companies.

Chapter  VI, “An Ana lys is  of  the Ava i lable Insurance Products  in the 
Br it ish Insurance Market ” , is cons truc ted s imi lar ly  to the previous chapter. 
Since the Br it ish insurance market  leads the Japanese market,  th is chapter  
also shows the di f ferences between these two markets in part icular.

In Chapter  VII, “An Analys is  of the Various Risk Management  
M e thods ” , var ious types of  r isk management  methods other  than legis lat ion 
and insurance are careful ly  examined. For instance, informat ion 
techno logy  and the implementat ion of a secur i ty  pol icy for  it is 
ind ispensab le .

From Chapters II to VII, the types of  r isks and the methods of 
managing the r isks are careful ly  analysed. Depend ing upon the type of 
bus inesses and the scale,  it is essent ia l  for  companies to selec t  which 
methods are most appropr iate.  By es tabl ish ing the aforesa id  methods, 
the major i ty  of r isks become avoidable.  This wi l l  be proven by examining 
two ent i re ly  d i f fe rent  issues: cyber money launder ing (in Chapter VIII) , and 
a new f inancia l  service cal led account  aggregat ion services (in Chapter  IX). 
The la t ter  issue is a new business serv ice that may incur losses; the former  
is a cr ime risk. These two complete ly  di f ferent issues wi l l  be good 
examples  to test  the ana lyses conducted in Chapters I through VII.

25



Account aggregat ion services are new f inancia l  serv ices in the market that  
have not, thus far, been discussed enough from the v iewpo in t  of risk 
management.  Chapter  VIII,  “An Appl ica t ion of  Cyber  Risk Management  for 
Account  Aggregat ion Se rv ices ” , in troduced the benef i ts and drawbacks of 
the services.  Discussing  the genera l  and legal issues, the chapter 
exp lores the balance of the benef i ts and r isks of  such services.

Chapter IX, “An Appl icat ion of  Cyber-R isk  Management  Against  
Money Launder ing and Cyberspace” , focuses on how computers  and the 
Internet could be abused by money launderers.  In recent  years,  money 
launder ing has been targeted by f inanc ia l  ins t i tu t ions  in the f ight  against  
ter ror ism and organ ised cr ime. Moreover,  cyber money launder ing has 
been an issue, al though no ser ious case has yet been reported. In 
general ,  computers  and the Internet make it easier  for  cr imina ls  to wash 
dirty money. Financial  ins t i tut ions must be very caut ious in order not to 
fa l l  v ict im to cr imina ls,  and they def in i te ly  need to take appropr iate 
preven tat ive  measures.  This chapter  helps f inanc ia l  inst i tu t ions  come up 
with precau t ions  aga inst  fu ture risks.

In the present  work,  all analysis is to be done compara t ive ly  between 
Japan and the U K 7. The Japanese government  started to reform its 
f inancial  sector in 1997, which was referred to as the Br it ish Reform. 
Moreover,  the Japanese insurance market  keeps watch ing the trends in the 
fore ign insurance market,  especia l ly  the Br it ish market,  as Japan has fal len 
behind compared with Bri tain.  However, it is somet imes true that 
implement ing high techno logy produces new r isks that  low technology does 
not. Therefore,  it wi l l  be worth researching whether  or not the Japanese 
compan ies  would be able to sustain a loss more so than Bri t ish companies.

Since these are such recent topics,  avai lab le sources are very 
l imi ted. Therefore ,  the analysis is based on direct  inputs such as 
in terv iews and exchanges with both the pr ivate and publ ic sectors.  These 
inputs were all fac tual  and up- to-date accounts of  act ions taken and 
f i rst -hand opinions from the f inanc ia l  market.  Quest ionnai res  were also 
d ist r ibuted cover ing a wide range of market part ic ipants.  Seminars  and 
conferences were good oppor tun i t ies  to exchange informat ion wi th other 
scholars as well  as to conf i rm the or ig inal i ty  of  the research. Exist ing 
l i terature and actual  incidents were re ferenced freely.

In its conc lusion,  this thesis wi l l  at tempt to out l ine a model solut ion 
to r isk management  for  f inanc ia l  inst i tut ions.  By providing var ious 
ef fect ive  r isk management  methods, each company can customise its own

7 The US data could be used to show compar isons with the Japanese or Brit ish data 
if there were no avai lable publ ic data in Japan and Britain.
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risk management  f ramework  in compl iance with its bus iness disposi t ion.  
This wi l l  be the qu ickes t method to defrag the r isks of not  only a f inancial  
ins t i tut ion but the whole f inancial  industry also. Moreover,  ef fect ive risk 
management  methods wi l l  be app l icable for not only the f inanc ial  industry 
but any other industry  as well . In consequence,  this wi l l  help to create a 
sound economy.
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To date,  many benef i ts f rom techno logy  have been enjoyed. A 
“compute r ” was not a common object  twenty  years ago, and “ cyberspace” 
was a word seen only in sc ience f ict ion novels.  Ten years ago, computers  
were in a t ransi t ion  per iod as business tools,  whi le cyberspace remained a 
fantasy.  Nowadays, computers  are basic too ls  in both business and the 
household.  By using a computer,  a modem and a te lephone line, an 
e lec tr ica l ly  sent message (widely known as emai l )  is del ivered from home 
to a f r iend in the of fice,  or even to a s t ranger  on the other side of the 
globe.

Today, cyberspace is access ible to the vast major i ty of people in the 
western  world.  Nonetheless,  percept ions of  computers  and cyberspace 
may vary. The major i ty of  people are most l ikely to relate to the most 
fami l ia r  objects.  For instance, there are many types of computers:
personal  computers ,  worksta t ion  computers ,  super computers etc. Unlike 
a te lev is ion,  computers  have many di f fe rent  faci l i t ies.  Some people 
suggest  computers  should be def ined more precisely.  Def in ing
cyberspace is also problemat ic,  because the word refers to space8. Hardy 
def ines  cyberspace  as ‘the world of e lec tron ic  communicat ion on the 
computer  ne two rk ’ 9. It is however, unnecessary  to be caut ious  about  
def in ing computers  or cyberspace in th is thesis.  Firstly, this thesis 
focuses on f inanc ia l  inst i tut ions,  therefo re  here,  computers s imply refer to 
business  tools used in the dai ly bus iness t ransac t ions  of  f inanc ia l  
ins t i tut ions.  Secondly,  the human opera to r  makes decis ions, not the 
actual  computer,  and the opera tor  is respons ib le  for  all consequences.

Cyberspace is also restr icted within the per imeter  of  f inanc ia l  
businesses. As prev ious ly  ment ioned, a home Internet user genera l ly  
accesses the Internet via a modem, te lephone line, and personal  computer.  
In the bus iness wor ld,  many companies use an Intranet th roughout  a

8 “ Cyberspace” has diverse def ini t ions.  For instance, In a websi te it is def ined as 
“unl ike most computer  terms, "cyberspace"  does not have a standard, object ive 
def ini t ion.  Instead, it is general ly used to describe the virtual world of computers” , 
and the other  def ines as “Whi le cyberspace should not be confused with the real 
Internet,  the term is often used simply to refer to objects and ident i t ies that exist 
largely wi thin the comput ing network itself, so that a web site, for example, might be 
metaphor ica l ly said to "exist in cyberspace." According to this interpretat ion,  events 
taking place on the Internet are not therefore happening in the countr ies where the 
par t icipants or the servers are physical ly located, but "in cyberspace".
See ‘def ini t ion of Cyberspace ’ ,
<ht tp : / /www.sharDened.net/qlossarv/def in i t ion.php7cvbersDace> and ‘def ini t ion of 
Cyberspace:  Word iQ’ , <ht tp : / /www.word iq.com/def in i t ion/Cvberspace> (print out on 
fi le with author).
9 There was a movement  amongst academic author it ies,  such as the Universi ty of 
Pi ttsburgh, USA, to consider the potent ial  danger of Internet crime and a course in 
“cyberspace law” (not “ Internet law”) has been launched. “Cyberspace law” is the 
general  word for “ Internet  law” in the USA, thus, it seemed necessary to def ine what 
cyberspace was. See I. T. Hardy, ‘The Proper Legal Regime for “Cybespace” ’
(1994) 55 U. Pitt. L. Rev. 993, in K. Hirano & S. Makino, 'Hanrei  Kokusai, Internet  ho 
- cyberspace niokeru hour i tsu jous ik i  (Cyberspace Law: ethics of cyber ians and
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company ( inc luding  the branch of f ices) as a business ent i ty unit. This 
internal company network is ent i re ly  control led and usual ly connected, 
outside the company, under the observat ion of  a part icular  internal 
depar tment.  Whi le  it is common to have an emai l  address on a business 
card,  even if a company has well  equ ipped computer  systems, it is not 
necessary for  all employees to have a bus iness-or ien ted email  address.  
For instance, some Japanese f inancia l  inst i tu t ions  restr ict  email  addresses 
to a certain level of  employee. Other inst i tu t ions  restr ict  outgoing 
messages.  Even if companies do not employ pol ic ies l ike these, they are 
ex tremely l ikely to observe their  em p loyees ’ emai l  usage — whether  or not 
it is reasonable  — based on internal pol ic ies.  It is a wel l -known fact  that  
a company is techn ica l l y  able to read emai ls  addressed to its employees 
wi thout  let t ing them know that the email  accounts are monitored. 
However, less well  known is the fact  that  Web-based emai l  services are 
also vu lnerab le  to pr ivacy v io la t ions  due to their  techn ical  na tu re10. In 
1999, Xerox f i red approx imate ly  40 of  its 92,000 employees,  accusing them 
of spending too much t ime on “ non-Xerox  related s i tes ” . More speci f ical ly,  
those 40 employees  had been browsing pornograph ic  Internet sites at 
w o rk 11.

The purpose of Internet usage restr ic t ion is not in i t ia l ly  based on 
such employee abuse cases. It is mainly a precaut ion to reduce or 
min imize the potent ia l  r isk of  problems caused outside the Intranet.  By 
exclud ing the fac to r  of Internet,  some types of  risk are el iminated from 
businesses:  hacking, computer v i ruses, etc. In real i ty, restr ict ing the emai l 
fac i l i ty  would probably  not mean missing a cr i t ical  business opportunity. 
If so, is it poss ib le  to exc lude a whole company from cyberspace? 
Technically,  it is possible to do so. The quest ion is whether  such 
exc lusion from cyberspace has any consequences. Elec tron ic commerce 
(here inafter  “e -com m erce ”) is a ‘ buzzword ’ . There are huge numbers of 
predict ions  and expecta t ions regarding the expansion of  e -commerce and 
any type of  Inte rnet t ransact ion.  The Internet popula t ion is s ign i f icant ly  
expand ing and the major i ty of people can observe (al though not 
necessar i ly  use) computers  almost  anywhere, not only in homes or of fices, 
but also in places l ike an Internet c a fé12. On the other  hand, it is not 
s imple to descr ibe  the expansion of e-commerce, especia l ly  compared to 
the overb lown pred ic t ions publ ished a few years ago.

spir i ts of se l f -governance) ’ (1998) Prosper, Tokyo at 62-63.
I See ‘Web-based email  services offer employees l i t t le pr ivacy’ , 
<ht tp: / /news.com.com/2102-101 7-246543.html> (print out on fi le with author).
II See ‘Xerox f i res 40 for onl ine pornography on c lock ’ ,
<ht tp : / /news.com.com/2100-1001-231058 .html?leaacv = cne t&feed.cnetbr ie fs> (print 
out on fi le with author).
12 Previously, it was impossible to access the Internet wi thout computers. However, 
these days, it is possible to browse websi tes via mobi le phones. Onl ine businesses 
offer ing services via mobi le phones are not included in this thesis because the 
suppl iers of onl ine services do not supply services from mobi le phones. They are 
merely one of the service channels for consumers.
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Apar t  f rom the issue of the extent  to which e-commerce is invading 
the proport ion of  “ br ick and mor tar ” stores, e-commerce,  at least, wil l not 
be comple te ly  erased. The cruc ial  reason for the pub l ic ’s reluctance to 
purchase onl ine is the secur i ty  issue: the heart  of  their  concerns centers 
around the safe ty  of  inputt ing credi t  card detai ls onl ine.  The balance of 
ev idence suggests  that  e-commerce would f lour ish if a secured method of 
payment system were establ ished. This  would surely be persuasive in 
dimin ish ing the impress ion that onl ine shopping and serv ices  are insecure.  
Nonetheless,  it may not be a good idea for businesses to stand aside, even 
if cyberspace is ful l  of  uncer tain t ies.  It is l ikely that  making a prof i t  f rom 
onl ine serv ices  over other channe ls  is qui te di f f icul t  at the presen t stage. 
However,  of fer ing onl ine serv ices is one of  methods with which a “br ick and 
mor tar ” store faci l i ta tes its customers.  A typical  example of this is 
f inancia l  ins t i tut ions.

Financial  ins t i tu t ions  act ive ly  market  onl ine f inanc ia l  services.  For 
instance, insurance compan ies  have started to deal in insurance products 
onl ine;  secur i t ies f i rms of fer  onl ine services;  banks of fer  onl ine banking etc. 
The types of  onl ine services are, however, not exac t ly  the same as 
serv ices of fered over the counter.  Due to current techn ica l ,  secur i ty 
and/or  other  reasons, it is not possible for  onl ine customers  to receive all 
services.  In the case of banks, al though there are some incorporeal  
Internet ba n k s 13, the major i ty of  f inanc ia l  inst i tut ions are sti l l  “ br ick and 
mor tar ” stores.  They of fer  a range of  t rad i t ional  serv ices  both over the 
counter and onl ine,  whi le of fer ing the rest of  their  serv ices  only over the 
counter. Speci f ical ly,  customers have to know exact ly what  serv ices are 
avai lable  onl ine (or not), and have a good command of  using these 
services.  The purpose of  of fer ing onl ine services is not necessar i ly  to 
at t ract  new customers or make a huge profi t .  It may simply  be a nod to 
compet i t ion.  This resul ts in all f inancia l  ins t i tut ions having mostly the same 
serv ices and faci l i t ies ,  and thus they fail to d iscr iminate thei r  bus inesses 
from one another.  As prev ious ly  ment ioned cyberspace has not yet  been 
ent i re ly  explored as a potent ia l  market.  If onl ine services do not make a 
profi t ,  it should remain quest ionab le  whether  the risk of  entry into onl ine 
business ou twe ighs the prof i t  potent ia l .  It is a cr i t ical  decis ion:  whether  it 
is worth tak ing risk wi th in cyberspace, especia l ly  if a company is only 
of fer ing onl ine services as a gesture.  However,  if it succeeds in (s l ightly) 
changing long-held consumer v iews, a gesture is in te rchangeab le  wi th prior 
investment.  The cur rent  social  phenomenon of the wor ld is or iented 
towards  in fo rmat ion networking.  Even if onl ine bus inesses do not make a 
prof i t  at present,  the investment  is a necessary expense for the future.  
Making a prof i t  out of cyber business is the next step. Cyberspace is 
unl ike ly to be a t reasure  island; it is wrong to bel ieve that jus t  having a

For example,  they are Egg (UK) and JapanNet Bank (Japan).
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webs i te  wi l l  make a business its fortune. W hether  the purpose is a mere 
ges ture  or pr ior  investment,  opening the door of a business to cyberspace 
is r isky for  var ious reasons, and the business needs to be wel l  prepared 
before taking the exist ing r isks in cyberspace.

Cyber  r isk — r isks exist ing in cyberspace.  What are they? They 
can broad ly  be div ided into two categor ies:  r isk of  losing business funds or 
bus iness opportuni t ies,  and r isk at being l iable fo r  damages.  Of course, 
these categor ies  are not unique to cyberspace,  al though, as both r isk loss 
of  funds or oppor tun i t ies and present  the risk of l i t igat ion,  most industr ies 
loathed them. So, whi le these categor ies are important,  they are not 
pract ical  for  def in ing what  cyber risk is. When examin ing cyber risk, any 
related factor  to cyberspace must be cons idered.  In ear l ier  t imes, cyber 
risk meant,  to some degree, computer  cr ime. The more technology 
f lour ishes,  the more the potent ia l  for  damage. Moreover,  to make things 
worse, technology makes commi t t ing computer  cr ime eas ier  and detect ion 
very di f f icul t .  In essence,  cr ime is wrong or ant i -soc ia l  act ions,  and law 
and regula t ion are the means of  reducing and d iscouraging such behavior.  
This thes is  proves that computer  cr ime is a type of  “ r isk ” wi th in society.  
Indeed, to keep a susta inab le  stabi l ized economy, it is very impor tant  to 
avoid both the cr imes and the damage caused by those cr imes, par t icular ly 
in the f inanc ia l  sector.

However,  computer  cr ime indicates an i l legal  act. In other words,  it 
means there is a r isk that  anyone can commi t  an of fence. Technica l ly 
speaking , computer  cr ime does not involve human error or sys temic  fa i lure.  
In add i t ion  to this, as techno logy is developed and improved,  computer  
cr ime simply became an insuf f ic ient  term to cover  a wide range of 
network - re la ted of fences. Therefore,  it is appropr ia te  to use the term 
“cyber  r isk ” as a blanket term, which stems from the use of  computers or 
the network systems regard less of  the type of perpe tra tor (an insider or 
outs ider)  or occasion (an of fence, error or fa i lure).

The f inancial  industry  is a core industry anywhere in the world.  It 
is a cogwheel amongst all industr ies.  As such, if this gear deviates f rom 
its normal routine,  not only other industr ies but also the nat ion i tsel f  would 
exper ience a ser ious impact. Under the present s ituat ion,  where in the 
economies  of the vast major i ty of  nat ions are in t imate ly  related, the wor ld 
economy would be l ikely to suf fer  a f inancial  panic. Indeed, governments,  
desperate  to ach ieve soundness  in their  economy in their  countr ies,  place 
cons iderab le  at tent ion on cyber risk. Why should the f inanc ial  market be 
pro tected from cyber r isk? What  would happen if businesses were 
harmed?

xact ly what  cons iderab le  damage would mater ia l ize because of cyber 
r isk? There are at least  three signi f icant  factors protect ing f inanc ial

32



sectors f rom cyber risk. First ly, tax revenues and the in tegr i ty of the 
f inancia l  market should be considerab le  issues for governments .  There is 
no doubt  that  governments  are very keen on levying a tax on companies.  
When a company fai ls to protect  i tsel f  f rom cyber r isk — even if it is a 
smal l business — it may af fect  not only that  company but also the f inancial  
market.  For example,  it seems reasonable  that  a certain company 
reduces revenue. Consequent ly,  tax revenue for the government
automat ica l ly  reduces. Even if the com pany ’s revenue does not reduce 
because of  this incident,  a certain regulat ion may al low the company to 
apply an exempt ion clause of tax. Secondly,  the market  is vu lnerab le  to 
any rumor  or cr imina l  act. It is not an exaggerat ion to say that a 
smal l -sca le  inf luence might deve lop into a large undes irab le  impact on the 
market.  The t r igger  that  leads to a mess in the market is always a t rivial  
issue; the more the wor ld compl ica tes  informat ion,  the more a smal l issue 
is l ikely to confuse the market.  This leads to cur rency instabi l i ty,
therefo re  imped ing the integr i ty and stabi l i ty  of  the market,  and may cause 
a monetary cr isis.  Consequent ly,  a government  obv ious ly  loses its
integri ty.  Addi t ional ly ,  the ef fects may make it d i f f icul t  for  foreign
investors  to return.  The third fac to r  is the actual  cost  of  combat ing cr ime 
and the real is t ic amount  of  damages from such cr imina l  acts. Such cost 
is unproduct ive  but necessary to prevent cr ime being commit ted. If 
jus t i ce  and fa irness,  together  wi th f reedom, preva i led in the f inancial  
market,  its soundness would be enhanced. Fur thermore, the publ ic 
we l fare  of  the genera l  publ ic is protected as a result .

As prev ious ly  ment ioned the f inanc ia l  market has adopted 
techno logy  and already  of fers onl ine services.  In part icular,  banks 
hastened toward in troduc ing Internet banking serv ices to their  customers.  
Compared to other  types of  onl ine services and e-commerce websi tes,  
banking has some pecul iar i t ies.  Internet banking services are easy to 
sign up for, as long as one has an ord inary bank account. With a
trad i t iona l  physical  bank account,  the bank customers  would not always 
worry  whether  the ir  depos i ts  are secure.  They would probably not even 
worry  about  a bank robbery because this does not necessar i ly  mean that 
your  money has been stolen. If you go to the bank the next day, you are 
l ikely to be able to w i thdraw cash from the account  as if nothing had 
happened.  However, onl ine customers cannot  be apathet ic to such 
incidents in regards to cyberspace. Onl ine secur i ty  is the most impor tant 
concern for  onl ine cus tomers.  Fur thermore,  in an ordinary e-commerce 
bus iness to customer  model (B2C), a t ransact ion can be terminated af ter  
the f i r s t  visi t:  a cus tomer  does not have to come back to the same onl ine 
shop again.  Converse ly,  the incessant Internet banking services are 
of fered as long as the cus tomer  has a bank account.  Thus, strengthen ing 
the app l ica t ion of  the secur i ty  system is the key issue for banks to avoid 
cyber  r isk. Examining these issues, the f inanc ia l  industry is the most 
vu lnerab le  industry to cyber  risk, thus has interests in cyber risk. Hence,

33



this thesis focuses on cyber risk wi th in f inanc ia l  ins t i tu t ions14.

It is cr i t ical  for  f inanc ial  inst i tu t ions to have appropr ia te  
coun te rmeasures  in place in order to face cyber risk. Main ta in ing a 
suf f ic ient  level of cyber  r isk management  is becoming a nucleus of any 
business with a presence in cyberspace.  Some companies may have 
already conducted research on cyber r isk management .  What types of  
so lu t ions are ava i lab le  for f inanc ial  ins t i tu t ions in par t icular? Before 
examin ing the detai ls,  it is necessary to provide a c lear f ramework  for  
cyber  risk. Due to the nature of cyberspace,  at t i tudes towards both the 
typo logy and impact  of  cyber r isk vary great ly f rom indiv idual  to indiv idual .  
Hence, it is c ruc ia l  to establ ish the spec i f ic  standard for f inanc ia l  
ins t i tut ions  wh i ls t  in reali ty, there are many r isk management  methods 
avai lable.  T ighten ing computer secur i ty  is considered the most essent ia l  
concern in avo id ing cyber risk; however,  techno logy is per ishable.  The 
e f f i c iency  of  the la tes t  computer  techno logy wi l l  surely be obso lete wi th in a 
few months;  therefo re ,  this thesis wil l  not proceed with the subject  of 
ef f iciency. Neverthe less ,  computer  techno logy  wil l  be examined from 
d i f fe rent  posi t ions as it plays such an impor tant  role in cyber risk 
management  and there fo re  cannot be ignored.

14 Banks and thei r Internet  banking services are discussed, rather than other 
f inanc ial  services.  This is because people wor ldwide regular ly use banking services, 
whi le the nature of other  onl ine f inancial  services tends to be one- t ime-only 
t ransact ions,  such as purchasing travel insurance. Therefore, all issues and 
solut ions of cyber  risk wi l l  be examined by analyzing Internet banking services rather 
than any other  onl ine f inancial  service.
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1. Introduct ion

Only a few years ago, “ cyber r isk ” was not yet  a popular term. The 
rapid growth of  modern technology has educated the wor ld to some degree: 
to date,  the major i ty of people in f inanc ia l  bus inesses are able to cite at 
least  one or two examples of  cyber risk. “ R isk” has been a word which 
appears  f requent ly  in f inancial  businesses especial ly,  a l though the seeds 
of  cyber  r isk exist  in any industry.  So, a wide range of  causes are 
suggested.

The phrase, “computer  c r im e” , is used to indicate a certain r isk in 
relat ion to computers  and their  equ ipments .  The more automated human 
li fe becomes, so the more compl icated cr ime becomes. Compute r  cr ime is 
a typ ical  example  of this.  Compute r  cr ime can be commit ted:  (1) easi ly, 
(2) wi th in a shor t  t ime, (3) by anyone, (4) w i thout  the cr imina l  necessar i ly  
suf fer ing any pangs of  consc ience, (5) wi th only a smal l poss ib i l i ty  of 
d isc losure  (and can lead to the acquis i t ion of huge amounts of i l legal  
money or to very great  sat isfact ion (e.g. hacking)) .  Moreover,  even if a 
computer  cr ime is discovered,  (6) the case may be concealed by the 
company concerned,  or (7) the cr iminal  wil l  be penal ised, but w i thout  a 
long sentence being imposed. It does not conf ine the type of of fenders to 
insiders (in o ther  words,  employees) of an inst i tut ion.  However,  it l i teral ly 
does not include any other type of r isk but an of fence. Refer r ing to risk 
which f inanc ia l  inst i tut ions  are l ikely to face operat ional ly,  computer  cr ime 
is a mere cons t i tuen t  element.  The other  elements are, for  instance, 
em p loyees ’ opera t iona l  errors or computer  system fa i lure — there had not 
been an appropr ia te  word or phrase to compr ise al l  related risk. To date, 
cyber  r isk is used as a blanket term encompass ing all re lated matters that  
potent ia l ly  expose companies and inst i tut ions to damage and losses.

Cyber  r isk seems to be expla ined by div id ing it into three categor ies:  
secur i ty  risk, a r isk in relat ion to the in fr ingement  of inte l lectua l  property 
rights,  and er ro rs  & om iss ions15. The f i rst  and third categor ies include all 
three e lements  (compute r  cr ime and computer  system fai lu re  are 
categor ised in secur i ty  risk, and em p loyees ’ operat iona l  errors in er rors & 
omissions) .  The rise of the second category  suggests  that  it is the 
greates t  concern of many companies.  In fact,  the methods of  risk 
c lass i f ica t ions  vary. For instance, cyber risk contains legal and reputat ion 
risk because they are t r iggered as a resul t  of cyber risk being ident i f ied.  
However, it is not  necessary  to categor ise cyber risk since it is yet  in its 
infancy. Moreover,  this categor izat ion seems to be based on an 
incons is ten t  concern.  Thus, it is pract ical  to refer to cyber r isk as any 
risk wi th a cyber  element,  such as a computer  or the Internet.

With the rise of  the Internet,  the types of cyber r isk of fences in

15 See 'Risk Management  Discussion Forum’ , <http: / /260.teacup.com/vsuQimoto/bbs> 
(print out on f i le with author).
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part icular  have become more colourful .  The risk ar ises f rom errors and 
computer  fa i lure incurr ing huge expenses for f inanc ia l  ins t i tu t ions,  as a 
resul t  of  the invo lvement  of  computers  and the networks.  However, their  
var ie ty  cannot be increased only by the aforesaid involvement.  This is 
because they are abso lu te ly  not caused on purpose. If any case is 
caused intent ional ly,  it is def ined as an of fence. Therefore ,  the 
exp lo ra t ion of cyber r isk shal l  start  to examine computer  cr ime.

Needless to say, nei ther computers nor the networks themselves 
commit  an of fence on the ir  own in i t iat ive.  The di lemma occurs when the 
human mind operat ing them,  is a cr imina l  one. T iedemann argued that it 
is impossible to es t imate the factual  f igures of  computer  cr ime. He also 
stated that almost  all cases in Germany were disc losed by a c c id e n t16. 
This aspect wi l l  be d iscussed further.  A s imi lar  opinion has been widely 
expressed,  that  many cases remain und isc losed. For example,  Murobushi  
emphas ised that es t imat ing the factual  f igures of computer  cr ime are even 
“ mean ing less ” — as he proved through Amer ican e x a m p le s 17. The 
Amer ican Socie ty  for  Industr ia l  Secur i ty  reported that there were 30 
e lec tron ic  secur i ty breaches per month in 1995, contras ted with less than 
one per year three months before 198018. This proved the di f f icul ty  of 
obtaining f igures for  all types of  computer  cr ime. On the o ther  hand, the 
Federal  Uni form Crime Reports makes an in terest ing es t imat ion that “for  
every 100,000 ci t izens in USA in 1993, 306 were crooks work ing in the 
f ie lds of  f raud, forgery,  vandal ism,  embezz lement  and receiv ing stolen 
goods."  It was expected that 50 mi l l ion people would use the World Wide 
Web (here inafter  “W W W ”) by the end of  1997. Therefore,  “ it is poss ib le  to 
es t imate  that 150,000 of them wil l  be c rooks19.” If other types of  computer  
cr ime are considered,  such as hacking, sof tware piracy, and unauthor ized 
access, this f igure  could be es t imated as double,  t r ip le or more.

Clear ly  computer  cr ime is of  in terest  not only to the pol ice,  but  also to 
academics and industry.  For example,  the US Federal  Bureau of 
Invest igat ion (here inafter  “ FBI” ) has formed an In ternat ional  Compute r  
Cr ime Squad to invest igate  computer  f raud and abuse, includ ing intrusions 
into publ ic swi tched networks,  pr ivacy v io lat ions,  computer  network 
in trusions,  indust r ia l  espionage,  pirated software and other  computer 
c r im es20. Fur thermore, the Heads of State of Government  of  the eight 
major  industr ia l ised democrac ies  and the Pres ident  of the European 
Commiss ion  agreed on combat ing high tech cr ime when they held a summi t

16 See K. T iedemann, 'Doi tsu oyobi  EC niokeru Keizai -hanzai  to keizai -keihou  
(Economic crime and economic law in the Federal Republ ic of Germany and EC 
countr ies, the t rans lat ion of ‘Wir tschaf tskr imina l i ta t  und Wi r tschaf tss t ra f recht ’ by H. 
Nishihara & K. Miyazawa)  (1990) Seibundo, Tokyo at 167-169.
17 See T. Murobushi , ‘Konpyûta hanzai  sensou  (Computer  Crime War ) ’ (1987) 
Sunmark,  Tokyo at 27.
18 See J. Young, 'Spies l ike us ’ , in Forbes,  February 1996: at 70-92.
19 See J. Gantz, ‘A city of felons at T1 speeds’ , in 31 Computerwor ld 7 (1997) at 33.
20 See K.J. Mil ls, 'FBI forms cyber squad’ , in 9 Internat ional  Business 7, (1996) at 6.

37



in Bi rmingham (UK) in May 199821. They recogn ised a dramat ic  increase 
in t ransnat iona l  cr ime — caused by globa l isa t ion — and the necessi ty of 
in te rna t iona l  co-opera t ion in combat ing this t ransnat iona l  cr ime. Al though 
this in i t iat ive was aimed mainly at money launder ing rather than computer 
cr ime, it was sti l l  d iscussed,  wi th the rapidly implemented ten pr inc iples 
and ten-po in t  act ion plan on high tech cr ime, being part icular ly  agreed 
upon: i.e., through co-operat ion wi th industry to reach agreement  on a 
legal f ramework  for  ob ta in ing,  present ing and preserving e lec tron ic  data as 
evidence, whi le maintaining appropr ia te  pr ivacy protection.  Furthermore, 
it would appear s ign i f ican t  that  they ment ioned combat ing abuse of  the 
Internet and other technolog ies .  In their  dec lara t ion ,  they ment ioned the 
fear of Internet cr ime, wh ich might be commi t ted in the near future,  and 
thus pose a threat.

Another  point  to be addressed was the ir  ser ious at t i tude towards  the 
Year 2000 (or Mi l lenn ium) Bug problem (hereinaf ter  “Y 2 K ” )22. The Y2K 
problem was not concerned with cr ime, however. The problem of 
computers deal ing wi th th is t ransi t ion  would have invar iably lead to ser ious 
confus ion,  not only for  economies but also other  sectors, par t icular ly  if this 
cr i t ical  technolog ica l  problem had not been solved before the year 2000. 
With computers  ident i f ied as ind ispensable  tools for  human li fe, the heads 
of  States of the countr ies — aware of  the ser iousness of  t ransnat iona l  
cr ime — held the Min is ter ia l  meet ing on combat ing t ransnat iona l  cr ime in 
Moscow in 1 999.

Current ly,  there are also many ins t i tutes researching computer

21 See ‘The Birmingham Summit:  Final Communiqué - Sunday 17 May 1998’ , 
< ht tp : / /www.a8.utoronto.ca/summit /1998bi rmingham/f ina lcom.htm> (print out on fi le 
with author).
22 The Y2K problem involved cyber  risk. It was a serious issue in some countr ies 
including Japan. It is said that  Japan is one of the high-tech countr ies in general. 
But this fact does not always mean that inf rastructure is well equipped or well 
organised. In fact, Japan was evaluated a “ not wel l -prepared country” in addressing 
the Y2K problem by the US government (adapted from S. Kumon, ‘Y2K Trouble ’ 
(1999) NTT Publ ishing, Tokyo.). Furthermore, the Japanese government i tsel f  was 
somewhat  reluctant to address this problem until the last minute. In reality, many 
people had profound doubts about the computer  system surrounding thei r dai ly l ives 
(adapted from S. Levy, ‘The Bug That Didn' t  Bite: Bi l l ions of dol lars later, Y2K is on 
the run. The lessons of a mi l lennial  computer  scare ’ in Newsweek, 10 January, 
2000) and they went shopping for food, water and fuel and wi thdrew money from 
banks just  in case something happened. Judging from the fact on the fatal day, 1st 
January 2000, did all doubt, uneasiness and efforts the world has made for the past 
several  years mean “the waste of t ime and money” ? The answer  must be in the 
negative. According to Levy, the Mi l lennium, were it not f ixed, was surely proven to 
cause trouble in computer  systems. It is, of course, not necessary to exaggerate 
that nothing happened due to suf f icient  efforts having been made. He also 
ment ioned that company CEO's seemed to love ignoring the Mi l lennium bug (ibid.). 
It can be assumed that they knew the costs of f ixing the bug would be huge, apart 
from the doubt as to what extent they understood the ser iousness of the Y2K problem. 
This, in contrast  to the obvious fact that not only government of f icials but also the 
general  publ ic had actual ly made many efforts to discover and solve, as far as 
possible,  the Y2K problem. As Levy accurately pointed out, if the government 
ignored the Y2K problem completely and did not take any posit ive step against  it, this 
at t i tude could be “cr iminal ly derel ict"  (ibid.).
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cr ime: for  example,  Parker, the author i ty in the SRI Internat ional  in 
Ca l i forn ia,  USA, and the Nat ional Compute r  Centre  in Manchester,  UK. It 
would therefo re  appear  that  research interest  in combat ing computer  cr ime 
has been stead i ly  increasing.

2. The Deve lopment  of the Notions

2.1 Economic crime and White-col la r  crime

“ [Suf fer ing]  the economic  consequences of  computer  cr ime, society 
rel ies on computer ized systems for almost  every th ing in li fe, f rom air, train 
and bus tra f f ic  control  to medical  serv ice  coord inat ion and nat ional  security. 
Even a smal l  g l i tch in the operat ion of  these systems can put human l ives 
in danger.. .  The consequences of computer  cr ime may have ser ious 
economic costs as well  as ser ious costs in terms of human secur i ty23.”

A mater ia l is t ic,  c iv i l ised env i ronment  for  human beings has been 
real ised for a few decades in part icular.  Thus most ac t iv i t ies  in dai ly life 
include an economic  element.  Cr imes are, of course, not except ions.  
Akiba made a hypo thesis  that  one may commi t  a cr ime if the expected 
prof i t  (which one might receive as a resul t of  commit t ing the crime) 
exceeds other  elements including the risk taken when commit t ing the crime, 
or the penal ty which might be imposed af ter  the trial should the cr imina l  be 
found gu i l t y24. Of course, some people may commit  a cr ime as a resul t of 
strong emot ions such as anger or a personal  grudge. Even in a case 
where a cr ime is commit ted because of  these emot ions,  it is sti l l  possible 
to say that  the emot ional  factor can outweigh ethical  or other 
cons idera t ions for  the cr iminal .  But the crucial  e lement  that  provokes 
cr im ina l  act ion,  regard less  of  whether  profi t  is the goal , is not the same for 
everyone. Thus, law and regulat ion def ine what  types of  act iv i t ies are 
i l legal  and pun ishable,  and thus (of ten) prevent people f rom commit t ing 
them. It is poss ib le  to say that legal prof it  is not  the same as one ’s 
personal  econom ic  prof it . If a loss is incurred by a certain cr ime, an 
of fset  is needed to cover  the resul t ing damage. To adapt  this case to 
economics theory,  a loss can be cal led a “ minus pro f i t ” . This minus prof i t  
must,  however,  be compensated by something. For example,  suppose a 
cr im ina l  (def ined as X) commits  an i l legal  act ivi ty.  A th ird party (def ined 
as Y) wi l l  probably  incur a loss as a resul t  of  X ’s act ivi ty.  In this 
supposed case, X has to be punished, by a f ine or detent ion,  to 
compensa te  for  Y ’s losses. The f inal  outcome in legal terms is that
pun ishment  is a means of  recover ing economic  loss or damage.  In other 
words,  a minus prof i t  ( loss or damage as a resul t  of  cr ime)  is compensated

23 See ‘ Internat ional  review of cr iminal pol icy - the United Nations Manual on the 
prevent ion and control  of computer- related cr ime’ ,
<ht tp : / /www. i fs .un iv ie .ac.at /~pr2qg1/rev4344.html> (print out on fi le with author).
24 See M. Kishida, ‘Ho to keizai  (Law and Economics) ’ (1996) Sinseisya, Tokyo at 
42-43.
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for  th rough pun ishment  (a f ine,  detent ion and the l ike)25. It would appear 
that  the law is l ikely to prove to be a de ter rent  in relat ion to these “minus 
pro f i t s ” and “plus com pensa t ions ” . It is impossib le  to th ink and deal with 
cr imes, par t icu lar ly  “wh i te -co l la r  c r im e” or “economic  c r im e” , wi thout 
cons ider ing this idea, because it is impossib le  to erad icate their  economic 
elements.

Meier and Shor t  descr ibe “convent iona l  w isdom ” as i l lustrat ing 
publ ic ind i f fe rent  to “wh i te -co l la r  c r im e” as opposed to other types of 
c r im e s 26. This is suppor ted by Suther land, who stated that indi f ferent 
publ ic react ion re f lec ts  that  “ the publ ic . . .does not think of  the businessman 
as a cr iminal ;  the bus inessman does not f i t  the s tereotype of ‘c r im ina l ’ ”27. 
How then can one def ine wh i te -co l la r  cr ime? Duff  and Gardiner 
introduced Ede lhe r tz ’s idea, which suggests that  Su the r land ’s def in i t ion 
mainly exc ludes v io lence and death f rom the province of  wh i te-co l la r  
c r im e28. W h i te -co l la r  cr ime is def ined as “cr ime commi t ted by persons of 
re la t ive ly  high social  or economic  status in connect ion  wi th their  regular 
occupa t ions29” . It a lso states that  cr im ino log is ts  restr ict  the term “ i l legal 
act ions [ re lat ing to wh i te -co l la r  crime],  to mean that the perpetra tors  intend 
pr incipa l ly to fu r ther  the aims of their  organ isat ions rather  than to make 
money fo r  themse lves  personal l y . ” Thus, there are two categor ies :  i l legal 
ac t ions under taken by perpe tra tors  to make money for themselves, and 
those i l legal  act ions under taken pr inc ipal ly  to fu r ther  the aims of  a 
company or other organ isat ion .  Examples of the former  c lass i f icat ion are: 
embezz lement ,  m isappropr ia t ion  o f  funds, secur i t ies thef t,  br ibery and 
kickbacks,  ins ider  t rad ing, computer  cr ime, and some types of  f raud, while 
those of the la t ter  one are: restra in t  of  t rade ( i .e. ,  monopol ies),  
m is representat ion in advert is ing,  unfair  labour pract ices,  health or safety 
v io la t ions in the workp lace,  income-tax  law vio la t ions,  and var ious f inancial  
manipula t ions.

As Fr iedr ichs suggested,  it is obv ious that  the o ld-fash ioned types 
of  cr ime, such as corrupt ion and bribery, have existed throughout  the 
history  of  man30. Those cr imes could be class i f ied  as very old-fash ioned. 
In any civ i l ised soc ie ty  at any t ime in history,  cor rupt ion and br ibery have 
been common. Th is  s imply means that certain crime, af ter  2000 years,  
has come to be recogn ised as wh i te -co l la r  cr ime.  What ,  then, made the 
def in i t ion d i f f icu l t  when this cr ime category already existed? The answer 
is found in the s t ruc ture  of  society.  The most common social  st ructure in

Kishida, supra n.16, 96-97
26 See R.F. Meier & J.F. Short, Jr., ‘The Consequences of Whi te-Col lar  Cr ime’ in G. 
Geis, R.F. Meier & L. Sal inger  (eds) ‘White-Col lar  Crime: Classic and Contemporary 
V iew s’ (1995) The Free Press, London.
27 Ibid., at 85.
28 See L. Duff & S. Gardiner  ‘Computer  Crime in the Global Vi l lage: Strategies for 
Control  and Regulat ion - in Defence of the Hacker ’ , in S. Savage & J. Carrie (eds) 24 
Internat ional  Journal  of the Sociology of Law (1996) at 211-218.
29 CD-ROM of 1997 Encyclopaedia Bri tannica.
30 See D. Fr iedrichs,  'Howaito kara hanzai  no hour i tsugaku  (Trusted Criminals) '  
(1999) Springer-Ver lag,  Tokyo at 2.
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history was feuda l ism. In this hierarch ica l  society,  it was conceptual ly  
taboo to accuse someone in the pr iv i leged classes, such as ar istocrats.  
This exp la ins  the phrase “ robber barons” used by Suther land.  This is 
explained by the phrase “ robber  barons” that  Suther land 's  used in his 
w o rk 31. The “ robber barons” s igni f ies the pr iv i leged class in the lat ter  hal f 
of the n ineteenth century  as the exp loi t ing class.  Judging from the above, 
is social  status the most importan t element  in de f in ing wh ite-co l la r  cr ime? 
Suther land def ined it as: “Approximately . . .  a cr ime commi t ted by a person 
of respectab i l i ty  and high social status in the course of his occupat ion32’ .

His in teres t  in wh i te -co l la r  cr ime was based on the anger at 
corporate  cr iminal i ty.  Furthermore, this can be supported by Ross who 
had an impact on S u the r land33. Ross in troduced the no t ion34 that an 
en t repreneur  engages in i l legi t imate or i l legal  act iv i ty because of  his 
eagerness to increase prof its,  thus exploi t ing his social pr iv i leges. He 
also insisted that such unethical  act iv i t ies are a great  menace to cap i ta l is t  
economies.  Therefore ,  it seems reasonab le to ident i fy “a person of 
respectab i l i ty  and high social s ta tus ” in Su the r land ’s def in i t ion as a person 
who occup ies  a cr i t ical  posi t ion.  However, th is is a complex and 
prob lemat ic  issue. Shapiro,  who is the representa t ive  opponent  of 
Suther land, objected to this point  that  the key fac to r  of wh i te-co l la r  cr ime is 
in fr ingement  on t rus t35. In regard to her theory,  social status is only the 
consequence of  wh i te -co l la r  cr ime and not its ent irety.  Croal l  obv ious ly  
adopted her theory 36 . In reali ty, Suther land himsel f  stated that 
“wh i te -co l la r  c r im ina l i ty  is found in every occupa t ion37.” This s tatement  
seems cont rad ic to ry  compared to his ear ly  def in i t ion.  From a pract ical  
point  of  view, Shap iro 's theory is w ider  than Suther land 's .  Broadly 
speaking , high social  status could be included in t rus tworth iness.  In other 
words,  people who are in a high class (i.e. ar istocrats)  or in a high posi t ion 
(i.e. company management)  are genera l ly  t rusted to a greater  or lesser  
degree. However, the converse does not hold t rue:  all t rusted people in a 
soc ie ty  do not always have a high status.

An al te rna te  v iew is Cl inard and Quinney who categor ised 
wh ite -co l la r  cr ime into two types: “occupat iona l  c r im e” , which explains 
cr imes commit ted aga inst  businesses,  and “ corporate c r im e” , which 
exp la ins  cr imes commit ted by bus iness38. Since Su the r land ’s work in the

31 Fr iedr ichs,  supra n.22, at 3 and infra nn. 24 and 25 and H. Sutherland, edited by K. 
Schuessler , ‘On Analyzing Cr ime’ (1973) The Universi ty of Chicago Press, Chicago
at 47.
32 See H. Croal l ,  ‘Whi te col lar  crime: criminal just ice and cr imino logy ’ (1992) Open 
Universi ty Press, Buckingham at 8 and Friedrichs, supra nn.22 at 5 and 23 and infra 
n. 25.
33 See Fr iedr ichs,  supra nn.22 to 24.
34 The notion which Ross developed was cal led a 'cr iminaloid' .  Sutherland, supra n. 
23 and infra n.29.
35 Croal l ,  supra n.24 at 16 and infra n.28 and Friedrichs, supra nn. 23-25, at 16.
36 Croal l ,  supra nn.24 and 28, at 10.
37 Suther land, supra nn.23 and 26, at 48.
38 M. Wasik, ‘Crime and the Compute r ’ (1991) Clarendon, Oxford at 24-25.
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1940’s, many cr im ino log is ts  have focussed on the backgrounds of  cr iminals 
as a means of  def in ing wh ite -co l la r  c r im e39.

On the contrary,  a def in i t ion of  economic  cr ime hardly exists. 
Tiedemann exp la ined how German scho lars  had di f f icul t ies  f ind ing a 
def in i t ion for  economic  crime. In the past, especia l ly af ter  World War II, 
German scho lars accepted a broad rather  than an exact  def in i t ion of 
economic cr ime. Economic cr ime was seen to be an of fence against  
German nat ional  economic  projects.  Current ly  (both in Germany and in 
other coun tr ies)  it includes many types of  laws concerned with bus iness40. 
Many of them (such as laws for the banking system, credit , or secur i t ies) 
mainly target  the execut ives of the compan ies  since, because of the ir  high 
posi t ions,  they can commi t  a cr ime more easi ly than their  employees. 
Therefore,  the German system suggests  that  any cr ime is l ikely to be 
def ined as economic  cr ime if its cr imina l  has a certain status.  Any law is 
also l ikely to be def ined as or be relevant  to economic law, if a law 
part icu lar ly  has an economic  element.  However, this interpretat ion is too 
broad, and fu rthermore ,  it has a fatal defect:  it is impossible to judge a 
cr imina l  who does not have a par t icular  permanent  status or posi t ion as an 
economic  cr im ina l .  On the other hand, Tiedemann also put forward an 
al ternat ive view, stat ing that a cr ime whose purpose is to damage the 
economy itsel f,  can also be def ined as economic  cr ime41. However,  this is 
not a pract ical  idea, because one has to know and decide exact ly to what 
extent the economy is going to be harmed when the one commits a crime. 
If the losses involved in the cr ime are smal l  — such as those ar ising from 
an indiv idual  d ispute  for  example — it is impossib le  to include such a case 
in economic  cr ime, even though it has economic  elements.  It is also not 
pract ical  to place impor tance on the tools used to commi t  cr ime to def ine it. 
This is because it would be impossib le  to deal wi th a cr ime which is 
commi t ted using a new unknown techn ique and/or tool — this includes 
technology.

Therefore ,  it is legal ly impract ical ,  in future,  to place restr ic t ions  on 
the type of tools that  may be used in economic  cr ime because it is widely 
bel ieved that techno logy  will cont inua l ly  evolve.  It is also not pract ical  to 
place impor tance on the status of  a cr imina l ,  a target,  or a tool.  Bearing 
the a fo rement ioned ideas in mind, what  then is the best way to cons ider  an 
economic  cr ime? It is impor tant to th ink about whose prof i t  is vulnerable 
in cases of  economic  crime. Neverthe less,  any type of economic  crime 
may harm not only indiv idual  prof i t  but also social profi t ,  espec ia l ly  in 
cases where the loss is very large. It may also cause economic confusion 
in a community.  In other words,  as T iedemann stated, a state economy 
consists of  an ind iv idua l  gross,  therefore  it is possible to def ine economic 
cr ime (whether  it confuses a state economy in tent ional ly or un in tent ional ly)

39

40

41

This point wil l  be elaborated on later in depth.
Tiedemann, supra n.9, at 12-13.
Ibid.
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as a ser ious cr ime against  a state i t s e l f 42. The other way to def ine 
economic  cr ime is to l ist all types of  of fences.  The Counci l  of Europe 
pub l ished a l ist of  economic  of fences in 1981, because it recognised the 
di f f icu l ty of g iv ing one exact  de f in i t ion43. 16 types of  of fences were shown, 
including cartel  of fences, customs of fences, and computer  cr ime. Two 
terms have al ready  been highl ighted:  wh i te -co l la r  cr ime and economic 
cr ime. The lat ter  is a much broader interpretat ion than the former, 
because the former  is included in the lat ter  f rom the v iewpo in t  of 
recogn is ing a c r im ina l ’s status.  However, these types of cr ime must be 
treated caut ious ly  for  some of the reasons which have been ment ioned 
above. Therefore,  whereas wh ite-co l la r  cr ime is not an ef f ic ien t  term, 
economic  cr ime is more appropr iate.

2.2 Computer  crime and Cybercr ime

Deterrence is unl ikely to work e f f i c ient ly in economic cr ime. There 
are some possible reasons: Firstly, someone who has a high status and 
thus, earns a lot of  money, has access to the best lawyers. Secondly,  
there may be no str ict  pun ishment for  economic cr ime to create the 
necessary deter rence.  Thirdly,  the poss ib i l i ty  of  insurance means 
compan ies  and vic t ims are less l ikely to v iew economic cr ime as a 
“se r ious ” or dangerous cr ime. These three reasons can be termed “moral 
haza rd ” 44. Moral  hazard is l ikely to occur  when any type of  indiv idual  
prof i t  v io la tes that  spec i f ic  ind iv idua l ’s mora ls values. For instance, one 
may not feel  gu i l ty  v io lat ing t ra f f ic  regu la t ions  by not stopping at a red l ight 
if nei ther  a car nor a pedest r ian is present. There are many such petty 
v io la t ions  and it is easy to imagine that these are l ikely to happen without 
any moral  issues ar is ing.  Economic cr ime can be commit ted in the same 
thought less  way. Since a huge amount of i l legal prof it  can be expected 
from economic  cr ime, it is very easy for a cr iminal  to know which is the 
more valuable :  i l legal  prof i t  or v io lated morals.  In a sense, economic 
cr ime is somet imes the most unders tandable  cr ime, not only for  mot ivat ion 
(=money),  but also for  how a cr imina l  measures how minus/ i l lega l  prof it  
(=money)  is more va luab le  than ei ther moral  or plus compensat ion (= a risk 
of  a r res t  and penal ty) .

Before def in ing computer  cr ime i tsel f,  the f i rst  quest ion to be 
discussed is what  exact ly is considered vu lnerab le  to computer  cr ime. It 
is poss ib le  to div ide this answer  roughly into two categor ies:  tangible or 
in tang ib le  property.  It is fa i r ly  easy to understand what tangible property 
includes (e.g. houses, land, money and the l ike), and this is also t rue of 
in tang ib le  property  of which a typ ical  example is “ intel lectual  p roper ty ” (e.g. 
copyr ight ) .  Inte l lectua l  property  as a recogn ised example of  intangible 
property  has a l ready  been thorough ly  debated by academic scholars.  On

42 Ibid.
43 Counci l  of Europe, European Committee on Crime Problems, ‘Economic cr ime’ 
(1981) Strasbourg at 11-12.
4 M. Kishida, supra  n.16, at 103-104.
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the contrary,  it st i l l  proves di f f icul t  to recognise computer  programmes and 
data as in tangib le  property. For these to be recognised global ly  will , in all 
probabi l i ty ,  take a long t ime. This is because computers  include not only 
tang ib le  matters such as the computers themselves, but also intangible 
matters l ike data and programmes.  Since computer  p rogrammes and data 
are the major target of computer  cr ime, it is essent ia l  that  academic 
author i t ies  recognise them as intel lectual  property.  Accord ing to the 
Scott ish Law Commiss ion,  property  is def ined as fo l lows (and this would 
appear  to be the major i ty v iew in academic c i rcles at present) :

“ ’P roper ty ’ means anything of  value... but is not l imi ted to, f inancial  
instruments,  informat ion,  including, e lec tron ica l ly  produced data and 
computer  sof tware and programmes in ei ther machine-readable  or 
human-readab le  form, and any other tangible or in tangib le item of 
va lue45.”

It is said that  a speci f ic  category  of computer  cr ime in cr imino logy 
was set up between the 1970’s and 1980’s46. Compute r  cr ime is def ined 
as “ any cr ime that is commi t ted by means of  the special  knowledge or 
expert  use of  computer  techno logy47.” In fact,  as is ment ioned,  computers 
have evo lved to become a tool, not  only for  cr iminals,  but  also for  ordinary 
business people,  and they have been involved in cr imes, such as 
embezz lement  and larceny. The problem in recent years is that  “computer 
cr ime became a ser ious problem with the pro l i fe ra t ion  of  such technology 
in the late 20th century .” Carrol l  has even suggested that  almost all cr ime 
against  property  could be perpetra ted with a computer  sys tem48. It was 
observed ear l ier  that  the Counci l  of  Europe has recogn ised computer cr ime 
as an economic  of fence. However, there are var ious terms applied to “a 
cr ime commit ted with a com pute r ” : computer abuse, computer crime, 
computer  misuse, and computer -re la ted cr ime. Parker  def ined three of 
these as fo l lows:

Compute r  cr ime : i l legal  computer abuse implying the direct
invo lvement  of computers in a cr ime;

Compute r- re la ted  cr ime : a broader  term cover ing any i l legal  act  for
which knowledge of  computer  technology is 
essent ia l  for  successfu l  perpetrat ion;

Compute r  abuse : any in tent ional  act  involv ing a computer and
one or more perpe tra tors which made, or could 
have made gain, and one or more vict ims

45 Scott ish Law Commission, ‘Computer  Crime: Consul tat ive Memorandum No.68’
(1996) at 12.
6 ILC - Internet Lawyers Committee,  ‘ Internet and the Law’ (1998) Nihon Hyouron, 

Tokyo at 56-57.
47 Encyc lopaedia Bri tannica, supra n.21.
48 J.M. Carrol l ,  ‘ Portrai t of the Computer  Cr imina l ’ , in J.H.P. Eloff & S.H. Solms, 
‘ Informat ion Secur i ty  - the next decade’ (1995) Chapman & Hall, London at 577.
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suffered, or could have suffered, loss49.

Parker adopted the term “ ‘computer abuse” in his work.  As he 
ment ioned,  it is imposs ib le  to def ine ‘ “computer  abuse . ” If an i l legal  act 
does not involve a computer  as a tool — if, for  example a typewr i ter  is 
used in l ieu of  a computer  (even though a cr imina l  st i l ls needs the same 
knowledge and s i tua t ion as he would for  a computer  cr ime) — it would not 
be included in Pa rke r ’s def in i t ion.  However,  as these three def in i t ions are 
very broad, any type of  cr ime can be included. On the other hand, as 
Parker argued, the mass media can somet imes inci te the general public, 
s imply for  enter ta inment ,  by using the phrase “computer  c r im e” . 
Therefore ,  there are occas iona l  cases which are di f f icu l t  to def ine exact ly 
as computer  c r im e50. Wasik,  in contrast,  d iv ided computer  misuse into 
three le v e ls 51. First ly,  it was the level of  corporate cr ime where the 
misuse was central  to company pol icy and carr ied out by those who held a 
st ructura l  posi t ion.  Secondly, it was the level of occupat iona l  crime 
where in  ind iv idua ls  commi t ted of fences aga inst  thei r  employers in the 
course  of the ir  employment.  Thirdly,  it was the level of  misuse by 
outs iders wi thout  au thor ised access. It would seem that this last  level 
does not dev ia te f rom the def in i t ion of computer  misuse i tsel f.  In short,  it 
would appear that  these three connect  as fo l lows:

Compute r-Rela ted Crime > Computer Cr ime > Compute r  Abuse

The direc t ion of the mark (>) shows which term provides the broader 
def in i t ion.  In short ,  computer-related cr ime (which includes many 
of fences involv ing computers)  has the broadest def in i t ion,  wi th computer  
abuse on the oppos i te  pole. Thus, it would seem that computer  cr ime is a 
more general  term compared with computer  abuse only. Withal ,  there is 
no doubt  that  any of  the above three terms can be included in economic 
cr ime. Another  def in i t ion is that  of the US Department of Just ice as:

Compute r  cr ime: any cr ime where the perpe trator  has to have a technical  
knowledge of  computers to engage in c r im e52.

The US Depar tment of  Just ice def in i t ion seems to be s im i lar  to Pa rke r ’s 
computer -re la ted cr ime. In fact, it would appear that  there is no 
sign i f icant  di f fe rence among the three terms: computer crime, 
computer -re la ted cr ime, and computer abuse. The Nat ional  Police Agency 
in Japan has used a s im i la r  idea: it recognised computer  cr ime as “a cr ime 
aga inst  a computer  or any i l legal  act involving a compute r53.” Furthermore, 
Murobushi  suggested changing this def in i t ion to “a cr ime aga inst  a

49 See D. Longley, ‘ Secur ity and the Law’ , in W. Caell i ,  D. Longley, M. Shain, 
‘ Informat ion Secur ity for Managers ’ (1989) Macmil lan, Basingstoke at 320.
50 See D.B. Parker, ‘Fight ing computer  cr ime’ , t ranslated into Japanese by M. Uzawa, 
(1984) Syujunsya, Tokyo at 12.
1 Duff  and Gardiner, supra  n.21 and infra n.44, at 213-214.

52 Duff and Gardiner, supra  nn. 21 and 43, at 29.
53 A. Kanno, ‘Tricks of Computer Cr ime’ (1990) Corona, Tokyo at 29.
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computer  and/or communica t ion or any i l legal  act involv ing a computer 
and/or com mun ica t ion54.’ However,  as this is almost  the same as Pa rke r ’s 
idea and that of the US Depar tment of  Just ice,  thus it is possible  to include 
his def in i t ion in theirs.

The Organisat ion  for  Economic Cooperat ion and Development  
(hereinaf ter  “O EC D ”) also chose the term “computer -re la ted c r im e” 
th roughout  its work.  It stated that the term was accep tab le  for  member 
countr ies,  and furthermore, a more comprehens ive def in i t ion would not 
prove pract ical  for  all the di f ferent  nat ional  legal  sys tem s55. Sieber,  who 
cont r ibu ted to the O E C D ’s work,  insisted on two main vu lnerab le  areas in 
his work:  computer -re la ted  economic cr ime and computer -re la ted 
in fr ingements  of  p r ivacy56. He explained the reason for this c lass i f icat ion 
as being that other computer -re la ted cr imes (such as homicide commi t ted 
by computer  manipula t ion)  have not caused major  legal problems. In 
contrast ,  the Audi t  Commiss ion in the UK used the term “computer f raud 
and abuse" instead of  P a rke r ’s three terms. However, it also used a more 
comprehens ive def in i t ion,  def in ing “computer  f raud and abuse” as “any 
f raudu len t  behaviour  connected with computer isat ion by which someone 
intends to gain dishonest  a d v a n ta g e 57.” The intent ion of the Audi t  
Commiss ion is the same as the prev ious ly  cited author i t ies and 
organ isat ions,  i.e., that  the most important  v iewpo in t  is nei ther  dec iding on 
the most sui tab le term, nor making an exact def in i t ion,  when consider ing 
the ser iousness  of  computer  cr ime and deal ing wi th it properly. As the 
Counci l  of  Europe stated, any exact  def in i t ion may have certain 
d isadvan tag es58. There fore ,  the best solut ion is found in a def in i t ion 
suf f ic ient ly  unders tandable  and unambiguous,  whi le st i l l  remaining broad 
rather than precise.  Thereby, any computer  cr ime can fit wi th in this 
def in i t ion,  even futu re  cr imes.

There are many types of of fences in computer  cr ime, and these 
of fences wi l l  be ment ioned, to a greater or lesser extent,  in later sect ions.  
For example,  whi le hacking is one of  the most no tor ious  computer  cr imes 
at present,  it may prove problemat ic  in relat ion to the def in i t ion of 
economic  cr ime. A l though, as it meets certain necessary  and suf f ic ient  
condi t ions which def ine it as computer  cr ime, it is impossible to exclude 
hacking from that category. However, if economic  cr ime includes only 
certain cr imes with ei ther a mot ive to obtain money or cause economic 
damage,  hacking does not meet this condi t ion,  and computer  cr ime may 
therefo re  be exc luded from economic cr ime as a consequence of  hacking 
not being recogn ised as computer  crime. Why? Because hacking is not

Murobushi , supra n.10, at 246-247
55 OECD ‘Computer- related crime: analysis of legal pol icy: Being: Information, 
computer,  communicat ions pol icy: V.10’ (1986) OECD, Paris at 7-8.
56 Sieber, ‘ Internat ional  Handbook on Computer  Crime: computer  related economic 
crime and the infr ingements of pr ivacy ’ (1986) John Wi ley & Sons, New York at 37.
57 Audi t Commission for Local Author i t ies in England and Wales, 'Survey of Computer  
Fraud and Abuse’ (1987) H.M.S.O.,  London at 7.
58 Counci l  of Europe, supra n.35, at 13.
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always harmfu l ;  it is somet imes carried out merely for  fu n 59. On the other 
hand, the v iewpo in t  of  the Cr iminal  Just ice sect ion of  the Amer ican Bar 
Assoc ia t ion recogn ises computer  cr ime as an isolated phenomenon rather 
than a speci f ic  ac t ion60. In fact, a major  quandary is making a precise 
def in i t ion based on the prol i fe ra t ion  of computer  cr ime due to rapid 
changes in comput ing technology. But the prol i fe ra t ion  of both computer  
crime and of  comput ing technology is too rapid and prob lemat ic  to ignore.  
However,  it is unnecessary to create a speci f ic  term for “computer c r ime. ” 
To recognise computer  cr ime as a phenomenon seems to be the best way 
to incorporate it wi th in economic cr ime, w i thout having to consider a 
separate def in i t ion.

The massive in f luence of the Internet over the past f ive years has 
created an unexpected situat ion,  wi th the potent ia l  danger  of cr ime through 
the Internet and the network being inevi table .  There are other terms 
suggest ing  s im i la r  of fences: cybercr ime,  e lec tron ic  cr ime, high-tech cr ime 
and Internet cr ime. All of them are comparat ive ly  new alongs ide any of 
the a fo rement ioned terms. They most ly resemble each other, par t icular ly 
by one factor:  the involvement of  computer  networks connected by the 
Intranet in te rna l ly  and by the Internet external ly.  Technical ly speaking, 
there is no big di f fe rence amongst them. On the other hand, there is a 
theory  that  the ir  scopes are respect ive ly  restr icted based on the histor ical 
process of  the ir  d e v e lo p m e n t61. The minor di f ferences are l i teral ly 
suggested: e lec tron ic  cr ime ind icates cr ime being commit ted electronical ly.  
High-tech cr ime is s im i lar  to this:  the abuse of  high techno logy is by its 
nature cr im ina l .  High-tech cr ime is a favoured term since the 1997 
Denver summi t .  Internet cr ime and cybercr ime seem to be almost 
equ iva lent  terms. However,  the most ser ious types of cr ime are very 
l ikely to fal l  in cybercr ime, such as cyber  terror ism. Cyberc r ime is 
conceptua l l y  def ined by the European Commission Joint  Research Centre 
as “ the cr im ina l  use of any computer  network or system on the Internet.  
At tacks aga ins t  the systems and networks for  cr iminal  purpose. Cr imes 
and abuse from ei ther exist ing cr im ina ls  using new technolog ies,  or new 
cr imes that  have deve loped with the growth of  Internet techno logy62." It is 
possible to say that this def in i t ion is f luid rather than static. Due to the 
s imi lar i ty  of  the said terms, the choice of  a term var ies depending on the 
author i t ies or research. There is a v iew that cybercr ime is one of the 
types of  h igh- tech c r im e63. The problem with a str ict  def in i t ion is the

59 Duff and Gardiner,  supra nn.43 and 44, at 213-214.
60 The task force of the Criminal  Just ice sect ion of the American Bar Associat ion did 
not def ine computer  cr ime exactly, and viewed it as a phenomenon. A simi lar view 
was also showed by Tiedemann. See M.D. Rostoker  and R.H. Rines, ‘Computer  
Jur isprudence:  Legal Reponses to the Informat ion Revolut ion ’ (1986) Oceana, New 
York at 334.
61 See ‘ 9. Owar ini  (9. The conc lus ion ) ’ ,
<http: / /www. law.co. ip /okamura/ ivouhou/cvbercr ime/cr ime.htm> (print out on fi le with 
author).
62 See European Commiss ion Joint Research Centre, ‘Cyber Crime in E-Business 
Processes: Report of an exploratory s tudy ’ (2001) European Commission, at 60.
63 See ‘ 7. Saiba hanzai  (7. Cybercr ime) ’ ,
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consequent  d i f f icu l ty  in apply ing it to the real i ty — the modi operand i  of 
cr imes wi th in any of  the said terms are un l ike ly  to be invar iable.  That is 
to say that  modi operandi  can change depending on the innovat ion of 
techno log ies  or an ind iv idua l ’s computer  ski l ls .  The Joint Research 
Centre  of  the European Commiss ion commented that cybercr ime is a vague 
term cover ing a wide range of  issues64. In this context ,  it is appropr ia te  to 
choose cybercr im e out of a possible four te rms for two reasons: firstly, 
cyberc r im e is more l ikely to have a broad enough def in i t ion to cover the 
spec i f ic  r isks which f inancia l  inst i tu t ions  are l ikely to face. Secondly, it is 
necessary  to at tempt  uni f icat ion wi th in the term “cyber r isk ” .

Wal l descr ibed cybercr ime as the term largely invented by the 
med ia65. It is ex t remely  l ikely due to the impact of  the term. In 2001, 
Convent ion on Cybercr ime,  prepared by the Counci l  of Europe, was rati f ied 
by its member  countr ies and some other countr ies as well . Within its 
context ,  there is no def in i t ion of cybercr ime provided whereas o ther  terms, 
such as “computer  sys tem” or “computer  da ta ” , are def ined in its Ar t ic le  166. 
On the other  hand, Cl i f ford suggested descr ib ing cybercr ime as:

“When they do so, par t icular ly if the cr ime could only occur because of 
how cyberspace operates,  the term ‘cyberc r im e ’ has been used to 
descr ibe this behav iour67.“

Projec t  Trawler,  the National  Cr iminal  Inte l l igence Service (NCIS),  
UK, launched in 1996, declared in its report  that  the terms “computer 
c r im e ” , ’’ in fo rmat ion technology (IT) c r im e” and ’’cyberc r im e” are 
in te rc h a n g e a b le 68. As is seen, they are all necessary for  any cr ime 
connected with cyberspace.  Cons ider ing this, it is rather appropr ia te  to 
say, in th is context ,  that  cybercr ime is only one port ion of  computer  crime. 
Introducing computer  networks broadens cyber r isk s ignif icant ly.  It is true 
that  such brand-new types of of fences, which are categor ised as
cybercr ime,  are qui te l ikely to incur ser ious damages and losses for
f inanc ia l  ins t i tu t ions .  However, there are also t rad i t ional  types of
of fences in conduct ing f inanc ial  services,  which are categor ised as
computer  cr ime but not cybercr ime.  From this v iewpoint ,  cybercr ime is an 
appropr ia te  term in a narrow sense only if it is, of necessi ty,  emphasis ing 
the impact  of  b rand-new types of  of fences. In a broad sense, computer 
cr ime is the most appropr iate term to include all r isks that  f inancial  
ins t i tu t ions are l ikely to face in the course of  their  business. Therefore,

<http: / /www. law.co. ip /okamura/ ivouhou/cvbercr ime/cr im7.htm> (print out on fi le with 
author).
64 European Commiss ion Joint Research Centre, supra ri.54, at 1.
65 See D.S. Wal l ,  ‘Cybercr imes and the Internet ’ in D.S. Wall (ed) ‘Crime and the 
Internet ’ (2001) Routledge, London, at 2.
66 Convent ion on Cybercr ime is to be examined in depth in Chapter  II.
67 See R.D. Cl i f ford (ed), ‘Cybercr ime: the Invest igat ion,  Prosecurt ion and Defense of 
a Computer-Related Cr ime’ , Carol ina Academic Press, Durham at 6.
68 See NCIS, ‘Project Trawler: cr ime on the informat ion h ighways’ (1999) London.

48

http://www.law.co.ip/okamura/ivouhou/cvbercrime/crim7.htm


both computer  cr ime and cyber cr ime are to be used in this contex t69.

2.3 What  is Computer  Crime?

2.3.1 C lass i f ica t ion of  Compute r  Cr ime and its modi operandi

It is c lear  that  one of the d i f f icul t ies  of  understanding computer  crime 
is tha t  many di f ferent  def in i t ions exist .  In a narrow sense, there is no 
global  def in i t ion of cybercr ime. This is also st rongly  ref lected when 
categor is ing types of computer  cr ime, because each class i f icat ion is based 
on a speci f ic  def in i t ion.  When focuss ing on the type of  perpetrators  
involved, all cases can be categor ised into two types w ithout except ion:  an 
“ inside j o b ” or an “outside jo b ” . For instance, in Japan, all cases used to 
be s imply  div ided into two types: cr ime using a cash dispenser  (hereinafter  
a “CD c r im e ”) or others unti l  the rise of  the Internet.  Of course, “the 
o the rs “ should be categor ised into subord inate  c lass i f icat ions .  This 
sect ion wi l l  therefore  begin by consider ing some general  theor ies to 
c lass i fy  computer  cr ime.

Parker, the pioneer of  computer  cr ime research, deve loped the idea 
of  s ix elements  of  abusive act ions aga inst  informat ion,  which were der ived 
from more than 3,500 computer  abuse cases since 1958: avai labil i ty ,  util ity, 
integri ty,  authent ic i ty,  conf ident ia l i ty  and possession. A l though hal f  of a 
century  has passed since then, th is theory sti l l  works ef f iciently.  He also 
demonstra ted  how those six e lements are v io lated: avai labi l i ty  and uti l i ty 
are vu lnerab le  to destruct ion,  damage,  or contaminat ion.  In tegr i ty and 
authen t ic i t y  are vu lnerab le  to:

(1) Entry, use or product ion of  fa lse data;
(2) Modif ica t ion,  replacement ,  or reorder ing programme/data;
(3) Misrepresenta t ion ;
(4) Repudiat ion (reject ing as untrue);
(5) Misuse or fa i lure to use as requ i red70.’

Conf ident ia l i ty  and possess ion are threatened by access, 
d isclosure,  observat ion  or monitor ing,  copying or steal ing.  Needless to 
say, his idea is bui lt  on the recogni t ion of  informat ion as an asset or 
property,  ut i l ised in bus iness act iv i t ies to make a profi t .  It would appear 
that  it is no exaggerat ion  to suggest  that  this is a fundamental  
c lass i f ica t ion,  because it general ly  includes all e lements of  cr iminali ty.

The other  approach for ca tegor is ing computer cr ime is to focus on 
the stages at which it occurs.  There are usual ly three stages: input,

69 Unless it is necessary to emphasize the involvement of cybercr ime, computer  
cr ime is to be used as a blanket term including cybercr ime in this context.
70 D.B. Parker, ‘A new framework for informat ion securi ty to avoid informat ion 
anarchy' ,  in Eloff, J.H.P. & von Solms, S.H. Informat ion Secur ity- the next decade, 
(1995) Chapman & Hall, London, at 157-158.
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th roughput  and output.  Accord ing to Slapa, to enter  fa lse or misleading 
informat ion in a computer  system is cal led “ input f rau d ” . It can be divided 
into two categor ies:

(1) Posi t ive fa ls i f ica t ion - actual  insert ion of add i t ional  data
(2) Negat ive fa ls i f ica t ion - where data is suppressed pr ior  to

p rocess ing71.

“T h roughpu t ” is def ined as a f raud which occurs dur ing the running 
programme. Therefore,  this requires more technical  knowledge (in order
to man ipu la te )  than ei ther input or output. Output is s imply  related to 
computer  products,  which can be suppressed,  stolen, al tered or fa ls i f ied.

An a l ternate theory  is provided by the OECD who organ ised an ad 
hoc work ing group on computer -re la ted economic cr ime in 1983, publ ishing 
a f inal  report  in 1 986 72. This addressed the obvious necess i ty  for 
ident i fy ing the in ternat ional  character  of computer  cr ime. The intent ion of 
the OECD was: (1) to fac i l i ta te  informat ion exchange between the 
O ECD-member  countr ies on the sub ject  of  computer cr ime, (2) to observe 
deve lopments  and trends in coun te rmeasures aga inst  computer  cr ime in 
di f fe rent  countr ies ,  and (3) to provide common legal pol ic ies.  To quote 
the OECD, “ in te rna t iona l  co-operat ion is necessary not only in order  to 
prof i t  f rom o the rs ’ exper ience but also to avoid unequal condi t ions of 
compet i t ion and the creat ion of  ‘computer  cr ime havens ’” . It suggested 
f ive types o f  abusive conduct,  recommended by the OECD for 
c r im ina l isa t ion  by the enactment  of  cr iminal  law provis ions in each of the 
member  countr ies:

(1) The input,  a l terat ion,  erasure and/or suppress ion of computer  data 
and/or computer  programme made wi l fu l ly  wi th the intent to commi t  an 
i l legal  t rans fe r  of funds or of  another thing of  value;

(2) The input,  a l terat ion,  erasure and/or suppress ion of computer  data 
and/or computer  programme made wi l fu l ly  wi th the intent to commi t  a 
forgery;

(3) The input, a l terat ion,  erasure and/or suppress ion of  computer  data 
and/or computer  programme, or other in terference with computer  
sys tems, made wi l fu l ly  wi th the intent to hinder  the funct ioning  of  a 
computer  and/or te lecommunica t ion  system;

(4) The in fr ingement  of  the exc lus ive right  of  the owner of  a protected 
computer  programme with the intent to exp loi t  commerc ia l l y  the 
programme and put it on the market;

(5) The access to or inte rcep t ion  of  a computer and/or te lecommunicat ion 
system made knowingly w i thout the author isat ion of  the person

' 1 See ‘Computer  Fraud: Slapa Assignment  3 ’ ,
<ht tp : / /www.sci tsc .wlv .ac.uk/  cm5067/s lapa/ f raud.html> (print out on fi le with author).
72 See H.W.K. Kaspersen, ‘Standards for Computer  Crime Legislat ion: A Comparat ive 
Analys is ’ , in Vandenberghe, G.P.V.(eds) Advanced Topics of Law and Information 
Technology, (1989) Kluwer Law and Taxation, Boston, at 45.
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responsib le  for  the system, ei ther
(i) by in fr ingement  of  secur i ty  measures,  or
(ii) for  d ishonest  or harmful  in ten t ions73.

The OECD stated that the reason why the above l ist was solely 
l imi ted to basic methods (whereas there are more diverse types of abusive 
conduct)  was because it was not easy to fo rmula te  them as independent 
categor ies;  fu r thermore, they may already be covered by more general ly 
formula ted def in i t ions in the cr iminal  code or special  laws.

On the other hand, the Audi t  Commiss ion in the UK provided ten types of 
incidents in three main c lass i f ica t ions as fo l lows:

(1) Fraud
(i) Unauthor ized al terat ion of input;
(ii) a l terat ion of  computer ised data;
(ii i) a l te ra t ion /m isuse of  programme;
(iv) dest ruc t ion /suppress ion /m isapprop r ia t ion  of  output.

(2) Theft
(i) of  data;
(ii) of  sof tware;
(ii i) of  computer  faci l i t ies;
(iv) Unauthor ized pr ivate work.

(3) Hacking
(i) unauthor ized access to data and computer  faci l i t ies;
(ii) sabotage of fac i l i t ies74.’ (The Audi t  Commiss ion.  1985)

This c lassi f ica t ion,  based on the 1984 survey and publ ished in 1987, 
appears to imply a s im i la r  meaning as the OECDs. However, the Audi t  
Commiss ion produced a s l ight ly di f ferent  and out of  date one in 1985. 
The 1985 c lass i f ica t ion was based on an older survey, and the Audi t  
Commiss ion adequate ly  deve loped these old survey resul ts in the 1984 
survey. Hacking was, especial ly,  a brand-new category.  Accord ing to the 
Audi t  Commission , hacking means “de l iberate ly  gaining unauthor ized 
access to a computer  system usual ly through the use of  te lecommunicat ion 
fac i l i t ies75” . The appearance of a new category  showed the rapid increase 
of technolog ical  progress and that a mere th ree-year  per iod is suf f ic ient  to 
produce sign i f icant  changes in ideas and means. The Audi t  Commiss ion 
provided an almost ident ica l  c lass i f icat ion as the OECD, but with minor 
di f ferences.  It added two more c lass i f icat ions:

(4) Virus — dis tr ibu t ing a programme with the intent ion of corrupt ing a

OECD (1986), supra n.47, at 64-65.
74 See Audi t  Commission for Local Author i t ies in England and Wales, ‘Computer  
Fraud Survey ’ (1985) H.M.S.O., London.
75 See Audi t Commission for Local Author i t ies and the National Health Service in 
England and Wales, ‘Oppor tuni ty makes a thief: an analysis of computer  abuse’ 
(1994) H.M.S.O., London, at 8.
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computer  process;
(5) Invasion of  pr ivacy — unauthor ized disc losure  of data and breaches 

of  data protect ion leg is la t ion76.

The Audi t  Commiss ion def ined “sabo tage” as “ inter fer ing wi th the 
computer  process by causing del iberate damage to the processing  cycle or 
to equ ipm en t ” . Further, the Audi t  Commiss ion stated that, wh i le it never 
purported those def in i t ions were val id in the UK, they were sti l l  very l ikely 
to cause a ser ious risk to o rgan isa t ions77.

At tempts  wi l l  now be made to extend the observat ion  into the realm 
of academia.  Some recent academic typo logies are, therefore,  to be 
exp lained.  First ly, Longley categor ised some computer  f rauds and 
computer  cr imes into f ive types in order to explain the sub ject  to managers:

(1) Fraud or embezz lement  in which the computer  system is a 
component  of  the t ransact ion but in which there is no inter ference 
with,  or misuse of, the com pute r ’s normal opera t ion by legi t imate 
users;

(2) Fraud or embezz lement  which takes advantage of  some aspect of  the 
normal computer  operat ion;

(3) Fraud or embezz lement  in which the computer  system is de l iberately 
misused;

(4) Theft  of hardware, sof tware,  or data;
(5) Ransom of computer  system faci l i t ies or da ta78.

Accord ing to Solomon,  embezz lement  i tsel f  means that all schemes 
include: “ (1) over lapp ing accounts,  (2) check kit ing or f loat ing,  (3) payrol l 
f raud, (4) ghost vendors,  and (5) fa ls i f ied expense accoun ts79.“ Therefore,  
Long ley ’s concepts  seem to be aimed at the deve lopment  of more practical  
methods for managing companies.  Flowever, Sieber,  a German legal 
academic,  categor ised computer  cr ime in a di f ferent  way ent irely:

(1) Fraud by computer  manipu la t ion;
(2) Compute r  esp ionage, sof tware piracy, and high- technology theft;
(3) Compute r  sabotage;
(4) Thef t  of  services;
(5) Unauthor ized access to data process ing systems;
(6) Compute r- re la ted tax f rau d80.

The second ca tegory represents  a new concept.  In addi t ion,  the 
second and the sixth categor ies  are pr imari ly concerned with governmenta l

Ibid., at 8.
77 Ibid.
78 See Longley, supra n.41, at 324-325.
79 See M. Solomon, ‘The CU cr ime that hurts most ’ , in 63 Credi t Union Magazine 2, 
1997.
80 Sieber, supra n.48, at 37.
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rather than business act iv i t ies.  However, they can st i l l  be def ined as 
economic cr ime (even if they are only recogn ised as a cr ime against  a 
government) ,  on the basis that  such informat ion is a quant i f iab le  nat ional  
asset. This c lass i f ica t ion is very s im i lar  to that  of fered by T iedemann81. 
He introduced the German class i f icat ion based on S iebe r ’s wi th two 
except ions:  T iedemann included (6) in (1), and changed the explanat ion of 
(4), whereas Sieber s imply categor ised “thef t  of  se rv ices ” , which 
Tiedemann exp la ined as “thef t  of  t im e ” . This term is l ikely to l imi t the 
ambit  of thef t  ac t iv i ty  more than S iebe r ’s term, thus creat ing  a substant ia l  
gap. It means that “ thef t  of  t im e ” is less harmful ,  because it has the same 
meaning as the Aud i t  C om m iss ion ’s seventh c lass i f icat ion.  In other words,  
T iedem ann ’s term does not adequate ly  demonstra te  that  harmless act ion is 
a r isk ser ious enough to resul t  in an accusat ion.  Another  academic,  
Cornwal l ,  explained his c lass i f icat ion by using the non-techn ica l  terms, 
“data f raud ” , “data spy ing ” , and “data the f t ” . This is a s impl i f icat ion of 
S iebe r ’s theor ies which is eas ier  for the general  publ ic to comprehend82. 
Wasik ment ioned three categor ies based on the ideas of  Sieber;  
unauthor ized access and unauthor ized use, f raud and informat ion theft, 
and associated o f fences83.

Tapper introduced a c lass i f icat ion of of fences in his research. 
Accord ing to him, some of them can be def ined into three parts:

The or ig inal  Flor ida legis lat ion:
(1) Offences  aga ins t  intel lec tua l  property;
(2) Offences  aga ins t  computer  equ ipment  or supp l ies;
(3) Offences  aga ins t  computer users.

On the other  hand, the Federal  Counter fe i t  Access  Device and Computer 
Fraud and Abuse Act  1984 def ined:

(1) unauthor ized computer  access;
(2) obtain ing pr ivate f inanc ial  informat ion;
(3) abusing federal  government  computers.

Tapper also introduced both the Scott ish and Engl ish Law 
Com m iss ions ’s c lass i f icat ions ,  a l though these are almost  ident ical  to the 
O ECD ’s and/or the Aud i t  Comm iss ion ’s ve rs ions84. The in terest ing point  is 
that  two sets of  c lass i f ica t ions,  in troduced by Tapper, are complete ly 
di f ferent  f rom any of  the other  c lass i f icat ions  above. Pract ical  legislat ion 
is more l ikely to be widely def ined than previous theor ies.  In reali ty, to 
establ ish  a broad def in i t ion was the only way to prove cr im ina l i ty  in the 
ear ly per iod of computer  c r im e ’s advent so that the actual  cr ime could be 
judged as rout ine f raud, larceny, and the like.

81 Tiedemann, supra n.9, at 169-175.
82 Wasik, supra n.30, at 41.
83 Ibid.
84 See C. Tapper, ‘Computer Law’ (1989) Bath Press, Harlow.
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Another  way to categor ise computer  cr ime is by modi  operandi .  It 
is said that  it can be possible to ident i fy several  “standard modi ope rand i ” -, 
no tw i ths tand ing that techno logy advances rapidly. Kanno has noted that 
many cases were commit ted with some mixture of  “ standard modi  ope rand i " . 
The i tems l isted below are standard modi operandi :

(1) Trojan horse;
(2) Trap door;
(3) Piggy bag;
(4) Masquerad ing;
(5) Wiretapping;
(6) Salami;

(7) Logic bombs;
(8) Garbage col lect ion;
(9) Forgery;
(10) Guessing, or password breaking;
(11) S imu la t ion85.

Al though Kanno categor ised modi operand i  into eleven types as above, 
Parker  has of fered a somewhat  di f ferent c lass i f icat ion.  This is div ided 
into s ix of fence groups with 13 i tems as fo l lows:

(1) Physical  and logical destruct ion;
(2) Piggie bag and disgu is ing;
(3) Forgery;
(4) Superzapping and wire tapping;
(5) Trap door, Trojan horse and salami;
(6) Attack ing operat ing system, logic bombs and s im u la t ion86.

Refer r ing to two of the destruc t ion  methods, Parker also ment ioned that 
both modi operand i  include cr imes commit ted by the cr iminal  h im/herse l f  or 
a th i rd party who is involved with him/her. As Parker has accurately  
pointed out, there are only f ive basic resul ts of of fences caused by 
techn ica l  misuse: al terat ion,  dest ruct ion,  d isclosure,  unauthor ized access 
and suppress ion.

The f inal  c lassi f ica t ion is based upon speci f ic  areas. There are 
seven types of  spec i f ic  issues concerned with computer  cr ime (part icular ly 
in the commerc ia l  area) which are as fo l lows: copyr ights,  t rademarks,  
patents,  t rade secrets,  ass ignments  and l icensing, unfair  compet i t ion,  and 
d e fa m a t io n 87. The last term, defamat ion , remains undef ined both in 
economic  (in theory) and commercial  (in pract ical)  sectors.  But this 
somet imes causes ser ious damage against  company business so it could,  
on balance, be included. Of course there are many other issues which 
are not able to be included within these seven. Such issues include fraud, 
intrusion into a structure,  forgery,  in ter ference with Statutes and the like. 
All the other issues — for example,  the issue of in fr ingement  of pr ivacy,  
murder  by mis lead ing a computer,  pornography and the l ike — wi l l  not  be

85 Kanno, supra n.45, at 41-45.
86 Parker (1984), supra n.42, at 49-136.
87 See R.A. Kurz, ' Internet and the law’ (1996) Government Insti tutes, Rockvi l le.
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mentioned at all, because they do not f i t  the purpose of this thesis.

Cybercr ime fal ls wi th in any of  the aforement ioned c lass i f icat ions .  
There are, however,  other types of  cybercr ime which elude those 
c lass i f ica t ions to a greater  or lesser extent. It is worthwhi le  examin ing 
taxonomy of  cybercr ime closely, includ ing those which come from the 
classi f icat ions.

The European Commiss ion publ ished the report  on cybercr ime in 
relat ion to onl ine business. A l though the report  did not es tabl ish the 
def in i t ion  of  cybercr ime,  it expressed that  it had carried out the research 
“whether  the computer  systems is the target  of  the ac t iv i ty. . .o r  mere ly  the 
means by which the act iv i ty is carr ied ou t88.“ As this c lear ly suggests,  
cybercr ime is div ided into these two categor ies.  Computer cr ime also 
fa l ls under  this theory,  thus far. The said report  gave examples for  each 
category:  v i ruses,  Trojan horses, denial  of service,  and theft  of serv ices  for  
the f i rst  category,  and s p o o f i n g 89, f raud, and forgery for  the second 
category.

In the report,  the taxonomy is introduced, which was compi led f rom 
the ex tens ive l i tera ture of the G8, the Counci l  of  Europe, the US 
Depar tment  of  Just ice and the like. It provides 18 types of cybercr ime as 
fo l lows;

1. Hacking — using individual  ski l ls  to at tack systems;
2. Crack ing — using programmes and tools to at tack sites;
3. Si te spoo f ing  — false si tes for  f rauds  and theft  of  consumer detai ls;
4. Software pi racy — i l legal  use of  sof tware or services;
5. Copyr ight  thef t  — related to piracy and content  theft;
6. Content  / serv ice theft  — the steal ing of mater ia l which has a 

f inancia l  value;
7. Onl ine  theft  — credi t  card numbers  and detai ls;
8. Onl ine  f raud — the use of  fa lse  detai ls or credi t  card to obtain 

[goods] and services;
9. Ident i ty thef t  — using another account  or computer to carry out an 

i l legal  act iv i ty;
10. Child abuse and pornography — the generat ion,  sale and 

dis tr ibu t ion;
11. Trave l le rs  — chi ld molesters  who trawl for  young v ic t ims on chat 

l ines;
12. V iruses — creat ing and the d isseminat ion of  such;
13. Denial of  serv ices — the use of  mult ip le  computers to at tack a 

sys tem ’s inputs;
14. Cyber  terror ism — no real ind icators  of  this yet;

88 European Commiss ion Joint Research Centre, supra n.54 and infra n.81, at 2.
89 It is def ined as “creat ing i l legi t imate websi tes that cop the legi t imate t rading site 
publ ished by an establ ished company to i l legal ly obtain credit  card numbers and 
detai ls . ” European Commission Joint Research Centre, supra nn.54 and 80, at 61.
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15. Cyber  ac t iv is t  — at tack ing company / coun try  cr i t ical  in frastructure ;
16. Cyber  sta lk ing — using the Internet to int imidate,  cause fear and 

alarm;
17. Cyber  harassment  — using the in te rnet  for  racial , sexua l  or  other 

forms of  abuse, and;
18. Cyber  blackmai l  — using onl ine records;  personal,  medical  or 

product  to b lackm a i l90.

The NCIS report  added onl ine gambl ing on the top of the l ist  above91. 
There exist  some other types of cybercr ime outside of the a forement ioned 
list. The typical  examples are “cybersqua t t ing ” , “ industria l  esp ionage ” 
and “ social  eng ineer ing ” . Cybersquat t ing has been an issue in relat ion to 
domain name. The U.S. federal  law (a.k.a.  Ant i -Cybersquat t ing  Consumer 
Protect ion Act) de f ines it thus: “cybersquatt ing  is register ing,  t raf f ick ing 
in, or using a domain  name with bad-fa i th intent  to prof i t  f rom the goodwi l l  
of  a t rademark  belong ing to someone e ls e92“ . This could be s imi lar  to 
f raud or demanding a ransom d e m a n d 93. The biggest concern of  all 
cybercr ime is l ikely to be indust r ia l  esp ionage. It includes not only 
eavesdropping on digi tal  communica t ions but also steal ing conf ident ia l  
in fo rmat ion by hacking. It may be unnecessary  to actual ly steal  digital ly,  
jus t  peeping at in format ion wi l l  suf f ice.  Cons ider ing this purpose of  the 
cr ime, indust r ia l  esp ionage consists of  one to three di f ferent of fences case 
by case: eavesdropping,  hacking and onl ine theft.

In terms of  commit t ing a social eng ineer ing of fence, it is not  a lways 
necessary to have super io r  computer  ski l ls  or knowledge. The of fence 
cal led social  eng ineer ing is explained as “ hacker-speak for t r ick ing a 
person into revea l ing  their  pa s s w o rd 94.” Amongst  all the factors  and 
elements  of  computer  secur i ty  chain,  a human being is said to be the 
weakes t  l ink95. If a hacker cal ls the secur i ty  depar tment  of  company X to 
be a new employee who has forgotten or lost  his login name and the 
password, the sta f f  is very l ikely to give this hacker a temporary  login name 
and password. Even if the staf f  makes an inqui ry to the human resources 
depar tment,  f inds out wi th in ten minutes that it is a hacker  and then takes 
act ion to stop him steal ing data f rom X ’s computer  network,  it may give the 
hacker  enough t ime to obtain data or in fo rm at ion96. Even a s imple email

90 European Commission Joint Research Centre, supra nn.54, 80 and 81, at 19.
91 NCIS, supra n.60.
92 See ‘cybersqua t t i ng ’ ,
<http: / /searchwebmanaaement . techtarqet .eom/sDef in i t ion/Q. ,sid27 aci21 3900.00.html  
> (print out on fi le with author).
93 Regarding cybersquat ter ing,  it wil l  be explained at length later in Chapter  III.
94 See ‘Social  Enginee r ing ’ ,
<ht tp : / /www.seas. rochester  edu:8080/CNG/docs/Secur i tv /node9.html> (print out on 
fi le with author).
95 See 'Social  Engineer ing by Daintry Duf fy ’ ,
<ht tp: / /www.darwinmaq.com/read/12010Q/defenses s idebar l  ,html> (print out on fi le 
with author).
96 See ‘Social  Eng ineer ing ’ ,
<ht tp : / /www.a tmark i t .co. ip /a io /02secur i tv /soc ia lenaineer ina.html> (print out on fi le 
with author).
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will do: a mal ic ious of fender  emai ls anonymous ly  at random, suggest ing the 
removal  of  a certain f i le f rom a computer,  which is ac tua l ly  necessary  to 
start  up the computer.  If the rec ip ient  then removes the necessary f i le 
f rom the computer,  the computer  wi l l  not be able to start  up a g a in 97. 
Social  eng ineer ing  consists of  two d i f ferent of fences; a f raud ( the stage of 
playing a t r ick  to get a login name and/or a password) and the fol lowing 
of fence ( theft ,  destruc t ion and the i ike). Thus, social eng ineer ing i tsel f  
may not be sui tab le  to be class i f ied as ei ther cybercr ime or computer  
crime.

2.3.2 Charac te r is t i cs  of Compute r  Cr ime

Many people in the wor ld have used computers  to some degree. At 
the very least,  it is impossible to know how many people have used a 
keyboard.  Nowadays,  computers  are the basic tools in society.  Is it 
d i f f icu l t  to use such a basic tool to commit  a cr ime? Of  course it is not. 
If someone has a keyboard wi th a computer,  one can commit  a computer  
cr ime easi ly.  This  assumpt ion can be translated into real i ty. Imagine a 
bank clerk.  One does not need any special  computer  ski l l  or knowledge. 
If one enters  some extra informat ion in one ’s routine,  one can commi t  a 
f raud w ith in  a very short  space of t im e98. This is also a very s imple and 
easy act ion.  Other categor ies of computer  cr ime are not as elementary to 
commit .  The o ther  side of  this problem might be “e th ics ” . In fact, it is 
not d i f f icul t  to imagine that people might feel  concerned about  commit t ing a 
computer  cr ime if  a fraud can be commit ted within a few minutes.  As 
prev ious ly ment ioned, it is not easy to eva luate morals or ethics in law. 
These might be better  left to company regula t ions or se l f -governance.

It has repeated ly  been asserted that wh i te -co l la r  cr ime usual ly has 
no vict ims. Whatever  the moral  d imension imposing legal  responsibi l i ty ,  it 
must be made c lear  what the role of cr iminal  law is. If the law does not 
impose morali ty,  if it does not def ine which areas should t r igger  penal t ies.  
In actual i ty,  it is impossible to judge such act iv i t ies and beh av io u rs99. 
However,  computer  cr ime obv ious ly  has progressed since its advent, and 
vict ims can now inc lude not only indiv iduals,  but also pub l ic  bodies such as 
government.

More than hal f  of computer  cr ime cases at presen t are l ikely to 
occur aga ins t  informat ion and/or  computer  programmes.  What  condi t ions 
can be def ined as composing elements of i l legal  a l tera t ion? These can be 
descr ibed as fo l lows:

(1) There is no er ro r  message in the monitors;

97 See ‘Syakai  kogaku  (Social Engineer ing) ’ ,
<ht tp : / /www.ut- in fo .com/secu r i tv /se.html> (print out on fi le with author).
98 Murobushi , supra n.10, at 10-11.
99 S.Takakubo, T. Nara, W. Ishikawa, & Y. Sato, 'Keihd (Criminal Law) ’ (1983) Seirin, 
Tokyo at 6.
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(2) The change is not par t icular ly  not iceable,  however;
(3) The small  change can ref lect  on the resul t  ser ious ly  or on large scale;
(4) Al l s igns are el im ina ted af ter  the t ransac t ion100.

The European Commiss ion  Joint  Research Centre ident i f ied the 
character is t ics  of  cybercr ime in part icular. It concluded that cybercr ime 
cannot be ident i f ied by the outcome (for instance, thef t  or b lackmai l )  and 
its modi  operand i  is not a feature  of  the cr ime i t se l f101. Instead of the 
outcome or the modi operandi ,  there are 14 genera l  character is t ics  of 
cybercr ime including;

(1) Pervasive;
(2) Remote and di f f icu l t  to detec t  and to face;
(3) Global in its operat ion;
(4) Spans the spectrum from IT l i terate / ski l led hacker to unski l led scr ipt  

user;
(5) Both internal  and external  to an organ isat ion;
(6) Not age l imi ted;
(7) Internet / web / network focused by the nature of the technology;
(8) For gain as well  as mal ice / onl ine vandal ism;
(9) Seen as a techn ica l  chal lenge;
( 1 0 )  Seen by many as a v ic t im less cr ime;
(11) IT so lu t ions  alone are not suf f ic ient  deter rents  or detect ion  tools;
( 1 2 )  Having a very large societal ,  bus iness and personal  impact;
(13) Indicators are of ten not avai lable or understood;
(14) Successfu l  system at tacks can be traced to l imi ted vu lne rab i l i t ie s102.

They are, however,  not at all brand-new character is t ics  only for  cybercr ime, 
having been ident i f ied s ince the advent of  computer  cr ime.

Need less  to say, techn ical  knowledge is necessary  to commit  
computer  cr ime (and cybercr ime)  to a greater  or lesser extent. If it is 
commit ted perfectly,  d isc losure  is not easy and the cr ime may be exposed 
on ly  by accident.  Unfortunately ,  the society  wi l l  be unsound if the only 
way to expose computer  cr ime is to wai t  for  such an accident.  It is 
meaning less to def ine computer  cr ime as a ser ious economic cr ime if  such 
accidents  have to be rel ied upon for disc losure.  Without  disclosure,  the 
ser iousness and extent  of  the cr ime cannot  fu l ly  be realised.

As T iedemann suggested,  the f i rst  pecu l iar i ty is that  the i l legal  act 
does not d irec t ly connect wi th the consequence103. It is unnecessary for 
these two elements to exist  in the same place or the same t ime zone. 
Connect ing and br inging those toge ther  onto one l ine is very important,  
because this l ine is abso lu te ly  crucial  for  exposure and invest igat ion.  If

Kanno, supra n.45, at 40-41.
101 European Commission Joint Research Centre, supra n.54, at 16-18.
102 Ibid.
103 Tiedemann, supra n.9, at 166-171.
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those two elements are not connected, discover ing  computer  cr ime proves 
di f f icul t.  As a consequence of  this, invest igat ion would take a long t ime.

Suppose there is a bank named X. Y is an employee and commits a 
f raud. If X could f ind a loss, and if X for tuna te ly  detects Y ’s cr iminali ty,  it 
might sti l l  be very d i f f icul t  to es t imate how much exact ly  had been lost. If 
Y is not concerned with X at all, and if Y successfu l ly  manipula tes a 
computer  f rom outside and commits a f raud, it is abso lu te ly  impossib le  to 
f ind cr imina l  Y. Y might a t tempt  the same type of  f raud aga inst  another 
bank. This assumpt ion might not only provide an example as to the 
re la t ionship between places and t imes, but also expose another  pecul iar i ty,  
which is that  the c r im e ’s ef fect iveness might cont inue unti l  discovery.  It 
seems reasonab le to suppose that the longer it takes for a cr ime to be 
exposed, the more the losses wi l l  increase. Accord ing to the US Time 
magazine, the average loss f rom a bank robbery using a gun in the USA is 
about  US $ 3 ,3 0 0 104. However, the average loss f rom a computer  cr ime in 
the USA is about  US $ 430,000.  In Japan, a record exists of two bank 
clerks who commit ted a ser ious fraud by inputt ing fa lse data and 
success fu l ly  t ransfe r r ing about  US $ 33,000 ,000 in 1979105. The above 
three f igures,  a l though comparat ive ly  old, are substant ia l .

As Kanno commented,  if someone leaves one or more mistake(s) 
w i thout  knowing, this is not an i l legal  a l terat ion,  and even though it might 
cause a ser ious error, th is mistake is technical ly  cal led a “ bug” . On the 
contrary,  if someone makes a mistake(s) knowingly,  this act ion should be 
ca tegor ised as an i l legal  a l terat ion.  This raises an importan t quest ion:  
Suppose a company named X develops and sel ls a number of  programmes, 
(e.g. “so f tw are ” .) To succeed in business, espec ia l ly  in this rapidly 
progressing  market,  two elements are crucial :  not only brand-new ideas, 
but also t iming. To rush shipping software products to a market might 
lead to some mistakes. If the X ’s deve lopment group of  programmes fai ls 
to d iscover  an error before shipping, a “ bug” sti l l  remains.  What  if they 
DO know the ex is tence of  the error? Is this i l lega l?  Of course, this 
assumpt ion  is not a typica l  example of an i l legal  a l terat ion,  because this is 
not an exact example of  a l terat ion.  However,  it proves the di f f icu l t ies in 
d is t ingu ish ing between wi l fu l  neg l igence and a s imple mistake.

It has been suggested that most of computer  cr ime cases are 
commit ted  by an employee or an ex -em ployee106. The problem of how to 
categor ise an ex-employee,  whether  as “ ins ider ” or an “ou ts ider ” , has been 
i l lustrated by the example of  the bank clerk in the previous sect ion.  When 
a total s t ranger  who is def ined as an outsider commits  a cr ime, that  person 
may encounte r  more di f f icul t ies or r isks than a current  employee or an 
ex-employee. However, an ex-employee may have va luable knowledge at

104 Murobushi , supra n.10, 210-212. Unfortunately, Murobushi  did not mention its 
publ ished year, the volume and the book number.
"05 Ibid.
106 Murobushi , supra n.10 and infra nn.100 and 101, at 20-21.
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his/her disposal ,  such as how the company works,  the dai ly rout ine,  and 
the t ime schedule.  Moreover,  an ex-employee may know a password or 
the pattern of  a password to access computer  p rogrammes or da tabase in 
the company s/he prev ious ly  worked for. Therefore ,  it would seem that  an 
ex-employee is bet ter def ined as an “ ins ide r ” in some cases.

Parker suggested that only 20 to 25 % of all computer  cr ime is 
repor ted107, implying that 75 to 80 % of cases are not exposed. Whi le  no 
one knows if th is surmise is true, on the other hand, there is no reason to 
doubt it. If one takes Pa rke r ’s f igure as a premise that such an extensive 
port ion of  cases are not exposed, the proport ion  of success  must be high. 
There are some possible reasons why such high proport ion of  cases are 
not exposed:

It is poss ib le  to commit  a cr ime
(1) in a shor t  per iod;
(2) by remote control ;
(3) w i thout  any physical  evidence;
and;
(4) some sorts of  computer  cr ime might be invis ib le;
(5) inadequate leg is la t ion to c r im ina l ise the ac t iv i t y 108.

Any of the character is t ics  thus far ment ioned in this sect ion can be 
connected to each other. There is an assumpt ion that to solve any type of 
cr ime against  a company easi ly and with minimum loss, it is best  not to 
not i fy the po l ice109. Therefore,  a v ict im (= a company)  can be a potent ia l  
enemy to the pol ice.  It is impossible for  the pol ice (or any relevant  
author i ty)  to compi le  s ta t is t ics on computer  cr ime unless cases are 
reported. Exposure of  a commit ted computer  cr ime might be very 
dangerous for the publ ic and the social conf ident ia l i t y  of  a company, 
somet imes causing compan ies  to try to solve the matter  on their  own 
wi thout  repor t ing it to the pol ice.  As the Audi t  Commission has argued, 
“organ isat ions are loath to prosecute inc idents of  computer  cr ime because 
possible  pub l ic i ty could resul t  in a loss of  conf idence in thei r  bus inesses110“ . 
This is a character is t ic  not only of  computer  cr ime itself,  but also for  
keeping a high proport ion of  successful ly  commit ted  computer  cr ime 
undisc losed. Accord ing to the Audi t  Commiss ion,  only 58% of discovered 
cases are prosecu ted, and furthermore, 14% have no act ion taken against  
them 111 (Table 1.1).

w  OECD (1986), supra n.47, p.8.
108 Murobushi , supra nn.10, 100 and 101, at 208-210.
109 Murobushi , supra nn.10, 100 and 101, at 215-216.
110 The Audi t Commission (1985), supra n.66, at 22.
111 The data is produced by the Audi t Commiss ion ’s survey conducted in 1987.
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Table 1.1 Action taken against  perpetrators

Viruses 

Hacking 

Sabotage 

Invasion Privacy 

Illicit software 

Theft 

Private Work 

Fraud

0% 20% 40% 60% 80% 100%
□  No action □  Resigned after discovery
□  Warning □  Dismissed
■  Resigned before discovery □  Prosecuted
□  Other

(reference:The Audit Commission, 1994, supra n.67, at 12.)

Compute r  cr ime is also l ikely to be commit ted by organ ised cr ime, 
such as the M a f ia 112. One good example is a CD cr ime. It is poss ib le  to 
indicate a weak area concern ing computer  cr ime in Japan which might 
make the country  an accommodat ing target for  computer cr imina ls.  Many 
Japanese, consc ious ly  or unconsciously,  do not take “secur i ty ” ser iously.  
In the ir  cul ture,  the premise is sti l l  w ide ly  accepted that Japan is a very 
secure c o u n t r y 113. Consequent ly,  no one dreams that anything could 
happen to them. Fur thermore,  no one dreams that someone whom they 
know well  m ight  wrong them, therefore,  they do not take suff ic ient  
precaut ions.  Even in high secur i ty  places, such as safe ty-depos i t  areas 
in banks (where people usual ly cannot go wi thout  a secur i ty  pin), a f r iend 
or fami ly  member  of a secur i ty  guard may have access. This indica tes a 
potent ia l ly  dangerous  situat ion.

2.3.3 Characte r is t i cs  of  Computer Cr iminals

Compute r  cr ime is usual ly categor ised as economic crime. 
Certainly,  there are murder  cases in which computers  are used in tent ional ly  
( for  example in euthanas ia  cases) or unintent ional ly,  however  such cases 
are usual ly ca tegor ised as murder,  not computer  cr ime. It means that a 
computer  is on ly  a tool  to murder.  Carro l l  insisted on his idea that a

112 Murobushi , supra  n.10 and infra n.105, at 10-11.
113 Murobushi , supra nn.10 and 105, at 13.
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computer  is sti l l  only a tool  even in cases of  ser ious f rau d114. This is an 
appropr ia te  theory.  But computer  cr ime can be categor ised independent ly  
f rom other  cr imes, because there are so many sty les and character is t ics ,  
which make an independent  categor isat ion possible. Therefore ,  this 
thesis at tempts to provide a general  ident i f icat ion of the character is t ics  of 
computer  cr iminals.

Accord ing to Carrol l ,  the anatomy of computer  cr ime can be 
ana lysed in the acronym “MOMM” : Motive,  Opportuni ty,  Means and Method, 
and it would appear  that  these are character is t ics  for  computer  cr iminals,  
not computer  cr ime i t se l f115. The f i rst  le t ter  ‘M ’ is for  ‘M ot iva t ion ’ . To 
understand c r im ina ls ’ mot ives in commit t ing cr imes is essent ia l ,  not  only 
for  computer  cr ime, but also for  any type of  cr ime. Part icular ly,  it is 
obvious that  many computer  cr imina ls are l ikely to be mot ivated by money. 
Carrol l  also descr ibed that mot ivat ion could be categor ised into four 
e lements:  for  money, ideology, compromise and egot ism. It is not d i f f icul t  
to imagine these four elements of  mot ivat ion,  independent ly  or in unison. 
The second le t ter  “O” , is for  ‘Oppor tun i ty ’ . Carrol l  def ined oppor tun i ty  as 
being equated to knowledge and access,  and he also stated that these two 
e lements  can in ter fere wi th communica t ions,  computer  opera t ing systems, 
databases,  etc., phys ical ly  or electr ical ly.  The third let ter  “ M” is “ M eans” . 
What  the purpose of a computer  cr ime? It is somet imes to f raudulent ly  
obtain value, or somet imes to read or copy conf ident ia l  info rmat ion 
includ ing mil i tary,  d ip lomat ic,  law enforcement  and so on. The fourth 
le t ter  “ M” is “ Method".  Modi operand i  have already been ment ioned. 
A l though Carrol l  ca tegor ised all modi  operand i  in great detai l ,  as they are 
a lmost  ident ical ,  so they wi l l  not be ment ioned he re116.

Accord ing to M urobush i ’s init ial report  on Japanese prof i les of 
computer  c r im ina ls  — he (not she) is aged about 30, has a very good 
know ledge of  computers  or the use of  computers ,  l ikes games, is “ful l  of 
f i g h t ” , and the l i k e 117. On the other  hand, he recognised that  not all 
of fenders  fal l  into this category.  All the charac ter is t ics  heretofore 
ment ioned in this chapter  can be proven in his latter  idea to be examined 
subsequent ly .  S impl ic i ty and the fact  that  computer  cr ime can be 
commit ted  re la t ive ly  easi ly encourages ordinary people,  who have never 
prev ious ly  commit ted a cr ime, to take the plunge. Oppor tun i ty  to of fend 
can, therefo re ,  knock at one ’s door. Indeed, this categor isat ion and 
a t tendan t  charac ter is t ics  do not restr ict  computer  cr ime to men only. On 
the contrary,  what  is cal led the “sales po in t ” of computer  cr ime is that  
anyone can do it wi th in a short  per iod of t ime, wi thout suf fer ing a gui l ty 
consc ience .  M urobush i ’s statement,  beref t  of  proof or evidence, is largely 
specu la t ion,  there is no proof or evidence. However,  he did provide later 
research  about  computer  cr im ina ls  in Japan, based on factual  cases:

114

115

116 

117

Carrol l ,  supra n.40, at 582-585.
Ibid.
Ibid.
Murobushi ,  supra n.10, at 222-225.
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(1) Ages: 15-29 year-old for  hackers;
25-39 year-old for  computer  cr ime except CD cr ime; 
any age for CD cr ime.

(2) Sex: both. But many f raudu len t  cases, which occurred in banks, are
commi t ted by women.

(3) Others:  there are only a few cases in Japan, which need advanced or
speci f ic  know ledge118.’

CD cr imes are of ten commit ted in Japan. These cr imes are, however, apt  
to be de tected by both f inanc ia l  ins t i tu t ions themselves and the pol ice 
comparat ively,  because they must have an alarm device and a report ing 
system to the pol ice for  CD cr ime.

Parker  has studied computer  cr imina ls wi th research based on more 
than 1,000 reported cases and 30 interv iews with cr imina ls in the SRI 
I n te rn a t io n a l119. His conc lus ion is that  to general ise c lass i f icat ion or 
character is t ics  of  computer c r im ina ls  requires c i rcumspect ion.  He also 
ment ioned the opinion of a computer  secur i ty  consul tant ,  who explained the 
popular i ty  of  economic cr ime. In the past, he stated that economic cr ime 
was l ikely to be commi t ted by a manageria l  class in companies,  whereas 
presently,  computer isat ion demands diverse people in many types of posts. 
Some of these are impor tant  pos i t ions  and conf ident ia l i ty  is requested, 
even for those not in a manageria l  class.  In other words,  the computer 
has prov ided many people wi th the ut i l i ty  and oppor tun i ty  to access 
in format ion.  Parker also stressed an interest ing point  — profess ional  
computer  cr im ina ls  never recommit  the same type of  c r im e 120. This 
opinion rema ins wide ly  open to debate.  It is based on his c lassi f ica t ion of 
computer  cr imina ls:  an amateur,  a madman, a system hacker, the 
pro fess iona ls ,  a company or a cr imina l  organ isat ion (e .g. , the Mafia),  
radicals,  or the government.  “The pro fess iona ls ” refers to people who 
make a l iv ing through cr iminal  act iv i t ies.  However,  as Parker ment ioned, 
they can not a lways use a c om pu te r121. Consider ing this, computer  history 
may not be suf f ic ien t ly  long to produce “the computer cr ime p ro fess iona ls ” . 
Are the compute r -age  cr imina ls perhaps forthcoming?

As indicated earl ier,  a high proport ion of  computer  cr imina ls  are 
insiders.  Accord ing  to the Data Processing Management  Associa t ion,  
98% of compute r  cr ime was commit ted  by ins ide rs122. It also showed that 
27% of known perpe tra tors were mot ivated by ignorance of proper 
p ro fess iona l  conduct,  26% by misgu ided playfulness, 25% by personal  gain,  
22% by mal ic iousness  or revenge. Here is a table, prepared by the Audi t

Murobushi , supra n.10, at 228-231.
119 Parker (1984), supra n.42 and infra n.112, at 137-139.
120 Parker (1984), supra n.42 and infra n.112, at 140-142.
121 Parker (1984), supra nn .42 and 112, at 143-149.
122 The f igure was suggested by A 1985 survey of the Data Processing Management 
Assoc iat ion.  See D. Bender, ‘Computer law, voi .4 ’ (1997) Matthew Bender, New 
York, at 4B-124.
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Commission , to show the perpe t ra to rs123. (Table 1.2)

Table 1.2: Pe rpe tra tors  of  inc idents

Viruses 

Hacking 

Sabotage 

Invasion of privacy 

Illicit software 

Theft 

Private work 

Fraud

_______________ 0%_________ 20%
□  Management □  Administration 
Ü3 External

40% 60% 80% 100%
(Reference: The Audit Commission, 1994, supra n.67)

Interest ingly,  the major i ty of  perpe tra tors  are the admin is t ra t ive  staff  (60%), 
whereas  in the 1990 survey, the major i ty were in superv isory and 
manageria l  pos i t ions123 124. This proved the conclus ion of the SRI research in 
the previous sect ion.  85% of perpe tra tors  were insiders,  thus 
demonstra t ing  the premise “Oppor tuni ty  makes a th ie f125“ .

It is impor tant  to d iscuss the ethics of  computer  cr imina ls.  It would 
appear  that  when people decide  to commi t  a cr ime, ethics is supposed to 
play an impor tant  role in the decis ion.  Parker highl ighted two types of 
e th ics computer  cr im ina ls  may have when deciding to commi t  a crime. 
Firstly,  computer  c r im ina ls  do not consider it in trusive to use fac i l i t ies or 
serv ices  if  there is no harmful  damage. This behav iour  is the same as an 
unauthor ized access, which has already been ment ioned above. The 
reason why this is recogn ised as an i l legal  act ion is explained by Parker 
using the theory  of  Kan t126 that  an unauthor ized access in fr inges on the 
r ights of  a legi t imate user. Secondly, there is the ethic cal led known as 
the “ Robin Hood Syndrom e” in cr iminology. The cr imina ls  bel ieve that 
they  are commit t ing a cr ime aga inst  a computer  which is an inanimate 
object ,  and thus there is no vict im. Therefore,  commit t ing a computer  
c r ime is not i l le ga l127. It is very di f f icul t  to def ine both these ideas as 
“e th ic s ” , because the ethics which have been prev ious ly discussed mostly 
app ly  to chi ldren, who do not know what is r ight  or wrong. Thus, the

123 The Audi t  Commission (1994), supra n.47, at 12.
124 Ibid.
125 The phrase ‘Oppor tuni ty makes a Thief ’ is from the t i t le of the Audi t Commission, 
(1 994), supra n.47.
26 Immanuei  Kant, (1724-1804)  a German phi losopher.

127 Parker  (1984), supra nn.42, 112 and 113, at 242-246.
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computer c r im ina l ’s ethics are sti l l  l ikely to be at the level of 
sel f - just i f ica t ion.

2.3.4 Impacts of  Compute r  Cr ime

2.3.4.1 Three Elements Concerning the Impact of Compute r  Cr ime

Accord ing to Meier  and Short , there are three types of impact on 
wh ite -co l la r  cr ime: economic  harm, physical  harm and damage to the social 
fabr ic ( inc luding moral  c l imate or c l imates).  They also explained that 
“economic  and physical harm depend to some extent  on each other, most 
typical ly  in the form of economic  costs assoc ia ted with physical  damage to 
health as a resul t  of  d isease or injury, and in the ex treme case, dea th “ , and 
“damage to moral  c l imate or social  fabr ic is presumably  part ly a funct ion of 
perceived and exper ienced economic and physical  h a r m 128.“ In their  
explanat ion,  therefore,  “economic  harm“ is l ikely to hold a secure meaning 
for employees '  fami l ies,  but not for  the company because they have to pay 
substant ia l  costs.

Compute r  cr ime also includes these elements,  to a greater or lesser 
extent.  However,  the meaning of “economic ha rm ” in these types of  cr ime 
is, essent ia l ly ,  more rea l is t ic than the meaning of  other  elements.  From 
the v iewpo in t  of f raud, “economic  harm“ is usual ly caused by employees 
aga inst  companies.  The meaning of “secure “ is supposed to be def ined 
as a second priori ty. Huge fraudulent  “economic  ha rm “ can also infl ict  
ser ious damage on the social fabr ic.  This has been proven by a ser ies of 
corrupt ion cases in Japan in 1997129.

If the size of a computer  cr ime is t remendous enough to af fect  a 
nat ional  economy, it is l ikely to have an impact on the Internat ional  
economy since nat ional  economies have been obl iged to develop closer 
rela t ions wi th each other  and are now mutual ly  inf luent ia l .  To f ight  
computer  cr ime on an in terna t ional  level impl ies  that  the cr isis that  results 
f rom a computer  cr ime being commit ted may threaten universa l  economic 
values, par t icular ly  on an in ternat ional  level.

2.3.4 .2 The Cost of  Compute r  Cr ime

Est imat ing the cost of  computer cr ime is said to be mean ingless — 
an immovable  fact  when researching the subject  in depth.  The reason is, 
as has been ment ioned, it is impossib le  to cover all cases, for  not all cases 
are repor ted to the pol ice or the relevant author i t ies.  Yet, es t imat ing 
losses sti l l  plays a major role in i l lustrat ing the huge impact of computer 
cr ime.

128 Meier & Short (1995), supra n.18, at 94-95.
129 There had been some corrupt ion cases in 1996-1997 in Japan, for example, 
Yamaichi  and Nomura Brokerage Firms.
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The Counc i l  of  Europe,  in 1990, show ed  some exam p les  o f  this 
impact  on m e m b e r  coun t r ies ,  such as the Germ an  bank c le rk  who 
com m i t ted  an input  m an ipu la t ion  and t ra n s fe r re d  1.3 mi l l ion  DM. There 
were  31 ,000 c o m p u te r - re la te d  inc iden ts  in France  in 1987, and th is  loss 
was es t im a ted  at 3.9 mi l l ion F F 130. The  A m er ican  Bar Assoc ia t ion  
es t im a ted  annua l  losses  rang ing  f rom US $145 to 730 mi l l ion.  
Backhouse  and Dh i l lon  also showed  the same f igu res  about  the USA. 
An in te res t ing  exam p le  occur red  in Ch ina  when a hacke r  was execu ted 
fo r  em bezz l ing  a sum worth  £122 ,0 00  f rom the A g r icu l tu ra l  Bank of 
Ch ina  131 . A c c o rd in g  to Duff  & Gard iner ,  the to ta l  loss was 
a pp ro x im a te ly  £1.1 mi l l ion  in 1984 wi th  943 pub l i c  and pr iva te  
o rgan isa t ions ,  £2.6  m i l l ion  in 1987, and £2 b i l l ion  in 1989 in U K 132. 
C o l l ie r  and Spau l  in the i r  research  ins is ted  tha t  the Br i t ish  annual  losses 
f rom c om pu te r  f raud  ex ceeded  £407 m i l l i o n 133. The f igu res  are l i ke ly  to 
cons tan t ly  and rap id ly  inc rease  day  by day. (Table 1.3)

130 See European Commit tee on Crime Problems, Counci l  of Europe, 
‘Computer- related crime: Final report:  Recommendat ion No. R (89) 9 ’ (1990) Counci l  
of Europe, Strasbourg,  at 33.
131 This news was also reported but embel l ished a l i t t le in S. Le Doran & P. Rose, 
‘Cyber Thr i l le rs ’ t ranslated into Japanese by T. Kuwabara, (1996) Bungei -Syunju,  
Tokyo. See J. Backhouse & G. Dhil lon, ‘ Managing computer  crime: a research 
out look ’ , 14 Computer  and Securi ty 7, 1995 at 626-648.
132 Duff & Gardiner  (1996), supra n.20, at 214-215.
133 See P.A. Col l ier & B.J. Spaul, ‘A Forensic Methodology for Counter ing Computer 
Cr ime’ , in I. Carr, 'Computers and the Law’ (1994) Intel lect, Oxford, at 145-146.
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Table 1.3: Range of  Frauds

Range (£) 1987 £ 1984 £ 1981 £
Not known/Ni l 63 — 13 — 17 . . .

Up to£250 6 730 13 1,287 8 1,055
251-500 7 2,777 4 1,472 6 2,681

501-1,000 5 3,785 7 6,595 4 3,164
1,001-1,500 4 5,064 5 6,438 2 2,600
1,501-2,500 4 7,834 5 9,580 6 12,403
2,501-5,000 9 35,607 9 33,523 3 11,100
5,001-7,500 1 6,853 1 6,000 3 16,491

7,501-10,000 1 8,000 3 26,965 3 26,888
10,001-15,000 — 4 47,679 3 33,767
15,001-20,000 3 54,000 1 20,000 4 80,000
20,001-50,000 8 252,900 6 160,763 4 152,000

50,001-100,000 4 314,500 3 204,000 2 133,000
100,000-250,000 1 193,781 3 609,185 2 430,000

250,001 + 2 1,675,520 — . . .

Total 118 2,561,351 77 1,133,487 67 905,149
(Reference: The Audit Commission, 1994, supra n.67 et seq.)

Taking up recent statist ics,  the Depar tment  of  Trade and Industry 
(UK DTI) reported in 2002 that three types of  of fences (hacking, cyber 
f raud and sof tware bugs) cost  Br itain up to £10 bi l l ion a year. It obv ious ly  
includes  only three of fences; one of  the most popular of fences (computer  
v i ruses) is exc luded. It is hardly possible to establ ish exact ly how much 
businesses have suf fered from computer cr ime. According to the DTI 
report,  50% of all bus inesses were vict ims of  such at tacks (25% in 2000 
and less than one f i f th in 1998). It also suggested that  four out of f ive of 
the bigges t compan ies  were v ict imised by hackers,  computer  v i ruses or 
f raud in 2001. Al l in all, the report  es t imated the average cost of  each
secur i ty lapse at £30,000. Several  compan ies  disclosed that they
suffered over £500,000 as a resul t  of  hackers,  computer  v i ruses or f rau d134 *.

The 2002 CSI/FBI Survey (USA) also reported that 90% of 
respondents had detected computer  secur i ty  breaches within the last 
twe lve months,  wi th 80% acknowledging f inanc ia l  losses. 44% were
wi l l ing or able to quant i fy  such losses and this reached a reported
$455 ,848 ,000136.

134 See ‘Cybercr ime - what SME should know’ ,
< ht tp:/ /www. bl indt iaer.co.uk/ l  IA/uploads/-38c9a362-ed71 ce5fa5--761 f /Cvbercr imewhat 
eyervSMEshou ldknowpdf .pd f> (print out on fi le with author).
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Table 1.4: The Cost  of  C o m p u te r  Cr ime
Total Annual Losses (Unit:  $ mil l ion)
1997 1998 1999 2000 2001

Theft of propr ietary  
informat ion 20.04 33.54 42.49 66.70 151.23

Sabotage of data of 
networks 4.28 2.14 4.42 27.14 5.18

Telecom
eavesdropping 1.18 0.56 0.76 0.99 0.88

System penetration  
by outsider 2.91 1.63 2.88 7.10 19.06

Insider abuse of Net 
access 1.00 3.72 7.57 27.98 35.00

Financial  fraud 24.89 11.23 39.70 55.99 92.93
Denial of serv ice N/A 2.78 3.25 8.24 4.28
Spoofing 0.51 N/A N/A N/A N/A
Virus 12.49 7.87 5.27 29.17 45.28
Unauthorized  
insider access 3.99 50.56 3.56 22.55 6.06

Telecom fraud 22.66 17.25 0.77 4.02 9.04
Active wiretapping N/A 0.24 0.02 5.00 0
Laptop theft 6.13 5.25 13.03 10.40 8.84
Total Annual  losses $100,11 $136.82 $123.79 $265.58 $377.82
Grand total  of  losses repor ted (1 997-2001) $1,004 ,135,495
(Reference)  The CSI/FBI 2001 
Compute r  Secur i ty  Inst i tute,  ‘ 1 
2001.

Compute r  Cr ime and Secur i ty  Survey, 
Compute r  Secur i ty Issues & Trends 7 ’ ,

Table 1.4 disp lays the cost of losses for the past f ive years in the 
USA. The 2001 CSI/FBI report  explained that 78% of respondents
acknowledged f inancial  losses whereas  only 37% of them were able to 
quant i fy  the losses. Thus, there were some reported cases that  were 
unsuccessfu l  in quant i fy ing  the losses.

As is obvious thus far, all the above f igures remain uncertain to a 
greater  or lesser  extent.  The in troductory  part of this sect ion adequately  
high l igh ts  the reason why there is no guarantee of the accessory  of  such 
stat ist ics .  If Pa rke r ’s es t imat ion in the previous sect ion is accurate,  
namely that  20 to 25% of the cases were exposed, all these f igures must
be increased four t imes, f ive t imes, perhaps, ten t imes, or more. This
resul t  can be recogn ised as “ incred ib le  losses” .

There  have been estab l ished many research inst i tut ions and
organ isa t ions  wor ldw ide on computer  cr ime, cyber cr ime and the like. 
They most ly  cor respond with each other  to promote combat ing the said 
cr imes, and publ ish s ta t is t ics based on their  surveys and research136. 136

136 The act iv i t ies of those inst i tut ions and organisat ions are beyond the scope of this 
thesis. Thus, some of thei r names can be simply introduced here:

* Computer Secur i ty Research Centre, the London School of Economics and 
Pol i t ical  Science (LSE, UK)
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2.3.4.3 Publ ic Interest  and Social  Impact

Compute r  cr ime is unl ike ly to at t ract  publ ic interest , except in cases 
of  ser ious f raud. This is because, as Meier and Short  stated, both v ict ims 
and perpetra tors  in computer  cr ime are of ten o rgan isa t iona l137. They also 
ment ioned that cr imes resul t ing in physical  harm are rated as more ser ious 
than cr imes resul t ing in economic  harm. Hence, computer  cr ime is
unl ikely to be fami l ia r  to the general public,  so they might feel that  it could 
not happen to them. On the other hand, many companies are ex tremely 
l ikely to be in terested in computer  cr ime and its impact. Accord ing to 
Longley,  computer  cr ime could cause catas trophic  consequences  for the 
social  f a b r i c 138. He also warned of  the potent ia l  danger  of immoderate  
dependence on computer -based technology. Once computer  cr ime is 
commit ted , many unexpected matters might hit the company: huge losses, 
injury, or the denial  of  human rights.  If it targets  a government,  nat ional  
sovere ign ty  might be damaged. For instance, there are cases where 
computer  systems were at tacked by terror is t  groups in France and I ta ly139. 
It is also easy to create chaos in the wor ld economy, if massive damage is 
caused in the stock marke ts ’ network.

The side ef fects of  computer  cr ime are also cons iderab le .  Once 
computer  cr ime is commi t ted,  a company has to spend t ime and money, not 
only to recover  the former  status,  but also for  inves t iga t ion,  pol ice 
repor t ing,  and cour t  appearances: in the case of civi l  proceedings, the 
legal costs,  t ravel  expenses for w i tnesses etc. are cons iderab ly  included as 
the cost (Table 1.5). In ex treme cases a company might have to consider 
spending huge amounts of  money on secur i ty  measures,  sof tware 
modif ica t ions etc. to protect  the company i t se l f140.

* Computer  Secur i ty  Inst i tute / FBI Yearly Survey
* CERT CC
* High Technology Invest igat ion Associat ion
* Internet Fraud Complaint  Centre (IFCC)
* National  Whi te Col lar Crime Centre (NW3C)
* National  Consumers League (NCL) -  Internet Fraud Watch 

European Commiss ion Joint Research Centre, supra n.54, at 6.
137 Meier & Short (1995), supra n.18, at 96-97.
138 See Longley, supra n .41, at 322-325.
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Table 1.5: Inc idents  and A s so c ia ted  Losses and Costs

Incidents No. L o s s ( £ )  c o s ts ( £ )  T o t a l (£ )

Input 38 2,240,790 137,000 2,377,790
Output 1 44,000 2,500 46,500
Data 19 140,961 32,000 172,961
Programme 3 101,000 101,000
Theft data 3 2,000 2,000 4,000
Theft software 5 800 500 1,300
Theft faci l i t ies 1 1,700 1,700
Hacking 32 100 21,950 22,050
Private work 13 30,000 6,000 36,000
Sabotage 3

Total 118 £2,561,351 £201,950 £2,763,301
(Reference: The Audit  Commission, 1994, supra n.67 et sec?.)

2.3.4.4 Length of Services and Outcomes of Computer Cr im inals

From Table 1.6 below, it can be seen that people who cont r ibu ted to 
a company or an organ izat ion longer per iods,  were more l ikely to commi t  
substant ia l  f raud (resul t ing in immense losses) relat ively easi ly.

Table 1.6: Length  of Serv ice

Loss Service (Years)
(£) In post In organisation
549,865 18 27

44,000 15 15
27,400 10 25

2,214 10 25
24,000 10 24

1,039 10 10
0 10 10

400 10 10
60,000 10 10

(Reference: The Audit  Commission, 1994, supra n.67 
et seq. )____________________________________________

Tables 1.7 to 1.9 below are concerned with prosecut ion in the UK in 
the 1987 Audi t  Commiss ion s u rv e y 141. According to the survey, some 
cases did not appear in these surveys because they were pursued af ter  the 
emp loyee  had resigned. There were only 40 cases (two of  them were 
pending)  prosecuted. Whether  or not thei r  resul ts (in 118 reported cases) 
succeeded,  is not shown in the ment ioned surveys. The Audi t  Commiss ion
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also stated that eleven were commi t ta ls  and six were suspended in the 17 
sentences passed, and detai ls of the rest of  the cases were not provided. 
Six cases were f ined within ranges from £95 to £34,487.

Table 1.7: P rosecut ion

Prosecut ion No. Theft
Act.

Forgery
Counter fe it ing

Act.

Not
Disclosed

Successfu l 35 22 1 12
Unsuccessful 3 1 — 2
Pending 2 1 — 1
(Reference: The Audi t  Commiss ion,  1994, supra  n.67)

Table 1.8: Co m m it ta l  Sen tences

Sentence (years) Fraud ( £ )
5 1,125,655
4 44,000
4 24,000
3 549,865
3 0
2 193,781

(Reference:  The Audi t  Commission , 1994, supra  n.67)

Table  1.9: S u s p e n d e d  Sen te nces

Sentence
(years)

Fraud
( £ )

9 100,000
12 100
12 1,200
18 27,400
24 2,858
24 54,500

(Reference:  The Audi t  Commiss ion,  1994, supra  n.67)

Whi le  the Aud i t  Commission  suggested that companies and 
organ iza t ions  ought to be compel led  to report  all computer  cr ime, the 
Scott ish Law Commiss ion stated that there was no general  duty to disclose

142cr imes . 141 142

141 See the Audi t  Commiss ion (1987), supra n.49, at 22.
142 Ibid., at 23.
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2.4. Problems Involved In The Criminalis ing Procedure

2.4.1 General  Di f f icu l t ies Cr im inal is ing Compute r  Cr ime

There can be no doubt that  many of the previously shown 
character is t ics  make combat ing computer cr ime di f f icul t .  For example,  
low publ ic awareness,  especia l ly in the a t t i tudes of  companies towards 
computer  cr ime, might embolden cr imina ls  to commit  cr ime, and insuff ic ient  
ev idence or s tat is t ics  creates  a di lemma as to what  prosecut ion is most 
sui table.  Regarding an ordinary cr ime, espec ia l ly  t rad i t ional  internat ional  
cr imes, certain e lements  are needed. For instance, in the narcot ic 
context ,  human ef fort , veh ic les for  conveyance,  and a route of passage to 
move the product  (e.g. opium) between n a t i o n s 143. In the case of 
conveyance by human ef fort, a passport  is required at a border. The 
types of  act iv i t ies a forement ioned help law en forcement  to f ind,  invest igate 
or prosecute a cr iminal .  Flowever, in many cases, nothing simi lar  exists in 
computer  c r im e144. All these issues are problems not only in the domest ic 
dimens ion but also on an in ternat ional  scale.

Flow was ear ly computer  cr ime deal t  wi th? It is comparat ively 
easy to imagine author i t ies,  such as the pol ice,  being confused as to how 
to deal wi th the f i rst  computer  cr ime commit ted, as it was extremely  
d i f f icul t  not only to comply  wi th the demands of  prosecut ion,  but also to 
def ine an of fence as a cr ime. Therefore,  in the ear ly days of  computer 
cr ime, it was probable to prosecute using all types of  law and cases, such 
as intrusion into the structure,  f raud, larceny, thef t  of  serv ices  or labour 
under  fa lse pre tences, receipt  of  stolen property  and so o n 145.

At tempts  wi l l  now be made to focus observat ion on the di f f icul t ies 
of  leg is la t ion.  It is t rue that the history of  legal response to computer  
cr ime has largely  been a delayed response to the danger  of  large-scale 
f ra u d 146. Accord ing to the United Nations manual on the prevent ion and 
control  of  computer - re la ted  cr ime (here inaf ter “ UN m anua l”), there are 
some par t icular  reasons: the biggest  being “the heretofore impossible has 
now become possible [by computers ]  “ , and also, technolog ica l  progress is 
too rapid for  leg is la t ion and cr imina l  jus t i ce  systems to keep pace147. As 
Karnow indicated, the f i rs t  c la im to cr im ina l ise an of fence using a computer  
involved the v iewpo in t  of  whether  the r ight  to control  the movement of 
every elect ron and f ibre cable phone existed or no t148. Accord ing to Duff

143 See ‘COMPUTER CRIME’ , <http: / /www.kc l .ac.uk/oras/ icsa/cr ime.htm> (print out 
on f i le with author).
144 Ibid.
145 See The Kightmare, ‘Secret  of Super  Hackers’ , t ranslated into Japanese by R. 
Matsufuj i ,  (1995) Nori tsu Management,  Tokyo at 326.
146 Kaspersen, supra n.64, at 44.
147 See ' Internat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer- re la ted cr ime’ , supra n.15.
148 See C.E.A. Karnow, ‘ Future Codes: Essays in Advanced Computer  Technology and 
the Law ’ (1997) Artech House, London, at 205-206.
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and Gardiner,  the counter  arguments  for  cr im ina l is ing hacking existed in 
the Law C om m iss ion149.

The f irst argument  of  the Law Commiss ion was that civi l  law is 
inef fect ive in regulat ing hacking. Karnow also stated that “when the 
breaches are mild, use the civi l law and sue; when the breaches are 
considered severe, enter the cr iminal  la w 150.“ Hack ing is unauthor ized 
access in order to damage data and computer programmes, or create work 
d is rupt ion.  The Law Commiss ion reached the conclusion that “ by 
c r im ina l is ing unauthor ized access to computer  system at a preparatory 
stage, indiv idua ls  wi l l  be deterred from commiss ion of these anci l lary 
o f fe nces151.“ But another,  deterrent,  argument should be raised: Does this 
real ly reduce computer  cr ime of fences? Take one assumpt ion:  what  is the 
answer  to this quest ion,  if one is a cr iminal who en joys hacking act iv i t ies, 
and/or  watching  how people react to what one has done, wi l l  the Law 
C o m m iss ion ’s aim really deter? The answer  is l ikely to be “No” . The 
Law Commiss ion suggested arguments aga inst  c r im ina l isa t ion .  First ly, 
the Commiss ion knew that  it was di f f icul t  to claim r ight  of privacy, even if 
pr ivacy was obv ious ly  invaded by hacking. Secondly, there were 
presumable  di f f icul t ies  concern ing detect ion and enforcement.  However, 
as Duff and Gard iner ment ioned, there is an acceptab le  v iew to this second 
argument,  in case pr ivacy invasion damage caused by hacking or other 
types of  economic o f fences  is s e r iou s 152. In format ion (in other words,  
data) is l ikely to include pr iva te  af fai rs (for example,  employment  records, 
tax records).  As the fu tu r is t  Alvin Toff ler once said, informat ion can be 
def ined as the commodity  of  the highest value; in format ion being kept in 
computers ,  including new product plans, marke t ing  plans, cus tomer  l ists, 
and s im i la r  in format ion,  has great value in a com pany153. The economic 
harm wi l l  be ser ious even though a cr imina l  may be involved only in 
hack ing,  which does not necessar i ly  resul t in tang ib le  damage. Hacking, 
though normal ly  cons idered a v io lat ion of pr ivacy,  a lso has a dangerous  
element ,  enough to harm a company. Therefore,  computer  cr ime includes 
two fundamenta l  aspects:  f irst ly,  infr ingement of  pr ivacy,  and secondly,  
economic  damage. As Toff ler  suggested, it is cr i t ical  to recogn ise the 
value of  intang ib le property  ( in format ion)  in case of  abuse.

In the event  of  cr im ina l is ing previously unknown types of computer 
cr ime, arguments  as to a def in i t ion wi l l  inevi tably ar ise.  This is because 
the ex tent  that  of fences by computers  can be addressed depends on to the 
extent  that  a certain def in i t ion works in nat ional  legis lat ion.  There are 
two methods to def ine computer  crime, broadly or precisely,  which have 
been adequate ly  discussed thus far. The percen tage of the general

149 Duff & Gardiner, supra n.20 and infra n.143, at 218-221.
150 Karnow, supra n.140, at 205-206.
151 Duff  & Gardiner, supra nn.20 and 143, at 218-221.
152 Ibid.
153 D.L. Carter, and A.J. Katz, ‘Computer  Crime: An Emerging Chal lenge for Law 
Enforcement ’ avai lable on <ht tp : / /www.cnme-prevent ion.orq.uk/> (print out on fi le 
with author).
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pub l i c ’s knowledge or understanding of  computer  cr ime and techno logy is 
probably insubstant ia l .  As Rostoker  & Rines suggested, all persons 
involved, such as judges, prosecutors,  de fence at torneys, and law 
enforcement  of f icers,  should have, at the very least,  a somewhat  
rud imentary  know ledge of a computer  i tsel f  and its u s a g e 154. Otherwise, it
is a lmost  imposs ib le  to deal wi th computer  cr ime properly,  as, even if an 
ef fect ive law exists,  it wi l l  be as useful  as cast ing pearls before swine.

2.4.2 Transnat iona l  Di f f icu l t ies Combat ing  Compute r  Cr ime

It is poss ib le  to commit  a computer  cr ime from remote locations 
using te lecommunica t ions  systems; therefore ,  a place of  of fence is not 
l imi ted to one c o u n t r y 155. Elbra gave one example,  “ the malefac tor 
[defined as X] can be in one country [def ined as A], the relevant  computer  
in another  [def ined as B], and the vict im in a third [def ined as Y, and Y ’s 
country def ined as C]“ . This enables one to understand the problem of 
ju r i sd ic t ion more easily. Which ju r isd ic t ion pr inciple works most 
ef fect ively?  Which  country  can claim a ju r isd ic t ion  to prosecute X? The 
OECD repor ted that the pr inciple  of  ter r i to r ia l  ju r i sd ic t ion  has been 
cons idered as the most app l icable,  since the advent of  computer  crime.

Fur thermore,  in the USA and Japan, computer  cr ime cases are 
prosecuted accord ing to this p r inc ip le156. The UN also ment ioned that the 
pr imacy of  terr i to r ia l  ju r i sd ic t ion has been genera l ly  accepted amongst the 
UN c o u n t r ie s 157. It is one of the ju r isd ic t ions  which regards a state 
terr i to ry  as impor tant  wi th respect to its sovereignty.  That is to say, any 
country can invoke a computer  cr ime under a nat ional  law if a country has 
cr im ina l ised that of fence. For example,  under  the Compute r  Misuse Act 
1990 in the UK, there are two components  in of fences: unauthor ized access 
and fu rther  of fence. W hether  an of fence is f i rst  commit ted in the UK and 
a fu r ther  of fence in another  country,  or conversely,  the UK can claim 
ju r isdic t ion.  However, two factors are required:

(1) The conduct  would have to const i tu te  an of fence in the UK, and;
(2) It would be pun ishable  under the law of  the other coun t ry158.

There are two doctr ines:  the ubiqui ty doctr ine and the ef fects doctr ine. 
The former  is considered as determin ing the place where a cr ime is 
commi t ted,  and the latter  one has been appl ied in the USA and some 
Common Law countr ies such as the UK, in cases of  t ransnat iona l  crime. 
These two doct r ines help leg i t imise c la ims of  terr i tor ia l  j u r i sd ic t io n159. On

154 See Rostoker  & Rines, supra n.52, at 348.
155 See T. Elbra, ‘A Pract ical  Guide to the Computer  Misuse Act 1990’ (1990) 
Blackwel l ,  Oxford, at 19.
156 See OECD (1986), supra n.47, at 66, and Wasik, supra n.30, at 196.
157 See ‘ Internat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer-related cr ime’ , supra n.15.
158 See Elbra, supra n.147, at 20.
159 ‘ Internat ional  review of cr iminal  pol icy - the United Nations Manual on the
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the other hand, if a computer  cr ime is commit ted in a country where no 
ef fect ive  legis la t ion to penal ize the cr im ina l  concerned exists,  ext radi t ion 
for  prosecut ion to the c r im ina l ’s country of  origin,  may be impossible 
w i thou t  mutual  consent.  Without  mutual  convent ions  between two 
countr ies ,  it might be very complex and take a long t ime to come to 
prosecut ion.  For instance, even though the UK establ ished the Computer 
Misuse Act  in 1990, extradi t ing and prosecut ing wi thout in ternat ional  
co-opera t ion in a computer  cr ime case is almost impossible.  A 
co-opera t ive  pol icy  amongst  the countr ies  involved should be included 
where in  they agree on a mutual  def in i t ion of  computer  cr ime. Nevertheless,  
even if a convent ion or t rea ty exists between two countr ies involved in a 
computer  cr ime case, the fo l lowing issue ar ises:  the pr inciple  of  double 
cr iminal i ty.  It is necessary to meet cond i t ions of  double cr im ina l i ty  for 
ex t rad i t ion or mutual  ass is tance160. That is to say only an of fence, which 
both countr ies concerned have cr im ina l ised,  can be penal ised and 
extradi ted.  It may be possible  to deal wi th computer  cr ime on an 
in terna t iona l  level by synthes is ing two ju r isd ic t ion pr inciples.  For
example,  according  to the UN manual,  the act ive nat ional i ty  pr inc ip le  can 
be appl ied in con junc t ion wi th the te rr i to r ia l  ju r isd ic t ion.  This can only be 
app l ied to ser ious o f fe nc es 161. In t ransnat iona l  computer cr ime cases, 
co l lec t ing ev idence proves complex.  As a result,  w i thout  suf f ic ient  
ev idence, prosecut ion  becomes problemat ic.  For successful  prosecut ion 
of  computer  cr ime, these three facto rs relat ing to the col lect ion and use of 
ev idence are essent ia l :

(1) The coerc ive powers of  law enfo rcement  author i t ies  to gather  
evidence;

(2) The speci f ic  legal problems of gather ing ,  stor ing and l inking personal 
data in c r im ina l  proceedings; and

(3) The admiss ib i l i ty  of ev idence consis t ing  of computer  records in 
cr im ina l  court  p roceed ings162.

However, the compl icated nature of  computer  cr ime, in terms of 
making it unders tandable  to laymen, such as prosecutors ,  judges  and juries,  
is l ikely to prove very di f f icul t.  In part icular,  a language barr ier  makes 
t ransna t iona l  cr ime more hazardous. In such a case, all jud ic ia l  powers,  
inc lud ing the pol ice powers,  may not work  ef fect ively.  A f inal  d i lemma in 
t ransnat iona l  computer  cr ime is impos ing penal t ies af ter  ex t rad i t ion has 
occur red.  This is due to each country having an indiv idua l ised penal ty 
system. Consequent ly,  an imposed penal ty may prove insuf f ic ien t ly 
severe for  the cr ime concerned.

prevent ion and control  of computer-related cr ime’ , supra n.15.
160 Ibid. Heymann also ment ioned the same meaning, but he used ‘dual cr imina l i ty ’ , 
not ‘ double c r im ina l i t y ’ . See S. Heymann, ‘ Legislat ing Computer Cr ime’ , in 34 
Harvard Journal  on Legislat ion 2, 1997.
161 ' In ternat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer-related cr ime’ , supra n.15.
162 The Counci l  of Europe, supra n.35, at 70.
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2.5. The Future Prospect  on Combating Computer  Crime

2.5.1 Effect ive Domest ic Legis lat ion

It would seem no longer  quest ionab le  that  computer  cr ime is 
dangerous enough to cr im ina l ise,  not  only for a company, but also for  a 
state economy. It is essent ia l  to c r im ina l ise  and combat computer  crime 
to protec t  a coun t ry ’s nat ional  interests.  Furthermore,  the potent ia l  
danger  of computer  cr ime is increas ing in accordance with technological  
progress.  There fore,  as the UN manual insisted, c r im ina l is ing and 
combat ing computer  cr ime is vital not  only for  deve loped countr ies but also 
for  deve lop ing  countr ies.  It is imperat ive for  countr ies to establ ish a 
f ramework  for  computer  cr ime and determine its status at a nat ional  level 
before e f fect ive legis lat ion can be introduced. Moreover, it is impor tant  to 
draw pub l ic  at tent ion to computer  cr ime. Estab l ish ing work ing groups with 
a profound knowledge of computers  wi l l  be helpful  not only for  drawing 
publ ic at tent ion to the problem, but also for  suggest ing methods to combat 
computer  cr ime. These work ing groups should include government,  
jud ic ia l  and indus tr ia l  ci rcles,  wi th mutual  co-operat ion between th e m 163. 
The most impor tan t  point  is for  an ef fect ive  legis la t ion consensus to be 
es tab l ished in each country.  The UN manual suggested the fo l lowing 
measures for the preparat ion of  a nat ional  legis lat ion:

(1) Reviewing the present state of  legis lat ion in l ight  of the issues 
raised in [ the UN] manual,  assessing the substant ive  and procedural  
adequacy  of  their  legal  and admin is tra t ive in frast ructures and 
recommending appropr ia te  solut ions;

(2) Co-operat ing in the exchange of  exper ience and informat ion about 
legis la t ion  and jud ic ia l  and law-enforcement  procedures app l icab le  
to computer  cr ime;

(3) Under tak ing a rev iew of  sentencing legis la t ion,  pol ic ies and 
pract ices wi th a v iew to deve lop ing more ef fect ive penal  sentencing 
provis ions ;

(4) Ensur ing per iodic  reviews and reform of laws, pol ic ies and pract ices 
in o rder  to incorporate changes ar is ing f rom technolog ical  
deve lopments  and trends in computer  cr ime;

(5) Invi t ing educat iona l  inst i tut ions,  assoc ia t ions of  hardware and 
sof tware manufacture rs  and the data processing  industry to add 
courses on the legal and ethical  aspects of  computers  to their 
educat iona l  and training curr icula;

(6) Develop ing a mechanism to educate potent ia l  v ic t ims of  computer 
cr ime and to expose the real ex tent  of computer  cr ime;

(7) In v iew of  in ternat ional  character  of  data-process ing and informat ion 
technology,  shar ing secur i ty  standards and procedura l  techn iques 
among all sectors of the industry,  both nat ional ly and internat ional ly;

(11) Encourag ing the creat ion and implementat ion of  nat ional  computer

163 ‘ Internat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer-related cr ime’ , supra n.15.
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secur i ty legis lat ion,  pol ic ies and guidel ines;
(12) Encouraging management  and sen ior execut ives to commit  their 

organ isat ions to secur i ty  and cr ime prevent ion;
(14) Developing and promot ing computer  ethics in all sectors  of  society,  

but espec ia l ly  in educa t iona l  inst i tu t ions  and pro fess iona l  societ ies;
(16) Educat ing the publ ic about the prevalence of computer  cr ime and the 

need to promote computer  ethics,  s tandards  and secur i ty  measures;
(17) Promot ing v ict im co-opera t ion in report ing computer  cr ime;
(1 8 )  Training and educat ing personnel  in the invest igat ive ,  prosecutor ia l  

and jud ic ia l  s ys tem s164.

In order  to ef fec t ive ly  combat  computer  cr ime, per iodic reviewing ( item 4) 
and training schemes ( i tems 5 and 18) are essent ia l  to ensure that the 
progress of computer  cr ime and techno logy  are fo l lowed. The FBI, on the 
other  hand, indicated severa l  act ions,  which should be put into act ion to 
protect  computers  in general ,  such as the using of secure f i rewal ls  and 
enc ryp t ion165.

However, legis la t ion in any country combat ing t ransnat iona l  crime, 
such as computer  cr ime, must be based on a common consensus,  rather 
than countr ies adopt ing leg is la t ion  pr imar i ly to sat isfy ind iv idua l  nat ional  
economies. In part icular,  it is v i ta l ly  importan t to avoid
over -c r im ina l isa t ion  regarding the extens ion of  existing cr imina l  law to deal 
wi th computer  cr ime. Accept ing the broad def in i t ion as to what  computer 
cr ime entai ls may also lead to over-cr imina l isa t ion.  It wi l l  fu r ther  lead to 
ser ious confus ion in the cr imina l  jus t i ce  system. It would appear that  
there are two cho ices to resolve this problem. The f i rst  is to have a 
precise def in i t ion of computer  cr ime, to avoid over-cr imina l isa t ion.  It is 
necessary  to review nat ional  legis la t ion,  make dec is ions  as to which 
cr im ina l  law is appl icab le,  and make a cr i terion as to the appropr iate 
ex tens ion of legis la t ion on combat ing computer  cr ime. The UN manual 
stated one cr i ter ion in def in ing or restr ict ing cr iminal  l iabi l i ty :  acceptab le 
ex tens ion of  cr imina l  law under  careful examinat ion and jus t i f i ca t ion  — i.e., 
that  o f fences  in this area be l imi ted pr imari ly to in tent ional  a c t s 166. 
Otherwise,  the f reedom of both indiv idual  and in terna t ional  t rade may 
become restr icted. Ext reme leg is lat ion to combat computer  cr ime is also 
l ikely to restr ict  c i t izens ’ r ights if it proves to be too str ingent.  Computer 
cr ime legis la t ion  proves to be too str ingent.  In addi t ion,  commerc ia l  prof it  
m ight  incur ser ious damage if count r ies  restr ict  the use of  computers.  
The Peop le ’s Republ ic  of China has the most severe computer  crime 
legis la t ion .  The Chinese government  decided to control  Internet usage in

164 Items 8-10, 13 and 15 are omi tted due to thei r i r relevance. ‘ Internat ional  review 
of criminal  pol icy - the United Nat ions Manual on the prevention and control  of 
computer- re lated cr ime’ , supra n.15.
165 ‘ Federal  Bureau of Invest igat ion National Computer  Crime Squad’ ,
<ht tp : / /www.fb i .gov/proqrams/compcr im.htm> (print out on fi le with author).
166 ‘ Internat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer- re la ted cr ime’ , supra n.15.
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167September  1996 167 — restr ict ing not only pornography but also 
ant i -governmenta l  opinion and act iv i t ies and Taiwanese in format ion,  
espec ia l ly  pol i t ical  cr i t ic ism of Chinese government  pol icy. The Chinese 
cul tural ,  pol i t ical and legal env ironments  enforce this legis lat ion and 
resistance is m in im a l168.

The second choice is to def ine not just  computer  cr ime itself, but 
what  spec i f ica l ly  must be protected. There are some in tangib le objects at 
r isk in terms of computer  cr ime. In short, they are, for  instance, data or 
informat ion,  computer programmes and the like. Str ict ly speaking, 
conf ident ia l i ty ,  integr i ty and avai labi l i ty  of the said objects must be 
protected.  These issues wi l l  be discussed at length in the fo l lowing 
chapter.

An in terest ing example  is in France. Leg is lat ion cal led Loi Toubon, 
has been adopted since 1994. Its purpose is main ly  to protect  French 
language and cul ture,  and it prohibi ts educat ing or going into business 
so le ly in a foreign language that is not combined with F rench169. The Loi  
Toubon may have a subs id iary  purpose in that  the French government  aims 
to pro tec t  French prof i ts in commerce through exc lus ive usage of  their  
mother  tongue, as doubt  or m isunderstanding is el im inated when using 
o ne ’s nat ive language in commerc ia l  t ransact ions.

Al l count r ies have an indiv idual  legal system and cul ture making it 
d i f f icu l t  to come to a universal  consensus regarding computer  cr ime laws. 
The choice,  whether  to modify an exist ing law or in troduce a new law, 
depends on one country  agree ing with another.  It is, therefore,  imperat ive 
to have a common corners tone for proceeding at the same direct ion 
in ternat ional ly.  A suggested solut ion is to adopt  an exist ing idea, such as 
the minimum list and the opt ional  l ist, provided by the Counci l  of Europe, 
into a nat ional  legis lat ion.  In particular, this would be ins trumental  in 
set t ing up nat ional  legis la t ion  to combat  computer  cr ime in legis la t ively 
deve lop ing countr ies.

2.5.2 The Real In ternat iona l  Harmonisat ion

Inte rnat iona l  harmonisat ion to combat computer  cr ime raises 
prob lemat ic  issues — essen t ia l l y  because computer  cr ime is considered a 
t ransna t iona l  cr ime, wh ich can harm the in ternat ional  economy. 
Accord ing  to the UN manual,  it is necessary to have a stra tegy to examine 
and promote cr ime preven t ion programmes on both nat ional  and 
in te rnat iona l  levels,  both immedia te ly  and in the long term. It also stated

167 There are other countr ies,  where restr ict ions or the Internet exist: Germany and 
Singapore.  However, these countr ies have restr icted mainly pornography on the 
websi te.  See K. Ebata, ‘ Informat ion War ’ (1997) Far East Economics,  Tokyo at 
192-194.
168 H.A. Wan, ‘An Analysis of Chinese Laws against Computer  Cr imes’ , 5 Journal of 
Global  Informat ion Management  2, 1997.
169 Hi rano & Makino, supra n.1, at 59-60.
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that  this would fos te r  the pol i t ical wi l l  to create a secure informat ion 
communi ty  and the universa l  cr im ina l isa t ion of computer  cr ime. There are 
other advantages, high l ighted by the UN, for  harmonis ing the procedural  
processes to combat  computer  crime:

(2) The expans ion of  in ternat ional  t rade and commerce raises a 
concomi tant  need for laws that wi l l  adequate ly  safeguard economic 
interests and faci l i tate ,  stabi l ise  and secure  economic  act iv i t ies;

(3) Internat ional  legal harmonisat ion increases the abi l i ty  of t ransnat ional  
business and other computer  users to pred ic t  the legal consequences 
of cr iminal  misuse of  computer  systems. Pred ic tabi l i ty  leads to 
conf idence  and s tab i l i ty  on the in terna t ional  inves tment market;

(5) Harmonisat ion can help to avert  market  rest r ic t ions  and nat ional  
barr iers to the f ree f low of  informat ion and the transfe r  of technology;

(6) The harmonisat ion of  laws, including cr imina l  laws, could promote 
equal  cond i t ions for  compet i t ion;

(7) Better harmonisat ion can prevent some countr ies f rom becoming 
havens from which in ternat ional  computer  cr ime could be commit ted 
with impunity;

(8) Harmonisat ion fac i l i ta tes  law enforcement  by the agenc ies of  d i f ferent 
countr ies because it provides a common understanding of what  types 
of conduct const i tu te  cr ime and, in part icular,  computer -re la ted crime.

(9) The harmonisat ion of  substant ive law fac i l i ta tes the ext radi t ion of 
a l leged or fug i t ive of fenders.

(10) Harmonisat ion fac i l i ta tes  mutual  legal assistance,  that  is, the use of 
legal ly control led invest igatory  powers,  such as search and seizure,  
examinat ion of  w i tnesses , electron ic  surve i l lance etc., by one country 
for  the benef i t  of  another  country.  Even where  dual cr imina l i ty  is not a 
prerequis i te,  a common conceptual isat ion of  what const i tutes  a crime 
assists the law-enforcement  and judic ia l  author i t ies  of  the country  in 
undertaking

(11) The harmonisat ion of  of fences fac i l i ta tes the harmonisat ion of 
procedura l  law with respect to invest igatory  pow ers170 *.

I tems (2) to (6) are aimed at enhancing the wor ld economy, and i tems (8) 
to (11) are aimed at faci l i ta t ing in ternat ional  legal  t ransact ions.  The item 
to at t ract  at tent ion is (7): it is aimed at prevent ing the creat ion of  “ havens” 
— places where computer  cr ime can be commit ted wi thout  penalisat ion.  
Such “havens” sti l l  exist ,  for  example,  in Japan where it is prob lemat ic  to 
penal ise a computer  cr imina l  who has done unauthor ized pr ivate work ( i .e ., 
t ime theft)  because of  a lack of  c lear consensus in the Japanese judic ia l  
ci rcle.  The s ign i f icance of  promot ing harmonised legis lat ion 
in te rnat iona l ly  is, therefore,  indisputable.  To ful f i l  the UN advantages of 
in ternat ional  harmonisat ion,  the UN manual recommends:

170 Items 1 and 4 are omi tted due to thei r i rrelevance. ‘ Internat ional  review of
cr iminal  pol icy - the United Nations Manual on the prevent ion and control  of 
computer- related cr ime’ , supra n.15.
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(1) Within regional  groups or assoc ia t ions,  [to conduct]  comparat ive 
analyses of  substant ive  and procedura l  law relat ing to computer 
cr ime;

(2) [To at tempt]  to harmonise substant ive and procedura l  law among the 
States of  a region by deve lop ing gu idel ines,  model law or 
agreements;

(3) When negot ia t ing or reviewing t reat ies on ext radi t ion,  mutual 
ass is tance or t ransfe r  of  proceedings, whether  bi lateral or 
mult i la tera l ,  addressing  the fol lowing issues, [to take] into account 
human rights,  inc lud ing pr ivacy rights, and the sovere ignty  of States:

(4) [To ensure ]  a ju r isd ic t iona l  base for the prosecut ion of t ransborder,  
computer - re la ted  cr ime and enact ing mechan isms for resolving 
ju r isd ic t iona l  conf l ic ts  [by];
i. Impos ing ob l igat ions to ex tradi te  or prosecute of fenders;
ii. Faci l i ta t ing mutual  assistance, part icular ly  regarding synchronised 

law enforcement ,  t ransborder  search and seizure and the 
in tercep t ion  of  com m un ica t ions171.

It is imperat ive  to reform sentenc ing at a nat ional  level before dealing 
wi th the in te rnat iona l  level.  As aforement ioned,  it would be easy to ut i l ise 
in ternat ional  recommendat ions,  such as those of  the Counci l  of Europe and 
of the U N 172. Arch iv ing long-standing ef forts,  the Counc i l  of  Europe 
publ ished the Convent ion on Cybercr ime in 2001 as br ief ly ment ioned 
ear l ier . It p laced great impor tance on cybercr ime (over  computer  cr ime) 
in cons iderat ion of  its ser iousness.  However,  it is too ear ly to celebrate 
v ictory.  First  of  all, th is Convent ion has not been adopted worldwide. 
Secondly,  some countr ies have just  started the preparat ions  for their  
ex is t ing cr im ina l  law to fu l f i l  the requ irement of  the C onven t ion173. Indeed, 
in ternat ional  harmonisat ion is not yet  accompl ished.  In other words,  
ha l f - f in ished in te rnat iona l  co-operat ion between nat ions is l ikely to al low 
for the ex is tence of “computer  cr ime havens” or “data parad ises ” where the 
computer  cr im ina l  takes re fuge174.

3. The Methods of Cyber  Risk Management

In the prev ious  sect ion,  computer cr ime as a port ion of cyber risk 
has been well  examined.  In real i ty, cybercr ime is the centre of  at tention 
compared to computer  cr ime according to the rapid deve lopment  of 
computer  technology. However,  it is concluded that cybercr ime is a part 
of  computer  cr ime. Some types of  t rad i t ional  computer  cr ime, which do

172 Drug traf f ick ing and money laundering have al ready been recognised as 
t ransnat ional  cr imes. Because they are in the simi lar cr ime range with computer 
crime, both being concerned with the economy, the process used to make the exist ing 
legislat ion for drug traf f ick ing and money laundering, may prove useful  in the 
computer  cr ime legislat ion.  Carter & Katz, supra n.145.
173 Ful ler discussion on this Convention wil l  be presented in the fol lowing chapter.
174 ‘ Internat ional  review of cr iminal  pol icy - the United Nations Manual on the 
prevent ion and control  of computer-related cr ime’ , supra n.15.
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not have any cyber  factor,  such as s imple thef t  or t ime theft,  do not have 
much impact on a v ict im company. Neverthe less,  it runs cont rary to the 
purpose of  this thes is  to exc lude a potent ia l  r isk s imply because it is minor.

As prev ious ly  ment ioned in Chapter I, cyber r isk is suggested to 
include computer  cr ime, em p loyees ’ opera t ional  errors or computer  system 
failure,  which fal l  wi th in the def in i t ion of  opera t ional  r i s k 175. Even if a 
certain behav iour  is not def ined as an of fence or error in real i ty, it may cost 
a company a t remendous amount of money: Websense Inc. reported that 
approx imate ly  15 mil l ion employees are able to use the Internet at work in 
Japan, and the ir  average monthly income is 355,000 yen (equ ivalent  to 
£2,088 176 ). Cons ider ing those cond i t ions,  the Japanese loss of 
product iv i ty reached 1.77 tr i l l ion yen (equ iva lent  to £10.41 b i l l ion177). It 
has been proven that  employee Internet abuse is taken ser ious ly  in some 
com pan ies178.

Cons ider ing  f inanc ia l  service bus inesses in part icular,  computers 
and networks are ut i l ised in all of  thei r  phases. It is cr i t ical  for  f inancial  
ins t i tu t ions to acknowledge all types of cyber r isk to fu lf i l  the sound 
management  of  bus inesses.  Hence, this thesis at tempts  to address all 
cyber r isks wi th in f inanc ia l  service businesses.  Towards the 
accompl ishment  of  th is purpose, other  indigenous r isks in f inanc ia l  service 
businesses,  such as t rad ing risk, market r isk and the like, wil l  be exempted 
from this thesis.

The f i rst  step has been taken towards avo id ing cyber risk: f inancial  
ins t i tu t ions ’ v ig i lant  awareness.  However, there are some other steps 
which must be taken before moving to the actual  risk management  methods. 
Mere awareness of  cyber risk di f fers f rom acknowledging what  types of 
potent ia l  cyber r isk exists in one ’s own company. Then, the next step is 
to grasp c lear ly  what  protect ion is necessary.  Otherwise, it is impossible 
to ei ther  assume the potent ia l  ex tent  of damage or choose the appropr iate 
coun te rmeasures.  Indeed, it is essent ia l  to determine all cyber r isks 
wi th in all the bus iness processes as well  as wi th in the ent i re company. 
Neverthe less,  there are also risks in this course of  act ion, such as:

A risk of
* receiv ing incons is ten t  qual i ty of informat ion;
* in format ion being interrupted or intercepted;
* fa i l ing to take not ice of  informat ion,  and;
* in format ion unable to be analysed.

175 Operat ional  risk wil l  be discussed in Chapter VI.
176 The exchange rate: £1 equivalent to approx imately 170 yen.
177 According to the survey conducted in 2000, an average 96 minutes per week per 
head was spent for browsing websi tes, which were i rrelevant to one’s business.
See ’ 18 September 2002, Websense Japan Inc. ’ ,
<http: / /www.websense.com/companv/news/pr /02/ iaDan/091802.c fm> (pr int out on fi le 
with author).
178 The Xerox ’s case, see Introduct ion.
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To avoid these risks, it is cr i t ical  to implement  the t ransparent  
info rmat ion superh ighway.  For example,  whi le a part icular  piece of 
info rmat ion is not impor tant  at a department ,  but  it wi l l  be useful  for  others.  
Establ ish ing a central ised informat ion database wi l l  be helpful  for 
knowledge management .

The f inal  step is to choose the appropr ia te  types of risk management  
methods. Tradi t iona l ly,  the responses to r isks are divided into six 
categor ies:  avo idance, prevent ion,  protect ion,  d istr ibut ion,  t rans fe r  and 
retent ion.

* Avo idance

* Prevent ion

* M i t iga t ion179

* Distr ibut ion

* Transfer
* Retent ion

not to involve any fac to r  (activity, project , human 
resources) which assoc ia tes with a r isk in businesses;  
to reduce or decrease the size of potent ia l  loss or its 
f requency;
to remove or minimise the impact of  the inc ident  being 
Mit igat ion real ised;
to minimise the size of  potent ia l  loss by dis tr ibu t ing  
the r isk burden;
to shi f t  the r isk burden to another party, and; 
to possess the risk burden180.

In general ,  the f i rst  four responses work to control  r isks and the last 
two responses f inance r isks at one ’s own expense. A decis ion depends 
upon how each company combines  the said responses. Indeed, the 
coun te rmeasures  aga inst  cyber risk that  wil l  be examined in the fo l lowing 
chapters fal l  in one of  those categor ies.

179 It also appears to be ident i f ied as “ Protect ion” .
180 See 'Risk Management  St ra teg ies ’ ,
<ht tp: / /www.c-r isk .com/Const ruct ion Risk/RM Strategies Q1.htm>. ‘Dai 4 suteppu  
r isuku syor i  (The 4th step: risk d isposal ) ’ ,
<ht tp : / /www.hvuqa.or . ip /hoken/rskmnq/r14.html> (print out on fi le with author).
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Chapter III:
An Analysis of 

the Scope of Criminal
Law
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1. In ternat ional  harmonizat ion

The in ternat iona l  harmonisat ion movement  to combat computer  
cr ime was in i t iated by the OECD. The OECD began their  research in 
1983, and publ ished a report  “Compute r-Re la ted  Crime: Analys is  of  Legal 
Po l icy” in 1986. Fol lowing the OECD, the Counci l  of  Europe started 
discuss ions about  the legal prob lems of  computer  cr ime in 1985, and 
publ ished “ Recommendat ion N° R (89) 9 ” in 1989 and Recommendat ion N° 
R (95) 13“ , concern ing problems of  cr imina l  procedura l  law connected with 
Informat ion Technology. Subsequent ly,  the Uni ted Nations (here inafter  
“ UN” ), at the th i r teenth  plenary meet ing of  the Eighth UN Congress on the 
Preven t ion  of  Cr ime and the Trea tment  of  Offenders,  adopted a Resolut ion 
to combat  computer  cr ime in 1990.

Accord ing  to the Counci l  of Europe, there are three approaches 
towards the in te rnat iona l  control  of  computer  cr ime:

(1 ) St ipula t ing what acts const i tu te  of fences by amendments  and 
supp lements  to substant ive cr imina l  law;

(2) Effect ive prosecut ion,  in te r  al ia,  by possibly,  adapt ing domest ic 
cr im ina l  procedura l  law;

(3) Improving in ternat iona l  c o l labo ra t ion181.

These approaches appear  very basic.  The f i rst  and the second relate to 
the domest ic  dimension of  computer  cr ime, and the thi rd,  the in ternat ional  
d imension. In its contract ,  the Eighth UN Congress adopted a more 
prec ise o u t lo ok 182:

(1) Modern isat ion of  nat ional  cr imina l  laws and procedures,  including 
measures to ensure  that  exist ing of fences and laws concern ing 
invest iga t ive  powers and admiss ib i l i ty  of ev idence in jud ic ia l  
p roceedings adequate ly  apply and, if necessary,  make appropr ia te  
changes;

(2) In the absence of  laws that adequate ly  apply, create of fences and 
invest igat ive  and ev ident ia ry  procedures,  where necessary,  to deal 
wi th th is novel  and soph is t ica ted form of cr iminal  act ivi ty;

(3) Provide for the for fe i tu re  or rest i tu t ion of i l legal ly acquired assets 
resul t ing f rom the commiss ion of computer -re la ted cr imes;

(4) Improvement  of computer  secur i ty  and prevent ion measures,  taking 
into account  the prob lems related to the protect ion of  pr ivacy,  the 
respect  for  human r ights and fundamenta l  f reedoms and any 
regu la tory  mechan isms per tain ing to computer  usage;

8 J. Backhouse & G. Dhi l lon, supra n.123, at 647-648.
182 See ‘8th Uni ted Nations Congress Resolut ion on computer-related c r imes’ , 
<ht tp : / /www. io .com/~asrcs /un .html> (print out on fi le with author).
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(5) Adopt ion of  measures to sensi t ise the public,  the jud ic ia ry  and law 
enfo rcement  agencies to the problem and the impor tance of 
preven t ing  computer -re la ted cr imes;

(6) Adopt ion of  adequate t ra in ing measures  for judges,  of f ic ia ls  and 
agenc ies responsib le  for  the prevent ion,  invest igat ion,  prosecut ion 
and ad jud icat ion of  economic  and computer -re la ted cr imes;

(7) E laborat ion,  in col laborat ion  wi th interested organ isat ions,  of  rules of 
ethics in the use of  computers  and the teaching of  these rules as part 
of  the cur r iculum and training in informat ics;

(8) Adopt ion of  pol ic ies for  the v ic t ims of  computer -re la ted cr imes which 
are cons is ten t  wi th the United Nations Declarat ion of  Basic Pr inciples 
of  Just ice for  Vict ims of  Cr ime and Abuse of Power,  including the 
rest i tu t ion of  i l legal ly  obtained assets,  and measures  to encourage 
vict ims to report  such cr imes to the appropr ia te  author i t ies.

Its eight measures  are s imi lar  to Pa rke r ’s eight advantages of  having 
a law spec i f i ca l ly  for  computer  c r im e183, because both provide suggest ions

183 Parker explained eight advantages of having a law as:
Introducing new legislat ion combat ing computer  crime

(1) makes people recognise such an abuse or of fence is ser iously harmful  against 
a communi ty,  government or an individual,  social ly and ethical ly. The fact  that 
potent ial  losses are l ikely to be huge, is substant ial ly notewor thy when focusing on 
combat ing computer crime;
(2) encourages companies to regulate company sel f -governance policy, and inform 
employees as to what act ivi ty is legal or i l legal, and thus be ef fect ive to deter 
employees from committ ing computer  crime;
(3) should restrain anyone who is in a conf ident ial ly high posi t ion or has high 
technology, from committ ing computer  crime;
(4) makes a prosecut ion easy, so that the period of a cr iminal suit and the amount 
in cont roversy should reduce dramat ical ly;
(5) can work ef fect ively on cr iminal  proceedings;
(6) The people involved in a suit need not divert  to other types of laws combat ing 
computer  crime, so they can convict  directly;
(7) It is possible to correct any kind of precise stat ist ics of computer  crime.
Those stat ist ics wi l l  be effect ive in knowing the real i ty of computer  cr ime and its 
character ist ics ; and
(8) Introducing new federal  legislat ion combat ing computer  works ef fect ively to get 
rid of di f ferences among states.

These advantages can be expected when new legislat ion on combat ing computer  
cr ime is introduced. The f i rst three advantages are not di rect ly related to 
legislat ion i tself: the f i rst  aims at at t ract ing people ’s attention, the second st imulates 
sel f-governance.  They do not have an act ive effect on legislat ion, thus they would 
seem solely to be passive advantages. Only the third aims at restraining a person 
committ ing computer  crime, thus is l ikely to be an advantage which develops outside 
the legislat ive process. The fourth to sixth aims consider  three advantages of how 
legislat ion ef fect ively deals with computer  crime. In part icular, the fourth is an 
essent ial  advantage for the judicial  circle, mainly for  prosecutors. This is because 
it is said that it normal ly takes 65 days to prosecute an ordinary whi te-col lar  cr iminal:  
it is possible to prosecute a murder, two rapists, and three robberies wi thin the same 
period. (See ‘ Prosecutors,  Police and Judges ’ ,
<ht tp : / /www.edu. tu is .ac. ip /~b97049/c l imina l2 .html> (print out on fi le with author).)
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for combat ing the problem. However, the thi rd and the eighth measures 
stated below, are not included in the advantages Parker  suggested. The 
third and eighth aim at provid ing a type of re l ief  measure for v ict ims of 
computer  cr ime. It is very impor tant  to consider  legis la t ion,  not only for 
cr iminals,  but  also for  v ict ims. Regard ing the sixth,  as Bender also 
ment ioned,  provid ing computer - t ra in ing  oppor tun i t ies seems to be 
becoming more of a necessi ty  for  anyone in the jud ic ia l  c i r c le 184 185. The 
Counci l  of Europe also suggested, at the very least, a minimum l ist and an 
opt ional  l ist of  of fences to make an ef fect ive and a uni f ied cr iminal  pol icy 
on legis lat ion is n e c e s s a ry 186. This suggest ion  seems to be a very 
ef fect ive one. This is because all member  countr ies  wi l l  share the same 
basis on a nat ional  legis lat ion as a resul t  of  adopt ing the suggest ion.

As Kaspersen stated, nat ional  legis lat ion is l ikely to have a role in 
both encourag ing the harmonis ing of  countr ies toward an in ternat ional  
recogni t ion of  computer  cr ime, and in st imulat ing the adopt ion of 
in ternat iona l  convent ions  to tack le  such c r im e 186. But some quest ions 
should be raised:

( 1 )  The adequacy of  pol ice powers per forming cr iminal  inves t iga t ions  in 
au tomated data processing  dev ices for both computer  cr ime and 
computer - re la ted  cr ime (a t rad i t ional  cr ime commit ted by the use of 
computer  technology) ;

(2) The ju r isd ic t ion  for  nat ional  pol ice author i t ies  executing 
invest igat ions outside the nat ional  terr i to ry  using these networks to 
access to data f i les (not phys ica l ly  present in the home country),  and 
the necess i ty  of  new in te rnat iona l  convent ions  and regulat ions  in the 
f ield of  procedura l  cr imina l  law; and,

(3) The necess i ty  of an in te rnat iona l  harmonisat ion of  those powers to 
prevent  fa i lu re  of  in terna t ional  co-operat ion if pol ice powers are not 
equal ly  le ve l led187.

As has already been ment ioned,  the Counci l  of  Europe has been 
address ing computer  cr ime s ince the 1980’s. The commit tee of experts 
on cr ime in cyberspace  (PC-CY) began to work on a draf t  convent ion on 
cyber-cr ime in 1997, and then made the f inal Convent ion on Cybercr ime in 
publ ic in 2001. It was adopted by the Commit tee of  Ministers of the

The seventh can provide empirical  support  for this aim. Only the last point is mainly 
for the USA, not in general . See Parker (1984), supra n .42, at 323.
184 Bender ment ioned that a panel of the Associat ion for Comput ing Machinery 
recommended providing educat ional  oppor tun i t ies for new users to deal with criminal 
act ivi ty in 1985. See D. Bender, ‘ Computer  law vo l .4 ’ (1997) Matthew Bender, New 
York at 4B-122.
185 See European Committee on Crime Problems, Counci l  of Europe (1990), supra 
n. 112, at 33.
186 Kaspersen, supra n.64, at 44.
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Counci l  of Europe at its 109th Session on 8 November  2001 and was 
signed by its member  countr ies as well  as four non-member  States:  Canada, 
Japan, South Afr ica and the United States of  A m e r i c a 188. The said 
commit tee  has worked act ively.  Its work cons ists of four chapters;  
te rm ino logy  is explained f irst, harmonisat ion of the nat ional  procedura l  law 
second, in ternat iona l  mutual  assistance third,  then f inal  prov is ions  in the 
end. Under the Convent ion there are four of fence categor ies:

(1) Offences aga inst  the conf ident ia l i ty ,  integr i ty and avai labi l i ty  of 
computer  data and systems, which includes i l legal  access, i l legal 
inte rcep t ion ,  data inter ference, system in te r ference and misuse of 
dev ices  (Art ic les  2 to 6);

(2) Compute r- re la ted of fences, which include computer -re la ted  forgery, 
and computer -re la ted  fraud (Art ic les 7 to 8);

(3) Content- re la ted of fences, meaning of fences related to child 
pornography (Art ic le 9); and

(4) Offences related to in fr ingements  of copyr ight  and related rights 
(Art ic le 1 0).

Any at tempt in aiding or abett ing of those of fences a forement ioned is 
also a cr ime under Ar t ic le  11. The essent ia l  aim of  conc luding  this 
convent ion is to let member  countr ies implement a s tandardised nat ional  
law combat ing c y b e r c r im e 189. Any past gu ide l ines or legal analyses 
carr ied out by any in ternat iona l  organisat ion has lacked strong obl igat ion.  
However,  this Convent ion obl iges a rat i f ied country  to implement counter 
measures  aga inst  cybe rc r im e190. In fact, those ob l igat ions require many 
changes main ly  to an exist ing law, regulat ion or system of the rati f ied 
countr ies.  Moreover,  it is r igid and covers more than the major i ty of 
nat ional  law; no country  would be able to rat i fy the Convent ion wi thout 
legal change to a greater  or lesser extent. However, the Convent ion 
promises a great deal , once its terms are agreed upon. Any of fence 
which is descr ibed in the Convent ion,  is cr im ina l ized on a nat ional  level at 
f i rst  (in its chapter II). Then it promises in ternat ional  mutual  assistance if 
it is a t ransnat iona l  cybercr ime based on the terr i to r ia l  ju r i sd ic t ion (in its 
chapter  I I I ) 191. However,  it does not mean that an o f fender  can be

188 See ‘Convent ion on Cybercr ime (ETS no. 185): Explanatory Repor t ’ , 
<ht tp : / /convent ions.coe. in t /Treatv /en/Repor ts /Htm 1/185.htm> (print out on fi le with 
author).
189 Not only the member countr ies of Counci l  of Europe but also the United States, 
Canada, Japan and South Afr ica are involved in the draft ing process. See ‘ Draft 
Convent ion on Cyberc r ime’ , < http: / /convent ions.coe. in t / t reatv /EN/cadrepro ie ts .h tm> 
and ‘Opinion 4/2001 on the Counci l  of Europe’s Draft Convent ion on Cyber-cr ime’ , 
<http: / /europa.eu. in t /comm/ in terna l  market/en/dataprot /wpdocs/wp41 en.htm> (print 
out on f i le with author).
190 This obl igat ion is never theless no legal force in view of lack of an execute organ 
in case a member country does not accompl ish as it describes.
191 Ar t ic le  22 of  sect ion 3 (Jur isdict ion)  urges appropr iate legal counter  measures
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ext radi ted amongst  any rati f ied countr ies of  the Convent ion;  all rat i f ied 
countr ies do not agree on the same reciproca l  ext radi t ion t reaty,  such as 
the European Convent ion on Ext radi t ion.  It is of  importance to recognise 
the dual c r im ina l i ty  held upon ext radi t ing an of fender  f rom one to the other, 
as well  as the t reaty between two countr ies.  If no mutual  assistance 
treaty or a r rangement  exists between the two countr ies  concerned,  it is sti l l  
possible to request mutual  ass is tance by apply ing to the Convent ion i tsel f  
under Art ic le 2 7 192. In case of  a dispute amongst  rat i f ied countr ies,  it 
suggests  referring to the European Commit tee on Cr ime Problems (CDPC) 
or the In ternat ional  Court  of  Just ice.

There are problemat ic  issues in th is Convent ion.  First ly, this 
convent ion would be rat i f ied by a small number of  countr ies .  Most of 
them are deve loped countr ies;  while cybercr ime is not a spec i f ic  problem 
for them, they are very l ikely to be target  countr ies  of cybercr ime. 
Cyberc r ime is techn ica l l y  an of fence anybody can commit  f rom anywhere in 
the wor ld with a networked computer.  It is not  exc lus ive ly  an urban type 
of fence. In fact,  the “ Love Bug V i rus” , which was cal led “the most
dest ruc t ive  cyberspace at tack ye t ” in ear ly 2000, causing bi l l ions of  dol lars 
in damage,  originated from the Ph i l ipp ines193. Therefore ,  this Convent ion 
is more l ikely to cover  only the t ip of the iceberg. Secondly it requires 
preserving,  disc los ing and accessing computer  data and traf f ic  data, 
col lect ing t raf f ic data in real- t ime, in tercept ing communica t ions and so on 
— a ser ies of  opera t ions  ( themselves  a heavy f inanc ia l  burden) which 
cannot be done wi thout  the assistance of  the indust r ies c o n c e rn e d 194. 
Thirdly,  it is an issue re lat ing to pr ivacy and human rights. In relat ion to 
the second issue, some requ irements  under the Convent ion may be in 
danger of  in fr ingement  of  privacy. The Convent ion,  however, clear ly 
expressed in its Preamble:

“ . . .Mindful  of the need to ensure a proper balance between the interests 
of law enforcement  and respect for  fundamenta l  human rights, as 
enshr ined in the 1950 Counci l  of  Europe Convent ion for  the Protect ion of 
Human Rights and Fundamenta l  Freedoms, the 1966 United Nat ions 
In ternat ional  Covenant on Civil and Pol i t ical  Rights,  as wel l  as other 
app l i cab le  in ternat iona l  human r ights t reat ies,  which reaffi rm the right  of 
everyone to hold op in ions  w ithout in ter ference, as well  as the r ight  to 
f reedom of expression , including the f reedom to seek, receive,  and

against  any offence descr ibed between art icles 2 to eleven of the Convention being 
committed within a par ty ’s terr i tory, on board a ship f lying its f lag, or by one of its 
nat ionals if the of fence is punishable under cr iminal  law where it was committed or if 
the of fence is committed outside the terr i tor ial  jur isdict ion of any State. See ‘Draft 
Convent ion on Cybercr ime’ , supra n.180.
192 JArt icle 27 -  Procedures pertaining to mutual assistance requests in the absence 
of appl icable internat ional  agreements.  Ibid.
193 See ‘Wai ting for ‘ Love’ Suspec t ’ ,
<ht tp : / /abcnews.qo.com/sect ions/ tech/Dai lvNews/v i rus 000508.html> and ‘ Love Bug 
probe widened at BBC News Onl ine: Sci /Tech’ ,
<http:/ /news.bbc.co.Uk/1 / low/sc i / tech/749664.s tm> (print out on fi le with author).
194 See ‘Opinion 4/2001 on the Counci l  of Europe’s Draft Convent ion ’ , supra n.180.
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impart  in fo rmat ion and ideas of all kinds,  regardless of  f ron t iers ,  and the 
rights concern ing the respect for p r ivacy195...”

A l though it does not intend to infr inge upon human r ights,  it surely 
prov ides the potent ia l  for  in fr ingement .  In fact, some onl ine pr ivacy 
suppor t  groups made a protest  aga inst  the Counci l  of Eu rope196. It is a 
cr i t ical  issue. On the one hand, one could argue that  the Convent ion on 
Cyberc r ime is minute and well  made. On the other, it contains some 
cri t ical  problems, which must be resolved before the draf t  is rat i f ied.

The ef for ts by major industr ia l ised democrac ies  (and others) to 
combat cybercr ime are cont inuous. The f i rst  in i t iat ive was sketched in the 
Lyon Summit  in June 1996. In the Lyon Summit ,  the importance of  global  
cooperat ion to tack le  in ternat ional  organised cr ime was emphasised, and 
40 recommendat ions  to combat  t ransnat iona l  organised cr ime were 
a do p te d197. In regard to the fo l lowing Denver  Summit  of  the Heads of 
State of  Government  of the eight major indust r ia l ised democrac ies 
(hereinaf ter  “ G 8”) in 1997, the Communiqué clear ly declared the 
importance of  in tens i fy ing the cooperat ion on combat ing computer-related 
cr ime and high- tech cr ime in paragraph 4 0 198. In B irmingham in May 1998

195 ‘Draft Convent ion on Cybercr ime’ , supra n.180.
196 ‘Ohsyû onl ine hanzai  jouyaku  ni soshik i tek i -na-kougikoudou  (An organisat ional  
protest against  the draft  European Convention on Cybercr ime) ’ , 
<ht tp : / /www.zdnet.co. jp /e-bus inenn topb4f5b96 f> (print out on f i le with author).
19/ See ‘P-8 Kokusai -soshik i -hanzai  jôkyû senmonka kaigou no 40 kankoku  (P-8 Forty 
recommendat ions against internat ional  organised crime prepared by the Senior 
Special ists Meet ing) ’ ,
<ht tp: / /www.mofa.qo. ip /mofai /aaiko/summit /bi rmin98/bun 40 ,html> (print out on fi le 
with author).
198 Since the Lyon Summit  of the Seven in 1996, impor tance has been placed on 
issues on market g lobal isat ion and internat ional  organised crime. In regard to the 
Denver Summit of the Eight in 1997, the Communiqué declared ‘we must intensi fy our 
efforts to implement  the Lyon recommendat ions.  In the coming year we wil l  focus 
on two areas of cr i t ical  concern: First, the invest igat ion,  prosecution, and punishment 
of high-tech cr iminals,  such as those tamper ing with computer  and 
te lecommunicat ions technology, across nat ional borders. Second, a system to 
provide all governments the technical  and legal capabi l i t ies to respond to high-tech 
crimes, regardless of where the cr iminals may be located. ’ See ‘Communiqué: The 
Denver Summit of the Eight ' ,
<ht tp : / /www.state.qov/www/ issues/economic/summit /communiaue97.html> (print out 
on fi le with author).  To reach this target, combat ing internat ional  organised crime, 
including high- tech cr imes, was chosen as one of main issues at the Birmingham 
Summit of Eight in 1998: ‘We agree to implement rapidly the ten pr inciples and ten 
point act ion plan agreed by our Ministers on high tech crime. We call for close 
cooperat ion with industry to reach agreement on a legal f ramework for obtaining, 
present ing and preserving electronic data as evidence, while maintaining appropriate 
pr ivacy protect ion,  and agreements on sharing evidence of those crimes with 
internat ional  partners. This wil l  help us combat a wide range of crime, including 
abuse of the Internet and other new technolog ies ’ . See ‘TFIE BIRMINGHAM SUMMIT: 
FINAL COMMUNIQUE - Sunday 17 May 1998',
<ht tp : / /b i rminqham.q8summit .qov.uk/docs/ f ina l .shtml> (print out on fi le with author).
It is no exaggerat ion to say that this Summit was a mi lestone in exposing these 
issues to the l imel ight .  In addit ion, the part icipants for these three Summits were, 
basical ly, Presidents,  Prime Ministers and Chancel lor  from Canada, France, Germany, 
Italy, Japan, UK and USA, and President of European Commission. Russian 
President has jo ined the Summit at Denver. See ‘G7 Lyon Summit Informat ion ’ ,

89

http://www.zdnet.co.jp/e-businenn_topb4f5b96f
http://www.mofa.qo.ip/mofai/aaiko/summit/birmin98/bun_40,html
http://www.state.qov/www/issues/economic/summit/communiaue97.html
http://birminqham.q8summit.qov.uk/docs/final.shtml


the G8 Heads and the President  of the European Commiss ion held a 
summit  and agreed on combat ing high-tech c r im e 199. They recogn ised a 
dramat ic  increase in t ransnat iona l  cr ime caused by global isat ion,  and the 
necessi ty  of  in ternat iona l  co-operat ion in combat ing this menace. The 
in i t iat ive s ince Lyon has aimed mainly at money launder ing  and 
transnat iona l  cr ime, such as terror ism, narcot ics;  issues on
computer - re la ted  cr ime or high-tech cr ime were a related issue rather than 
an exact  target.  However cybercr ime has become one of  the central  
issues of t ransnat iona l  cr ime since 1997. The G8 Heads approved the ten 
pr inc ip les and a ten-po in t  act ion plan on high tech cr ime 200, to be 
implemented rapidly,  was agreed upon: through co-operat ion wi th industry 
to reach agreement  on a legal f ramework  for  obtaining, present ing and 
preserv ing e lec tron ic  data as evidence, wh i le maintaining appropr iate 
pr ivacy protect ion.  Furthermore,  it would appear  s igni f icant  that  they 
ment ioned combat ing abuse of  the Internet and other  technolog ies.  They 
recognised that the consequence of  cr ime, genera l ly  using high technology, 
is na t iona l ly harmfu l  enough to be combated under their  leadership.  In 
the ir  dec larat ion,  they ment ioned the fear of Internet cr ime, which might be 
commit ted  in the near future,  and pose a major  threat.  By this time, many 
countr ies  had already  prepared to combat computer  cr ime, including 
unauthor ized computer  access201. The minister ia l  Conference of  the G-8 
Countr ies  was held in Moscow in October  1999 af ter  being we lcomed by 
the Koln Summit .  It spec ia l ised in issues of  combat ing t ransnat ional  
organ ised cr ime, and its Communiqué expressed the impor tance of 
combat ing high-tech cr ime 202. The Communiqués of both the Okinawa 
Summit  in 2000 203 and the Genoa Summit  in 2001 204 reaff i rmed the

<ht tp : / /www.mofa.ao. ip /mofa i /qa iko/economv/summit / lvon/ index.html> (print out on 
fi le with author).
199 See ‘The Bi rmingham Summit:  Final Communiqué - Sunday 17 May 1998’ , ibid.
200 It was agreed in Washington in December  1997 then approved by G8 countr ies in 
Bi rmingham in 1998. See ‘Minister ial  Conference of the G-8 Countr ies on 
Combat ing Transnat ional  Organized Crime, (Moscow, October  19-20, 1999), 
COMMUNIQUE’ , <http: / /www.moi .qo. ip/PRESS/991020-1 -1 ,html> (print out on fi le 
with author).
201 See ‘Dai-ni -syô Angou seisaku ni kanrensuru sonota no jouhou  sekyur i ty i  shisaku  
(Chapter  II Another  secur ity pol icy in relat ion to cryptography) ’ , 
< ht tp : / /www.npa.qo. ip/h iqhtech/secv repo/2-2.htm> (print out on fi le with author).
202 The Communiqué contained a speci f ic sect ion in regard to high-tech crime. It 
emphasized that there be no haven in the world for such cr iminals. To accompl ish

essary to intensi fy some points:
¡ngthen legal systems;

Clause 17. Cooperat ion on t ransnat ional  access to stored computer  data;
Clause 18. Abi l i ty for locat ing and ident i fying high-tech criminals; 

nternat ional  network of 24-hour  contacts;
Assistance from Industr ies.

(The numbers shown refer to paragraphs in the Communiqué.)
As the Communiqué mentioned, it is indispensable for law enforcement author it ies to 
have appropr ia te  technical  abi l i ty as well as a suf f icient  legal f ramework to deal with 
such a crime. See ‘Minister ial  Conference of the G-8 Countr ies on Combat ing 
Transnat ional  Organized Crime, (Moscow, October  19-20, 1999), COMMUNIQUE' , 
supra n. 191.
203 The Okinawa Communiqué

Clause 44. We must take a concer ted approach to high-tech crime, such as 
cyber-cr ime,  which could ser iously threaten securi ty and conf idence in the global

this a im it is
Clau se 16. !
Clau se 17. (
Clau se 18. /
Clau se 19. I
Clau se 22. /
(The nuimbe
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impor tance of  combat ing cybercr ime as well  as in terna t ional  organised 
crime.

2. Leg is la t ive  approaches in the wor ld

An act ion cal led a “c r im e” or an “o f fence” is a breach of o the rs ’ 
f reedom and/or  profit .  A l though,  c r im ina l isa t ion  of an act ion usually 
demands three fundamenta l  e lements:  a fact, substant ia l  ev idence of  harm 
being done to others, and ra t iona l ly  v is ib le  losses204 205. Without  these, it is 
impossible to judge economic cr ime as an i l legi t imate act ion.  Even 
though an act ion is poss ibly recognised as i l legal , pun ishment is not 
immediate ;  it takes  t ime to dec ide on an adequate punishment.

It would  appear that  there are roughly two types of law to deal with 
economic  interests.  One is pro-soc ial  we l fare and the other is ant i -cr ime. 
A good example  of  the former  is tax law. This type of economic  law has 
long been an essent ia l  imp lement  for  government  in the area of  tax 
col lect ion.  However, ant iquated economic  laws (pertain ing to government  
tax co l lec t ion th roughout  the ages) existed almost  for  the regime itself.  In 
the case of  economic  cr ime the latter  type of law is necessary,  the 
examples being cr iminal  law and its related acts. A v ict im of  economic 
cr ime can be an indiv idual ,  or regime. The role of cr iminal  procedure is to 
control  cr ime, to punish a cr imina l  and to keep public order through a 
d isclosure,  an apprehens ion,  an inves t igat ion,  a prosecut ion and so on206. 
These are also ef fect ive in keeping social just ice in general.

However  nothing is avai lable for  regulat ing or prosecut ing a crime 
when it is commit ted for the f i rst  t ime in countr ies  which implement

in format ion society. Our approach is set out in the Okinawa Charter on Global 
Informat ion Society. Taking this forward,  we wil l  promote dialogue with industry, 
including at the jo int  Berl in meeting in October. We welcome the results and the 
momentum created by the Government / lndust ry  Dialogue on Safety and Conf idence 
in Cyberspace in Paris, and look forward to the second High-level  Meeting on 
High-tech Crime with industry to be held in Japan.

Informat ion and Communicat ions Technology (IT) was the key factor in the Okinawa 
Summit.  A l though the said paragraph declared to f ight against high-tech crime, it 
appeared to place impor tance rather on developing IT technology (paragraph 10-12) 
See ‘G8 COMMUNIQUÉ OKINAWA 2000' ,
<ht tp: / /www.a7. u toron to. ca/g 7/su mm i t /2000okinawa/ f ina lcom.htm>. (print out on fi le 
with author).
204 The Genoa Communiqué

Clause 33.We reaff i rm our commitment  to combat t ransnat ional  organised crime. To 
this end, we s trongly  endorse the outcome of the G8 Just ice and Inter ior Ministers 
Conference held in Milano this year. We encourage further progress in the f ield of 
judic ial  co-operat ion and law enforcement,  and in f ight ing corrupt ion,  cyber-cr ime, 
onl ine chi ld pornography, as well as t raf f icking in human beings.

See ‘COMMUNIQUÉ' ,  <ht tp: / /www.q8i ta l ia. i t /  en/docs/XGKPT170.htm>. (print out on 
fi le with author).
205 See R. Matsufuj i ,  ‘Secrets o f  a Super Hacker : Anata no computer  mo 
nerawarete iru  (The Nightmare. Secrets of a Super  Hacker) ’ (1995) Noritsu 
Management  Centre,  Tokyo, at 326.
206 See Y. Nakanome,  ‘Kei j i  Sosyô Hoû no kaisetsu  (An commentary to Japanese 
Criminal  Procedure Code) ’ (1997) Hi totsubashi  Syuppan, Tokyo, at 1-3.
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statu tory  law207. To be precise,  if the pr inc ip le  of legal i ty of  cr ime and 
pun ishm ent208 is expressed in the law, and in a const i tut ion,  it is hardly 
poss ib le  to indict  a person for any cr ime that  has not yet  been cr imina l ized. 
There are c lear ly two leg is la t ive approaches to deal with the s i tuat ion: 
in troducing new legis la t ion or modi fy ing exist ing legis lat ion.  Both 
approaches have advantages and disadvantages.  The advantages for 
in troduc ing new legis la t ion are that , f i rst ly  it is a s imple and intensive 
coun te rmeasure  only for  certain cr imes. Second ly  it has more impact 
upon the general  publ ic than in modi fy ing an exist ing legis lat ion.
However,  new leg is la t ion  is not always in troduced prompt ly. On the other 
hand, modi fy ing exist ing leg is lat ion takes less t ime but is w i thou t  the said 
advantages of in troducing brand-new legis la t ion.  Taking the t ime element  
point  into considerat ion,  in troducing new leg is la t ion  is l ikely to cost  more 
than modify ing exist ing leg is la t ion.  There fore  it is d i f f icul t  to decide 
which approach is better. It is impor tant  for  a leg is lat ive body to judge
which approach is sui tab le by conduct ing  ample survei l lance in advance.
It is not  a lways sui tab le to in troduce new legis lat ion — modify ing
leg is la t ion is somet imes more appropr ia te .  One of the decis ive fac tors  in 
choos ing ei ther legis la t ive approach is the urgency of a coun te rm easu re ’s 
necess i ty  toward combat ing a brand-new cr ime. If the cr ime has a 
t ransna t iona l  aspect,  external  pressure f rom abroad can expedi te  a smooth 
act ion aga inst  that  cr ime no matter  which leg is lat ive approach is taken. 
To a greater  or lesser ex tent  ind iv idual  laws are l inked leg is la t ively  through 
the nuc leus  of the const i tut ion at the centre.  Cr iminal  law or any other 
spec i f ic  act  combat ing a certain cr ime refers to the const i tu t ion and no law 
can be beyond that, or be inconsis ten t  or cont rad ictory.

In regard to legis la t ive approach aga inst  cybercr ime,  no law was 
expected to combat  any one type. Cyberc r ime involves both t rad i t ional

207 Law has two systems; common law and statutory law. Common law is unwri t ten,  
mainly based on judicial  precedents and par t icular  custom whereas statutory law is 
wr it ten,  establ ished by a legislature.  The former  system is, for instance, appl ied to 
England and Wales and in the United States at state level. The latter system is 
appl ied to Japan and European countr ies.  However, it does not mean that a country 
uni f ies its law into ei ther system entirely. Both systems of law are general ly seen in 
a country. For instance, the Japanese const i tut ion is statutory law but commercial  
law includes par t icular  custom. There is no statutory const i tut ion in the UK 
al though other types of statutory law exist,  such as Computer  Misuse Act of 1990 or 
Engl ish Copyr ight  Law (1709). See 'Keihou-souron 1. Resume N o .7 (An introduct ion 
to Cr iminal  Law 1. Resume No .7) ’ ,
<ht tp: / /www.h2.dion.ne. jp/~tabu/01 Iec-cq1 -e-7.htm> and Hougaku Dai - ichi -bu  
(Jur isprudence Part 1) ’ ,
<ht tp : / /www5a.b iq lobe.ne . ip /~kaisunao/ho-koq i /05hoaen.h tm> (print out on fi le with 
author).
208 The pr inciple of legal i ty of cr imes and punishment is widely bel ieved to be one of 
the aspects of “due process of law” . It prohibi ts an administrat ive agency from 
prosecut ing or punishing a person who commits a crime unless it has been 
cr iminal ized in law and its corresponding punishment is also clearly described. It 
refers to human rights. See ‘Daini  Tokyo Bar Associat ion,  Q28 Du purosesu toha 
nandesuka?  (Daini  Tokyo Bar Associat ion,  Q28 What is 'due process ’?) ’ , 
<ht tp : / /www.dntba.ab .ps iweb.com/qna /gna28.h tm> and ‘Keihou Souron Kougi  Nouto 
(Criminal  Law lecture Note) ’ , <ht tp : / /web11 . f reecom.ne. jp/~aimon/kei /kei  n1 ,h tml> 
(pr int out on f i le with author).
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types of  cr ime, such as f raud and forgery,  and brand-new types of crime, 
such as a computer  virus and hacking. Even though computer  f raud could 
be roughly  categor ised as a t rad i t iona l  f raud, it would be di f f icul t  to 
penal ise it by an exist ing law. Not only because the pr inciple of  legal i ty 
of cr imes and pun ishment does not al low penal is ing it, but  also that the use 
of a computer  and/or the network di f fers f rom a t rad i t ional  f raud on many 
levels.  In regard to Pa rke r ’s eight  advantages, with them all as a basis, 
an a t tempt  wi l l  be made to extend the observat ion into the legis lat ive 
approach. Kaspersen showed how computer  cr ime could be approached 
legis lat ively.  He categor ised two ways to d is t ingu ish a leg is lat ive an 
at tempt wi l l  be made to extend the observat ion into the legis lat ive 
approach.  Kaspersen showed how computer  cr ime approach: 
“c r im e-ca tegory -based” and “ legis la t ive  amendment  techn ique based” . A 
“c r im e-ca tegory -based” approach is the method based on cr iminal i ty,  which 
has four app roaches209:

(1) Property  Approach
It de f ines  computer  data and sof tware as property.  Compute r  cr ime 
statues  in many US states have adopted this approach;

(2) Forgery Approach
It focuses on the in tegr i ty  of  computer  data. The UK adopted this 
approach in the Forgery and Counter fe i t ing Act 1981;

(3) Informat ion Approach
This approach is based on the legal protect ion of  pr ivacy.  This was 
adopted by Federal  legis la t ion in the USA, in Europe, in the Nordic 
coun tr ies,  espec ia l ly  Norway and Finland; and

(4) Mixed Approach
It is possible to mix two or more of  the approaches above. The mixed 
approach is somet imes ef fect ive  to combat  computer  cr ime, due to its 
increased aspects.

On the contrary,  the “ leg is lat ive amendment  techn ique based” approach is 
a comple te ly  d i f fe rent  idea from the “c r im e-ca tegory -based” approach. 
Some countr ies  recognise that  exist ing prov is ions  can be made app l icable 
to computer  cr ime. This approach can be categor ised into four t ypes210:

(1) Supplementa t ion
This techn ique is the way to amend some coun t r ies ’ prov is ions  to sui t a 
real s i tuat ion.  The UK has adopted this approach;

(2) Extens ion
To focus on analogy of  exist ing provis ions,  wherein the cr iminal  code is

209

210
Kaspersen, supra n.64, at 48.
Ibid.
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enlarged by enact ing new provis ions.  Most countr ies  use this 
technique;

(3) One- for -a l l
One main prov is ion is used with a special  subd iv is ion of the cr iminal 
code or a spec ia l  statute;

(4) Mixed;
A combinat ion of  the above three techn iques can be ef fect ive.

The list below is a comparison among four teen countr ies  of how they 
approach combat ing computer  cr ime. Unfortunately,  only hal f  of  these 
countr ies had enforced the legis lat ion by 1987. (Table 2.1)

Table 2.1: Leg is la t iv e  Approach

Country Approach Technique in Force
USA(Federa l) I 0 Y
USA(States) P S Y
Austr ia P E N
Belgium M 0 N
Canada M E Y
Denmark I E Y
Finland I E N
France M 0 N
Nether lands M M N
Norway I E N
Sweden M M Y
Switzer land P E N
UK F 0 Y
W-Germany M M Y
(Reference:  Kaspersen as of October,  1987 211) 

P: property approach F: fo rgery approach 
I : In format ion approach M: mixed approach
E: ex tens ion techn ique O: one-for all techn ique

Eight European countr ies ,  Austr ia,  Denmark,  France, Germany, 
Greece, Liechtenste in ,  Norway and Sweden, amended thei r  exist ing 
leg is la t ion  ex tens ive ly  by 1990211 212. Four European countr ies:  Portugal ,  
Switzer land,  Spain,  the UK, introduced legis lat ion,  with Italy remaining yet 
fol low suit. Other countr ies,  such as Austral ia ,  Canada,  Japan and the 
USA have also in troduced new statutes.  The problem when comparing

211 The data is offered by Kaspersen (1989), supra n.64, at 44.
212 J. Backhouse & G. Dhi l lon, supra n.123.
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and extract ing an in ternat iona l  consensus is that  all count r ies  should (or 
might) have a focal  point : for  example,  computer  systems, and software 
piracy. Therefore ,  it is very di f f icu l t  to establ ish a uni f ied consensus213.

An at tempt to extend the range of compar ison of  penal t ies has been 
suggested. It is worth ment ion ing how Austra l ian law works in combat ing 
computer  cr ime, espec ia l ly  f rom the v iewpo int  of  the penal ty.  This is 
because some countr ies ,  for  instance Japan, have been at tempt ing to 
soph is t icate leg is lat ion in terms of cyberspace and, as each state in the 
USA has its own penal ty,  it makes the issue too complex to focus on. 
Below is an extract  f rom a report  of  the A t to rney -G ene ra l ’s Depar tment  in 
Austral ia.

“A person who:
(1) wi th intent to def raud any person, obtains,  w i thout  author i ty and by 

means of  a faci l i ty  operated or provided by the Commonwealth ,  by 
the Austra l ian Te lecommunica t ions  Commiss ion [(here inaf te r  “A T C ”)] 
or by another publ ic author i ty  under the Commonweal th ,  access to 
data stored in a computer  (not being a Commonweal th  computer) ;  or

(2) w i thout  author i ty,  in ten t iona l ly  obtains,  by means of  such a faci l i ty,  
access to data stored in such a computer,  being data that  the person 
knows or ought reasonably  to know relates to:

(i) the secur i ty,  de fence or internat ional  re la t ions  of  Austral ia;
(ii) the ex is tence or ident i ty of a conf ident ia l  source of informat ion 

relat ing to the enforcement  of a cr imina l  law of  the 
Commonweal th  or of  a State or Terr i to ry;

(ii i) the enforcement  of a law of the Commonweal th  or of a State 
or Ter r i to ry  or the protection of  publ ic safety;

(iv) the personal  af fa i rs of  any person;
(v) t rade secrets;
(vi) records of a f inanc ial  inst i tut ion;  or
(v i i )  commerc ia l  informat ion the disc losure of  which could cause 

advantage or disadvantage to any person;
is gui l ty of an of fence. Penal ty is $12,000 or impr isonment  for  2 
years,  or bo th . ”

To damage informat ion on a computer  carries a far s t r icter  penal ty than the 
above of fences.

“A person who, in ten t iona l ly  or wi thout  author i ty  or lawful excuse, by 
means of  a fac i l i ty  operated or provided by the Commonwealth,  by 
the [ATC] or by another  publ ic author i ty under the Commonweal th:

(a) dest roys,  erases or al ters data stored in, or inserts data into, 
a computer  (not being a Commonwealth computer) ;  or

(b) inter feres wi th,  or inter rupt ions or obstruc ts  the lawful use of, 
such a computer;

213 OECD (1986), supra n.47, at 7-8.
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is gui l ty of an of fence. The penal ty is $48 ,000 or impr isonment  for 10 
years,  or bo th214.”

A l though these penal t ies seems to be suf f i c ien t ly  s t r ingen t to deter 
cr iminals,  there were 123 cases of  computer  abuse between 1975 to 1980 
(reported to the pol ice only),  and those losses were about $5.6 b i l l ion215 216 217. 
Based on Tab le 2.2, in compar ison with the USA, Austra l ia has only one 
penal ty more severe ( Intent  to damage).

Table 2.2: C o m p u te r  Cr im es and M ax im um  P e n a l t ie s 216

Country Pure
Trespass

Intent to 
Damage

Intent to 
Defraud

Computer
Stalking

Austral ia 6 months 10 years 2 years 1 year
Canada not a cr ime 10 years 1 0 years *  *

Finland 1 year 1 year 2 years * *

Germany not a cr ime 2 years * * ★ *

Japan not a cr ime 5 years 1 0 years * *

Nether lands 6 months 4 years 4 years * *

Sweden 2 years 2 years 2 years * *

UK 6 months 6 months * * *  *

USA 1 year 5 years 5 years 2 years,  5 years,  
20 years

(Reference:  Harvard Journal  on Leg is la t ion21')

A comparison of  leg is la t ion  in two countr ies (JAPAN and the UK) wi l l  now 
be discussed to gain a deeper  understanding of  the exist ing legislat ion 
relat ing to cybercr ime in a nar rower sense than computer  cr ime.

3. Japan

Japan fundamenta l ly  adopts  sta tu tory legis la t ion 218 . The greatest  
author i ty  is the const i tu t ion and no other law can interfere wi th it. It is 
broadly recogn ised that the pr inciple of legal i ty  of cr imes and pun ishment  
is made in an in te rpre ta t ion in art ic le 31 of  the cons t i tu t ion219. It secures

Attorney Genera l ’s Depar tment,  ‘Review of Commonweal th Criminal Law: Interim 
Report on Computer  Cr ime’ (1988) Austral ia Government Publ ishing Service, 
Canberra, at 69-70.
215 Ibid.
216 Heymann, supra n.152, at 370.
217 Harvard Journal  on Legislat ion,  supra n.152.
218 Histor ical ly Japanese law and jur isprudence had been inf luenced by the 
cont inental  European countr ies,  mainly Germany.
219 The art icle 31 of  the Const i tut ion of Japan.
Art icle 31 [Se/You te tsuduki  no hosyo (Secured fai r legal proceedings)]
No person shall  be depr ived of life or l iberty, nor shall  any other cr iminal penalty be 
imposed, except according to procedure establ ished by law.
See T. Kobayashi , ‘Kenpô  (the Const i tu t ion) ’ (1989) Nihon Hyouron, Tokyo, at 111 and 
259-260, and also ‘The Const i tut ion of Japan’ ,
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fa i r  legal proceedings and prohibi ts an appl icat ion of  ana logical  
in terference in the law, such as stretch of the law.

The Japanese had very few cases of  computer  cr ime to address unti l  
1990’s. There were only 30 cases between 1971 and 1982; 22 of these 
were unauthor ized access of data. Cash d ispenser cr imes 220 had 
increased from 64 in 1977 to 472 in 1982221. It increased by about  14 
percent in f ive years, and the major i ty of  computer -re la ted cr ime cases 
were cash d ispenser  cr imes. Hence, computer  cr ime did not become the 
centre of  publ ic at tent ion.  In 1986, the OECD publ ished its report  on 
computer -re la ted cr ime 222 , and it recommended member  countr ies 
par t icular ly  to ser ious ly  address such cr ime. Keeping pace with the 
OECD member  countr ies ,  the Japanese Government  came to the decis ion 
to amend exist ing prov is ions in Cr iminal  Law to combat  computer -re la ted 
cr ime in 1987223. There were four amendments :

(1) I l legal use of  e lec tromagnet ic  records (Art ic le 161, 2);
(2) In terfe rence with a duty by destroy ing a computer and the like 

(Art ic le 234, 2);
(3) Compute r- re la ted fraud (Art ic le 246, 2); and
(4) Damage on a pr ivate and publ ic document  (Art ic les 258 and 259)224.

They were mainly categor ised into two examples:  f raud by computer  
manipula t ion and computer  sabo tage225. Then the provis ions,  spec i f ica l ly  
relevant  to combat ing computer  cr ime, were revised again in 1992 226.

<http: / / l is t . room.ne. jP/~ lawtext /1946C-Enq l ish.htm l> (print out on fi le with author).
22u It is a crime using others ’ ATM card to wi thdraw money and deposi ts it in a doer ’s 
bank account.  See ‘ Wagakuni  niokeru juyou- in fura  bouei  notameno houseib i  no 
mondai ten memo (The issues on introducing law for protect ing important 
inf rastructure in Japan) ’ , <http://www1 sphere.ne . jp /ne t law/sec/c ipi .htm> (print out on 
fi le with author).
221 OECD (1986), supra n.47, at 10.
222 Ibid.
223 ‘Dai -ni -syo Angou seisaku ni kanrensuru sonota no jouhou sekyur ity i  shisaku  
(Chapter  II Another  secur ity pol icy in relat ion to cryptography) ’ , supra n.192.
24 See ‘Keihou  (Criminal  law) ’ , <ht tp: / /www. lec- ip.eom/ law/hour i tsu/k 33 .h tm l> and 

‘Ke/hou, Syouwa 62nen-ka isei  no fusei -akusesu kanrenbubun wo bassui  (Criminal law, 
the relevant art icles to unauthor ized access amended in 1987) ’ , 
<http : / /www. ipa.ao. ip /secur i tv /c iadr / law1987.html> (print out on fi le with author).
225 ILC- Internet Lawyers Committee,  supra n.38, at 92-94. ‘Computer sabotage is 
def ined by the Audi t  Commiss ion as ‘ interfer ing with the computer  process by causing 
del iberate damage to the processing cycle or to equipmen t . ’ See Audi t Commission 
for Local Author i t ies  in England and Wales, supra n.66.
226 The art icle 161, 234, 246, 258 and 259 of Cr iminal  Law of Japan.

Ar t icle 161 [Gizou sibunsyo nado koushi  (Forgery of a private document)]
Ar t icle 161, 2 [Denj i teki -k i roku fuseisakusyuku oyobi  kydyou  (I l legal use of 
Electromagnet ic records)]
A person who i l legal ly draws up an e lect romagnet ic  record to misguide one ’s right, 
obl igat ion or ident i f icat ion for a purpose of mishandl ing a business shall  be 
punished with penal servi tude for not more than five years or a fine of not more 
than 500,000 yen.

Clause 2
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Under the current cr imina l  law, t rad i t iona l  type of cr imes, such as f raud, 
fo rgery and their  re lated cr imes, which cause any damage, are 
pun ishab le227. This is s imply  because revised provis ions were made up from 
spec i f ic  words into the two exist ing prov is ions;  “an e lec tromagnet ic  record” 
and “a com pute r ” . It is possible to say that the concept  of  cr imina l  law 
had not been changed. The 1987 revis ion took not ice of too ls being used 
to commit  a cr ime. It did not pay much at tent ion to targets of  a crime. 
Thus cr imes with damage, such as, “computer -re la ted fo rge ry ” , 
“computer - re la ted  f rau d ” , and “ man ipu la t ion by compute r ” , are techn ical ly  
able to incr iminate  the perpe tra tors.  On the other hand, cr ime with no 
damage,  such as “unauthor ized computer  access” , “computer  esp ionage ” or

A person who has infr inged the provision of clause 2 is an off icial  or the misguided 
e lect romagnet ic  record regards to any publ ic business shall  be punished with penal 
servi tude for not more than ten years or a f ine of not more than a mil l ion yen.

Clause 3
A person who employs an e lectromagnet ic  record which has been i l legal ly drawn 
up for misguiding one’s right, obl igat ion or ident i f icat ion for the purpose being 
prescr ibed in clause 1 shal l  be punished the same as the person who has drawn up 
the i l legal e lect romagnet ic  record.

Clause 4
A person who at tempts the provision of clause 2 shall  be punished.

Ar t icle 234 [ I ryoku gydumubougai  ( Inter ference with a duty by power)]
Ar t icle 234, 2 [Denshi -keisank i  sonkai  nado gyoumubougai  ( Inter ference with a 
duty by dest roying a computer  and the l ike)]
A person who del iberately damages a cler ical  computer  or its e lectromagnet ic  
record, al ters an e lectromagnet ic  record, inputs false information, imposes 
improper  instruct ions,  or any other means to inter fere or disturb others ’ computers 
work ings shall  be punished with penal servi tude for not more than f ive years or a 
f ine of not more than a mi l l ion yen.

Ar t icle 246 [Sag/ (Fraud)]
Ar t icle 246, 2 [Denshi -keisank i  shiyou sagi  (Computer-related fraud)]
In addi t ion to the preceding clause, a person who inputs false informat ion or 
imposes improper  instruct ions in a c ler ical  computer  and draws up a false 
e lect romagnet ic  record in regard to procuring,  losing or altering property rights for 
making prof i ts i l legal ly, or make a person benef iciary shall be punished with penal 
servi tude for not more than ten years.

Art icle 258 [Kouyou-bunsyo nado kiki  (Damage on a publ ic document)]
A person who del iberately damages a publ ic document  or an elect romagnet ic 
record in any publ ic business shall be punished with penal servi tude for more than 
three months and not more than seven years.

Ar t icle 259 [Sh ibunsyo nado kiki  (Damage on a pr ivate document)]
A person who del iberately damages a private document in regard to a r ight or an 
obl igat ion shal l  be punished with penal servi tude for not more than f ive years.

227 Under  relevant art icles in Criminal Law of Japan, such as A charge of damaging 
(art icle 261) and Larceny (art icle 235). See ‘Fusei -akusesu- ta isakuhousei  ni  
kansuru Keisatsuchou-an oyobi  Yuseisyou-an heno pabur ikku komento bosyu  
henotaiou ni tsui te  (The correspondence to the publ ic comment adver t isement on 
Unauthorized Computer  Access Bills by the NPA version and the Ministry of Posts 
and Telecommunicat ions vers ion ’ ),
<ht tp: / /www. i isa.or . ip/act iv i tv/opnion/9901 07- i ,h tm l> (print out on fi le with author).
Due to the nature of this thesis, ‘any damage’ in this context excludes physical 
damage.
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“ invasion of  pr ivacy",  are unable to be cr im ina l ised under this law. 
“ Hack ing ” and “sending computer  v i rus ” can go ei ther way depending on 
whether  there was damage as a resul t  of  it. There is proof  that  some 
issues, fo r  ins tance a ban on unauthor ized computer  access or privacy, had 
been postponed or been exempt  f rom the subject  of the amendment  in 1987 
or 1992. This was because, f irst ly,  combat ing a cash d ispenser  cr ime was 
the pr inc ipal  target  in revising Cr iminal  Law228. Secondly, the d i f ference in 
the in fo rmat ion value between computers and on paper was not clear ly 
de f ined229. Since, previously,  it was not pun ishable for  a person to steal a 
paper conta in ing informat ion,  new prov is ions  needed to st r ike a balance. 
Thirdly,  in format ion,  obtained by unauthor ized computer  access, was not 
always cons idered valuable,  nor any unauthor ized computer  access i l legal 
where data had not been kept secu re230. These reasons prompted the 
leg is la t ion  counci l  to cont inue pursuing a penal ty aga inst  unauthor ized 
computer  access and related o f fe n c e s 231. A l though the poss ib i l i ty  of 
hacking being commit ted or having computer vi rus problems was not 
denied, the Japanese government  was sti l l  more l ikely to underest imate  the 
risks.

Unti l  the ear ly 1990’s, the number of Internet users had increased 
rapidly, and with cyberspace expanding even faster.  Words such as 
“hack ing ” , “ hacke r ” and “computer  v i rus ” became very fami l ia r  all over the 
wor ld due to the increas ing rate of  incidents.  Unlike other part ic ipat ing 
G8 countr ies  in the 1998 Birmingham Summit ,  Japan had not made 
prepara t ions for  combat ing computer  cr ime ( including unauthor ized 
computer  access to a computer)  and had left it to be im proved232. It was 
the only one of  the G8 countr ies that  had not, at that  t ime, implemented a 
plan aga ins t  unauthor ized access to computers or networks,  a l though the 
Japanese government  had been under the pressure to rush through a 
brand-new law.

In fac t  many public webs i tes  in Japan had suffered in tensive at tacks 
by hackers  in ear ly 2000. The absence of  an appropr ia te  law against

228 It was labor ious to incr iminate a cash dispenser  cr ime as fraud by cr iminal  law 
whereas it had increased as well  as a cash card use was widespread rapidly. See 
‘ Wagakuni  n iokeru juyou- in fura bouei  notameno houseibi  no mondai ten memo  (The 
issues on introduc ing law for protect ing impor tant infrastructure in Japan) ’ , supra 
n.210.
229 See ‘ Dai -ni -syo Angou seisaku ni kanrensuru sonota no jouhou sekyuri tyi  shisaku 
(Chapter  II Another  securi ty pol icy in relat ion to cryptography) ’ , supra n.192 and infra 
n.222.
230 See ‘ Cyber  secur i ty  no kokusai teki  houri tsu mondai  ( Internat ional  Legal Issues on 
Cyber Secur i ty  by Ikuo Takahashi ) ’ ,
<ht tp : / /www. isc.mei i i .ac . ip /~sumwel  h/ iunc/cmp cr ime/cmp cr ime-1998-4 .htm> (print 
out on f i le with author).
231 See 'Fusei -akusesu ta isaku-hou no yukue  (The future of Unauthorized Computer  
Access Law) ’ ,
<ht tp :/ /members. t r ipod.co. ip /hatzemi / resume/zemi repo /1999-2kcss /05.h tm> (print out 
on fi le with author).
232 See ‘Dai -ni -syo Angou seisaku ni kanrensuru sonota no jouhou sekyur ity i  shisaku 
(Chapter  II Another  securi ty pol icy in relat ion to cryptography) ’ , supra nn.192 and 
219.
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unauthor ized computer  access encouraged the hacking. Apar t  f rom 
Criminal  Law there is another related leg is lat ion:  Unfair  Compet i t ion 
Prevent ion Law233. Under these laws, it is not  to ta l ly impossible to hold 
cr imina l  respons ib i l i ty  aga inst  unauthor ized access to computers,  or 
hacking. However,  there are two inherent  weaknesses: the f i rst  problem 
relates to the cond i t ions in appl icat ion,  such as the exis tence of  major 
damage or d is tu rbance to any bus iness as a resul t  of  hacking. A “ hacker ” 
is def ined in Japan as “a maniac or a gen ius on comput ing techno logy” , 
though it is bel ieved, in general ,  that  a “ hacker ” is a person who invades 
wi thout  au thor isat ion and damages other  peop le ’s computer  or networks by 
the hacke r ’s comput ing knowledge and techno log ies234. However hackers 
do not always cause damage. They are, somet imes,  enthus iasts  who jus t  
enjoy demonstra t ing thei r  technolog ica l  ski l l  by exp lor ing o the rs ’ computers 
or ne tworks w i thout  causing any damage. If a hacker  gets access to 
o ne ’s computer  or a network w i thout any intent ion to cause damage, or if 
he does not damage anything as a resul t  of  his invasion, the condi t ion 
ment ioned above would never be establ ished. The second problem
relates to hacking act iv i ty i tsel f.  It is very di f f icu l t  to d iscover  whether  a 
computer  has been hacked. Fur thermore,  another  poss ib le  danger  exists 
as one may not real ise one ’s own computer  has been hacked. These two

233 Unfai r Compet i t ion Prevent ion Law is, potent ial ly,  appl icable to prosecute hackers 
if they make prof i ts from trade secrets, which they get as a resul t of hacking.
However  nei ther  there is a case to be prosecuted according to Unfai r Compet i t ion 
Prevent ion Law nor to be claimed damages in Japan at present. See 
‘Fusei -akusesu boushi -hd ni kansuru chosa (Research on Unauthorized Computer  
Access Law)’ ,
<ht tp : / /www. ipa.qo. ip /SECURITY/pub/contents /crack/ research/ law/Cr imina l -3 .h tml> 
(pr int out on fi le with author).

4 In real i ty there are two terminologies:  a ‘ hacker ’ and a ‘c racker ’ . Not only NTT 
(Nippon Telegraph and Telephone Corporat ion)  but also many inst i tut ions recognise 
nowadays that a person who performs wrong act ivi t ies such as causing damages on 
others ’ computers or a network should be cal led a ‘c racker ’ . It is said that a 
‘ hacke r ’ has higher  knowledge and technology than a ‘c racker ’ has. This is why the 
hackers di f ferent iate themselves from crackers. See 'Pasokon shit taka j i ten  (PC 
d ic t ionary ) ’ , <http : / /www.nt tpub.co. jp /paso/ index.html> and ‘e-words ’ ,
< ht tp:/ /www. e-words. ne. jp/ f rame.asp?bodv=view.  asp&word = %83n%83b%83J%81 %5B 
> (print out on fi le with author).  In addit ion, there are two examples of def ini t ion on 
hacking in the UK. According to Ni ldram, Internet service provider  in the UK, the 
def ini t ion of hacker  is ‘anyone [at tempt ing]  to gain unauthorized access to your 
machine or network. ’ See ‘Secur ity Onl ine ’ ,
<ht tp : / /www.n i ldram.co.uk/pr imers/secur i tV-shtml> (print out on fi le with author).  On 
the other hand, the Depar tment of Trade and Industry (hereinafter  ‘ DTI ’) in the UK 
shows ‘computer  hackers are usual ly sel f-mot ivated, and view securi ty as a chal lenge. 
Some may hack into computer  systems with intent to disclose company information or 
to disrupt business, for example by spreading computer  viruses.. . .  Some hackers 
work for organisat ions engaged in industr ial  or economic espionage.. . . ’ See ‘DTI - 
Protect ing business informat ion - Understanding the r isks ’ ,
<http: / /www.dt i .qov.uk/PROTECT/r isks/ r isks.htm> (print out on fi le with author).  It 
seems that a pr ivate company, Ni ldram, def ines hacking very broadly wi thout 
ment ioning anything about cr iminal  or economic damage. Besides this DTI places 
much more impor tance on economic damage than a private sector. But it is obvious 
that hackers have a pecul iar  ethics according to a book from Raymond as ‘ ...The 
bel ief  that system-cracking for fun and explorat ion is ethical ly OK as long as the 
cracker  commits no theft, vandal ism, or breach of conf ident ia l i ty ’ . See ‘The New 
Hacker ’s Dic t ionary ’ , <ht tp : / /www.tuxedo.Org/~esr / iarqon/ iarqon.html#hacker> (print 
out on fi le with author).
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di f f icul t ies  show that there is no part icular  regu la tory  f ramework  or 
sanct ion aga inst  hackers,  e i ther in Cr iminal  Law or in Unfair  Compet i t ion 
Prevent ion  Law in Japan.

A brand-new law named the “ Unauthor ized Compute r  Access Law” 
(here inafter  “ UCAL” ) was in troduced on 13 February  2000235. However,  it 
is imposs ib le  to prosecute hackers,  who at tacked Japanese websi tes 
before the said law was in force.  Even though the ir  act iv i t ies were known, 
“ no person shal l be depr ived of li fe or l iberty,  nor shal l any other cr iminal 
penal ty be imposed, excep t according to procedure establ ished by law236.” 
The UCAL consists of  nine artic les 237: it contains  the aim of the law, 
def in i t ions of  re lat ing term ino log ies,  prohibi ted matters  and punishment.  
It prohibi ts two main acts: unauthor ized computer  access i tsel f  and the 
aggravat ion of  it, such as sel l ing an ident i f icat ion code238. It entai ls three 
const ruc t ive  po l ic ies239:

1. It requires the system admin is tra tors  to take protect ive measures,  if 
necessary,  includ ing upgrading an access control  func t ion240. (Art ic le 5)

2. In cases of unauthor ized computer  access being commit ted, assistance, 
such as providing relevant  mater ials,  advice or guidance, wil l  be given 
by the dis tr ic t  Publ ic Safety Commiss ion on a request basis f rom the 
access admin is tra tors .  (Art ic le 6)

3 .  The National  Publ ic Safety Commiss ion,  the Ministers  of Internat ional  
Trade and Industry and of Posts and Te lecommunica t ions 241 are 
obl iged to publ ish the incident report  on unauthor ized computer  access 
at least  once a year as well  as the R&D s i tua t ion of the access control

235 The Mil lennium in Japan was expected to be cal led, very proudly, the memorial  
f i rst year  for a rel iable securi ty. This is because the Japanese government was 
about to introduce a brand-new law against unauthor ized access to computers, and 
fur thermore it also had tackled preparing publ ic countermeasures against hackers. 
Ironical ly, the real i ty seemed to have revealed Japan as ‘the hacking haven’ . See 
‘ Interact ive News’ , <ht tp: / /www.main ichi .co. jp/> (print out on fi le with author).
236 See The pr inciple of legal i ty of cr imes and punishment,  supra n.199.
237 See ‘ Unauthorized Computer  Access Law (Law No. 128 of 1999) (provisional  
t rans la t ion ) ’ , <ht tp: / /www.npa.qo. ip/hiqhtech/ fusei  ac2/UCAIaw,html> (print out on 
fi le with author).
238 See ' Fusei -akusesu ta isaku-hou no yukue (The future of Unauthorized Computer  
Access Law) ’ , supra n.221.
239 See ‘Unauthorized Computer  Access Law (Law No. 128 of 1999) (provisional  
t rans la t ion) ’ , supra n.227.
240 In Unauthorized Computer Access Law, ‘the access admin is t ra to rs ’ is def ined as 
‘a person who administers the operat ions of a computer  which is connected to a 
telecommunicat ion line, with regard to its use ( l imited to such use as is conducted 
through the te lecommunicat ion l ine concerned) ’ , and ‘access control  funct ion ’ is as ‘a 
function that is [control led]  by the access administ rator  [for] a speci f ic use [to a 
speci f ic  computer  or the other,]  which is connected [...] through a telecommunicat ion
I ine[,] in order  to [control  the said use of the computer  automat ical ly] ,  and that 
removes all or part of rest r ict ions on [the said use] after conf i rming [a code inputted 
into a spec if ic  computer  as the ident i f icat ion code for that said use] ’ . Ibid.
241 The restructur ing of the central  government of Japan had done in 2000. Ministry 
of Internat ional  Trade and Industry has changed into Ministry of Economy, Trade and 
Industry. Ministry of Posts and Telecommunicat ions was incorporated into Ministry 
of Publ ic Management,  Home Affairs,  Posts and Telecommunicat ions.
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funct ion- re la ted technology. Fur thermore, the State is obl iged to 
enl ighten and spread knowledge concern ing unauthor ized computer 
access. (Art ic le 7)

As has been conf i rmed, cr iminal  law covers i l legal  act iv i ty with 
vis ible,  present damage — de fam at ion242 is also wi th in its conf ines.  The 
new law has c r im ina l ised unauthor ized access  to a computer:  it prohibi ts 
unauthor ized access itself,  and damage. Many cybercr imes involve 
unauthor ized access to a computer.  It is the cr i t ical  condi t ion to 
const i tut ing a cr ime which al lows most cybercr imes to be penal ised 
successful ly.  Apparent ly,  these two laws can cover  cybercr ime being 
commit ted aga ins t  both tangible assets and in tangib le  in format ion.  This 
brand-new law, however,  involves some arguments.  First ly, it conf ines its 
subject  to computers ,  which have an “ access control  func t ion ” . This 
indica tes that any domest ic  use or a s tand-a lone243 computer  is exempt. 
Secondly  how to prove a computer  is being accessed without 
author isat ion? Furthermore,  it is not impossib le  to dest roy ev idence of 
unauthor ized access to computers.  If ev idence is dest royed, it would be 
very di f f icul t  to prosecu te  a suspect  even if the suspect is found. Thirdly, 
a penal ty for aggravat ing  unauthor ized access to a computer  is s im p l i f ied244. 
Moreover, cybercr im ina ls ,  especia l ly  hackers or crackers,  are most l ikely to 
be minors — a fac to r  that  can hamper prosecut ion.  Fourthly  there is 
obv ious ly  no app l ica t ion to the in fr ingement  of pr ivacy or the use of 
ano the r ’s computer  wi thout  permission. The most crucial  argument  is in 
regard to where this new law holds up. The fundamenta l  role of  law is to 
protect  social  benef i ts,  and the major i ty of  legis la t ion consists of 
preserving them.

Contrary  to th is t rend, the UCAL adds the act of  accessing a 
computer  wi thout  author i ty.  This approach, that  cent res upon prohibi t ing 
unauthor ized access to a computer,  seeming ly  gives f lex ib i l i ty  to penal ise 
or prosecute a cr ime. Any i l legal  act iv i ty being commit ted  as a resul t  of 
unauthor ized access to a computer  is largely  considered by the UCAL to be 
(in the f irst  p lace) a cr ime even though the f inal  form of  the cr ime is 
di f ferent  f rom computer  access wi thout  author i ty.  Under th is law, the 
social  benef i ts to be protected involve both tang ib le  assets,  for  instance 
computers,  and in tangib le  assets,  for example informat ion,  data or 
computer  sof tware.  Judging by the nature of  the law and of  re levant

242 To discredi t someone by putt ing rumour or false informat ion to a Bul let in Board 
System (so cal led ‘BBS ’) is one of the examples. Even if a statement at BBS is 
utmost true, it can bring discredi t  upon an opposi te. However  it is hardly possible 
to prosecute a case if no intent ion for defamat ion is admi tted. See ‘ Toshbia no 
after  service, homepage no iryoku 700 mankai  (The power of  the homepage, seven 
mil l ion hits for the Toshiba Af ter -service prob lem) ’ ,
<ht tp : / /www.acc.ne. ip /~h-kvoko13/kakok iz i / tos ibamondai .h tm> (pr int  out on fi le with 
author.
243 A computer  in use wi thout  connect ing to a network. See websi te a relevant issue 
is discussed, ‘Fusei -akusesu taisaku-hou no yukue  (The future of Unauthorized
Computer  Access Law) ’ , supra n.221 and infra n.235.
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cr imes, it is most l ikely to deal largely wi th intang ib le assets.  However,  
the legal pos i t ion of in tangib le assets is left  vague due to lack of  appl icab le 
law or regula t ion to provide def in i t ion 245. In reali ty, it is not easy to 
general ise or judge the value of  informat ion.  The type of informat ion 
var ies;  c l ient  l ists, company f inanc ial  in format ion etc. The value of 
in format ion changes depending on each indiv idual .  For instance, an 
insurance com pany ’s c l ient  l ist is very va luab le  to the propr ie tor and its 
r ival companies,  but not for  staf f  f rom a coffee shop. Though l ikely to be 
incons is ten t  and unbalanced if an i l legal  act  is punished, the social  value 
benef i t  (which is damaged or in fr inged by the act) is uncertain.  It would 
give the same sentence to two di f fe rent  cr imina ls,  each of  whom has 
real ised di f fe rent  scales of  impact as a resul t  of  commit t ing a crime.

Informat ion,  in this context,  has two approaches for c lassi f icat ion:  
one approach is to concentra te  on Conf ident ia l i ty ,  and the other approach 
is to focus on Integri ty.  If the former  approach is taken, the Copyr ight  
Law or the Unfa ir  Compet i t ion Prevent ion Law is avai lable  for  reference. 
Compute r  sof tware is, for  example,  protected by the Copyr ight  L a w 246. 
Under the Unfa ir  Compet i t ion Prevent ion Law, informat ion or data, which is 
accepted as a “Trade Secre t ” is protected, al though Patent Law is the 
mainstream method for t rade secre ts ’ p ro tec t ion247. To date,  those are at 
r isk of being spied upon or stolen through computer networks.  Al though 
this r isk is not yet  readi ly recognised in Japan, it has already been widely 
acknowledged in the USA: Compute r  intrus ion cases have already been 
commi t ted.  (Table 2.3). However,  they are not des igned for combat ing 
cybercr ime.  Copyr ights  Law actua l ly works to c r im ina l ise a perpetra tor 
who makes a copy of  data or programmes, but not for  unauthor ized 
computer  access. If there is no proof of  the in fr ingement  of copyr ights or 
patent (e.g., ju s t  peek ing at t rade secrets and data), it is hardly possible to 
apply those legis lat ions .  For the latter  approach,  there is no exact, 
app l icab le  law. This is because “ In tegr i ty ” is a state of data or 
info rmat ion,  not even an intangib le asset.  Sti l l ,  it is the most cr i t ical  
fac to r  of  any in format ion and, al though it is more di f f icul t  to protect  
“ In tegr i ty ” by law, this wi l l  be necessary for  combat ing cybercr ime.

245 See ‘_Fusei -akusesu taisakuhou ni  taisuru k ihonntek i -kenkai  (A fundamental  
opinion to Unauthorized Computer  Access Law) ’ ,
<ht tp : / /www.asahi -net .or . ip /~vr5 i -mkn/ fuse iakusesu.htm> (print out on fi le with 
author) and also ‘Fusei -akusesu taisaku-hou no yukue  (The future of Unauthorized 
Computer  Access Law)’ , supra nn.221 and 233.
246 Under No. 9 clause 1, art icle 10, the Copyr ight  Act. See ‘Joho kanren ho Dai 4 
kou Computer programme no houtekihogo  (Law related to informat ion,  Part 4 Legal 
protect ion on Computer Programme) ’ ,
<ht tp : / /www.mars.dt i .ne. ip /~kos/ law/ l ives/ in fo law/ in fo-04.html> (print out on f i le with 
author).
247 Unfai r Compet i t ion Prevention Law was revised in 1990 and 1993. For reference 
see ' Joho kanren ho Dai  6 kou Eigyo-himi tsu no houtekihogo  (Law related to 
informat ion,  Part 6 Legal protect ion on trade secret ) ’ ,
<ht tp : / /www.mars.dt i .ne . ip /~kos/ law/ l ives/ in fo law/ in fo-06.html> (print out on f i le with 
author).
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Table 2.3: Computer  Intrusion cases in the USA

Punishment
Ec onom ic  
Es p io naae  
Act  Cases

Viola t ions Method of 
Theft

Tvoe of 
In format ion  

Stolen
Incarceration 
or Probation 

in Months

Fine
Forfe i ture

Rest i tut ion
($)

U.S. v. Daddona  
(D. Conn)
March 12, 2002

EEA
Cl Insider Engineering

plans

5 home 
detent ion 
36 prob.

Fine: 4K 
Rest: 10K

U.S. v. Rec to r  
(M.D. Fla.) 
January 25, 2002

EEA
Cl

Insider
Ex-employee

Drug del ivery 
system 

formulas
14

U.S. v. Estrada  
(S.D.N.Y.)
March 21, 2001

EEA
Cl

ITSP
Outsider Conf ident ial

documents

U.S. v. Dai  
(W.D.N.Y.) 
August 23, 2001 
(sentencing)

Other Ex-employee Computer  
source code 24 prob. 50K

U.S. v. Morch  
(N.D. Cal.) 
March 21, 2001

EEA
Cl Ex-employee

Software
design

documents
36 prob.

U.S. v. Kern  
(E.D. Cal.) 
Apri l  4, 2000 
(sentencing)

EEA
Cl Ex-employee

Radiological  
machines 

servicing info
12

Economic Espionage Act Cases :
Col loquial  Case Name (Distr ict) ,  Press Release Date or Date of Most Recent Court 
Act ivi ty 

V io la t i ons :
EEA

The Economic Espionage Act prohibi ts foreign economic espionage and the theft 
of t rade secrets, 18 U.S.C. §§ 1831-1839.

Cl (=Computer Intrusion)
The Computer  Fraud and Abuse Act protects the conf ident ial i ty,  integrity, and 
avai labi l i ty  of electronical ly stored data, 18 U.S.C. § 1030.

ITSP
interstate Transpor tat ion of Stolen Property, 18 U.S.C. § 2314.

Method of The f t :
Insider, Ex-employee, Compet i tor  or Outsider 

(R esourc e :  See “ C om pute r  Cr ime and Inte l lectual  Property  Sect ion (CCIPS):  
Econom ic  Esp io nage  Act  (EEA)  C a s e s ” ,
<ht tp : / /www.usdoi .gov/c r imina l /cvberc r ime/eeapub.htm> (pr int out on fi le with 
author).

Eavesdropp ing  on a computer  is banned by Telecommunicat ion Business 
Law 248. Furthermore,  the Min is try  of Just ice (hereinaf ter  “ MoJ” ) has

248 There is another law cal led the wi retapping law, which is one of three law passed 
by the Diet in August  1999 combat ing organised crime. That al lows law enforcement 
to in tercept  te lecommunicat ions and so on if a certain of fence is concerned. 
Therefore,  its nature is di f ferent from a law to ban eavesdropping in this context.
See ‘ New cr ime measures have cops all ears ’ ,
<h t tp : / /www12. mainichi.  co. jp/news/md n/search-ne ws/837080/DoCo Mo-0-3. h tml>
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announced the rev is ion or es tab l ishment  of a new law to regulate producing 
or d is tr ibut ing  computer  vi rus w i thout  resul t ing damage. Any related 
act ivi ty,  such as sel l ing,  p lacing an order  for, import ing tools or mater ia ls 
with the intent ion of producing a computer  virus,  including producing a 
password for i l legal  purpose are wi th in the scope of MoJ 249. There is 
other leg is la t ion  being amended or newly establ ished in relat ion to 
cyberspace,  such as the Copyr ight  Act and Law Concern ing Electronic 
S igna tures  and Cert i f icat ion Serv ices  250. However, they are most ly 
i r re levant  to cr imes being targeted in this thesis,  thus rendering 
unnecessary fu r the r  discussion on this point.

Apar t  f rom a leg is la t ive approach combat ing cybercr ime,  other 
ef forts have been made. For instance, the Ministry of  Economy, Trade 
and Industry (here inafter  “ METI” ) publ ished guidel ines;  Compute r  Virus 
Preven t ion  Guide l ines and Unauthor ized Computer Access Countermeasure  
Guidel ines.  The former  gu idel ine shows the ef fect ive preven t ive controls 
aga inst  computer  vi ruses, and it targets industr ies concerned,  such as 
system admin is t ra to rs  or network service providers.  The la t ter  provides 
aver table measures aga inst  unauthor ized computer access, and its target 
includes both companies and in d iv idua ls251. They are gu ide l ines (thus no 
legal force) al though some aff i l iated organ isat ions concerned with the said 
Ministry  endeavour  to in f luence related industr ies by provid ing those 
gu ide l ines.

4. The United Kingdom

Bill Hughes, the Director Genera l  of  Br i ta in ’s Nat ional  Cr ime Squad, 
has stated “ Great Br itain is the No. 1 target  in the western wor ld for 
computer  cr im ina ls ,  but  too many Bri t ish bus inesses are in denia l  about the 
ex is tence of  computer  c r im e252.” There is, unfortunately,  no refe rence to 
the au thor i ty  of  this statement.  Whether  or not having a law acts as a 
de ter rent  on pre l im inary  computer  cr iminals,  the UK has introduced the

(print out on fi le wi th author). Moreover, the Criminal  Law was revised and 
promulgated in July 2001 to prevent credi t card fraud, forgery and related offences. 
Under the revised Criminal  Law possessing a forged credit card or obtaining a credit 
card detai ls wi thout  authori ty and so on are offences. See Nihonkeiza i  Shimbum 
dated 1st June 2001, at 5.
249 See Nihonkeiza i  Shimbum dated 1st Apri l  2001, at 1.
250 For reference, see ‘Links to Laws of Japan, Codes, Statutes, Regulat ions of 
Japan’ .<ht tp: / /www. isc.mei i i .ac. ip /~sumwel  h/ l inks/ l inkJ04.htm> (print out on fi le with 
author).
251 See 'Computer Vi rus Prevention Guide l ines ’ ,
<http: / /www. ipa.QO. ip /secur i tv /enal ish/v i rus/v i rus-qu ide l in-e.html> and ‘ Unauthorized 
Computer Access Countermeasure Guide l ines ’ ,
<ht tp : / /www. ipa.qo. ip /secur i tv /enql ish/access-quide l ine-e.html> (print out on fi le with 
author).
252 See ‘ Brit Cops Tackle E-Thievery ’ ,
<http: / /www.wired.eom/news/bus iness/Q.  1 367.43171,00.html> (print out on fi le with 
author).  The art icle stamped the date on Apri l  19, 2001.
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Computer Misuse Act  of 1990 (hereinaf ter  “C M A ”) in the last deca de253.

Unti l  the said Act came into force in 1990, the UK had combated 
computer -re la ted cr ime by means of exist ing law, such as the Cr iminal  
Just ice Act 1994 and Cr iminal  Damage Act. Whi le the P a r l ia m e n t254 
became aware of  the l imi t  of current exist ing law to combat 
computer -re la ted cr ime in the 1980’s, the Scott ish Law Commiss ion  started 
an invest igat ion on its own cr ime problems in 1984, publ ished in the 
Memorandum in 1986, fo l lowed by another report  ent i t led “ Report  on 
Compute r  C r ime” in 1987255. The Scott ish Law Commission categor ised 
eight  computer  misuses,  wi th each category explained in detai l ,  plus a 
discuss ion regarding the poss ib i l i t ies  of  address ing them through exist ing 
law. Fur thermore the Commiss ion contempla ted both minimal and wider 
law re fo rms256. In succession  to this, the Law Commission (in England 
and Wales) publ ished “Compute r  Misuse work ing paper N o .110” in 1988.

253 Prior to the Brit ish government,  the former  West German government revised its 
Criminal  Law and Unfai r Compet i t ion Prevention Law in 1986 to combat  unauthor ized 
access and French introduced a new law cal led ‘ la loi  Loi No 88-19 du 5 janv ie r  1988 
relat ive à la f raude informat ique  (dite ‘ Loi Godfra in ’ (Act No.88-1 9 dated January 5, 
1988 on Computer  Fraud (said ‘Godfrain Ac t ’ ) ) ’ to control  an i l legal access to data 
processing and related matters in 1988. In the USA many an individual  state 
amended thei r existed Criminal  Law and the Federal Law was revised in 1986. 
Compared to a series of internat ional  pace, the Brit ish government was said to be 
relat ively unhurr ied. See ‘ 6-9tuke Jôhô- tsûshin network no anzen/sinra ise i  ni  
kansuru kenkyûkai -houkokusyo dai -1-hen dai -2-syô  (A report on a society for safety 
and conf ident ial i ty  of informat ion communicat ion network dated June 9 th ) ’ , 
<http: / /www.soumu.qo. ip/ ioho tsusin/pressre lease/ iapanese/denki /970609i602 3.html 
> (pr int out on fi le with author).  For French law, see ‘ Sécuri té Informat ique : la loi  ’ , 
<ht tp: / /cr i .univ- t lse1 . f r /documenta t ions/secur i te/ loi  penetrat ion,h tm l> (pr int out on 
f i le with author).
254 The United Kingdom of Great Britain and Northern Ireland consists of four 
countr ies (England, Wales, Scot land, and Northern Ireland) and three individual  
jur isd ic t ions (England & Wales, Scot land, and Northern Ireland). Since the Labour 
Government  raised the f lag in 1997, it has devolved legislat ive powers of certain 
areas to Scott ish Parl iament,  a Welsh and an Irish Assembly, therefore they enact 
any legislat ion wi thin thei r l imits. Legislat ion establ ished by the Par l iament appl ies 
to the whole country. Unl ike Japan, which mainly has its origin in cont inental  law 
system, Engl ish law or iginated in the UK, which rel ies mostly on case law. So 
instead of having a wri t ten Const i tut ion,  it is regarded as consist ing of both statute 
law on the one hand and case law in the UK. See ‘ Update to A Guide to the UK 
Legal System by Sarah Car ter ’ , <ht tp : / /www. l l rx .com/features/uk2.htm> (pr int out on 
fi le with author).
255 Scott ish Law Commission, 'Repor t  on Computer  Crime (Scot Law Com No .106) ’ , 
(1987) Edinburgh. Also for reference, See the Scott ish Law Commiss ion ’s website, 
<ht tp: / /www.scot lawcom.qov.uk/ index-1 .htm>. See also ‘The Computer  Misuse Act 
1990: 5 years on ’ , <ht tp: / /csrc . lse.ac.uk/people/ke lmana/CMA1 990 Paqe3.htm> (print 
out on fi le with author).
256 The minimal  reform suggested that obtaining unauthor ized access to a computer  
would be created as a new offence. The wider  reform of some proper ty related 
act ivi t ies were accepted to be covered by the exist ing law. On the other hand, 
making all related act ivi t ies  the subject  of speci f ic computer-related of fences might 
increase the deter rent  effect of the law in the interests of clar i ty and certainty. Ibid., 
at 10-13. Moreover  recommendat ion one in the said report was implemented by 
sect ion 1 of the Computer  Misuse Act 1990.
Recommendat ion 1. (Unauthor ized access to a computer)
Provision should be made for it to be an offence to obtain unauthor ized access to a 
computer.  Ibid.,  at 9.
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It c lassi f ied computer  misuse into f ive categor ies,  then a publ ished a report 
based on this working paper (Cr imina l  Law Compute r  Misuse N o .186). 
The role of  these papers publ ished by the Law Commiss ion  was the same 
as the Scott ish Law C om m iss ion ’s repor t  257. However, it argued that 
computer  related conduct might not cons t i tute an of fence under existing 
cr imina l  law 258. Al though there were other reports publ ished in the 
Commonwealth ,  they are not d iscussed here,  wi th, instead, a concentra t ion 
on the deve lopment  of  law wi th in the four  countr ies in the UK259. Whi le 
law enforcement  had been struggl ing,  there were some cases that 
highl ighted the weakness  of exist ing la w260. In R v. Gold  (1988) AC 1063, 
exist ing law was unable to penal ise the defendant  for  hacking. In Cox v. 
Riley  (1986 )261, the defendant  was a lmost  declared not gui l ty under the 
Cr iminal  Damage Act of 1971 262. Apply ing Section One of  the Cr iminal 
Damage Act of  1971 was also inadequate for the ear l ie r  case because the 
word “dam ag e ” in Sect ion One did not apply to a computer  p rogramme263.

257 See 'The Computer  Misuse Act 1990: 5 years on ’ , supra n.245.
258 See ‘Chapter  One Crime and the Computer ’ ,
<ht tp : / /www.strath.ac.uk/Depar tments/Law/deDt/diql ib/book/cr imina l /cr im16.  html> 
(print out on fi le with author).
269 For reference, (1) Queensland Depar tment of Just ice, Green Paper on 
Computer- related Crime 1987, (2) Inter im Report Computer  Crime 1988 (Gibbs 
Report) and (3)Tasmanian Law Reform Commission Report No. 47 of 1986, Computer 
Misuse. See ‘Computer  Crime Repor ts ’ ,
<ht tp : / /www.underaround-book.eom/chapters /ccm/10.htmI> (print out on fi le with 
author).
260 Some concrete examples of computer  crime between late 1980’s to early 1990’s 
under three categor ies:

[Cr iminal  damage case]
Cox v. Ri ley  (1986) 83 Cr. App. Rep. 54.
R v. Whi teley  (1991) 93 Cr .App.Rep.25 
[Theft  and related of fences]
R v. Thompson  (1984) 3 All ER 565 (1 WLR 962)
[Hacking]
R v. Gold (1988) AC 1063.

See ‘ Regulat ing Cyberspace’ , <ht tp: / /www.bi leta.ac.uk/OOpapers/ teichner .html>. 'IT 
Law LLM Reading List: Computer  Cr ime',
<ht tp : / /www.qmw.ac.uk/~cc ls / i t law/readina/cr ime.htm> (print out on fi le with author), 
and ‘Chapter  One Crime and the Com pute r ’ , supra n.248.
261 Cox v. Ri ley  (1986) 83 Cr App Rep 54.
262 In Cox v. Ri ley  (1986), the defendant erased computer  programme which was kept 
in a plast ic card. The computer  programme was intangible proper ty and it was not 
appl icab le to the breach of the Cr iminal  Damage Act of 1971, because section 10 of 
the said Act of 1971def ined ‘prope r ty ’ as ‘a tangible nature’ :
(Section 1)
A person who wi thout lawful  excuse destroys or damages any proper ty belonging to 
another intending to destroy or damage any such property. . .shal l  be gui l ty of an 
offence.
The said programme was kept in the IC card, which was recognised as a tangible 
property, therefore the defendant  was declared guilty. See ‘ Electronic Frontier, 
Crime and the Compu te r ’ ,
<ht tp : / /www.st ra th.ac.uk/Depar tments/Law/dept /diq l ib/book/cr imina l /cr im11 ,html>. 
‘Case: Cox vs. Ri ley (1986) ’ ,
<http: / /www.cs.mdx.ac.uk/courses/ foundat ion/modules/b is001 5/ lectures/bis001 5 wee 
k 11 / ts Id01 7.htm> and 'Da i-5-syo Eikoku  (Chapter  5 England) ’ ,
<ht tp: / /www.ipa.ao. ip/secur i tv/ fv11 / repor t /contents /v i rus / repor t5 .pd f> (print out on file 
with author).
263 Sect ion 1 of the Cr iminal  Damage Act 197:
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The Compute r  Misuse Act of 1990 received Royal  Assent  in June and 
was approved as a form of a Pr ivate Members Bil l addressed by Michael 
Colv in MP264. It came into ef fect  on 1st Sep tember  in 1990. It starts with 
exp lanat ions on penal is ing certain ac t iv i t ies as computer  misuse of fences 
(sect ion 1 to 3). Then, the exposi t ion on ju r isd ic t ion  is i l lustrated 
(Sect ions 4 to 9), fo l lowed by misce l laneous and general  informat ion 
(Sect ions 10 to 18). The three of fences penal ised by the CMA are:

Unauthor ized access to computer  materia l ;
Unauthor ized access with intent to commit  or faci l i ta te  commiss ion of 
fur ther  of fences, and

- Unauthor ized modi f ica t ion of  computer  m a te r ia l265.

It is possible to say that unauthor ized access  to a computer,  in the 
f i rst  place, is a central  of fence. From there,  any fur ther  of fences with 
such unauthor ized access ( theft , f raud, modif ica t ion ,  and so on) fol low. 
Like the Japanese UCAL, it could have penal ised only unauthor ized access 
to a computer  comprehensively .  But the di f fe rence to the Japanese 
leg is la t ion is that  commit t ing fu r ther  of fences with unauthor ized access 
imposes a more severe penal ty compared to mere unauthor ized access to a 
com pute r266. Const i tu t ing an of fence, subsect ion  1 of  Sect ion 1 explains 
this as a person knowingly  accessing a computer,  w i thout author isat ion,  
wi th the intent ion of get t ing access to any programme or data in the 
computer.  At  the same t ime, that  access to a computer  must be 
techn ica l l y  unauthor ized. In this respect,  it is not  importan t to penal ise 
an outside hacker (ou ts ide rs267): it is taken for granted that outs iders  do not

‘ a person is gui l ty of an of fence if, wi thout lawful excuse, he destroys or damages 
any proper ty belonging to another. ’
See 'Sect ion 3 of the Computer  Misuse Act 1990: an Ant idote for Computer  V i ruses! ’ , 
<ht tp: / /webic l i .nc l .ac.Uk/1996 / issue3/akdeniz3.htm l> (print out on fi le with author) 
and also ‘Dai -5-syd Eikoku  (Chapter  5 England) ’ , ibid.
264 See 'House of Commons, Friday 9 February 1990’ ,
<ht tp: / /www.par l iament . the-s tat ionerv-of f ice.co.uk/pa/cm 198990/cmhansrd/1990-02-0 
9/Debate-1 .html> (pr int out on f i le with author).  As Colvin MP stated, there was no 
draft  bil l at tached by Law Commission, which publ ished its report.
265 See ‘Computer  Misuse Act 1990 (c. 18)’ ,
<ht tp : / /www.hmso.aov.uk/acts/acts1990/Ukpqa 19900018 en 2.htm> (pr int out on fi le 
with author).
266 Computer  Misuse Act 1990, ibid.
(Subsect ion 3 of sect ion 1) Penal ty for unauthorized access to a computer  
A person gui l ty of an of fence under  this section shall  be l iable on summary convict ion 
to impr isonment  for a term not exceeding six months or to a f ine not exceeding level 
5 on the standard scale or to both.

(Subsect ion 5 of sect ion 2 and subsect ion 7 of sect ion 3) Penal ty for any further 
of fence with unauthor ized access to a computer 
A person gui l ty of an of fence under this section shall  be l iable—

(a) on summary convict ion,  to impr isonment for a term not exceeding six months 
or to a f ine not exceeding the statutory maximum or to both; and
(b) on convict ion on indictment,  to impr isonment for a term not exceeding five 

years or to a f ine or to both.
267 ‘ Ins ide r ’ in this context  is explained by using the def ini t ion in the said report as;

108

http://webicli.ncl.ac.Uk/1996/issue3/akdeniz3.html
http://www.parliament.the-stationerv-office.co.uk/pa/cm_198990/cmhansrd/1990-02-09/Debate-1_.html
http://www.parliament.the-stationerv-office.co.uk/pa/cm_198990/cmhansrd/1990-02-09/Debate-1_.html
http://www.hmso.aov.uk/acts/acts1990/Ukpqa_19900018_en_2.htm


have author isat ion to access to a computer.  However, in the case of  an 
inside hacker there is the problem of proving that his intent ion to secure 
access was unauthor ized — al though the Law Commiss ion report  N o .186 
exp la ined that unauthor ized insider access is es tab l ished whether  or not a 
computer -owner  invested in suf f ic ient  safety measures.  Furthermore, the 
report  c lear ly exp la ined that  an outside at tack does not const i tute  an 
of fence if a hacker has been invited — for example,  to check secur i ty 
vu lne rab i l i t y268.

Subsect ion  2 of Sect ion 1 has, rather than narrowing it down, taken 
a wide scope of  the ob ject ive resul t ing f rom an of fence under this law269. 
Therefore ,  the ob ject ive is not the main fac to r  in const i tu t ing an of fence; 
and, any future form of data or devices are also protected under this law. 
Due to this background,  for  instance, the combinat ion of  Sect ion 1 and 3270 
apply to the of fence of at tack ing computer  data by computer  vi ruses.

In regard to the implementat ion of the pr inciple of  legal i ty of cr imes 
and pun ishment,  there is an interpretat ion in subsect ion 2 (a) of  sect ion 2. 
As prev ious ly  stated, the of fence “unauthor ized access with intent to 
commit  or fac i l i ta te  commiss ion of  fur ther  o f fences ” is descr ibed in 
subsect ion 1 of  Sect ion 2. This does not mean that it is necessary for  a 
fur ther  of fence (commit ted on the basis of  unauthor ized access to a 
computer  (stated in Sect ion 1)) being assisted by a com pute r271. Any 
of fence, where the sentence is f ixed by law, is a cr ime. This can be seen 
as a basic approach to the pr inciple of  legal i ty of  cr imes and punishment.

The CMA is obv ious ly  an indiv idual  law special ly target ing 
computer -re la ted  cr ime. However it is, in fact, not  an indiv idual  law; 
subsect ions 1 and 2 of  Sect ion 7 were prepared for insert ion af ter  
subsect ion (1) of Sect ion 1 of the Cr iminal  Law Act 1977. Subsect ion 3 of 
Sect ion 7 fo l lows 1(1) of  the Cr iminal  At tempts  Act of  1981 272. It also 
refers to other laws, such as the Magistrates'  Courts Act of  1980, the

“ Insider '  ... include not only employees of the owner  or operator  of the computer  but 
also persons with author ised access to another  system to which that computer  is 
connected, and persons providing sof tware or maintenance services to the system. ’ 
Therefore,  ‘outs ide r ’ is all types of hackers except perpet rators  as stated in the 
above. ‘Outs ider ’ is more l ikely to be a typical  hacker. See The Law Commission, 
‘Cr iminal  Law Computer  Misuse Law Commission report No.186' (1989) H.M.S.O., 
London, at 4.
268 Ibid.,  at 12
269 Computer  Misuse Act 1990, supra nn.255 and 256, and infra n.260. Subsect ion 
2 of sect ion 1 shows an object  of an offence as:
(2) The intent a person has to have to commit an offence under this Section need not 
be di rected at—

(a) any par t icular  programme or data;
(b) a programme or data of any par t icular  kind; or

2̂ c )  a programme or data held in any par t icular  computer.
Sect ion 3 is establ ished to ban unauthor ized modi f icat ion of computer  material.  

See Computer  Misuse Act 1990, supra nn.255, 256, and 260.
271 See ‘Dai-5-syd Eikoku  (Chapter  5 England) ’ supra n.252.
272 The scope of sect ion 7 is Jur isdict ion.  See Computer  Misuse Act 1990, supra 
n.255.
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Police and Criminal  Evidence Act of 1984, the Extradi t ion Act of 1870 and

It is also possible to deal with a spec i f ic  cybercr ime with another 
type of  law. Send ing and spreading computer  v i ruses is regulated by 
sect ion 43 of the Te lecommunica t ions Act of  1 984 273 274. Furthermore, 
hackers are dea l t  wi th as “cyber te r ro r is ts ” under sect ion 19 of  the 
Terror ism Act  of  2000 275 . However,  an of fence in this context  is 
categor ized as an act of terror ism; not as a cyber cr ime. Sect ion 19 of 
the said law is cited f rom Sections 1 to 3 of  the CMA, wherefore  any 
of fence commit ted under  its provis ions is def ined as terror ism.

Changing di rect ion now, towards the cus tomers of f inancial  
ins t i tut ions,  there are two di f ferent laws which are des igned to al low 
indiv iduals  to check personal  data held appropr ia te ly  by organ isat ions in 
the UK276: the Consumer  Credi t  Act  of  1974 and the Data Protect ion Act of 
1984. The former  Act  refers direct ly to credi t  reference agencies,  def ined 
as “car ry ing on a bus iness compr is ing the furn ishing  of persons with 
info rmat ion re levant  to the f inanc ial  standing of indiv iduals,  being 
in format ion col lec ted by the agency for that  pu rpose” . Two main factors 
of  this Act are that:

(1) The data is concerned with indiv idua ls ,  not  companies (i.e. an 
agency that  restr icted its ac t iv i t ies  to the c red i tworth iness of 
compan ies  is not sub ject  to the Act);

(2) Unl ike the Data Protect ion Act of  1984, the Act covers data held in 
manual f i les as well  as computer da ta277.

The la t ter  Act covers  any organ isat ion,  which mainta ins personal  
data on behal f  of the data user by im pos ing  an ob l iga t ion  to ensure  
a de qua te  sec u r i t y  m easures .  The Data Protect ion Act of  1984 was 
fo rmula ted  using the Counci l  of  Europe Convent ion pr inciples.  There is 
also some leg is la t ion exist ing in the UK: The UK Wire less Telegraphy Act 
can be ef fect ive  on i l legal  in ter ference with te lephone l ines, for  example,  
eavesdropping.  The Copyr ight  Designs and Patents Act of  1988

273 Ibid. Three legislat ion ment ioned above refer Sect ion 2, 14 and 15 of Computer  
Misuse Act of 1990 each.
274 See ‘ Computer  virus nado yugai-puroguramu no houtekik ise i  nikansuru  
kokusai -doukou-chosa  (The world trend of the legal approach towards injur ious 
computer  programme including computer  v i rus ) ’
<ht tp: / /www.ipa.ao. ip/secur i tv/ fy11 / reoor t /contents /v i rus/ law243.html> (print out on 
f i le with author).
275 See ‘Terror ism Act 2000’ ,
<ht tp : / /www.hmso.qov.uk/cai -b in/h tm h13?URL=ht tp : / /www.hmso.aov.uk/acts/acts2000 
/00011—x.htm&STEMMER = en&WORDS = comput + misus + &COLOUR = Red&STYLE = s>. 
and ‘Hacker  wo teror isto toshi te atsukau eikoku no sinpou  (The new Brit ish Law 
against cyber ter ror ists dated 20th February 2001) ’ ,
<http: / /www. idq.co. ip / repor t /secur i tv /backnumber /us topics/2001 02/sec20010220 01 
us .h tm l> (pr in t  out on f i le with author) .
2,6 See Longley, supra n.41, at 289-290.
277 Ibid.
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(here inaf ter “CDPA”) is also ef fect ive for  the legal protect ion of  computer  
programmes.  A l though it is impossib le  to enjoy legal protect ion under the 
Patents Act, whose pr imary ob ject ive is to protect  invent ions,  the CDPA 
does not restr ict  its subjec t  to invent ions only. The CDPA gives legal 
protect ion to a wide range of  mater ia ls:  l i te rary works,  dramat ic  works,  
musical  works,  ar t ist ic works,  and sound recordings, c inematography f i lms 
and radio and sound broadcasts.  Compute r  programmes are categor ised 
with l i te rary works.

It is worth ment ion ing a consu l tat ion paper on the Conspiracy to 
Defraud in 1987. This recognised the potent ia l ly  ser ious consequences of 
computer  c r im e278. The most s ign i f icant  piece of  legis lat ion in this respect 
is the Compute r  Misuse Act of 1 990279. It is d ivided into three of fence 
types; “unauthor ized access to a computer  wi th intent to commi t  or 
fac i l i ta te  the commiss ion of a ser ious c r im e” , “ unauthor ized modif ica t ion  of 
computer  m a te r ia l ” , and “ unauthor ized access to com pute r ” . The 
Metropo l i tan Po l ice ’s Compute r  Cr ime Unit  resul ted was set up under this 
Act and has sole responsib i l i ty  for  pol ic ing and enforc ing i t280.

5. Compara t ive  analys is  of  Japanese and the Br it ish legis lat ion

Accord ing to the review publ ished by the Department of  Trade and 
Industry (here ina fte r  the “ DTI” ), the overal l  cost  of  computer  misuse in the 
UK may amount  to between £400 mi l l ion and £2 b i l l ion281. The DTI also 
comments,  regard ing these f igures,  that  careful  interpretat ion is necessary 
as they represent  the cost of all cr ime, inc lud ing both computer  misuse and 
cr ime using computer.  There is obv ious ly  a huge gap between the two 
f igures.  Judging from the character is t ics  of  cybercr ime, these f igures can 
be inflated easi ly.  S im i la r  f igures,  which are the est imated damage of 
cybercr ime,  are publ ished all over the wor ld but they are l ikely to be very 
di f ferent.  This is because it is hardly poss ib le  to est imate the real i ty of 
cybercr ime for three main reasons. First ly, it is due to the di f f icul ty  of 
detect ing a c r im e282. Secondly,  it is easy to des troy  ev idence of  a cr ime in 
cyberspace,  as the major i ty of ev idence exists in cyberspace.  Also,  a 
great many cybercr im a ls  are ski l fu l  in using computers  and mostly have 
exper ience of  work ing with computer  technology 283. In cyberspace 
commit t ing a per fec t  cr ime is not a dream. These two are par t icular i t ies 
of cybercr ime as well  as obstacles to prosecut ion.  Thirdly,  it is due to a 
lack of  awareness about  the r isks of  being a v ict im of  cybercr ime.  Even if

278 Other relevant legislat ion to the issues are Civi l  Evidence Act 1955, Criminal 
Just ice Act 1994, Theft  Act 1968 and 1978, and Trade Descript ions Act 1968.
279 Duff & Gardiner,  supra n.20 and infra n.270 at 218-219.
280 Duff & Gardiner,  supra nn.20 and 270 at 221-222.
281 Depar tment of Trade and Industry, ‘Deal ing with computer  misuse: review of the 
appl icat ion of the Computer  Misuse Act and the associated market for information 
and expert  adv ice ’ , (1992) Department of Trade and Industry, London, at 4.
282 This has al ready been mentioned in Chapter  I, therefore it is not discusses here.
283 The Law Commissions report descr ibes that many hackers have a background of 
sof tware development or systems engineer ing.  The Law Commission (1989), supra 
n.257, at 5.
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a firm is damaged by a cybercr im ina l ,  it is more l ikely to be reluctant to 
inform the pol ice and rather takes internal act ions to solve the prob lem284. 
Leg is lat ion discussed in this chapter  is most ly an aspect of cr iminal ,  rather 
than civi l ,  law. Compensat ion is not covered by cr imina l  law. Al though 
compensat ion may be af forded under  civi l law, it is not a lways enough to 
cover  the total damage of cybercr ime or indeed worth the t rouble f rom as it 
is t ime consuming.  Pursuing a cr imina l  case may ref lect  upon a f i rm ’s 
reputat ion .  In that  case the points at issue exist  far  beyond “a dearth of 
the awareness ” . Therefore ,  it is necessary to cons ider  at least three 
f igures to discover  the real f igure of  the cost of cybercr ime; a real f igure of 
cybercr ime being prosecuted,  a real f igure of  undetected cybercr ime,  and a 
f igure of  cybercr ime which was detected by a vict im f irm but has not been 
reported to the pol ice.  Any of fence is l ikely to have simi lar  problems to a 
greater  or lesser  extent.  However, the number of  undetected and 
unrepor ted cybercr ime cases is numerous, compared to the number of 
actual  prosecut ions.  Moreover,  there are some cases in cybercr ime that 
do not incur  any dam age285. Neverthe less,  it is cont rary to the reason for 
exclud ing those cases from cr ime category,  and those of fenders are at 
least  mora l ly  responsib le .  If there is no real f igure avai lable  to show the 
damage as a resul t  of cybercr ime being commit ted, if there are some 
of fences, which,  though not damag ing,  sti l l  count as cybercr ime,  what 
remains to persuade the genera l  pub l ic  of  the vu lnerab i l i ty  of cyberspace?

The DTI descr ibed the pattern of computer  misuse in the 1980’s, 
shown in the Audi t  C om m iss ion ’s survey of  computer f raud and abuse, as:

“ It ind ica tes increas ing d irec t  costs to computer  users and ul t imate ly  to the 
economy as a whole;  and

It may dimin ish potent ia l  users ’ conf idence in computer  systems and 
there fo re  reduce their  w i l l ingness  to in troduce and extend the use of such 
sys tem s286.”

This ana lys is  was part ly real ised. The former  is complete ly  true;  as 
a fam i l ia r  example,  ant i -v i rus and related computer  sof tware has increased 
its share of  the market.  In the latter  case, Internet users,  unl ike the 
pred ic t ion,  expanded rapidly.  By ear ly 2001, 13.6 mi l l ion home onl ine 
popula t ion had got themselves connected 287. By September  2002, the 
total  number  of  people wi th Inte rnet access in the UK reached 34.3 
m i l l ion288. This f igure obv ious ly  does not involve of f ice onl ine populat ion.

284 Depar tment  of Trade and Industry (1992), supra n.271 and infra n.276, at 4-11.
285 Hacking is a paragon of non-damage-making cybercr ime al though it has been 
cr iminal ized.  Character is t ics of cybercr ime has been analysed in depth in Chapter
I.
286 Depar tment  of Trade and Industry (1992), supra nn.271 and 274, at 4.
287 See ‘ UK Sur fers Are Not Limi ted to Big Earners ’ ,
<http: / /www. internetnews.com/bus-news/ar t ic le .php/772461 > (pr in t  out on fi le with 
author) .
288 See ‘He ise i  15 nen Jouhou Tsuushin Hakusyo  (2003 Whi te paper on
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Nonetheless e-commerce has not rapidly spread, compared to the 
expansion of Internet users. Only 15% of the total  onl ine population 
f requent ly  conducts  e -commerce 289. Whi le  it has been a year since 
e lec tron ic  s ignatures received legal grounds in the USA as a resul t  of the 
enactment  of  the Global  and National  Commerce Act 290 , f i rms are 
neverthe less reluc tant  to in troduce electron ic  s ignatures into their  
b u s in e s s e s 291. This could,  of course, be interpre ted that  f i rms are 
scept ica l  about using e lec tron ic  s ignatures in bus inesses because of 
d is t inc t ive  Amer ican charac te r is t ics292. There is a case for arguing that 
f i rms and indiv iduals tend to be unwi l l ing to take one fu r ther  step into 
cyberspace.  It is sti l l  too ear ly to see the ef fect  of  the Global and 
Nat ional  Commerce Act, which encourages the expansion of  e-commerce.

It seems that both f i rms and indiv iduals understand the vulnerabi l i ty  
of  cyberspace. The quest ion is to what  ex tent  a f irm or an individual  
rea l ises  their  r isk of incurr ing any of fence. Unti l  one faces real risk, for 
example,  a f irm receives a computer  vi rus through emai ls  and then 
computer  data is erased or destroyed, feas ib i l i t y  would be lacking. This 
at t i tude is l ikely to apply to any type of  cr ime. If the s i tua t ion is so, and 
the impact of cybercr ime is more l ikely to be massive,  it is not  necessary to 
prove the vu lnerab i l i ty  of  cyberspace.

The trend in Minis tr ies  in both Japan and the UK is apparent ly  to 
promote s t rengthened computer  secur i ty among the indust r ies  concerned. 
As was introduced earl ier,  METI in Japan publ ished gu ide l ines to reinforce 
computer  secur ity.  Furthermore,  there are some aff i l iated organ isat ions 
associated with it. The DTI rather  takes the view of  improving business 
at t i tudes towards computer  secur i ty  as well  as promot ing awareness of the 
CM A293. In regard to af f i l iated organ isat ions in Japan, there is an issue. 
S im i la r  o rgan isat ions exist ing under  di f ferent  Ministr ies,  for  ins tance METI

te lecommunicat ions) ' ,
<http: / /www. iohotsus in toke i .soumu.qo. ip /whi tepaper / ia /h15/h tml /F1101 300.htm l> 

(pr int  out on fi le with author) .
289 See ‘ In ternet  de syouhi  ga hi rogaru?  (Can Internet expand the number  of onl ine 
consumers?) ’ ,
<ht tp : / /www.ntt -ad.co. jp/core value/or iq in s/dotocon2002 s/main 04 1.html> (pr int  
out on fi le with author) .
290 The formal  name is ‘A Bill to faci l i tate the use of electronic records and
s ignatures in interstate or foreign commerce ’ . See ‘A Bill to faci l i tate the use of 
e lect ronic records and signatures in interstate or foreign commerce’ , 
<ht tp: / /www.isc .mei i i .ac . jp /~sumwel  h /doc/code/b i l l -1999-k.htm> ( print out on fi le
with author) .
291 See ‘Beikoku denshlsyomeihd s ikoukara 1 nen, fukyu-kakudai  wo habamu  
mondaiga sanseki  (A year has passed since Signatures in Global and National 
Commerce Act came into effect in the USA, innumerable problems to avoid 
popular ised dated 1 November  2001) ’ ,
<ht tp: / /www. idq.co. ip/ repor t / i t repor t /backnumber /200111/20011101 01 ebiz report.ht 
ml> (pr in t  out on fi le with author) .
292 It is expressed that f i rms are confused and reluctant to implement  electronic 
s ignatures especial ly in t rans-states businesses. Ibid.
293 Depar tment of Trade and Industry (1992), supra n.271, at 3.
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and the Ministry of  Finance, are unl ikely to cooperate  wi th each other. It 
is of course true that they have di f ferent roles and areas for which they are 
responsib le .  Each organ isat ion has di f fe rent  act iv i t ies but they have 
common parts to share.  If so, it may contr ibu te  great ly to promot ing 
computer  secur i ty  when all o rgan isat ions share their  resources and 
exper iences beyond the boundary294.

Compar ing the two pieces of  legis lat ions,  in Japan and the UK, is 
di f f icul t .  The reason for th is is not only because they apply to di f ferent  
legal sys tems. The cr i t ical  d i f ference is in the t ime the two laws were 
promulgated.  The Japanese UCAL was introduced in 2000 whereas the 
Compute r  Misuse Act  of  1990 already had ten years ’ h istory by then. The 
last decade was ex t remely  crucial  in technolog ica l  deve lopments .  The 
more techn ica l  innovat ion,  the more issues and brand-new types of  cr ime 
arose. It is inevi table to regard the old leg is la t ion  as “out of  da te ” . In 
th is regard,  the Japanese UCAL must be super ior  to the Br it ish CMA in 
cover ing new issues, wh ich have ar isen in the last decade. Sti l l  it is not 
that  s t ra ight forward,  and requires c loser  examinat ion.

First  of  al l, both the Japanese UCAL and the Brit ish CMA are 
indiv idua l  laws to c r im ina l ize  a certain of fence. Both laws refer to other 
leg is la t ion,  such as the Const i tu t ion  or Cr iminal  Law Act, wi th techn ica l ly  
d i f fe rent  meanings. The Br it ish CMA refers to other leg is la t ion  to 
complement  it; espec ia l ly  in the sect ions for Jur isdic t ion (Sect ions 4 to 9) 
and for misce l laneous and general  (Sect ions 10-18),  an interpretat ion in a 
sect ion in the CMA is read as a re ference to a sect ion of  other legis lat ion 
in another  ju r isd ic t ion.  This  is due to the format ion of  the UK ’s three 
ju r isd ic t ions  wi th in the terr i tory.  In other cases, the CMA dec lares it is 
w i thou t  prejudice to others.  Though Sect ion 7 was prepared to insert  in 
the 1977 Crimina l  Law Act  in relevance to external  law, the 1977 Criminal  
Law Act  does not replace it to restr ict  the ef fect  of  the CMA. However,  
the Japanese  UCAL is tacit ly  control led under the Const i tu t ion.  
Furthermore,  the UCAL cannot crack down on all types of  cybercr ime 
desp i te  its preparat ion as a special  law at tached to the Cr iminal  Law295. A 
certain of fence is penal ised under the Cr imina l  Law (revised pr ior  to the 
UCAL) in Japan. Four of fences penal ised under the Cr iminal  Law are: 
i l legal  use of  e lec t romagnet ic  records, in ter ference with duty by computer 
dest ruc t ion and the like, computer -re la ted fraud, or damage on a pr ivate 
and publ ic document,  whe the r  author ized or unauthor ized.  If any of fence 
is done by author ized compute r  access, the Cr iminal  Law is the ul t imate 
legal  solut ion.  The Cr im ina l  Law gives a more severe penalty than the 
UCAL. From this point  of  view, it is possible to say that the UCAL is

294 The Centre for Financial  Industry Information Systems is establ ished under the 
Ministry of Finance. In format ion- technology Promotion Agency (IPA), Japan 
Informat ion Processing Development Corporat ion (JIPDEC) and Japan Computer  
Emergency Response Team Coordinat ion Centre (JPCERT/CC) are under METI.
Each one of them surely has a speci f ic role and activi t ies.

A special  law mostly takes precedence over general  law, such as the Criminal  Law 
or the Civi l  Law.
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designed to complement  the Cr iminal  Law. In other  words,  the UCAL has 
appur tenances to cover a certain of fence, which cannot be penalized by 
the Cr iminal  Law. Therefore it tends to apply to only a l imi ted range of 
of fences, and is very l ikely to be insu ff ic ient  for  fu r ther  of fences with 
unauthor ized computer  access, such as money launder ing  in cyberspace.

Returning to an of fence under author ized computer  access, the 
Br it ish CMA resembles the Japanese UCAL in that  any of fence with 
author ized computer  access cannot be penal ized under the CMA. It is 
appropr iate to recognize an of fence commit ted by using a computer  in both 
cases. After  taking every th ing into cons iderat ion ,  what  is the advantage 
of having a speci f ic  law aga ins t  cybercr ime? It would be unnecessary to 
establ ish  a speci f ic  law if it covers only l imi ted of fences, especia l ly in 
statu tory  countr ies;  revis ing an exist ing law would be adequate to address 
this.  That is to say that two pr imary factors make cybercr ime di f ferent  
f rom any other  of fence: the c r im e ’s di f f icul ty of  detect ion  and the ease of 
destroying ev idence of a cr ime in cyberspace.  Do those factors 
par t icular ly need to be emphasised in regard to legis la t ive  proceedings? 
It was hardly poss ib le  to f ind a part icular  reason to have a spec i f ic  law to 
combat unauthor ized computer  access in the Japanese case. As far as 
examin ing art ic les 1 to 4 and 8, it would have been unnecessary to 
cons ider  es tabl ishing  a brand-new law. However, the nature of ar t ic les 5 
to 7 is hard ly  sui tab le for  insert ion into the Cr iminal  Law 296. Those 
art ic les are more l ikely to be cons truc t ive  measures  to avoid unauthor ized 
computer  access, in response to the two di f f icul t ies  al ready  ment ioned. 
Another  possible reason for es tabl ishing  the Japanese UCAL is of 
necessi ty;  es tab l ish ing a brand-new law has more pol i t ical  impact on the 
general  publ ic than revising an exist ing law 297. This impact can be 
paraphrased as a short - te rm deter rent  aga inst  unauthor ized computer  
access.

In regard to the Br it ish CMA, the approach is complete ly  di f ferent.  
Throughout  all reports and papers publ ished by the Law Commission and 
the Scott ish Law Commission , both Commiss ions had discussed whether  or 
not new of fences shou ld be def ined. In addi t ion to this, it was agreed that 
any cr ime (except unauthor ized access to a computer)  could be subject  to 
sanct ion under  the exist ing legis la t ion.  The Br it ish legis la t ive  approach 
was, compared to the Japanese approach, innovat ive.  That is to say that

296 Art icles 5 to 7 of the Japanese UCAL have been ment ioned ear l ier  in this chapter. 
Art icle 1 is for purpose of this law, art icle 2 shows def ini t ions of terms, art icle 3 
prohibi ts acts of unauthor ized computer  access, and art icle 4 prohibi ts acts of 
faci l i tat ing unauthor ized computer  access. See ‘Unauthorized Computer  Access 
Law (Law No. 128 of 1999) (provisional  t rans la t ion) ’ , supra n.227.
297 Another  possible reason for the UCAL of Japan is that Unauthorized Computer  
Access Bil ls were prepared by both the NPA and the Ministry of Posts and 
Telecommunicat ions.  Both of them took thei r posit ion to establ ish an individual  law. 
See ‘ Fusei -akusesu- ta isakuhousei  ni kansuru Keisatsuchou-an oyobi  Yuseisyou-an  
heno pabur ikku komento bosyu hertotaiou ni tsui te  (The correspondence to the publ ic 
comment adver t isement on Unauthorized Computer  Access Bil ls by the NPA version 
and the Ministry of Posts and Telecommunicat ions vers ion ’), supra n.217.
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creat ing a new offence leads to es tabl ishing  a new indiv idual  law wi thout  
cons ider ing revis ing the exist ing law. The Japanese legis lat ion takes a 
rather more caut ious  approach; taking the cho ice of  e i ther insert ing a new 
offence into an exis t ing law or es tabl ishing  a new law. This is a crucial

pgo
dif fe rence based on the ir  legal systems

Cons ider ing the appl icat ion of ju r i sd ic t ion ,  the pr inciple  of  terr i tor ia l  
ju r i sd ic t ion  is w ide ly  accepted, but not always successful .  The pr inciple 
of universal  ju r isd ic t ion  wil l  now be examined. This appl ies to the 
protect ion of un iversal  values, for  instance, piracy and genocide. The UN 
manual interpretat ion explains,  “ ...the un iversa l i ty  pr inciple,  based on the 
protect ion of universal  va lues” . It is usua l ly  ef fect ive on the basis of 
express t reaty prov is ions but is otherwise rare ly used. It is genera l ly  held 
that  th is pr inciple  should apply only in cases where the cr ime is ser ious,  
where the State that  would have ju r isd ic t ion  over the of fence, based on the 
usual  ju r isd ic t iona l  pr inciples,  is unable or unwi l l ing to prosecute.  The 
terr i to r ia l  ju r i sd ic t ion  success fu l ly  works if a certain country has pr imari ly 
cr im ina l ised a certain of fence, and further, if that  country has a wi l l  to 
prosecute.  It would be unsuccessfu l  if a coun try  has not cr im ina l ised the 
of fence or is unwi l l ing  to prosecute.  Of course, it is possible to prosecute 
such a case in con junct ion with other ju r isd ic t ions ,  that  is, the act ive or 
passive nat iona l i ty  pr inciple  and the pro tect ive  pr inciple.  However,  
app ly ing universal  ju r isd ic t ion  is more app l i cab le  when combat ing computer 
cr ime. This is based on the fo l lowing reasons: f i rst ly,  the damage/ loss  of 
computer  cr ime is huge in many cases compared with that  of 
na t iona l / t ransnat iona l  cr ime. Secondly,  that  damage can lead to ser ious 
confus ion in the economy in the nat ional  market,  and resul tant ly  it wil l 
cause ser ious confus ion in the in te rnat iona l  market.  Thirdly,  computer  
cr ime has a l ready become a wor ldwide phenomenon and has become 
recogn ised as a t ransnat iona l  cr ime at an in ternat ional  level. Fourthly, 
because of the advent  of  the Internet and digi tal  cash, in ternat ional  
co-opera t ion has become an imperat ive fac to r  in combat ing such cr imes. 
In fact,  the UN reported that, in formula t ing a computer  cr ime strategy, it 
would be helpful  to create universal  cr im ina l isa t ion.  Therefore,  it would 
be possible to app ly  a universal  ju r i sd ic t ion.  A universal ju r isd ic t ion 
would el im ina te  the need for extradi t ion.  The computer  cr iminal  could be 
prosecuted in the coun try  where the cr ime was commit ted. The other four 298

298 The Law Commiss ion clear ly ment ioned that creat ing new cr iminal of fences 
per taining to computer  misuse as the most appropr ia te approach to the reform of the 
cr iminal  law. It analysed three speci f ic issues: computer  fraud, the threat presented 
by hacking, and unauthor ized destruct ion or al terat ion of information held in a 
computer.  Regarding computer  fraud, it stated that the general  cr iminal  law was 
adequate to meet most cases. A speci f ic case, which does not meet the criminal 
law, sti l l  did not give a good reason to suggest the urgent reform. Concerning 
unauthor ized destruct ion or al terat ion of informat ion,  the crucial  argument was the 
interpretat ion of ‘proper ty ’ . The Commission explained the disadvantages of 
applying the exist ing law and recommended creat ing a new offence directly.
Referr ing to hacking, it evident ly assented that pr ivacy is not general ly protected 
under the cr iminal  law, and placed the impor tance on cr iminal ising it. See the Law 
Commission (1989), supra n.257, at 9-15.
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ju r isd ic t ions  are aimed at protect ing nat ional  in terest  more than 
internat ional  cooperat ion,  thus,  using any of  these is l ikely to prove unjust  
to one party.

In ef fect , the in i t iat ives of in ternat ional  organ isat ions,  including 
working groups, are needed to of fer  recommendat ions based on extens ive 
research. It may be necessary  to establ ish an organ isat ion to arb i t rate in 
computer  cr ime disputes.  This impl ies  that  an in te rnat iona l  cr iminal  court  
may not always be needed, because computer  cr ime is concerned with the 
economy. An in ternat iona l  arb i t rat ion,  even in the pr ivate sector, wi l l  be 
invited to par t ic ipate  in a computer  cr ime dispute provid ing it can prove its 
abi l i ty to work  ef fect ively.  Whether  app ly ing a te rr i to r ia l  ju r isd ic t ion or a 
universal  ju r isd ic t ion ,  the essent ia l  fac to r  is which one works more 
e f fect ively at persuading people to comply.  The crucial  point  concerning 
this problem is the abi l i ty  to adapt the most ef fect ive ju r isd ic t ion ,  case by 
case, under  in te rna t iona l  consensus.

As was ment ioned,  it is recogn ised that  the exist ing legis lat ion in the UK is 
adequate to deal  wi th any computer ised cr ime except one: unauthor ized 
access to a computer.  It is a s imi lar  conclusion to that  which the 
Japanese UCAL came to. The CMA is prepared to penal ise only for 
unauthor ized access to a computer  and further  of fences based on the 
groundings of  unauthor ized access. It is essen t ia l  to examine the 
di f fe rence in i l legal  of fences des ignated by law. Under the CMA,
unauthor ized access to computer  mater ia l  is a core of fence; f rom there,  an 
in tent ional  o f fence and unauthor ized modify ing computer  mater ia l  fol low. 
The UCAL of Japan cr imina l izes unauthor ized computer  access i tsel f  in the 
f i rst  p lace and then, an of fence to aggrava te  unauthor ized computer access 
to others. The CMA unquest ionably  covers many more of fences than the 
UCAL. Nei ther  a fu r ther  of fence with unauthor ized computer  access nor 
unauthor ized modify ing of computer mater ia l  are independent ly  dealt  wi th 
under the UCAL. Due to the nature of  the UCAL as a special  law, it is 
pr ior i t ized over  the Cr imina l  Law. In the case of  fo rgery  on the basis of 
unauthor ized access to a computer,  this of fence is decided on by both the 
UCAL and the Cr iminal  Law. However, only the CMA covers such an 
of fence in the UK. Apply ing more than two laws seems to cause 
unnecessary confus ion.  Moreover, it is very l ikely to involve technical  
issues or terms,  espec ia l ly  for  cybercr ime cases, and those would be an 
obstacle to s tand ing trial — par t icular ly for  judic ia l  of f icers.  It would be 
more e f fect ive to app ly for  one single law only against  an of fence/of fences.  
In the case of  fo rgery  on the basis of  unauthor ized access to a computer in 
the UK, the o f fence is penal ised under sect ion 2 of the CMA (if the of fence 
was indicted under  the CMA). The penal ty for  a person who commits the 
of fence would be mostly the same under the 1981 Forgery and 
Counter fe i t ing A c t 299.

299 Sect ion 2 of the Computer  Misuse Act of 1990 prepares impr isonment  for a term 
not exceeding six months or to a f ine not exceeding the statutory maximum or to both 
for an offender. Sect ion 6 of Forgery and Counter fei t ing Act 1981 prepares the
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On the other  hand, a broad in te rpre ta t ion of of fences tends to lose 
the e f f i c iency of the law itsel f.  The essence of  having any law is to deter 
the general  publ ic f rom commit t ing a cr ime. If the interpretat ion of  an 
of fence covers a wide range, the focus of  the law fal ls into vague 
ambigui ty;  therefore ,  the percept ion of  the genera l  publ ic is l ikely to be 
vague and uncerta in.  This in turn reduces the law ’s ef fec t iveness as a 
deter rent.  There may be a v iew that the ex is tence of  law i tsel f  deters 
o f fences  al though it would not deter careless of fences commit ted without 
understanding the aim of the law. The CMA covers a wider  range of 
computer ised o f fences  than the UCAL. Fur thermore, the name of the law 
i tse l f  is ind ist inc t ;  it is hardly possible to know what  exact ly “computer 
m isuse ” could be. Conversely,  there may exist  a v iew that  a wider 
in terpretat ion of of fences, and unclear  word ing,  make the general  public 
aware and (susp ic ious of each o the r ’s ac t iv i t ies)  so that it prov ides more 
deter rence than the nar rower in terpre ta t ion  of  of fences with its precise 
word ing.  Un fo r tunate ly  f rom the charac ter is t ics  of  cybercr ime ment ioned 
in the prev ious chapter,  many cybercr im ina ls  are indiv iduals whose 
purpose of  commit t ing a cr ime is to enjoy peop le ’s response to their  deeds. 
For those cr im ina ls  the deter rent  e f f i c iency of  law hardly works on their  
knowledge and abi l i ty  to manipula te computer  technology. But the 
deter rence surely works  on the rest of  the cybercr im ina ls .  There fore  it is 
of  impor tance to make the general  pub l ic  well  aware of the law.

The v ic t ims of  any cybercr ime are supposed to be ei ther an 
indiv idua l  or a f i rm. In this thesis,  the emphasis  is on f i rms (more 
prec ise ly  in the f inanc ia l  sector)  for the economic  stabi l i ty  point  of view. 
Firms in both Japan and the UK have been, in reali ty, aware of  the laws 
combat ing cybercr ime.  However,  a cr i t ical  problem lies in f irms. As the 
DTI review stated ear l ie r  in this chapter,  f i rms are very l ikely to be 
reluctan t or even avoid report ing incidents to an admin is t ra t ive  agency 
concerned. The reasons have been stated: pursuing a case can be 
t im e-consum ing  as well  as una ttract ive to f i rms due to the lack of  monetary 
recovery func t ions  such as compensat ion in civi l  cases. The other  reason 
is a f i rm ’s reputat ion .  It is easy to see how a f irm would prefer s i lence 
over  advert is ing i tse l f  as a cr ime vict im. In reali ty, it is somet imes

same penal ty but more precise. However the Law Commission stated in its report 
that,
‘ ... i f computer  records are al tered by an author ised user in order to create a false 
impression .. . that is plainly forgery . ’
If an of fence is cons idered as forgery, Forgery and Counter fei t ing Act is appl ied for it. 
On the contrary, in R v. Gold and Schifreen,  the respondents were acqui tted after the 
appeal  owing to the lack of appropriate legislat ion at the t ime the of fences were 
commit ted in 1984. The CMA would prove to be appl icable to such a case.
See ‘Computer  Misuse Act 1990 (c. 18)’ , supra n.255, and ‘Forgery and 
Counter fei t ing Act 1981’ ,
<ht tp : / /www.but terwor ths.co.uk/academic/ l lovd/Statutes/ forqerv .htm> and the Law 
Commiss ion (1989), supra n.257. For the case, see 'R v. Gold and Schi freen [1988]
2 WLR 984 ’ , <http : / /www.underqround-book.com/chapters /ccm/Gold.html> (print out 
on f i les with author)
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discred i t ing for  it to become known that a f irm was hacked. It shows that 
the f i rm was w ithout a suf f ic ien t  secur i ty  measure to protect  i tsel f,  or had a 
secur i ty  hole to make it easy for of fenders  to at tack — making itsel f  
vu lnerab le  to more of fenders.  It has been ment ioned repeated ly that  the 
d i f f icu l t ies  of  cybercr ime are detect ion and destroy ing evidence. Firms as 
v ic t ims,  are the ones who f ind a cr ime scene. If v ict ims do not report  
incidents,  it is impossib le  ei ther to prosecute for  an of fence or indeed to 
know an of fence has been commi t ted.  This is the same as a v ict im 
conceal ing an of fence, and thereby she l ter ing  an i l l - in tent ioned of fender.  
But in fact,  the f i rms take internal measures300 to reduce, minimise or avoid 
the damages suffered, and thus avoid she l ter ing an of fender even if he is 
an insider.  Sti l l  it is a v ic ious ci rcle;  f i rms do not report  the incidents,  and 
cr im ina l  prosecut ions are not pursued. The low ratio of prosecut ions 
aga ins t  cybercr ime does not lead f i rms to bel ieve that it is less f requent ly  
commit ted compared to their  expectat ions ,  due to so much in format ion to 
the c on t ra ry301. This impresses on f i rms that  cr imina l  prosecut ions aga inst  
cyberc r im e are most ly unsuccessfu l ,  and this too prevents them from 
repor t ing incidents.  Even if a new offence to incr iminate any f irm or 
indiv idua l  who does not report  an incident is establ ished, this at t i tude will 
not  change easi ly,  and the s i tuat ion could worsen. One possible  method 
to encourage f i rms to report  inc idents is permit t ing them to apply to civi l  
cour ts and request ing  compensat ion to cover the damage of  cybercr ime.  
However,  if the damage were substant ia l ,  it would be imprac t ical  to 
pronounce  a sentence on a cybercr ime of fender  to compensate  for  the total 
damage.  The of fender  is unl ikely to be unable to pay huge damages 
un less he/she was a bi l l ionaire.  In cr imina l  cases, it is much less 
a t t rac t ive  for  f i rms to report  inc idents s ince there is no compensat ion they 
can claim.

Taking f inanc ia l  ins t i tu t ions  into considera t ion,  the cr i t ical  issue is 
the in tegr i ty  of  in format ion and its avai labi l i ty  for  market stabi l i ty. Losing 
in tegr i ty and ava i lab i l i ty  in the f inanc ia l  market could cause market 
disorder.  Nonetheless,  these are not def ined even if “ intangib le p rope r ty ” 
is the resul t;  they are not ions.  Thus, it is so far  impossible to protect  
“ in teg r i ty ” or “ ava i lab i l i t y ” by laws yet. Law extends protect ion only to 
tang ib le  property.  The idea of protect ing these not ions exists far  beyond 
it. Pro tect ing the value of  in tangib le property  comprehends roughly  the 
meaning of  pro tect ing “ in teg r i ty ” and “ava i lab i l i t y ” of  informat ion.  
Neverthe less it is not the same thing. The problem is that  ru in ing 
“ in teg r i ty ” and “ava i lab i l i t y ” w i thout  damag ing ei ther tangible or in tangib le  
property  is l ikely to happen in cyberspace.  The typical  example is 
hack ing.  Hacking is said to be l ikely a harmless cr ime 302. A hacker may

300 Asking compensat ions,  dismissal  of an of fender  and so on.
01 Warnings and incidents reports of computer  virus and hacking publ ished by 

research organisat ions or computer  software companies are always avai lable. 
Report ing those incidents is automat ical ly done through Internet when an incident  is 
found, and there is no legal obl igat ion to accompany with.
302 Scott ish Law Commiss ion,  ‘Report on Computer  Crime (Scot Law Com No.106) ’ , 
(1987), supra n.245.
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get unauthor ized access into a computer  wi thout  al ter ing or damag ing 
informat ion.  However it means that  info rmat ion is always in danger  of 
being al tered or damaged;  in short, in format ion in tegr i ty and ava i lab i l i t y  is 
infr inged. It is poss ib le  to say that  therefo re  the Japanese UCAL and the 
Br it ish CMA have aspired to c r im ina l ise  unauthor ized access to a computer.  
But the point  is that  the penal ty of  the said of fence is very l ikely to be 
minor  compared to the possible  impact of  in fr ingement  of  info rmat ion 
in tegr i ty and avai labi l i ty .  This is st i l l  the l imi t  of  legis la t ion for  both 
countr ies  at present.

The more computer  techno logy develops, the more types of 
cybercr ime emerge. In addi t ion to this tendency, many f inanc ia l  
inst i tut ions  in Japan f ind more s ign i f icance in having a law to def ine 
whether  of fence could be i l legal ,  rather  than being protected under  the law 
in genera l303; the genera l  cr iminal  laws provide a certain f ramework .  Any 
legi t imate business act iv i ty wi th in the f ramework  is legal ly protected;  by 
the same token, any of fence being commit ted  aga inst  the f ramework  is 
pun ished and the damage occur r ing as a resul t  of an of fence is 
compensated to a certain extent.

However, f inancial  ins t i tu t ions  are l ikely to be interested in new 
legi t imate business outside the f ramework.  Using e-cash for business can 
be useful  a l though it is also l ikely to be abused. Moreover, money 
launder ing in cyberspace  is not yet  a major problem al though it could 
happen much more easi ly than in the “ real w o r ld ” . In case of  any new 
type of cybercr ime being commit ted, it is cr i t ical  to consider whether  or not 
any exist ing legis la t ion addresses it. For instance in regu la r  money 
launder ing cases, the Law for Punishment of  Organized Crimes, Control  of  
Cr ime Proceeds is general ly  appl ied in Japan and the Money Launder ing 
Regula t ions  of 1993 and the Financial  Serv ices  and Market Act of  2000 in 
the UK304. It is cr i t ical  whether  or not any exist ing leg is lat ion,  including 
the UCAL and the CMA, is suf f ic ient  to c r im ina l ise where e-money 
launder ing happens under the present  condi t ions.  Both in Japan and the 
UK is whether  it is commit ted cont ingent  upon unauthor ized access to a 
computer.  If an insider or any author ised person commits e-money 
launder ing,  there is no chance to meet the UCAL or CMA. E-money 
launder ing would be deal t  wi th as money launder ing accompanied by a 
computer ised factor  or s imply computer  manipula t ion or f raud, so the said 
exis t ing legis la t ion in both Japan and the UK would play an impor tant  role. 
In real i ty any cybercr ime is not l isted as a cond i t ional  cr ime of  money 
launder ing in Japan at p resen t305. Combat ing  money launder ing  is, in

303 The author  is grateful  to f inanc ial  inst i tut ions,  where the author visi ted in 
1999-2001, for thei r invaluable comments and advice.
304 See ‘ Regulat ions at the Financial  Services Agency ’ ,
<http: / /www.fsa.qo. ip/ f iu/ f iue/ fhe001 .html> (print out on fi le with author). The 
Financial  Services and Market Act 2000 has come into effect on 1 December  2001.
305 I l legal use of e lectromagnet ic records (Art icle 161, 2) and computer- related fraud 
(Art icle 246, 2) under the Criminal  Law are l isted as a condi t ional  crime of money 
laundering.  See ‘Condi t ional  crime list on money launder ing ’ ,
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plain words, to prevent  and forestal l  a fur ther  cr ime being commit ted, which 
af fects the publ ic we l fare  and damages the economy. From the v iewpo int  
of  protect ing in format ion integr i ty and avai labi l i ty ,  if e -money launder ing is 
very  l ikely to endanger  f inanc ia l  stabi l i ty,  f inanc ia l  ins t i tu t ions  ought  not to 
leave the matter unt i l  e-money launder ing is actual ly commi t ted.  At the 
very least,  e-money launder ing  aga inst  a f inanc ia l  ins t i tut ion would easi ly 
cost  it its reputat ion .  For pract ical  purposes, it may be unnecessary  to 
es tabl ish a brand-new law, espec ia l ly  aga inst  e-money launder ing , as long 
as in fo rmat ion in tegr i ty  and ava i lab i l i t y  is impeccably  mainta ined,  and legal 
remedies are ava i lab le  in case of any threats.  It Is doubtful  whether  
exist ing legis la t ion fu l ly covers cyberspace issues in both countr ies,  
whereas s t re tching  new legal  boundar ies too far may restr ict  fu r ther  
bus iness deve lopment.  Therefore ,  it is crucial to concentra te  on 
pro tect ing a speci f ic  issue such as in format ion integr i ty and avai labi l i ty . 
In th is v iewpo in t  it has to be said that  legal protect ion in cyberspace stil l 
leave much to be desired.

It is cruc ial  to involve a speci f ic  ins t i tut ion for  f inanc ia l  services to 
combat  not only e -money launder ing but also other cybercr ime aga inst  the 
f inanc ia l  inst i tut ions;  the Financia l  Services Author i ty  of  the UK 
(here ina fte r  the “ FS A” ) and the Financia l  Services Agency of  Japan 
(here ina fte r  the “JF S A ”). They must play a central  role in assist ing 
f inancia l  inst i tut ions  as well  as combat ing f inancia l  cr ime. If f inancial  
ins t i tu t ions are less cooperat ive in combat ing cybercr ime, appropr ia te  
gu idance needs to be provided. If the f inanc ia l  sector  needs any legal 
ass is tance to mainta in its stabi l i ty,  it ought to approach the author i t ies.  
Mutual  cooperat ion between the f inanc ia l  ins t i tu t ions  and the FSA/JFSA 
would be ef fect ive  in deter r ing cybercr ime.

<http : / /www.fsa.go. ¡p / f iu/ f iu .h tml> (print out on fi le with author).
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Chapter IV:
An Analysis of Civil

Law
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1. In troduct ion

Whether  consc ious ly  or unconsc iously,  all humankind is involved In 
cont racts  everyday:  for  instance, one purchases a loaf  of bread by paying 
its pr ice to a bakery. This commercial  t ransact ion is legal ly def ined as a 
contract .  As is obvious, it is unnecessary  to sign a contrac t  form to 
complete this t ransact ion.  If the bread is found to be mouldy af ter  the 
purchase, the purchaser  would ask to exchange it fo r  a new loaf or for  a 
refund of the money paid and the sel ler  (= the bakery) would agree to the 
demand. If the sel ler  does not agree on ei ther exchang ing the product or 
making a refund, the purchaser  could sue the sel ler  for  negl igence. If the 
purchaser has food poisoning af ter  eat ing the mouldy bread without 
not ic ing the mould,  and he/she could prove that the cause is the mouldy 
bread, he/she could seek compensat ion.  Those simple assumpt ions 
happen wi thout  the s igned contrac t  form between the two parties,  because 
the purchase i tsel f  is cons idered to be a sales contract .  Even if there is 
no sales cont ract ,  there are cases where one could seek compensat ion for 
injury, damage and losses. Suppose one has a dog and it bi tes a leg of a 
passer-by wh i le being taken for a walk in a park. There is no contract  
between the d og ’s owner  and the passer-by:  they are per fect  strangers to 
each other. However, the owner is l iable for  the in jury of the passer-by:  
the passer-by is able to claim a fee for medical  t reatment.

The cases above are disputes between pr ivate indiv iduals.  The 
former  example proves how contracts  are fami l ia r  to dai ly l i fe wi thout  our 
real iz ing it. In the f i rst  case, a contrac t  is cons idered to be a pr imary 
factor. Contrary to this, there exists no cont ract  between the two parties 
in the latter  example.  If the passer-by demands from the dog ’s owner the 
right  to c la im compensat ion  for  his injury, tort  theory of  civi l  law comes into 
effect. Indeed, cont racts  are one part of  business transact ions that civi l  
law deals wi th.  Tort theory bas ical ly works if there is no contract  behind 
the part ies involved in an incident. Both cases are deal t  wi th in civi l  law 
in Japan; cont inenta l  countr ies,  such as Germany and France, have simi lar  
civi l  law systems. In the UK, common law and statues correspond to take 
care of  such cases. This is mere ly a di f ference of  legal systems between 
cont inenta l  law and common law306. It is not  too much to say that civi l law 
is, in a certain sense, the most fami l ia r  law worldwide.  The dividing line 
between cont racts  and torts is somet imes not clear. For example,  there 
was a case in Japan where a member  of  the Se l f -Defence Force died in a 
car acc ident  on the premises. The bereaved fami ly  brought  a lawsui t  
aga inst  the State more than three years af ter  the accident.  The p la in t i f f ’s 
compla in t  was based on the Sta te ’s defaul t  on an obl igat ion based on the 
pr inciple of  fai th and trust.  That is to say that the State neglected to 
ensure a safe work place. This is because legal prescr ipt ion on tort  is

306 Thus, the gener ic term ‘ civi l  law’ is used in this thesis to refer to law deal ing with 
interests amongst  pr ivate individuals.
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three years whereas  suing the State by defaul t  gave the bereaved fami ly  10 
yea rs ’ legal prescr ip t ion.  Hence, it is poss ib le  to say that there are 
f lex ib i l i t ies  in civi l law.

In general ,  civi l  law is app l icable when a pr ivate indiv idual  seeks 
monetary (or other)  reso lu t ions for  one ’s loss or injury. If the passer-by in 
the la t ter  example is dead as a resul t of the d og ’s at tack,  cr imina l  law 
would be cal led upon. It is no wonder  that  civi l  re l ie f  is acquired with 
cr imina l  pun ishment .  Civi l  act ions are normal ly  brought  af ter  the cr iminal  
suit. Cr iminal  law imposes pun ishment  (such as impr isonment  or a f ine) 
on a perpetra to r  to compensate  for  the death of  the in jured party of  an 
incident.  Needless to say, the nature of a f ine is ent i re ly  di f ferent  f rom 
that of  compensat ion.  If an incident resul ts in both a cr iminal  and a civi l 
action,  it is possible that  the two courts judge di f fe rent ly  on the extent  of 
neg l igence.  For instance, even if it is judged in the civi l court  that  
compensat ion to be paid is sui table,  it is possible that  a cr iminal  court  
judges the same case and does not reach the decis ion that cr iminal  
pun ishment  is necessary to be imposed. Cr iminal  l iabi l i ty  is very l ikely to 
be more ser ious than civi l l iabi l i ty  in the vast major i ty of  cases. Hence, 
being judged  the o ther  way around would be less l ikely to happen307.

Due to the nature of  the law, rel ief  measures  under civi l  law are 
bas ical ly  sought wi th in the domain of domest ic  law. That is to say that 
there is no in te rnat iona l  cooperat ion,  such as a convent ion or t reaty, on 
civi l  law. As is ment ioned in Chapter  II, it is very l ikely to establ ish 
convent ions and t reat ies  in relat ion to cr iminal  law to cr imina l ise a certain 
of fence at the global  level.  However,  seeking civi l resolu t ions deals wi th 
en t i re ly  indiv idual  matters and is unl ikely to arouse the necess i ty  of 
in te rna t iona l  mutual  unders tand ings or cooperat ion.  It is, of course, l ikely 
to invo lve two part ies in di f ferent ju r isdic t ions .  In th is case, the dispute 
should be sett led in ei ther ju r isd ic t ion by mutual  consent.

In the event  of  losses or damage occur r ing in cyberspace, are 
v ic t ims able to seek  civi l resolu t ions as s imple as in the case of mouldy 
bread? In this chapter, this del icate proposi t ion wi l l  be discussed in depth 
with exp lana t ions f rom three major standpoints:  how an incident happens, 
which part ies are invo lved, and what legal interests are involved.

2. Pre l im inary  Knowledge on Three Major Standpoints

Here are three s tandpo ints  to be cons idered in the context  of  cyber
loss:

(1) How does an inc ident  happen?
(2) Which part ies are involved?

307 See M. Kato, ‘J imukanr i ,  Futouri toku, Fuhoukoui  (Misconduct  of business, Unjust 
enr ichment,  and Tor t ) ’ (2002) Yuhikaku, Tokyo at 411-412.
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(3) What  legal interests are involved?

In regard to the f i rs t  standpoint ,  it exp lores what  could cause an incident. 
An incident is somet imes l ikely to be caused by acc ident or carelessness.  
Other t imes it is perpetra ted.  In other  words,  an inc ident  happens as a 
consequence of  profess ional  neg l igence  or in ten t iona l /ma l ic ious  
in terference to businesses.  In tent ional  or mal ic ious in ter ference can be 
paraphrased as an of fence. Those two grounds of legal  obl igat ion almost 
suf f ice to answer  the f irst quest ion.  However, are these al l? The actual  
s i tuat ions should not be so s imple to judge each case by two of them. 
Cons ider ing the character is t ics  of  cyberspace, what  if the computer 
systems of  a company (X) is accessed by an ind iv idual  (Y) wi thout  author ity,  
and Y abused X ’s computer  system as a s tepp ing-s tone to commit  fur ther  
of fences aga inst  a third party (Z)? Can X defend i tse l f  aga inst  a lawsui t  
brought by Z?

In the second place, it is importan t to judge who an in jured party/  
perpe tra tor would be. Financia l  inst i tu t ions  can be both injured part ies 
and perpetra to rs  even at the same t ime. Take the assumpt ion raised 
ear l ier :  an or ig ina l  perpe trator  Y hi jacked the computer  ne tworks of 
f inanc ial  ins t i tut ion X. Y abused the networks as a s tepp ing-s tone to 
cause damage upon a third party Z. There are three part ies involved: a 
perpe trator  Y, and two in jured part ies Z and X; however  X ’s posi t ion (a 
perpe trator  or a v ict im) is not clear. Z is, w i thout  doubt, an in jured party 
and Y is a di rect  perpetra to r  of  the incident.  From Z ’s point  of  view, both 
X and Y are def ined as perpetrators .  However,  X is also an injured party 
of  the inc ident  whereby losses are caused by Y. As an in jured party, X 
may/may not suf fe r  any d irec t  losses from Y if Y ’s motive to abuse X ’s 
computer  system is to damage Z. Thus, X remains as an ind irect  injured 
party. This works converse ly:  as a perpetrator,  Y is a substant ia l  
perpetrator.  However, X could be def ined as an ind irec t  perpetra to r  for  Z.

Keeping these in mind, who could be X (both an indirect  perpe tra tor 
and an ind irec t  in jured party),  Y (a direct  perpetra tor)  or Z (a direct  in jured 
party)  in the event  of  a cyber incident? Cons ider ing the pr incipal  object  
of  this thesis,  X is to be f inancial  ins t i tut ions:  they are l ikely to be both an 
indirect  perpetra to rs  and an indirect  injured part ies at the same t ime. 
Moreover, f inanc ia l  ins t i tu t ions  are potent ia l ly  to take a posi t ion of Y or Z: 
Y could be an employee or ex-employee of X, or anyone unconnected to X. 
If an employee of  a f inancial  inst i tut ion causes losses to a customer,  this 
inst i tut ion is l ikely to be blamed for neg l igence  in employee superv is ion — 
that is to say that the inst i tut ion of f ic ia l ly  plays the role of a direct  
perpetrator.  In th is case, the inst i tut ion becomes an in jured party when it 
f i les a sui t  aga ins t  its perpe tra tor (= an employee).  If a hacker 
intent iona l ly causes losses to a f inanc ia l  inst i tut ion,  that  hacker is the 
direct  perpetra to r  and the ins t i tut ion is the di rect  in jured party. This can 
be more simply exp la ined by categor is ing into groups. (Table 3.1)
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Table 3.1: Who plays what  role in incidents of cyber crime?

An Perpetra tors
injured

party Direct
Indirect (causing 
losses through 
FIs’ computer 

networks)
FIs (an 

employee) A 3rd party A hacker A hacker

FIs (a 
corporate 

body)

( 1 ) Negligence 
or

(2) Intentional
(5)

Negligence
(6)

Intentional
(7) Intentional

A 3rd party
(3) Negligence

or
(4) Intentional

Fls= Financial Insti tut ions 
ISP= Internet Service Providers
The shaded port ions are irrelevant cases in this thesis.

In the type of  cases highl ighted in the table,  injured par t ies are 
ei ther  f inanc ia l  inst i tu t ions (as a corporate  body) or a thi rd party. A 
perpe t ra to r  causes losses direc t ly or indirect ly.  A common party in both 
cases is hackers.  A hacker  can be an employee or an outsider. However,  
in th is context ,  it is easy to def ine hackers as outsiders who do not have 
author i ty  to access computer  ne tworks of f inancial  inst i tut ions.  This 
means that ex-employees  of  f inanc ia l  ins t i tut ions are included in this 
def in i t ion of  hackers.  In general ,  it is not  necessary for  hackers to 
commit  of fences with the intent ion to damage others.  However, hackers 
in th is special  con tex t  are very l ikely to have the intention to cause damage, 
as they natural ly  do not have any author i ty  to access o the rs ’ computer 
ne tworks.  It is possible to consider a case that someone might have 
au thor i ty  of  computer  access but is not employed by a company. If there 
is such a person, he/she must be an in terested party to the company to 
some degree. So, such a person should be judged to have a s imi lar  
pos i t ion to employees.  Employees causing losses to any party could be 
act ing wi th neg l igence or wi th intention.  A thi rd party as a perpetra to r  is 
di f fe rent  f rom a hacker;  that  is to say that he/she causes losses by 
neg l igence or wi th intent ion.  If losses are caused with wi l fu l  in tent ion,  the 
person should be def ined as a hacker.  Hence, there are seven cases to 
be examined.

Finally,  the essent ia l  s tandpoint  is the legal interests.  What  could 
be damaged as a resul t  of  neg l igence or cyber cr ime being commit ted? 
The poss ib i l i t ies  at r isk are: money, computer  hardware, data and computer 
programmes,  webs i te  contents, domain name, copyr ights and intel lectua l  
property r ights,  good reputat ion,  and privacy. Even in the absence of 
damage,  if a f irm is unable to of fer  onl ine services,  its economic  losses or 
oppor tun i ty  losses must be cons idered. Central  to this quest ion  is which
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r ights would cover each legal interest .

3. Japanese Civi l  Law and Basic Issues

Looking at Japan, the app l i cab le  law for civi l  resolu t ions is mainly 
civi l law. Depending on the legal  interests being trespassed, other 
speci f ic  statu tes become involved, such as Copyr igh t  Law, in protect ing 
leg i t imate ow ners ’ r ights in case of in fr ingement .  Sti l l ,  civi l law is the 
very cent re  for  seeking resolut ions.  The Act concern ing Prohibi t ion of 
Pr ivate Monopoly  and Maintenance of  Fair Trade and the Product  Liabi l i ty 
Law also have speci f ic  Art ic les on r ight  of compensat ion claim for losses 
(Art ic le 25 of  the former  and Art ic le 3 of the latter).  However, they are 
most l ikely to be i r re levant to any legal interest  to be d iscussed from this 
point.

Japanese Civi l  Law has its or ig in in both German and French civil 
law308. It consists  of  f ive chapters:  general  rules,  property  r ights,  c la ims 
( those three were promulgated in 1896),  re lat ives and inher i tance (the last 
two were promulgated in 1898). Japanese Civi l  Law as a whole came into 
force in 1898309. Chapter 5 Tort (Fuho koi) provides:

Art ic le 709
A person who in fr inges upon o the rs ’ r ights by neg l igence or wi th intention 
shal l  be l iable for  compensat ing a loss (except an acc identa l  f i re);

Ar t ic le  71 0
A person who is l iable for  damage,  regardless that it was caused as a 
resul t  of  harming ano the r ’s body; infr inging ano the r ’s f reedom, 
discred i t ing others,  or t respassing on o thers ’ property r ights, shal l be 
also l iable for  compensat ing a loss other than damages on property;

Ar t ic le  71 5
A person who employs others for  h is /her businesses shal l  be l iable for 
compensat ing  a third par ty ’s loss that  is caused by an employee while 
conduct ing  the business(es) .  Providing an employer  suppl ies 
appropr ia te  at tent ion on appoin t ing an employee to a post, or supervis ing 
the bus inesses,  and yet a loss occurs,  it shal l be exempted from the 
previous term.

Clause 2
A person who has supervised conduct ing  the bus inesses as a subst i tute 
for an emp loyer  shal l fall under the previous clause.

308 See ‘Minpd no manabikata  (How to learn Civil Law) ’ ,
<ht tp : / /www.nomoloq.naaova-u.ac. ip /~kaqavama/howtostudy/howtoc iv .h tml> (print out 
on fi le with author).
309 See ‘Minpd  (Civi l  Law) ’ , <ht tp : / /www.houko.com/00/01/M29/Q89.HTM> (print out 
on fi le with author).
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Clause 3
Provided clauses do not prevent the right  of redemption for an employee 
and a superv isor  of  an employee.

As i l lus tra ted,  Art ic le  715 estab l ishes an em p loye r ’s l iabi l i ty  for 
h is/her  em p loyees ’ business conduct,  unless one could prove sui table 
at tent ion having been given to them. However, in real i ty, it is hardly 
possible to place this pr iv i lege on employers  in court  cases. This is 
cal led str ict l iabi l i ty.  There are some grounds on the str ict  l iabi l i ty  rule: 
f irst ly,  it is hardly possible to f ind suf f ic ient  f inancial  resources for an 
employee in case of losses having been caused as a resul t  of h is/her 
bus iness conduct.  So it is reasonable  to ask for  compensat ion from 
his/her  employer.  Secondly,  it is based on the theory that  a loss should 
be taken by a pro f i t -mak ing party: that  is to say, that  an employer  obtains 
prof i ts f rom em p loyees ’ business conduct.  So, it is fa ir  to turn losses into 
p ro f i t s310. This str ict  l iabi l i ty  rule has been developed in the USA where 
insurance products  cover ing all var ie t ies of l iabi l i ty are commonly 
purchased. Consequent ly,  there exist  opinions on this rule to assert  that  
the rule could not easi ly adjust  to Japan311.

To acqu ire  the right  to make a claim for damages according to Art ic le 
709, there are four  condi t ions to be sat isf ied:

(1) There was an act  of  neg l igence  or wi th intent ion (hereinaf ter  “ J 1 ”);
(2) The act  infr inges o the r ’s r ights (here inafter  “J2 ”);
(3) As a resul t  of 2, losses or in jur ies occur (hereinaf ter “J3” );, and;
(4) There are proximate re la t ionships  between 1 and 2 as well  as 2 and
3 (here inafter  “J4 “) ;312.

On the cont rary  to the said four condi t ions to claim, the r ight  cannot  be 
acquired if any of the next three condi t ions is proved even if the said four 
cond i t ions are sat isf ied:

(5) If a perpetra to r  is a distrac ted person ( i .e ., a juven i le,  a person who 
is non compos ment is)  (Art ic le 712 and 713);

(6) If the conduct was done for lawful se l f -de fence or an act  out of 
necess i ty  (Art ic le 720), and;

(7) If there is any leg i t imate cause of non- imputabi l i ty  other  than 5 and
6313.

3 0 M. Kato, supra n.294, at 361-362.
311 See 'Network- jo no fuseikoui  ni kansuru siyousyasekinin nokentou  (An analysis on 
employer ’s l iabi l i ty on onl ine unlawful behaviour) ’ ,
<ht tp : / /www.k isc.mei i i .ac . ip /~skondo/eth ics /aenko000920hp.pdf> (pr int out on fi le 
with author).
312 M. Kato, supra n.294, at 143-145.
313 Ibid. in regard to condi t ion 7, it is not wri tten in Japanese Civi l  Law. The 
possible cause of non- imputabi l i ty is, for instance, a case if the conduct  was done 
with an injured par ty ’s consent.
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In regard to the methodology for civi l remedy, it is basical ly accepted as 
monetary compensat ion under  Art ic le 722 in app l icat ion of Art ic le 417:

Ar t ic le  417
In relat ion to redress of  damages,  monetary  compensat ion is to be 
app l ied unless otherwise spec i f ied a dec lara t ion  of  intent.

Ar t ic le  722
Ar t ic le  417 is to be appl ied for  the redress of  damages based on 
wrong fu l  conduct.

(C lause 2)
A cour t  takes a faul t  or neg l igence of  an in jured party, if any, into 
cons iderat ion in dec id ing the sum of the redress of  damages.

Ar t ic le  723
At an in jured par ty ’s request,  a court  is to order  a perpetrator, who 
d iscred i ts  others,  to compensate  damages or take appropr ia te  measures 
to revive reputat ion as well  as monetary compensat ion.

Ar t ic le  417, however,  does not restr ict  the measures  of  redress of damages. 
For instance, an in jured party has a r ight  to demand the in junct ion aga inst  
an in fr ingement  or invasion of its right. If the ob ject  of  damages is 
reputat ion ,  it is l ikely to be accepted to claim on publ ishing an apology in a 
newspaper

When analysing an of fence, it is necessary to judge  the cause of  the 
inc ident  clearly. As Ar t ic le  709 states,  only an act  through neg l igence or 
wi th in tent obl iges a perpetra to r  to compensate  for  damages. The 
Supreme Court  in pre-war Japan in 1899 ruled neg l igence as the v io lat ion 
of  one ’s legal dut ies  as a resul t  of  one ’s defect ive act  causing losses314 315. 
There are two main s treams of theor ies of  neg l igence:  the object ive or the 
ob ject ive  neg l igence theor ies,  and the actual  or the abst ract  neg l igence 
theor ies.  The ob ject ive neg l igence theory requires a careless state of 
mind at the t ime of perpet ra t ing an act. The ob ject ive  negl igence theory 
means a perpetra tor v io la tes one ’s legal dut ies.  Take a car acc ident as 
an example:  if a perpetra to r  careless ly  dr ives a car  and hits a person. 
This is easier  to be explained by the former theory.  If a perpe tra tor pays 
as much at tention as possible but is sti l l  breaking the speed l imit, it fa l ls  
bet ter into the latter  theory.  On the other hand, the actual neg l igence 
theory  means a perpetra to r  neglects duty of  care on the basis of  h is/her  
own abi l i ty  or knowledge.  In this theory, the level of  duty of care is not 
standard ised and is always di f ferent  as the case may be, due to the fact

314 See ‘ Songai  Baisyô - Kinsen Baisyô (Redress of Damages, Monetary 
compensa t ion ) ’ , <http: / /www02.u-paqe.so-net .ne. ip / rb3/ tor ts law/3-3aDamaqes.HTM> 
(print out on fi le with author).

5 See ‘Fuhô Kôi  (Tort) ’ , <http: / /cc .matsuvama-u.ac. jp /~tamura/minpo-709.html> 
(print out on fi le with author).
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that  each person has di f ferent  abi l i ty  or knowledge.  The abst ract ive 
neg l igence theory means a perpetra to r  neg lects duty of  care on the basis 
of a general  level which a reasonable person usual ly fu l f i ls .  A reasonable 
person is considered to be a person potent ia l ly  in a s im i lar  s ituat ion:  it 
does not mean the genera l  public.  The actual  neg l igence  theory  is hard 
to be appl ied in prac t ice compared to the la t te r  theory,  so the abstract ive 
neg l igence theory is general ly  appl ied.  But assume there are two persons 
in the scene: one is ser ious ly  in jured or s ick and he/she requires f irst  aid. 
If another is a non-qual i f ied  person, the requi red duty of  care of  f i rst  aid is 
unl ikely to be a pro fess iona l  level. If the in jured person is deceased as a 
resul t of  f i rst  aid being appl ied,  it would not be a problem that the 
abst ract ive neg l igence theory were appl ied in th is case. If that  person is 
a medical  pro fessiona l ,  required duty of care cannot be on the same level 
as the fo rmer  case. There is no doubt  that  the expected level of  f i rst  aid 
should be of  a pro fess iona l  level. In this case, the perpetra to r  would be 
judged against  whe ther  the t rea tment  he/she gave to the deceased was 
leg i t imate and up to the level of h is/her knowledge, ski l l  or ab i l i ty316 317. The 
pre-War Supreme Court  adopted the abst rac t ive  neg l igence theory in
1911317

The other theory  is based on fo reseeab i l i t i y  and the duty to avoid 
risk. If a reasonable  person could foresee, but a perpetra to r  did not 
foresee a consequence when an inc ident occurred, it is judged that the 
perpetra to r  is to blame for negl igence. If a r isk is foreseen but a 
perpe trator  did not t ry to avoid an incident happening, th is is also judged 
as the pe rpe t ra to r ’s f au l t318.

However,  a cr i ter ion of evaluat ing neg l igence might sti l l  be 
ambiguous. US Judge Learned Hand in troduced the model f inding of 
neg l igence in the case of the Uni ted States v. Carrol l  Towing Co in 1947. 
He proposed three key factors :  P as probabi l i ty ,  L as loss, and B as burden 
or cost  of  precau t ionary  measures prevent ing losses, whereupon PL 
(probabi l i ty  X loss) represents  the mean value of  losses. If B is less than 
PL (B<PL), Hand ’s logic suggests that  losses are inevi table  resul ts since 
the level of  precau t ionary  measures is not sat isf ied and neg l igence is to be 
admitted.  If B is b igger than PL (B>PL), it suggests  neg l igence  cannot be 
admit ted s ince the necessary  level of  precaut ionary  measures  is taken. 
However,  there is a plain defect  in this logic. It is most unl ikely to be able 
to know or calcu la te  exact damages or costs319.

All the theor ies  above-ment ioned are mere ly cr i ter ia for  a party to 
prove a pe rpe t ra to r ’s negl igence; it nei ther  means only one of  those

316 See M. Kato, supra n. 294 and infra nn.305 and 306 at 154-159.
317 See ‘Fuho Koi  (Tor t) ’ , supra n.302.
318 See M. Kato, supra nn. 294 and 303, and infra n.306, at 160-164.
319 See M. Kato, supra nn. 180, 294, 303 and 305 and also see ‘ Liabi l i ty for Computer 
Gl i tches and Onl ine Secur i ty Lapses’ ,
<ht tp: / /www.sidlev.com/cvber law/ features/ l iab i l i tv .asp> (print out on fi le with author).
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theor ies is right, nor that  it appl ies to all cases. The burden of  proof is 
carried by the party who claims for compensat ion.  In other words,  it is the 
duty of an injured party to prove neg l igence or intent ion wi th regard to a 
pe rpe t ra to r ’s act. Hence, the in jured party is pract ical ly  required to look 
at the act  in quest ion f rom di f ferent angles in order to prove neg l igence.

An act wi th intent ion is rather s impler  to consider than the 
neg l igence theor ies.  If a perpe tra tor knowingly  takes an act ion that would 
infr inge upon ano the r ’s rights,  one ’s wi l fu l  intent ion (to in terfere wi th an 
other)  is to be ident i f ied.  Against  this background,  it is unnecessary  for  
the perpe tra tor to foresee the occur rence of  any loss or in ju r ies320 321. The 
Supreme Court  of Japan ruled in 1957 that the requis i te of wi l fu l  intent ion 
is the cognisance of a perpe tra tor to infr inge upon propr ie tary pr iv i leges of 
others in general :  it is not necessary to ind ica te the propr ie tary  pr iv i leges

321of a spec i f ic  person

When the cour t  comes to the decis ion of  protect ing an in jured party, 
there is another issue to be cons idered: deciding the amount of 
compensat ion for  losses. Depend ing on the legal interests being infr inged, 
it is of ten di f f icul t  to es t imate the factual  va lue of losses. In the USA, a 
court  has author i ty  to give exemplary  damages at its d iscre t ion if a 
pe rpe t ra to r ’s act  is judged to be based on immoderate mala f ide.  It was 
the fact  that  a subs id iary  in the USA of a Japanese company was ordered 
to pay out US$ 1.125 mi l l ion for  its dece i t  on a rental cont rac t  as 
exemplary  damages in the US court  in 1997. In Japan, ne i ther  jud ic ia l  
precedents nor a common view is a f f i rmat ive on this issue. On the 
contrary, an es t imat ion of  conso lat ion money is at the ju d g e ’s discret ion 
according  to a degree of re levant part iculars,  such as a pe rpe t ra to r ’s mala 
f ide and the emot ion of an injured par ty322. Due to some compl icat ions,  
the Japanese cour t  d ismissed the case when a plain t i f f  of the said case 
brought a lawsui t  in Japan claiming the payment of  $ 1.125 mil l ion.  At 
f irst,  the Supreme Court  gave the reason that  the decis ion made by the US 
court  was prejudic ia l  to publ ic order and morals provided in Ar t ic le  118 of 
the Code of Civi l  Procedure.  Secondly, the court  t rans la ted that the 
Japanese  system of indemnity promises an injured party res to ra t ion of 
losses as before;  its impl icat ion is di f ferent  f rom that of exemplary  
dam ages323.

Finally, as was previously ment ioned,  contrac t  issues are dea l t  wi th 
by Civi l  Law as a part of  the law of  obl igat ions.  If an injured party has a 
cont ract  wi th a perpetrator,  there may be poss ib i l i t ies  to deal wi th a case 
under the law of  obl igat ions.  However,  it is dubious whether  the terms of 
a cont rac t  include the clause on the serv ices  of providing, receiv ing  and 
processing data. If that  is the s i tuat ion,  there is hardly an oppor tun i ty  to

M. Kato, supra n. 294 and infra nn.309 and 310, at 152-154.
321 See ‘Fuho Koi  (Tort) ’ , supra n.302.
322 M. Kato, supra nn. 294 and 307, and infra n. 310, at 311-312.
323 M. Kato, supra nn. 294, 307 and 309, at 410.
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discuss a case under  the law of  obl igat ions.

4. English Common Law and Statutes

Needless to say, English law observes the common law tradi t ion:  in 
other words,  common law is case law. Hence, it col laborates wi th statutes,  
codes, s tatu tory  instruments  and the l ike that  are set up for protect ing 
ind iv idual  legal interest .  EC mater ia ls  and Internat ional  convent ions  also 
have binding force. When seeking civi l  re l ief  measures,  contrac t  and tort 
by v ir tue of  law are most ly app l icab le .  If two parties are in a speci f ic  
commitment  and one party fa i ls  to per form it, this fal ls wi th in the scope of 
the law of  cont rac t  and the other party can claim compensat ion for  losses 
or in jury as a consequence of the breach of contract . Beatson expressed 
that cont rac t  law is the chi ld of  commerce in a f igurat ive sense: it has been 
deve loped along with the Br itain i tsel f  f rom mainly agr icu l tural  into a 
commerc ia l  and indust r ia l  nat ion.  The def in i t ion of “ law of  con t rac t ” is 
given as:

“A cont rac t  is a promise or set of  promises  for the breach of  which the 
law gives a remedy, or the per formance of which the law in some way 
recognises  as a du ty324.“

Thus, if there is no contrac tual  ob l igat ion between two part ies establ ished, 
any loss or in jury occur red is outside o f  the ob ject ive of the law of  contract.  
Such a case most ly  fa l ls  wi th in the scope of  the law of  tort . Tort is 
def ined as civi l  wrongs in s imple w o rd s 325. Harpwood appl ied W in f ie ld ’s 
def in i t ion to explain  the law of  tor t  as:

“Tort ious l iabi l i ty  ar ises f rom the breach of  a duty pr imari ly f ixed by law; 
this duty is towards person genera l l y  and its breach is redressable  by an 
action for  un l iqu ida ted dam ages326.“

In this context ,  the possible  in jured part ies are decided as f inancial  
ins t i tut ions  or a th ird party; it may be ei ther a customer of  a f inancial  
inst i tut ion or an ut ter  stranger.  Taking some simple assumpt ions , if a 
customer  suf fers losses due to neg l igence of  an employee, a f inancial  
inst i tut ion is l ikely to be l iable for  the losses based on contrac t  theory;  if a 
f inancial  ins t i tut ion i tsel f  suf fers losses due to an act of its employee, this 
is also possible  to deal wi th under cont rac t  theory.  If an in jured party has 
no contrac t  wi th a f inanc ia l  ins t i tut ion,  tor t  theory is appl icab le.  As is 
ment ioned ear lier , it is for  a plain t i f f  to decide whether  a legal act ion is 
based on tort  or contract ;  or, if it is possible to plead both327.

324 See J.Beatson, 'Anson’s Law of Contract ’ (2002) Oxford Universi ty Press, Oxford 
at 1-2.
325 See A.M., Dugdale (ed.) ‘Clerk and Lindsel l  on Torts’ (2000) Sweet & Maxwel l ,  
London at 1-01.
326 See V. Harpwood, ‘ Pr inciples of Tort Law ’ (1998) Cavendish Publ ishing Limited, 
London at 1.
327 See V. Harpwood, ibid.,  at 3
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To acquire civi l  re l ief  measures based on the law of contract,  a 
cont rac t  must be made by deed or a s imple contract:  a bare promise or 
agreement  does not have legal binding fo rce328. It goes w ithout saying 
that the part ies involved are legal ly bound on the terms of a contract:  in 
other words,  they are not l iable to each other outside the terms. Once a 
party breaches a term of the contract ,  it is legal ly l iable for  losses of  the 
in jured party. The remedies are;

(1) the losses the in jured party has suffered;
(2) the r ight  to enforce a perpe tra tor to complete the contract ;
(3) the in junct ion to restrain the repet i t ion of the breach;
(4) the payment of  the sum due under the contract;
(5) a refund of the money being paid;
(6) recompensing for serv ices  of fered or goods t ransferred;  and
(7) money being awarded.

The f i rst  remedy is awarded for all cases, whereas the rest all 
depend on the case329. In this context ,  the nature of bus inesses is most ly 
based on f inancia l  t ransact ions and the related business transact ions.  
Cons ider ing  th is background, the major theory denies the poss ibi l i ty  of  the 
law of cont rac t  being applied.  This is because the said law would not be 
app l ied  unless two part ies have an agreement on providing and receiving 
data s torage as well  as process ing services.  The contrac t  theory is 
hardly app l i cab le  in cases of  secur i ty  breaches af fect ing indiv iduals or 
other  th ird par t ies330.

A civi l wrong is def ined as a “breach of a legal duty which af fects the 
in terests  of  an indiv idual  to compla in on his or her own account  rather than 
as a representat ive  of society  as a w h o le 331.” In other words,  it is 
unnecessary  for  apply ing the law of tort  to have a contract .  In reality, 
part ies involved are unl ike ly to be bound to each other before an incident 
occur red.  The di f ference between contract  and tort  is that  dut ies in tort 
are imposed by law, whereas dut ies in contract  are f ixed amongst  parties 
involved. The remedy for tor t  losses is normal ly an act ion for  damages to 
restore an in jured party to the s i tuat ion before an incident occurred based 
on the aims of the law of  tort. This is also di f ferent  f rom the law of 
cont rac t  that  aims to t reat  an injured party as i f  a cont ract  has been 
performed. There are two remedies for  torts:  pecuniary and 
non-pecun iary  methods. The pecuniary  method is f inanc ia l  compensat ion.  
This is div ided into f ive categor ies;

(1) nominal  damages
If an in jured party (=a plaint i f f )  has not suf fered a loss as a resul t of a

328 See J.Beatson, supra n .311, at 73-75.
329 Ibid., at 589.
330 See ‘ Liabi l i ty for Computer  Gl i tches and Onl ine Securi ty Lapses ’ , supra n.306.

1 See A.M., Dugdale, supra n.321, at 1-01.
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civi l wrong of a perpetrator, the plaint i f f  receives a very small sum of 
money. This is mostly a demonstrat ion to show that the plaint i f f  has 
won the case;

(2) compensato ry  damages
This intends to restore the losses or in jury of an in jured party suf fered;

(3) contemptuous damages
It mainly appl ies to l ibel cases. An injured party has proved the case 
but the court  w ishes to express its disapproval .  The amount of 
damages is normal ly to be the smal lest  coin of  the realm;

(4) aggravated damages
This appl ies to a case if the court  wishes to express its disapproval  of 
the de fendan t ’s behaviour,  and;

(5) puni t ive or exemplary  damages
Non-pecunia ry  method is the in junct ion recogn ised as the most 
equ i table remedy in tort. This works ef fect ively in defamat ion cases in 
par t icu la r332.

It is said that  the major i ty of tort  cases are for  negl igence. In some 
cases, it is not necessary  to prove faul t:  it is cal led torts of strict  l iabi l i ty. 
If it is possible to prove that a perpe tra tor commi ts a civi l wrong, and an 
in jured party suf fers losses or injury as a consequence of  the act, strict  
l iabi l i ty  covers the case w ithout imposing the burden to prove. It is very 
l ikely to be imposed in speci f ic  c i rcumstances, such as a case on l iabi l i ty 
for  de fam a t ion333. Turning again to negl igence, there is a wel l -known case 
cal led Donoghue v. Stevenson  (1932)334. This case involved two part ies: a 
cus tomer  (an appel lant)  and a manufac turer  of g inger  beer (a defendant) .  
An appel lant  drank ginger beer at the public house and she found a snai l in 
her glass.  The appel lant  suf fered gast ro-ent i t ies  and nervous shock as a 
resul t  of dr inking the g inger beer in which a snai l  was decomposed. 
There was no contrac t  between the part ies.  When the proceeded to the 
House of  Lords,  the dec is ion was made in favour of  the appel lant  since the 
de fendant  should have owed duty to its customers to of fer  harmless 
products.  To establ ish this decis ion,  the “ne ighbour  pr inc ip le ” was 
in troduced: this is based on the golden rule that  “you are to love your 
ne ighbour ” , and this rule is deve loped as “therefore  you must not injure 
your  ne ighbour  as a resul t  of your  acts or om iss ions ” . Lord Atkin 
explained who, in law, could be a neighbour as;

“ . . .Persons so closely and di rect ly af fected by my act  that  I ought 
reasonab ly  to have them in contemplat ion as being so af fected when 
direct ing my mind to the acts or omiss ions which are cal led in
ques t ion335.“

V. Harpwood, supra n.313, at 7-10.
334 Donoghue v. Stevenson (1932) All ER Rep 1.
335 V. Harpwood, supra n.313 and infra n.323 at 17-19.
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This is a monumenta l  decis ion,  albei t this case could be easi ly set t led by 
the Consumer  Protect ion Act 1987 if it had happened af ter  the 
implementa t ion  of  th is statute.

In order to seek civi l  rel ief  measures in tort  of negl igence,  it is 
necessary  for  an in jured party to prove the ex is tence of  three factors :  (1) 
duty of care,  (2) breach of  duty, and (3) damage.

(1) Duty of  care (here inafter  “ E1” )
A perpetra tor must owe duty of care to an injured party. The 
existence of duty of care is said to depend on foresight,  prox im ity  and 
other factors.  The not ion of foresigh t is explained, to f ind causat ion  
between the act or omission of a perpe tra tor and damage an in jured 
party has suffered. The notion of prox imity  is s im i lar  to that  of 
foresight.  It is l ikely to be easy to prove this since there is no dispute
on the ex is tence of  duty of care in the vast major i ty of neg l igence 
cases. The prob lems are in proving the fol lowing two issues.

(2) Breach of  duty (hereinaf ter  “E2”)
It is the fact  of  whether  a perpetrator  breached duty of  care or met a 
standard level of  duty of care when undertaking an act  in quest ion .  A 
standard level of  duty of care var ies depending on the c i rcumstances.

(3) Damage (here inafter  “ E3")
It is the fact  of  whether  causat ion exists between the breach of  duty 
and the damage. If the damage is too remote f rom the neg l igent  act 
or omission, it fa i ls  to prove the exis tence of this fac to r336.

The burden to proof  is, as in Japanese Civi l  Law, on the plainti f f .  It 
is cri t ical  to know which formula the courts employ to judge the standard of 
care in a speci f ic  case. The main formula is cal led the “ reasonable  man” 
test  that  is explained as “a dev ice” for  judges to make a dec is ion on a case 
on the grounds of  pol icy  or expediency. If a perpetra to r  fa i led to act  as a 
reasonable man would have done in the same c ircumstances, his act  is to 
be judged as neg l igence337.

Negl igence is not the only one poss ib i l i ty  for  es tab l ish ing the 
existence of  torts.  A cr imina l  of fence could be the object  of  the law of 
torts:  there are c i rcumstances when it is bet ter to deal wi th the of fence 
from di f ferent aspects  other than negl igence, such as wrong fu l  in ter ference, 
decei t , statutory misrepresentat ion and so on 338. To date,  a cr imina l  
convict ion is recognised as a pr ima facie of a civi l  case al though the 
cr iminal  convict ion was not able to be submit ted as ev idence for a civi l

V. Harpwood, supra nn.313 and 322, at 19-23, 27-28.
337 There is no jury in negl igence cases; so judges have to make a judgement  alone. 
Ibid., at 101-102.
338 See D. Campbel l ,  R. Halson and D. Harris, ‘Remedies in contract  and to r t ’ (2002) 
Butterworths, London at 551-552.
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case due to the str ict  rule of common law separat ing cr iminal and civi l
339processes

The const i tuent  elements of  torts in both countr ies are ev ident and 
there are some sim i lar i t ies  and di f ferences. In the f i rst  place, examin ing 
the simi lar i t ies ,  it is sat is factory  in English law to prove that an act v io lates 
the duty of care that  a perpetra to r  owes to an in jured party: this has mostly 
the same meaning as the Japanese second condi t ion that it is necessary 
that  the pe rpe t ra to r ’s act infr inges an o th e r ’s r ights.  Al though there is no 
word “ r ights” in English condi t ions,  ano th e r ’s r ight  would be harmed as a 
consequence of breach of duty. So this understanding is not
unreasonable.  Secondly,  the third cond i t ions of  both laws express the 
exis tence of  losses. Fur thermore, the th ird Engl ish condi t ion fu l f i ls  hal f  of 
the Japanese fourth condi t ion.  That is to say that the damage must have 
causation wi th breach of duty (in the English cond i t ions)  or the 
infr ingement of  ano the r ’s r ight  (in the Japanese cond i t ions).  However, the 
other hal f  of  the Japanese fourth condi t ion,  requir ing the causat ion 
between the in fr ingement  of ano the r ’s r ight  and the grounds of an act, is 
not ment ioned in the English condi t ions.  This is because, unl ike 
Japanese Civi l  Law, it is not necessary  to prove whether  an act in quest ion 
occurred through neg l igence or wi th in tent ion .  This should be noted as 
the biggest di f fe rence between the two countr ies  for  proving the existence 
of torts.  However, in some cases, the exis tence of mal ice or wi lful  
intention is required.

Having observed both the Japanese and the English law, it is now 
necessary  to deal more careful ly  wi th the three quest ions  above-ment ioned 
and their  connect ion.

5. Protect ing Rights

5.1 Protect ing Proprietary Pr iv i leges

As was prev ious ly  ment ioned,  there are several  legal interests that  
are vulnerable in cyberspace. Examining the poss ib i l i t ies of seeking civil 
remedy, it is fu r ther  pract ical  to focus on how each legal interest  is 
protected by law rather  than judg ing the type of of fences. The f i rst  case 
to be examined is legal interests that  are supposed to be protected by 
propr ietary pr iv i leges.

Propr ie tary pr iv i leges are one of  the central  objects of  Civi l  Law. 
There are some speci f ic  legal interests that  have abso lute protect ion of 
r ights. They are, for  instance, li fe, heal th,  f reedom, propr ie tary pr iv i leges 
and other property r ights,  and in tangib le  property.  In general ,  they are 
promised exclusive r ights to an owner. Hence, jud ic ia l  precedents seem 
to have been wi l l ing to agree with the c la im of  the compensat ion for  losses 339

339 See W.V.H. Rogers, ‘The Law of Tort ’ (1994) Sweet & Maxwel l ,  London at 5-7.
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if neg l igence  or in tent ion of  a pe rpe t ra to r ’s act is proved 340.

Refer r ing to inc idents occur r ing in cyberspace,  the potent ia l  objects 
of the propr ie ta ry  pr iv i leges  to be acqu ired  are computer  hardware and 
money.

5.1.1 Compute r  hardware and network computers

Exc luding  natural per i ls (such as ear thquakes and t idal waves), 
accidenta l  per i ls (such as f ire) and any inc ident beyond control  (such as 
war and te r ro r is t  at tacks),  there are sti l l  some possibi l i t ies of computer  
hardware and re lated equ ipment  becoming phys ica l ly out of o r d e r 341. 
Scenar io  1 is to assume an inc ident where in  an employee P may spi l l  l iquid 
on computers  be long ing to company X (employer)  through negl igence. 
This inc ident  would  also be caused in ten t iona l ly  by P; however  it is hardly 
possible fo r  a th i rd party Z to damage computer  hardware phys ical ly by 
neg l igence in part icular,  unless Z has access to X ’s premises. It is hardly 
possible to bel ieve that f inanc ia l  inst i tu t ions  permit  an unauthor ized person 
to enter the ir  premises ; if it is necessary,  a person should be at tended by 
an employee.  If P t respasses on X ’s premises  and damages computers 
wi th in tent ion,  P is penal ised for intrusion into a st ructure and dest ruct ion 
of property  under  both the Japanese and the English law. They are 
obviously not def ined as computer  cr ime or cybercr ime,  so they are 
i r re levant  to the main object .  In terms of  a potent ia l  in tent ional  case, a 
hacker Y can phys ica l ly  damage X ’s computer  hardware and the like by 
send ing compute r  v i ruses — mal ic ious codes in par t icular  — through 
computer  ne tw o rks342. It is a cr imina l  of fence in both countr ies:  a hacker 
phys ical ly  breaks X ’s property with mal ice ( this fu l f i ls  the condi t ions J2) 
and the damage ev ident ly  exists (this fu l f i ls  the condi t ions J3 and E3). If 
cons ider ing a case in the English law of  tort, the act is l ikely to be def ined 
as wrong fu l  in te r fe rence with goods. This incident is judged as an 
in tent iona l  of fence whether  or not Y had expected ahead of t ime that X ’s 
computer  would  be physica l ly broken by Y ’s act (this fu l f i ls  the condi t ions 
J 1). This also appl ies to a case of  P in troducing mal ic ious codes to
destroy  computers  wi th intention.  As this is an of fence, it goes without 
saying that  causa t ions  between J1 and J2 as well  as J2 and J3 are proved. 
So, this inc ident  fa l ls  in the scope of Japanese Civil Law. In regard to the 
English law, th is of fence fal ls in the scope of torts on account  of a cr iminal 
convic t ion being a pr ima facie  in a civi l  case.

M. Kato, supra n.294, at 200.
341 Mechanical  fa i lures and mere theft are also out of the thes is ’ scope since they are 
not def ined as cybercr ime.
342 The author  is grateful  to Mr H Emura, Senior  Researcher, Mr H Fujita, Senior 
Researcher,  Mr H Ogura, Manager, Secur ity & Audi t Research Dept., Mr K Taniguchi, 
Senior  Researcher , Mr M Tachikawa, Senior Researcher, Electronic Banking 
Research Dept. ,  and Mr S Watai Senior Researcher, General Research Dept., of the 
Centre for Financial  Industry Information Systems (Japan) for thei r invaluable 
comments and advice.
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However,  what if Z (=a third party) or P (=an X ’s employee) 
unknowing ly  introduces mal ic ious codes through X ’s computer networks? 
Such problems are l iable to happen frequent ly when P opens a 
contaminated emai l and mal ic ious codes spread throughout  the X ’s whole 
computer  system. It is not impor tant  who in it ia l ly  sent the contaminated 
emai l  in this context . When P opens the addressed email  to read, it 
causes P to commi t  an error accidental ly.  However,  it is unl ikely for  X to 
br ing a lawsui t  aga inst  P in both Japan and the UK. This is because it is 
a duty of  employers to instal l computer secur i ty  measures for all computers 
being used for dai ly business. To date, it is no exaggerat ion to say that 
instal l ing ant i -v i rus sof tware is the minimum level of common pract ice when 
ut i l is ing computers  and networks.  Thus, if P receives a contaminated 
emai l  by v i ruses through conduct ing business, it is no wonder  that  the 
inc ident  is considered a resul t  of X ’s negl igence.

Such mal ic ious codes can be infect ious not only through opening 
emai ls  but also by other  channels involv ing a thi rd party Z. It is not a rare 
case that newly purchased computer  sof tware,  parts for upgrading (such as 
extended memory) or even a brand-new computer f rom Z has computer  
v i ruses  standby. There are some examples:  In 1994, Fuj itsu announced 
that its shipped computers  had contained computer  v i ruses. In 2001, 
Compaq found a computer  v irus cal led “ PE W95 CIH V1 .2 ” (popular ly  
known as “Chernoby l” ) in a compact  disk at tached to the shipped 
brand-new computers.  In 2002, IBM publ ished the s ta tement  that  a part 
of sh ipped 32MB memory had contained a computer  vi rus cal led ‘ “w yx ”343. 
Each company took sui table act ion as soon as they found the problems. 
If X purchases any product containing computer  v i ruses from Z, Z owes X 
warran ty  against  defects because of  the defects of Z ’s products in both 
Japan and the UK. These types of  incident are very l ikely to be well  taken 
care of by a manufacturer.  If it is necessary to seek legal act ion,  this can 
be dea l t  wi th by ei ther “to r ts ” or “ breach of con t rac t ” under the English law, 
and “ to r ts ” or “defaul t  on an ob l iga t ion ” under the Japanese law. When 
purchasing goods from Z, a contrac t  is formed between X and Z.

As was ment ioned earl ier, propr ie tary pr iv i leges have absolute 
protec t ion of rights.  Therefore,  it is d i f f icul t  to consider that  the process 
of  c la iming damages for losses would not progress smooth ly  in all cases 
ment ioned above. In the latter  cases, X needs to prove the fact  that  
damages on computer hardware are caused by nothing but computer  
v i ruses  in both laws (to ful f i l  the condi t ions J4 and E3). It would not be 
di f f icu l t  as long as X has a depar tment to deal wi th computer  secur i ty and 
computer  secur i ty  pol icy for  the whole company. For instance, in the case

343 See ‘Fuseipuroguramu no hai fukei ro  (A distr ibut ion route of mal -computer  
programme) ’ , <ht tp: / /cherrv .webdos.net /~blueskv/v i r i i /haizen.html>. ‘PRESARIO 229x 
s i r h u  gokounyu no okyakusama he (To whom purchased PRESARIO 229x computer  
se r ies ’ , <ht tp: / /www.compaq.co. ip/suppor t /Dresar io/ in fo/service/pre v.html>. and ‘ IBM 
no USB memor i  ni u i rusukonnyu no kanosei  (A possibi l i ty of containing computer  
vi rus in IBM USB memory) ’ , <ht tp : / /www.zdnet .co. ip /news/bursts/0201/29/10.html> 
(pr int out on fi le with author).
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of computer  v i ruses ’ at tack,  even if neg l igence or intent ion of a perpetra tor 
is obvious, if X has no defence measures,  the re levant court  would not 
s imply give a favourab le  judgement  for  X. This is because judg ing from 
the actual  c i rcumstances of  this computer ised world,  it is appropr ia te  for 
any company using computers  and networks to have a secur i ty  pol icy or 
countermeasures to avoid r isks to some degree.

In relat ion to the amount of damages, it is re lat ively easy to es t imate 
the damages in cases of  computer  hardware losses. The value is simply 
found by mult ip ly ing the number of damaged equipment by the market  price 
of a computer or equipment .  As is shown, there are three types of 
perpe tra tors  in this sect ion:  P ( = an X ’s employee),  Y ( = a hacker,  i .e ., an 
in tent ional  thi rd party)  and Z (=a third party). P and Y are very l ikely to 
be indiv iduals al though they may be part  of a conspiracy. P can be ei ther 
an indiv idual  or a corporate body. In general,  it is a lmost imposs ib le  to 
seek a huge amount of monetary  compensat ion f rom an indiv idual .  This 
appl ies to any case or any legal interests being harmed. Taking a hacker 
case, Raul, Volpe and Meyer explained that:

“ . ..any recovery col lected would l ikely be smal l ,  as hackers of ten lack the 
f inancial  resources to make an in jured party whole in the wake of  an 
a t tack344.“

In July 2002, the Amer ican Internet service provider EarthLink won 
US $24 mi l l ion in a claim aga inst  K.C. "Khan" Smith who spammed against  
EarthLink.  However,  it is very doubtful  whether  Smith has funds to pay 
out $24 mi l l ion.  EarthLink spokeswoman commented that,

“Whi le  we don' t  know if we' l l  recover any monetary damages, for  us, the 
v ic tory  is in being able to take steps that help stop spam345.“

In reali ty, an in jured party does not lose a r ight  to c la im for damages 
even if a suspect is unident i f ied.  If that  is the case, it is, w i thout  any 
doubt, impossible to exerc ise rights. So, it is technical ly  necessary  for a 
plain t i f f  (=an in jured party) to know the postal  address of  a defendant  (=a 
perpetra tor)  to send a pe t i t ion346.

If an injured party bel ieves that suing a perpe trator  works to deter 
fur ther  of fences being commit ted, it would be worth t rying to do so. 
Nei ther  the Japanese Civil Law nor the English law of torts aims to deter a 
fur ther  of fence being commit ted. It is t rue that the ef fect  of deter rence 
exists in the said law in the process or as a consequence of  the law. But,

See ‘ Liabi l i ty for Computer  Gl i tches and Onl ine Securi ty Lapses ’ , supra n.306.
345 See ‘Earthl ink wins $24 mil l ion from spammer ’ ,
<ht tp : / /zdnet .com.com/2100-1106-945169.html> (print out on fi le with author).
3 See ‘5 syo. Hidai todoke, Sosyo, Sousa (Chapter 5. An incident report, a lawsui t 
and invest igat ion) ’ , <ht tp: / /www.web110.com/roppou/roppou4.html> (print out on file 
with author).
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their  pr incipal  aim is to compensate the loss an injured party has suffered. 
In reali ty, it is not d i f f icul t  to f ind a suspect  in some cyber cases l ike the 
case of EarthLink.  If a suspect  is found, there is sti l l  a poss ib i l i ty  of 
get t ing a part of  compensat ion even though it is imposs ib le  to get the full 
amount.  On the contrary,  if it is a hacking case, it would not be worth 
suing hackers.  In many cases, hackers cannot  be ident i f ied .  Even if a 
suspect hacker is ident i f ied,  it is not necessary that  he/she is in the same 
ju r isd ic t ion because of the nature of cyberspace.  Unless an in jured party 
is well  prepared to bring a civi l  act ion aga inst  a suspect located in a 
foreign country,  they are unl ikely to succeed in the at tempt.

As is ment ioned earl ier,  the in jur ies aga inst  computer  hardware and 
the like may be the easiest  to es t imate in terms of the s ize of damages. 
Therefore,  in compar ing the upcoming cases discussed later, it seems to be 
possible for a perpe tra tor to compensate  for  this type of  damage as long as 
the size of  damages does not reach as t ronomica l  f igures.  Of  course, it 
depends on to what extent computer  hardware is damaged; for  instance, if 
computer  v i ruses being introduced damage all computers  in the in tranet in 
a large company, it may not be possible  to be compensated by an 
indiv idual .  However,  computer  v i ruses  are, in many cases, very l ikely to 
damage computer  sof tware,  data and the like rather  than computer  
hardware. Thus far, it is unl ikely to happen that computer  v i ruses damage 
all computer hardware in the intranet in an instant.

5.1.2 Money and its equivalent

Before pursuing a fur ther  analysis of cases in relat ion to money, it 
is cri t ical  to conf i rm the form of money in this context .  Due to the nature 
of cyberspace,  money cannot be a physical  substance in cyberspace.  For 
instance, a t rad i t iona l  embezz lement  is not wi th in its scope, because there 
is no physical  matter  or mass in cyberspace.  Money in cyberspace is 
mere digital s ignals that  are handled in computers.  However, such digital 
s ignals are based on actual  money a c l ient  deposi ts in. Thus, other 
s imi lar  monetary legal interests,  such as e lec tron ic  money, are also equal ly 
vulnerable.

When ana lysing cases of money being abused in relat ion to 
cyberspace,  if there is any case caused by negl igence,  it would be a data 
input error by an employee P of f inancia l  ins t i tut ions.  Otherwise, almost 
all cases involv ing money are commit ted in ten t iona l ly  ( this fu l f i ls  the 
condi t ion J1). That is to say that those cases are to be cr imina l  of fences 
commi t ted by an employee P or a hacker Y aga inst  an emp loyer  X. Taking 
a company X (a f inanc ial  ins t i tut ion) as a direct  in jured party, whether  the 
perpetra tor is P or Y, a third party Z, more prec ise ly depos i tors  in this 
context ,  is l ikely to be involved as an indirect  in jured party. Possible 
cases are that  (1) P manipula tes or al ters computer  data in order  to 
t ransfer  X ’s funds or its c l ien ts ’ deposi ts and sav ings into P’s personal 
bank account,  and (2) a hacker gains unauthor ized access to X ’s computer
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system and al ters computer  data in order to steal money from X.

In terms of poss ib le  cases caused by neg l igence — input error cases 
in part icular  — would mostly occur internally.  Those cases remain 
manageable  at a com pany ’s d iscre t ion in general .  Unless the damage is 
huge, an injured party would be unl ike ly to f i le a lawsui t.  In regard to 
cr imina l  of fences, they are far  more ser ious than that. If P pecu lates X ’s 
company funds by al ter ing interna l  computer  data,  P has to re imburse 
“ i l l -got ten ga ins ” to X. X is very l ikely to dismiss P on discipl inary 
grounds. In this c i r cumstance,  X ’s company funds may consis t  of both X ’s 
business prof i ts and c l ien t ’s depos i ts  if X is, for  instance, a bank. It is, 
however, not pract ical  to ident i fy whose money P actual ly peculated 
because there is no sign or seal on money. When an individual  deposi ts 
money in a f inancial  inst i tut ion,  both part ies are in a contract .  Deposi tors 
do not lose propr ie ta ry  pr iv i leges on thei r  own deposi ted money when 
deposi t ing,  whereas f inanc ia l  inst i tu t ions  have obl iged deposi tors  to earn 
in terest  by using the fund. The fund here means an aggregate of all 
c l ien ts ’ deposi ts and bus iness prof i ts.  Even if P abuses computer data to 
steal money from the aggregate deposi ts,  it is hardly possible to 
d iscr im inate  whose money is stolen. After  all, the stolen money is the 
funds under the f inanc ia l  ins t i tu t ion ’s control ,  not any ind iv idua l ’s. Any 
cl ient  would not be refused to w i thdraw money from his or her own bank 
account  af ter  money is stolen. Hence, the said case hardly involves a 
third party as a direct  or an indi rect  in jured party. On the contrary to this, 
a thi rd party Z would be involved in a case to some degree if an employee 
P manipula tes a spec i f i c  cus tom er ’s bank account  informat ion in order to 
wi thdraw money. It goes wi thout  saying that a hacker  Y could perpetrate 
the same act f rom outside the Intranet.  An incident having charac ter is t ics  
of both cases happened in October  2001 in Japan.

A then employee of  Ci t ibank, K. Okada, got some ten c l ien ts ’ 
personal  info rmat ion,  such as names, account  numbers and birthdays, by 
dishonest  means dur ing his cont rac t  per iod f rom June to October  2001. 
Okada deduced passwords  from the informat ion he had got and gained 
unauthor ized access to two customers Z as he impersonated them. 
Between October  2001 and January  2002, he withdrew approx imate ly  3.7 
mi l l ion yen (equ iva lent  to £21 ,764347) . This case humil iated Cit ibank, who 
had express ly  stated its t igh t  computer  secur i ty  in of fering Internet banking 
serv ices to costumers.  Those passwords  revealed were said to have been 
based on bi r thdays. Okada obta ined informat ion interna l ly  whi le in 
contrac t  but did not use the In trane t to pract ice f raud: to avoid the 
d iscovery of  the o f fences , he used computers in Internet cafés.  There are 
at least  two prob lems d isc losed by th is case: f irst ly,  the comprehensive 
computer  secur i ty  pol icy, including compl iance and training for employees, 
was not enough to preven t such abuse. This incident could have been 
avoided if C i t ibank (company X) had introduced a more comprehensive

347 The exchange rate: £1 equivalent to approx imately 170 yen.
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pol icy th roughout  the ent ire company. Secondly,  Ci t ibank should have 
warned customers aga inst  using bir thdays as a password. Today, it is 
genera l ly  accepted as best to avoid using bir thdays as passwords; at least 
f inancia l  ins t i tu t ions  are in reasonable posi t ions to propose that their  
customers  change passwords if they are the same as bir thdays. So, it is 
possible to bring a civi l case aga inst  the said bank for neg l igence or

348breach of  duty of  care

In such cases, a vict im would not ice f raud being commit ted against  
thei r  bank account  before company X discovers unauthor ized access to the 
serv ices  through the Internet.  It is no wonder  that  X does not (to keep up 
its good reputat ion) want  a f raud case to become public.  In this 
c i r cumstance,  X is no longer able to conceal  the fact, at least  not f rom the 
in jured customers.  However, the f inal  consequence would not be di f ferent  
f rom a neg l igent  case above-ment ioned. X is fu l ly  responsible for  any 
monetary  damages under its control.  Thus, in the Ci t ibank case, 
customers  Z ’s monetary  losses technical ly  would be recovered by Ci t ibank. 
It would be poss ib le  for  Z to claim compensat ion for  interests whi le 3.7 
mi l l ion yen was out of their  bank accounts.  Final ly,  as has been 
prev ious ly  ment ioned, Z is in a good posi t ion to bring a lawsui t  aga inst  
C i t ibank for the reason that it neglected proper duty of  care. Z would 
obtain conso la t ion money if a court  accepts Z ’s complaint .  When Okada 
was prosecuted in May 2002, the cont ract  between Okada and Cit ibank had 
al ready expi red. So Cit ibank could not dismiss him; however Ci t ibank was 
supposed to c la im compensat ion for  damages aga inst  him. It was not 
d isc losed whether  Ci t ibank claimed conso lat ion money against  Okada 
himsel f  or a mediate company that in termedia ted between him and Cit ibank, 
if any.

If the same offence is commit ted by a hacker Y, a total st ranger  to a 
company X or a thi rd party Z, nothing would be di f ferent  f rom the said 
cases for Z: as Z ’s money was kept under X ’s control ,  X real ist ical ly would 
compensate  Z for  the losses. On the other  hand, the s i tuat ions seem to 
be harder  for  X. No action could be prac t ical ly  taken unti l  Y ’s ident i ty was 
revealed. It is impossible to say that  all hackers are apprehended for 
var ious reasons af ter  thei r  of fences are discovered. It is somet imes due 
to techn ica l  d i f f icul t ies ,  terr i tor ia l  barr iers (as was previously ment ioned),  
or other  problems. Hence, the losses caused by hackers are, for  f inancial  
inst i tut ions  that are in the posi t ion of company X, more at risk than any 
other  cases as they are unl ikely to be compensated.

Cons ider ing the posi t ion of the English law on the same cases, 348

348 See ‘Netbanking akuyou, Beiotegin de sagi, Anzenta isaku saigo ha hito (The 
abuse of Internet banking, a fraud in a major US bank, the last resort of safety 
measures is ‘human beings ’) ’ , <ht tp: / /www.vomiur i .co. jp /b i tbvb i t /bbb07/261701.htm> 
and ‘Netbank ing de hakensyain ga yaku 370 manen sasyu, Keisicho  (A temporary 
staff  obtained 3.7 mil l ion yen by abusing Internet banking, The Metropol i tan Police 
s ta ted) ’ , <http: / /www.mainich i .co. ip /d iq i ta l /net f i le /arch ive/200205/10-2.html> (print 
out on fi le with author).
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employers incur v icar ious l iabi l i ty for  the tor ts of their  employees. If an 
employee P is the perpetra tor and P commits  an of fence in the course of 
employment,  a f inanc ial  inst i tut ion X is l iable to the third party Z who 
suffe red damage. On the other hand, it is possible for  X to seek
compensat ion f rom P based on the L is te r  v. Romford  Ice pr inciple 349. 
Al though there is a grey area whether  an independent  contrac tor is def ined 
as an employee, each statute gives a d i f ferent approach 350. If a
perpe tra tor is a hacker  Y, Z would sue X in relat ion to breach of duty of 
care: X neglected implement ing a su f f ic ien t / reasonable  level of computer 
secur i ty,  thereby Y succeeded in abusing the system and the outcome is Z 
suf fer ing the damage.  X and Z are unquest ionably  bounded by a contract.  
So there is an a l ternat ive  for  Z to sue X in breach of contract.

5.2 Protect ing Intangible Property

In tangible property is somet imes understood as equ ivalen t to 
intel lectual  property.  In this context ,  inte l lectua l  property is more in the 
realm of  exact words.  As was ment ioned earl ier,  intangible property r ights 
also enjoy abso lu te  protection of  r ights.  Above all, intel lectual  property in 
Japan is protected under Copyr ight  Law, Design Law, Trade Mark Law, 
Patent Law, Ut i l i ty  Model Law and so on. Al l of  them establ ish the r ight  to 
demand in junct ion:  in Japan, Art ic le 112 of  Copyr igh t  Law, Art ic le 37 of 
Design Law, Ar t ic le  36 of  Trade Mark Law, Art ic le 100 of Patent Law and 
Ar t ic le  27 of Ut i l i ty  Model Law are ava i lable.  The const ruct ion of those 
laws in general  is very similar . Af ter  the art ic le on establ ishing the right 
to demand in junct ion,  there normal ly fo l lows the art icle on conducts 
regarded as t respass and the art ic le on the est imat ion of the amount of 
losses. They do not have an exact s t ipu la t ion  of promising the right  to 
c la im damages,  however — this is because Art ic le 709 of Civi l Law is the 
author i ty  for  the said r ight351. For protect ing Engl ish intel lectual  property 
r ights,  s ta tu tes such as the CDPA , the Patents Act 1977 and the Trade 
Marks Act 1994 have been establ ished. For instance, Sect ion 96 of the 
CDPA, Sect ion 61 of the Patents Act 1977 and Section 14 of  the Trade 
Marks Act  1994 are establ ished as r ights fo r  owners of intel lectua l  property 
r igh ts352.

Both the Japanese Civil Law and the English tort  law establ ish the 
burden of  proof on an injured party. However, it is very unl ikely to be 
easy f ind ing out the factual  amount of damage compared to the cases of

349 Lis ter  v Romford Ice and Cold Storage Ltd [1957] AC 555. V. Harpwood, supra 
n .313, at 281-291.
350 Tax law considers the employment status of an individual  based on for the 
purpose of col lect ing tax. The law of tort considers other aspects, such as moral 
issues and loss dist r ibut ion for the sake of a vict im in case of an incident occurs.
Ibid.
351 M. Kato, supra n.294, at 320-321.
352 See ‘ Patents Act 1977’ , < ht tp: / /www. ienk ins- ip .com/pat law/pa77.htm#s 1 > and 
‘Copyr ight ,  Designs and Patents Act 1988 (c. 48 ) ’ ,
<http: / /www.hmso.qov.uk/acts/acts1988/Ukpqa 19880048 en 7.htm> (print out on file 
with author).
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tangible property being damaged. Assume a case of in fr ingement  of 
copyr ight ;  the object  that  the copyr ight  being infr inged is supposed to be 
made use of by many people s imul taneously.  But it is not necessary to 
mean that a r ight ful  c la imant cannot exerc ise his/her own r igh ts353. Thus, 
Copyr ight  Law estab l ishes a relief  measure for an in jured party es t imat ing 
the amount of  the damages. In Japan, Clause 1 of Ar t ic le  114 agrees that 
an injured party is able to judge a prof i t  of  a perpe tra tor out of the invasion 
as a resul t of h is/her  copyr ight  being infr inged.

If this Clause is not app l icable to a case, Clause 2 of  Art ic le  114 
provides another measure to est imate the damages. It a l lows an in jured 
party to claim from a perpetra tor the appropr iate amount the owner is 
supposed to obtain f rom execut ing the copyr ights as the same as the 
losses. English law sounds very compl icated compared to this. Instead 
of sect ions being establ ished in the statutes,  the es t imat ion of  losses and 
in jur ies depends on common law. Causat ion ,  remoteness and
foreseeab i l i t i y  are the keys to solving this issue. There are mainly two 
d i f fe rent  types of re l ief  being given: compensatory  or exemplary  damages.  
It is said that  seeking compensatory  damages is common,  compared to 
exemplary  dam ages354.

The potent ia l  legal interests being protected as in tangib le  property 
r ights are copyr ights of webs i tes ’ contents and computer  data and the like.

5.2.1 Copyr ights of  contents of  websi tes

In the f i rs t  place, there are some hypothet ical  examples of Copyr ight  
Law protect ion.  Nowadays, it is easy to download sof tware onl ine:  some 
of them somet im es are so-cal led f reeware,  in other  words,  the or ig inal  
copyr ight  owner of  speci f ic  sof tware does not require fees. A l though it is 
free,  it is prob lemat ic  to consider  that  the owner has renounced the 
copyr ight .  Some software asks for  payment voluntar i ly.  If a f inancia l  
inst i tut ion,  as a perpetrator,  instal ls certain computer  sof tware w i thout 
paying royal ty to an owner of  copyr ights,  it would end up paying 
compensat ion for  overdue royal t ies.  In 1996, a company in Osaka was 
sued for i l legal  sof tware copy into considerab le  numbers of computers .  It 
paid 140 mi l l ion yen for compensat ion,  as well  as making an apo logy to a 
purchaser, to arr ive at a compromise (equivalent to £823 ,529355). This is, 
however,  a very pr imit ive issue to discuss. Software admin is tra t ion

353 See ‘Chosakuken-s ingai  ni taisuru songaibaisyo ya sas itomeseikyu  (Claims for 
damages and rights to demand the injunct ion on the infr ingement of copyr ights) ’ , 
<ht tp : / /www.kvoto-arch ives.qr . ip/copvr iqht /KQZA/koza08.html> (print out on fi le with 
author).
354 The author is grateful  to Mr A. Trenton, Sol ici tor, Taylor Wessing, for his 
invaluable comments and advice.
355 The exchange rate: £1 equivalent to approximately 170 yen.
See ‘Microsoft  Industry Solut ions Review: Publ ic Services for Local Government  
vo l .2 ‘ , <ht tp : / /www.microsof t .com/ iapan/PARTNERS/ indust rv /misr /pub2xso2.htm> 
(print out on fi le with author).
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should central ly be managed wi thout  any doubt.

The contents of  webs i tes  l i teral ly mean i tems on a websi te:  
documents,  l inks to other webs i tes ,  graph ics  and photos,  onl ine sof tware 
and the like. It is not necessary for the said i tems to be covered by 
Copyr ight  Law; for  instance, a brand-new model of business (by ut i l ising 
informat ion technology and the l ike) presented on a webs i te is also 
included in webs i tes ’ contents.  When invent ing a new model of business, 
it is to be protected under Patent Law in Japan and the Patents Act 1977 in 
Eng land356. Apart  f rom business models, the Japanese Copyr ight  Law and 
the CDPA cover the major i ty of w e bs i tes ’ contents. Clause 1 Art ic le 2 of 
the Japanese Copyr ight  Law gives the def in i t ion of  the objects of  the law: 
the matter of represent ing ideas or feel ings  creat ive ly  wi th in the scope of 
l i terature,  arts and science, the f ine arts or music.  Hence, there is a 
theory that  it is possible to protect  websi te  contents by Copyr igh t  Law as 
long as a websi te is the mat ter of  represent ing one ’s ideas or fee l ings357. 
In regard to the English CDPA, copyr ight  works are largely  c lassi f ied into 
three wi thin Sect ion 1:

“ (a) Original  l i terary, dramat ic,  musical  or ar t ist ic works,
(b) Sound recordings, f i lms, broadcasts  or cable programmes,  and
(c) The typograph ica l  a r rangement  of publ ished ed i t ions.  “

The descr ip t ions of Sect ion 1 are prepared in Sect ion 3 to 8. 
Sect ion 3 exp lains “ l i te rary w o rk ” as “any work,  other  than a dramat ic or 
musical  work, which is w r i t ten . . . ” This l i te rary work includes a table or 
compi la t ion and a computer  p rog ram m e358. Consider ing the contents of 
websi tes,  they are wi th in the scope of  the CDPA.

However,  it sounds awkward to apply this theory for  protect ing 
corporate webs i tes  in both Japanese and English law. Corpora te websi tes 
are most ly set up for business purposes. They contain a company name, 
the logo, the f inancia l  report,  the onl ine services of fered for customers and 
the like. The issue is whether  or not they are to be def ined as the object  
of copyr ights.  First, cons ider ing Japanese Copyr ight  Law, Clause 10-3 of 
Art icle 2 gives the def in i t ion of  da tabase as a s t ructured matter of the 
aggregate  of essays, numer ica l  values, f igures  and other  informat ion being 
retr ievable f rom a speci f ic  data by using an e lec tron ic  computer.  Ar t ic les 10 
to 13 i l lustra te wi th examples of  the objects of  Copyr igh t  Law: Clause 2 of

356 Inventions which are supposed to be protected under Clause 1 Art icle 2 of 
Japanese Patent Law means ‘An advanced creat ive work by using the law of nature ’ . 
Business models and computer  sof tware are technical ly excluded from this def ini t ion. 
However, it is possible to protect  by Patent Law if such business models and 
computer  sof tware are combined with other  means, such as Informat ion Technology. 
See ‘Dai-7-kou, IT to business moderu  (Chapter7,  IT and Business models) ’ ,
<ht tp: / /www.w3c.ora/TR/1999 /REC-htm 1401-19991224/1 oose.dtd> (print out on fi le 
with author).
357 Ibid.
358 See 'Copyr ight ,  Designs and Patents Act 1988 (c. 48 ) ’ , supra n.339.
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Art ic le 12 def ines  a database as the object  under the law that database 
which is able to retr ieve data and/or has a formulated st ructure is 
acknowledged to have creativi ty,  whereby it is to be protected as the object  
of  Copyr ight  Law. Consider ing these Art ic les,  it is very l ikely to be able to 
protect  corporate  webs i tes  wi th an appl icat ion of  database theory.  It goes 
w i thout  saying that a company name is to be protected by the Trade Marks 
Act 1994, if it is reg is tered.  Under the English CDPA, it is possible to 
acknowledge corporate  informat ion publ ished onl ine as l i terary work;  the 
major i ty of  in fo rmat ion or data are l ikely to fal l  in ‘com p i la t ion ’ . However,  
the def in i t ion of  the CDPA has been al tered by Statutory Inst rument  1997 
No. 3032 (the Copyr igh t  and Rights in Databases Regulat ions 1997) 
(here inafter  “C R D R ”) in 1998. It suggests  changing Sect ion 3 of  the 
CDPA as:

“ (a) a table or compi la t ion other than a da tabase ;
(b) a computer  programme;
(c) (not exist  in the CDPA);
(d) a da tabase359“

It also gives the def in i t ion of  da tabase (to insert af ter  Sect ion 6 of  the 
CDPA);

“ Databases
3A. -(1) In th is Part  ‘da tabase ’ means a col lect ion of  independent works,  

data or o ther  mate r ia ls  which -
(a) are ar ranged in a systemat ic or methodical  way, and
(b) are ind iv idua l ly  accessible by e lec tron ic  or other means.

(2) For the purposes of this Part a l i terary work consist ing of a 
database is or ig inal  if, and only if, by reason of  the select ion or 
a r rangement  of  the contents of  the database the database 
const i tu tes the author 's own intel lectual  c rea t ion360.“

Under th is def in i t ion,  a corpora te  webs i te may well  be c lassi f ied as 
database.  So Copyr igh t  Law in both countr ies surely works to protect  from 
being infr inged. What  about a f inancia l  inst i tut ion X if X ’s websi te  
contents are infr inged by a hacker Y? Y is able to get unauthor ized 
access to X ’s webs i te  and abuse the contents,  such as delet ing or al ter ing 
them. This is a c r im ina l  of fence as long as a hacker is involved. So, the 
legal proceedings are ident ica l  to the case previously ment ioned in 5.1.1. 
Technically,  to demand the in junct ion would be the f i rst  act ion for  such a 
case. However, it is very unusual  to ident i fy a suspect whi le the hacker  is 
actua l ly  abusing the websi te  contents.  Thus, even if X is eager  to claim 
compensat ion for  damages aga inst  Y, it is hardly possible  to take any civi l

359 The underl ined parts are the suggested amendments.  Al though Statutory 
Instrument 1997 No. 3032 suggested the existence of (c), there is no sect ion in the 
or iginal  the CDPA 1988. See ‘ Statutory Instrument 1997 No. 3032’ , 
<http : / /www.hmso.qov.uk/s i /s i1997/73032--b.htm> (print out on fi le with author).
3bu Ibid.
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act ion aga inst  the hacker unti l  the ident i ty is revealed.

In the webs i tes  of  f inancia l  inst i tut ions,  the serv ices are introduced 
by using brand-new business models; for  example,  the Internet banking 
service and aggregat ion  se rv ice361. The number of business models or 
techno logy being used in such services is l ikely to be more than one: the 
serv ices consis t  of  several  or a great many business models and 
technolog ies.  One of them may infr inge som eone ’s r ights. Assume a 
f inancial  inst i tut ion X of fers the Internet banking services to its customers 
and is c la imed by a third party Z assert ing that one of  the technolog ies 
being used in X ’s services is of f ic ia l ly  registered under the name of Z. If 
that  is the case, not only does X have to compensate for  damages but also 
it is l ikely to lose the usage of certain technology. This would terminate 
the whole Internet banking service.  The potent ia l  losses, including the 
losses as a resul t of  business in terrupt ion,  for  X would be tremendous. 
There is no way to cont inue of fering services for  X ’s cus tomers unless X 
arr ives at a compromise with Z (general ly paying a suf f ic ien t  amount of 
money) or redeve lops  the Internet banking services wi thout  using Z ’s 
technology.  The lat ter  case def in i te ly  takes huge costs and consumes 
considerab le  t ime unti l  the f inal  form of the service is to be ready again. 
Under this c i rcumstance,  X is the weakest l ink in both the Japanese Patent 
Law and the English Patents Act 1977. Under this c i rcumstance,  X is the 
weakest  l ink in both the Japanese Patent Law and the English Patents Act 
1977: to establ ish the in fr ingement  of the Patent Law, it is unnecessary to 
prove whether  an act occurred by neg l igence or with intent ion under both 
laws. Since a patent is registered and the ownership is evident,  it is 
genera l ly  not d i f f icul t  to prove the in fr ingement of  the patents right. Some 
patents and business models could be the goose that lays the golden egg: 
that  is to say that X is l ikely to be obl iged to pay a huge compensat ion in 
case of in fr inging such intel lec tua l  property rights.  However,  this risk is 
avoidab le,  unl ike the r isks of  commi t t ing an of fence. Before of fer ing new 
onl ine serv ices to customers,  it is surely necessary for  X to check the 
registered patents and bus iness models to know the serv ices are free f rom 
infr ing ing upon ano the r ’s rights.

To protect  inte l lectua l  property r ights, the exist ing statutes work 
ef fect ively.  The law of  torts is unl ikely to be the mainst ream in this type 
of  case; however, it assists and backs up the statu tes at some points.  In 
relat ion to the in fr ingement  of  personal  r ights on websi tes,  the issue wil l  be 
discussed in depth later in this chapter.

5.2.2 Compute r  data and the like

“Compute r  data and the l ike ” are not l imi ted to onl ine mater ia ls.  In 
this context ,  computer  data and the like bas ical ly mean tangible matters 
( inc luding  computer  data and programmes)  that  are not intended for the

361 In relat ion to aggregat ion service, see Chapter VII.
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public.  They usual ly run interna l ly  on computers for  ord inary business 
t ransact ions  in a company. On the other hand, informat ion that is 
supposed to be in public,  usual ly data kept in servers,  should be def ined as 
“the contents of  w ebs i tes ” . Thus, even if one can access data onl ine,  if it 
is for indiv idual  use or conf ident ia l  informat ion,  it is to be the subject  of 
this sect ion.  That is to say that one ’s personal  bank informat ion that one 
can access through the Internet is to be def ined, due to its nature,  as 
computer  data.

A poss ib le  neg l igence case would be simple.  Suppose there is a 
f inancia l  ins t i tut ion X, its employee P and the customer Z. P deletes or 
al ters Z ’s f inancia l  informat ion by mistake. The restorat ion must be done 
promptly.  In case Z suffers any loss or in jur ies as a resul t of  P ’s mistake, 
X is l iable to respond to the claim. As long as Z is suf fer ing losses as a 
resul t  of P ’s breach of  duty of  care, this type of  case would not be di f f icul t  
to prove a tort  by establ ishing both the Japanese four condi t ions and the 
English three cond i t ions.  In pract ice,  this type of er ror is very l ikely to 
happen in dai ly business transact ions.  Indeed, it is possible  to discover 
an error before the s i tuat ion becomes more cr it ical  (or before Z would 
not ice the error)  by having a check ing system throughout  all internal 
t ransact ions.

Another  example is that , supposing there is a f inanc ia l  ins t i tut ion X 
and a third party Z, and Z deletes X ’s data. For instance, there was the 
case in 1993-1994 in Japan that X made a cont ract  on leasing computers 
f rom Z, a supp l ier  of  of fice automat ion machinery.  Z1, the employee of Z, 
v isi ted X ’s of f ice to migrate computer  data f rom the old computers  to the 
new ones. Whi le  working on it, Z deleted all data f rom the computers  by 
mistake ( this fu l f i ls  the condi t ions J1 and J2). The deleted data was 
about sales admin is tra t ion  ( this fu l f i ls  the condi t ion J3). Since it is a fact  
that  Z1 deleted the data by mistake, the causat ions between J1 and J2 as 
well  as J2 and J3 were evident. Thus, X claimed damages based on 
Art ic le 709 and 715 of  the Japanese Civi l  Law. In contrast ,  Z brought a 
rule of  cont rac t  and maintained that it was not l iable for  the acc ident since 
X was l iable to make a backup of da ta362. This is because it is common to 
have an exempt ion clause in regard to a backup of data in the major i ty of 
contrac t  forms. There was, however, no such clause in the contract  
between X and Z. Throughout  the process of  invest igat ing the cause at 
the court, the ev idence that Z mis taken ly  deleted the data was found in the 
computer.  Both part ies arr ived at a compromise and Z paid damages to X. 
Any contrac t  form has exemption clauses to some degree. A cont ract  is 
genera l ly advantageous to a party who has f lamed clauses. In some 
cases, even if there are exempt ion clauses, the court is l ikely to make a 
dec is ion in favour  of  a plain t i f f  if the act  in question is judged to be gross

362 See 'Data-hason no songai -baisyo-sekinin,  backup ha user  no sekinin?  (The 
l iabi l i ty for damaging data, is a user l iable for making backup?) ’ , 
<ht tp: / /www.asahi -net .or . ip/~zi3h-kwrz/ law2backup.html> (print out on fi le with 
author).
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negl igence or ma lp rac t ice363.

The most ser ious case is l ikely to be the abuse of  f inancia l  
informat ion.  It would be simple to perform a case ana logous to the 
C i t ibank incident. P is in a good posi t ion to al ter  Z ’s data kept in X ’s 
computer  system to obtain i l legal  prof i ts intentional ly.  As long as such 
personal  f inancial  data is access ib le  to P, it is not necessary for  P to have 
special  knowledge on computer secur i ty  to hack. This is a cr iminal  
of fence and it is not a brand-new type of of fence: on the contrary,  it is well  
known as a f raud or an embezz lement  case but using a computer  rather 
than al ter ing an account  book. Just  lett ing a computer  jo in wi th a cr ime 
scene for a whi le,  it is thus easy for a perpe tra tor not only to commit  an 
of fence but also to erase all t races of  it. A hacker  Y could commit  the 
same cr ime even more per fect ly by his/her computer  knowledge and ski l ls.  
So far, there have been no reports of  an IT related fraud case that  has 
caused a company to incur as t ronomica l  loss. If the losses are wi th in the 
remit  of X ’s capacity,  X is unl ikely to look for  a civi l re l ief  let a lone cr iminal  
pun ishment:  keeping good reputat ion is far  more importan t for  X. So, if a 
perpetra to r  is an employee at the t ime of the of fence, X is very l ikely to 
set t le the case interna l ly  as well  as X can, by demanding P to compensate  
damages as well  as to dismiss P on disc ip l inary  grounds. This would be 
more or less the same react ion in both Japan and the UK.

If a perpetra to r  is Y, X may have to face the imposs ib i l i t y  of  having 
any type of  contac t  with Y. If the ident i ty  of  Y is revealed, X is able to 
c la im compensat ion for damages: compensat ion that Y is supposed to 
award includes the restorat ion cost of  the computer  wi th the i l legal  prof i ts 
Y gained from X. If the of fence was to harm X ’s reputat ion ,  the court  
would also impose compensat ion on Y. It is easier  to es tabl ish both the 
Japanese  four and the English three condi t ions to prove a tor t  than any 
other  cases when a wrong behaviour  is to be a cr imina l  of fence. If only it 
was so easy to ident i fy and arrest  a hacker!  However, the bigger the 
losses are, the less l ikely the hacker,  as an indiv idual ,  could pay 
compensat ion.

What  if a perpetra tor does not damage any intangib le  or tangib le 
property  of  X? For instance, it is possible that  a perpetra to r  makes a 
digi tal  copy of X ’s computer data wi thout  damaging anything. W hether  a 
perpetra to r  is P or Y, this type of of fence is very l ikely to be commit ted for 
the purpose of sel l ing X ’s conf ident ia l  info rmat ion to a compet i to r  Z. In 
such a case, it is quest ionable  whether  X could poss ib ly  d iscover  such an 
unlawful  behaviour  prompt ly unti l  X gathers f rom Z having X ’s conf ident ia l  
info rmat ion.  P or Y could work as an industr ia l  spy for  Z. Otherwise, 
there is no relat ion between a perpe trator  and Z unt i l  the perpetra to r  
approaches Z to sel l the in format ion.  If a perpetra to r  is P, X is able to 
bring a lawsui t  as well  as dismiss P on d isc ip l inary  grounds. Even if it is

363 Ibid.
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Y, it would not be imposs ib le  to t race Y through the connect ion between Y 
and Z. Z is, w i thout any doubt,  gui l ty if Z sends a perpe trator  for  the 
purpose of steal ing in format ion f rom X. Even if Z asserts his innocence,  it 
is hardly possible  to be judged innocent since Z has been in the posi t ion of 
knowing the perpetra to r  obta ined in format ion i l legal ly f rom X. This type of 
unlawful  behav iour  in fr inges patents r ight  or copyr ights in both Japan and 
the UK; if a perpetra to r  makes a copy of data other than patent rights,  
he/she infr inges copyr ights of  the database.

A l though X ’s property  is not damaged direc t ly f rom the unlawful  
behaviour,  X would lose prof i ts and/or  business oppor tun i t ies  that  are 
supposed to be gained by using the stolen conf ident ia l  informat ion.  A 
perpetra to r  who actua l ly  makes a copy of  conf ident ia l  informat ion would 
obtain a huge i l l -got ten gain by sel l ing it. X has the r ight  to claim 
damages to P (or Y) and Z on the grounds of Ar t ic le 112 of Copyr ight  Law 
and Art ic le  709 of Civi l  Law (in Japan)  and Sect ion 96 of the CDPA (in 
England).

In Japan, there are some part ies who suggest  incorporat ing this 
t reb le  damages rule into the Japanese exist ing Law, al though it remains to 
be seen. However,  Tokyo dis tr ic t  cour t  made the decis ion in favour of  an 
in jured party in regard to the in fr ingement  of its patent r ights and ordered 
compensat ion  of  approx im ate ly  74 hundred mi l l ion yen (equ iva lent  to 
approx im ate ly  £43 mi l l ion 364 ) in February  2002. This is the highest 
compensat ion regarding the in fr ingement  of  patent r ights. This court 
decis ion under l ines the fact  that  the cour t  showed its in i t iat ive to protect  
patent r ights,  at taching greater  impor tance to the current of p ro -pa ten t365.

It is useful  to use the avai lable US cases to explain “t reb le 
d am ag es ” . In the USA, four  out of  ten cases grant ing the highest 
compensat ion are the in fr ingement  of  intel lec tua l  property rights.  In 
regard to the case of the m isappropr ia t ion of t rade secrets,  it is $114 
mi l l ion for  a perpetra to r  to grant  compensat ion.  (Table 3.2) As was 
previous ly  ment ioned,  it is possible to impose exemplary  damages in the 
USA, depending on the mal ice  of an of fence. In case of  the in fr ingement  
of  patent rights,  if it is in tent iona l  invasion, compensat ion t rebles.  This is 
cal led “Treble dam ages” (or t r ip le  dam ages)366.

364 The exchange rate: £1 equivalent  to approximately 170 yen.
365 See ‘J i tsurei  ni miru ch i tek i -za isanken mondai  33 (The issues in actual cases of 
Intel lectual  Property Rights 33 ) ’ ,
<ht tp: / /www.nab.co. ip/ i i tsure ichizai / i i tsure ichizai  34.htm> (print out on fi le with 
author).
366 See ‘Eiwa tokkyo yougo j i ten  (Engl ish-Japanese dict ionary for the Patents 
termino logy ’ , < ht tp: / /www.pat ro.co. jp /EJPatDic/T.html> (print out on fi le with author).
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Table 3.2: Top 10 Verd ic t  of 2002 in the USA

No A size of 
Compensat ion

Type of of fence

1 $ 505 mi l l ion Breach of l icensing agreement;  MD (Jan. 10)
2 $ 500 mi l l ion Breach of  contract ;  CA (June 24)
3 $ 276 mi l l ion Fraud; MD (March 26)
4 $ 1 70 mil l ion Fraud; CA (Apr il  1 6)
5 $ 150 mi l l ion Product l iabi l i ty ;  OR (March 22)
6 $ 135.8 mi l l ion Breach of warranty ;  MN (Feb. 14)
7 $ 122 mi l l ion Products l iabi l i ty ;  AL (May 2)
8 $ 118 mi l l ion Breach of  contract ;  MO (March. 15)
9 $ 114 mill ion Trade secrets;  CA (Feb. 1)
10 $ 100.36 mi l l ion Wrongful  death;  NY (Feb. 15)
(Resources: See ‘The National Law Journal  (web edit ion) as of August 2002’ , 
<httD:/ /www.n l i .com/> (print out on fi le with author).

In the UK, as was previously ment ioned, exemplary  (or punit ive) 
damages is one of  the types of damages. However,  Rookes v. Barnard  
(1 964 )367 showed the basic concept of imposing exemplary  damages i.e., 
that  it would be awarded in speci f ic  and except ional  cases. There are 
three ca tegor ies  that  exemplary  damages potent ia l ly  would be awarded:

(1) If a perpetra to r  is a “servant of  the government ” behaving in an 
unconst i tu t iona l  way;

(2) If compensat ion payable for  an in jured party is less than the prof i t  a 
perpetra to r  has made from the tort, and;

(3) If some statu tes permit  imposing exemplary  dam ages368.

In pract ice,  it is l ikely to impose exemplary  damages in case the pol ice are 
involved under  the category  (1). Compared with the Amer ican cases, it is 
less common in the UK.

5.3 Protect ing Domain Name System

Domain name system (hereinaf ter  “ DNS”) is usual ly explained as an 
onl ine address.  Af ter gett ing access to the Internet,  it enables browsing 
any webs i te  by typing the domain name in the Internet browser  sof tware 
(such as Internet Exp lorer or Netscape).  Assume there is an example,  
< h t tp : / /www.ABC.co .uk />. Technica l ly speaking, domain name is 
“A B C .co .uk ” in this case, and “w w w ” is cal led sub-domain.  Three pieces 
o f  of  in format ion are surmised from it at least: This is an Internet address 
for a company cal led ABC registered in the UK. There are obv ious ly  three 
parts: “A B C ” as third level domain,  “co ” as second level domain and “ uk” as 
top level domain.  The top level domain has two d i f ferent types (gTLD, 
such as “ .com“ or “ .org“ and ccTLD, such as “ . jp“ or “ .uk“) and it is 
bas ica l ly  ar ranged, depending on the state of an appl icant,  so that  there is

367 Rookes v Barnard  [1964] AC 1129.
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no r ight  of choice.  The second level domain normal ly shows a type of 
inst i tut ion,  such as “co ” for  corporate bodies or “ac ” for  academic 
inst i tut ions.  The third level domain is f ree of  choice for  an app l i can t368 369.

DNS is an address used to reach to a webs i te  onl ine.  An individual 
wants to have his/her preferable domain name when pub l ishing a websi te.  
A corpora te  domain name is far  more ser ious to choose: a domain name 
must be very s imi lar  to a corpora te  name so that it is easy for the general 
public to remember.  It even tua l ly  helps its bus inesses to thrive in many 
ways. A domain name is unique w ithout except ion and register ing it is 
based on a “f i rst  come, f i rst  se rved” rule. For the purpose of DNS, abuse, 
a new offence has been establ ished that is cal led cybersquat t ing:  it means 
an act to register a certain domain name, which is s im i lar  or ident ical  to 
t rademarks of  a famous enterpr ise or inst i tut ion,  for  the purpose of  a resale 
or harassment.  As it is unique, if a company ABC wants to register its 
websi te  as < ht tp : / /www.ABC.co .uk />, it is unable to do so if someone else 
has already registered it. This has been one of  the f requent  problems 
onl ine.

Without  knowing the exact webs i te address of a speci f ic  company, it 
is possible to f ind it out by using search engines. There was a dispute in 
the USA between Playboy Enterpr ises Inc (hereinaf ter  “ P layboy”) and 
Calvin Designer Label (hereinaf ter  “CDL” ). Playboy has registered 
“ PLAYMATE” and “ PLAYBOY” as t rademarks and CDL del iberately 
registered domain names as “ p layboyxxx .com” and “ p laymatea l i ve .com” . 
Moreover, CDL used the said words in meta-tags, which br ings the general 
publ ic to CDL websi tes when conduct ing searches by the words “playboy” 
or “ p layma te ” in search eng ines370 371. To avoid leading cus tomers to a wrong 
websi te,  we l l -known companies of ten bring a lawsui t  to conf iscate a domain 
name from some other owners. Technica l ly speaking, the major i ty of big 
f inancia l  inst i tut ions must have their  own webs i tes  by now. No one could 
bring a lawsui t  aga inst  those who have already reg istered;  those f inancial 
inst i tut ions  are leg i t imate ent i t ies.  However, a f raudste r  could register a 
s imi lar  domain name. In relat ion to disputes over domain name, a 
perpetra to r  could be anyone. Some of them are i l l - in tent ioned people,  but 
some would be innocent people.  In Japan, the Unfair  Compet i t ion 
Preven t ion  Law was revised in 2001 and Clause 1(12) and 7 of  Art icle 2 
rule that  it fa l ls  on unfair  compet i t ion if a domain name is registered to

371obtain i l legal  prof i ts or for  the purpose of  causing losses to others

368 V. Harpwood, supra n.313, at 344-346.
369 See ‘What 's Domain?’ , <http: / /www.uma.nu/domain.htm> and ‘Domain no 
k isochis ik i  (The basic knowledge on domain name system’ ,
< h t tp : / /w w w .s o l i d . ad . i p / s o l i dw eb /d om a in /d om a in  01 h tm l > (pr int  out on f i le wi th 
author ) .
370 CDL also sounds simi lar to Calvin Klein clothing. It was said to be nothing to do 
with Calvin Klein. See ‘Domain Name Regulat ion’ ,
<ht tp : / /www.hami l tons-so l ic i tors .co.uk/Domain.htm> (print out on fi le with author).
371 See 'Yahoo!  D o m a in ’ . < h t tp : / /d om a in s1 .vah oo T co . i p /h e lp /13 .h tm l> (pr int  out on f i le 
wi th author ) .
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Art ic le 3 es tabl ishes a r ight  to claim an in junct ion,  Ar t ic le  4 for damages 
and Art ic le  5 for  an est imat ion of the size of losses. So, if the court 
judges a pe rpe t ra to r ’s act to have been based on malice,  the perpe tra tor 
not only loses the domain name but also must pay compensat ion.  If the 
court judges that one is innocent and there was no intent ion to damage 
others,  a company cannot take any fur ther  act ion.  There is an inst i tut ion 
cal led the Japan In te l lectual  Property Arbi t ra t ion Centre (hereinafter  
“JIPAC”) that  has a role to arb i t rate two part ies in a dispute on domain 
name. For example,  an at torney of Christ ian Dior, the we l l -known French 
fashion industry raised an object ion in Japan aga inst  a beauty salon cal led 
Cut Salon Dior in 2002. JIPAC judged in favour of  Chr ist ian Dior and 
ordered the other  party to give up the domain name. An at torney of 
Montres Rolex S.A., a wor ld famous watchmaker,  also raised an object ion 
in Japan against  a company cal led Pro- lex.  JIPAC judged in favour of 
Montres Rolex S.A. s ince there was no adequate cause for the other party. 
To faci l i ta te  JIPAC, a compla inant  has to pay a fee for seeking arb i t rat ion.  
In the former  case, Chr ist ian Dior paid 189,000 yen (equ iva lent  to £1,111) 
and in the lat ter  case, Montres Rolex S.A. paid 378,000 yen (equ ivalent  to 
£2 ,223 )372. The fee depends on the number of  panel l is ts  working for a 
case as well  as the number  of  domain names to be d iscussed373. Pr ior  to 
these cases, J-Phone Higasi -Nippon,  a mobile phone company, won its 
case, and also compensat ion,  in Apri l  2001. A defendant  cal led Daiko  
Tusyo  regis tered “j -pho ne .co . jp ” in 1997 and made a l inkage to J-Phone 
H igas i -N ippon ’s webs i te  as well  as sold mobi le phones parts onl ine.  The 
plain t i f f  c la imed the de fendant  acted in vio lat ion of  the Unfair Compet i t ion 
Prevent ion Law. The Tokyo Distr ict  Court  ordered the defendant not to 
use the said domain name and to pay 2 mil l ion yen (equ iva lent  to £1 1,764) 
for damages of  c redib i l i ty  and 1 mi l l ion yen (equ iva lent  to £5,882) for  the 
cost of the court  cos ts374. Al though the amount of compensat ion in this 
case was not huge, th is is the mi lestone for such disputes.

In the UK, the Trade Marks Act 1994 provides the two grounds: the 
in fr ingement  of t rademarks and an element of unfair  compet i t ion 375. It 
goes w ithout saying that it is required of a t rademark  to have been 
registered in the event  of suing a defendant party. In Harrods Ltd v. UK 
Network Services Ltd (1 997)376, the plaint i f f  sued the defendant ,  who had 
registered “ Harrods” as a domain name, for  the in fr ingement  of t rademarks.  
The cour t  made a decis ion in favour of  the plain t i f f  as the de fendant  was 
judged to have in fr inged a t rademark of the plain t i f f  under Sect ion 10 of 
Trade Marks Act 1994. The most remarkab le  point  in this case was that 
the cour t  made a decis ion for protecting the reg istered t rademark  w i thout

372 The exchange rate: £1 equivalent to approximately 170 yen.
373 See ‘Nihon chi teki -zaisan chusai  senta (Japan Intel lectual  Property Arbi trat ion 
Centre), <ht tp: / /www. ip-adr.qr. jp/> (print out on fi le with author).
374 The exchange rate: £1 equivalent to approximately 170 yen.
375 See ‘”Suck s i tes” and Trademark In fr ingement ’ ,
<http: / /www.kal tons.co.uk/TMandhyper l ink inq.htm> (print out on fi le with author).
37B Harrods Ltd v UK Network Services Ltd and Others (High Court, Ch D December  9, 
1996), EIPR D-106.
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evidence of the domain name being abused377. However, 1-800 Flowers  
Inc v. Phonenames Ltd (2001 ) 378 showed a twist .  The plaint i f f ,  a US 
company cal led 1-800 Flowers Inc runs f lower  te lemarket ing bus inesses 
worldwide by employing the websi te  as wel l  as a tol l  free number 
“ 1-800-FLOWERS” and the trademark  was regis tered in the USA. The 
defendant,  Phonenames Ltd, had “0800 FLO W ER S“ in the UK. The 
plaint i f f  c la imed that it t ried to register the t rademark  in the UK under the 
old 1938 Trade Marks Act. To explain the detai ls of the services,  orders 
were placed via the regional  agents in each country  when an order  was 
placed outside the USA. But the actual  serv ices were of fered in New York 
after a foreign res ident  placed an order  onl ine.  Thus, the English High 
Court  rejected the p la in t i f f ’s compla in t  and commented that:

’’ . ..the mere fact  that  webs i tes  can be accessed anywhere in the world 
does not mean, for  t rademark  purposes, that  the law should regard them 
as being used everywhere in the w o r ld379.”

The case was proceeded in the Court  of  Appeal  but the decis ion ent i re ly 
supported the High Cou r t ’s decis ion.

The outcome shows that it is insuff ic ient  to judge a domain name, 
being used worldwide, as app l icable in all ju r isd ic t ions  for  accompl ishing  
the purpose of  the Trade Marks Act 1994. On these grounds, there is the 
basic pr inciple that  the vast major i ty of  the t rademark  law is terr i tor ia l .  In 
other words, the use of registered t rademarks is ef fect ive in the ju r isd ic t ion 
wi thin the range that the legis lat ion appl ies,  i.e., wi th in the UK380. If the 
plaint i f f  were to provide goods and serv ices  in the UK, it could have 
success fu l ly  regis tered the domain name as t rademark  and the court 
decis ion could have been di fferent.

Having statu tes,  such as the Japanese Unfair  Compet i t ion 
Prevent ion Law and the English Trade Marks Act 1994, makes it easy to 
c la im damages or an in junct ion as long as the ex is tence of  the in fr ingement  
is able to prove what the appropr ia te  sec t ion /a r t ic le  explains.  To date,  it 
is possible to seek  arbi t ra t ion reso lu t ions by some in ternat ional  
superv isory author i t ies,  such as the World In te l lectua l  Property 
Organisa t ion (here inafter  “W IP O ”). WIPO is the organ isat ion that the 
Internet Corpora t ion for  Ass igned Names and Numbers (here inaf ter 
“ ICANN”) acknowledge as an organ isat ion of fer ing standing dispute 
resolut ion.  They have adopted Uniform Domain Name Dispute Resolut ion 
Pol icy and there are three condi t ions to meet for  making a compla int .  The 
meri ts are that  the cost could be less than br inging a lawsui t  and the

377 See ‘Disputes & Li t igat ion Over Domain Names’ ,
<ht tp : / /www.kal tons.co.uk/DNdisputes.htm> (print out on fi le with author).
3/H 800-FLOWERS Trade Mark Appl icat ion,  1-800 Flowers Inc v Phonenames Ltd 
[Case No A3 2000 0052 Chancf,  17 May 2001] IP & T 839.
379 See ‘ Domain Names as Trade Mark Usage in the UK’ , 
<ht tp : / /www.kal tons.co.uk/DNasTM.htm> (print out on fi le with author).
38u See 'Disputes & Li t igat ion Over Domain Names’ , supra n.364.
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decis ion is made qu icker  (normal ly wi th in  three months)381. In this issue, 
the biggest concern for  companies is, however, to maintain good reputat ion 
rather  than to mainta in  an actual  domain name. In reali ty, a dispute 
hardly costs money. Companies do not want other part ies to use domain 
names that the pub l ic  might associa te wi th their corporate name. Perhaps 
this is a mat ter of  pride. In the c i rcumstances,  seeking a dispute 
resolut ion would be more useful  than lawsui ts f rom the en te rp r ises ’ point  of 
view.

5.4 Protect ing Personal Rights

Personal  r ights normal ly means r ights to protect  li fe, health,  f reedom, 
reputat ion ,  pr ivacy,  a ful l name, portrai ts,  personal  informat ion and the like. 
The f i rst  th ree (l i fe, health,  f reedom) have absolute protect ion of  r ights, as 
above-ment ioned .  Contrary  to this, the other i tems are more l ikely to bear 
the nature of rec iproca l  obl igat ions.  Therefore ,  in case a company br ings 
a lawsui t  for  the in fr ingement  of the lat ter  i tems, the relevant  cour t  makes 
a decis ion,  af ter  cons ider ing all c i rcumstances together,  whether  losses 
were t ru ly  caused. In other  words,  even if a company bel ieves that a 
perpetra to r  de fames its good reputat ion ,  the court  would not always give a 
verd ic t  in favour  of  the plain t i f f  depending on circumstant ia l  evidence.

A corporate  body is di f ferent  f rom an individual . So, in reali ty, it 
does not have all the r ights above-ment ioned.  In this context ,  reputat ion 
and a t rade name are to be the sub jects.  In Japan, Ar t ic le  723 of Civi l 
Law es tab l ishes the r ight  to c la im compensat ion when reputat ion is 
damaged.  In regard to protect ing the name of a f irm, Art ic le  21 of 
Commerc ia l  Law and Art ic le 2 of Unfa ir  Compet i t ion  Prevent ion Law protect  
f rom in fr ingement .  In the UK, the name of a f irm is protected by the Trade 
Marks Act 1994. Otherwise, the law of  torts takes care of  this issue.

There are two terms in relat ion to defamat ion:  “ l i be l ” and “s lander ” . 
Under  the Engl ish law of  torts,  there are c lear dist inct ions.  Libel is a 
sta tement  in any permanent  form, such as wr i t ing,  record ing or speech 
whereas s lander  is in a t rans i to ry  form, such as verbal abuse382. There is 
an argument  whether  recorded defamatory  words a medium (CDs, tapes, 
etc)  is l ibel or s lander :  some would say l ibel as they are in permanent  form 
and others say s lander  s ince there is no visual  communicat ion for  such a 
medium. Cons ider ing the nature of cyberspace,  any s ta tement exist ing in 
cyberspace can van ish in a second al though there is v isual  communicat ion 
for  this. Onl ine  s ta tements  can be seen by many people at once. 
Furthermore,  it is not  impossible to retr ieve or record:  it is recorded by 
pr int ing.  There fore ,  cyber de famat ion is def ined closer to l ibel.

In Japan, defamat ion is dea l t  wi th in Cr iminal  Law and Civi l  Law.

381

382
Ibid.
V. Harpwood, supra n.313, at 302-335.
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Although Civi l  Law does not have a speci f ic  def in i t ion on defamat ion , it is 
cons idered to be the same as Ar t ic les 230 and 231 of Cr imina l  Law. It 
es tabl ishes defamat ion as insul t ing others or defaming by exposing a 
fact / t ru th  about others in publ ic unless it is a fact  related to publ ic interests.  
Distr ibut ing fa lse personal  informat ion is also wi th in the scope. The 
d i f ferences from Criminal  Law are that opinions are def ined as defamat ion 
in Civi l  Law and it is necessary to prove the existence of  neg l igence of a 
perpetra to r  on the defamatory  sta tement  in general :  the except ion is the 
case of defaming by exposing o thers ’ t ruth in pub l i c383.

Cons ider ing the English law, l ibel may be def ined as a cr ime as well 
as a tort , whereas  slander  is def ined as a tort. Defamat ion has a close 
re la t ionship wi th reputat ion.  It is said that  the law in relat ion to 
de famat ion is more concerned with loss of reputat ion than insu l t384. In 
order to take a legal act ion,  it is necessary to prove the s ta tement  is 
defamatory,  re ferr ing to a plaint i f f ,  and was publ ished by the de fendant385. 
Under the law of torts,  the burden of proof is on defendants  proving the 
sta tement  to be truth.  Unl ike Japanese laws, this is because only 
d isseminat ing fa lse informat ion is to be the scope of defamat ion 
proceedings. If the s ta tement is proved to be true, no act ion is able to be 
taken386. Sect ion 2 of the Defamat ion Act 1996 estab l ishes the methods of 
resolu t ions that a person is al leged to have publ ished a defamatory 
sta tement:  making a sui tab le correct ion or/and an apology, pub l ishing the 
correct ion and apology, and dam ages387.

For f inanc ia l  inst i tut ions as a corporate body, keeping a good 
reputat ion is the f i rst  pr ior i ty to running bus iness smoothly.  Defamat ion 
aga inst  a corporate public image has of ten occurred in using bul let in board 
system services (hereinaf ter  “ BBS” ). BBS is very l ikely to be set up in the 
webs i tes  of  indiv iduals,  open forums and the like. It is very unl ike ly to be 
set up in corpora te  websi tes.  This is because corpora te  webs i tes  are 
so le ly for  business purposes: not to provide oppor tun i ty  for  the general  
pub l ic  to cr i t ic ise their  businesses. This does not mean that there is no 
oppor tun i ty  to express one ’s discontent  wi th the services that a corporat ion 
of fers. It is possible  to express o ne ’s compla in t  onl ine by using email 
faci l i t ies.  Hence, it is hardly possible to assume that a company X could 
defame an indiv idual  or another company Z in this way unless X ’s 
employee P defames Z in any BBS. P may wri te a defaming statement 
onl ine about Z dur ing work ing hours.  Unless P’s defamatory  act  is judged 
as being related to X ’s business, X is unl ikely to be judged l iable for it. In 
addi t ion to this,  a hacker Y gets unauthor ized access to X ’s computer

383 M. Kato, supra n.294, at 238-241.
384 W.V.H. Rogers, supra at 179-180.
385 B. Harvey and J. Marston, 'Cases & Commentary on Tor t ’ (1994) Pitman 
Publ ishing, London at 374-375.
386 V. Harpwood, supra n.313, at 311-313.
387 See 'Defamat ion Act 1996’ ,
< ht tp : / /www. leq is la t ion.hmso.qov.uk/acts/acts1996/1996031.htm> (print out on file 
wi th author).
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system and al ters data to show a defamatory sta tement  regarding Z. X 
might be in the posi t ion to be blamed for neg l igence if X has not 
implemented a suf f ic ient  level of  computer secur i ty so that Y could easi ly 
access to X. This theory could work in the USA where l iabi l i ty  theory is 
well  deve loped.  It would not be impossible for Z to bring a lawsui t  against  
X (as to v icar ious l iabi l i ty  for  P) in applying neg l igence theory in both 
Japan and the UK. However,  it is unl ike ly to adopt it in the Japanese 
court  at this stage. It is not a rare case that Y al ters data to defame X. 
The hacking cases that happened in ear ly 2000 aga inst  the Japanese 
government  of f ices are good exam p les388. Those in jured parties were in 
the posi t ion of br inging a lawsui t  aga inst  Y in civi l  t r ial  a l though it has not 
yet been real ised due to the absence of the suspects.

The other poss ib i l i ty  of  a f inanc ia l  inst i tut ion X being accused is the 
misappropr ia t ion of personal  informat ion of cl ients.  Financial  inst i tut ions,  
in part icular,  are in the posi t ion of  handling cus tom ers ’ informat ion with 
careful  del iberat ion .  That info rmat ion is very l ikely to infr inge personal 
r ights,  pr ivacy in part icular, if it leaks or is handled inappropr iately.  In the 
USA, the then President  Cl inton signed the Gramm-Leach-Bl i ley  Financial  
Services Modern izat ion Act in November  1999. It es tab l ishes that:

“ SEC. 501. NOTE: 15 USC 6801 PROTECTION OF NONPUBLIC
PERSONAL
INFORMATION.
(a) Pr ivacy Obl igat ion Policy.-- I t  is the pol icy of  the Congress that each 

f inanc ial  inst i tut ion has an af f i rmat ive and cont inuing obl igat ion to 
respect the pr ivacy of  its customers and to protect  the secur i ty and 
conf ident ia l i ty  of  those customers '  non publ ic personal  informat ion.

SEC. 502. OBLIGATIONS NOTE: 15 USC 6802. WITH RESPECT TO
DISCLOSURES OF PERSONAL INFORMATION.
(a) Notice Requ irements .  —Except as otherwise provided in this subt i t le,  

a f inancial  ins t i tut ion may not, d i rec t ly or through any af f i l iate,  
d isclose to a non af f i l iated third party any non public personal  
informat ion,  unless such f inancial  ins t i tut ion provides or has 
provided to the consumer  a not ice that  compl ies wi th sect ion 503389.“

Disclosure of personal  info rmat ion occurs through neg l igence or wi th 
intent ion.  An operat ional  error of  employees as well  as computer 
so f tware /p rogramme errors would cause the outf low of  c l ients ’ personal  
info rmat ion.  Another  possibi l i ty,  but an in tent ional  tort , is that  a hacker is 
also l ikely to break into computer  security,  steal personal  informat ion and

388 It is impossible to accuse Y of committ ing unauthorized access in criminal 
prosecut ion since Unauthorized Computer  Access Law was introduced in February 
2000 whereas the series of hacking had happened before the said law came into 
effect. For the detai ls,  see Chapter  II.
389 See ‘GRAMM-LEACH-BLILEY ACT ’ ,
<http.7/www. f inmod.state. tx .us/content / theact /q lbatext .h tm> (print out on fi le with 
author).
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sell it to a third party. Consider ing the di f f icul ty  of t racing a hacker, 
whether  a perpetra to r  is an employee or a hacker,  the company where that 
data is in custody is sole ly in a posi t ion to respond to the claim for 
damages.  However,  there is no such regulat ion in Japan and the Data 
Protect ion Bill, which somewhat  fo l lows it, yet  remains under discussion.  
Tort or contrac t  theory  of Civi l  Law is app l i cab le  as a resolu t ion.  In the 
UK, there is a sta tute cal led the Data Protect ion Act 1998. Sect ion 1 
gives the broad in te rpretat ion on data, thus data that  f inanc ia l  inst i tu t ions  
deal wi th,  are to be within the scope. Sect ion 13(1) c lear ly es tab l ishes a 
r ight  for an in jured party to claim compensat ion damage suffered as a 
resul t  of the cont ravent ion of  data by a data control ler .  Distress an 
in jured party suf fers f rom the act  is also wi th in the remit  of  compensat ion.

5.5 Protecting Economic Losses

Economic loss occurs when ordinary serv ices  stop. It could be 
because of internal  computer  errors or ex ternal  acc idents ;  or due to the 
in ter rupt ion caused by a hacker. Whatever  the cause, the users of the 
serv ices are l ikely to suf fer  economic losses.

The possible causes are most ly ment ioned thus far. They are, for  
instance, neg l igence or external  acc idents,  such as a power fa i lure.  If 
f inancia l  inst i tut ions cannot of fer  their  ordinary onl ine services due to a 
power  fa i lure,  it is out of their  control .  To date,  computers  and the 
networks are necessary art ic les for  running bus inesses. Financial  
inst i tut ions,  in part icular,  provide the services onl ine,  such as Internet 
banking, secur i t ies t rading and purchasing insurance pol ic ies.  If the 
serv ices stop, users of any service would suf fer economic  losses; the users 
of  secur i t ies t rading services would suf fer far  more than any other  services 
due to the nature of  business t ransac t ions .  For onl ine customers  in 
relat ion to banking and insurance, it is unnecessary,  at present,  for  their  
business transact ions to have a strict  t ime rule.

If the computer  system of a secur i t ies  f irm X is shut down for some 
reason, all the customers,  including an ind iv idua l  customer  Y, cannot  
receive ordinary serv ices  f rom X. Is it possible for  Y to c la im economic 
losses that Y should not have suffered if X had of fered serv ices? First  of 
all, it must be very di f f icu l t  to ver i fy the amount  of  losses. Secondly,  even 
if  such a case happens, a secur i t ies f irm would asser t  i tsel f  not  l iable for 
the losses, pleading an exemption clause in the cont rac t  to shield i tsel f  
f rom accusat ion.  In general ,  all c lauses of a cont rac t  are val id as long as 
the part ies involved are legi t imately  signed. The then Tokyo Stock 
Exchange (current ly  Tokyo Stock Exchange, Inc., here inaf te r  “T S E ”) stated

390that  there was a c lause about this issue in the art ic les of  incorporat ion 
However,  there is a poss ibi l i ty  to be void by the cour t  when it is convinced 390

390 The author is grateful  to Mr M. Uchiyama, Head of Stock Market Depar tment,  and 
Mr K. Yoshida, Head of Foreign Stock Group, List ing Depar tment,  Tokyo Stock 
Exchange, for thei r invaluable comments and advice.
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that  the contrac t  terms are too exact ing f rom a cus tom er ’s point  of view, or 
they favour a secur i t ies  f irm over a cus tom er391.

The si tuat ion of  computer  secur i ty  between a stock exchange and an 
ordinary secur i t ies  f irm should be di f ferent.  TSE has an independent 
computer system from the general  public:  it has connect ions with 
registered secur i t ies f i rms only. Thus, it is said that  hacking is hardly 
possible to be commit ted f rom outside the network.  Technical ly speaking, 
it is possible  to commit  hacking af ter  h i jacking the computer  system of a 
secur i t ies  f irm. To avoid this, TSE gives guidance for member  f i rms to 
have suf f ic ient  computer  secur i ty  pol icy.  In regard to the TSE websi te,  
there would not be an impact  on the t rading system since it does not 
connect  wi th the system. For a phys ical  backup, TSE has dual computer 
systems: in case one of the sys tems is stopped for some reason, it 
automat ica l ly  swi tches  on the other system. In Japan, there are two stock 
exchanges, in Tokyo and Osaka. So, if the condi t ions are clear, there is 
another  marke t ava i lab le  fo r  members  who reg istered in both markets in 
case one stops the se rv ices392. In real i ty, the t rading system of TSE has 
stopped severa l  t imes in the past f ive years.  In addi t ion to the acc idental  
suspens ion of  services,  TSE in ten t iona l ly  stops the service,  such as a 
market pr ice report ing system, for  the pract ice of  fa i r - t rading 393. The 
latter  case seems to be common pract ice,  thus, it could be exempt  f rom a 
lawsui t  c la iming compensat ion .  Regarding the former  case, is it possible 
for  member  f i rms to bring a lawsui t  aga inst  TSE if it acc identa l ly suspends 
its serv ices? At least,  TSE commented that it had not been sued by any 
registered m em ber394.

Judg ing by the comment  of T S E ’s, the t rend in the USA is unl ike ly to 
be fo l lowed in Japan. Ronald Clark,  a res ident  in Cal i fornia,  obtained US 
$18,000 as compensat ion  due to the fa i lure of ETrade's t rade order ing 
system in 1997. The dec is ion was given by the panel  at the National  
Assoc ia t ion  of Secur i t ies  Dealers as a consequence of  arbi t rat ion.  The 
compensat ion was paid for  the losses that Clark could have gained as 
assets if he had success fu l ly  ordered 3,000 shares in October  1997 — 
al though he correc ted the story la ter that  he had intended to purchase
6,000 add i t iona l  shares of  the stock.  As a resul t  of their  invest igat ion,  the 
panel was conv inced of C la rk ’s c a s e 395. By no means is US $18,000 is 
huge compensat ion .  However, it is crucial  that  the cour t  made a decis ion 
in favour  of  a c la imant  in regard to t rading problems. If this would be the

391 See ' Risuku-manej imento toshi teno houmu-senryaku vol.1 (The legal strategy on 
risk management vo1.1) ’ ,
<ht tp: / / idc.sun.co. jp:1 0000/deve lopers /co lumn/co lumn0110 1 ,h tml> (print out on fi le 
with author).
392 The in format ion was obtained from the interview with TSE.
393 Ibid.
394 As of August  2001, ibid.
395 See ‘ ETrade Loses Tech Gl i tch Dispute ’ ,
<ht tp. / /www.w ired .com /new s/p r in t /0 .1294,20595 .00 .html> (print out on f i le with 
author).
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main stream in the USA, it is not d i f f icul t  to imagine that Japan wil l  fo l low it 
sooner  or later.

Ano ther  type of a ser ious case is the onl ine abuse of share prices. 
A famous case occurred in the USA in 2000. Mark Jakob, a then 
employee of  Internet Wire, issued a phoney press release, which caused 
Emulex 's  shares to drop by 62% in a quarter of an hour. He earned more 
than US $241,000 from Emulex t rades. It is said that  this plunge cost 
investors  $50 mi l l ion in losses. Jakob was arrested with in a week af ter  
d is tr ibu t ing phoney press release. Furthermore,  this incident forced the 
CEO of Emulex  into resigning and brought two lawsui ts:  one against  
Internet Wire,  the employer  of  Jakob, and another aga inst  both Internet 
Wire and Bloomberg,  the f inanc ia l  news service prov iders that  actual ly 
released the in format ion based on the cont roversia l  press release. Even 
if a perpe t ra to r  is not in a posi t ion l ike Jakob, it is very easy to cause a 
s im i la r  incident  by using Internet messaging serv ices to send bogus 
in format ion.  Titan Corp., a Ca l i fo rn ia -based technology services firm, 
suf fe red from this type of incident.  In the Emulex case, Jakob is the 
perpe tra to r  and it is reasonable to br ing a lawsui t  aga inst  him. However,  
he earned only US $241,000, which is far f rom the $50 mi l l ion losses of 
investors.  Thus, they changed a spear point  at Internet Wire and 
B loomberg. Cons ider ing the nature of their  businesses, it depends 
whether  they had to conf i rm the verac i ty  of all informat ion before making a 
story public.  The theory  is that  any publisher,  of all s t r ipes,  is not legal ly 
l iable for  unwit t ing ly  pr int ing inaccuracies .  If so, it would be too harsh 
and the f reedom of speech would be ha rmed396. This is proved by the 
famous case of the Wall Street Journa l  occurred in the 1980's. The 
pla in t i f fs  sued it for  pub l ishing wrong in format ion,  however  the sui t  was 
d ismissed.  From the v iewpo int  of  em p loye r ’s l iabi l i ty, Internet Wire was 
not invo lved in Jakob ’s f raudulent  act. However,  an Amer ican lawyer who 
is spec ia l ised in secur i t ies commented that it would be a very weak suit 
aga inst  In ternet Wire or B loom berg397. So, the next possible defendant  
could be an ind iv idual  broker to be sued. Simi lar  cases are very l ikely to 
occur  in both Japan and the UK; al though informat ion in the USA is more 
broad ly aired than in any other country.

Turn ing back to Japan, there was a large-scale incident of computer  
techn ica l  fa i lu re  in 2002. On 1st Apri l,  Mizuho Financial  Group was 
o f f ic ia l ly  es tab l ished fol lowing the merger of  three di f ferent  f inancia l  
inst i tut ions .  As a resul t  of  combin ing three computer systems into one 
system with great  haste,  system r isks became tangible:  Mizuho was 
unable to depos i t  money as instructed, issued a lot of blank receipts,

396 See ‘ Emulex Vict ims: Who Can We Sue?’ ,
<ht tp : / /www.wired.eom/news/pr in t /0 ,1294,38581,00.html>. ‘Lawsuit  Aims at 
Shor t -Sel lers ’ , <http: / /www.wired.eom/news/pr in t /0 .1294,38522,00.html> and ‘Stock 
Hoax Suspect Had Mot ive ’ , <ht tp : / /www.wired.eom/news/pr int /0 .1294,38552,00.html> 
(print out on f i le with author).
347 Ibid.
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clients could not w i thdraw money to pay salary for  their  employees and so 
on. As a consequence of the ser ies of  errors,  the JFSA started to 
invest igate the incident.  Some cl ients have decided to claim
compensat ion.  For instance, Kyusyu Electr ic Power Company could not 
w i thdraw approx imate ly  226 mi l l ion yen (equ ivalent  to £1.33 mi l l ion398) as 
fees f rom its customers and incurred cost extra expense for re- issuing 
invoices,  personnel  expend i tu res  and so on. So it stated it had intention 
to claim at least  extra expense to Mizuho 399. Tokyo Electric Power 
Company also c la imed compensat ion of approx imate ly  50 mi l l ion yen 
(equ iva lent  to £0.3 mil l ion),  the metropol is of  Tokyo cla imed compensat ion 
of  seventeen mi l l ion yen (equivalent  to £0.1 mi l l ion) and Tokyo Electr ic 
Power Company claimed 9.8 bi l l ion yen (equ iva lent  to £57.6 m i l l ion )400. 
This case is c lassi f ied as neg l igence since Mizuho was judged negl igent 
regarding suf f ic ient  duty of care on the combined computer  systems. In 
addi t ion to this, it is not rare nowadays for a hacker  to get unauthor ized 
access to f inancial  ins t i tu t ions ’ computers.  Those at tacks tend to be 
publ ic knowledge from their  beginning due to the open nature of the 
Internet.  It is only f inancial  ins t i tut ions who are unl ike ly to disclose the 
ex tent  of damage in public.  The webs i te of  Kyusyu bank in Japan was 
hacked and abused with s langy expressions in 2000. It commented when 
the fact  became public knowledge that it was trying to f ind out whether  any 
substant ia l  damage had been sustained.  At least  that  bank did not of fer 
Internet banking services at the t ime of the at tacks.  Later, Kyusyu bank 
re-stated that customer  informat ion and bank account  informat ion were 
safe s ince the Internet serv ices were independent  f rom intranet.  Soon 
af ter  this incident,  the websi te  of Kobe Cred i t  Union Bank, which was 
operated by Sakura KSC, was at tacked and al tered. This bank had 
of fered Internet banking services at the t ime of  the at tacks,  a l though the 
Sakura KSC, who delegated author i t ies  f rom the bank to operate the 
serv ices,  stated the server for  the Internet banking services was not the 
one being at tacked by a hacker401. Thei r  s tatements,  as publ ic incident 
reports, sound plausible,  a lbei t  some scept ica l  cl ients could not have been 
conv inced.

When the cause of  an inc ident sat is f ies  the condi t ions of 
es tabl ishing  the exis tence of  neg l igence ( four condi t ions in Japan and

398 The exchange rate: £1 equivalent to approx imately 170 yen.
399 See ‘Kyuden Mizuho ni  seiku he (Kyusyu Electr ic Power Company decided to 
claim compensat ion to Mizuho) ’ ,
<ht tp : / /www.n ikke i .co . ip /sp2/nt26/20020417eimi18971 7.html> (print out on fi le with 
author).
400 Nihonkeizai  Shimbum dated 17th Apri l  2002 and also the information is obtained 
from the Dai ly News Mai l  onl ine from Infostand (dated 19th June 2002) and 
Nihonkeiza i  Shimbum (dated 23rd August 2002), (print out on fi le with author).
401 See ' Kyugin-sai to,  kak ikaerareru  (A hacker  attack on Kyugin websi te) ’ , 
<ht tp : / /www.main ich i .co . ¡p/diqi tal /net f i le/archive/200003/24-1 ,html> and ‘Sakura KSC 
unyou no shinkin-sai to,  fusei -kakikae higai  (The incidents of unauthorized al terat ion 
on the websi tes operated by Sakura KSC) ’ ,
<ht tp : / /www.main ich i .co . ¡p /d iq i ta l /net f i le/archive/200003/27-4.html> (print out on fi le 
with author).
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three in England),  it is possible for  the customers to bring a lawsui t  aga inst  
f inancial  ins t i tut ions.  Unless the court  judges it is harsh to charge 
f inancia l  inst i tut ions wi th damages, it would come to a dec is ion in favour  of 
customers.  When a tort  causing economic loss is a part of an unlawful  
act, for  instance, it is l ikely to convince the cour t402. Under the English 
law of  torts,  it is more di f f icu l t  to compensate for  a p la in t i f f ’ s f inancia l  
losses suf fered as a resul t  of neg l igence than losses that were f raudulent ly  
caused through the tort  of decei t . The law of contract ,  on the other hand, 
has no d i f f icu l ty  to do so 403. Indeed, it is worth seeking civi l re l ief  
measures  under the law of cont rac t  if both part ies are in a contract .

Whether  an incident occurred as a resul t  of neg l igence or the 
intent ion of  a potent ial  plainti ff ,  such as ETrade and Mizuho 
above-ment ioned,  losses cannot be compensated wi thout  l imi ts.  In real i ty,  
this is the basic theory to be applied for  any case. Losses or in jur ies on 
property  are acknowledged to be direct  losses only. In other words,  
ind irec t  losses, any damage that does not direc t ly l ink wi th the cause, are 
out of  the range of  sub jects to be com pensa ted404. Never the less,  X is 
l ikely to be obl iged to compensate a huge amount of damages,  espec ia l ly  a 
company who of fers f inancial  services.  Fur thermore, X would pay 
enormous ly  for  the restorat ion of  its good reputat ion.  This,  rather  than 
paying huge compensat ion,  would possibly be the most ser ious prob lem for 
f inancial  inst i tut ions.

6. Conc lus ions

Whoever  the perpetra to r  for  an incident or a cr imina l  of fence is, it is 
possible for  v ict ims to bring a lawsui t  aga inst  the subject .  Even if a loss 
is minor or zero physical  loss caused (as a consequence of non-tang ib le  
property  being damaged) ,  the laws are des igned to cover  the losses. 
However, in real i ty, seeking civi l remedies is not always successfu l  except 
when the cases are or ig inal ly  c lassi f ied as cr imina l  of fences. As is 
ev ident ly shown, f inancia l  ins t i tut ions are of ten in the vu lnerab le  posi t ion 
of both a v ict im and a perpe tra tor at once. As a v ict im, the more one 
suf fers a loss, the less one could recover the loss. In many cases, a 
potent ia l  perpetra to r  is an indiv idual ,  e i ther an employee or a third party, 
such as a hacker.  It is very unl ikely for  an indiv idual  to have money to 
shel l  out  for  compensat ion.  If a perpe tra tor remains un iden t i f ied ,  seeking 
damages is only a dream. There is another poss ib i l i ty  that  a f inancial  
ins t i tu t ion ’s actual  loss is bigger than the profi t  a perpetra to r  obtains 
through the incident.  When being a passive perpetrator,  a f inancia l  
inst i tut ion is a perpetra to r  aga inst  a third party as well  as a v ict im of an 
inc ident  that  an actual  perpetra to r  commit ted. A passive perpetrator,  a 
f inancia l  inst i tut ion,  cannot expect to obtain damages successfu l ly  f rom the 
actual  perpe trator:  the poss ib i l i t ies  of the successfu l  acqu is i t ion of civil

M. Kato, supra n.294, at 197-198, 225-226.
V. Harpwood, supra n.313, at 67.
M. Kato, supra n.294, at 218.
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remedies would not show much di f ference from the case of being a vict im 
above-ment ioned. Contrary to this, the risk of  being sued is highly 
possible as the passive perpetrator.  It is l ikely for a f inanc ia l  inst i tut ion 
to face the risk of  paying damages. Neverthe less,  the bigges t concern for 
f inanc ial  inst i tut ions is not money: it is retaining its good reputat ion up. 
Sometimes, to do this,  they have to f igh t  in the court  when being defamed 
in particular. Somet imes,  to maintain the ir  good reputat ion ,  they give up 
br inging a lawsui t  aga inst  a perpetrator.  Somet imes a lawsui t  is brought 
against  them on negl igence.  In this case, they are l ikely to face not only 
damages but also huge expense for reconstruct ing reputat ion.

Taking a legal act ion also costs money in both Japan and the UK. 
Al though it is d i f f icu l t  fo r  an ind iv idual  to sue a f inanc ia l  ins t i tut ion on 
neg l igence due to the cost issue, this is not a ser ious issue for f inancial  
inst i tut ions br inging a lawsui t.  Furthermore,  it is unusual  if the case 
would not take a long t ime to set t le.  If a perpetra to r  is prosecuted in the 
cr iminal  court  pr ior  to the civi l court,  as was prev ious ly  ment ioned, it is 
possible for  p la in t i f fs  to re-submi t  ev idence, which had prev ious ly  been 
submit ted in the cr imina l  court, in civi l court  under English laws 405. 
However,  this means that a civi l act ion is able to be brought  into cour t  af ter 
a cr iminal  act ion is set t led.

Apart  f rom the insu ff ic iency of the legal systems, the present  laws in 
both countr ies are prac t ical ly  app l icab le  to cyberspace-re la ted  inc idents406. 
However,  there are two main factors that  make the relevant  law useless 
and frui t less f rom f inancia l  ins t i tu t ions ’ point  of  view: f i rst ly  it is due to a 
perpe tra tor being an indiv idual ,  there are not enough f inanc ia l  resources 
avai lab le for  damages. Secondly,  a perpetra to r  ends up remaining 
unident i f ied.  Those two factors are not the faul t  of  the law. Therefore,  
f inancia l  ins t i tu t ions  may as well  try to avoid being involved in an incident, 
seek other solu t ions,  or both.

405 See T. Atsumi (ed.), ‘ Soshiki ,  k igyó-hanzai  wo kangaeru  (The cons iderat ion on 
organised crime and corporate cr ime) ’ (1998) Chùó-daigaku Syuppankai , Tokyo, at 
44-45.
406 Except the fact there is no appropr iate data protect ion law in Japan thus far.
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1. In troduct ion

What precau t ions  does a company have in place for avoiding 
f inancial  losses? The rapid evolut ion of technology in the last two 
decades has made business act iv i ty quicker  and more complex but has 
also increased the risks. A cr isis may be just  round the corner for  any 
company, and w i thout  adequate provis ion aga inst  possible events the CEO 
are gambl ing wi th his/her  company ’s fu tu re407.

One of the many risks facing businesses is computer cr ime. 
Hacking, send ing a vi rus 408 via the Internet and Distr ibuted Denial of 
Serv ice 409 are no longer unusual  cr imes. Accord ing to the FBI, a 
15-year-old boy can commit  hacking wi thout  much di f f icul ty if he has a 
computer  with special  sof tware,  which he can download through 
w ebs i tes410.

It is not, of  course, the role of the pr ivate sector  to crack down to 
such cr imes; responsib i l i ty  l ies with legis lators,  the pol ice and the judic iary.  
The choices facing legislators are ei ther to introduce a brand-new cyber-law 
or revise the exist ing law to broaden its remit  to include new computer 
cr imes. Ei ther of these opt ions would take a long t ime to achieve. 
Businesses  expose themse lves to a great deal of risk if they take no 
de fens ive act ion unt i l  the law regards such act ions as a cr iminal  of fence.

The 1998 G8 Summit  in B irm ingham411, placed great impor tance on

407 See R. Dembo and A. Freeman, ’Seeing Tomorrow: Rewri t ing the rules of Risk’ 
(1998) John Wi ley & Sons, New York, at 18. They state as

‘ . . .When we plan around a single view of the future, we are actual ly gambling. 
Sensible planning requi res us to consider  a mul t i tude of possible events and explore 
how each one might cause us to react. . . ’
from the Reichmanns’ business blunder of the joint  venture with George Soros in 
1994.
408 See Insurance Online,  ‘Study: E-Risk Coverage Stagnates’ at 12 on 7 August 2000, 
report ing that the Love Virus (or the Love Bug Virus) damaged computers and 
equipment in at least 20 countr ies since May 2000 with damage est imated at 6.7 
bi l l ion US dollars.
409 ‘ Distr ibuted Denial  of Serv ice ’ (abbreviated as ‘ DDoS’) means to overload a 
server with sending massive unsol ici ted emails or running several  computer- 
programmes simul taneously in order to make the server unable to provide services. 
See, The National Pol ice Agency (ed) ‘ High-tech crime: the fact and the 
countermeasure ’ (1999) Tachibana Shobo, Tokyo, at 145.
410 See Mainichi  Shimbun, '15sai  no kodomo demo kanou. FBIsousakanbu,  
net-syakainoyowasa wo si teki  (FBI invest igators said teenagers can crash network) ',
< h t t p : / /www.m ain ich i . co . ¡D /d iq i t a l / ne t f i le /a rch i ve /20 00 02 /1  0 -2 .h t m l> (pr int  out on f i le 
w i th  author ) .
411 It was held in May 1998 in the UK and has placed impor tance on combating 
internat ional  crime since the 1995 Summit in Hali fax; 40 recommendat ions to combat 
internat ional  crime, provided in the G7 Summit in Lyon in 1996, are very famous.
(This was also endorsed by the EU.) In this Summit,  combat ing internat ional  crime 
was placed at the top of the agenda; there were ten basic plans provided, some of 
them as fol lows:

1) Sett ing up a 24-hour contact  point in each country to ensure swift co-operat ion 
at any time
2) Making sure the law keeps pace with technology
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combat ing high-tech cr ime. This prompted the Japanese government to 
introduce a brand-new law cal led “ the Unauthor ized Computer Access Law 
(UCAL) ” . The Japanese gove rnm en t ’s concern was that Japan was the 
only industr ia l ised democracy, out of the G8 coun t r ie s412, w i thout such 
leg is la t ion.  As a resul t  of this lacuna, hacking had not been recognised 
as a cr ime despi te  the threat it posed. At the end of 1999, it was 
discovered that most computers  belong ing to governmenta l  author i t ies  in 
Japan had been hacked for several months f rom outside the te r r i to ry413. 
For tunate ly  there were no reports of any damage to the pr ivate sector 
where,  if server computers  had been inter rupted for even one day, the 
damage would have been tremendous.

3) Taking high-tech crime into account when thinking about how countr ies can help 
each other
4) Ensuring that evidence and computer  data are always accessible and that 
t ransborder  searches can take place
5) Making sure everyone invest igat ing a crime can get the informat ion they need 

Because the second clause has not mater ial ised, even if a 24-hour  contact point had 
successfu l ly  been set up, the Japanese government would not have been able to 
cooperate with other countr ies.  In other words, if a person tr ied hacking into a UK 
f inancial  inst i tut ion through a computer  in Japan, the Japanese judicial  authori ty 
could not have arrested him even though the UK government legal ly requested it.
See ‘G8 AND INTERNATIONAL CRIME’ , < ht tp : / /bi rminqham.a8summit .qov.uk/cr ime/> 
/pr int out on fi le with author).

2 The Japanese government revised the exist ing cr iminal  law to be appl icable to 
computer  cr ime in 1987, but it was not suf f icient  to deal with all the various kinds of 
cybercr ime. For example,  it was impossible to deal with any i l legal act ivi ty which 
did not result  in physical  damage or a loss under the cr iminal law. This means that 
unauthor ized access, wi thout causing any damage or loss, was not a crime in Japan 
unti l  the Unauthorized Computer  Access Law was introduced in February 2000.
413 The year 2000 should have been a memorable year for IT ( i n f o r m a t i o n  
Technology),  because of the implementat ion of the Unauthorized Computer Access 
Law and the introduct ion of guidel ines against  hacking. Those incidents 
unfor tunately highl ighted the weakness and vulnerabi l i ty of Japanese computer 
securi ty, and Japan was given the shameful  nickname of ‘the hacking haven’ . See 
Mainichi  Shimbun , ‘Site shinnyuu: Secut i ry-koushinkoku Nippon (Developing country 
on computer  secur i tyJapan)  ’ ,
<ht tp : / /www12. mainichi . co. jp/news/sea rch-news/811991/8 3T83C83a90N93fc-0-6.html  
> (print out on fi le with author).
Those hackers have not been found al though the National Police Agency (hereinafter  
“ NPA”) found they at tacked from outside the terr i tory and were supposed to be 
ideologists,  because they strongly cr i t icised Japan for war cr imes in the Second 
World War. Of course the NPA can never  arrest them even if it f inds a l ikely suspect,  
because the Japanese system does not al low for applying law retroact ively under 
art icle 31 and 39 of the Const i tut ion of Japan.

Art icle 31 [Sei tou tetsuduki  no hosyo (Secured fai r legal proceedings) ]
No person shall  be deprived of life or l iberty, nor shall  any other criminal penal ty be 
imposed, except according to procedure establ ished by law.

Art icle 39 [Sokyu syobatu no k inshi  and Ichi j i fusai r i  (Prohibi t ion against retroact ive 
penal ty and prohibi t ion against  double jeopardy)  ]
No person shall  be held cr iminal ly l iable for an act which was lawful at the t ime it 
was committed,  or of which he had been acqui tted,  nor shall he be placed in double 
jeopardy.

See T. Kobayashi , ‘Kenpo  (the Const i tu t ion) ’ (1989) Nihonhyouron, Tokyo at 111 and 
259-260, and also ‘The Const i tut ion of Japan ’ ,
<ht tp : / / l i s t . room.ne. ip /~ lawtext /1946C-Enql ish.html> (print out on fi le with author).
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The f i rst  response to the risk of cyber cr ime in the pr ivate sec tor is 
to st rengthen secur i ty systems. Opt ions also include the use of 
c ryptographs or deve lopment  of new software to protect  in format ion.  To 
this end, there are three areas of industry which prof i t  f rom the threat  of 
computer  cr ime: the Informat ion and Communicat ion Technology industry  
(here inafter  “ IT in dus t ry ”), the risk consul t ing industry and the non- l i fe 
insurance industry.  Companies who were aware that their  level of 
computer  secur i ty was not suf f ic ient  aga inst  the threat  of  cyber  cr ime 
natural ly sought  an IT or risk consul t ing company to check i t414 and where 
necessary to bring it up to standard.  Another  se l f -defens ive method 
ava i lab le  to compan ies  is pooling money to cover any loss incurred as a 
resul t  of computer  cr ime — not a real ist ic opt ion due to the d i f f icu l ty of 
maintaining suf f ic ien t  funds to cover all eventua l i t ies.  These issues wi l l  
be discussed at length in the fo l lowing chapter.

These are the condi t ions out of which arose the bus iness oppor tun i ty  
for  non- l i fe insurance companies.  They realised that there is a demand 
for an insurance product  that  covers cyber r isks and could potent ia l l y  be 
very  prof i tab le.  The need for this type of  insurance product  was further  
high l igh ted by the huge accidental  hacking inc ident  in the Japanese publ ic 
sec tor  ear l ier  this year415.

So far there have been few studies made on this type of product  due 
to the fact  that  it is a new product 416 and that  there is a lack of  avai lable 
data.  The rest of this chapter  wil l  ana lyse f irstly, the cur rent  s i tua t ion in 
the Japanese market,  and secondly,  all insurance products rela t ing to 
cyber  r isks. Thirdly, the s i tuat ion in the UK market is looked at and, 
fourthly,  the Japanese and UK markets are analysed comparat ively.  Other 
responses aga inst  cyber r isks wil l  also be discussed in depth.

414 For example, a Japanese branch of ISS Co. Ltd, the secur ity company, was 
or ig inal ly establ ished by ex-hackers in the USA. It occupies 80% of the market 
share in Japan. It expected to earn two thousand mil l ion yen ( = about £12 twelve 
mi l l ion) by the end of year 2000, which is three t imes as much as the previous year. 
See Mainichi  Shimbun ‘Hacking tokuju (Special  hacking procurements)  ’ , 
<ht tp: / /www.main ichi .co. ip /d iq i ta l /net f i le/archive/200002/08-1 ,html> (print out on fi le 
with author).
415 See related footnote No.6 in page 23.
416 At f irst,  a foreign company in Yokohama began the non-l i fe insurance bus iness in 
1859. The f i rst  domest ic Marine hull insurance company was establ ished in 1879, 
and the Fire insurance company was establ ished in 1888. The car insurance 
business started in 1914. Compared with those products, the debut of ‘ Computer  
Comprehensive insurance’ was very recent, in 1975.
See The Marine and Fire Insurance Associat ion of Japan (ed), ‘ Fact Book: Non-l i fe 
insurance in Japan 1998-1999’ (1999) The Marine and Fire Insurance Associa t ion of 
Japan, Tokyo.
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2. Background

The not ions of corporate governance and risk management  are 
relat ively new in Japan. To d iscuss in detai l the history  of  risk 
management  would divert  f rom the purpose of  this thesis.  However, risk 
management  has become an impor tan t  issue for Japanese business as 
there have been many breaches or v io la t ions against  the commerc ia l  code 
as well  as legal cases brought  s ince ear ly 1990. Also several  major 
deve lopments had an impact on the f inanc ia l  industry.  These were pr icing 
down the fee for having a shareho lde r  sui t in 1993 and in troducing a 
Product Liabi l i ty  Law in 1995. Severa l  major deve lopments  in the ear ly 
to mid 1990’s also brought  the issue of  r isk management  to the fo re front  of 
business. These changes not only made companies and shareholders  
aware of potent ia l  r isks but also encouraged shareholders  and the general  
publ ic to take steps aga inst  damage.  Steps taken by shareho lders  might 
include court  act ion al though the Japanese are genera l ly  much more 
reluctant to take a case to cour t  than, for  example,  in the USA. These 
days “consumer p ro tec t ion ” is of ten discussed in Japan but Japanese 
industry has run successfu l ly  for  the last  two decades with only perfunctory 
regard to consumer protect ion.  It is only now that compan ies  are paying 
for neg lect ing the issue of consumer  protect ion in the past. However, as 
modern techno logy makes the wor ld increas ing ly  border less it is impossible 
to close the country  and cont inue to run only domest ic  business. The 
border less business wor ld inev i tab ly  forces a company to face all sorts of 
risks. The most impor tant  issue for compan ies  is surely to protect  against  
lawsui ts and the ir  costs inc lud ing l iabi l i ty ;  in other words legal  r isks417.

Oya def ined legal r isk management  as a posi t ive approach to the 
theory of  r isk based on a German Insurance  s tudy418, which is a passive 
approach to risk management .  This is because legal r isk management  is 
more l ikely to conta in  pos i t ive prevent ive  measures before a hazard 
changes into a peri l ;  whereas insurance is l ikely to be a passive risk 
management  method to avoid r isks increas ing af ter  a per i l419. Even if a 
company buys f ire or f lood insurance pol ic ies,  it does not provide any 
coun te rmeasures aga inst  f i re or f lood.  They minimise the damage that 
the company suffers when an event  occurs.  There is no doubt  that  legal 
r isks are a human moral hazard and not a natural hazard such as f lood. If 
so, those r isks must be eas ier  to avoid than a natural  disaster. In this

417 They involve three factors:  civi l ,  cr iminal  and administ rat ive l iabi l i ty.
418 Y. Òya, K. Murayama, & N. Takeuchi  (1998) ‘Legal  Risk Management  to Senryaku 
Houmu (Legal r isk management  and strategy)  Tax and Account ing Associat ion,  
Tokyo at 6-9 and 15-19.
419 See M. Kamiyama (2000) ‘Hoken no sh ikumi  (the Structure of Insurance) ’ , Nihon 
Ji tsugyó Syuppan, Tokyo at 36-39. There are three words referr ing to risk in 
insurance terminology: hazard, peri l  and risk. A hazard means condi t ions or 
si tuat ions which are l ikely to increase the poss ibi l i ty of an accident or event,  a peril 
means a di rect cause of the accident,  and risk means the poss ibi l i ty of taking losses 
caused by the accident.  Kamiyama gave fire as an example that  combust ibles are 
def ined as hazard, that  f i re is def ined as a peri l  and its losses are def ined as risks in 
a case of fire.
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sense the theory above sounds reasonable .

O ya ’s def in i t ion of  legal r isk management  is broad and includes 
insurance products.  In part icular,  Di rectors and Off icers Liabi l i ty 
Insurance has at t racted considerab le  at tent ion lately due to the Daiwa 
Bank shareho lders '  lawsu i t420 of  October  2000. It should be ment ioned 
that insurance products that  cover  legal r isks have had their  prof i le raised 
recent ly.  However,  insurance products do not always cover all risks. 
Cover for  l iabi l i ty  in par t icular  is not suf f ic ient.

3. Reform of the f inancial  sector

In 1997, the then Pr ime Minister Hashimoto introduced the Japanese 
g ove rn m en t ’s reform of the f inancia l  sector  in the per iod referred to as the 
Br it ish reform 421. Deregula t ion  is one reform in the f inanc ia l  sector that 
has impacted great ly on the non- l i fe insurance industry.  Sett ing insurance 
premiums is now left  in the hands of  each company. Other industries,  
inc lud ing fore ign companies,  are able to part ic ipate in the non-l i fe 
insurance market.  As a consequence of deregulat ion,  the market will 
unavo idab ly  become more compet i t ive .  This has forced all non-l i fe 
insurance compan ies  to exp lore ways to survive and thr ive in the market 
and many of them have arr ived at the same solut ion:  merger.  The 
major i ty  of  compan ies  who chose to merge presented the news of their 
mergers to the publ ic as a method of  bet ter sat isfy ing thei r  cus tomers ’ 
needs .422 As a resul t  of  these mergers,  there wi l l  be four main insurance 
groups;  Mitsubishi ,  M izuho423, Sumi tomo-M i tsu i424, and United Financial of

420 A loss of approx imate ly  1.1 bi l l ion US dol lars was discovered in Daiwa Bank's 
New York branch in 1995. The loss was a resul t of i l legal of f - the-books deal ings by a 
head of the government  bond trading department.  He had done the i l legal deal ings 
for 11 years since 1984. A group of Daiwa Bank shareholders brought a civi l  suit 
against  11 former  and current execut ives of Daiwa Bank at the Osaka Distr ict  Court. 
The cour t ordered the 11 execut ives to pay a total of 775 mil l ion US dol lars as 
compensat ion on 20 lh September 2000. See ‘ Daiwa Bank shareholders'  lawsuit  a 
wake-up cal l  for company execs ’ , <http: / /www.vomiur i .co. ip / index-e.htm> (print out on 
fi le with author).
421 This reform runs f ive year-span from 1997 to 2001 and has three main object ives;

1. To implement  broad market reforms based on three clearly def ined concepts; Free, 
Fai r and Global;
2. To establ ish a benef icial  f inancial  market for users
3. To sustain stabi l i ty of the f inancial  systems.

See ‘About the f inancial  system reform (The Japanese version of the Big Bang) ’ , 
<ht tp : / /www.mof .qo. ip/enal ish/biq-banq/ebb1 ,htm> (print out on fi le with author).
422 See press release of the Sumi tomo Marine & Fire and Mitsui Marine & Fire 
Insurance Co., Ltd. ‘Format ion of New Comprehensive Insurance & Financial  
Services Group ’ , <ht tp : / /www.sumitomomar ine.co. ip/enql ish/pres2000021 8.html>
(pr int  out on fi le with author).  A simi lar  statement was also found in the art icle of 
the press conference for the Tokyo Marine and Fire, Nichido Fire and Marine and 
Asahi  Life Insurance Co., Ltd. See Nihonkeizai  Shimbum dated 20th September  
2000, ‘The age of reform in the insurance indust ry ’ at 7.
423 Mizuho group is part of Fuyo group, which has its origins in Yasuda zaibatsu.
See ‘ Gendai  no Zaibatsu Rokudai  Kihyou Syuudan  (Big six f inancial  group at 
present)  ’ , <ht tp : / /www.qeoci t ies .co. ip /Wal lSt reet /6757/09/09.htm> (print out on file 
with author).
424 Sumi tomo and Mitsui are two of the biggest non-l i fe insurance companies.  The
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Japan425. All four groups formed part of a so-ca l led Keire tsu426, or ig inat ing 
f rom Zaibatsu  (=plutocracy),  which was dissolved af ter  the Second World 
War. (Table 4.1)

paid- in capital  of Sumi tomo is about £353 mil l ion, net premiums are about £3,177 
mi l l ion. As a result  of the merger, a new company wil l  have assets of about £34 
mi l l ion and a 17% share of insurance revenues in the domest ic  market. See 
‘Sumi tomo Marine and Fire Insurance’ ,
<ht tp : / /www.sumi tomomar ine.co. ip /enql ish/ index.html> (pr int out on fi le with author).
425 Abbreviated as ‘ UFJ’ .
426 There are six big Keiretsu  at present:  Mitsui, Mi tsubishi , Sumitomo, Fuyo, Sanwa 
and Ichikart. Al though the Zaibatsu  (=plutocracy) system i tsel f was dissolved after 
the Second World War, the former  zaibatsu  groups bui l t  up the structure cal led 
Keiretsu  to cooperate and conduct business with each other. In real i ty many of the 
companies in the same group hold each others ’ shares. See also ‘Rokudai  Kigyo 
Syudan no k isochis ik i  (The basic knowledge of six Zaibatsu ) ' , 
<ht tp : / /www02.u-paqe .so-net .ne . ip /pb3/ke ikvu- t /6dai .h tml> (print out on fi le with 
author) and also ‘ Gendai  no Zaibatsu Rokudai  Kihyou Syuudan  (Big six f inancial  
group at present) ’ , supra n.410.
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Table 4.1: The l is t  of m ergers / t ie  ups of  l ife and non- l i fe  insurance  
industr ies

Other

Dowa
i
1

i

f

Nissei

Nihon

AIU

Fuji

UFJ = United Financia l  of  Japan

(Reference: Nihonke iza i  Sh im bum , 21 March 2000 at 5, 19 Apri l  
2000 at 3 and 9 October  2000 at 3.)

The last update of  Table 4.1: as of October  2000.
** Chiyoda Mutual Life Insurance Co. went bankrupt in 2000 .427

427 Chiyoda Mutual Life Insurance Co. went bankrupt on Monday 9th October  2000.
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In future the mergers and t ie-ups wi l l  no longer  be exclus ive to 
non- l i fe insurance companies but wil l  be l ibera l ised to include other 
industr ies as well  as f inanc ial  groups. What  impact this wil l  have remains 
to be seen.

Table 4.2: The sch edu le  of the mega m ergers

2001.4.1 ^  The DaiTokyo Fire & Marine

Aioi insurance
__The Chiyoda Fire & Marine

__The Koa Fire & Marine
Nipponkoa
Insurance " T h e  Nippon Fire & Marine

2001.10.1

Sumitomo-
The Sumitomo Marine & Fire

Mitsui
Mitsui Marine & Fire

(The last update of Table 4.2: as of December2002, supra n.416.)

Fur thermore, the f inanc ia l  sector i tsel f  has been changing in Japan, 
as ment ioned ear l ie r  in this sect ion.  The merger  rush seems to have not 
yet  subsided and wi l l  come into ef fect  one af ter  another f rom Apri l  2001.

This is the third l i fe insurer  to fai l  in 2000, and the fi f th since 1997. The debt is the 
largest amongst all bankruptcy cases of any industry; at more than 2.93 tr i l l ion yen. 
Chiyoda Mutual appl ied for the impl icat ion of new fast - track legislat ion,  which was 
introduced in June, to the Tokyo Distr ict  Court, and has been discussing with 
Amer ican Internat ional  Group Inc. (AIG) for help.
See Mainichi  Shim bun, ‘ Chiyoda seimei : Kousei  Tokureihou Tekiyou wo Shinsei.  
Sengo Saidaino Tousan (The largest bankruptcy:  Chiyoda Mutual Insurance) 
<http : / /www12. main ich i .co. jp/news/search-news/809459/90e791 e393c90b696bd-0-5.h 
tm l> (print out on fi le with author),  and also ‘THE YOMIURI SHIMBUN/DAILY 
YOMIURI:  CHIYODA MUTUAL FAILS; AIG SAID POISED TO HELP’ , 
<ht tp : / /search. f t .com/Search/Mul t iSearch/q lobalarch ive. isp?docld = 001011 003330&qu 
erv=chivoda&resul tsShown = 20&resul tsToRequest=100> (print out on fi le with author). 
A br ief history of bankruptcy in the Insurance industry in Japan is fol lowed:

Apri l  1997 
June 1999 
May 2000

August 2000

Nissan Mutual Life Insurance Co.
Toho Mutual Life Insurance Co. 
Dai -Hyaku Mutual Life Insurance Co. 
Dai -lchi  Fire and Marine Insurance Co. 
Taisyo Mutual Life Insurance Co.

The bankruptcy of Dai - lchi  Fire and Marine Insurance was the f i rst  case in the 
non-l i fe insurance industry in the post-war  period. See Yomiuri  Shimbun Japan 
dated 1st May 2000 at 1.
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(Table 4.2) Accord ing  to the sen ior  analyst  in Japan Rating and 
Investment  Informat ion,  Inc., it wi l l  take at least f ive years to get an 
overv iew of  the f inanc ia l  sector  af ter  the f inanc ia l  re fo rm.428 Al though the 
l iberal isat ion of  agent  commiss ion in insurance bus inesses has been 
postponed at least  unti l  March 2003429, it seems just  a matter of t ime before 
it is l ibera l ised.  Ne i ther the Japanese insurance market nor the f inancial  
sector i tsel f  seems to be clear  about  the way forward.

4. The superv isory  agency;  the Financ ia l  Services Agency of  Japan

There is one regulat ing body for the f inancia l  sector  cal led the 
Financia l  Serv ices  Agency430 in Japan (JFSA).  The JFSA was set up in 
1998 under the Japanese gove rnm en t ’s reform. One of its object ives was to 
enhance the f inanc ia l  serv ices  indus t ry ’s in i t iat ives to promote a free, fa ir  
and global  market.  In other  words,  it means the governmenta l  author i ty 
leaves matters  to the m arke t ’s d iscre t ion wi th in a certain legal f ramework.  
The JFSA also decided to imp lement  au thor isat ion and not i f icat ion 
sys tems.431 The author isat ion system means that the JFSA author ises any 
brand-new f inanc ia l  product  before a company begins sel l ing it. The 
not i f ica t ion system means that  it a l lows a company to not i fy the publ ic (if 
potent ia l  r isk to customers  is low) about a new f inanc ial  product by 
submit t ing documents  beforehand.

5. The related organ isat ion :  the Marine and Fire Insurance Associat ion of 
Japan, Inc.

There are 33 non- l i fe insurance compan ies432, several  governmenta l  
and corporate  ins t i tu t ions and associa t ions related to the non- l i fe 
insurance indust ry.  Such an inst i tu t ion is the Marine and Fire Insurance 
Assoc ia t ion of  Japan, Inc. (here inafter  “ the assoc ia t ion ”) 433. It was

428 The author is grateful  to Mr N. Uemura, senior  analyst in Japan Rating and 
Investment Informat ion,  Inc., for his invaluable comments and advice. He is the 
author  of ‘Japanese Life Insurance Industry: Its crisis and the fu tu re ’ (2000) Japan 
Rating and Investment  Informat ion,  Inc., Tokyo, and ‘Risk management and Insurance 
Big Bang’ (1999) Japan Rating and Investment Information, Inc., Tokyo.
429 See the FSA websi te,  ‘ Songai  hoken dai ri ten seido no minaoshi  ni tui te 
(Re-construct ing agency system for the non-l i fe insurance indust ry) ’ , 
<ht tp : / /www.fsa.qo. jp/p fsa/news/newsi / f -20000524-1 ,html> (print out on fi le with 
author).
430 The Financial  Superv isory  Agency was set up in June 1998 under the Prime 
Min is ter ’s Off ice. The Financial  System Planning Bureau, Ministry of Finance, was 
integrated with this and reformed as the Financial  Agency in July 2000. Al though it 
has a strong relat ionship with the Ministry of Finance, it wil l remain under the 
supervision of the Prime Min is ter ’s Off ice. See general ly FSA website, 
<ht tp : / /www.fsa.qo. ip / indexe.h tml> (print out on fi le with author).
43‘ The author  is grateful  to Mr K Hori, Insurance division, Supervisory Dept, of the 
FSA for his invaluable comments and advice. The interview was held on 25th 
August 2000.
432 As of May 2000.
433 The author  is grateful  to Mr N. Hara, Di rector  and General  Manager, and Mr J. 
Sugita, Manager, Internat ional  Depar tment,  and Mr A. Hozumi, Manager, Research 
and Development Depar tment  2 of the Marine and Fire Insurance Associat ion of
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estabi l ished in 1946 af ter  host i l i t ies wi th other s imi lar  insurance 
organ isat ions,  and reorgan ised in 1948 as an incorporated body. The 
main ob ject ive of  the associat ion is to promote sound deve lopment  and 
mainta in  rel iabi l i ty  in the non- l i fe insurance business. It is composed of 
th i r ty - th ree  domest ic  companies as of 1st June 2000 434, and also has 
re la t ionsh ips  wi th other non- l i fe insurance organ isa t ions435. There is no 
hierarchy in terms of  author i ty  amongst these organ isat ions and they have 
no power to di rect  or superv ise indiv idual  non- l i fe insurance companies.  
Tha t role is played by the JFSA. However,  the JFSA has approved the 
assoc ia t ion  as a representa t ive of the industry wi th the expecta t ion that the 
assoc ia t ion gives gu idance to the non- l i fe insurance business in a 
non-compet i t i ve  manner436.

6. An Out l ine of  the Compute r  Comprehens ive Insurance Products

In the Japanese insurance market  there are many di f ferent products 
produced by each non- l i fe insurance company, for  example:  “Computer 
Comprehens ive  Insurance” , “Compute r  Insurance” , “ Network Insurance” , 
“ Data Process ing Insurance” and “ Elect ron ic Equipment Insurance” . 
However,  the condi t ions of  a lmost  all such products are s imi lar  or the same. 
Thus, the gener ic term “Compute r  Comprehens ive Insurance” is used in 
th is thes is  to refer to insurance products cover ing cyber r isks .437

The f irst  computers  were deve loped in 1946 in the USA and they 
were introduced in Japan between 1955 and 1 965438. In the ear ly 1970’s, 
the governmenta l  author i t ies focused on what impact Informat ion 
Technology could have on the f inanc ia l  industry.  Having responded in this 
way, the idea of  an insurance product  to cover losses on computers  was 
born in 1975. Thus, one could say that the idea is not an ent i re ly new 
one. The products sold in 1975 were cal led “Computer Comprehens ive 
Insu rance” and “ Data Processors ’ L iabi l i ty  Insurance”439, the matr ix of  the 
present ’’Compute r  Comprehens ive Insurance” (here inafter  “CCI” ).

Japan, Inc. for thei r invaluable comments and advice.
434 See general ly ‘the Marine & Fire Insurance Associat ion of Japan’ ,
<http: / /www.son po. or. jp/out l ine/aai  vo. h tm l>.
433 For example,  the Property and Casual ty Rating Organisat ion of Japan or the 
Foreign Non-Li fe Insurance.
436 From the interview with Mr K Hori of the FSA.
437 The term “Computer  Comprehensive Insurance” was chosen because this has 
been used in the Marine and Fire Insurance Associat ion of Japan, Inc. In real i ty 
many non- l i fe insurance companies simply call a product by this name. Most 
insurance products cover software, hardware and the Network are included in the 
word ‘Comprehens ive ’ . Detai ls are examined in a later part. See Sect ion Eight.
438 See Non-l i fe Insurance Research Centre (ed) ’ New insurance product ’ (1999)
Tokyo at 130-155.
439 Accord ing to the chronology, ‘ Data processors ’ l iabi l i ty insurance’ was renamed as 
'Data servicing dist r ibutors and electr ic te lecommunicators professional  l iabi l i ty 
insurance ’ in 1988. See the Marine & Fire Insurance Associat ion of Japan (ed) 
‘Non-Li fe Insurance In Japan 1998-1999’ (1999) Tokyo at101-113.
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A devastat ing f i re440 in Tokyo in 1984 highl ighted the vu lnerab i l i ty  of 
urban infrast ructure.  This prompted the Ministry of  In ternat ional  Trade 
and Industry to request the non- l i fe insurance industry to fur ther  develop 
the exist ing produc ts441. Al though the CCI product has existed since 1975, 
the current  type of insurance product was re-developed in 1998. Since 
1998, most insurance products have been able to cover the losses incurred 
as a resul t of a c r im e442 being commit ted. By May 2000, 23 out of 33 
non- l i fe insurance companies had insurance products for  computer  or 
network losses .443

The condi t ions for  purchasing this insurance product are presented 
in the form of a quest ionnaire for  each potent ia l  cl ient , which in turn 
checks the exist ing secur i ty  system within the said company. If the 
quest ionnaire es tab l ishes that the level of secur i ty provided by the 
potent ia l  c l ient  is suf f ic ient ,  a non- l i fe insurance company has no problem 
in making the product  ava i lable.  If it is judged to be insuff ic ient ,  there are 
three opt ions avai lable:  1) that  the potent ia l  c l ient  must pay an extra 
premium, 2) it is instructed by the insurance company to raise its secur i ty  
level, or 3) the insurance company may reject  a request to purchase its 
product. Thus, it is possible to say that this computer insurance product 
has the indirect  purpose of  raising the level of  secur ity.

The major i ty of CCI products are order-made and tend to be sold to 
large enterpr ises.  Very recent ly some non- l i fe insurance companies 
started to sel l ready-made insurance products target ing small  and 
medium-sized enterpr ises.  The other s ign i f icant  feature of this product is 
that  it can be sold through agencies.  Smal l  and medium sized companies 
of ten purchase it to improve their  business rel iance for their  customers.

440 The fire broke out underground in front of the Setagaya telephone off ice just 
before noon on 16 November  1984. It was di f f icul t  to f ight the fire and f inal ly took 
17 hours to bring it under control .  As a result  of this accident,  220 meters of cable 
was burned; 88,817 domest ic phones, 1,377 publ ic phones became unavai lable,  a 
neighbour ing four  telephone off ices suffered because relaying cables were also 
destroyed. The damage was also enormous in both the publ ic and the f inancial  
inst i tut ions. 243 branches of the Mitsubishi Bank (at that t ime) and 63 branches of 
the Daiwa Bank (at that t ime) suffered business interrupt ion because onl ine systems 
were completely damaged. It took nine days to reconstruct.  This accident was a 
typical  example of an urban disaster  demonstrat ing the vulnerabi l i ty of ci t ies in 
relat ion to informat ion technology. See ‘ Setagaya Cable Kasai  (Setagaya Cable 
Fire: A 100 years of the urban d isaster ) ’ ,
<http: / /x ina.mr i .co. ip / research/ research/bousai /setaqavacable.html> (print out on fi le 
with author).
441 Indeed, there was a four-year  gap after the fatal fire in 1984 till the Ministr ies, 
such as the Ministry of Internat ional  Trade and Industry and the Ministry of Posts and 
Telecommunicat ions,  requested the non-l i fe insurance industry to develop a product 
in 1988. Relevant author i t ies and the industry had a lot of meetings and 
conferences during the four  years, an example of how publ ic authori t ies take t ime to 
reach to a conclusion.
442 For example, sending a virus, hacking, unauthor ized access, and fraud.
443 Some companies out of ten special ise in one or two products only, such as car 
and travel insurance products.
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The p roduc t  usual ly covers four main losses444:
1) Damage to computer  equipment (both hardware and software)
If any computer  equipment ,  which is l isted in the schedule,  suf fe rs damage 
within the terr i to r ia l  l imi ts,  the cost of re ins ta tement  or rep lacement  wil l  be 
covered.

2) Loss of information
If data or programmes on the computer  property in the schedule are 
damaged as a resul t  of  accidental  or mal ic ious erasure,  destruct ion,  
d istort ion or cor rupt ion,  the cost of re insta tement  wi l l  be covered.

3) Increased cost of working (i.e. temporary repairs and expedi t ing  
costs)
Necessary and reasonab le addi t ional  expenses, which are incurred as a 
resul t  of bus iness in ter rupt ion such as accidenta l  or mal ic ious erasure,  
dest ruct ion,  d istort ion or corrupt ion,  to cont inue dai ly bus iness opera t ions 
can be covered.

4) Loss of income as a result of business interrupt ion
In cases where it can be expected that company prof i ts are damaged in 
consequence of business inter rupt ion related to 1) and 2) stated 
beforehand,  can be covered in accordance with the schedule .  The 
reduced prof i ts can be calculated as a balance of the opera t ing revenue 
within the last twelve months before the acc ident happened, minus the 
prof i ts to date.

Of course, as wi th most insurance products,  a CCI is composed of 
two parts: cover ing property losses and l iabi l i ty  for  a third party. Thus, in 
the case of  a c l ient  being sued by a thi rd party for  damages, it is possible 
to be insured for legal costs including indemnity in accordance with the 
schedule.

CCI products are in many ways an ef fect ive means of cover ing 
business losses but they are not perfect.  Any loss, which is stated in the 
schedule,  can be covered but the loss must be incurred in Japan. 
Cyberspace is, by its very nature,  border less and the r isks it poses and the 
potent ia l  damage it could cause is enormous.  The insurance industry  is not 
prepared to take such a r isk and in real i ty it l imi ts the max imum insured 
amount to wi th in f ive hundred mi l l ion yen (equ ivalent  to £3 mil l ion).

7. The deve lopment  of CCI products

It is possible  to ident i fy three phases in CC I ’s deve lopment.  The 
f i rst  phase is f rom 1975 to 1997 — the init ial stage, the second phase is 
f rom 1998-1999 — the turn ing point , and the last phase is 2000 onwards  —

444 Reference from the computer  fi le named "Computer  insurance"  in the Chartered 
Insurance Insti tute, London.
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the new era. (Figure 4.1)

Figure 4.1: A C C I ’s t rans i t ion  s ince  1975

The f i rst  CCI product  did not change for twenty  years despi te the rapid 
deve lopment  in techno logy  that was taking place dur ing this per iod.  The 
turning point  was in 1998 af ter  which the CCI products were adapted to 
keep pace with technology.

The global  app l ica t ion of  the computer  network systems has made 
the value of  in format ion skyrocket .  This al ters the balance of the two 
values of  in format ion;  the value of  t ime and of info rmat ion itself. In 
business one might lose a big bus iness oppor tun i ty if one does not get 
certain in format ion by a certain t ime. This suggests that  the value of 
t ime is feas ib ly  greater  than that of  the in format ion itself.  Advanced 
technology manages to make physical  d is tance and t ime insigni f icant.  
One can at tend a business meet ing in New York “v i r tua l ly ” wi thout moving 
from one ’s of f ice in Tokyo. Moreover,  cyberspace has been making 
borders and dis tance i r re levant.  If techno logy  can make “d is tance” and 
“t im e ” i r re levant,  the real value of  in format ion increases to a greater or 
lesser extent.  Therefore ,  f rom the techn ica l  point  of view, the CCI 
products are an insurance product  which ref lect  the t imes. But f rom a 
coverage and capaci ty  point  of view, it is doubtful  whether  they are 
suf f ic ient  to cover  losses in terms of  the real value of in format ion.

The in it ial  CCI product  in 1975 and the later version (after 1998) are 
s ign i f icant ly  di f ferent.  The biggest d i f fe rence between them is der ived from 
the rapid deve lopment  of computer  network systems. There is posi t ive 
proof to suppor t  this. First ly, many non- l i fe  insurance companies have 
entered into a techn ica l  t ie-up with a consu l t ing or high-tech company. 
CCI products are techno log ica l l y  very specia l ised;  therefore  it is d i f f icul t  to 
deve lop such a product  w i thout ass is tance from spec ia l ists in that  area.
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Fur thermore,  those non- l i fe insurance companies tend to ent rust  consul t ing 
or high-tech compan ies  wi th technolog ical  matters including a constant 
surve i l lance of  the product.  The companies provide their  know-how and 
techn ica l  ski l ls  to non- l i fe insurance companies in order not only to develop 
CCI products  but also to monitor them. It is out -sourc ing in a broad sense. 
Secondly,  most CCI products cover the new risks, such as hacking or 
computer  v i ruses.  These r isks were not predicted in 1975 in the non-l i fe 
insurance market.  As was ment ioned ear l ier , all provis ions of the 
cont racts  in the insurance industry have to not i fy and be approved by a 
re levant  au tho r i ty445. Obv iously  the above-ment ioned r isks did not appear 
in the word ing of  the 1975 products.  There fore it was impossible to adapt 
the old product  to address the new r isks 446, and non- l i fe insurance 
compan ies  were obl iged to make radical  changes to CCI products af ter  
1998. Final ly,  nei ther  “ Data P rocessors ’ L iabi l i ty  Insurance” nor 
“Compute r  Comprehens ive  Insurance” in 1975 were avai lab le to all 
indus tr ies .  As the names of  the products suggest,  they were targeted at 
l imi ted indus tr ies .  However,  as it becomes an increas ing ly  impor tant tool 
for  running business,  many industr ies are placing an emphasis  on 
technology. Using technology in business is no longer special ised. As a 
consequence,  the range of  c l ients has expanded widely.  This seems to be 
an ex te rna l  fac to r  of the rapid deve lopment  of the computer  network.

8. On- the-spo t  survey of  CCI p roducts447

On-the spot surveys were conducted in Japan in both May and 
August  2000. The target companies were non- l i fe insurance companies,  
wh ich have a l ready dea l t  in CCI products.  There are in total f ive leading 
compan ies  in terv iewed, which are all l isted. Their  headquarters  are all 
located in Tokyo and they have broad sales networks throughout  the 
country.

The in te rv iew quest ions addressed four areas: the deve lop ing, the 
compos i t ion  of, dea l ing in, and the future of the CCI products.  The 
quest ions were targeted at the com pan ies ’ Underwr i t ing or Products and 
Serv ices Deve lopment  Depar tments so thei r  answers tended to be more 
idea l is t ic  and uni la tera l  than those of the Sales Department.  Sales 
Depar tments  have to address the harsh real i ty of the market whereas 
Deve lopment  Depar tments are able to focus on an ideal product.

The renewed version of CCI products af ter  1998 can be descr ibed as 
brand-new products ,  because of  their  drast ic changes and recent technical

445 The approval  former ly given by a depar tment of the Ministry of Finance is now 
given by the FSA (since 1997).

6 Whi le the analysis is based on the interviews with non-l i fe insurance companies 
that  the author  conducted in Japan in August 2000, as agreed with the interviewees 
no names wil l  be ment ioned unless speci f ic author isat ion has been given.
447 The Analysis  is based on the interviews conducted by the author in May and 
August  2000 wi th the FSA, non-l i fe insurance companies and the Marine and Fire 
Insurance Associa t ion of Japan.
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innovat ion,  a l though they have nearly 20 years ’ history in the market.  In 
addi t ion to this fact, there are new r isks emerging day by day only some of 
which can be dea l t  with by the CCI products.  Therefore,  compan ies  do 
not yet  have a complete picture of how the CCI products are received in 
the market.

It is genera l ly  understood that most property damage448 is covered 
under f ire insurance. So there is no incent ive to focus on property 
damage in terms of CCI products.  Therefore ,  the motivat ion for  non- l i fe 
insurance compan ies  to redevelop this kind of product is the new risks, 
which were not covered by exist ing insurance products — namely hacking, 
unauthor ized access, and legal r isks in cases where a cl ient  company is 
sued by a thi rd party for  f inancial  dam age449. CCI products may appear 
s imi lar  to Products Liabi l i ty  Insurance. Products Liabi l i ty  Insurance 
substant ia l l y  covers damage if it is caused by a fa i lure of a tangible 
product.  However,  it does not cover any damage on computer sof tware,  
because computer  sof tware is regarded as intangible.  That is to say that 
if a mal ic ious act, such as unauthor ized access, causes damage, it is not 
covered by Products Liabi l i ty  Insurance.

There are mainly three c lass i f icat ion methods for CCI products.  
The f i rst c lass i f ica t ion method is by its composi t ion,  whether  it is a 
package or a s ingle product.  The basic elements of a product  are: 
hardware (compute r  property and its related equipment) ,  sof tware 
(obtainab le  at s tores and databases belong ing to a business such as a 
c l ients l ist.),  and increased working cost and/or loss of income as a resul t 
of  business in ter rupt ion .  It depends on how each CCI product def ines it. 
Some non- l i fe insurance companies are prepared to sel l an indiv idual  
product  even if they have put toge ther  a CCI as a package product.

The second classi f ica t ion method depends on the c l ien t ’s size, i .e ., 
whether  it is a large, med ium-s ized or smal l business. In this context,  
CCI products can be div ided into ready-made products and order -made 
products.  An order-made product is general ly  des igned for large business 
and tends to be expensive .  A ready-made product is appropr ia te  for  small 
and medium-s ized enterpr ises.  It is s tra ight forward to deal wi th (so can 
be sold by agents)  and is cheaper  than an order-made product.  The 
third c lass i f ica t ion is by potent ia l  c l ien ts ’ industry.  The product,  which the 
major i ty of  non- l i fe insurance companies have had since 1975, is, in fact, 
“ Data P rocesso rs ’ L iab i l i ty  insurance,  ” a l though “Computer Comprehens ive 
Insurance” began to be sold at the same t ime. As was ment ioned in the 
previous sect ion,  those products were targeted at l imi ted industries.

448 In this thesis “ proper ty damage" restr icts damage against computer  hardware and 
its related equipments.  Thus damage against  covered software (including 
sel f -developed software)  or data in the computers is not included as property 
damage.
449 Based on the interview with the Sumi tomo Marine and Fire Insurance Co. Ltd. in 
May 2000.
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Therefore,  modify ing the CCI products to be appropr iate for  all indus tr ies  is 
another key factor in reshaping them. The choice for the non- l i fe 
insurance companies is to prepare universal  CCI products for  all industr ies,  
only for  a spec i f ic  industry,  or both. Al though they are largely  similar,  
each non- l i fe insurance company has its own methods of at t ract ing cl ients.

8.1 Quest ions regarding the development of CCI products

8.1.1 On what size of enterpr ise did your company focus for the CCI 
products?

The Tokyo Marine and Fire Insurance Co. Ltd. (here inafter  ’’Tokyo 
Mar ine” ) 450, one of the f ive non- l i fe insurance companies interv iewed, has 
deve loped f ive products  s ince 1998, which are not designed to be speci f ic  
for  any size or type of cl ient . However the di f ferent character is t ics  of 
each product make them more appropr ia te  for  one size of  c l ient  than 
another.  The reason the company gives for  this is that it wants to keep a 
good balance over its marke ts451.

The f ive in terv iewees are all major  non- l i fe insurance compan ies  and 
their  sales s ta f f  cul t ivates their  own cl ients.  Therefore,  most of their 
c l ients are l ikely to be large businesses.  For these compan ies  it is not 
d i f f icu l t  to purchase a CCI product  despi te  the high cost. The non- l i fe 
insurance compan ies  are unl ikely to receive a request for  an order -made 
product  f rom small  and medium-s ized enterpr ises  because of  the cost issue. 
There are bigger potent ia l  r isks for  large companies than those of small 
and medium-sized ones, so that greater  prudence is required in 
underwr i t ing them 452. This response from the f ive non- l i fe insurance 
compan ies  means that a product, wh ich has big potent ial  r isks, a lways has 
smal le r  potent ia l  r isks,  too. In other  words,  as the Japanese proverb says, 
“ the la rger also serves for the sm a l le r ” . Therefore,  the premium of CCI 
products  appears to be f ixed, and its ratio is adapted according  to the size 
of  the potent ia l  r isks and the enterpr ise.  Obviously no insurance company 
can af ford to supply an insurance product  that  might undermine itself,  
therefo re  most compan ies  tend to set  the maximum sum of coverage for the 
CCI products at between 588 thousand pounds and £3 m i l l ion453. It is for 
non- l i fe insurance companies to ju dge  what amount of  coverage a cl ient

450 The author  is grateful  to Mr T. Ichiki, Manager, Corporate Planning Department,  
and Mr M. Takahashi , Assistant manager, Liabi l i ty Insurance Group, Commercial  
Lines Underwr it ing Depar tment of the Tokyo Marine and Fire Insurance Co. Ltd. for 
thei r  invaluable comments and advice.
451 It is, of course, possible for any of the f ive non-l i fe insurance companies to 
design a special  order-made insurance product for a certain company at its request.
462 From a business scale point of view large companies are judged to have larger 
potent ial  risks. However, they are l ikely to have a suff icient level of computer  
secur i ty  which reduces this potent ial . In contrast ,  small  and medium-sized 
enterpr ises have an insuff icient  level of computer  securi ty and so thei r  potent ial  risks 
are increased and unl ikely to be covered by CCI products.
453 The exchange rate: £1 equivalent to approx imately 170 yen.
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needs from a product454. Equal ly,  each company has its own method of 
ca lcula t ing  the premium based on the ex tent  of a c l ien t ’s safe ty  measures.

The Chiyoda Fire and Marine Insurance Co. Ltd. (hereinaf ter  
“C h iyoda”) 455 said that  it regards smal l  and medium-s ized enterpr ises  as a 
deve lop ing market.  Those compan ies  are l ikely to sel l CCI products to 
enhance conf idence amongst  their  customers,  prefer r ing a ready-made 
product.  It is also of benef i t  to non- l i fe insurance compan ies  to sel l a 
ready-made product as it is non-t ime consuming and convenient.  Despi te 
their  convenience however,  ready-made CCI products are not cur rent ly a 
leader  in the CCI market.  There are three pr incipal  reasons for this. 
First ly,  smal l and medium-sized enterpr ises bel ieve cyberspace to hold 
r isks relevant  only to large companies.  Another  fac to r  in thei r  re luctance 
is the cost issue. Thirdly,  smal l and medium-s ized enterpr ises rarely 
have a suf f ic ien t  level of  computer  secur i ty and are re luc tan t  to spend t ime 
and money raising it to the level required in order  for  the CCI companies to 
sel l their  produc ts456. These obstac les between ready-made products and 
marke t leadership are not minor ones and therefo re  unl ike ly to be 
overcome in the near future.

8.1.2 Did your company focus on a spec i f ic  industry  for  the CCI product?

Although most non- l i fe insurance compan ies  have cl ients in all areas 
of  industry,  the Sumi tomo Marine and Fire Insurance Co. Ltd. (here inafter  
“ Sum i tom o”)457 has des igned a speci f ic  product for  the data processing and 
IT indus tr ies  458. In fact, the CCI prov iders have a s t ronger  re lat ionsh ip 
wi th the IT industry than any other and feel that  it is most in need of their  
p roduc ts .459 At the moment  the r isks for  the data processing industry are

454 The five non-l i fe insurance companies are prepared to raise the maximum sum of 
coverage for ‘good ’ customers within a certain l imit depending on the si tuat ion.
455 The author is grateful  to Mr F. Ohkawabata,  Manager, and Mr T. Matsuura, Chief 
Underwri ter,  Property and Casual ty Underwr i t ing Group, Products and Services 
Development Depar tment of the Chiyoda Fire and Marine Insurance Co. Ltd. for thei r 
invaluable comments and advice.
456 See footnote No.46.
457 The author is grateful  to Mr S. Takano, Manager, and Mr hi. Okumura, Assistant 
Manager, Liabi l i ty Division, Fire and Casual ty Department, Mr K. Mori ta, Assistant 
Manager, Property Underwri t ing Division, Fire and Casual ty Depar tment,  and Mr T. 
Tsuda, Ass istant  Manager, Commercial  Lines Planning and Consul tat ion Department, 
the Sumi tomo Marine and Fire Insurance Co. Ltd. for thei r  invaluable comments and 
advice.
458 For Sumi tomo one of the condi t ions to develop CCI products was whether  an 
industry has speci f ic technical  knowledge. It considered the pr int ing industry as 
having speci f ic technical  knowledge and Sumi tomo’s CCI product covers it (except for 
intel lectual  property).  Sumi tomo is open to developing a simi lar  insurance product 
for any other industry if it is possible to est imate the risk and if there is suf f icient  
demand in the market. It is very l ikely to take several years to est imate a risk for 
computer ized business. The in terv iewees have emphasised that the most important 
and di f f icul t  point in the insurance industry is keeping a balance between measuring 
the risk as accurately as possible and knowing the market demand.
459 Some non-l i fe insurance companies t ied up with a foreign non- l i fe insurance 
company or risk consul t ing company in order  to learn from thei r  business know-how 
and exper ience. Thus Japanese CCI products were ini t ial ly targeted at the same
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stil l h ighe r  than for any other industry but if e -commerce cont inues to 
f lou r ish  the r isks wi l l  be spread over all industr ies.  CCI products are 
ava i la b le  to all indust r ies  and no special  t rea tment  is current ly  given to the 
data  process ing  industry.

8.1.3 What  does your  company think is the most importan t issue for CCI 
products?

The f ive compan ies  in terv iewed responded with two issues they 
regarded as the most important.  These are computer  secur i ty  and risk 
hedging. In general  it seems that non- l i fe insurance companies favour 
CCI products  for  r isk hedging rather than for the purpose of raising 
awareness about computer  secur ity.  A company or organisat ion may 
ei ther be re luctant to raise the standard of computer  secur i ty  to a suf f ic ient  
level because of  the costs involved or, because the company is of the view 
that the secur i ty  is sa t is fac tory  and thereby does not address the issue 
unt i l  there is a breach. There fore  whi le one non- l i fe  insurance company 
maintained that sel l ing the ir  CCI product enhances c l ien ts ’ awareness (as 
non- l i fe  insurance compan ies  know),  market ing a CCI product  on the basis 
of  computer  secur i ty does not necessar i ly  help to sel l the product. As 
ment ioned in an ear l ie r  sect ion  460, each non- l i fe insurance company 
prepares quest ionna ires ,  which c l ients have to answer  before a product is 
made avai lable .  This is helpful  in showing what  sort of  act ion a cl ient  
company has to take to s t rengthen its exist ing secur i ty  measures .461

Natura l ly  making a product at t ract ive for c l ients is the f irst  pr ior i ty 
for  any pro f i t -mak ing company;  in this sense market ing CCI products f rom a 
risk hedging point  of  v iew is a better way of sel l ing them than from the 
point  of  v iew of  ra ising secur i ty  awareness. As Mitsui Marine and Fire 
Insurance Co. Ltd. (here ina fte r  “ M itsu i”) 462 clear ly stated, a major reason 
for provid ing bus iness insurance products is to suppor t  and enhance 
economic  act iv i t ies,  not  only in terms of  the c l ien t ’s industry  but also the 
non- l i fe insurance industry  i tsel f.  Therefore  any product must direct ly 
cont r ibu te  to a stable economy.

Liab i l i ty  is another  major  reason for purchasing a CCI product.  
Large compan ies  are l ikely to purchase them as a means of reducing a

speci f ic  industr ies inside Japan and were developed on the knowledge of the said 
foreign company. The sel l ing of CCI products to the IT industry is a good example 
of this.
460 See sect ion f ive (An Out l ine of the Computer  Comprehensive Insurance Products).
461 However, it is possible to say that  companies which are interested in the CCI 
products have al ready received a danger signal about thei r  secur ity level. Those 
companies should have adequate awareness in regard to securi ty.  It is not di f f icul t  
for big enterpr ises to int roduce thei r own securi ty systems and also to purchase CCI 
products.  Companies who choose to ignore the risks might become obsolete. 
Smal l -sized companies, who are not prepared to introduce suff icient  computer  
secur i ty systems or purchase an insurance product in relat ion to the high cost, could 
well  be left behind.
462 The author  is grateful  to Mr Y. Takase, Assistant Manager, Liabi l i ty Insurance 
Group, Non-Mar ine Underwr i t ing Department,  Mitsui Marine and Fire Insurance Co. 
Ltd. for his invaluable comments and advice.

182



possible l iabi l i ty payment,  whereas smal ler  enterpr ises  may purchase them 
in order  to fu l ly  cover potent ia l  l iabi l i ty. Al l c l ients have their  own reasons 
for purchasing CCI products but universal ly  taking out an insurance product 
should not be the only means for a company to avoid business risks. 
Non- l i fe  insurance compan ies  cannot take on all r isks, especia l ly when the 
r isks posed in cyberspace  are potent ia l ly  so huge. Therefore  in order to 
create a stable economy, CCI products must not be the only one method of 
avoiding risks.

8.1.4 On what does your  company place the greatest  importance, regarding 
sel l ing the CCI products  — property damage or l iabi l i ty for a third party?

A fire insurance product  can cover  any mechanical  fa i lure.  The 
purpose of  the CCI products  is to cover losses that cannot be covered by a 
f ire insurance product,  such as unauthor ized access to a computer.  Any 
insurance product  is a means of  cover ing a loss for  an insured, and 
compensat ing a we l l - in ten t ioned third party if the loss is relat ive ly easy to 
measure ob ject ive ly .  However,  it is very d i f f icul t  to measure a loss which 
is insurable under the CCI products because of the fo l lowing reasons463. 
First ly,  the CCI product  i tsel f  is brand-new so that  no informat ion exists to 
help to measure loss. Secondly,  the loss could potent ia l ly  be an 
as t ronomica l  f igure.  Non- l i fe insurance companies have a depar tment 
responsib le  for  measur ing losses and r isks for  any insurance product. If 
this depar tment  is not able to calculate a f igure they may outsource the 
task.  If using outsourc ing does not work,  it abandons deal ing wi th such a 
loss or risk. In a sense, an insurance company buys a r isk f rom a cl ient. 
Tha t r isk must be wi th in  insurable size otherwise the insurance business is 
opera t ing on an imprac t icab le  business theory. From this point  of view, it 
is much easier  to measure the scale of  the r isks of property damage than 
l iabi l i ty  risks. In addi t ion to the fact  that  the sel lers place more 
impor tance on it, c l ients are also l ikely to purchase insurance products for 
property  damages rather  than for l iabi l i ty.  This is s imply because the 
idea of  cover ing property  damages by insurance products is much more 
fami l ia r  to Japanese society.  Legal risks, such as the impos i t ion  of civi l 
l iabi l i ty , have been an int imidat ing prospect for  Japanese business.

CCI products usual ly consist  of four e lements464. All f ive non-l i fe 
insurance compan ies  in terviewed include those in their  products and seem 
to place equal  impor tance on property damage and l iabi l i ty. Their  
d i f fe rence  lies in the produc ts ’ construct ion:  some non- l i fe insurance 
compan ies  prepare “all in one ” CCI products where the c l ient  has no opt ion

463 Measuring only the proper ty damage (see footnote No.42) is not di ff icul t as long 
as all computer  equipment is stated in the schedule. In the said quest ionnai re (see 
7.1.3) the composi t ions and the computer  network structure must be explained. The 
damage against  sof tware or data is seemingly di ff icul t to measure, because the value 
of sof tware or data depends on a company. Thus, non-l i fe insurance companies 
consider that cover ing the loss of software or data is equivalent to the cost of 
reinstatement.
464 See sect ion five.
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but to have all the components  to cover  all sorts of damages or losses; 
other products have opt ional  components .  However, it is possible to 
change this s truc ture depending on a c l ien t ’s demand. This is left to the 
se l le r ’s discret ion.

8.1.5 Who was involved in measur ing the new risks f rom cyberspace and 
deve lop ing the CCI products?

Actuar ies usual ly play a s igni f icant  role in deve lop ing new products,  
par t icular ly in the li fe insurance industry.  However,  in the case of  CCIs, 
no suf f ic ient  empir ica l  stat ist ics exist, so underwri ters  act in place of 
actuar ies as they are able to access the data provided by their  own 
exper ience of  estab l ished insurance products.  This is one of the big 
di f ferences between li fe insurance companies and non-l i fe insurance 
compan ies465.

As ment ioned in Sect ion Six, co-operat ing with IT companies is the 
pr incipal  means of measur ing new r isks in cyberspace and deve lop ing new 
products.  Sumi tomo and the Yasuda Fire and Marine Insurance Co. Ltd. 
(hereinaf ter “Yasuda”) 466 have a connect ion  wi th foreign IT companies,  
which have knowledge in this area of  business outside Japan. IT 
companies play a leading role not only in deve lop ing the products but also 
in prepar ing quest ionna ires  for  cl ients.  The quest ionna ires  appear  to be 
designed to prove that a c l ient  has a sat is fac tory  level of computer secur ity.  
If a c l ient  has a very poor level of secur i ty  or risk management,  the 
insurance company can reject  sel l ing its insurance product to that  cl ient . 
Al ternat ively,  the c l ient  could spend a large amount of money to improve its 
secur i ty to a suf f ic ien t  level. If a c l ien t ’s risk is very low, an insurance 
company may not regard it as cost e f fect ive to develop a product to cover 
it.

The quest ionna ires  always have two main purposes: f i rs t ly to f ind 
the di f ference between the marke t ’s real i ty and its est imat ion.  This helps 
in ana lysing its market  and reconsider ing the future poss ibi l i ty  of an 
insurance product.  Secondly,  the quest ionna ire  is a means of  si ft ing 
through and exclud ing some companies f rom the cl ient  l ists if their  r isks 
are too uncertain.

The evaluat ion of computer  secur i ty  for  each cl ient  is based on the 
quest ionnaire.  One sect ion of the quest ionna ire  refers to the guide l ines 
for  computer  secur i ty  systems prepared by the re levant governmenta l

466 In real i ty there are not many actuaries working at non-l i fe insurance companies.
466 The author is grateful  to Mr A. Okabe, Manager, Liabi l i ty and Casual ty Sect ion, 
Property and Casual ty Underwri t ing Department,  Mr T. Arnagai, Deputy Manager, 
Commercial  Property Sect ion, and Mr H. Ir i tani,  Assistant Manager, Liabi l i ty 
Insurance Division, Liabi l i ty and Casual ty Sect ion, Property and Casualty 
Underwri t ing Department,  the Yasuda Fire and Marine Insurance Co. Ltd for thei r 
invaluable comments and advice.
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of f ices467 or global  standards such as ISO 9000468; the second is based on 
its own indus t ry ’s r isk management  knowledge. Actual  numbers of 
computers  must be recorded and a com pany ’s network s truc ture must be 
explained in the thi rd sect ion.  Al l the quest ionna ires  are des igned to 
reach the secur i ty standard provided by the Ministry of In ternat ional  Trade 
and Industry of  Japan.

8.1.6 The Summary

The cont inuing deve lopment of IT (or rather, assoc ia ted new risks) 
creates a business oppor tun i ty for  the non- l i fe insurance industry.  The 
non- l i fe insurance industry in Japan does not cover all r isks; it is 
impossible to do so. Liabi l i ty is a part icular ly  di f f icul t  area to cover  and the 
Japanese non- l i fe  insurance industry has chosen to disregard it and the 
business oppor tun i ty  it presents.  One possible  v iew is that  the Japanese 
non- l i fe insurance industry is reluc tant  to fur ther  deve lop the area of  CCI 
products,  a l though it is impossible to state this ca tegor ica l l y  w i thout  
under taking  an in-depth analysis of  the products.

8.2 Quest ions regarding sell ing CCI products

8.2.1 What types of  ski l ls do sales sta f f  need? (I.e. spec ia l / techn ica l  
knowledge?)

The sales staff  in any industry  in Japan usual ly present  their  
products to the general  af fai rs depar tment  of a company, and make a 
cont rac t  wi th this depar tment even though a product  has not been 
purchased for it. This is somet imes a very str ict  rule in Japan, 
par t icular ly in large or old- fash ioned companies.  Current ly,  an IT 
depar tment  (or any department)  which plans to purchase the CCI product, 
of ten gets involved in a general  af fa i rs depar tment  at the sales ta lk stage 
or is even al lowed to make a cont rac t  d i rect ly  to a non- l i fe insurance 
company. Therefore ,  it is possible  to reduce t ime if the sales sta f f  are 
able to explain  their  CCI products di rect ly to a person from the IT 
depar tment,  who has knowledge of techn ica l  or computer  system matters.  
Sales sta f f  have a s l ight ly more d i f f icu l t  job sel l ing CCIs than other 
insurance products.  They are required to have in-depth know ledge of a 
new product as well  as IT knowledge 469. Some non- l i fe insurance 
compan ies  provide in-house training and prepare handbooks for their  sales 
staff . Other compan ies  provide sales s ta f f  wi th an IT techn ic ian470 as

467 For example, the Ministry of Internat ional  Trade and Industry, the Ministry of 
Posts and Telecommunicat ions and the FSA.
468 Internat ional  Organisat ion for Standardizat ion.  ISO issues three standards;  ISO 
9000, 14000 and 14001.
469 Such as hardware, software, and networks,  and so on, to a certain level.
470 There is usual ly no technician in an insurance company al though it has its own IT 
depar tment.  An insurance company tends to cooperate with an IT company to 
develop this insurance product because of its IT nature. A technician here means a 
person with whom an IT company has sought to cooperate.
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support.  They also invest in producing and dis tr ibu t ing  documents  to 
c l ients in an ef fo r t  to decrease d i f f icu l t ies  in sales.

Despi te the extra ef for t  involved in sel l ing CCI products,  the t rend to 
give author i ty  to indiv idual  depar tments  in Japanese business industr ies 
provides more sales oppor tun i t ies  as long as the sales sta f f  gives an 
appropr ia te  and persuasive presenta t ion and the cl ient  understands how 
vu lnerab le  their  company is aga ins t  computer  risks. Two non- l i fe 
insurance compan ies  expressed a s ign i f icant  opinion on this point. Tokyo 
Marine explained that the f irst step in the sales process is of ten made by 
the c lient ,  who approaches a CCI prov ider  to advise them on products.  In 
this way the CCI provider usual ly has a good idea of  what product wi l l  be 
appropr ia te  for  the c l ien t ’s need. One of  the f ive non- l i fe insurance 
c o m p a n ie s 471 said that  it does not prov ide any training or meet ings 
interna l ly  because of  the t ime and manpower  this would consume against  
prof its.  Instead staf f  who have an interest  in IT spec ia l ise  in sel l ing the 
CCI products.  This company acknowledged that relying on indiv idual  
manpower  is not an ideal way for a CCI provider to expand this market.  It 
needs to make CCI a target  area for all sales depar tments .

Each indiv idual  non- l i fe insurance company judges  the pro f i tabi l i ty  of 
deve lop ing the CCI market or st ick ing to t rad i t iona l  markets such as car 
insurance. So the deve lopment  of  any new product is dependent  on this 
decis ion.

8.2.2 Does your company think that  the r isks in cyberspace are counted as 
a catast rophe risk?

It is well  understood that  the potent ia l  r isks associated with 
computer ised business are enormous. Yasuda ment ioned the “ Love Bug” 
v i rus as an example of an ever  presen t and ser ious threat.  E-commerce 
cont inues to f lour ish and is becoming a major  method for conduct ing global  
business. If a network stops opera t ing  (whether  acc identa l ly  or through ill 
inten t ion) ,  the cost in terms of property  damage is far  outwe ighed by the 
cost of  l iabi l i ty  to a third party.

However,  all the non- l i fe insurance companies interviewed are of the 
opinion that the l imi t  of  the CCI p roduc ts ’ coverage is unl ikely to be on the 
scale of  ear thquake insurance. Therefore ,  the r isks in cyberspace are not 
counted as catast rophe r isks al though the potent ia l  r isks are s imi lar ly 
cons iderab le .  This idea appears to be concre te  th roughout  this industry.

471 H e r e  t h e  c o m p a n y  r e m a i n s  a n o n y m o u s  a t  t h e  c o m p a n y ’ s r e q u e s t .  T h e  a u t h o r
w o u l d  l i k e  t o  t h a n k  t h e  c o m p a n y  f o r  i ts  f r a n k n e s s .
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8.2.3 Does your  company think re- insurance is necessary for CCI products? 
if so, what  insurance companies does your company ask to re- insure? (I.e. 
domest ic  or in terna t iona l? )

No insurance company expects to underwr i te  a risk, which needs to 
be re- insured, par t icular ly  in the area of  l iabi l i ty. Fur thermore,  there is no 
great volume of e i ther  demands or losses, which require re- insurance at 
this stage. However,  the poss ib i l i ty  of being re- insured is not comple te ly 
over looked by any company. If a risk exceeds the expectat ions  of a 
non- l i fe insurance company, that  company wil l  arrange to be re- insured. 
Companies  can request it, but  the decis ion to reinsure lies ent i re ly wi th the 
re insurance company and they are under no obl igat ion to do so. 
Furthermore,  there is a l imi ted number of domest ic  non- l i fe insurance and 
re insurance compan ies.  There fore,  it is d i f f icul t  for  a non- l i fe insurance 
company to d is tr ibu te  the r isks of a CCI product inside Japan because its 
r isks are unique. If it needs to be re- insured, it would have to request it 
f rom a number  of  re insu rance companies rather than just  one. Mitsui and 
Yasuda ment ioned that reinsurance companies outside Japan have more 
exper ience and capaci ty  to reinsure the risks, so request ing reinsurance 
from an in te rnat iona l  re- insurance company is a prac t icab le  solut ion.  
Many non- l i fe  insurance compan ies  stated that they would ask reinsurance 
compan ies  outside Japan.

8.2.4 To what  ex tent  do the r isks increase in a one-year  span? How often 
does your  company have to reassess products?

As in fo rmat ion techno logy  improves, new types of  risk are perceived. 
Hence the necess i ty  to re-examine contracts  on a regular basis,  normal ly 
annual ly.  However,  r isks assoc ia ted with CCI products can rise very 
rapidly,  even on a dai ly basis.  How does each non- l i fe insurance 
company cover a r isk if the inc idence of breach of secur i ty  has increased? 
The answer  is the cont rac t  remains unchanged unti l  the contrac t  year 
ends. At the end of the year, the sel lers decide whether  it is necessary 
to increase the premium. If a c l ient  phys ical ly instal ls or removes a 
computer,  the c l ient  can modify the schedule.  In a s i tuat ion where an 
insured com pan y ’s r isks increase partway through a contract ,  that  
cont rac t  wi l l  not  be af fected al though the premium is increased or 
decreased if a c l ient  instal ls or removes a computer.  Fur thermore,  what 
happens if the r isks increase but there has not been any incident in the 
previous cont rac t  year? Accord ing to Chiyoda, it is a lmost  impossible to 
change the premium in th is case because those two issues must be 
related. In real i ty,  one of  the f ive companies in terviewed 472 has not 
changed the premium for the last two years.

472 H e r e  t h e  c o m p a n y  r e m a i n s  a n o n y m o u s  a t  t h e  c o m p a n y ’ s r e q u e s t .  T h e  a u t h o r
w o u l d  l i k e  t o  t h a n k  t h e  c o m p a n y  f o r  i t s  f r a n k n e s s .
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8.2.5 Do you di f fe rent ia te  on pr icing by geographic  area?

It is not possible  to di f fe rent ia te  the premiums of CCI products by 
geographic  area excep t that  portion of the premium cover ing property 
damage. Most companies used the premium rate of f ire insurance, which 
di f fers according to geographic  area, for calculat ing property damage in 
CCI products.  Another  example of  d i f ferent iat ion is the west Japan has 
many more typhoons than the east part of the country.  Thus, it makes 
sense to set  the pr ice of an insurance product for  typhoon losses higher in 
west  Japan than in east Japan. It is possible to consider the l ikel ihood of 
business in ter rupt ion being caused by a large-sca le typhoon breaking the 
computer  networks.  However,  no insurance company thinks it is 
necessary to al ter  pr ic ing by regions. The reasons for this are var ious,  
but it is pr imar i ly because f ire or f lood insurance products usual ly cover 
property  damage. If a c l ient  purchases both f ire and CCI products,  the 
premium is l ikely to be reduced, al though non- l i fe insurance companies 
usual ly  avoid sel l ing insurance products,  whose coverage over laps.  
Tokyo Marine pointed out that  there is not a higher poss ib i l i ty  of network 
in ter rupt ion occur r ing in the west part of Japan compared to the east.

No clear ev idence was given for the necess i ty  of making a di f ferent 
premium for l iabi l i ty  as a resul t  of business in terrupt ion.  Business 
in terrup t ion could cause huge damage and a c l ient  be sued by third parties 
wherever  they are located. In other words,  a c l ient  can un in tent ional ly  
cause damage to anyone all over the world,  i.e., th roughout  cyberspace. 
A more ef fect ive method for non-l i fe insurance companies to avoid taking 
huge r isks would seem to be to fix the range of  compensat ion rather than 
changing the premium rate by geographic  area.

8.2.6 To what  ex tent  is it possible to cover losses regarding computer 
c r im e473?

One di f f icu l ty is how a c l ient  proves that they have suffered damage 
through a certain cr ime. As was ment ioned ear l ie r474, all c l ients have to 
answer  quest ionna ires  to prove their  secur i ty system is of a suf f ic ient  level 
before they can purchase the CCI products.  If a c l ient  manages to prove 
a cr ime has been commi t ted,  the resul t ing damage or losses suffered are 
covered. In this s i tuat ion a c l ient  must inform the non- l i fe insurance 
company of an incident wi th in a certain per iod of t ime af ter  it d iscovers  the 
dam age475. Needless to say, it is somet imes di f f icul t  not only to prove the 
damage was caused by a cr ime, let alone to know a cr ime has been 
commit ted  in cyberspace.

473 Such as hacking, virus damage and on-l ine fraud.
474 See section f ive and also 7.1.3.
475 The period of t ime depends on the type of products. Some products require that 
the sel ler  be informed within 24 hours, others al low 30 days fol lowing a c l ien t ’s 
discovery of the damage.
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If a c l ient  company i tsel f  suf fers damage as a resul t of  hacking, four 
areas are covered by the CCI products:  property damage, loss of 
in format ion,  extra working costs for  business in terrupt ion,  and loss of 
income. If a th ird party suf fers damage through a c l ien t ’s computer  
network as a resul t  of  hacking or unauthor ized access, this case is not as 
st ra ight forward.  The cl ient  has l iabi l i ty  to compensate the thi rd party, but 
the determinat ion of the extent  of l iabi l i ty  ( including court  costs and legal 
fees) would be problemat ic.  For instance, suppose the case that a third 
party “X” had its bus iness inter rupted by unauthor ized access by a cr iminal  
“Y ” through a CCI product ’s c l ient  “Z ” . Because it was impossib le  to 
spec i fy a suspect,  X decided to sue Z for negligence. However, can it be 
said unequ ivocal ly  that  there was no al ternat ive to cont inue business, such 
as by phone or fax? The cour t  would judge whether  Z had responsibi l i ty  
for  X ’s damage on every s ingle issue. Mitsui was of the v iew that it would 
be very di f f icu l t  to handle such a case because there has so far been no 
jud ic ia l  precedence.

8.2.7 To what  extent is it possible for  an insurance product to cover losses 
caused by em p loyees ’ d ishonesty?

Any internal  i l legal  act  is usual ly an exemption. However, some 
insurance compan ies  agreed that it is crucial  to regard em p loyees ’ 
d ishonesty  as a r isk to a company. Many insurance companies usually 
have an insurance product cal led f idel i ty  credi t insurance. On the one 
hand, it is, in fact,  impossible to avoid emp loyees ’ d ishonest acts such as 
f raud. Accord ing to Sumi tomo,  it is possible to deve lop an insurance 
product in terms of  surety for  an employee, but they are not keen to pursue 
this,  because the potent ial  r isks wi l l  be huge. The only way a company 
can at tempt to avoid dishonest  acts by an employee is by introducing 
in-house training and educat ion,  which teaches employees what act ions are 
i l legal  and what sort of  regulat ions  exist  and can be appl ied to a case. 
Despite such ef forts by a company, human nature makes it imposs ib le  to 
avoid all d ishonest  acts by employees. Moreover, it is very d i f f icul t  to 
est imate and quant i fy the losses caused by f raud which makes underwr i t ing 
em p loyees ’ d ishonest  acts problemat ic .  Thus, the premium tends to be 
high and it is the least  popular type of  CCI products.  On the other hand, 
reputat ion plays a crucial  role in cont ro l l ing the fate of a company. In the 
case of an employee commit t ing f raud aga inst  a company, to what extent 
does the company lose its reputa t ion? Is there any poss ib i l i ty  of  insur ing 
the reputat ion of a company? This is intr insical ly di f f icul t  because there 
is no way of  quant i fy ing  the reputat ion.  Even if it is possible  to quant i fy it, 
the next issue wi l l  be how to es t imate the extent of “ los t ” reputat ion by an 
em p loyee ’s dishonest  act, considered apart  f rom the other elements such 
as social  background and recession. However,  it is possible  to develop 
such an insurance product. For instance, to re-bui ld its reputat ion a 
company may choose to issue a newspaper  advert isement  to improve its 
image. Chiyoda has included cover  for  this in its CCI products.  But this 
is largely an issue for each c l ien t ’s in -house management.
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8.2.8 The Summary

The Japanese non- l i fe insurance industry  cont inua l ly  fo l lows the 
industry in Europe and the USA, al though the ava i lab i l i t y  of  CCI products in 
those nat ions is higher than that of Japan. Of course tak ing huge r isks is 
not the way to achieving sustainab le  economic  stab i l i ty  in the industry.  
However,  it seems there are some avenues avai lable to cover major risks 
al though no insurance company is wi l l ing to take such an unpredictab le  
opportuni ty.  There are no empi r ical  sta t ist ics  of  r isks of cyberspace at 
present  so each non- l i fe insurance company has been exp lor ing  its own 
way in the CCI market.  Each non- l i fe insurance company makes its own 
judgem ent  on whether  to press ahead with deve lop ing CCI products or wai t 
unti l  the market  is more favourable.

8.3 Questions regarding the future of the CCI products

8.3.1 How much revenue does your  company expect in FY2000 from CCI 
products?

Some non- l i fe insurance compan ies  expect  more than £1.2 to 1.8 
mi l l ion as revenue in the f iscal  year 2000. One quoted the revenue as 
more than £6 m i l l ion .476 The Koa Marine and Fire Insurance477 publ ished 
in its news release that the expected revenue is two hundred mi l l ion-yen 
for three years.  This can be exp la ined by the di f fe rence in the s ize of 
businesses or types of potent ia l c l ients.  Two insurance compan ies  repl ied 
that it is very di f f icu l t  to predict  revenue because of the character  of  CCI 
products.  However, they seem to have d i f ferent out looks.  Yasuda 
sounded very opt im is t ic  about sel l ing CCI products  and bel ieves the 
products wi l l  make prof its in the future (despi te  the di f f icu l ty of 
underwri t ing them). According to this company, the cost of one of their  
products,  which is a ready-made CCI product  deve loped on the basis of 
other products,  is a lmost  zero exclud ing personne l  expenses. 
Surpr is ing ly  many non- l i fe insurance companies have a very small  number 
of  staf f  (maximum of f ive people) devoted to deve lop ing the CCI products.  
Despi te the smal l  number of staff  assigned to it, Yasuda wi l l  not consider  
the poss ib i l i ty  of  ceasing to sel l the ir  CCI products  as long as the loss 
ra t io478 is low.

476 The exchange rate: £1= approximately 170 yen.
477 Koa Marine and Fire Insurance is a medium-sized non-l i fe insurance company in 
Japan.
478 The loss ratio means ‘the ratio of losses and loss-adjustment expenses incurred 
to premiums earned, usual ly expressed as a percent.  The loss rat io is an est imate 
of the value of insurance benefi ts and loss-related services relat ive to premium 
payments ’ ci ted from C. Wil l iams, M.L. Smith and P. Young, ‘ Risk management  and 
insurance: the eighth ed i t ion ’ (1998) McGraw-Hi l l ,  London.
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8.3.2 Is it poss ib le  to cover any loss occurred overseas at present and in 
the future?

All non- l i fe insurance companies restr ict  the geographical  coverage 
of CCI products to Japan. Loss or damage incurred overseas is normal ly 
l isted as an exempt ion in the c lause. However, it is impossible to 
est imate the futu re  of  CCI products  w i thout taking account  of  the global  
aspect of  border less computer ised business.  In fact, no insurance 
company den ies that the poss ib i l i ty  of suf fer ing damage outside the 
terr i to ry  is high. The problem is spec i fy ing where r isks exist. Without  
speci fy ing it, it is impossible to judge to which ju r isd ic t ion it would apply. 
Some non- l i fe insurance compan ies  conceded that they would have to 
consider  the ir  g lobal  r isk in the future.  However, it seems to depend to 
what ex tent  the CCI market  f lour ishes  in the next three to f ive years (a 
fa ir ly  passive response to this issue).  In real i ty, when the insured risk 
becomes bigger,  the r isk for  an insurance company becomes bigger: no 
insurance company can insure a r isk so big as to leave its management  
vu lnerab le  to bankruptcy .  Thus, one solut ion may be to restr ict  insur ing 
risks wi th in a certain level, for  example exc luding  computer  r isks overseas, 
to help reduce vulnerab i l i ty .

Al l the compan ies  the author  in terv iewed sounded very reluc tant  to 
tackle this issue even though they have recognised the poss ib i l i ty  of 
damage from outside the terr i tory.  There fore  it is presumed that it is 
impossible for  the Japanese  non- l i fe insurance industry  to take this r isk at 
present, because the marke t does not seem to have the f lexibi l i ty  to take 
such a po tent ia l l y  great risk. However,  it is assumed that once a non- l i fe 
insurance company dec ides  to take this risk, then the others would 
gradual ly  fo l low su i t479. Otherw ise the industry  would be swal lowed up by 
foreign af f i l iated companies.

8.3.3 The Summary

In the near future,  each non- l i fe insurance company seems sure of 
its share of  marke t demand.  It is arguable,  however,  that  in order to 
retain and expand the CCI market,  CCI prov iders wi l l  have to become more 
f lexib le  and be wi l l ing to take h igher risks. The most important  point  is to 
d iscover  the method to deal wi th higher  r isks,  not to avoid them.

8.4 Others

479 One reason why CCI products were simi lar was that the reforms to the f inancial  
sector  had not yet been introduced when CCI products were ini t ial ly developed. Thus 
non-l i fe insurance companies were obl iged to develop thei r insurance products under 
the guidance of the relevant author i t ies (the FSA since 1998). See section two for 
the reform in the f inanc ial  sector in Japan and sect ion three for the FSA.

191



8.4.1 To what  ex tent  does your company compare between its own CCI 
products and the others?

Surpr is ingly ,  all the insurance companies commented that they only 
ana lyse  other  com pan ies ’ CCI products on a basic level. Accord ing to one 
of  the f ive non- l i fe insurance companies in te rv iewed480, it is f rankly not very 
in terested in s im i la r  insurance products in other companies as long as it 
does not have to share the market.  Surpr is ing ly  again,  each company has 
its own market,  which does not clash with others.  The same company 
stated that  this is a pecu l iar i ty of the Japanese non- l i fe insurance market;  
that  it is f r iend ly  wi thout  cut - th roat  compet i t ion.  It was true in Japan until 
very recent ly that  the higher reputat ion a company has, the more its cl ients 
are reluctan t to cons ider  switching to another company of fer ing a s imi lar  
product  more cheaply.  But the Japanese economic depress ion no longer 
al lows such unswerv ing loyalty to exist.  Indeed, to a greater or lesser 
extent,  all markets must have compet i t ion,  otherwise an economy has no 
growth.  That is not to say however that  each non- l i fe insurance company 
sti l l  en joys a strong relat ionsh ip  wi th its cl ients.  Despite their  re luctance 
and pass iv i ty towards branching out into CCIs,  many companies are 
approached by the ir  c l ients and therefore begin to sel l CCIs to sat isfy them. 
Furthermore,  big non- l i fe  insurance companies are in the posi t ion of being 
able to hand over  the sales of  CCIs onto their  agencies and brokers.

All the f ive non- l i fe insurance companies are actual ly leading 
compan ies  in Japan and have good products.  However,  the compet i t ion 
has become severe owing to entry into the market by other indust r ies and 
fore ign compan ies.  If a non- l i fe insurance company rests on its laurels,  
even if it does not lose its exist ing c l ients,  it may lose the oppor tun i ty  to 
fu r ther  deve lop the market.  In terms of  the products themselves, one 
non- l i fe  insurance company argued that a c l ient  who does not have an 
unders tand ing of  its own r isks will not benef i t  more from one product  than 
another  and may even purchase a product  which is not appropr ia te  to their  
needs. The d i f fe rences of  content  amongst  the CCI products are not 
s ign i f ican t  at this stage al though they are adapted and elaborated on by 
each non- l i fe insurance company. As one insurance company ment ioned, 
the most at t ract ive  sel l ing point  might be the co-operat ive IT company 
beh ind non- l i fe insurance companies.

8.4.2 What  does your  company think of  Internal Controls?

This quest ion is s im i lar  to the issue of  em p loyees ’ d ishonest acts but 
covers  a broader  area including sel f -defens ive methods for non- l i fe 
insurance compan ies  themselves.

It would appear  that  all non-l i fe insurance companies have in place

480 H e r e  t h e  c o m p a n y  r e m a i n s  a n o n y m o u s  a t  t h e  c o m p a n y ’ s r e q u e s t .  T h e  a u t h o r
w o u l d  l i k e  t o  t h a n k  t h e  c o m p a n y  f o r  i ts  f r a n k n e s s .
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mechan isms of  corporate governance and compl iance in a broad sense, 
under the guidance of the Ministry of Finance, to ensure sound company 
business. For instance, they have in -house training for both new 
employees and experts  al ike in regard to relevant regu la t ions and good 
employee conduct.  Al l f ive compan ies  maintained that their  computer  
secur i ty  levels are more than suff ic ient .  The reason for this is the 
large-sca le  deve lopment  of computer  secur i ty  that  was achieved to combat 
the Y2K problem in 1999 rather than a spec i f ic  countermeasure against  
computer  cr ime. They appear  conf ident  that  regular internal checks on the 
condi t ion of computer  networks ensure  secur i ty  and make the networks 
less vu lnerab le  to hacking. There fore none of them has al ternat ives,  such 
as pool ing money or purchasing the CCI products for  themselves. In 
addi t ion it would prove di f f icu l t  to f ind a company wi l l ing to underwr i te for 
purchasing the CCI products.  The reason given by one of the non-l i fe 
insurance compan ies  for  not having the CCI products themselves is that  
they are d i f f icu l t  to purchase.

Sumitomo stated their  method of  ensur ing internal secur i ty  is 
through regular emai ls to all employees on speci f ic  topics of secur i ty and 
regulat ion to keep these issues at the forefront.  They employ (as a form 
of pun ishment)  the disc losure of all secur i ty  breaches to all employees by 
emai l .  In this case, every th ing goes public,  such as the detai ls of the 
case, who is penal ised and what the penal ty is. It may happen that an 
ind iv idua l ’s boss is penalised or at least  given a warn ing for inat tent ive 
superv is ion of  a gui l ty employee. This aims to avoid recur rence of a 
s im i lar  case by pi l lory ing the f i rst  gui l ty employee. This in-house 
pun ishment  works to some extent but only if the i l legal  act is commit ted 
in-house.

The issue of ex-employees is also crucial  but it is not  easy to 
prevent  their  i l legal  acts at this stage, as is to what extent a non- l i fe 
insurance company can control  its agency ’s business. Cash is handled by 
agenc ies and then sent on to the f inance and asset management  
depar tments  of the non- l i fe insurance companies.  In these c ircumstances,  
the head of f ice has responsib i l i ty  for  managing its agencies.

8.4.3 The Summary

All non- l i fe insurance companies have real ised that CCI products are 
very act ive and dynamic.  In the USA, r isks are c lassi f ied and deal t  with 
ind iv idua l ly  by spec ia l ised insurance companies,  and any company is free 
to sel l CCI products.  Sumi tomo specu la ted that the Japanese CCI market 
is l ikely to go the same way as the Amer ican market.  This would enable 
the Japanese market  to expand, o therwise the market is in danger of losing 
its sus ta inab i l i ty .
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One of the f ive non- l i fe insurance company ’s o f f i c ia l481 statements  
was that it is in terested in informat ion technology that would avoid 
computer  r isks al together.  Unfortunately,  a l though techno logy makes 
rapid progress,  so do the assoc ia ted risks. The same off icial  quest ioned 
how it was possible to enforce a law in such way that  a person can be 
arrested as soon as he/she produces a virus,  in addi t ion to the exist ing law 
where a person is arrested when he/she damages property  or data in 
ano the r ’s computer.  This would indeed reduce risk, however  this is 
compl ica ted by two issues. First ly,  the quest ion of how the pol ice can 
d iscover  a person who has produced a virus before any damage occurs. 
Unauthor ized access to a computer  is l ikely to be carr ied out jus t  for  fun 
and it is a lmost  impossible to f ind a vi rus that  exis ts in a potent ia l  
c r im ina l ’s pr ivate computer before it causes any damage. Secondly,  the 
en forcement  of  law does not always ensure the protect ion of  human rights.  
Law is not a per fect  solution and can infr inge even basic human rights.

Sumi tomo explained that Japanese insurance compan ies  have 
analysed Amer ican insurance products of  all products.  However because 
of  the caut ious nature of Japanese business it is unl ike ly to fo l low 
Amer ican business style. In the past, every new risk occurred in the USA 
before anywhere else in the world. Japanese insurance compan ies  
observed the Amer ican insurance companies and made their  dec is ions  
based on that. No Japanese  company would consider  taking on a risk 
that  the Amer ican companies regarded as unreasonable.  Even r isks that  
the Amer ican companies judged to be insurable were not necessar i ly  taken 
on by the more caut ious Japanese companies.

In contrast ,  in recent years some types of  r isks are encountered all 
over the world. This means that  Japanese insurance companies are no 
longer able to avoid action unti l  the resul ts can be observed elsewhere. 
They are now obl iged to take act ion as soon as they encounter  a risk. 
The ir  lack of  exper ience makes them l iable to panic, and label the rule as 
an exempt ion — thereby ignor ing it a l together.  Therefore ,  one of  the f ive 
non- l i fe  insurance compan ies  in te rv iewed482 hopes to deve lop a method of 
ear ly detect ion of  risks, in order for  them to “ buy t im e ” in prepar ing to 
tackle it. This company also disclosed its keenness to deve lop a product  
based on cyber r isk which is potent ia l ly  very high but is unl ike ly to occur. 
A l though real ist ical ly,  because of the speed of technolog ical  innovat ion it 
is a lmost impossible to deve lop such a product.

481 Here the company remains anonymous at the company’s request. The author 
would like to thank the company for its frankness.
482 Here the company remains anonymous at th is company’s request. The author 
would like to thank for th is com pany’s frank opinion.
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1. Background

The City of  London has been the centre of the global  insurance 
business. L loyd ’s, in part icular,  has played an ind ispensable  role s ince its 
birth in Edward L loyd ’s cof fee house along the Thames in the seventeenth 
century.  It is said that  it is no exaggerat ion that non- l i fe insurance history 
has its f i rst step from L loyd ’s483. According to the Associa t ion of  Brit ish 
Insurers,  the UK insurance industry contr ibutes £8 bi l l ion per annum to UK 
overseas earn ings;  it accounts for  more than 20% of investments in the 
stock market and pays £225 for pension and l i fe insurance, and £41 for 
genera l  insurance c la ims per day. There are about  822 author ised (by the 
UK or another European Economic Area member) insurance companies in 
the UK: approx im ate ly  600 companies are el ig ib le to run general  business 
only (motor, household  and commercial  insurance pol ic ies),  165 are el igib le 
to run long-te rm bus iness only ( l i fe insurance and pensions) and 
approx im ate ly  60 compan ies  are el ig ib le to run composi te  bus inesses484. 
The UK insurance market  i tsel f  ranks th ird largest in the wor ld of premium 
income (America is f i rst  and Japan second)485. Its supervis ing author i ty is 
the Financia l  Serv ices Au tho r i ty  (FSA).

The UK insurance market is surely d i f ferent f rom the Japanese. 
Comparing the s t ruc tures,  it is possible to discern that the UK market  is 
less concentra ted than the Japanese in both l i fe and non- l i fe insurance 
marke ts486. Approx im a te ly  660 companies (a s imple addi t ion of 600 for 
genera l  business only and 60 for composi te  bus inesses from the above 
stat ist ics)  in the UK run general  insurance companies whereas there are 
approx im ate ly  30 non- l i fe  insurance compan ies  in Japan. Having a 
var ie ty of d is tr ibu t ion channels  is another di f ference. Al though the whole 
f inanc ia l  sector  has been changing since the Japanese government 
announced a reform of the f inancia l  sector  in 1997487, unl ike the Br it ish 
market,  the div id ing l ine between underwr i te rs  and brokers in Japan is not 
yet  ev ident to the genera l  public.  Brokers are the most cr i t ical  channel  
for  the d is tr ibu t ion of  insurance in the UK; they have had more than a 50% 
share of ind iv idua l  and over an 80% share of commerc ia l  l ines over the

483 See ‘ The present and the future of L loyd ’s (L loyd ’s no genjo to syora i ) ’ , 
<h ttp :/ /w w w .vasuda-r i .co . ip /auarte r lv /da ta /a t31 -2 .pd f> (print out on file with author).
484 See ‘The Assoc ia tion  Of British Insurers ’ ,
<h ttp :/ /w w w .ab i.orq .uk/D isp lav/defau lt.asp?M enu ID = 507&Menu All = 1 .506.507> 
(p r in t out on f i le  with author).
485 See ‘Changes in EU F inancia l and Insurance Markets and New Strategies of EU 
Financial Institu tes and Insurers throughout the 1990's, especia lly  in the UK, German 
and French M arkets ’ , <h ttp :/ /w w w .s i-r i .co . ip /auarte r lv /q32 .h tm l> (print out on f i le  with 
author).
486 In the UK, the Assoc ia tion  of British Insurers shows three main types of 
insurance: general insurance, life and pensions, and health and protection. In 
Japan, it is genera lly  c lass if ied  into life and non-life insurance. General insurance 
in the UK is the same as non-life  insurance in Japan. So ‘general insurance ’ is to 
be used in this context. For reference, see ‘ Introducing Insurance’ , 
<http ://w w w .ab i.o rq .uk/D isp lav/de fau lt.asp7M enu ID = 508&Menu All = 1,506.508>
(prin t out on f ile with author).
487 In regard to the reform of Japanese financia l sector, see Chapter IV.
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past six years 488. It would be point less  to enumerate  every s ingle 
di f fe rence between the two markets in this context  — the quest ion is one of 
motivat ion.

Some people in the Br it ish insurance business have often asked the 
author  why purchasing insurance products in general has not been f i rmly 
es tabl ished in Japan. On the one hand, it is common for Japanese to 
have li fe insurance products and, in part icular,  they are very l ikely to 
choose a product  wi th an accumulated div idend in the future.  Having 
motor insurance is mandatory  for  dr ivers.  On the other hand, they are 
unl ike ly to purchase other types of  insurance products such as ear thquake 
insurance (on dwel l ing r isks) even though Japan lies on the Pac i f ic  Rim 
ear thquake zone. Af ter the Great Hanshin-Awaj i  Earthquake in 1995, 
there was a rush to purchase earthquake insurance products but only for  a 
shor t  whi le immedia te ly  af ter  the incident. Why are the Japanese
reluctant  to purchase ear thquake insurance? First ly, because it is 
expens ive .  Secondly, the Japanese are l ikely to be accus tomed to 
ear thquakes as a consequence of their  f requency. Above all, there is a 
very fundamenta l  conceptua l  reason. L loyd ’s Japan agreed that  the 
Japanese are l ikely to th ink that  purchasing such insurance products 
re turns nothing when their  term ends489. The general  concept  of insurance 
is that  it purchases “a guaran tee” for  the term of the contrac t  obtaining 
coverage in case any loss or damage occurs to an insured subject . This 
purchased product  is invis ib le  and does not make money; whi le a buyer 
would get money to repair  or compensate  the losses in the event of  an 
incident,  such money is c learly not def ined as profi t .  If nothing happens, 
nothing wi l l  remain except  for  the fact  that  the buyer had a peaceful  year. 
Thus, it seems hardly possible for  the Japanese to consider that  one 
peacefu l  year  costs premiums. As a resul t  of this involuntary concept,  
purchasing insurance products is considered ei ther a waste of money or, 
that  its cost  per formance is ineffect ive.

Indeed, the char t  proves that people in Japan and the UK have 
comple te ly  oppos ing interests regarding their  assets.  Insurance and 
pens ions account  for  more than 50% of the major i ty of Bri t ish indiv idual  
monetary  assets.  On the other hand, savings and trusts account  for  more 
than 60% of Japanese indiv idual  monetary assets (Table 5.1). Both 
countr ies  want  to prepare for  the future,  but by using di f ferent means. It 
has been said that  the Japanese were very l ikely to save money rather  than 
invest  it in other f inanc ia l  products.  This tendency has not changed, even 
with a cont inua l ly  low in terest  rate over a long per iod s ince August  1 995490.

488 See ‘Changes in EU Financial and Insurance Markets and New Strategies of EU 
Financial Institutes and Insurers throughout the 1990's, especia lly in the UK, German 
and French Markets ’ , supra n.472.
489 The author is gratefu l to Mr Y. Fujita, Manager of Production & Underwriting 
Department, L loyd ’s Japan, for his invaluable comments and advice.
490 Although the in terest rate marked over four percent at one time, it has been under 
one percent since August 1995. See ‘ F inance@ nifty ’ ,
<http ://f inance.n iftv .com /stocks/tsum ita te /co lumn/co1 ,htm> (print out on f ile with
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One of the reasons behind this is the myth of immortal i ty,  which the 
Japanese had bel ieved for a long t ime: that  banks would never go 
bankrupt.

Table 5.1: The com po s i t ion  of ind iv idua l  m onetary  assets  in three  
countr ies

(Reference: Yasuda Research Insti tute Inc., ‘Changes in EU Financial and 
Insurance Markets and New Strategies of EU Financial Insti tutes and 
Insurers throughout the 1990's, especial ly in the UK, German and French 
Markets’ , supra n.472 et seq. Data was sampled in each country by the 
end of 1998.)

As was ment ioned in the prev ious chapter, the Japanese insurance 
market  in general  fo l lows those of  Europe and the USA. From this 
v iewpoint ,  it is possible to say that the UK insurance market,  or the 
European insurance market in a broad sense, is more mature than that of 
Japan, par t icular ly  the general insurance market.  The main i tems of

author).
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genera l  insurance are vehicles,  then property  (such as f ire insurance) .  
Both f ide l i ty  and extra expense insurance have been on the rise of  late. 
In real i ty,  insurance products which cover f inanc ia l  losses increased their  
marke t  share by 2.3% between 1992 and 1998491. Business in ter rup t ion 
and related insurance have been at t ract ing  cons iderab le  at tent ion.  This 
does not necessar i ly  indicate the in f luence of  the deve lopment  of  onl ine 
ac t iv i t ies  and e lec tron ic  commerce (e-commerce) .  Financia l  losses can 
be tr iggered by any factor, so e-commerce could be merely one of  the 
potent ia l  reasons for loss. In reali ty, it is unnecessary  for  them to cover  
r isks associa ted with cyberspace.

2. Spec i f ic  insurance for f inancial  ins t i tut ions

2.1 Tradit ional insurance

Before moving on to the main issue of  cover ing cyber risk, it is 
necessary  to descr ibe long standing insurance for f inanc ia l  ins t i tu t ions .  
This is t rad i t ional  insurance such as Bankers Blanket Bond (here inafter  
“B B B”). It is said that  this or ig inated from a Burglary Insurance Pol icy 
deve loped by an underwr i ter  named Cu thber t  Heath in 1877. Later, he 
comple ted a prototype BBB, and by the 1980s the present  BBB forms, such 
as KFA ‘81 and NMA2626, had been comple te ly  updated. BBB is 
somet im es given di f ferent  names, such as the Financial  Fidel i ty Bond in 
the Chubb Group of Insurance Companies (here inafter  “Chubb ”). It is not 
only for  banks but also other businesses,  such as secur i t ies f irms. BBB is 
ex tens ive ly  cal led the Financial Inst i tut ion Bond (here inafter  “ F IB” ) in the 
USA492.

BBB basical ly  covers f inancia l  losses and property damages of a 
bank ( the assured) as a consequence of employee dishonesty,  thef t,  
receiv ing counter fe i t  money and so on. To give a detai led explanat ion,  
insur ing c lauses in the pol icy are div ided into seven parts: 1) employee 
dishonesty ,  2) premises, 3) t ransi t ,  4) forged cheques, 5) forged secur i t ies ,  
6) coun te r fe i t  cur rency and 7) of f ices and contents.

1) Employee dishonesty
Direct  f inancia l  losses caused by employees commit t ing d ishonest  or 
f raudu len t  acts (to make personal  gains) are covered. It is not 
necessary  for  it to be a lone em p loyee ’s cr ime or a consp iracy  with 
others.  The def in i t ions of  “em p loyee” and “em p loyees ” are wide open:

491 See ‘Changes in EU Financial and Insurance Markets and New Strategies of EU 
Financia l Institutes and Insurers throughout the 1990's, especia lly  in the UK, German 
and French Markets ’ , supra n.472.
492 This thesis is targeted at the risks within f inancia l institu tions: not just banks. 
However, in th is chapter, the discussions are expected to centre mostly on insurance 
products for banks as these products, are developed and mature. See ‘The 
c lass if ica t ion  and the application of operational risk (Operat ional  r isk no bunrui - ta ike i  
to katsuyoho ) ’ , < http://www.kinzai. jp /books/new book/2 0010815/10128-2.pd f> (print 
out on f i le  with author).
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f rom people who work on a salary or wages basis to guest students 
pursuing stud ies on the premises.

2) Premises
Property  wi th in the premises  is covered if it d isappears,  is damaged, 
destroyed, misp laced or stolen. However, any property  damage in 
connect ion  wi th ter ror ism is excluded. “ P roper ty ” means tangib le i tems, 
such as paper currency, coins,  bul l ion,  precious metals and stones, 
stamps, insurance products,  cheques, secur i t ies ,  bankers draf ts,  money 
orders and so on. That is to say, e lec tron ica l ly  recorded data is not 
included in property.

3) Transi t
Proper ty in t ransi t  which is in the cus tody  of  any employee of  the 
assured or a secur i ty  company in an armoured vehic le is covered if  it is 
lost or damaged.

4) Forged cheques
If the assured issues or pays any f raudu len t  (s igna ture forged or 
per f id ious ly  made al tera t ions) cheques, bi l ls of  exchange, bankers ’ draf ts,  
bankers ’ acceptances or cer t i f i ca tes  of  deposit ,  the related losses are 
covered.

5) Forged secur i t ies
If the assured, in good fai th and in the ordinary course of business, 
bears any f raudulent  (s igna ture  forged or per f id ious ly  made al terat ions)  
or counter fe i ted secur i t ies  and/or s im i la r  wr i t ten instruments,  or if any 
genuine secur i t ies are stolen or lost, the losses are covered.

6) Counter fe i t  cur rency
If the assured, in good faith and in the ordinary course of  business, 
accepts coun ter fe i ted paper money or coins,  the losses are covered.

7) Off ices and contents
If the in ter ior  of  and/or contents wi th in the premises of the assured are 
d irect ly  damaged by theft,  vandal ism or mal ic ious mischief,  the losses 
are covered. ‘Con ten ts ’ means furn ishings, f ix tures,  equipment ,  
stationery,  safes and vaul ts.  However, it does not include computer 
hardware, sof tware,  any media,  or computer  data.  This does not cover 
losses as a resul t  of f ire or te r ro r ism 493.

In general ,  BBB is combined with other types of  insurance: pol ic ies 
to cover  other propert ies  and pol ic ies for  profess iona l  l iabi l i ty. The 
typica l  examples  for  the fo rmer  types are E lect ron ic and Computer Cr ime 
Pol icy (here inaf ter “C C P ”) and Kidnap/Ransom insurance. The latter  
examples are Professiona l  Indemni ty Pol icy (here inafter  “ P IP ”), Directors &

493 See L loyd’s Worldwide Bankers ’ Policy (NMA2626).
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Off icers  Liabi l i ty  Insurance (hereinaf ter  “ D&O”) and Employment  Pract ices 
Liabi l i ty,  Unauthor ized Trading Policy and so on. As is obvious, pol icies 
cover ing property,  such as BBB and CCP, cover  a fu n d ’s losses but not 
l iabi l i ty.  Some brokers combine some or all of  these and cal l them the 
Combined Bankers B lanket Bond. Chubb, for  example,  provides a speci f ic  
product  named ForeFront  Secur i ty combin ing f inancia l  f idel ity,  CCP, 
workp lace  v io lence and k idnap/ ransom, and extort ion coverage494.

CCP covers  1) computer  systems, 2) elec tron ic  computer  programme,
3) e lec tron ic  data and media,  4) computer vi rus damage, 5) electron ic  and 
te le facs im i le  communica t ions,  6) e lec tron ic  t ransmiss ions, 7) electron ic 
secur i t ies,  and 8) voice in it iated transfers.

The losses are covered if an assured wrongly  set t les any transact ion 
(payment  or de l ivery  of funds) as a resul t of:

1) Compute r  systems
fraudu len t  data being inputted into computer  systems, or data being 
modif ied or dest royed within the systems;

2) E lectron ic  computer  programmes
computer  programmes being modif ied,  al tered, or dest royed;

3) E lectron ic  data and media
e lec tron ic  data stored in the assu red ’s or related computer  systems 
or any media on which data is recorded being al tered mal ic ious ly or 
destroyed, as well  as when media is stolen, lost or damaged;

4) Compute r  v i rus damage 
computer  v i ruses causing losses;

5) E lectron ic  and te le facs im i le  communicat ions
communica t ions  being intercepted then ei ther being stopped or 
modif ied;

6) E lectron ic  t ransmiss ions
communica t ions  being intercepted and instructed f raudulent ly  so that 
the assured is l iable to the losses a cus tomer  or other inst i tut ions 
involved suffered;

7) E lect ron ic  secur i t ies
f raudu len t  instruct ions being made to a Central Deposi tory so that 
the assured is l iable for  the losses the Central  Deposi tory suf fered;

494 Kidnap/Ransom covers f inancia l losses and expenses when a bank is threatened 
by ransom or extortion demands. See 'F inancia l F ide lity /M ail/K idnap Ransom for 
Banks ’ , <h ttp ://w w w .chubb.com /bus inesses/d fi/ index8.h tm l> (print out on fi le with 
author).
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8) Voice in i t iated transfers
the assured having t ransfer red funds of a customer  by being given
f raudu len t  voice in i t iated instruct ions.

There are some exc lus ions,  such as the loss of  potent ia l  income, 
losses caused by an ident i f iab le  di rector or an employee of the assured, 
ind irec t  and consequent ia l  loss, and so on. Losses as a resul t of 
mechanical  fa i lure,  error in design and gradual  deter io ra t ion are also 
excluded 495. If any loss caused by a di rector or an employee of  the 
assured is not covered by CCP, this means all types of the 
above-ment ioned inc idents must be commit ted by a cr im ina l /cr im inals 
outside the inst i tut ion.  When BBB was deve loped,  there was no scope for 
advanced computer izat ion,  therefore  it was not prepared for cover ing 
losses of  an e lec tron ic  or computer ized nature.  CCP was des igned to fill 
those gaps.

On the other  hand, insurance products for  l iabi l i ty  d i f fer  f rom one 
other. D&O is l ikely to be the most popular product s ince it is avai lable to 
all businesses.  As the name shows, it is l i teral ly prepared for di rectors 
and of f icers in case shareholders,  regula tors or others make al legat ions of 
misconduct  aga inst  them. On the contrary to this, PIP covers c la ims 
aga inst  employees.  Chubb, for  instance, deve loped ForeFront  combining 
some l iab i l i ty  insurance, such as D&O, employment  pract ices,  f iduc iary  and 
so on. The tables below br ief ly show which insurance products are 
avai lable  to cover each r isk in f inanc ial  inst i tut ions (Tables 5.2 & 5.3)496.

495 See L loyd ’s Electronic and Computer Crime Policy (Worldwide 1998 Form).
496 Tables 5.2 and 5.3 exclude some irre levant risks in th is context, such as 
environmental, health & safety and personne l/welfare risks from the orig inal. The 
orig inal table was given by a person concerned with general insurance and the author 
has his permission to re-arrange it for this thesis. The name of the person remains 
anonymous at his request. The author would like to thank him for his frankness and 
generous advice. The author is to blame for any typograph ica l errors.
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Table 5.2: Legal  Risk

Category Risks Available policies

Litigation risk Litigation from the third party for bodily injury 
and property damage

* Public l iabil ity 
insurance

Litigation targeting executives personally * Directors & Officers (D&O) 
liability insurance

Litigation from employees and ex-employees 
Trouble due to harassment in the workplace

‘ Employment practice 
liab il i ty  insurance

Litigation in terms of professional advice * Professional Indemnity 
Policy

Litigation relating to pension management * Pension Trustee liability 
insurance

Litigation relating to libel & slander * Libel & Slander liability 
insurance

Cost for legal proceedings in general * Legal expense insurance

Jurisdiction risk Litigation in disadvantageous jur isd ic t ion ‘ Depending on all liability 
insurance wordings

Documentation
risk

Legal liability because of errors and omission * Professional Indemnity 
under
* Bankers Blanket Bond
* D&O liability insurance

Security Risk Political risk * Political risk insurance

Table 5.3: O pera t ion a l  Risk

Category Risks Available policies

Crime risk Crime risk by employees * Fidelity cover under Bankers Blanket 
Bond

Crime risk by
non- employees/outsiders

* Commercial Crime Insurance

Violation of 
internal rule

Loss due to transaction beyond authority ‘ Unauthorized trading 
insurance

Physical
Disaster
Risk

Fire/explos ion & other risk of own 
property

* Property Insurance
* Loss of revenue cover under
* Business Interruption insurance 
‘ Additional Increased Cost of Working 
cover
* Loss of Rent insurance
* Public Liability Policy

Terrorism Bombs and other sabotage * Terrorism insurance (fire/explosion)

Abduction of executives * Kidnap & ransom insurance

IT Risk Computer crime
Financial loss caused by computer viruses

* Computer crime insurance

Loss due to misdirection (remittance 
/crediting) caused by computer viruses 
Loss/cost for the repair of the electronic 
data caused by computer viruses

* Computer crime insurance
* Computer All Risks
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Is it, in fact, necessary for  f inanc ia l  ins t i tu t ions  to purchase said 
t rad i t ional  insurance? It is necessary  for  all banks in the USA to 
purchase a FIB by the order  of  the Federal  Deposi t  Insurance Corporat ion 
(FDIC).  Unl ike the US, there is no such ob l igat ion in ei ther the Japanese 
or the UK f inancia l  markets. Nonethe less the saturat ion level of BBB in 
Europe is said to be over 90%497. There are no certain statist ics;  however, 
it is said that  the great major i ty of UK banks have purchased BBBs. With 
regard to Japan, as expected,  BBBs are very unl ike ly to be mainst ream 
al though they have been on the market s ince the 1970s. What could be 
the reason for the di f fe rences between the two countr ies? Japanese 
banks have never been keen on purchasing BBBs; rather, they have been 
keen to avoid making er rors or having acc idents .  In real i ty, there has 
been a concept  amongst  the general  publ ic that  being employed in f inanc ial  
inst i tut ions is very popular.  The poss ib le  reasons are (1) the Japanese 
bel ieve that banks never go bankrupt,  and (2) banks tend to pay a higher 
salary more steadi ly than most other indust r ies.  Therefore ,  recrui ts 
inundate banks to get a job and banks can choose from huge numbers of 
app l icants;  big f inanc ial  inst i tut ions  are only l ikely to choose graduates 
f rom good universi t ies.  Banks are able to careful ly  select  candidates who 
are well  educated as well  as f rom a good background so that potent ia l  
employees can provide a wr i t ten pledge from two good references. In 
case he/she commits a cr ime aga inst  the bank, the employer  asks the 
referees to cover  or compensate  for  the losses. The referees are 
customari ly  obl iged to compensate  them to honour  the ir  s igned pledges. 
Flaving this customary rule, banks are reluctant to purchase cost ly BBBs. 
Furthermore, many banks which the author  in terviewed expressed the view 
that Japanese f inancia l  ins t i tu t ions  cons ider  it uncustomary  to doubt thei r  
employees, s ince the Japanese  have a t rad i t iona l l y -based ethical  doctr ine 
that human nature is fundamenta l ly  good, al though this sounds sl ight ly 
inconsisten t wi th having to have good references for each employee.

Thus, even if a bank purchases a BBB, it would not disclose the fact  
to its employees, to avoid being thought  of  as unfai th ful  to them. On the 
other hand, in the UK, the BBB market  is mature according  to Zur ich 
London498. Not only Br i t ish-or ig ina ted banks but also fore ign capi tal banks 
purchase BBBs and related insurance. Amaz ing ly  enough, even Japanese 
banks in the UK purchase BBBs499. This  local BBB se l f -subs is tence is 
opposi te to the European style,  which is a top-down system where the 
headquarters  purchase insurance to cover its global  businesses.  A 
London branch of  a Japanese bank covers losses more wide ly  than its

497 See 'The classif ication and the application of operational risk ( Operat ional  r isk no 
bunrui - ta ike i  to katsuyoho) ’ , supra n.479.
498 The author is grateful to Mr C. Brown of Financia l Institu t ions Underwrit ing and Mr 
L. F ielder of Manager, Professional Lines, Zurich London Limited for their invaluable 
comments and advice.
499 Here the name remains anonymous by request. The author would like to thank 
the company for its frankness.
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headquarters  at home does. That is to say that the London branch adopts 
di f fe rence  risk management  measures  and recourses compared to its 
headquarters .  One underwr i ter  commented that UK f inancial  inst i tut ions 
have learnt  that  BBB works to reduce losses. Thus risk managers in each 
inst i tu t ion judge purchas ing BBBs as cheaper  than the cost of losses. 
Fur thermore,  the concept  “some bad app les amongst many good apples 
always exist  in any soc ie ty ” is comprehended in the UK m arke t500. In 
real i ty, £10 bi l l ion in England and Wales is the est imated cost of  corporate 
f raud per annum and approx im ate ly  30% of ident i f ied f rauds are commit ted 
by employees who have been in ins t i tu t ions  for  over f ive years501.

It is ev ident that  a conceptual  d i f fe rence exists between Japan and 
the UK; UK bus inesses consider  thei r  re la t ionship with employees without 
sent imenta l i ty .  If Japanese moral  ph i losophy cannot  accept enter ta ining 
doubts aga inst  em p lo y ees ’ loyal ty there are two opt ions left for  Japanese 
inst i tut ions :  e i ther reconc i le  losses or engage in other  types of precaut ions 
to avoid losses. To a greater or lesser extent,  this is l ikely to be an 
excuse not to purchase  a BBB since it covers  losses not only insiders make 
but also those which outs iders make. In addi t ion to this, it is dubious 
whether  employees, knowing that thei r  employer  has insurance, are 
encouraged or d iscouraged in dishonesty  and cr iminali ty.  It is hardly 
poss ib le  to say that  someone,  whether  an ins ider or outs ider  502 , 
spon taneous ly  cons iders  how a bank covers losses as a resul t of h is/her 
own of fence. So it is very l ikely to be i r re levant if a bank obtains 
insurance in order  to promote employee honesty.

If the losses Japanese banks suf fer are considerab ly  less than those 
of  UK banks, the Japanese  banks ’ re luctance towards BBB is 
unders tandable .  Unfor tunately,  there are no sta t ist ics  ava i lable in public 
to compare the size of  the losses. This is because incidents are not 
a lways reported to the relevant  author i t ies.  A bank especia l ly prefers to 
deal wi th an of fence in conf idence so as to avoid its reputat ion being lost if 
indeed an employee has commi t ted a cr ime. It is common for banks to 
have a reserve fund: it makes good the losses if an incident occurs.  It 
works  as se l f - insurance.  Some r isk managers or managing di rectors in 
f inanc ia l  inst i tu t ions  would consider  it bet ter  than purchasing a BBB, since 
the reserve fund would not be spent if nothing happens and reputat ion 
would not be lost.

2.2 A brand-new type of insurance

To sum up the prev ious  sect ion,  it has been trad i t ional ly  sat isfactory

500 Here the name remains anonymous by request. The author would like to thank 
the company for its frankness.
501 See ‘Fidelity & Crime Insurance ’ , <http :/ /w w w .tvseruk .co .uk /c r i .h tm l> (print out on 
f ile with author).
502 In this context, an ins ider means a crim inal who works in an institu tion as an 
employee and an outs ider means someone else. Ex-employees are considered 
outsiders.
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for  a bank to cover all the r isks wi th in its bus inesses by having BBBs, 
CCPs, PIPs and D&Os503. The quest ion is whether  the above-ment ioned 
trad i t iona l  insurance covers brand-new r isks occurr ing in cyberspace.  It 
was reported that the “ Love Bug V i rus ” in ear ly 2000 caused damage 
est imated at US$6.7 bi l l ion.  The incident and its damage drew 
cons iderab le  at tent ion f rom all over the world.  There are other statist ics 
showing the vu lnerab i l i ty  of  cyberspace: it costs a company US$125,000 
per hour when its webs i te  is shut down for outages. The FBI est imated 
that US$142,000 was the average cost of a network secur i ty  breach in 
1999504. But for  the gap in coverage of exist ing insurance products for 
f inanc ia l  ins t i tut ions,  a brand-new type of  insurance named cyber insurance 
and s im i la r  products would not have been deve loped (hereinaf ter  “cyber 
in su rance” is used as a blanket  term for any product cover ing cyber  r isks). 
Unfortunately,  it is unmis takab le  that  they missed some brand-new r isks in 
cyberspace:  in fr ingement  of copyr ight ,  defamat ion, cyber extort ion and the 
like. Observing  types of  loss, nei ther  loss of  income as a resul t  of 
bus iness in ter rupt ion nor extra expense (i.e. the increased cost of 
temporary  repairs and expedi t ing costs) are covered. However,  these 
types of  loss are not unique to cyberspace. Those are l ikely to happen in 
any business.  Thus, pol ic ies cover ing such losses are avai lable not only 
for  f inanc ia l  inst i tut ions  but also other industr ies.  It is crucial  to focus on 
whether  or not a r isk or loss is character is t ic  of cyberspace or cyber 
business  act iv i t ies.

The US Chamber  of  Commerce publ ished f igures which show that 40 
bi l l ion US dol lars per annum is lost by bus inesses as a resul t of  employee 
the f t505. The cases i l lustra te some of the problems. The f i rst  concerns 
Visnet, a Seatt le -based Internet service provider. Its network was 
at tacked by a hacker 44 t imes in two weeks in 1998. Chr is topher  Biscigl ia,  
later ident i f ied by the FBI as an 18-year-old former  employee of Visnet, 
deleted f i les f rom the network,  shut it down by spamming, inserted 
pornograph ic  pictures and sent customers a derogato ry  message about 
Visnet.  The company had basic bus iness insurance and submit ted a claim 
of  US$346,000 for data rep lacement,  publ ic relat ions costs,  and reduced 
revenue as a resul t  of  losing customers and so on. The insurance 
company decided to accept  the US$19,000 which the FBI est imated as the 
loss. Visnet found some exclusions,  such as the coverage of  onl ine 
defamat ion .  The losses Visnet suf fered could have been covered by 
cyber  insurance,  however  it is said that  it did not exist  on the market  when

503 Although the context is l im ited to only four polic ies, an ins titu tion is very l ikely to 
have other insurance polic ies, such as Fire insurance, ERISA (Employee Retirement 
Income Security Act) l iab il i ty  (mainly in the USA), and so on, for other business 
purposes.
504 See ‘ Prepare for the w ors t ’ ,
<h ttp :/ /w ww.darw inm aq.eom /read/120100/worst con ten t.h tm l> (print out on f ile with 
author).
505 See ‘Crime, Chubb Group of Insurance Companies’ ,
<http :/ /w w w .chubb.com /bus inesses/ep /cr im e/cr im e.h tm l> (print out on f ile with 
author).
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the ser ies of at tacks on Visnet  started. By 2000, the average premium for 
such a product was around 20,000 US dol lars with high deduct ib les .  It is 
doubtful  whether  Visnet could have af forded it even if it had been avai lable 
on the marke t506.

Some we l l -known companies and organ isat ions have also fal len 
vict im to cyber cr ime. Approx imate ly  50 high-prof i le domain names, such 
as Manchester United and Adidas, were at tacked on 9th Apr i l  2000 by a 
group suspected to be Serbian hackers 507. The domain names were 
hi jacked and as a consequence,  the pol i t ical  propaganda of the group was 
broadcast aga inst  the wi l l  of the websi te  owners.  Ad idas,  part icular ly,  
was threatened by these cyber terror is ts  to pay a ransom instead of having 
a v irus implanted in its computer systems and ne two rk508. Demon, the 
Br it ish Internet Service Provider, was awarded £250,000 when a 
defamat ion case was settled in the High Court  in ear ly 2000. Norwich 
Union ended up paying £450,000 in compensat ion when emai l of one of its 
employees l ibel led a com pet i to r509. Some reported extort ion  cases show 
that a company is l ikely to face an abso lute minimum of a £10 mil l ion 
ransom in the even t of  cyber extort ion (Table 5.4).

Table 5.4: The reported  cyber  ex tor t ion  cases

Ransom Threats and their target industries
10 m il l io n A c o m p u te r  c rash  th re a t  a g a in s t  a B r i t ish  b ro k e ra g e  house
12.5 m il l io n B la c k m a i l  th re a ts  a g a in s t  a B r i t ish  bank
10 m il l io n B la c k m a i l  th re a ts  a g a in s t  a B r it ish  b ro k e ra g e  house
10 m il l io n T h re a ts  a g a in s t  a B r i t ish  de fe n ce  f irm
Currency unit: Pounds sterling.
(Reference: See ‘ COMPSEC 2001, Recent Cases of Electronic Fraud and
Recovery ’ , <h ttp ://www.pcbso ls.com /links/com psec 2001.htm> (print out on file
with author).

The above Visnet  and Adidas cases do not relate to f inancial  
ins t i tut ions.  However, s imi lar  incidents are very l ikely to happen to 
f inancial  inst i tut ions  and the losses could be worse. On the other hand, 
f inancial  ins t i tu t ions  are very l ikely to be targets of cyber extort ion.  The 
most cost ly expenses in the Visnet case were loss of  income as a resul t of 
business in ter rup t ion  and extra expenses;  it was not physical  property

506 Bisciglia pleaded guilty to unauthorized access and computer damage and faced 
e ither up to a year in prison or US$100,000 fine. See 'Prepare for the worst’ , supra 
n.490, and ‘Got Cyber Insurance?’ ,
<h ttp ://www.com puerworld .com /cw i/P rin ter Friendly Version/0.1212,NAV47 STQ4872 
1 - OO.html> (print out on file with author). 
bU' See 'Domain War Motive a Guess’ ,
<http://www.wired.eom/news/business/Q. 1 367,35708.00.htm l> and "Serb  hackers' on 
the rampage’ , <http ://news.bbc.co.Uk/1/h i/world/europe/712211 ,stm> (print out on file 
with author).
508 The information was obtained from an interview with W ill is  Limited.
509 See ‘Cyber l iab i l i ty  insurance ’ , <http :/ /w w w .tvseruk .co .uk /c l i .h tm l> (print out on 
f ile with author).
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damage of computers and servers.  It is, in real i ty, not impossib le  to 
est imate how much computers and their  equ ipment  cost  in case of 
breakdown whatever  the cause is. In addi t ion to this,  replacing damaged 
computers  and servers genera l ly wi l l  not be an enormous claim aga inst  
insurance companies and underwr i ters.  The most cruc ial  and in tr ins ica l ly  
exorbi tant  risk is, w i thout  doubt, l iabi l i ty.  In genera l ,  l iabi l i ty  c la ims are 
very l ikely to remain uncertain depending on the si tuat ion but they could be 
huge. If a party f i les a sui t  aga inst  a company, and if the cour t  judges  the 
claim of the plain t i f f  reasonable,  legal costs as well  as f inancia l  
compensat ion seem to be unavoidable for  the defendant.  Involv ing 
cyberspace in bus inesses makes l iabi l i ty  issues more intr icate.  In 
essence, potent ia l ,  l i t ig ious enemies for a company are wi th in the scope 
that its own products or serv ices reach. However, if it is involved in 
cyberspace,  due to its nature,  there is no wonder  it may conf l ic t  wi th 
anyone from anywhere in the world.  None of  the above cases state 
whether  or not the compan ies  had cyber insurance, except the V isnet  case 
where the company only had tradi t iona l  products.  However, cons ider ing 
the t ime of the at tacks aga inst  Adidas, it was unl ike ly to have purchased 
cyber insurance since such insurance was not popu la r  at the t ime. It is 
worthwhi le  to examine some spec i f ic  r isks of  what  is l ikely to damage 
businesses in connect ion  wi th cyberspace:

1) Cyber  l iabi l i ty
If Company X conta ins any cyber i tems connected with its business, such
as emai ls, webs i tes  or intranet,  they could cause troub le for  X itself.
For instance:

(a) X, unknowingly,  could infr inge inte l lec tua l  property r ights;
(b) Fol lowing a rush of  publ ished corpora te  homepages,  

cybersqua t t ing510 gave birth to a new type of a threat;
(c) Defamatory messages against  X could be d is tr ibu ted by emai ls  or 

posted on a websi te;
(d) X could breach conf idence  or invade som eone ’s pr ivacy;
(e) X could neg l igent ly  distr ibute a computer  v irus,  logic bomb or the 

l ike and in ter rup t a third par ty ’s business; and
(f) If a hacker gets unauthor ized access to X ’s computer  data,  obtains 

X ’s e lec tron ic  s ignature,  e lec tron ic  cer t i f i ca te  or the l ike, and 
swindles a thi rd party in good faith for  h is/her  own purposes for the 
purpose of  c r im ina l  gain.

510 “ Cybersquatt ing” is explained in the U.S. federal law known as the 
Anti-Cybersquatt ing Consumer Protection Act as “ reg istering, tra ff ick ing in, or using a 
domain name with bad-fa ith  intent to profit from the goodwill of a trademark 
belonging to someone e lse ” . A ‘domain name’ is defined in the World In te llectua l 
Property Organization (WIPO) as ‘an a lphanumeric string that corresponds to a 
numerical address on the In te rne t. ’ See ‘ searchW ebManagement.com D e f in it ions ’ , 
<h ttp :/ /searchwebm anaaem ent.techtarqet.eom /sDefin it ion /Q .,sid27 qci21 3900.00.htm l 
> and ‘Publication 833 Joint Recommendation & Artic le 1’ ,
<h ttp :/ /w w w .w ipo.in t/about- ip /en/deve lopm ent ip law/pub833-01 ,h tm > (print out on file 
with author).
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This is l ikely to exc lude cover ing l iabi l i ty  if it is caused as a resul t  of an 
emp loyee ’s dishonest  act.

2) Cyber  damage
Damage to e lec tron ica l ly  kept data, webs i tes ,  intranet, computer  systems, 
and/or computer  network is l ikely to be made by a hacker. This also 
includes a hacker  copying or steal ing X ’s data or programmes.  If the 
said damage occurs,  the expenses for rep lacement  or repair  would be 
covered. If a pol icy  is jus t  for  cyber  l iabi l i ty,  this c lause would not be 
included.

3) E-commerce fraud
As it is ment ioned in 1), a hacker  could obtain X ’s e lec tron ic  s ignature,  
e lect ron ic  cert i f icate or the l ike by unauthor ized access. The outcome 
of X ’s e lec tron ic  s ignature  being used for f raudu len t  purposes is that  X is 
l ikely to de l iver a subst i tute:  products,  money and so on. The f inancial  
losses X sustains would be covered.

4) Loss of income (i.e., protect ing revenue)
If at tacks occurred within the remit  of  2), X ’s business is very l ikely to be 
interrupted. This  would resul t  in loss of income. This c lause most ly 
involves “ t ime re ten t ion ” which exc ludes a certain per iod of  t ime from the 
whole inc ident per iod.  That is to say that only losses for consecut ive 
hours in excess of  a certain t ime are covered.

5) Cyber Extort ion
Like Cybersquatt ing ,  this is a new risk. A th ird party threatens  X and 
demands ransom money. The di f fe rence  to a t radi t iona l  extort ion cr ime 
is that  all the b lackmai le r  needs is his/her computer ski l ls  to k idnap or 
hi jack the safety  and in tegr i ty of a computer  system, computer  data and 
the l ike: he/she th rea tens to damage,  destroy  or spread a computer  vi rus 
to the said i tems. X ’s conf ident ia l  info rmat ion,  such as t rade secret ,  is 
also in danger of  being k idnapped.  Not only the ransom but also the 
negot ia to rs ’ or r isk consu l tan ts ’ expenses are covered. The negot ia tors  
or r isk consu l tan ts  (cont racted by insurance companies or underwr i ters)  
not only negot ia te  wi th the b lackmai le r  but also judge whether  the 
b lackmai ler  has adequate ski l ls  to fu l f i l  h is /her th rea ts511.

6) Cyber  cr ime commit ted by an employee
X ’s employees,  exc lud ing di rectors  and of f icers,  can get unauthor ized 
access very easi ly and commit  fu r ther  cr ime. If any cyber content  is 
damaged, destroyed, misused or copied for personal  gain, rep lacement  
and repair  expenses.

511 The author is gratefu l to Mr R. Coello, Account Executive, and Mr J. Naish, 
Advisor of Global Financia l & Executive Risks Practice, W ill is  Limited for their 
invaluable comments and advice.
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7) Charge-backs
“C ha rge -backs ” are def ined in a pol icy  of  Tyser (UK) Limited as sums X 
wants to be reimbursed for the cost of goods or serv ices bought by a 
cus tomer  which his/her bank did not honour. Al though Tyser ’s 
Comprehens ive  Esurance Policy covers this, some insurance companies 
are re luctant to cover charge-backs.

Exc lus ions exist: f irst ly,  and obviously,  if an accident or incident 
occurs wh ich fal ls outs ide the remit of  the seven risks, then damages or 
losses incurred are not covered; secondly,  spec i f ic  exc lus ions within the 
remi t  of  the seven r isks could be included in pol icies taken out by di f ferent 
compan ies.  The most common exc lus ions are the losses incurred in 
re lat ion to nuclear  explos ions , terror ism and w a r512.

Rossi  said r isks are divided into two categor ies:  f i rst  and third party 
r isks513. First  party r isks contain natural  peri l  property damage, employee 
dishonesty,  th i rd -par ty  cr ime and mal ic ious conduct, extort ion,  computer  
programming errors,  business in ter rupt ion and extra expense. Third party 
r isks l i teral ly conta in  l iabi l i ty for  damages of a third party who has been in 
good fai th.  The tables below show a compar ison between cyber insurance 
and t rad i t iona l  insurance depending on the type of r isks (Tables 5.5 & 
5 .6 514)

512 The above in formation is arranged after comparing insurance policies the author 
was given by some underwriters and obtained online. For the purpose of their 
business in terests, the names remain anonymous. The author would like to thank 
the companies for the ir frankness. A Specimen Policy of Tyser’s Cyber Liabil ity  
Insurance is availab le  online from <http :/ /w w w .tvseruk.co .uk/esurance.pdf> (print out 
on f ile with author).
513 See ‘F irs t-Party  E-Commerce Risks’ ,
<h ttp ://w w w .irm i.com /expert/a r t ic les /ross i002 .asp> (print out on f ile with author).
614 Tables 5.5 and 5.6 were completed adding some extra risks in relation to this 
context. The orig ina l tables were given by Mr R Coello, Account Executive of Will is 
L imited, and the author has his permission to arrange them for th is thesis. The 
author would like to thank him for his frankness and generous advice. The author is 
to blame for any un intentional or incorrect typograph ica l errors or characterisation. 
The author would like to thank him for his frankness and generous advice.
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Table 5.5: First party risks

(Loss to property  including Extra expense, Business Interrupt ion,  
Forens ics and Public Relat ions)

Type of risks Cyber
insurance
( Information

assets)

Propert
y

(Physical
damage

to
tangible
property)

BBB
(Money, 

securi t ies 
, other 

property)

CCP
(Money,

securi t ies

electronic
data)

Kidnap
&

Ranso
m

Denial of 
Service - no
di rect or indi rect  
physical  loss to 
data or systems

C N N/A N N/A

Human/administr  
ative error C* Q N/A N N/A
Unauthorized
disclosure,
copying of
proprietary,
private or
confidential
information

C N N N N/A

Destruction, alteration, erasure, corruption of data by:
Virus C N N/A C1 N/A

Malicious attack C N Q C1 N/A
Extortion against information assets:

Divulge trade 
secret  or 

conf ident ial  
information

C N N/A N C

Any other 
information or 

system
C N N/A N N

Introduction of 
virus

C N N/A N C

Publicity of data 
alteration

C N N/A N C

Ransom monies C N N/A N C
Business

interrupt ion C* N N/A N Limited

Computer Fraud - theft of mon ies or transfer of goods by:
Employee N N C C N/A

Non-employee C* C2 C C N/A
Theft or loss of 
trade secrets C* N N N N/A

Patent /
copyright
infringement

C* N/A N/A N/A N/A
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(C o n t in u e s  from  the  p re v io u s  page)

Type of risks
Cyber

insurance Property BBB CCP Kidnap & 
Ransom

Repudiation of 
access C* N N/A N N/A

Theft of digital 
certificate C* N Q Q N/A

Telecommunica 
tions theft c N N L im ite d N/A

Hacking of 
smart / access 
cards

c* N Q Q N/A

Mobile Commerce
(M-Commerce) c N Q Q N/A

Server side 
E-Wallet -Electronic 
systems and 
communications/ 
data protection/ 
credit card fraud/ 
liability for 
encryption

c N Q Q N/A

Software lack of 
performance c* N N N N/A

Use of third party
(ASP-Application 
Service Providers) 
Infidelity/ errors/ 
data protection/ 
business at ASP

c* N N N N/A

Aggregation services ( th e f t  of m on ies  is e xc lu d e d  s in ce  it is p o ss ib le  
to fa l l  in to  c o m p u te r  f raud )
as its service provider attacked to destroy, alter, erase, corrupt of data or systems by:

Employee N N Q N N/A
Non-employee P o ss ib le N Q P o s s ib le N/A

Extortion threat P o ss ib le N N/A N Q
as a business partner of its service provider attacked to destroy, alter, erase, corrupt 
data or systems by:

Employee N N Q N N/A
Non-employee P o ss ib le N Q P o s s ib le N/A

C = covered.
C* = Coverage available under specif ic e-risk products/ta ilo r ing. 
Q = Questionable coverage.
N = No coverage.
N/A = Not applicable to th is policy.

C1 = Covered destruction or damage but not Business Interruption. 
C2 = Covered for theft of physical property only.
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Table 5.6: Third party r isks

(Defence costs and indemni ty  payments)
Type of 

risks
Cyber

insuranc
e (wrongful 

act
-Internet, 

technology, 
enterprise 
network & 

multimedia)

Commerc
ial

General
Liabil i ty

(CGL)

B ankers“
Profess io

nal
Liabil i ty
(wrongful 
act from 

professional 
services)

Electroni  
c Crime
(Defence

and
indemnity)

Technolog  
y Errors & 
Omissions
(covers OTX 

only for 
technology 
services)

Errors & Omissions including unaut lo r ized  access
Profession 
al banking 

services
C* N C C3 N

Internet
services C N Q C3 C-OTX

Technology
services C N Q N C-OTX

Virus
transmissio

n
c N N N C-OTX

Aggregat io 
n services 
as its service 

provider

Possible N Q Q Possible
C-OTX

Advert is ing onl ine
Broad
media
perils

C Q-limited Q-limited N C-OTX

Publ ishing / Mult imedia
Broad

multimedia
perils

C Q-limited Q-limited N C-OTX

Privacy
violations c Q-limited Q N C-OTX

Chat room
/bulletin
board

c Q-limited Q-limited N
Excluded if 
edited or 

censored by 
the Assured

Software 
developme 
nt and/or 
sales

c N Q N C-OTX

Software
copyright
infringeme
nt

c* N Q N C-OTX

Software
patent
infringeme
nt

c* N N N N

C3 = Covered for hacker virus damage to customer data.
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The pol ices are compared by the var ious types of potent ia l  r isks and 
cr imes. Cyber  insurance covers approx imate ly  96% of f i rst and 100% of 
thi rd party r isks rela t ing to cyber risks. Contrary to this,  other t radi t ional  
products cover less than 20% of f i rst  party r isks. With regard to third 
party r isks, the Techno logy  Errors & Omiss ions  Pol icy covers approximate ly  
70%, however  o ther  t rad i t ional  products cover, again,  less than 20% of 
r isks515. Insurance compan ies  deal wi th dupl icated coverage. The cyber 
r isks thus far seem to be ful ly covered, al though cover ing the risks in 
relat ion to aggregat ion  services remains to be seen since it has jus t  been 
introduced in the f inanc ia l  market.  Technically,  the risks are covered by 
insurance to some extent.  The points are that , f irstly, a new type of risk 
needs t ime to be judged and secondly,  a decis ion must be taken as to 
which pol icy should take care of it. Therefore,  a company must be
caut ious  in the face of  new cyber r isks,  or before using any serv ices in 
cyberspace which may or may not be covered.

So, what  types of cyber insurance are actual ly  avai lable on the UK 
market? The table below is a survey of cyber insurance mainly in the 
USA, as well  as in Europe and Austra l ia  (Table 5.7). In fact, the cyber 
insurance market  in the USA is l i vel ier  than anywhere else. As is 
un iversa l ly  known, the not ion of  l iabi l i ty  is fu l ly  deve loped in the USA. 
The UK insurance marke t fo l lows that of the USA but it does not exceed 
i t516. It is, therefo re ,  no wonder  that  the US market  (more than any other) 
is fa r  more keen on deve lop ing and purchasing cyber insurance. 
Furthermore,  in te rna t iona l  foreign capi ta l  insurance companies,  such as 
AIG, Chubb and Zur ich,  run insurance bus inesses in the UK and Europe. 
Safeon l ine Limited, fo r  instance, has done bus iness for four years in the 
UK and two years in the USA. By 2002, the great  major i ty of customers 
were in the USA517. Those who have bus inesses in mult ip le countr ies tend 
to supply s im i la r  or the same cyber insurance to the or ig inal  products 
(supp l ied  in the USA) in the UK and Europe.

515 The risks in aggregation services are excluded.
516 The information was obtained from an interv iew with L loyd ’s Japan.
517 The author is gratefu l to Ms S. Alton of Safeonline Limited for her invaluable 
comments and advice.
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Table 5.7: Stand Alone E-commerce Market Survey

Insurer, Managing 
General Agent, or 
Insurance Broker

Policy Name

3rd
Pty.
Crim

e

Employ
ee

Dishone
sty

Bl
and
EE

Extorti
on

Prof.
Svcs.
Liab.

Medi
a

E&O
Lia
b.

Policies Sold in the U.S.
AIG NetAdvantage Pro + Internet 

Professional Liability Policy No No No No Yes Yes

NetAdvantage Security + 
Internet and Computer Network 
Security Policy

Yes Yes Yes Yes No Yes

Net Advantage Liability Internet 
and Professional Security 
Liability Insurance

Parti
al* Partial* No Yes Yes Yes

ProTech Technology Liability 
Insurance Policy No No No No Yes Yes

Cyber Security Yes Yes Yes Yes No No
Chubb Executive 
Risk

Safety'Net Internet Liability 
Insurance No No No No No Yes

Hiscox Hacker Insurance Yes Yes Yes Yes Yes Yes
Legion Indemnity 
Company

INSUREtrust Electronic 
Information E&O (EIE&O) 
Liability Policy

Parti
al* Partial* No No Yes Yes

Lloyd's Computer Information and Data 
Security Insurance Yes Yes Yes Yes Yes Yes

Lloyd’s (WISP) Website Crime & Intranet 
Insurance Yes Yes Yes Yes Yes Yes

Lloyd's (Besso) Technology, Media and 
Professional Liability Insurance No No No No Yes Yes

Lloyd's (JLT Risk 
Solutions) E-Comprehensive Yes Yes Yes Yes Yes Yes

Marsh NetSecure Yes Yes Yes Yes Yes Yes
Media/Professional 
Liability (Gulf)

CyberLiability Plus Insurance 
Policy No No No No Yes Yes

Royal Surplus 
Lines

Computer, Telecommunications 
and Internet Services Liability 
Coverage

No No No No Yes Yes

St. Paul Technology Premier Computer 
Network Security Protection 
(Networker)

Yes Yes Yes Yes No No

Cybertech+ Liability No No No No Yes Yes
Tamarack (Great 
American)

Dot.Com Errors and Omissions 
Liability Insurance Policy No No No No Yes Yes

Zurich North 
American Financial 
Enterprises

E-Risk Protection Policy Yes Yes Yes Yes No Yes

Policies Sold in Europe
ACE Europe

DataGuard Yes Yes

Can
be

adde
d

Yes No No
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Hiscox Hacker Insurance Yes Yes Yes Yes Yes Yes
Lloyd's (JLT Risk 
Solutions) E-Comprehensive Yes Yes Yes Yes Yes Yes
Marsh NetSecure Yes Yes Yes Yes Yes Yes
Park Insurance 
Services Internet Insurance No No No No Yes Yes
Zurich North 
American Financial 
Enterprises

E-Risk Protection Policy Yes Yes Yes Yes No Yes

Policies Sold in Austral a
Marsh NetSecure Yes Yes Yes Yes Yes Yes
St. Paul Technology Premier Computer 

Network Security Protection 
(Networker)

Yes Yes Yes Yes No No

Cybertech+ Liability No No No No Yes Yes
* Partial: for liability arising therefrom.

(Reference: See Stand Alone E-Commerce Market Survey, July 2001, by Michael A. Rossi, Insurance 
Law Group, Inc., <h ttp ://w w w .irm i.com /expert/a rt ic les /ross i004chart.asp> (print out on 
f ile with author).

The fol lowing table presents some products avai lable  in the UK market 
(Table 5.8).

Table 5.8: UK cyber insurance businesses

Name Property damage Cyber l iabil ity
ACE Insurance  
S.A.-N.V. (UK 
branch)

ACE f raudProtec to r  - 
Comprehensive Cr ime 
Insurance

app l icable

AIG Europe appl icab le AIG netAdvantage 
Sui te (SM)

Beazley N/A AFB Skinny Tech (SM)
Hiscox
Syndicates Ltd

Covered by Cyber 
Insurance to some degree

Cyber Insurance

Media/Professio  
nal Insurance app l icable CyberL iab i l i ty  Plus 

(TM)
Safeonl ine SafeData

SageAsset
SafeEmai l
SafeEnterpr ise

St. Paul  
Internat ional  
Insurance  
Company

app l icable

Cybermedia Liabi l i ty 
Network Secur i ty

Some related brokers registered in L loyd ’s
Dickson Manchester  and Co Ltd
Holman Insurance Brokers Limited
MRM In te rmediar ies  Limited
Swing lehurs t  L imited
(Reference: The information was obtained through the websites, particu larly 
L loyd's.com, <h ttp :/ /www.llovds.com /> as well as bv direct enauirv bv the 
author. The author is to blame for any un intentional incorrect mistyping or 
character iza tion .)
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Now that it is clear what types of r isks exist  in relat ion to cyber 
insurance and how cyber insurance covers such risks, the next quest ion is 
how far an assured is covered. The loss scenar ios  Chubb have prepared 
show that:

1) a bank is l ikely to suf fer  a direct  loss of US$ 750,000 as a resul t  of 
e- theft  (hacking into a bank ’s network,  creat ing fake accounts,  
debi t ing the accounts  and withdrawing money immediately) ;

2) Certain f inancial  inst i tut ions could be held to a US$1 mi l l ion ransom 
over credi t  card numbers.  This type of  threat seems to be easi ly 
leaked into the publ ic domain.  As a consequence of  this ser ies  of 
occurrences,  the inst i tut ions involved would also lose the ir  good 
reputat ion as well  as customer conf idence. These incur  extra 
expenses for publ ic relat ions;

3) a bank is l ikely to suf fer  a direct  loss of US$1.5 mi l l ion do l la rs  as a 
consequence of  an e-signature being stolen or al tered and used for 
f raudulent  purpose 518.

The highest coverage of property damage by cyber insurance is said 
to be up to US$200 mi l l ion;  its premium ranges from $10,000 to $25,000 
per mi l l ion per annum. For up to $1 mil l ion,  coverage of l iabi l i ty  starts at 
$2,500 per annum. A premium of $7,000 per annum for $1 mi l l ion is 
necessary  to cover computer  cr ime. The premium of Business
Interrupt ion coverage on e-commerce sales is $50,000 to $70 ,000 per 
annum. It covers s ixty days ’ business outage for a company wh ich earns 
$40 mi l l ion per annum onl ine.  For a smal ler  company, $1,000 or $2,000 
per annum wi l l  do for  $100,000 cove rage519. Other indices are $1,000 
minimum premium for a coverage l imi t  of  $250,000 or spl i t  l imi ts of 
$100,000 to $300,000,  or $2,500 minimum Self - Insured Retent ion for  each 
loss 520. These are,  however, merely examples.  The prem iums of 
products di f fer  f rom the size of  the assu red ’s businesses, the compos i t ion 
of the product itself,  which r isks the assured prefers to be covered and so 
on Taking SafeEmai l  as an example,  this product  is deve loped for cover ing 
l iabi l i ty  targeted at small  companies,  such as those employ ing up to 250 
people.  It works in the event that  an emai l or an instant message sent by 
an employee causes any problem, such as defamat ion, in f r ingement  of 
privacy, or the t ransmiss ion of a computer  virus.  The premium for 
cover ing 250 emai l  users would be $8,000 for the coverage l imi t  of  f rom

518 See ‘CyberSecurity by ChubbSM for F inancial Ins t i tu t ions ’ , 
<h ttp ://w w w .chubb.com /bus inesses/d fi/cvber/ index.h tm l> (print out on f ile with 
author).
519 See ‘The Policy of P ro tec tion ’ ,
<http ://w w w .nw fus ion .com /research /2000/1023fea t2 .h tm l7n f> (print out on f i le  with 
author).
520 See 'Greenhalgh Insurance Insurance Cyber L iab i l i ty ’ ,
<h ttp ://www.qreenhalQhinsurance.com/cvber.h tm l> (print out on f i le  with author).
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$100,000 up to $1 m i l l ion521.

In addi t ion,  there is a report  stat ing that a computer  using the 
Windows NT operat ing system (OS) is more vulnerable secur i ty -w ise than if 
it were to use other systems. Thus, an insurance company cal led Wurzler 
Underwr i t ing Managers,  Inc. imposes 25% extra on its ant i -hack ing pol icy 
for companies using Windows NT OS. Leyden argued this stance was 
unfair  since having t ight  secur i ty  is far  more important  than the products 
( = OS) being instal led in computers and secur i ty  is l ikely to be dependent  
on the in fras truc ture of computer  ha rdw are522.

As to the extent  of capaci ty of  cyber insurance, some insurance 
companies prefer to keep their  l imi ts to US$2 to 3 mi l l ion for  f i rst  party 
r isks whereas some compan ies  of fer  a b igger capac i t y523. In regard to the 
third party r isks,  it has a wide range from $10 to 15 mil l ion;  for  example,  
AIG covers up to at least  $25 m i l l ion524. Sa feonl ine commented that it 
sets the l imi t  up to $25 mil l ion in gene ra l525.

3. The issues of  cyber  insurance

3.1 Tangible or intangible?

Notwithstand ing the d iscuss ions  above, cyber insurance remains a 
newborn baby in any insurance market.  To be a mature insurance product,  
it is necessary  to have plenty of  t ime to deve lop and ana lyse the product 
as well  as the r isks it covers.  Furthermore,  cyber bus inesses themselves 
have sti l l  been deve lop ing and changing day by day. Technica l ly it is 
ser ious ly d i f f icu l t  for  the insurance indus tr ies  to catch up or forecast  the 
ka le idoscopic  evolut ion of  cyberspace and each brand-new risk occurr ing 
therefrom. It is impossible to predict  what type of brand-new services 
would be deve loped or what  type of  new offence a high-tech maniac would 
commit  in cyberspace in the future.  Hence it is useless to ponder  how 
new r isks at tend ing to new serv ices or of fences should be covered. It is 
more pract ical  to direct  a t ten t ions  at what  is always direc t ly at risk: 
computer  data and the like, in te l lec tua l  property and p r ivacy526. Even if 
any new service or of fence is es tabl ished,  the potent ia l  d i rect  damage

521 See ‘Digita l Insurance Now Ava ilab le  fo r IM’ ,
<http ://www.instantm essaqinQplanet.eom /enterprise/artic le /Q ., 10816 1141401.00.html 
> (print out on f i le  with author).
522 See ‘Anti-Hack ing premiums 25% higher for Win NT’ ,
<http ://w w w .therea is te r.co .U k/con ten t/8 /18324.h tm l> (print out on f i le  with author).
52a See 'New Stand-Alone E-Commerce Insurance Policies for F irs t-Party R isks ’ , 
<h ttp : / /w w w .irm i.com /expert/a r t ic les /ross i006 .asp> (print out on f i le  with author).
524 See ‘New Stand-Alone E-Commerce L iab il i ty  Insurance for Th ird-Party Liabil ity 
Claims (Part 1)’ , < h ttp : / /w w w .irm i.com /expert/a r t ic les /ross i004 .asp>. 'Technology and 
Cyber r isk ’ , <h ttp :/ /w w w .tennan t.com /p -cvber.h tm l> (print out on f ile with author) and 
‘Greenhalgh Insurance Cyber L ia b i l i ty ’ , supra n.505.
525 The in formation was obta ined from an in terv iew with Safeonline Limited.
526 A good reputation could be ind irec t ly  at risk, however an ind irect damage is out of 
th is context.
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would be very l ikely to be done against  one (or all) of these three items. 
In o ther  words,  whatever  happens in the future,  it is unnecessary to worry 
as long as the said three i tems are covered by insurance products.

There has been an unsolved issue for a long t ime not only in 
insurance markets but also in the legal f ield:  whether  computer data is 
“ tang ib le  p roper ty ” or “ in tangib le p roper ty ” . This is the biggest conceptual  
point  at issue in relat ion to cyber in su rance ’s f i rst  party risks. It is 
because trad i t iona l  insurance products genera l ly use the term “property 
dam a g e “ and cover physical  damage or in jury to tangib le property, or the 
loss of  its use527. There are two issues behind this; f i rst ly,  if computer  
data is intangib le  property,  whether  it is impossible to cover the loss of 
compute r  data being damaged.  Secondly, it is whether  al ter ing,  damaging 
or cor rupt ing computer  data is to be judged as physical  damage or not. 
Since computers  have existed for more than a few decades, computer data 
has also existed for the same amount of t ime. W ithout  any sl ightest  
in f luence of this, these two points at issue remain uncertain.  In addi t ion 
to th is, there is a related issue. The term used in this context ,  “computer 
data and the l i ke ” is actua l ly very ambiguous.  To be precise,  this means 
e lec t ron ica l ly  recorded or stored informat ion,  such as computer data, 
p rogrammes,  sof tware and other  media 528 529. If so, what  about web
contents?  Can the in format ion conta ined on a webs i te be included in this 
ca tegory?

There is, of  course, a last resort  if cyber insurance, wi thout using 
the term “ property  dam age” , def ines in the pol icy that  damage or loss of 
compute r  data is covered. However, as this wi l l  be discussed as the next 
issue, some companies,  big compan ies  in part icular, are l ikely to prefer not 
to purchase a stand-a lone insurance pol icy such as cyber insurance 
Thus,  it is advisab le  not to exclude tradi t iona l  insurance products from 
cover ing cyber  risks.

In 1990 ’s in the USA, the said issues were referred to by some court  
dec is ions  but no def in i te  answer  was given. So it is said that  the
approach of  the Y2K issue was confused 530. Technica l ly speaking, 
compute r  data is not v is ib le  and touchab le  unless it is kept in any media, 
the re fo re  it is judged as in tang ib le  property.  However, bus inesses are not 
that  s imple.  No one would deny that computers  are deeply  involved in 
t o d a y ’s bus inesses.  Data assembled by computers  are the assets of a

527 See ‘Th ird -Party  L iab il i ty  E-Commerce Risks and Tradit ional Insurance 
Program m es’ , <h ttp ://w w w .irm i.com /expert/a r t ic les /ross i003 .asp> (print out on file 
with author).
528 See ‘ Is Computer Data Tangible Property or Subject to Physical Loss or Damage 
Part 1’ , <h ttp :/ /w w w .irm i.com /expert/a r t ic les /ross i008 .asp> (print out on f ile with 
author).
529 See ‘ Bringing Order to Chaos Insurance Issues for E-Commerce Ac t iv i t ies ’ ,
<h ttp : / /w w w ,irm i.com /expert/a r t ic les /ross i001 ,asp> (print out on f i le  with author).
530 See ‘ Is Computer Data Tangible Property or Subject to Physical Loss or Damage 
Part 1 ’ , supra n .513.
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company  wi thout  doubt. From an assu red ’s v iewpoint ,  data,  as intangible 
p roper ty  is of ten more importan t than computers,  subst i tu table tangible 
property .  As long as computer  data and the l ike are consc ious ly  or 
unconsc ious ly  accepted as "property ” by compan ies  in general,  there is no 
surpr ise in their  be l ie f  that  “such asse t ” is covered by insurance products 
they have purchased. Unfor tunately this does not arouse sympathy f rom 
insurance companies.  Thus, the issues over whether  the loss of computer  
damage and the l ike is covered by t rad i t ional  insurance products or is to be 
subject  to the “physical  loss or dam age” clause, must be clearly presented.

Examining the legal aspect, computer  data and the like are 
in tangib le  property in the UK. Thus, the Cr iminal  Damage Act 1971 was 
not app l icab le  to c r im ina l ise the accused in Cox v. Ri ley  (1986) 83 Cr App 
Rep 54 in the t ime of  1986 since “ proper ty ” is def ined in sect ion 10 as “a 
tang ib le  na tu re ” 531. However,  the Computer Misuse Act 1990, in ef fect  
s ince 1st September  1990, has cr imina l ised unauthor ized access to 
computer  materia l ,  unauthor ized modif icat ion,  and further  of fences 532. 
This enables the c r im ina l isa t ion of the o f fender  who damages or al ters 
intangib le  property,  i.e., computer  data and the like.

Apparent ly  Japan had a s imi lar  s i tuat ion unti l  the Unauthor ized 
Compute r  Access Law (UCAL) came into ef fect  on 13th February 2000; 
al though its cr i ter ion for  cr imina l is ing an of fence had been whether  or not 
any damage was g iven533. In general ,  there is no doubt that  law is not 
es tab l ished to protect  something meaningless;  some legal interests must 
ex is t  beneath each Act. Unmistakably,  both the Br it ish Computer Misuse 
Act 1990 and the Japanese UCAL target to protec t  computer data and the 
l ike f rom being damaged or al tered. That is to say, it is possible to 
conclude that they are basical ly the assets which need to be protected 
whether  they are recogn ised as tangible or in tangib le  property.  Cr iminal  
law is, of  course, di f fe rent  f rom civi l  law. Even if cr iminal  law is in the 
in teres t  of  protect ion,  civi l law in relat ion to insurance law does not fo l low 
this straigh tfo rwardly.  Insurance is based on contract ;  if a clause that 
c lear ly def ines tangible property does not involve computer  data and the 
l ike,  and if both an assured and an insurer  s igned the contract  document,  it 
is hard ly  possible  to be over turned.  As Reta i l  Systems, Inc. v. VNA 
Insurance Cos., 469 NW2d 735 (Minn App 1991) in the USA shows, it may 
be poss ib le  to cover the loss if media-s tored in format ion (such as a disk) is 
lost s ince media is tangible .  However,  this case was resolved due to the 
ex is tence of  media:  no suggest ion  was given to the issue of tangible 
p rope r ty534. It would be pract ical  to switch the issue to whether  damaging 
or al ter ing computer  data and the l ike would phys ical ly damage tangible

531 See ‘Case: Cox vs. Riley (1986)’ , supra n.252. The details of the case are 
d iscussed in depth in Chapter II.
532 See ‘Computer Misuse Act 1990 (c. 18)’ , supra n.255.
533 The details are d iscussed in depth in Chapter II.
534 See ‘ Is Computer Data Tangible Property or Subject to Physical Loss or Damage 
Part 1’ , supra  n.513 and infra n.522.
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property.  In the Be l lwether  Ingram Micro case, the computer  data of  the 
assured was lost  as a resul t of power outage, and the company lost data 
processing capabi l i ty  for  several days unti l  the defaul t  system was 
replaced. When the insurer argued there had been no physical  damage 
since the assured had had the replacement,  the court commented that:

" ‘Physical  dam ag e ’ is not restr icted to the physical  destruc t ion  or harm 
of computer  c i rcui t ry  but includes the ‘ loss of access, loss of  use, and 
loss of func t iona l i ty ."

Rossi conc luded the case proposed that if computer  data wi th in a 
computer is damaged, it means the computer  i tsel f  is phys ical ly dam aged535. 
This v iew may sound somewhat  radical . However,  it is surely reasonable 
to consider  that  computer  data and the l ike are stored contents wi th the 
computer i tsel f  as a receptacle.  If a pair of  them are marred, the damage 
or loss should have coverage possibi l i t ies.  In regard to the web contents,  
the di f fe rences from computer data and the l ike are that  the web contents 
are stored in a server  computer and are public.  In a sense, judg ing from 
the public exposure,  such informat ion is more at risk than others. As long 
as the web con tents  are the assets of  a company, there should be no 
reason to di f fe rent ia te  them from computer  data and the like.

On the o ther  hand, the case law is l ikely to suppor t  coverage of third 
party risks, cons ider ing computer  data as tangible property.  The 
under ly ing theory  is the same as the Retai l Systems case ment ioned 
ear l ie r536.

In pract ice,  there are some insurers in the USA who have paid for 
c la ims, including computer  data damages or losses, under t rad i t ional  
commerc ia l  insurance pol ic ies with the issues of tangible or intangib le  yet  
unresolved. In addi t ion to this, some companies present the ir  posi t ions — 
that computer  data is considered as tangible property — in the ir  po l ic ies537. 
However,  it is ev ident ly  not the mainstream.

3.2 The approach to purchasing insurance products

There are l ikely to be two d i f ferent approaches to purchasing 
insurance products  cover ing risks assoc ia ted with cyberspace: f i rst ly,  to 
amend or add to exist ing pol ic ies of  an assured; secondly,  to purchase an

535 American Guarantee & Liabil ity Insurance Co. v. Ingram Micro, Inc., 200 U.S. Dist 
LEXIS 7299 (D Ariz Apr. 18, 2000), see ‘ Is Computer Data Tangible Property or 
Subject to Physical Loss or Damage Part 1’ , supra nn.513 and 519, and ‘American 
Guarantee & L iab il i ty  Insurance Co. v. Ingram Micro, Inc ’ , 
<h ttp ://w w w .ph il l ipsn izer.com /in t-a rt199 .htm > (print out on fi le with author).
53b See ‘ Is Computer Data Tangible Property or Subject to Physical Loss or Damage 
Part 2 ’ , <h ttp ://w w w .irm i.com /expert/a rt ic les /ross i009 .asp> (print out on f ile with 
author).
537 See ‘ Is Computer Data Tangible Property or Subject to Physical Loss or Damage 
Part 1’ , supra nn.519 and 521.

221

http://www.phillipsnizer.com/int-art199.htm
http://www.irmi.com/expert/articles/rossi009.asp


insurance product  just  to take care of  cyber risks. The lat ter  type of 
product is genera l ly  cal led a s tand-a lone insurance product.

To date,  w i thout  any doubt, the great  major i ty of  companies have 
some commerc ia l  insurance products.  Whether  or not they have 
insurance products to cover  cyber r isks depends upon two points:  to what 
extent they know of or have interests in cyber r isks as well  as whether  they 
have money to spare for  purchasing cyber insurance.

The report  publ ished by the Fortune 500  compan ies  and assoc ia t ions 
disclosed to what  extent cyber insurance and the l ike had been 
d isseminated by 2000:

* Elect ron ic Data Processing Insurance that ex tends beyond general  
business l iabi l i ty  pol ic ies (14%);

* Special ized Network Secur i ty Insurance (17%);
* Media Liabi l i ty  Insurance (22%);
* Patent In fr ingement Insurance (27%);
* Computer Software and Services Errors & Omiss ions  Insurance (31%);
* Product Liabi l i ty  Insurance (42%); and
* D&O Insurance (53%)538 *.

The year  2000, was, in a sense, the memorial  year  that  cyber 
insurance made its début in the markets.  So there is no surpr ise in the 
low saturat ion level of insurance i l lustrated in the f igures shown above. 
Another  possible  reason for this,  as br ief ly ment ioned ear l ier ,  is due to how 
companies arrange insurance products.  Smal l and medium companies,  
and newly estab l ished Dot.com compan ies  in part icular,  are very l ikely to 
purchase a stand-a lone insurance product.  The reasons are expla ined 
that, f i rst  and foremost,  s tand-alone cyber insurance is to be an exact 
pol icy wi th which the r isks of a company are concerned.  Of course, how 
close cyber pol icy is to the point  depends on each industry  or business 
type. Secondly,  they are unl ikely to have abundant funds and risk 
management  exper iences , especia l ly  at the ini t ial  stage of  the ir  businesses.  
A ready-made product wi l l  therefore  suf f ice rather than an order -made

Even if cyber  insurance is the targeted product to purchase, an 
assured must careful ly  conf i rm the detai ls.  The meanings of  the technical  
terms for insurance are not always exac t ly  the same as in dai ly li fe, or are 
l ikely to be l imi ted in a certain way, al though this tendency appl ies to all 
types of  insurance products to some degree. Some points an assured 
should conf i rm with an issuer  a re540;

538 See 'Survey Reveals Business Not Prepared for E -R isks ’ ,
<h ttp :// insurance iourna l.com /h tm l/ i iw eb/b reak inanew s/arch ives /na tiona l/na0700 /na07 
31 0Q4.htm> (print out on file with author). 
b3a Ibid.
540 See ‘ Investigating International Developments in eCommerce Insurance Po lic ies ’ ,
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The def in i t ion of “ pro fess iona l  se rv ices ”541;
Whether  or not losses as a resul t of  the i tems l isted below are 
covered under  the pol icy:

1. Cla ims in relat ion to o the rs ’ ac t iv i t ies542;
2. In fr ingement  of inte l lectua l  property;
3. Trade secrets or other  conf ident ia l  informat ion;
4. Natural  per ils;
5. Innocent computer  p rogramming errors;
6. Negl igent  act, er ror or omission;
7. L iabi l i ty  assumed by contract ;
8. L iabi l i ty  to others caused by employee d ishonesty  or cr ime;
9. L iabi l i ty  to others caused by th ird- party theft;
10 .  Business in ter rup t ion and extra expense to cont ingent  risks.

Contrary to smal l and medium companies,  the Fortune 1000 
compan ies  are not pleased to purchase any type of  stand-a lone insurance 
product.  This is because the more a company purchases a s tand-alone 
product,  the more t roub le  it incurs,  such as negot iat ing and adminis tra t ing.  
Large compan ies  are el ig ib le  to have an order-made insurance pol icy to 
cover  all r isks in each bus iness l ine. That is to say, there is only one 
word ing for cover ing many di f fe rent  r isks in di f ferent  business l ines. 
A l though an order -made type pol icy  is far  too expensive ,  it is easy and 
conven ien t  not only to understand the concept of  the pol icy but also to 
adm in is t ra te  it f rom an a ssu red ’s point  of  view. In pract ice,  uncovered 
r isks (by insurance)  for  large companies would be newly deve loped risks 
only;  in other  words,  cyber r isks.  Such risks are just  l ike chinks between 
other  covered risks. It is natural  that  companies prefer to tweak the 
ex is t ing po l icy  to f i l l  them in543.

Rossi  proposed to the assureds how clauses should be amended by 
insurance products  as fo l low s544:

Potent ia l  Changes to Property  Pol icy
* To add c lear  language cover ing losses as a resul t of “denial  of service 

a t tacks ” as well  as “ non-phys ica l  even ts ” ;
* To explain p rec ise ly  indemnity  per iod provis ions for t ime element

<http :/ /www.ins lawaroup.com /pdf/m arcusevans020801 pp t.pd f> (print out on f ile with 
author) and 'New Stand-Alone E-Commerce Insurance Policies for F irst-Party R isks’ , 
supra n.508.
641 The defin it ion  of ‘p rofessiona l se rv ices ’ varies from each insurance company.
See ‘You say Professiona l Services, I Say B2B Ac t iv i t ies ’ ,
< h ttp :/ /w w w .irm i.com /expe rt /a r t ic les /ross i010 .asp> (print out on f ile with author).
542 It is assumed that ‘banner ads ’ , ‘ l in ks ’ and the like on an assured ’s website are 
like ly  to in fr inge a th ird  party ’s r ight. See 'Investigating International Developments 
in eCommerce Insurance P o lic ies ’ , supra n.525 and infra n.529.
543 See ‘ Bringing Order to Chaos Insurance Issues for E-Commerce A c t iv i t ie s ’ , supra 
n.514.
544 See ‘ Investiga ting  In ternationa l Developments in eCommerce Insurance Po lic ies ’ , 
supra  nn.525 and 527.
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losses involv ing e- commerce act iv i t ies;
* To cons ider  the issues when services are interrupted and a cont ingent  

t ime element;
* To make l iabi l i ty  issues clear for  the occur rence of o the rs ’ property 

losses under an assu red ’s care,  custody or control ;
* To beware of  “computer  v i rus ” exc lus ions  (to be discussed as the next 

issue).

Potent ia l  Changes to Crime Pol icy
* To ensure bus iness inter rupt ion coverage for employee dishonesty;
* To add clear language cover ing losses involv ing media;
* To add clear prov is ions cover ing an assu red ’s l iabi l i ty  for  thef t  of 

property  of others (i.e., a case when cus tom ers ’ credi t  card informat ion 
is stolen)

* To add clear prov is ions cover ing cyber extor t ion risks.

Potent ia l  Changes to Kidnap & Ransom Policy
* To add clear language cover ing cyber extort ion r isks that  computer  data, 

sof tware,  programmes,  media and the l ike that  are l ikely to be in 
jeopardy,  such as;
-> threat of  introducing a computer  virus;
-> threat of  hacking into the computer  system to corrupt,  delete or 

otherwise disrupt;
-> threat  of  “ non-phys ical  even ts ” , such as a denial  of serv ice at tack;

* To add clear  language cover ing business in ter rupt ion and extra 
expense when a pol icy is t r iggered,  and how the coverage works.

Potent ia l  Changes to CGL/Umbre l la  Pol icy
* An assured has to cons ider  whether  it wants coverage for in fr ingement  

of  privacy. If necessary,  the language “ pub l icat ion or u t te rance” must 
be deleted;

* To consider  whether  it is necessary to have a clear def in i t ion of 
computer  data and the l ike as “tangib le p roper ty ” ;

* To consider whether  an assured wants to bui ld coverage for 
pro fess iona l  l iabi l i ty,  media l iabi l i ty  and intel lec tua l  property 
in fr ingement  for  e- commerce act iv i t ies and otherwise into this pol icy.

Potent ia l  Changes to Professiona l  L iabi l i ty  Pol icy
* To consider whether  an assured wants to cover the losses of  its 

customers,  vendors and the l ike repl ied to on its websi te ,  intranet and 
other  services;

* To cons ider whether  an assured wants to cover l iabi l i ty  for  host ing a 
websi te;

* To cons ider whether  an assured wants to cover  media l iabi l i ty and 
l iabi l i ty  for  in fr ingement  of  intel lectual  property in relat ion to 
cyberspace act iv i t ies;

* To consider whether  it is necessary to have a clear def in i t ion of 
computer  data and the l ike as “tangible p roper ty ” ;
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Potentia l  Changes to Media Liabi l i ty Pol icy
* To consider  whether  an assured wants to cover technology errors and 

omiss ions (products and services,  hardware and software);
* To make sure whether  the IP in fr ingement  coverage extends to the 

computer data and the like on the websi te,  network,  computer systems 
and so on.

The major i ty of insurers were said to have been reluc tant  to amend 
their  pol ic ies to cover cyber r isks 545. However,  this could change 
depending on how markets respond. Kae Lovaas, president,  Global  
Technology Underwri t ing,  the St. Paul Companies,  addressed that despite 
two years of cyber insurance avai labi l i ty  in the US market,  the demand had 
not been much unti l  the last six months of  2 0 0 0 546. Nonetheless,  the 
cyber insurance market is hardly successfu l  even at present.  An 
insurance company descr ibed i tsel f  as unsuccessfu l  for  three years by 
mid-2002, due to the s low growth of  customer  dem and547. The leading 
factor in cyber in su rance ’s popular i ty in 2000, as above ment ioned, was 
because interests upon such pol ic ies are accelerated as a consequence of 
ser ious den ia l -o f-serv ice  at tacks and e-mai l  vi ruses. This proves that a 
ser ious incident wi l l  def in i te ly  and eas i ly  at t ract  huge at tent ion f rom the 
general public.

3.3 Exclusion clauses

There is no insurance pol icy wi thout  exc lus ions.  How can an 
assured cover the losses  fal l ing under the exc lusion clauses that it 
bel ieved to be covered by the pol icy? The greater the losses, the more 
fatal to the assured they  are l ikely to be. This is proved by the Visnet 
case above-ment ioned.  There are some points in a pol icy for  a potent ial
assured to regard caut iously,  as ment ioned in 3.2. A typical  example of 
this is an incident involv ing a computer  virus.

The fo l lowing is a sample of  exc lusions named ‘NMA 2914 ’ prepared 
by the Non Marine Assoc ia t ion in London;

“ 1. E lect ron ic  Data Exclusion

Notw ithstand ing any provis ion to the cont rary wi th in the Policy or any
endorsement  thereto ,  it is understood and agreed as fo l lows:

a. This Pol icy does not insure,  loss, damage, des truc t ion ,  distort ion,  
erasure,  corrupt ion or al terat ion of ELECTRONIC DATA from any 
cause whatsoever  ( including but not l imi ted to COMPUTER VIRUS) or

545 See ‘ Fi rst-Par ty E-Commerce Risks’ , supra n.513.
546 See ‘The Pol icy of Protect ion ’ , supra n.504.
547 Here the company name remains anonymous by request. The author would l ike 
to thank the company for thei r  f rankness and generous advice.
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loss of use, reduct ion in funct ional i ty,  cost, expense of  whatsoever  
nature resul t ing therefrom, regardless of any other  cause or event 
contr ibut ing  concurrent ly  or in any other sequence to the lo ss548...”

It seems to be assumed that both the UK and the European 
insurance markets bel ieve that computer v i ruses cannot cause physical 
damages aga inst  computer  equ ipment and the like. This leads to the 
consequence that no insurance pol icy would be t r iggered for cover ing the 
f i rst  party property  damage caused by a computer  v i rus 549. Besides, 
nei ther k idnap and ransom pol icy nor cyber insurance are also l ikely to be 
t r iggered;  for  instance, AIG is said to have decided to exc lude potent ia l  
losses from its pol icy in case extort ion threats of  implant ing  a computer  
v irus are carr ied out. It is surmised that computer  v i ruses  general ly  
at tack any computer  or network system where they arr ive 550 551. In other  
words,  they at tack every th ing whether  it is a speci f ic  target  or not — can 
not at tack only the target w i thout harming any other non-targeted objects 
Therefore,  the potent ia l  losses would be unl imited.

551

To make the si tuat ion even worse from the assu reds ’ v iewpoint ,  in of 
May 2002, it was said that  re insurance companies were l ikely to support  
the computer  v i rus exc lusions for re insurance renewals  in 2 0 0 2 552. If 
re insurance is unavai lable,  the major i ty of cyber insurance pol ic ies and the 
like wi l l  immedia te ly  consider adding the exc lus ions,  or at the very least 
taking appropr ia te  precaut ions.

3.4 The issues of jur isdict ion

Needless to say, cyberspace has no boundary;  a c la im could be 
made by anyone from anywhere in the world.  An assu red ’s property  could 
be potent ia l ly  damaged by a hacker thousands of  mi les away, or the 
assured could infr inge a third par ty ’s intel lec tua l  property  r ights on the 
other side of  the earth.  It is, however,  not an issue to cons ider  the f i rst  
party losses. They are general ly  covered by an insurance pol icy that  is 
domici led in its country of origin.  However,  it is cr i t ical  for  thi rd party 
l iabi l i ty  c la ims to be considered. A certain cyber insurance pol icy 
maintains that  it app l ies to c la ims made anywhere in the wor ld 553.

548 See ‘The End of Computer  Virus Coverage as We Know l t? ‘ , 
<ht tp: / /www.i rmi .com/exper t /ar t ic les/rossi011 asp> (print out on f i le with author).
54u Ibid.
550 The informat ion was obtained from an interview the author had pursued. Here 
the company name remains anonymous by request.
551 There was serious loss caused by a mal icious computer  worm cal led ‘Code Red’ 
in July 2000. It was programmed to target the Whi te House on 19th July. That is 
to say that a computer  worm is able to attack a speci f ic IP address (not a URL). 
However, it infected approximately 300, 000 corporate computers wi thin two weeks. 
Thus, it is possible to descr ibe the series of Code Red incidents as indiscr iminate 
attacks. See ‘Code Red Dormant- -For  Now’ ,
<http: / /www. in ternetweek.com/storv / INW20010730S0002> (print out on fi le with 
author).
552 See ‘The End of Computer  Virus Coverage as We Know It?', supra n.533.
553 The information was obtained from an interview with one of insurance companies
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However,  does this mean every s ingle loss or cost  would be covered, even 
if a dispute is brought  anywhere in the wor ld against  the assured? If a 
pol icy does not (unl ike the former  case) precise ly asser t  its coverage, it 
def in i te ly  causes a great deal of  prob lems in relat ion to cyber risks. The 
important  issues are: f i rs t ly in which ju r isd ic t ion  a loss/ losses  occur, and 
secondly,  which ju r isd ic t ion  would be appl ied for.

One of the prob lem-so lv ing poss ib i l i t ies  would be to purchase any 
pol icy wi th D i f fe rence- in -Cond it ions  coverage (hereinaf ter  “ DIC”) and 
Dif ference- in-L im its  coverage (here inafter  “ D IL ” ) bases. Those DIC and 
DIL work to suppor t  a master  pol icy and they are usual ly prepared for large 
companies to run their  global  bus inesses. DIC provides an excess 
coverage over  the master  pol icy in regard to its extent. DIL, on the other 
hand, works s im i lar ly  to DIC, but in relat ion to the l im i ts554. The example 
prepared by Zur ich explains  this wi th the case of  a global  business 
enterpr ise,  running businesses in some Asian countr ies,  and purchasing 
insurance pol ic ies there for  local coverage (Figure 5.1). Fi l l ing the gaps 
left by DIC and DIL in the master  pol icy, all the r isks wi th in Asia for  this 
company are covered.

In fact,  both DIC and DIL are bas ical ly  appl ied for  cover ing property 
damage. It is not  imposs ib le  to app ly them to l iabi l i ty. DIC and DIL are 
mostly prepared for cover ing big losses, such as more than £20 mi l l ion.  
Cyber  r isks,  cyber l iabi l i ty  in part icular,  are very l ikely to cause immense 
damages or losses. So, techn ica l l y  there is no problem to apply DIC and 
DIL for  cyber  insurance. Contrary  to this fact , the UK insurance market 
judges  it as un l ike ly  to happen555. This is based on whether  or not cyber 
risk is d is tr ibutable.  In other  words,  it is because of the issue of 
re insurance. In general ,  insurance compan ies  arrange a t rea ty among 
themse lves.  When one insurance company under takes a huge risk, other 
compan ies  in the t reaty  accep t some port ion of  the risk. Assume company 
X purchases an insurance pol icy  f rom insurance company Y. Y insures 
X ’s risk worth £15 mi l l ion by receiv ing the premium. Y under takes £5 
mi l l ion out of  £15 mi l l ion only. Then, the rest  of the £10 mi l l ion is 
under taken by company B and Z under  the t rea ty556 557. So, X is unknowingly 
covered by B, Y and Z. This  system prevents an insurance company 
taking a huge r isk alone. If no one is wi l l ing to undertake cyber risk, it is 
imposs ib le  for  any s ingle insurance company to assume, on its own, a
potent ia l ly  huge risk 557 It remains to be seen to what  degree insurers are

the author  interviewed.
554 See ‘ In ternat ional  Insurance’ ,
<ht tp : / /www. rouqhnotes.com/ao-onl inedemo/pfm/300/329 0402.htm> (print out on fi le 
with author).
555 The informat ion was obtained from interviews wi th some of insurance companies 
the author  interviewed.
556 The informat ion was obtained from an interv iew with AIG Europe (UK) Limited.
557 To apply DIC and DIL in Japan is more problemat ic.  Firstly, it is necessary to be 
approved by the Japanese Financial  Services Agency (JFSA). Secondly, the 
Japanese insurance market is too smal l  to dist r ibute a huge risk. Thus, they have 
to reply on foreign insurance markets,  such as the Bri t ish or the Swiss market. If
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prepared to take cyber  risks.

F igure  5.1: How DIC and DIL corpo ra te  with the m aster  policy for  a 
globa l  bus iness

a

D
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Local
Policy
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Korea 
Local 
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Local Policy
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D IL  (D-flcicnce ln  Lim its 1 
H c i£  K arp, M aster Policy

(Reference:  See ‘ Internat ional  Insurance Programme’ , 
<http: / /www.zur ich.com.hk/z icd/ iD.htm> (print out on fi le with author)

When a company X br ings a lawsui t  aga inst  another party Y, Y can 
be a company having a foreign registry wi th a local branch or an af f i l iated 
company Z. Examining the cases of  domain name disputes,  a plain t i f f
tends to sue a de fendant  in the de fendan t ’s jur isd ict ion.  If X suf fers
ex tens ive  damage as a resul t  of  Y ’s serv ices,  X is l ikely to sue Z within the 
local  ju r i s d ic t io n 558. Even if Y is a large company, Y is unl ikely to be the 
d i rec t  de fendant  in X ’s case. Another  potent ia l  defendant in this case is 
Z ’s super io r  (most ly  directors and of f icers)  in Y to whom Z di rect ly  has to 
repor t  its f inanc ia l  matters and the like. In such cases, D&O pol ic ies wil l  
do. If Y of fers onl ine f inancial  services in its own ju r isd ic t ion and X, in its 
own ju r isd ic t ion ,  receives the services via the Internet,  there is obv ious ly
no local  branch or af f i l iated company in X ’s jur isd ic t ion.  This wi l l  be
d iscussed in the next sect ion in depth.

4. The cyber  insurance and the percep t ions

Lovaas addressed that  “ Big Three of technology-based r isk — namely 
in te l lec tua l  property,  pr ivacy and network secur i ty .”559 His comment  can

they do not take a risk, there is no way for them to take a risk. Ibid.
558 Depending on whether  Z is a local branch or an af f i l iated company in the local 
jur isd ic t ion,  a degree of the head of f ice ’s par t icipat ion is dif ferent by an appl icable 
company law. Ibid.
559 See ‘The St. Paul Companies Educates Washington, D.C.-Area Agents and
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be paraphrased in one word: l iabi l i ty. The said three issues mostly at t ract  
both exist ing and potent ia l  cl ients to the extent  that  they cause l iabi l i ty 
losses. Indeed, this is the issue that is unable to be predicted in 
advance.

Chapters  IV and V clear ly showed the di f ferent  at t i tudes towards 
l iabi l i ty  between the Japanese and the Br it ish insurance markets.  The 
former  market has real ised that l iabi l i ty  is an upcoming business 
oppor tun i ty  al though in reali ty, its growth seems slower than expected.  It 
is said that  taking legal act ion is not popular in Japan as a consequence of 
a smal l number of lawyers compared to the number of lawyers in western 
countr ies .  This is, however, unl ikely to be true since they are two ent i re ly 
d i f fe rent  issues. It is rather because the concept  of  br inging a sui t  has 
not been f i rmly  implanted in Japanese cul ture.  However, the more
businesses become global ,  the more f requent ly  Japanese companies face 
the possib i l i ty  of  being sued. Sooner  or later, insurance products for 
l iab i l i ty  wi l l  be ind ispensable  in bus inesses in part icular. On the other 
hand, the UK marke t seems to have understood the general  impor tance of 
a l iab i l i ty  pol icy in general .  But it is unl ikely to be reached purchasing 
cyber  l iabi l i ty.

This issue also relates to the terr i to r ia l i ty  of  the coverage of  pol icies.  
The Japanese market  adamant ly  l imi ts its terr i to r ia l i ty  of any pol icy related 
to computers  or networks wi th in Japan. That is to say, a pol icy is 
t r iggered if a loss or damage occurs wi th in the terr i to ry  of  Japan. Even if 
a fore ign ind iv idua l  or company f i les a sui t  aga inst  an assured located in 
Japan, the expense or potent ia l  compensat ion is not covered. Whether  a 
loss is for  l iabi l i ty  or property damage, r isks which an insurer takes wil l  be 
somehow min imised if the terr i tor ia l  l imi t exists.  Unfor tunate ly,  this is 
insuff ic ient  to cover  cyber losses, which are very l ikely to come from any 
ju r isd ic t ion .  Contrary  to this,  the UK market al lows for coverage of loss 
that  occurred outside the ju r isd ic t ion.  The Br it ish pol ic ies deal wi th cases 
by the Br it ish law. This is a natural consequence,  to apply for  local law 
where  an insurance cont rac t  is s igned. It would need a t remendous 
exer t ions and labours to deal with losses by local law where they occur. 
Another  possib i l i t y  is to have a special  law in cyberspace to resolve issues. 
It is conceptua l l y  possible  to have since there is no boundary in 
cyberspace;  only one ju r isd ic t ion named “cyberspace” exists and one 
ju r isd ic t ion  bas ical ly  has only one law. However, this is not real ist ic at 
present.  Who admin is ters  and enforces  sol i tary cyber law when there are 
phys ica l ly  more than two hundred countr ies and ju r isd ic t ions  in the real 
wor ld? There fore ,  the poss ib i l i t ies to deal with losses incurred in 
cyberspace are:

Brokers about E-Commerce and Technology Risks ’ ,
<http: / /www.r isk-enaineer inQ.eom/reD/s/knowledqe naviqator/search/kno quickview p 
opup. ih tml?docld = 256440&Links = CYB.RISK&imaqe = vahoo#> (print out on fi le with 
author).
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(1) An assu red ’s ju r isd ic t ion;
(2) A c la imant ’s ju r isd ic t ion;
(3) The ju r isd ic t ion where the losses exact ly occurred if it is d i f ferent 

f rom (1) or (2); or
(4) The ju r isd ic t ion  where a computer server is phys ical ly located if it is 

d i f ferent  f rom (1) or (2).

Nei ther the third nor the fourth poss ib i l i ty  tends to be conven ien t  for  an 
assured, a c la imant and an insurer.  So, the f irst poss ib i l i t y  is the most 
sui table f rom both an assured and an insure r ’s v iewpoints.

Here is the product  analysis table of  the Japanese products  in regard 
to cyber  risks. (Table 5.9) Compared to the UK or other  markets,  
Computer Comprehens ive  Insurance (CCI) commands a large major ity.  As 
was explained in Chapter IV, CCIs do not cover cyber l iabi l i ty  or property 
damage as a resul t  of  hacking or computer  vi ruses. There are very l imi ted 
numbers of  products  avai lable  to cover cyber l iabi l i ty. In regard to the 
coverage of computer  equ ipment  damaged by hacking or computer  vi ruses, 
the choices are very l imi ted. However,  the concept behind this seems to 
be shared between the two markets.  As explained here in Chapter  V, the 
UK market cons iders that  computer  equ ipment  is unl ikely to be damaged by 
computer v i ruses or hacking as a resul t  of unauthor ized access, and they 
bel ieve such damage, should it occur, would not be high.

Table 5.9: The Deta i ls  of C o m p u te r /N e tw o rk  Re la ted  Insurance  
Products  in Japan

(see next page)
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Non-life
insurance
companies

Name of products E&O Hacking Computer
Virus

Computer
error

Natural
Peri ls

Employ
ee's

offence

Copy r 
ight

Priva
cy

War,
Earth
quak

e
Bl EE Dat

a HW L Bl EE Dat
a HW L Bl EE Da

ta
H
w L Bl EE Dat

a
H
w L B

I
E
E

Da
ta

H
w

1 Ace Data Processing 
Insurance X o X O X X X X X X X X X X X X X X X X X o X o X X

2 Chiyoda 
Fire & 
Marine

System Security 
Comprehensive X X SP X X SP SP X SP X SP SP X SP X X X X X X SP SP o X X SP X

3 Daido Fire 
and Marine Computer

Comprehensive X o X o X X X X X X X X X X X X X X X X X o X o X X

4 Dowa Fire 
& Marine Computer

Comprehensive X o X o X SP X SP X X X X X X o o X o X X

5 Dowa Fire 
& Marine Network

Interruption o o X X X X X X X X X X X X o o X X X X X

6 Dowa Fire 
& Marine

Data Servicing 
Distributors and 

Electronic 
Telecommunicators 

Professional 
Liability

X X X X o X X X X X X X X X X X X X X SP X X X X X X X X

7 Fuji Fire & 
Marine Computer

Comprehensive X o X o X X X X X X X X X X X X X X X X X o X o X X

8 Koa Fire & 
Marine Computer

Comprehensive X o X o X X X X X X X X X X X X X X X X X o X o X X

9 <oa Fire & 
Marine Pa-So-Co-N X o X X o X X o X X X X o o o X X

10Kyoei
Mutual Fire 
& Marine

System Power 
Support X O o o X o o o X o o o X o X o o X o o X

11 <yoei
Mutual Fire 
& Marine

Computer
Comprehensive X X X X X X X X X X X X X X X X X X X o X o X X

12Mitsui 
Marine & 
Fire

Network Security X X X X o o o X o o o X X X X X X o o X o X X X
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Natural
Perils
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cy

War,
Earth
quak

eBl EE Dat
a HW L Bl EE Dat

a HW L Bl EE Da
ta

H
W L Bl EE Dat

a
H
w L B

I
E
E

Da
ta

H
W

13 Nichido 
Fire & 
Marine

Computer
Comprehensive o o X o X X X X X X X X X X X X X X X X o o X o X X

14 Nichido 
Fire & 
Marine

Information System 
Comprehensive

X o o o SP o o o SP o o X X X o o o o X O O X

15 Nissan Fire 
& Marine

Computer
Comprehensive o o X o X X X X X X X X X X X X X X X X o o X o X X

16 Nisshin Fire 
& Marine

Computer
Comprehensive X o X o X SP X X X X X X X o o X o X X

17 Secom
Tokyo
General

Computer
Comprehensive o o X o X X X X X X X X X X X X X X X X o o X o X X

18 Sumitomo 
Marine & 
Fire

Professional 
Liability Insurance 

for IT services X □ □ D X □ o o O o O O o □ X o X X X o o □ X X

19 Taiyo Fire & 
Marine

Computer
Comprehensive X o X o X X X X X X X X X X X X X X X X X X X o X X

20 The Asahi 
Fire & 
Marine

Computer
Comprehensive o o X o X SP X X X X X X X o o X o X X

21 The
DaiTokyo 
Fire & 
Marine

Comprehensive 
Insurance for ISPs

X X X o o o o X o O X X SP o o SP o o O O X

22 The
DaiTokyo 
Fire & 
Marine

Extra-net
Comprehensive

X X X o O o o X o o X X SP o 0 SP o o O O X

23 The
DaiTokyo 
Fire & 
Marine

Net Banking
o X X X

24 The
DaiTokyo 
Fire & 
Marine

Password Theft
o X X X

232



Non-l i fe
insurance
companies

Name of products E&O Hacking Computer
Virus

Computer
error

E Natural 
Peri ls

Employ
ee’s

offence

Copyr
ight
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Earth
quak

e
BI EE Dat

a HW L Bl EE Dat
a HW L Bl EE Da

ta HW L Bl EE Dat
a

H
w L B

I EEDat
a

H
w

25The Nippon 
Fire & 
Marine

Network System 
Comprehensive o o o o o o o o o o o o o o o X X O X

26 The Nippon 
Fire & 
Marine

Computer
Comprehensive

X o X o SP SP SP SP X X SP SP SP X X X X X X X o o X o X X X X

27 The Taisei 
Fire & 
Marine

Computer
Comprehensive

X o X o X SP X X X X X X X o o SP o X X

28 The Taisei 
Fire & 
Marine

Network
Interruption o o X X X X X X X X X o o X X X o o X X X X X

29 The Taisei 
Fire & 
Marine

Data Servicing 
Distributors and 

Electronic 
Telecommunicators 

Professional 
Liability X X X X o X X X X X X X X X X X X X X SP X X SP o X X X X

30 Tokyo 
Marine & 
Fire

Computer
Comprehensive

X o X o X X X X X X X X X X X o X o X X

31 Tokyo 
Marine & 
Fire

E-click
o o o o o o o o o o o o o o o X X o X

32 Tokyo 
Marine & 
Fire

E-risk Solution
o o o o o o o o X o o X

33 Tokyo 
Marine & 
Fire

Network
Comprehensive o o o o o o o o o o X o X

34 Tokyo 
Marine & 
Fire

Network
Interruption

35 Tokyo 
Marine & 
Fire

Data Processors' 
Liability

36 Yasuda Fire 
& Marine Pasocom Ointment

X X o o X X X o X X X o X X X X X X o X X
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37 Yasuda Fire 
& Marine Online Interruption

o o X X X X X X X X X X X X o o X X X X X

38 Yasuda Fire 
& Marine

Information System 
Comprehensive o o o o X X X X X X o o o o X X

39 Yasuda Fire 
& Marine Cyber Guard

X X X X 0 X X X X o X X X X o X X X X o X X X X X o o X

* Business lnter rupt ion->BI,  Extra expense-> EE, Computer  data and the Iike-> Data, Hardware-> HW, Liabi I i ty-> L
* SP->Special  contract  if necessary
* The words in pol icies are 'Unauthor ised Access'  al though they are very l ikely to mean 'Hacking'.

(Reference: All information are based on brochures and special ly prepared documents which are given by each insurance companies 
to the author  as of 2001. Therefore,  the author is to blame any unintent ional  incorrect  mistyping or character izat ion. )_____________
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Focusing on computer  data and the like, they are commonly  
uncovered in Japan unless an assured purchases a special pol icy to cover 
them. There seems to be a very thin l ine between computer  equ ipment  
(a.k.a. , tang ib le  property)  and computer data and the l ike (a.k.a. ,  in tangib le 
property)  in general .  Thus, if computer  data is kept in a media, the losses 
are covered, but only the cost of media.  CCIs themselves do not cover 
intangib le property  or l iabi l i ty.  So, it is hardly possible to expect having 
extra expenses covered for recover ing damaged data under such products.  
The special  pol icy for  cover ing computer  data and the l ike is, however,  
prepared for losses or damage of computer  data and the like; it does not 
cover l iabi l i ty.  It remains to be seen depending on how each insurer 
reacts,  whether  any Profess ional  Indemni ty Pol icy (PIP, such as Data 
Processors '  L iabi l i ty)  covers any loss resul t ing f rom computer  v i ruses. 
However,  such PIPs are prepared mainly for  Data Servic ing Dis tr ibutors ,  
Electronic  Te lecommunica tors ,  Internet Services Providers,  or IT services 
providers.  The poss ib i l i t ies  for  f inanc ia l  inst i tut ions are very l imi ted, such 
as Net Banking (by The DaiTokyo Fire & Marine).  Despi te the fact  that  
the Japanese marke t goes where the European and US markets proceed, 
the status quo of  cyber  l iabi l i ty  in Japan is qui te di f ferent  f rom that  in the 
said markets.  This is l ikely to be based on a few demands of  the whole  
cyber  insurance products.  As ment ioned,  the UK market  has not 
exper ienced success with such products to date. Considered from this 
v iewpoint ,  it is perhaps possible to say that the Japanese market has 
careful ly  observed other  markets.

Chapter IV proved that the Japanese insurers are l ikely to 
co l laborate wi th IT companies.  The UK and US markets are also in 
par tnersh ip  wi th other  industr ies,  such as IT secur i ty spec ia l ists.  AIG, for  
example,  has entered into par tnersh ip  wi th Unisys Corpora t ion;  more 
precisely,  AIG eBus iness Risk Sol i t ions,  a div is ion of  a parent company 
(American Inte rnat iona l  Companies).  Unisys conducts  secur i ty
assessments  for  the said company as well  as assist ing its deve lopment  of 
insurance products cover ing risks in relat ion to secur i ty  breaches and so 
on560. ACE USA, J.S. Wurzler, L loyd ’s of London and Marsh & McLennan 
have said that  they  also have engaged in such technical  partnerships:  J.S. 
Wurzler  wi th Hewle t t -Packard  Co561. In fact, it is pract ical  to enter into a 
technical  t ie-up with pro fessiona ls in regard to cyber insurance r isks in 
part icular, unless an insurer has its own subsid iary  or inst i tu t ion to pursue 
research on such r isks.  An insurance broker the author  in terviewed 
commented,  “ the percep t ions  of r isks would di f fer  f rom the ones who know 
computers  to the ones who do not. Computer experts probably can tell

560 See ‘Unisys, AIG eBusiness Risk Solut ions Partner To Minimize Business Risk 
From Cyber  A t tacks ’ , <ht tp : / /www.unisvs.com/news/releases/2001/apr /04037Q82.asp> 
(print out on fi le with author).

See ‘E-commerce Insurance: New Riders of the Digital Age’ , 
<http: / /www.cfo.eom/ar t ic le /1 ,5309,4662l7IAI55 l8.00.html> and ‘Got Cyber 
Insurance?’ ,
<ht tp : / /computerwor ld.com/cwi /Pr inter  Fr iendly Version/0,1212.NAV47-665 ST04872 
1 - ,00.html> (print out on fi le with author).
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how far a risk could be expanded at which part of  a computer  or the 
network is in te r rup ted .562” This should be true. Cyber  r isks are general ly 
brand-new to the major i ty of  people.  Moreover, computer  technolog ies 
are changing as well  as computer  equ ipment.  Technical  pro fess iona ls  will 
help insurance companies to refine their  unders tand ing and up- to-date 
awareness  on cyber risks.

Another  way of techn ical  profess iona ls  being involved in this 
business is to assess computer  secur i ty levels of  a potent ia l  c l ient  
company. Insurance companies would s imply  not sel l thei r  cyber l iabi l i ty 
pol ic ies unless a potent ia l  c l ien t ’s secur i ty  is proved to be up to their  
standards.  The lower a c l ien t ’s secur i ty  level, the more risks of  an insurer 
increase. Moreover, being checked pro fess iona l l y  is advantageous for the 
potent ia l  c l ient  to reduce not only its secur i ty  holes but also its p rem ium 563. 
Such secur i ty  checks are prepared by both the Japanese and UK markets.

Cyber  insurance as a whole is not yet  perfect:  there are 
shor tcomings or unresolved issues as ment ioned in Chapters  IV and V. 
Are they real ly ser ious enough problems to make compan ies  reluc tant  to 
purchase cyber insurance? Many pro fess iona ls  the author  interviewed 
agree that cyber insurance are good pol ic ies.  On the contrary,  an 
insurance company frank ly  commented that cyber insurance is bet ter for  
d is tr ibu to rs  than customers 564. This is because those pol ic ies are 
des igned not to take an excess risk. Thus, insurance companies are 
ex tremely l ikely to be hes i tant  rather than eager  to sel l cyber insurance. 
They wi l l  surely avoid sel l ing them to any industry  or company that holds 
potent ia l ly  high risk. Financial  inst i tu t ions  hold re la t ive ly  higher  risks, 
such as t rading risk. Therefore ,  it would be natural that  the f inancial  
industry is not the sales target  of cyber  insurance. It would appear  that  
one of the cr i t ical  problems behind cyber in su rance ’s lack of success 
seems to be the percep t ions  of  both c l ients and insurance compan ies  in 
relat ion to cyber risks. In terms of  the percep t ions of  insurance 
companies,  they seem to have advanced awareness and knowledge on 
cyber  risks. They know, at least,  exac t ly  what  they cover by insurance 
products and what  they do not want  to take. Even if there are r isks they 
prefer not to take, there may exist  some al te rna t ives or methods which 
make such risks possible. For instance, lawsui ts take t ime and costs.  If 
A l te rna t ive  Dispute Resolu t ion in c ivi l  l i t igat ion works as the mit igat ion of 
the costs of expenses,  it wi l l  be another poss ib i l i t y  for  insurance

562 Here the name remains anonymous by request. The author would l ike to thank 
him for his f rankness and generous advice.
563 The information was obtained from an interview with AIG Europe (UK) Limited.
564 Cyber insurance is, in a sense, more simi lar  to l i fe insurance than car insurance. 
For example, if a customer f i les a claim with an insurance company after a car crash, 
the company can have a crashed car as col lateral .  If there is any part of the car 
adequate to sell, it can at least col lect  some money from the parts. However, it is 
unl ikely to happen in case of cyber  insurance. An insurance company is not in the 
posi t ion of claiming for c l ient ’s data or informat ion which is abused by a hacker.
The informat ion was obtained from an interview with AIG Europe (UK) Limited.
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companies  to reduce payments for  c l ien ts565. Indeed, the percept ions of 
cyber  r isks for  insurance compan ies  have huge gaps in their  cus tom ers ’ 
percept ions .  It wi l l  be necessary to make ef for ts to f i l l  those gaps to be 
more persuasive to the ir  customers.

Regard ing cl ients or potent ia l  cl ients of  cyber insurance, the 
percept ions seem to have not been suf f ic ient ly  deve loped.  In other words,  
they are aware of  such r isks but are not prepared to accept  them as real 
dangers to their  bus inesses.  AIG Europe commented that the Japanese 
compan ies  seem to bel ieve that the probabi l i ty  of  an incident happening to 
cause cyber  losses is fa r  less than the probabi l i ty  of no incident 
happen ing566. Tha t is to say that they would consider insurance only af ter  
a te rr ib le  inc ident  happens and causes t remendous damage or losses to 
the ir  businesses. This would be the reali ty and it seems to be a negat ive 
at t i tude towards  cyber  r isks. To a greater  or lesser extent, these at t i tudes 
are shared with other  markets.  The major i ty of insurance companies and 
brokers  the author  in te rv iewed judge that this wi l l  def in i te ly  change in the 
even t of  a large scale inc ident  happening with resul tant  massive cyber 
losses. Strange ly  enough, this v iewpo in t  is exact ly the same as the 
Japanese insurance compan ies  commented.

It is most impor tant  for  all companies to react to cyber risks. 
Without  f ind ing out what  r isks they are l ikely to face, they cannot go to the 
next stage, i.e., purchasing cyber insurance, pool ing money or 
st rengthen ing  computer  secur ity.  The quest ions they should strive to 
answer  a re567:

(1) What  cyber r isks are in general ;
(2) For which cyber  r isks a company is most l ikely to be vulnerable;
(3) Poss ibly try to es t imate how much losses could be;
(4) What  types of  risk t rans fe r  methods are avai lable;
(5) Which risk t rans fe r  methods are the best for  a company to take, and
(6) Cons ider ing all points above, make a comple te plan prepar ing for 

potent ia l  cyber r isks to avoid the loss or minimise the impact.

This does not suggest  that  this is an appropr ia te  method to combat 
computer  cr ime, but it is a way forward to encourage more companies to 
d isc lose  more cybercr ime cases publicly.  Purchasing cyber insurance wil l , 
w i thou t  any doubt,  show up as one of the best r isk-mit iga t ing  methods.

565 Al ternat ive Dispute Resolut ion (a.k.a. ADR) is def ined as “any method of dispute 
resolut ion (other than l i t igat ion)  where a neutral  third party or part ies [ is/are] 
invo lved. ” See ‘JCA Newslet ter  Number 10’ ,
<ht tp : / /www. icaa.or. ip/e/arbi t rat ion-e/svuppan-e/newslet /news1 Q.html> (print out on 
f i le with author).
566 The author is grateful  to Mr T. Matsumura, Regional Manager  of Japanese 
Business Division, AIG Europe (UK) Limited for his invaluable comments and advice.
567 As for reference, see ‘ Bringing Order to Chaos Insurance Issues for E-Commerce 
Ac t iv i t i es ’ , supra n.514.
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1. In troduct ion

It is no longer  necessary to explain  how ser iously cyber r isks affect  
f inancia l  inst i tut ions.  Having observed how to deal wi th cyber r isks, it has 
been shown that there are two main pi l lars:  by legis lat ion or by purchasing 
insurance pol ic ies.  However,  as has been ment ioned, they are not perfect  
solut ions.  In some cases, a loss would be tangib le as a consequence of 
r isks s l ipping through a chink between the two pi l lars, which merely work 
as a sieve of  large mesh. In this chapter, some re levant app l icat ions  are 
examined for f i l l ing up the holes.

2. The conceptual  ass istance:  opera t ional  risk and cyberspace

The Basel Commit tee on Banking Superv is ion (hereinaf ter “ the 
Comm it tee ” ) of Banks for Internat ional  Se tt lement  (hereinaf ter  “ the BIS” )568 
publ ished the consu l ta t ive  paper cal led “The New Basel Capita l Acco rd ” 
(here inafter  “the New Acco rd ”) in January 2001. This is the reaff i rmat ion 
of  the 1988 version of the Capital Accord.  It aimed at preserving the 
in tegr i ty of capi ta l  in banks: its v iewpo int  was to give an index of  the total 
capi ta l  amount in banks reducing the risks of  insolvency and bankruptcies.  
By the year 1999, it was found necessary  to change to a more f lex ib le  and 
r isk-sensi t ive system owing to the massive changes in many aspects of 
banking: market systems,  regula tory superv is ions and so on. Al though 
the New Accord mainly targets the in ternat iona l ly act ive banks, it is also 
intended to apply to var ious types of banks. Though not yet  f inal ised,  it is 
expected to be implemented in 2005569.

The New Accord has been expressed by three main pi l lars:  (1) 
minimum capi tal  requirement;  (2) superv isory review process; and (3) 
market  d isc ip l ine570. An epoch-making point  was introducing operat ional  
risk. Operat iona l  r isk was acknowledged as being other than credi t  risk 
and market risk. It suggests  opera t ional  r isk as the thi rd category  to 
determin ing capi tal  levels.  The f i rst  pi l lar  of  the New Accord suggests 
measur ing capi tal  adequacy as571:

568 BIS is the internat ional  organisat ion located in Basel, Swi tzer land. It was 
or iginal ly establ ished in 1930 in the context of Young Plan, par t icular ly for execut ing 
the mission of the reparat ion imposed on Germany by the Treaty of Versai l les. At 
present its main aims are: (1) providing an oppor tuni ty to have a forum for central  
banks wor ldwide; (2) contr ibut ing to research on monetary and f inancial  stabi l i ty and 
the l ike; (3) per forming t radi t ional  banking funct ions,  such as reserve management 
and gold t ransact ions (for central  bank customers and internat ional  organisat ions) ; 
and (4) providing emergency f inancing to support  the internat ional  f inancial  system If 
necessary. See ‘ BIS His tory ’ , <ht tp : / /www.bis .org/about/his torv .h tm> and ‘ Profi le of 
the BIS — Bank for central  banks ’ , <ht tp: / /www.bis .org/about /profcbank.htm> (print 
out on fi le with author).
569 See ‘Basel Committee reaches agreement on New Capital  Accord issues ’ ,
<http: / /www.bis.org/press/pQ2071 Q.htm> (pr int out on fi le with author).
5AJ See ‘The New Basel Capital  Accord: an explanatory note’ , 
<ht tp: / /www.bis.org/publ /bcbsca01 ,pdf> (print out on fi le with author).
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Total capi ta l (unchanged)
The bank' s capi ta l  ratio = --------------------------------------------------------------------------------

(Min imum 8%) Sum (Credi t  + Market + Operat iona l  r isk)

Then what  exact ly is operat iona l  r isk? It was f i rs t ly def ined as “the 
risk of  d i rect  or indirect  loss resul t ing f rom inadequate  or fa i led internal  
processes, people and systems or f rom external  even ts ” in the Consul ta t ive 
Document  publ ished in January 2001. This def in i t ion was based on the 
survey conducted by BBA, ISDA, and RMA 572. Later same year, the 
Working Paper on the Regu la tory Trea tment  of Operat iona l  Risk refined it 
as ‘the risk of loss resul t ing f rom inadequate or fa i led interna l  processes, 
people and systems or f rom external  even ts573.” It includes legal r isk but 
excludes reputat ional ,  s tra tegic and systemic  risk: this is to minimise the 
capi ta l  charge of regulatory  operat iona l  r isk 574. The said working paper 
publ ished in 2001 also in troduced the detai ls of c lass i f ica t ions  of 
opera t iona l  r isk in the Table 6.1 below.

572 The survey repor t ‘Operat ional  Risk — The Next F ront ier ’ was publ ished in June 
1999 by the cooperat ion of Brit ish Bankers ’ Associat ion,  Internat ional  Swaps and 
Derivat ives Associat ion and Robert Morris Associates.  The informat ion was 
obtained from the interview with the Centre for  Financial  Industry Informat ion 
Systems (Japan). The author is grateful  to thei r invaluable comments and advice. 
57̂  See 'Working Paper on the Regulatory Treatment of Operat ional  Risk’ ,
<http: / /www.bis .ora/publ /bcbs wp8.pdf> (print out on fi le with author).
6/4 Systemic risk is di f ferent from system risk. Systemic risk is def ined as “ risk 
resul t ing from the possibi l i ty that an ent ire f inancial  market or system could fail 
catast rophica l ly ” , ‘ investorwords.com’ ,
<http: / /www. investorwords.com/cai -bin/qetword.cq i?581 7> whereas system risk is 
def ined as “ r isk resul t ing from a halt, wrong operat ions,  inadequacies or an abuse of 
computer  systems” , ‘Sonota no r isk kanr i  (Other risk cont ro l ) ’ ,
<https: / /www. ib ic .qo. ip / iapanese/ investor /s i ryou/ r isk /o thers .php> (print out on fi le 
with author).
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Table 6.1: Deta i led  loss event  c la s s i f ic a t io n  of O pera t ion a l  Risk and  
cyb er -e lem en ts

Event Ca tegory Examples Cyber
r isk?

Internal
fraud

Unauthorized 
act ivi ty 
t ransact ions 
not reported 
( intent ional )

Transact ion not reported ( intent ional ) Possible

Trans type unauthor ized (w/monetary loss) Possible

Mismarklng of posit ion ( intent ional ) Possible
Theft  and fraud Fraud / credi t fraud / wor thless deposits Possible

Theft  / extor t ion / embezzlement  / robbery Possible
Misappropr iat ion of assets Possible
Mal icious destruction of assets Possible
Forgery Possible
Check kit ing Possible
Smuggl ing Possible
Account  take-over / impersonat ion / etc. Possible
Tax non-compl iance / evasion (wil ful) Possible
Bribes / k ickbacks Possible
Insider t rading (not on f i rm's account) Possible

External
fraud

Theft  and fraud Thef t /Robbery Possible
Forgery Possible
Check kit ing Possible

Systems
securi ty

Flacking damage Yes

Theft  of informat ion (w/monetary loss) Yes
Employment
pract ices
and
workplace
safety

Employee
relat ions

Compensat ion,  benefi t,  terminat ion issues No
Organised labour act ivi ty No

Safe
envi ronment

General  l iabi l i ty (sl ip and fall, etc.) No
Employee health & safety rules events No
Workers compensat ion No

Diversi ty & 
discriminat ion All d iscr iminat ion types No

Clients, 
products & 
business 
pract ices

Suitabi l i ty, 
disclosure & 
Fiduciary

Fiduciary breaches / guidel ine violat ions No
Sui tabi l i ty / disclosure issues (Know Your 
Customer, etc.) No

Retai l  consumer d isc losure violat ions No

Breach of pr ivacy Possible
Aggressive sales Possible

Account  churning Possible

Misuse of conf ident ial  informat ion Possible
Lender Liabi l i ty Possible

Improper 
business or 
market 
pract ices

Ant i trust No
Improper  t rade / market pract ices No

Market manipulat ion Possible
Insider trading (on f i rm's account) Possible

Unl icensed act ivi ty Possible

Money laundering Possible
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(Table 6.1 cont inued)

Event Ca tegory Exam pies Cyber
r isk?

Clients, 
products & 
business 
pract ices

Product f laws Product defects (unauthor ized, etc.) Possible
Model errors Possible

Select ion,  
sponsorship & 
exposure

Fai lure to invest igate cl ient per guidel ines No
Exceeding cl ient exposure l imits No

Advisory
act ivi t ies

Disputes over performance of advisory 
act ivi t ies No

Damage to
physical
assets

Disasters and 
other events

Natural  disaster  losses No
Human losses from external  sources 
(terror ism, vandal ism) No

Business 
disrupt ion 
and system 
fai lures

Systems Hardware Yes
Software Yes
Telecommunicat ions No

Uti l i ty outage / disrupt ions Yes
Execut ion,  
del ivery & 
process 
management

Transact ion 
capture, 
execut ion & 
maintenance

Miscommunicat ion No
Data entry, maintenance or loading error Yes
Missed deadl ine or responsibi l i ty No
Model / system misoperat ion Yes
Account ing error / ent i ty attr ibut ion error No
Other task misper formance No
Del ivery fai lure No
Col lateral  management fai lure No
Reference Data Maintenance Yes

Moni tor ing and 
report ing

Failed mandatory report ing obl igat ion No
Inaccurate external  report ( loss incurred) No

Customer 
ntake and 

documentat ion

Client permissions / d isclaimers missing No
Legal documents missing / incomplete No

Customer / 
cl ient account 
management

Unapproved access given to accounts No
Incorrect cl ient records (loss incurred) No
Negl igent loss or damage of cl ient assets No

T rade
counterpar t ies

Non-cl ient  counterpar ty misper formance No
Mise, non-cl ient  counterpar ty disputes No

Vendors & 
suppl iers

Outsourcing Possible
Vendor disputes Possible

Notes: ‘Yes’ in a cyber risk column means that the quoted incident has al ready been 
commit ted thus far or has been pointed out the possibi l i ty to happen. ‘ Poss ible ’ 
means that the possibi l i ty of this type of incident being committed cannot be denied. 
‘No’ means that this type of incident is hardly possible to be committed at present.

(Reference:  The author  revised the or iginal  publ ished in ‘Working Paper on the 
Regulatory  Treatment of Operat ional  Risk’ , supra n.558 et seq.)______________________

As is shown, the major i ty of the events relate to cyberspace to a 
g rea te r  or lesser extent. In addi t ion to this, most potent ia l  cybercr ime,  or 
inc idents  that  have been discussed in this thesis thus far, have been 
inc luded in the l ist above. There is only one big issue excluded from
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operat ional  risk concerned with the issues discussed thus far: reputat ional  
risk. However,  the causes of t r igger ing reputat ional  risk are more or less 
l isted.

During the 1990s, a ser ies of  ser ious f inanc ial  d isas ters  occurred at 
banks: Bankers Trust  in 1994, Barings Bank and Daiwa Bank (New York 
branch) in 1995 and Nat ional Westminste r  Bank in 1997. These incidents 
made the execut ives in f inancial  ins t i tut ions wor ldw ide aware of the 
ex is tence of opera t ional  risk and its hazards.  Whether  the BIS imposes a 
minimum 8% of bank capi ta l or not, f inancial  inst i tu t ions  should have 
pursued their  own researches on opera t ional  risk to avoid them. A 
work ing group of  the Commit tee conducted a survey of  the management  of 
opera t iona l  r isk in 1998 of approximate ly  30 major banks from the member 
countr ies.  Accord ing to this survey, some banks had al ready arranged an 
internal depar tment  in charge of this issue by then575.

However,  those 30 banks were very l ikely to be considered ei ther 
in te rna t iona l ly  act ive banks or mega banks. It is not a lways possible for 
all level of banks to pursue the same goal, in that  league, due to lack of 
resources. So what are banks ’ advantages as a resul t  of  knowing 
operat iona l  risk or being included in the New Accord? Some banks (within 
the 30 banks in the said survey) commented that a potent ia l  benefi t  was 
the poss ib i l i ty  of  deve lop ing incent ives  for  business managers to lead 
sound risk management  pract ices through capi ta l  a l locat ion charges, 
per formance reviews or other m echan ism s576. This is, however,  a merely 
latent benef i t.  The direct  benef i t  is to acknowledge the ex is tence of risks 
categor ised in opera t ional  risk and to seek the ways of:

(1) prevent ing operat ional  risk f rom being tangible;
(2) avoiding suffer ing a loss in case of opera t ional  r isk being tangible:  

and
(3) minimising a loss in case it is not avoidable.

It is hardly possible that  the vast major i ty of operat iona l  risk 
(excluding natural  per i ls and some unexpected incidents,  such as fire or 
terror is t  at tacks) becomes tangib le all of a sudden. There must have 
been some type of  sign or ind ica t ion577. For instance, a t rader  in Daiwa 
Bank New York branch had cont inued of f - the-book dea l ings for nearly 
eleven yea rs578. This inc ident would have been disc losed much ear l ier  if 
the bank had had an adequate corporate compl iance system. Operat ional  
r isk could also become tangible on a chain of  unfor tunate  events:  it 
paraphrased that losses occurred because controls over each business

575 See ‘Operat ional  Risk Management ’ , <http: / /www.b is .org/publ /bcbsca07.pdf> 
(print out on fi le with author).
576 Ibid.
577 Ar thur  Andersen (ed.), ‘Operat ional  Risk ’ (2001) Kinzai, Tokyo, at 2-3.
578 For the detai ls, see Chapter III.
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t ransact ion were lost and did not constant ly funct ion 579. Whether  its 
explanat ion is persuasive or not, the BIS Commit tee also addressed that 
breakdowns in corporate governance and internal  cont ro ls hold the 
essent ia l  posi t ion in opera t ional  risk. This is because such breakdowns 
were, in other words,  chances that an insti tut ion could have discovered and 
thus avoided taking f inancial  losses as a consequence of  error, f raud, or 
fa i lure 580. If an employee commit t ing a f raud is discovered by an 
inst i tut ion i tsel f  through the adequate systems, not only does it f rustrate 
unlawful  behav iour  and protect  its f inancial  assets and good reputat ion to 
some degree, but also deters fur ther  unlawful  behav iour  in the future.  
This is the subs id ia ry  advantage of  establ ishing a successfu l  operat iona l  
risk management  system.

It is a misunders tand ing  of operat ional  r isk management  if any 
inst i tut ion is reluctan t to deal wi th them and only does so because of  the 
New Accord.  Al l f inanc ia l  inst i tut ions are l iable to prove to their
customers that the operat ion of  thei r  banking business is sound.

However,  the di f f icu l ty  is that  operat ional  r isk used to be ident i f ied 
as the rest of  all r isks af ter  exc lud ing credi t  and market  risk. Thus, the 
idea of  this “ rema inder ” makes imaging its out l ine conceptua l l y  vague. 
Furthermore,  it is wrong to def ine operat ional  r isk as the remainder  of  the 
other two categor ies  of r isks.  This is because there are other  r isks that  
are not included in the said three risk categor ies.  As reputat ional ,  
st rategic and systemic  r isk are typical  examples,  there are others,  such as 
business risk, l iquidi ty r isk and pol i t ical risk. Indeed, there exist  var ious 
indiv idual  r isk components  and many di f ferent combinat ions of  these. The 
New Accord is, therefo re ,  jus t  one of the combinat ions.  Neverthe less,  it 
is possible  to say that the combinat ion of the New Accord is very l ikely to 
be the most popular set  on a wor ldwide level.

From the start , the biggest  concern of  ail f inanc ia l  inst i tu t ions  and 
relevant  author i t ies has been how to calculate opera t ional  risk. Even if 
the same type of  inc ident  has occurred in two f inancia l  ins t i tu t ions ,  the size 
of the losses is unl ikely to be ident ical :  the losses are determined by each 
piece of  c i rcumstant ia l  ev idence,  such as the size of  the bus inesses or ski l l  
of a hacker.  In real i ty, the Commit tee encourages f inanc ia l  ins t i tu t ions  to 
deve lop more than one methodology to re f lect  their  ind iv idual  risk 
p ro f i les581. Not only the methodolog ies but also opera t iona l  r isk i tsel f  is 
obv ious ly  under deve lopment.  The percept ion of  opera t ional  r isk is also 
di f fe rent  f rom inst i tu t ion to ins t i tut ion or country to country.  For instance, 
the Japan Center for  Inte rnat iona l  Finance conducted an inquiry on the

Arthur  Andersen (2001), supra n.562.
580 As the examples,  the Commit tee introduced the cases of exceeding authori ty, 
conduct ing business in an unethical  or r isky manner of dealers and off icers. See 
‘Operat ional  Risk Management ’ , supra n.560.
581 See ‘Consul tat ive Document,  Operat ional  Risk, Support ing Document to the New 
Basel Capital Accord ’ , < ht tp: / /www.bis.org/Dubl /bcbsca07.pdf> (print out on fi le with 
author).
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New Accord.  In relat ion to a quest ion on opera t iona l  r isk and capi tal ,  
there was a s tatement  that  the ratio 20% was excess ive consider ing high 
accuracy in pursuing bus inesses and the low rate of unlawful  behaviour  in 
Japan582. Those facts could be true comparing other  countr ies.  However, 
it is impossible to determine that these phenomena could never change in 
the future,  especial ly  consider ing the f inanc ial  g loba l isat ion.

It was very crucial  that  operat iona l  r isk was involved in the New 
Accord.  However,  opera t iona l  r isk i tsel f  is not  impor tant  in th is context .  
The impor tant  point  is introducing the concept  of  opera t ional  r isk broadly in 
f inancial  inst i tut ions,  where such r isks are widespread. It is not a 
problem that only execu t ives  have to deal wi th:  it is very l ikely to be a job 
for  an ent ire company since people on the f loo r  are the ones to know 
exac t ly where,  when and what  type of r isk could be tangible.  They are 
also in a very good posi t ion to avoid or at least  to d iscover  a risk being 
tangible before it becomes disastrous. Since the issue of tackl ing 
opera t iona l  risk is not conf ined exc lus ive ly  to execut ives ,  it is cruc ial  to 
involve all levels of  employees. To succeed in this, t ra in ing and 
educat ion is imperat ive.  As was prev ious ly  ment ioned, it could be helpful  
to employ a publ ic ly announced incent ive system,  such as a reward for 
discover ing or avoiding opera t ional  risk. It is also necessary  to have a 
penalty,  to some degree, in case of fa lse in fo rmat ion or fabr icated cases. 
If this works properly,  the major i ty of  opera t ional  r isk being tangib le would 
be avoided, excep t any type of  abrup t risks.

In regard to the factual  ways of  handl ing opera t iona l  risk, there are 
some r isk management  methodolog ies  that  usua l ly  funct ion together.  
Purchas ing insurance po l ic ies  is one of them. Other examples  are to be 
seen in the next sect ion.

3. The technical  ass istance:  computer  techno logy and secur i ty  pol icy

Computer techno logy is ind ispensable  for  deve lop ing cyberspace.  
Without  the involvement of  computer  technology,  cyberspace would st i l l  be 
a fantasy.  Technical  innovat ion makes the ava i lab le  cyberspace serv ices  
remarkab ly  progressed, but can also, somet imes, be an i r r i tat ion.  To date,  
brand-new computer  equ ipment  is easi ly ob ta inab le  f rom a store or onl ine,  
and computer  ski l l  to some degree is the bas ic requ i rement  for  any job. 
That is to say that  anyone who has knowledge and equ ipment  is potent ia l ly  
in a posi t ion to commi t  a cybercr ime.  It is, of  course, possible  to separate 
sever  computers  f rom networks.  A c losed use of  computers  wi th in an 
of f ice is less r isky than the computer  use in an open env i ronment  to 
cyberspace.  Neverthe less ,  an enti re w i thdrawal of services f rom 
cyberspace may cost a company a fantas t ic  bus iness opportuni ty.  To

582 The quest ion was whether  a f inancial  inst i tut ion bel ieves whether  it is appropr iate 
ratio that operat ional  risk holds 20% of capital  in average. The informat ion was 
obtained from the interview with Japan Center for Internat ional  Finance (Japan).
The author  is grateful  to its invaluable comments and advice.
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avoid computer  sys tems abuse, new technology has been constant ly 
advanced.  The app l ica t ion of b iometr ics is no longer fantasy:  scann ing a 
ret ina pattern or venous pattern on the back of  a hand is possible.

In Japan, a card cal led “SU ICA” (Super  Urban In te l l igent Card) was 
introduced in the greater  Tokyo area in November  2001. This is a new 
rechargeable  Integrated Circu i t  (IC) card to t ravel  over ground ra i lways (JR 
East Japan) and other  pr ivate ra i lways (such as Tokyo monorai l )  jus t  by 
touching an automated t icket gate. The SUICA card system was widely 
and rapid ly accepted and it is said that  90% of customers were sat isf ied 
wi th this card wi th in a m onth ’s t ime 583. This techno logy is pract ical ly 
app l icab le  to e lec t ron ic  money (e-money).  The problem is that  brand-new 
techno log ies  tend to be expensive ,  thus it is not  common for all levels of 
f inancia l  ins t i tu t ions  to introduce them. Consider ing the balance of the 
cost of  new techno logy  and potent ia l  size of cyber risk, they are l ikely to 
judge that  po tent ia l  cyber risk is not yet  up to the level of  in troducing the 
expens ive  brand-new technolog ies or equipment .

Since the events of  11th of  September  2001, one of  the anx ie t ies  for 
many sta tes is being the target of cyber te r ro r is ts ’ at tacks.  The losses or 
damages in cyberspace are l ikely to have a ser ious ef fect  on the real world.  
In the present  UK, an arrested hacker is to be convicted by ei ther the 
Compute r  M isuse  Act  1990 or the Terror ism Act 2000. When abusing 
publ ic computers  and networks and putt ing human l ives in danger, the 
hacker is referred as a cyber te r ro r is t584. In the Terror ism Act 2000, there 
is no spec i f i c  sec t ion  or subsect ion in relat ion to this. However,  the 
abuse of  the com pute r  system fal ls wi th in Sect ion 1(1) and (2) (e)585.

At th is stage, it is unnecessary to examine how informat ion (or data) 
is a crucial  asse t  for  businesses. However, it is necessary  to make sure 
of the form of in format ion.  The Centre  for  Financial Industry Informat ion 
Systems of  Japan (hereinaf ter “F ISC” ) publ ished a guide for f inancial  
inst i tut ions  in 1990 and def ined the asset of informat ion as div ided into two 
categor ies:  in fo rmat ion and informat ion systems. In format ion was def ined 
in detai ls as data or informat ion not only recorded or kept in computer

583 See ‘New JR SUICA CARDS for smooth t ravel ing in Tokyo’ , 
<http: / /www.tcvb.or . ip /en/hot /s izz l ina/0112/sizzl inq 12c.html> and ‘Suica ’ 
<ht tp : / /www. i reast .co. ip /su ica/03 .html> (print out on fi le with author).
584 See 'Hakka wo teror isuto toshite atsukau eikoku no shinpo  (A brand-new Brit ish 
Law that refers a hacker  as a ter ror is t ) ’ ,
<http: / /www.ida,co. jp / repor t /secur i tv /backnumber /us top ics/200102/sec20010220 01 
us.html> (pr int out on fi le with author).
888 The Terror ism Act 2000 tells:
1(1) In this Act " ter ror ism" means the use or threat of action where- 

(a) the act ion fal ls wi thin subsect ion (2)...
(2) Act ion fal ls wi thin this subsect ion if it...

(e) is des igned ser iously  to interfere with or ser iously to disrupt an elect ronic 
system.
For reference, see ‘The Terrorism Act 2000’ ,
<ht tp: / /www. leqis la t ion.hmso.qov.uk/acts /acts2000/20000011 ,htm> (print out on file 
with author).
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systems or any medium but also pr inted on papers,  memorandums and the 
like before input into computer systems, em p loyees ’ conversa t ions and 
memor ies.  Informat ion systems were computer  hardware and sof tware as 
well  as all equ ipment  and faci l i t ies involved ( including humans to manage 
the in format ion sys tems) for  property  admin is tra t ion  and con t ro l586. These 
sound pret ty much every th ing,  espec ia l ly  the involvement of  employees in 
info rmat ion systems. Nonetheless,  even if an employee bel ieves what  he 
knows is petty, it is l ikely to be valuable ,  commerc ia l ly speaking, for  the 
other t rade. In part icular,  the structure of computer  systems is most ly a 
str ict  secret  for  any industry.

When discuss ing the issues of  secured computer  networks,  there are 
two basic but cr i t ical  factors:  they are “ in tegr i ty ” and “ re l iab i l i t y ” of 
computer  networks.  In other words,  the avai labi l i ty , conf ident ia l i t y  and 
integr i ty  of  data t ra f f ick ing through computer  networks.  BS ISO/IEC 
17799 (BS 7799-1:2000)  also suggests  that  the preservat ion of  these 
should be mainta ined whatsoever  the form of informat ion is587. To secure 
these factors ,  it is necessary  that  the one who actual ly possesses a 
computer  or controls computer  ne tworks is responsib le  for  implement ing a 
suf f ic ient  level of  secur ity.  If it is an indiv idual ,  it is all r ight  to employ 
sui tab le  sof tware,  such as f i rewal l  and ant vi rus sof tware and to keep 
updat ing them as long as the computer  usage is wi thin ind iv idual  purposes. 
If it is for  commerc ia l  purposes, compan ies  and inst i tut ions in part icular,  
that  the s i tuat ion is not that  s imple. This is because compan ies  or 
inst i tut ions  of fer  services to a genera l  run of buyers.  It is l iabi l i ty  for 
them to ensure of fer ing secured services to the customers to some degree. 
E-commerce or any serv ice of fered onl ine is nowadays gett ing to be one of 
the popula r  channe ls  in general .  Ensur ing in tegr i ty and re l iab i l i ty  of 
computer  networks is, therefore,  a hot stock not only for business 
industr ies,  but also for  re levant  au thor i t ies  and even for a state.

It is essent ia l  to place impor tance on the qua l i ty of the ent ire 
computer  secur i ty  wi th in companies.  There are, however, two key factors 
in the ideal computer  secur i ty  system: introducing suf f ic ient  level  of 
techn ica l  devise and imp lement ing  computer  secur i ty pol icy. The former  
includes supply ing both computer hardware and techn iques.  The latter  
suggests  human involvement .

Compute rs  and their  equipment ,  such as pr inters or scanners,  are popular 
tools in business admin is t ra t ions in these days. The vast major i ty of

586 The pamphlet  t i t led ‘ Informat ion Securi ty Pol icy’ publ ished by the Sumi tomo 
Marine Research Insti tute, Inc, which the author obtained from the interview with Dr 
M Fuj imoto, Consul tant ,  Research & Consul t ing Department 4. The author  is 
grateful  to her invaluable comments and advice.
87 See ‘Joho sekyur i t i  seisaku j ikko proguramu, Tusansyo  ( Informat ion securi ty 

pol icy programme by the Ministry of Internat ional  Trade and Industry) ’ , 
< ht tp: / /www.met i .QO.ip/pol icv/netsecur i tv/downloadf i les/esecu01 i .pdf> and ‘BS 
ISO/IEC 17799:2000 - Overv iew’ , <ht tp : / /www.c-cure.o rg/77990verv iew.htm> (print 
out on fi le with author).
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people would not hesi tate to use them at all. However,  once it comes to 
the issue of  technical  matters,  they are very l ikely to f rown and change the 
subject.  It is t rue that if one uses computers,  it does not always mean 
one unders tands technical  matters.  On the other hand, one who knows a 
l i tt le about  computers  bel ieves that  computers can do anything one wants.  
Those two at t i tudes towards computers  could be barriers.  The former  
at t i tude is ind icat ive of  re ject ion.  Before actual ly l is tening to the detai ls 
on techn ica l  matters,  one psycho log ica l ly  blocks his/her mind in case 
anything is not understandable.  In fact,  technical  matters of  computers 
belong to a type of special ,  rather  than common knowledge. It is not  a 
d isgrace if one cannot understand a techn ical  term. The latter  case is 
exac t ly the opposi te  of  this. In this case, before t rying to understand 
anything, the user also blocks h is /her mind, bel ieving that a computer is a 
magical  box which can make anything possible. In general ,  there is a 
person in a speci f ic  depar tment  or sect ion ( i n f o r m a t i o n  Technology 
manager)  in charge of computer  secur i ty  for  the whole company. Is it 
accep ted if  the IT manager  and his depar tment are only ones who 
understand the company ’s computer  secur i ty system? Technical ly 
speaking , the real i ty is l ikely to be so. Neverthe less,  it is preferable if the 
execut ive  of f icers,  an of f icer  to whom the IT manager  reports direc t ly in 
part icular,  could understand to some degree. In the fo rmer  case, the 
psycho log ica l  barr ier  of  the execut ive  of f icers al low the IT manager  
arbi t rar iness.  In the latter  case, the at t i tude makes the posi t ion of the IT 
manager  rather awkward. That is to say that the execu t ive of f icers may 
make an unreasonab le  demand of the IT manager  and his team. Those 
barr iers are strengthened when the execut ive  of f icers are shown the cost of 
implement ing computer secur ity.  It tends not to be a cheap investment in 
plant and equipment .  The more f inanc ia l  resources are avai lable,  the 
bet ter equ ipment  and faci l i t ies are obtainable .  If this is the sole t ruth,  it 
means that there is no way for smal l and medium enterpr ises to implement  
a suf f ic ient  level of secur i ty  systems.

Str ict ly speaking, any company, whether  a large or a smal l or 
medium enterpr ise,  can be a target  of  hacking or unauthor ized access. 
Large en terpr ises are l ikely to be targets  because of their  fame, whereas 
smal l  and medium enterpr ises are l ikely to be targets due to an insuf f ic ien t  
level of  computer  security.

When assessing the level of  any computer secur ity,  there are some 
guiding pr inc ip les prepared by re levant  author i t ies.  In Japan, the Ministry 
of Economy, Trade and Industry (METI),  for  instance, have publ ished 
several  standards for measures on protect ing not only informat ion secur i ty  
but also e-s ignature and p r ivacy588. Amongst  all standards,  the standards

588 Ministry of Internat ional  Trade and Industry (MITI) reformed and changed its name 
into Ministry of Economy, Trade and Industry in 2001. Other standards the then 
MITI had publ ished are;

* The standards for computer  system audi t (MITI publ ished in 1985);
* The standards for countermeasures on computer  vi ruses (MITI annunciat ion No.
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for secured informat ion system (MITI annuncia t ion No. 518 in 1995) are for 
info rmat ion secur ity.  The main part of the body is div ided into three 
phases. The f i rst  phase has 100 items each for six d i f ferent locat ions 
(e.g., a host computer  room, an operat ion room and so on) to check in 
relat ion to instal l ing computers and their  equ ipment  in the least  r isky 
env ironment.  The second phase has 26 i tems each for three di f ferent 
types of  users to check hardware and sof tware f rom techn ical  points of 
view. The third phase has 66 i tems each for three d i f fe rent  types of users 
to check for pract ical  use of  info rmat ion sys tems* 589. However, this does 
not seem to have a s imple st ructure.  For instance, it suggests  employing 
encrypt ion to avoid e lec tron ic  eavesdropping. But it does not suggest  any 
concre te  example,  i.e., a recommendable  encrypt ion method or the 
necessary equ ipment.  Moreover,  some i tems suggest re ferr ing to other 
s tandards  that the then MITI publ ished. There are other  s tandards or 
po l ic ies publ ished by relevant author i t ies  in Japan.

The FISC, for  example,  publ ished a handbook for f inancia l  
ins t i tut ions  that decide on a scheme on computer  secur i ty pol icy in 1999. 
The cr i t ical  issue is that  those pol ic ies or s tandards  involve merely the 
vo luntary  ass is tance of the author i t ies.  There is no ob l igat ion or severe 
penal ty for  any company or inst i tut ion even if they do not employ any of 
those s tandards  or pol ic ies.  Both such ins t i tu t ions  and the whole industry 
recommend employing them. Whether  or not impos ing a penal ty on a 
member  ins t i tut ion not fo l lowing their  rules,  it depends on each industry.  
All s tandards  or pol ic ies publ ished in Japan are domest ic ,  and none are 
in te rnat iona l ly  designated. This tendency appl ies not only to Japan but 
also other  countr ies in general .  However, there is an except ion in the UK. 
Stemming from the 1993 standards,  BS7799 was es tab l ished as a set  of 
standard requi rements  for  In format ion secur i ty management  in 1995 by the 
Br it ish Standard Inst i tute — Del iver ing Informat ion So lut ions  to Customers 
(here inafter  “ BS I-D ISC”). BS7799 cons ists of two compl icat ions,  ev ident ly 
ident i f ied as “ Part  1: Code of  pract ice for  in format ion secur i ty  
m anagement ” and “ Part 2: Speci f ica t ion for  in fo rmat ion management  
sys tem 590.” In essence, Part 2 expla ins how to apply Part  1. Part 1 of

429 in 1995);
* The guidel ine for software administrat ion (MITI publ ished in 1995), and;
* The s tandards for countermeasures on unauthor ized computer  access (MITI

annunciat ion No. 362 in 1996).
See 'Hori tsu, gaidorain nado (Regulat ions and gu ide l ines) ’ ,
<ht tp: / /www.met i .ao. ip/Dol icv/netsecur i tv/ law guide l ines.h tm> (print out on fi le with 
author).
589 See ‘Joho sisutemu anzen taisaku ki jun (the standards for secured informat ion 
system, MITI annunciat ion No. 518 in 1995) ’ ,
<ht tp : / /www.met i .go. ip /po l icv /netsecur i tv /downloadf i les /esecu03i .pdf> (print out on 
fi le with author).
590 Part 1 of BS7799 ( ISO/IEC 17799) is the set of securi ty controls to be the 
countermeasures and safeguards against  informat ion secur ity risks. Part 2 is 
designed mainly for internal assessment  or audit systems for secur ity systems from a 
top-down perspect ive on the basis of establ ishing a sui table Informat ion Securi ty 
Management System (an ISMS). It designs a six part programme to proceed: (1) 
def ining a securi ty pol icy; (2) def ining the scope of the ISMS; (3) under taking a risk
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BS7799 has ten sect ions including secur i ty  pol icy, compl iance and so on591.

It is said that  it works to ident ify,  manage and minimize the risks 
where in in fo rmat ion is being targeted. In 1999, BS7799 was revised and 
updated in order  not only to be adaptable for  other countr ies but also to be 
app l icable for  new deve lopments ,  such as e-commerce, mobi le comput ing 
and the like. In 2000, Part  1 of BS7799 was publ ished as ISO/IEC 17799 
( In format ion Techno logy  — Code of  pract ice for  info rmat ion secur i ty 
management)  as the In ternat ional  standard by the Internat ional  
Organisa t ion  for  Standard izat ion (here inafter  “ ISO”) 592. It deals with 
nearly 50 issues: for  instance, accountab i l i t y  for  assets,  equ ipment  secur ity,  
outsourcing,  opera t iona l  procedures and respons ib i l i t ies  and the like. In 
regard to Part  2 of  BS7799, it has commenced to harmonise with other 
management  system standards,  such as ISO 9001 and ISO 14001. One of 
the at t ract ive  fea tu res  of  implement ing ISO/IEC 17799 (or BS7799 Part  2) 
is to involve a th i rd party as an accred i ta t ion body to cert i fy that  secur i ty 
systems are fo l lowing s tandards  l i te ra l ly593.

ISO/IEC 17799 works together  wi th other  standards.  The typical  
standard is ISO/IEC 15408 ( In format ion techno logy - Secur i ty techn iques 
-Evaluat ion cr i ter ia for  IT secur i ty )  publ ished in 1999. Through the 
process of  deve lop ing ISO/IEC 15408, the es tab l ishment  of  “Common 
Cr i te r ia ” (CC) came into ex is tence or ig ina l ly  amongst  some European 
countr ies and the USA. ISO/IEC 15408 prov ides the cr i teria of  evaluat ing

assessment;  (4) managing the risk; (5) select ing control  object ives and controls to be 
implemented; and (6) prepar ing a statement of appl icabi l i ty.  See ‘The IS017799 
Securi ty Newslet ter  - Issue 2 ’ , <http:/ /www.iso1 7799-web .com/ issue2 .htm> and ‘7799 
His tory ’ , <ht tp : / /www.c-cure.org/7799his torv .h tm> (print out on f i le with author).
591 See ‘What is BS 7799?’ ,
<ht tp : / /emea.bs i -q loba l .com/ ln format ionSecur i tv /Overv iew/What isBS7799 .xa l te r>
(print out on fi le with author).  BS7799 has 10 sect ions as fol lows:

(1) Securi ty pol icy;
(2) Organising assets and resources for the management  of informat ion securi ty;
(3) Ident i fying and cont rol l ing asset;
(4) Ensuring personnel  secur i ty to reduce any human involved error or offence;
(5) Physical and env i ronmental  securi ty to prevent any physical inter ference to 

both premises and informat ion;
(6) Ensuring communicat ions and operat ions management  of informat ion 

processing fac i l i t ies  secured;
(7) Ensuring access control  to informat ion;
(8) Ensuring systems development  and maintenance;
(9) Establ ishing business cont inui ty management  plans to avoid suffer ing the 

effects of major  fai lures or disasters to cause business interrupt ion,  and;
(10) Compl iance.

592 BSI has its origin in 1901 but was establ ished by the Royal Char ter  in the 1920s 
as an independent  body. The standards development work of BSI is funded by the 
government.  The Depar tment  of Trade and Industry is, in part icular, in a close 
relat ionship with the BSI. See ‘ Funding of BSI and Standards Development ’ , 
<ht tp : / /www.dt i .qov.uk/st rd / fundinqo.htm> and 'The IS017799 Securi ty Newslet ter ’ , 
<http:/ /www.iso1 7799-web .com/> (print out on f i le with author).
59a In the UK, c:cure was set up in 1998 as the accredi ted Cer t i f icat ion Author ity 
Scheme for BS7799. See ‘ c :cure ’ , <http: / /www.c-cure.org/welcome.htm> (print out 
on fi le with author).
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in format ion secur i ty equ ipment  and systems including so f tw are594. Like 
ISO/IEC 17799, it also involves a third party as an evaluat ion faci l i ty  to 
ensure that ru les are fo l lowed in accordance with ISO/IEC 15408.

The second typica l  standard is ISO/TR13569 (Banking and related 
f inanc ia l  services — Informat ion secur i ty guidel ines).  This is prepared 
par t icu la r ly  for  the f inancia l  service industry.  It in i t ia l ly  publ ished in 1996 
and was amended in 1998 by ISO/TC68/SC2 595 . ISO/TR13569 is
techn ica l l y  d i f fe rent  f rom other standards:  as the name impl ies,  it is a 
techn ica l  repor t  (TR) for  f inancia l  ins t i tu t ions  to implement a suf f ic ient  
level of  in fo rmat ion secur i ty  systems. Hence, an evaluat ion faci l i ty  has 
not yet  been in vo lve d596.

There  are other  standards publ ished by the ISO on informat ion 
secur i ty  management  and banking opera t ions 597 . In general ,  it is 
appropr ia te  for  f inanc ia l  inst i tut ions to implement  informat ion secur i ty

594 ISO/IEC 15408 consists of three sect ions: Part 1: Introduct ion and general  model, 
Part 2: Secur i ty funct ional  requi rements and Part 3: Securi ty assurance requi rements. 
See ‘ ISO, Catalogue searched for s tandards ’ ,
< htto:/ /www. ¡so.org/ iso/en/Com binedQuervResul t .CombinedQuervResul t?auervStr inq =
15408> (pr int out on f i le with author).
bUb ISO has Technical  Commit tees (TC) on each relevant issue. TC68 is one of them 
special ised in banking, secur i t ies and related f inancial  services. TC68 has three 
Sub-Commit tee (SC) and f i f teen Working Groups (WG) underneath SCs. The main 
WGs of TC68/SC2 are:
TC 68/SC 2/WG 4 Informat ion securi ty guidel ines for banking;
TC 68/SC 2/WG 5 Protect ion profi les;
TC 68/SC 2/WG 6 Framework for IT securi ty for f inancial  inst i tut ions;
TC 68/SC 2/WG 8 Publ ic key infrastructure management for f inancial  services;
TC 68/SC 2/WG 10 Publ ic key infrastructure management for f inancial  services, and; 
TC 68/SC 2/WG 11 Encrypt ion algor ithms used in banking appl icat ions.
See ‘ ISO/TC68 Kokunai - i inka i  ( ISO/TC68 Domest ic Commit tee) ’ ,
<ht tp : / /www. imes.boi .or . ip / iso/aa ivou.html#soshik i> and ‘TC 68-SC 2 ’ ,
<ht tp : / /www. iso.Org/ iso/en/stdsdevelopment / tc/ tc l is t /TechnicalCommit teeDetai lPaqe.T
echnica lCommit teeDeta i l?COMMID=2193> (print out on fi le with author).
bUt> See ‘Heisei  13nendo OECD Joho sekyur i t i  gaidorain ni kansuru chousa  (2001 A
survey on OECD informat ion securi ty guidel ine) ’ ,
<ht tp : / /www. ipa .qo. ip /secur i tv / fv13/ repor t /oecd-quide l ine/oecd-ouide l ine.pdf> (print 
out on fi le with author).
597 For instance, there are several standards under TC68/SC2;
ISO 1004:1995 Informat ion processing - Magnet ic ink character  recogni t ion - Print 
spec if icat ions;
ISO 6234:1981 Bank operat ions - Author ized signature l ists and thei r representat ion 
on microf iche;
ISO 8730:1990 Banking - Requi rements for message authent icat ion (wholesale)  ;
ISO 8731:1987 Banking - Approved algor ithms for message authent icat ion;
ISO 8732:1988 Banking - Key management (wholesale)  ;
ISO 10126:1991 Banking - Procedures for message encipherment  (wholesale)  ;
ISO 11131:1992 Banking and related f inancial  services - Sign-on authent icat ion;
ISO 15782-2:2001 Banking - Cer t i f icate management - Part 2: Cer t i f icate extensions, 
and;
ISO/TR 17944:2002 Banking - Securi ty and other f inancial  services - Framework for 
secur ity in f inancial  systems.
See 'Standards of TC68 /SC2’ ,
<ht tp : / /www. iso.ch/ iso/en/s tdsdevelopment / tc/ tc l is t /Technica lCommit teeStandardsLis t  
Paqe.TechnicalCommit teeStandardsLis t?pr intable=t rue&COMMID = 2193> (print out on 
f i le with author).
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systems that fu l f i l  the in ternat ional  s tandards above-ment ioned.  That is 
to say that the major i ty of  f inanc ial  inst i tut ions fu l f i l  the same minimum 
level of  s tandards  at least  if employ ing in ternat ional  standards prevai ls in 
the industry.  It is, of course, not the obl igat ion for  each inst i tut ion to 
employ them unless any se l f - regu la t ing  body or relevant author i ty employs 
them as a rule for  the member  ins t i tu t ions  — there is no pun ishment or 
discipl ine imposed. However,  pro f i t -mak ing corpora t ions are l ikely to 
behave l ike youngste rs  who always fo l low the latest  fashion. In other 
words, f inancia l  ins t i tut ions leap at a potent ia l  oppor tun i ty  to make a profi t .  
Employing the in ternat ional  standard is very l ikely to have an impact in 
terms of advert is ing  their  “ secu re ’ se rv ices ” to the general  public.

Indeed, di f f icul t ies  exist. As for  f inanc ial  ins t i tut ions,  employing 
such standards is not a one-t ime event  in corporate life. Once the 
standards are employed, f inancia l  inst i tu t ions  have to maintain that  level of 
info rmat ion secur i ty  system to fu lf i l  all condi t ions of the standards.  If the 
standards are amended or updated, it is necessary to fo l low the changes. 
This may cost dear ly and it would be di f f icu l t  for  companies wi thout 
f inancial  resources to maintain the standards.  As for the publ ishers of 
the standards,  such as the ISO, they also have to cont inue amending and 
updat ing the s tandards  to keep up with the latest  techn ical  innovat ions.

There is another argument.  BS7799, for  instance, was developed 
in the Br it ish cul ture.  It may be d i f f icul t  to implant  it d i rec t ly into another 
cul ture even though BS7799-1 had el iminated Br it ish pecul iar i t ies.  Mr 
Iwashi ta analysed that BS7799 was unl ikely to be popular in Japan by the 
end of 2000. This was because, at f irst,  it was costly. Secondly,  there 
were cul tural  reasons: informat ion secur i ty  systems are a mere part of the 
whole business. As was prev ious ly  examined,  BS7799 targets not only 
the physical  secur i ty  system but also compl iance or other issues involved. 
Therefore,  it would be unbalanced to change the spec i f ic  parts of the 
bus iness that  BS7799 requires into Bri t ish or Amer ican standards wi thout 
changing the rest  of  the parts of  the bus iness598. There is a survey report  
to prove this.  Acco rd ing to the survey  done by KPMG Japan in 2000, only 
6% out of  410 ent i t ies had implemented BS7799 and more than 35% 
answered they had never heard of i t599 600. It is t rue that human viewpoints  
di f fer  f rom east to west 60°. Therefore ,  there is a tendency to revise 
in terna t iona l  s tandards  in accordance with domest ic  c i rcumstances.  The 
Japanese JIS X 5080, for  instance, or ig inated in ISO/IEC 17799. However,  
it is doubtful  to what  degree domest ica l ly  revised in ternat ional  standards 
are acknowledged internat ional ly.

598 The author is grateful  to Mr N Iwashita, Manager, Inst i tute for Monetary and 
Economic Studies, Bank of Japan, for his invaluable comments and advice.
599 See Informat ion Risk Management Dept, (ed) ‘ Informat ion Securi ty Survey 2000 
Repor t ’ (2000) KPMG Business Assurance Japan, Tokyo.
600 It is said that the ethical  doctr ine that human nature is fundamental ly good is 
general ly bel ieved in Japan whereas the ethical  doctr ine that human nature is 
fundamental ly evi l  is bel ieved in the UK. See also Chapter IV.
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It has been approx imate ly  ten years since the OECD ini t ia l ly  
publ ished the Guide l ines for  the Secur i ty of In format ion Systems. It was 
once revised in 1997 according to the art ic le on revision of  gu idel ines 
every f ive years.  The year  2002 was the promised year for  the second 
revis ion which was achieved (as promised).  The acce le ra t ion in the 
af te rmath of the September  11 traged ies was unavo idab le601. It p laces 
importance on speci f ic  issues in par t icu la r602. It is rather the f ramework  
not the guidel ine or standard wi th ful l  of detai ls in every s ingle issue. 
However, it wi l l  have an impact on countr ies rat i f ied the said gu ide l ines to 
a greater  or lesser extent.

In addi t ion to protect ing computer  secur i ty by employment  of  var ious 
gu ide l ines or standards,  the Japan In format ion Processing Development  
Corpora t ion  (J IPDEC)603 has become a cer t i fy ing organ isat ion of pr ivacy 
mark s ince 1998. Having pr ivacy mark shows the genera l  publ ic that  an 
ins t i tut ion so cer t i f ied has taken appropr iate measures to deal wi th 
personal  in fo rmat ion604. The retent ion of pr ivacy mark and IT s tandards  
above-ment ioned are t ranslated into good publ ic i ty  for  the bus inesses.

It goes wi thout  saying that cyberspace is unbounded and not 
governed by a spec i f ic  rule or ju r i sd ic t ion.  Therefore,  it is cr i t ical  for  
every indiv idual  or legal ent i ty to be responsib le  for  secur ing the nearest  
sur roundings at least.  A computer  is not a magic box. Even if it is a 
machine,  which does not make a mistake, it is a human who operates a 
computer.  A computer  sof tware,  programmes and even computers  are all 
wr i t ten,  compi led or assembled by humans, not by God. Informat ion 
secur i ty  systems are also the same: if one s tructures the secur i ty  system, 
it is potent ia l ly  very l ikely to be hacked by someone who has the 
knowledge or skil ls.  It is impor tant  to update the informat ion of  techn ical  
innovat ion and to ana lyse the latest  cyber incidents as well  as to be well  
aware of  the ind iv idual  responsib i l i ty  of being cyberspace.

4. The phys io logica l  ass istance: resusci ta t ing morals and ethics

Even if there are many good-natured people,  a sense of jus t i ce  has a 
hard t ime surv iv ing in the real world. It is unfor tunate ly  common to see

601 See ‘Guidel ines for the securi ty of informat ion systems and networks towards a 
cul ture of secur i ty ’ , < http : / /www.oecd,ora/pdf /M00034000/M00034292 .pdf> (print out 
on f i le with author).
602 The speci f ic nine issues are (1) awareness of the need for securi ty of informat ion 
systems and networks; (2) responsibi l i ty for using for the securi ty of informat ion 
systems and networks;  (3) response to act in a t imely fashion to detect, prevent or 
respond to secur ity incidents;  (4) ethics to respect the legi t imate interests of others; 
(5) democracy on implement ing the securi ty;  (6) r isk assessment;  (7) securi ty design 
and implementat ion;  (8) securi ty management;  and (9) reassessment of security.
Ibid.
603 JIPDEC is a publ ic corporat ion that has a close relat ionship with the Ministry of 
Economy, Trade and Industry.
604 See ' Puraibasi  mâku to wa (What is the privacy mark?) ’ , 
< ht tp : / /www.kcs.co. jp/p-mark/pr ivacv 1 ,htm> (print out on fi le with author).
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dai ly art ic les about commerc ia l  cr ime in the press.  In August  2002, the 
ex-CEO of Wor ldCom (USA) was arrested af ter  the co l lapse of Wor ldCom. 
Pr ior  to this col lapse, Enron (USA) also had a dramat ic  col lapse. The 
aud i to r  of  Enron, Andersen, was sued by the US Depar tment of  Just ice on 
obst ruct ion of just ice .  All three of  them have been sued for damages by 
the relevant  part ies as well  as being under cr imina l  inves t iga t ion605. In 
ear ly August,  it was publ ished that  the relevant  f inanc ia l  services 
author i t ies  of  the USA were consider ing the impos i t ion of  heavy f ines on 
some f inancial  inst i tut ions that neg lected the legal ob l igat ion to save 
e lec tron ic  mail for  three years606. These are, to date,  not at all rare cases. 
Moral and ethics probably  have not become ext inct .  However, as is 
shown in Chapter  I, commi t t ing economic cr ime seems to have i r resis t ib le  
power to dominate a person ’s normal moral  and ethical  sense.

There is a survey conducted in Japan. It is an opinion poll 
amongst  new employees conducted twice per year  (spring and fal l ) 
th roughout  four years.  There is a speci f ic  quest ion as to how one would 
behave when a super ior  orders h im/her  to commit  an in just ice,  or at least  
something where one is l ikely to suf fe r  qua lms but that  makes prof i ts for  
the company. Table 6.2 shows the ratio of  the new employees who 
answered they would obey the order whether  or not they were wi l l ing to do 
so.

Table 6.2: The ratio of new em ployee s  w ho does w h a te v e r  a 
sup er io r  orders

Spring survey Autumn survey
1999 39.1% 40.2%
2000 28.8% 32%
2001 33.3% 35.1%
2002 31.1% data not yet  avai lable

(Reference: see 'K igyd r inr i  (Corporate et 
<h t to : / /home.a t t .ne . io /sea / tkn / lssues / lssu  
f i le wi th author) .

h ies) ’ ,
e -Ethics.h tm> (pr int  out on

Due to the educa t iona l  system in Japan, new employees jo in the 
companies on 1st Apri l  in general .  As is seen, taking not ice of the change 
between spr ing and autumn surveys, most surpr is ingly,  the ratio r ises 
wi th in hal f  a year. The survey  resul t  te l ls  how compan ies  and 
corporat ions (whether pr ivate or publ ic)  place f i rst  pr ior i ty on prof i t  making. 
In addi t ion to this,  six months is enough for new employees to adapt to the 
com pany ’s pol icy. It was said that  this was based on the Japanese 
l i fe t ime employment  system. Indeed, it is somehow sti l l  t rue now despi te  
the changing employment  system.

605 Nihonkeizai  Shimbum dated 17th July and 2nd August 2002. In addi t ion to these, 
see ‘Nikkei net ’ , <ht tp : / /www.n ikke i .co. ip /sp2/nt48/20020615e im ¡20451 5.h tml> and 
'Funsyoku kessan  (a window dressing set t lement) ’ ,
<http: / /www.h i -ho.ne. ip /vokovama-a/ funshoku.htm> (print out on fi le with author).
6(W Nihonkeiza i  Shimbum dated 3rd August 2002.
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On the other  hand, ex treme corrupt ion cases are of ten caused by the 
execut ive of f icers.  The Guinness and Maxwel l  cases in the UK are good 
examples  of  this.  Hence, there are ethics of two d i f ferent internal  
cont ro ls to s t ra ighten:  a company i tsel f  and its execut ive  of f icers. The 
former  is taken care of by implement ing compl iance exhaust ively.  The 
lat ter  is by having r igid corpora te  governance.  Compl iance is understood 
as a form of behav iour  to run bus inesses comply ing with laws, ord inances 
and moral  precepts  that  a company ought to fo l low 607. Corporate
governance is the control  of the decis ion making process and the audit  
systems for rea l is ing soundness and ef fect iveness of bus inesses. Bill 
Witherel l ,  OECD Di rec to r  for  Financial ,  Fiscal  and Enterpr ise Affairs,  
addressed it at the IOSCO 2002 conference as “good corporate  governance 
ensures t ransparency,  fa i rness, and accountabi l i ty  wi th respect to 
shareholders  and other  s takeho lders608.“ The cr it ical d i f fe rence between 
compl iance and corporate  governance is that  corporate governance was 
or ig ina l ly in i t ia ted on shareholders  whereas compl iance is more focused on 
corpora te  respons ib i l i t ies  as a member  of society.  However, corporate 
governance has current ly  moved its approach to th is direct ion in the 
genera l  form of  s takeho lders  and has four main aims:

* Effec t i veness and e f f i c iency  of operat ions;
* Re l iab i l i ty  of f inanc ia l  report ing;
* Compl iance with laws and regulat ions,  and;
* Safeguard ing  of  asse ts609.

Employ ing both compl iance and corpora te  governance are 
inseparab le  and inev i tab le  for  pursuing sound economy. In reali ty, some 
types of  opera t iona l  r isk are avo idab le  by implement ing  compl iance and 
corporate  governance.  Moreover,  the vast major i ty of  in format ion secur i ty 
standards involve them as the impor tant  factors.

The his tory  of  internal  control  goes back to the 1987 T readway ’s 
Repor t  of  Nat iona l  Commiss ion on Fraudu lent Financial  Report ing in the 
USA after a ser ies of  w indow dress ing set t lements  and bankruptc ies.  It 
was bel ieved that  substant ia l  internal  control  was inevi tab le for  prevent ing 
fu r ther  d ishones t  f inancia l  report ing.  Af ter the Cons idera t ion of  the 
Internal  Control  St ructu re in a Financia l  Statement Aud i t  (AICPA SAS55) 
being publ ished in 1988, the commit tee of  sponsor ing organ izat ions of the 
Treadway Commiss ion  (COSO) publ ished a landmark report  on internal 
control  cal led the “COSO repor t ” in 1992. It is said that  the COSO report

607 See ‘Risuku to konpura iansu  (Risk and compl iance) ’ ,
<www.zenqinkvo.or . ip/pub/pamDh/pdf /dp1 -7 .pd f> (print out on fi le with author).
608 See ‘Corporate Governance and the Integri ty of Financial  Markets: Some Current 
Cha l lenges’ , <ht tp : / /www,oecd.oro/pdf /M00029000 /M00029848.pdf> (print out on file 
with author).
609 See ‘Corporate Governance’ ,
<ht tp : / /www.cpaaudi t .co.uk/paaes/corpgovernance.html> (print out on fi le with 
author).
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is the de facto standard of the theor ies and methods of ef fect ive internal 
con t ro l610. The COSO report  has def ined internal control  as fo l lows:

“ Internal  control  is a process, ef fected by an ent i ty 's board of d i rectors,  
management  and other  personnel ,  des igned to provide reasonab le 
assurance regarding the ach ievement  of ob ject ives in the fo l lowing 
categor ies:

* E f fect iveness and ef f ic iency of operat ions
* Rel iab i l i ty  of  f inanc ia l  reporting
* Compl iance with app l icab le  laws and regu la t ions611.”

They seem to involve all levels of employees,  wi th the execut ive 
of f icers,  to a greater  or lesser extent.  In other words,  internal control  is 
to give an impact  on a corpora te  cul ture itself.

Looking at the UK, the Commit tee on the Financial  Aspects  of 
Corpora te  Governance was set up in accordance with the proposi t ion  of 
Financia l  Repor t ing Counci l  and Insti tute of Chartered Accountants  in 
England and Wales (here inaf ter “ ICAEW”). This Commit tee, chaired by 
Sir  Adr ian Cadbury,  publ ished the report  in 1992 placing importance on 
control l ing  the board of d i rectors,  report ing func t ions  and the role of 
audi tors.  The repor t  included the Code of Best Pract ice — that complying 
with it became the condi t ion of  being l isted on the London Stock Exchange 
(here inafter  “ LSE” ) — in July 1993 in accordance with the Com m it tee ’s 
request.  Af ter  the Greenbury Report  in 1995, the Commit tee on Corporate 
Governance was chaired by Sir Ronald Hampel,  which publ ished the 
Combined Code in 1998. This code was also adopted by the LSE in 
December  1998. The Combined Code remained uncertain to some degree. 
The ICAEW set up the Internal  Control  Working Party chaired by Nigel 
Turnbu l l  and it es tabl ished a report cal led the Turnbul l  Guidance in 1999612. 
This placed impor tance on implement ing  internal control  and conduct ing 
risk management.  Since December  1999, the compl iance with the 
Turnbu l l  Guidance has been obl iged to the member  companies of  the LSE. 
Compl iance with the Turnbul l  Guidance leads companies not only to be 
l isted with the LSE but also to promise sound business p rac t ices613.

610 In February 1999, another  report cal led Report of the Blue Ribbon Committee - 
Improving the Ef fect iveness of Corporate Audi t Committees was also publ ished by the 
Blue Ribbon Committee.  See ‘ Gabanansu  (Governance) ’ ,
<ht tp : / /home.a t t .ne. ip /sea / tkn/ lssues/ lssue-Governance .htm> (print out on fi le with 
author).
611 See ‘Key Concepts ’ , <http: / /www.coso.org/KevConcepts / index.html> (print out on 
fi le with author).
612 See K. Goto, ‘Kigyô-ke iei  no sa idai -kadai  to natta r isuku manegimento  (Risk 
management ,  the crucial  key factor  of business management) ’ (2001) 4 Songai hoken 
kenkyû 62, at 38-41.
613 Some western European countr ies also had publ ished reports on corporate 
governance since 1997. The OECD also publ ished the OECD Pr inciples of 
Corporate Governance in 1999. See ‘Kigyô r isuku jôhô  vol .9 (Corporate risk 
informat ion vo l .9 ) ’ , <www. i r r ic .co. ip/ l ibrarv /manaqement /r isk info09.pdf> (print out on 
f i le with author).
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Japan is far  behind them compared to the Br itain and the USA. 
There is a report  that  shows eva luat ions of  the corporate governance of 
each country  publ ished by Davis Global  Advisors,  Inc. According to the 
1999 report,  Japan got 3.5 points whereas the UK got 8.3 and the USA got 
7.0 (Table 6.3). Japan has conducted further  research and revised the 
relevant leg is la t ion to take the most ef fect ive approach.

Table 6.3: C o rp o ra te  g o vernance  eva lua t ion

Indicator Japan The U.K. The U.S.A.
1.1 Best Pract ice Codes 2 7 9
1.2 Non-execut ive  Directors 1 6 8
1.3 Board Independence 0 3 6
1.4 Spli t  Chairman/CEO 10 9 1
1.5 Board Commit tees 3 10 10
21 Voting Rights 10 10 8
2.2 Voting Issues 4 9 1
3.1 Account ing  Standards 1 9 10
3.2 Execut ive Pay 3 10 10
4.1 Takeover Barr iers 1 10 7
Overall  Score 3.5 8.3 7.0
Copyr ight  reserved by Davis Global Advisors,  Inc. 
(Reference: see ‘Gabanansu  (Governance) ’ , supra n .595)

Consider ing corporate governance in Japan, it is impossible to avoid 
ment ioning sokaiya.  Nakaj ima concisely  def ined it as “general  meet ing 
f ixers.. . extort  money from companies by threatening to disrupt their  annual  
general  m e e t i n g s 614.’ Unti l  1997, success ive dep lorable corporate 
scandals  disturbed Japanese society.  The typical  example was payoff  
scandals involv ing sokaiya  who most ly have strong re lat ionsh ips wi th 
yakuza  (also known as the Japanese maf ia) . The Japan Federat ion of 
Economic Organiza t ions became apprehens ive about fa l l ing credibi l i ty  f rom 
payoff  scandals and the like. Hence, it pub l ished the proposal to suggest 
member  indust r ies,  companies and the government  take construct ive act ion 
prevent ing fur ther  corporate scandals,  par t icular ly the cases involving 
soka iya615. In pract ice,  sokaiya  seem to be less involved in the t radi t ional  
type of a genera l  meet ing however  they are not yet  ent i re ly reti red f rom the 
stage. To date,  an onl ine genera l  meet ing of  shareholders has been 
cons idered.  It wi l l  be possible  for  soka iya  being involved in an onl ine 
general  meet ing only if a company gives ass istance. Consider ing the 
nature of  cyberspace, it wi l l  be most probably  di f f icul t  for  the relevant 
author i t ies  to detect  their  onl ine a t tendance or to f ind the proof of  their  
at tendance. This  issue has not yet  been real ised and wil l  remain to be

614 C. Nakaj ima, ‘Conf l icts of Interest and Duty ’ (1999) Kluwer Law Internat ional,  
London, at 54.
615 See ‘ Toumen no sokaiya-nado heno taiousaku ni -tsui te  (The urgent 
countermeasures against sokaiya issues and the l ike ) ’ ,
< http: / /www.keidanren.or. jp/ iapanese/Dolicv/pol  142 .html> (print out on file with 
author).
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seen.

Implement ing both compl iance and corporate  governance aims to 
control  a corporate body in ternal ly by comply ing with the re levant  laws and 
regulat ions,  d isclos ing corporate informat ion,  or using audi t  systems. 
They are not aimed to detect  a cr iminal  of fence, a d ishonest act  or an error 
being commit ted as their  pr incipal  task. Thei r  real purpose is to suggest  
means to conduct  businesses more e f fect ively  by prevent ing or minimising 
potent ia l  r isks. It is possible to mater ia l ise only if a whole company is 
involved. Therefore ,  to pursue successfu l  compl iance and corpora te  
governance systems,  it is necessary to take steps to enhance the 
tota l i tar ian project  of  the company. One of  the ef fect ive means is to give 
an oppor tun i ty  for  employees to purchase shares,  as being a s takeho lder  of 
the company one works for  is very l ikely to be a good incent ive.

5. The other  type of  assistance 1: apply ing outsourc ing

Outsourcing  is considered to be one of  the solu t ions to reduce risks. 
Informat ion secur i ty in part icular is said to be sui table for  apply ing 
outsourcing.  As is known, there is a var iety  of  informat ion technology. 
Gardner, for  example,  suggests  the app l icat ion of ou tsourc ing to avoid 
choosing inappropr ia te  technology or methods616. It is possible  to judge 
business l ines whether  or not they are appropr ia te  to deal wi th internal ly.  
Informat ion technology, in particular, is apparent ly  a special ised area. If 
a company des igns  secur i ty  systems, there are some problems and issues 
to solve.

1. Never ending innovat ion of  technology;
2. The def ic iency of resources;
3. Di f f icu l t ies to in tegrate the di f ferent  types of systems all over  the 

company;
4. In f lex ib i l i ty  of  solutions;
5. Insu ff i c iency of  infrastructure;
6. Insuf f ic ient  but highest level of  technology, and;
7. A goal that  is hardly possible to see617.

Indeed, as it is not necessary  for f inancia l  inst i tu t ions  to be fam i l i a r  wi th 
the area, it has potent ia l  for  outsourcing. Examining the app l ica t ion of 
outsourcing , there are some advantages:

1. Core competency;
Outsourc ing enables a company to concentra te  on its main business 
wi thout  any anci l lary component,  which it was supposed to spend on

616 See 'Da i -4-ka i  Chokumen-suru omona kadai  to taisaku Part. II (4. The major  
problems and countermeasures Part. I I) ’ ,
<http: / /www.unisvs.co. ip /outsourc ina/co lumn/co lumn4.htm> (print out on fi le with 
author).
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an IT depar tment.
2. Ef f ic iency ( inc luding  cost ef fect iveness) ;

With we l l -es tab l ished outsourc ing services,  it is unnecessary  for a 
company to spend money, human resources  or t ime.

3. Being provided with profess iona l  IT services and exper iences ;
It is l ikely to be strong and susta inab le  secur i ty  systems and it avoids 
taking cyber r isk rather than the se l f -es tab l ished secur i ty  system.

It is also pr iv i lege for a company to research,  analyse and choose the most 
sui tab le outsourc ing services amongst  many compet i to rs618.

However,  it is hard to say that outsourc ing always leads to those 
advantages.  It is not  necessary for  ou tsourc ing service prov iders to have 
a brand-new techno logy  or equ ipment.  They are very l ikely to ut i l ise their  
exist ing ski l ls  and machiner ies rather than employing a brand-new but not 
we l l - tested techno logy 619 . Fur thermore,  it has disadvantages. 
Introducing outsourc ing serv ices  i tsel f  can be risky. Hence, it is cr i t ical  to 
assure some points before actual ly in troduc ing outsourcing services:

1. Pursuing enough research, ana lys is  and evaluat ion when choosing an 
outsourc ing service provider;

2. Pursuing a constant  check of  qua l i ty  of the services;
3. Estab l ish ing the a l ternat ive or cont ingency plan in the event of  any 

accidental  breakdown or fa i lure;
4. Estab l ish ing a regular communica t ion  method with a service provider;
5. Conf i rm ing the provis ions  in relat ion to the payment of  an indemnity 

in case of being sued as a resul t  of an accident.  This should be 
clear ly wr i t ten in a cont rac t  fo rm 620.

6. The other type of  ass is tance 2: using A l te rna t ive  Risk Transfer

It is said that  there are var ious def in i t ions of  Al te rna t ive  Risk 
Transfer  (here ina f te r  “AR T” ). It is general ly  cons idered as a 
non-tradi t iona l  r isk management  a p p ro ach621. ART tends to relate with

618 See ‘uk, outsourcing,  reduce business operat ing costs 
<http: / /www.outsourcer .co.  uk/core-competencv.htm>, 
<ht tp: / /www.outsourcer .co.uk/ef f ic iencv.  h tm>. 
<ht tp : / /www.outsourcer .co.uk/cost -e f fect iveness.htm>.
<http: / /www.outsourcer .co.uk/ f reedom.htm> and ‘Autosos ingu  (Outsourc ing) ’ , 
<ht tp : / /www.dtcq. tohmatsu.co. ip /serv ice l ine/outs .h tml> (print out on fi le with author).
619 See ‘ Dai -4-kai  Chokumen-suru omona kadai  to taisaku Part. II (4. The major 
problems and countermeasures Part. I I ) ’ , supra n.601.
620 See ‘ Kinyu-kikan gyoumu no autososingu ni saisi te no r isukukanr i  (Risk 
management  on outsourcing services in f inancial  services indust ry) ’ , 
<http : / /www.boi .or . ip /se isaku/01/se i0112.htm> (pr int out on fi le with author).
621 There is a s imi lar  to ART but di f ferent r isk management method cal led ‘F in i te ’ , 
which also enables companies to deal with a big risk that is t rad i t ional ly  judged 
uninsurable.  See ‘ Risk Transfer Programs: An approach to greater  risk con t ro l ’ , 
<ht tp : / /www.chubb.com/bus inesses/ar t /> and ‘ F ini te ’ ,
<ht tp : / /www.ace- insurance .co. ip / r isk / r isk08.h tml> (print out on fi le with author).
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insurance since it in i t ia l ly  has a close re lat ionsh ip wi th reinsurance 622. 
ART makes it possible to hedge speci f ic  r isks that  have not been accepted 
in t rad i t iona l  insurance products,  such as catas t rophe risk 623 , by 
dis tr ibu t ing r isks in the money market.  Morimoto employed Schanz ’ 
c lass i f ica t ion  method: (1) A l te rna t ive  Solut ions;  (2) Al te rna t ive  Risk 
Absorbers ,  and; (3) A l te rna t ive  Sales Channels.  The typica l  examples  are, 
hol ist ic  covers (also known as in tegrated risk management  or balance 
sheet  pro tect ion) ,  con t ingent  capi tal , insurance l inked secur i t ies,  and 
de r iva t ives624.

Low f requency  and high sever i ty  are the keywords.  It is widely 
bel ieved that  cyber  r isk is po tent ia l ly  very l ikely to cause an ext reme loss. 
It is the common understanding that  no grave case has yet occurred thus 
far. Indeed, cyber r isks fu l f i l  two condi t ions of being targeted by ART. 
They are s im i la r  to the r isk of ear thquakes. For instance, Japan sits upon 
a vo lcan ic  zone and it is t rue (i f  including unnot iceable quakes)  that  there 
are f requent  ear thquakes.  Even if one lucki ly does not suf fer  f rom 
ear thquakes,  one cannot en t i re ly  be ind i f ferent since it is announced by the 
mass media as soon as a s ign i f icant  ear thquake is reg istered somewhere 
with in Japanese terr i tory.  However,  ear thquake insurance is not popular.  
Japanese know ear thquakes can be fel t  anyt ime but do not bel ieve (or do 
not want  to bel ieve, more precisely)  that  the strong earthquake at tacks will 
occur  in the ir  own vicini ty.  Cyber  r isks are in exact ly the same posi t ion as 
this.  “A hacker  at tacks som eone ’s computer;  but not at MY com pany ! ”

Ut i l is ing cyber  r isks by ART, it is possible for f inancia l  inst i tu t ions  to raise 
funds.  Secur i t i s ing cyber r isks is a good example.  By possessing 
capt ive,  the prof i t  is obtainable if no incident happens.

Compared with other r isk management  methods, employing ART 
methods is yet  unique and therefo re  it seems to be d i f f icul t  for  f inancial  
ins t i tu t ions to dec ide to use ART methods at this moment.  Whether  this 
becomes popula r  or not depends on where the recogni t ion and percept ion 
of  cyber  r isks in each company and inst i tut ion changes.

7. The other  type of ass is tance 3: using A l ternat ive Dispute Resolut ion

In the case of  a company having a civi l  act ion brought  aga inst  it by 
another  party, it is somet imes possible to seek a resolu t ion outside the 
cour t  wh ich both part ies agree upon625. This is cal led A l te rna t ive  Dispute 
Resolu t ion ( “A D R ” ) and has broad ly two di f ferent meanings:  mediat ion and

622 N. Hiyoshi , ‘Da igaetek i  r isuku ¡ten (Al ternat ive Risk Transfer ) ’ (2000) Hoken 
Mainichi  Shimbumsya,  Tokyo.
623 Catastrophe risk is to be low frequency and high severity.
624 See ‘Kinyu to hoken no yugo ni - tsui te  (Unit ing f inance and insurance) ’ , 
<ht tp : / /www. imes.boi .or . ip / idps99/99-J-13.pdf> (print out on fi le with author).
62b It is possible to arr ive at reconc i l iat ion as a result  of trial. In this context, ADR 
is the resolut ion to be sought outside the court.
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arb i t ra t ion626. Media t ion is the procedure wherein a media tor assists two 
pr ivate part ies as a neutral inte rmediary  to reach a mutual ly  sat isfac tory 
set t lement .  This is a negot iated  sett lement,  not ad judicat ive.  Arbi t ra t ion 
is a binding dispute resolu t ion by an arb i t ra tor or a t r ibunal  of several  
arbi t rators.  If the part ies concerned do not come to a set t lement  by 
mediat ion,  it genera l ly leads to arbi t rat ion.  An arb i t ra to r  or mediator  in 
this contex t  means a third party, who has ful f i l led the requi rements  and was 
chosen by a relevant  author i ty.  There are governmenta l  or 
non-governmenta l  organ isat ions for ADR. Some advantages of entrust ing 
ADR are, f i rst ly it is possible  to nominate an arb i t ra tor by the parties 
depending on subjects.  Secondly,  the process and the judgement  of ADR 
is behind closed doors.  Thirdly,  it takes a much shor ter t ime compared to 
the court  procedure.  Fourthly,  due to the ex is tence of  the Convent ion on 
the Recogn i t ion and Enforcement  of Foreign Arbi t ra l  Awards (also known as 
the New York Convent ion) ,  arbi t ra t ion provides an enforceab le  power627. 
Apar t  f rom an in terna t iona l  convent ion or t reaty,  ADR has its own legal 
assistance in each country.  For instance, the ins t i tut ional  rules of the 
London Court  of Internat iona l  Arbi t ra t ion are supported by the 1996 Engl ish 
Arbi t rat ion A c t628.

ADR is bas ical ly avai lable for  in ternat ional  commerc ia l  disputes.  
However, it is hardly possible to say that it is popular for  any subject . 
The most popular sub ject  ADR is employed for is d isputes on intel lectual  
property  rights,  wi th domain name disputes in part icular.  The World 
Inte l lectua l  Proper ty Organiza t ion  (WIPO) has estab l ished the WIPO 
Arbi t rat ion and Mediat ion Centre in 1994 as a standing inst i tut ion,  
espec ia l ly  for  cases involv ing intel lec tua l  p roper ty629.

Indeed, domain name disputes are cer ta in ly  appropr ia te  to seek the 
resolu t ions at ADR. However,  it is d i f f icul t  to say that employing ADR is 
the most appropr ia te  resolut ion for  other cyber cases at this moment.  
This is because the vast major i ty of  cyber cases are supposed to be more 
complex compared to domain name disputes,  therefo re  it is unl ike ly to be 
success fu l  in invest iga t ing and ver i fy ing the cases under the present 
c i rcumstances. If a hacker  is one of  the part ies concerned,  it is a lmost 
imposs ib le  to set t le a case at ADR.

626 Conci l iat ion and early neutral  evaluat ion are also involved. Conci l iat ion is 
somet imes considered to be synonymous with mediat ion.
627 Furthermore, UNCITRAL Model Law on Internat ional  Commercial  Arbi trat ion 
adopted by United Nations Commission on Internat ional  Trade Law (hereinafter 
“ UNCITRAL”) is adopted by many countr ies and states.
See ‘ ChCtsai no tokuchô  (The character ist ics of arb i t ra t ion) ’ ,
<http: / /www. icaa.or . ip /arb i t ra t ion- i /ka iketsu/ t -3 .h tml> and ‘Arbi trat ion and Mediat ion 
Centre ’ , <http: / /arbi ter .wipo. in t /arb i t ra t ion/arb i t ra t ion-quide/ index.html> (print out on 
fi le with author).
628 See ‘The London Court of Internat ional  Arb i t ra t ion ’, 
<ht tp : / /www. lc ia-arb i t ra t ion.com/ lc ia / lc ia /> (print out on fi le with author).
62H See ‘The WIPO Arbi trat ion and Mediat ion Centre ’ ,
<http: / /arb i ter .wipo. in t /center /backqround.html> (print out on f i le with author).
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8. The other type of  ass is tance 4: m iscel laneous

There are var ie t ies of risk management  methods. In regard to the 
issues of computer  secur ity,  the upshot of  the matter is a contest  of  wi ts 
between compan ies  and of fenders.  It is crucial  how ef fect ive and quick 
the response to a brand-new risk is. Without  employing urgent new 
equipment ,  it is possible to entrap a wrongdoer  by using exact ly the same 
equ ipment  a company already has. This t rap is especia l ly  cal led the 
“honeypo t ” project .  By prepar ing a server  computer  or network wi th a 
rela t ively weak secur i ty system separate f rom the essent ia l  server 
computer  and network,  a hacker is very l ikely to be led into the “ honeypo t ” . 
To analyse what  the hacker  does aga inst  the honeypot, one is able to 
d iscover  the behav iour  and technical  ski l l  being employed. The honeypot  
pro ject  general ly  introduces some speci f ic  products and tools to 
camouf lage, such as ManTrap, Specter,  Vmware  and the like, rather than 
physica l ly dup l icat ing the servers and network.  However,  this is not the 
perfect  solut ion.  It has potent ia l i t ies  to aggravate hackers and the
honeypot could be exploi ted to at tack the essen t ia l  server  computers630.

Zero Knowledge Systems based in Montreal  publ ished in 2000 that 
they could assure one ’s personal  character is t ics  wi thout  inputt ing personal  
info rmat ion onl ine.  The chief  sc ient ist  of  the company stated that  “ it 
prevents people f rom compi l ing doss ie rs ” . The appl icat ion of  this 
techno logy would assis t  e-commerce as well  as e-money. Contrary  to this, 
there was a v iew that this would be a “ repea t ” of Dig iCash's m is takes631. 
It is t rue that this techno logy potent ia l ly  makes it easy to abuse the pr ivacy 
of users of the services 632. Fur thermore, this type of techno logy is 
mainly prepared for the end users not the intermediary  inst i tut ions,  in other 
words,  f inancia l  inst i tut ions.  Indeed, f inanc ia l  inst i tut ions are not in a 
posi t ion to order  all account  holders to instal l  extra sof tware or employ a 
new technology to reduce their  potent ia l  r isks.

To avoid taking a risk of damages being claimed, it is vital for 
f inancia l  ins t i tu t ions  to prove that they have not neglected the duty of  care. 
It is not acceptab le  to employ any technology, equ ipment or ski l l  that  
covers all r isks except  one speci f ic  risk. However, it is a fact  that  there is 
no perfect  sol i tary  solut ion to avoid or minimise cyber risks. Hence, the 
real i ty is to implement  the assor tment  of  var ious types of  risk management  
methods to deal wi th each risk individual ly.  It is most probably pract ical  
to establ ish an e f fect ive knowledge management  system of a company to 
f ind out what type of  r isks exist,  what resources ( including human

630 See 'Hani  pot to wo r iyou-shi ta net towaku no k ik ikanr i  (Crisis management of 
computer  network by using the honeypot pro ject ) ’ ,
<ht tp : / /www.atmark i t .co. ip/ fsecur i tv /specia 1/13honev/honev01 ,h tml> (print out on fi le 
with author).
631 In relat ion to e-money and DigiCash, see Chapter  VIII.
632 See ‘A New ID-Less ID System',
<http: / /www.wired.eom/news/pr in t /0 .1294.34477,00.html> (print out on fi le with 
author).
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resources) are avai lable and the like, as the f i rst  step.

263



Chapter Viii:
An Application of 

Cyber Risk 
Management for the 

Account Aggregation
Services

264



1. Introduct ion

As a great number of d i f ferent types of services and products exist  in 
the f inanc ia l  markets,  so too do almost the same numbers of risks. 
“ R isks ” do not always cause damage. Whi le there is a grey area, r isks 
can turn into ei ther prof i t  or loss. “Account  agg rega t ion” serv ices are very 
l ikely to be def ined as a risk in this grey area.

The services have actual ly been making prof i ts for  some aggregat ion  
vendors whereas  the ir  h istory in business dates only since 1 999633. It is a 
s imple  explanat ion  that ' [ the account  aggregat ion serv ices]  conso l idate 
customers '  onl ine accounts into a s ingle web page, al lowing them to view 
all their  accounts f rom a var iety  of  inst i tut ions.  Customers would be able to 
v iew detai ls of their  bank and credi t  card account balances, share t rading 
accounts ,  managed funds and loyalty reward programs under only one 
password and personal  ident i f icat ion num ber634.’ Each secure websi te,  
such as banks, s tockbrokers,  credi t  cards or even air l ine companies,  
requi res a spec i f i c  login name and password to access. The services 
s impl i f y  cus tom ers ’ processes and save t ime by checking all one ’s 
accounts  using a s ingle login name and password 635. Some account 
aggregat ion serv ices (here inafter  the “aggrega t ion” ) also provide f inancia l  
adv ice for  customers.  The serv ices seem to be very useful  f rom the 
cus tom ers ’ point  of  view. Never the less there are some issues and 
prob lems with them.

Aggregat ion is def ined as a brand-new type of  cyber risk. By the 
app l i ca t ions  of  the ana lyses conducted in Chapters I to VII, these issues 
wi l l  be examined at length.

2. The Background and its Players

By October  2001 there were more than 20 f inancia l  ins t i tut ions 
and /o r  aggregat ion vendors providing services in the USA 636. The 
serv ices had been deve loped as part of the wor ldwide trend, such as in

633 Internet banking services started between 1995-1996, however  it was not until 
1997-1998 that these services became the focus of publ ic attent ion. See ‘Beikoku  
akaunto Agur igesyon sabisu saishin douko (The latest trend of the account 
aggregat ion services in the USA) ’ ,
<http : / /www.sw.nec.co. ip/ f inance/Special /Aggreqat ion/FSFai r401 ,html>. (print out on 
f i le with author).
634 See ‘CBA leads charge for al l - in-one bank s i tes ’ ,
< htt p ://o loba I arch ive. f t .com/qloba larch ive/a rt icles.htm I ?id = 010809001851 & querv = acc 
ount+aqqreqa t ion>. (pr int out on f i le with author).
b3b See ’NATIONAL NEWS: One-stop money e-shop to open NEWS DIGEST’ , 
< ht tp : / /q lobalarch ive. f t .com/q lobalarch ive/ar t ic les.html? id=010821000823&querv = acc 
ount + aqqreqa t ion>. (pr int out on fi le with author).
b3b Ibid. By October  2001, there were about six account aggregat ion software vendors. 
For example,  Cori l l ian,  Digital Insight,  eBalance, 724 Solut ions,  Teknowledge and 
Yodlee. See also 'Kinyu-sh in-sabisu:  akaunto agur igesyon no doko (A new f inancial  
service:  The trend of the account aggregat ion services) ' ,
< ht tp : / /www.nt tdata.com/usins iqht/8Report1 -1 ,htm>. (print out on fi le with author).
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Japan and the UK. There are mainly four players in aggregat ion at 
present:

Customers ( ind iv idua ls)
Data prov iders 637 (such as the f inanc ia l  inst i tut ions and air l ine 
companies who or ig ina l ly make a cont ract  wi th customers)
Aggregators  (who actual ly provide aggregat ion  to the customers) 
Aggregat ion vendors (who deve lop the sof tware and provide 
technology for aggregators)

The fol lowing indust r ies have announced thei r  candidacy as 
aggregators ;  the portal sites (e.g., MSN, AOL, Yahoo),  banks including 
vir tual  banks, credi t  sales compan ies  (e.g.,  Amer ican Express) and 
secur i t ies  f i rms (Table 7.1 )638.

In Japan, however,  indust r ies other  than the above ment ioned have 
taken act ion to set  up these businesses.  For instance, Nomura Research 
Inst i tute,  Ltd. and NTT Data Corpora t ion  announced their  agreement to run 
an aggregat ion  business in ear ly 2001. Informat ion Services 
In ternat iona l-Dentsu,  Ltd., Hi tachi , Ltd. and Softbank Technology Holdings 
Corp. have also set up a jo in t  enterpr ise Account  One Co., Ltd., in October 
2001. Account  One has been expected to tu rnover  three hundred mil l ion 
yen (equ iva lent  to 1.8 mil l ion pounds s te r l ing )639. In the UK, companies 
such as Ci t ibank,  Virgin and Egg have aroused in terest  in this business. 
There are more than 60 banks and 35 s tockbrokers who have already 
started purchasing f inanc ia l  services onl ine,  regulated by the FSA. One 
in ten Br it ish adul ts have purchased onl ine f inanc ia l  serv ices and the UK is 
expected to be the big target  market  for  aggregat ion  next to the USA640. 
The s igni f icant  news is that  Yodlee, the outs tanding aggregat ion vendor, 
announced plans to set  up a data centre in the UK in 2001. This data

637 The word ‘data prov ider ’ is used in ‘ Best Pract ice Aggregat ion Guidel ines’ , 
<www.apacs.orq.uk>. (print out on fi le with author).
63B The ‘por tal ’ si tes can be def ined as ‘Websi tes that serve as start ing points to 
other  dest inat ions or act ivi t ies on the Web. ’ See ‘ NetLingo Dict ionary of Internet 
Words ’ , <ht tp: / /www.netMnqo.com/ lookup.cfm?term = por ta l>. and also ‘Beikoku 
ni -okeru akaunto agur igesyon si jo no kibo (The size of the account aggregation 
market in the USA) ’ ,
<http: / /www.sw.nec.co. ip / f inance/Specia l /Aqqreqat ion/FSFai r403.html>. (print out on 
f i le with author).
639 See ‘Japan's First Aggregat ion Service (Next -generat ion B-to-C Service) to be 
in t roduced’ , <ht tp: / /www.nr i .co. ip/enol ish/news/2001/01 0313.html>. and also ‘ ISID, 
Hitachi  Seisakujo, Sofutobanku-Tekunoroj1 ga agur igesyon- j igyoukaisya wo setsuri tu 
(ISID, Hi tachi  and Softbank Technology set up aggregat ion jo in t  enterpr ise) ’, 
<ht tp : / /www.watch. impress.co. ip/ in ternet /www/art ic le/2001/0911 /acount .h tm>. (print 
out on fi le with author).  The exchange rate: £1 equivalent to approximately 170 
yen.
40 See ‘Gett ing to grips with e- r isk ’ ,

<http: / /www.fsa.qov.uk/pubs/press/2001/066.html> and ‘Ci t ibank misses its deadl ine 
for onl ine serv ice ’ ,
<http: / /news.f t .  com/f t /qx.cq i / f tc?paqename = View&c=Art ic le&cid = FT302R0E5RC&l ive = 
t rue&query=aqqreqat ion>. (pr int out on fi le with author).
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centre is the f i rst  outs ide the USA641.

Table 7.1: The US Players

Financial
Agaregators

Vendors Launch Date Brand Name

BANKS

Bank of Amer ica Yodlee February 2001 Perspect ives on 
Planning

Chase Manhattan Yodlee Fall 2000 Chase Online Plus
Cit igroup Yodlee July 2000 My Citi
Ci ty National  
Bank

Yodlee February 2001 My Accounts

First Union Yodlee Planned for 
2001 N/A

Wel ls Fargo Vert icalOne August  2000
INTERNET BANKS

E*Trade Bank Yodlee Planned for 
2001 N/A

NetBank December
2000

Online
Consol idat ion

BROKERAGES
Fideli ty
Investments

Yodlee January 2001 Full View

Merr il l  Lynch Yodlee February 2001 My Financia l  Picture
Morgan Stanley Yodlee
Dean Wit te r Yodlee October  2000 NetWorth
CREDIT CARDS
Amer ican Express Yodlee February 2001 Account  Prof i le
PORTALS
Amer ica  Online Yodlee July 2000 My AOL
Intuit Yodlee Apri l  2000 MyAccounts
MSN May 2000 MoneyCent ra l
Yahoo Vert icalOne
‘ Vert icalOne had been merger into Yodlee. (Reference: ' Kinyu-shin-sabisu:  
akaunto agurigesyon no doko (A new financial service: The trend of the 
account aggregat ion services)1, supra n.621 and also TowerGroup, 
‘Aggregat ion for the Litt le Guys’ ,
<http:/ /www.banktechnews.com/btn/art ic les/btnauq01-4.shtml>. (print out 
on fi le with author).

The social  background of aggrega t ion ’s greet ing in the USA is rooted 
in the prosperous deve lopment  of Internet access. The more popular 
onl ine banking serv ices  became, the more var ious type of  serv ices  and 
informat ion became avai lab le onl ine.  Commerc ia l  webs i tes were 
inundated one af ter  another,  as if having a websi te  was indeed a proof  of 
doing proper business.  Unl ike Japanese people,  US c i t izens  were

641 See ‘Yodlee strengthens UK presence’ ,
< http: / /www.vodlee.com/companv/Dressreleases/uk.html>. (print out on file with
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accustomed to invest ing their  assets.  It was natural for  indiv idua ls  to try 
to f ind the best choice for  inves tments  f rom a large number of f inancial  
products.  As a resul t  of that, the number of accounts  for  indiv iduals 
increased, and incidental ly,  the number of  login names and passwords 
increased, and then aggregat ion  f ina l ly  gave a f i rst  c ry642.

The ini t ial  account  aggregat ion  services were provided by Yodlee,lnc.  
in 2000. The company i tsel f  was es tab l ished since 1999 and it succeeded 
in gett ing their  f i rst  cl ient ,  Ci t igroup, in July 2000643 644. Aggregat ion was for 
accounts exclud ing the f inanc ial  matters  in the f i rst  instance. Aggregat ing 
non-f inancia l  accounts into a s ingle page is as good as making a snapshot 
of the in format ion a customer  wants.  It makes it possible  to abst ract  the 
necessary  in format ion,  sat isfy ing one ’s parameters out of var ious 
informat ion categor ies.  This service is not very di f fe rent  f rom gather ing 
informat ion by using search engines. The s ign i f icant  d i f fe rences are:

1 .

2 .

Speci f ic  parameters /query  words for search ing informat ion 
the updated searched resul ts are always vis ib le 
t ime-consuming);
More than two di f fe rent  types of  in format ion can be shown

remain and 
(but not

on a s ingle

For example,  one could obtain en ter ta inment  info rmat ion if one ’s 
favour i te f i lm star ‘Brad P i t t ’ performs as well  as property  informat ion 
wi th in one ’s budget  on the same screen 645. The Financ ia l  Services 
Author i ty  of  the UK explained aggregat ion  as:

“Account aggregat ion lets you see the in format ion f rom all your onl ine 
accounts on one websi te.  This could include your cur rent account, 
savings and inves tments ,  mortgage,  credi t  cards and personal  loans and 
reward schemes such as supermarket  reward points or air m i les646.“

The concept 
business to plural

of e-commerce had pr imar i ly been “ B to C ” (a s ingle 
customers),  one-way only. However, aggregat ion

author).
642 See ‘Kinyu akaunto agur igesyon  (The f inancial  account aggregat ion) ’ , 
<ht tp: / /www.sw.nec.co. jP/ f inance/N Souken/Ar t ic le /200107-3 .h tm l>. (print out on fi le 
with author).
643 See ‘Aggregat ion for the Litt le Guys ’ ,
<ht tp : / /www.banktechnews.com/btn/ar t ic les/btnauQ01-4.shtml>. (print out on fi le with 
author).
644 The services are avai lable not only via the Internet,  but also via web-enabled 
mobi le phones. See ‘Beikoku ni okeru akaunto Agur igesyon no shinten  (The latest 
progress of the account aggregat ion services in the USA) ’ ,
<http: / /www.nr i .co. ip /repor t /s ihons i io/01 spr inq/04-04 004s .htm>, (print out on fi le 
with author).
645 The account aggregat ion tr ial websi te is ‘Spyoni t ’ , < http: / /www.spvoni t .com/>. 
Spyonit is technical ly assisted by one of aggregat ion vendors, 724 Solut ions Inc.
64 See ‘fsa, what 's new, e commerce’ ,
<ht tp: / /www.fsa.qov.uk/consumer/whats new/updates/e commerce/mn aggregat ion.ht  
ml>. (print out on f i le with author).
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changes it into plural  bus inesses to plural customers or possibly,  the other 
way around. It is not a lways necessary  to have a login name and 
password if one gathers the above-ment ioned informat ion.  In 2000 
OnMoney.com started the f inanc ia l  service,  fo l lowed soon af ter  by many 
f inancial  ins t i tu t ions  647. Since then a lot of f inancia l  inst i tut ions have 
been involved.  Fur thermore, aggregat ion  ex t remely  increased the 
impor tance of  f inanc ia l  ins t i tut ions,  rather than any other  industry,  as a 
data provider.  So it is possible  to say that aggregat ion  is very l ikely to be 
recogn ised as a part of  f inancia l  services.

Al l f inanc ia l  se rv ices ’ and membersh ip  accounts require an indiv idual  
login name and password. So the thi rd advantage of  aggregat ion 
appeared to be revealed as:

3. By en ter ing a sol i tary  set  of login name and password issued by the 
aggregator,  a cus tomer  is able to check all of  h is/her  accounts on a 
s ingle screen.

Table 7 .2: The p layers  of the ac c o u n t  aggregat ion

The most notewor thy point, in the f i rst  place, was that it is 
unnecessary  to have an agreement or consent  between data providers and 
aggregators  648. (Table 7.2) The technology cal led “screen scrap ing ” 
made it possib le  to get informat ion f rom the data p rov iders ’ webs i te wi thout  
their  cooperat ion.  In real i ty the role of data prov iders had been

647 See ‘ K inyu-gyoka i  ni j iseda i -B toC sabisu tanjo. Agur igesyon-sabisu niyoru  
kokyaku-kakoikomi  ha se ikousuruka? (The account aggregat ion,  the new service for 
the next generat ion BtoC, has now arrived in the f inancial  market. The quest ion is 
wil l  it prove a success in ensuring cus tomers?) ’ ,
<ht tp : / /www.atmark i t .co. ip / f i tb iz /kevword/aaqreaat ion/kevword7.html>. and also 

‘Beikoku akaunto Agur igesyon sabisu saishin douko (The latest trend of the account 
aggregat ion services in the USA) ’ , supra n.618.
64 See ‘Kinyu akaunto agur igesyon  (The f inancial  account aggregat ion) ’ , supra 
n.627.
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d imin ish ing for a while.  This was largely  related to the most remarkab le  
point  of the serv ices.  Aggregat ion contains many aspects,  but the 
se rv ice ’s centre of  at tent ion is in cont ro l l ing cus tomers ’ login names and 
passwords.  The more secure webs i tes  one accesses, the more long and 
meaning less the required password. Many secure websi tes,  such as for 
onl ine banking, normal ly  require eight digi ts for  a login name. There is 
somet im es more than one password required to access a webs i te 649. 
Furthermore,  people are very l ikely to have several accounts,  for  which 
each need an ind iv idua l  login name and password to access, such as 
Internet banks, secur i t ies  f irms, air l ine companies and supermarkets .  It is 
sens ib le  in cyberspace  to have a d i f ferent login name and password for 
each account.  However, it is only natural  to choose ei ther an easy or a 
s ing le -word  login name and password for all accounts.  Nowadays one ’s 
name, birthday, te lephone and any simple eas i ly -guessed words or 
numbers (such as 1111 and 1234) are somet imes automat ical ly  rejected, 
due to secur i ty reasons, when opening an account. The FSA of the UK 
publ ished t ips on onl ine serv ices for  consumers in June 2001. It 
recommended not only choosing login names and passwords careful ly  but 
also t ry ing to remember  all of  those wi thout  wr i t ing them down650. No one 
would feel  comfortab le  about commit t ing al l -d i f ferent,  no-c lue- to-remember,  
many names and numbers,  to memory.  To be provided aggregat ion ,  a 
cus tomer  has to reg is ter  for  the serv ices  by informing the aggregator  of  all 
login names and passwords  for his/her  accounts.  Then it issues a 
brand-new sol i tary set  of login name and password instead. A cus tomer  
uses this unique set of login name and password to access the services.  
However,  these providers,  in reali ty, only subst i tu te  for  the customers.  It 
means the prov iders automat ica l ly  get access to the webs i tes  and gather  
in format ion by using the in formed login names and passwords when a 
customer uses a sol i tary  login name and password. Regard less of 
whoever  uses a proper login name and password issued by f inanc ial  
ins t i tu t ions in the f i rst  place, there is no mean to know whether  one is 
real ly their  customer  or not651. On account  of this issue, the shor t  history 
of  aggregat ion  seems to be dramatic.

One presen t ly f inds we l l -known inst i tu t ions  and f i rms taking part in 
aggregat ion ,  such as Bank of  Amer ica ,  Chase Manhattan, Ci t ibank, and

649 It is mainly banks that issue more than one password for di f ferent di rect ions of 
use or purposes.
650 See 'New FSA help for consumers on making the most of the in ternet ’ , 
<ht tp : / /www.fsa.aov.uk/pubs/press/2001/065.html>, (print out on f i le with author).
651 Even by manipulat ing up- to-date technology it is hardly possible to ident i fy who 
gets access to the websi tes,  due to the lack of the system of global addresses. In 
the future if the global addressing system (so-cal led ‘ IPv6’ system) becomes 
avai lable,  it wil l  then be possible to al locate a unique Internet Protocol Address (IP 
address)  for an individual  computer  on a wor ldwide level. This system wil l  make 
ident i fy ing a customer possible by the computer  used. However it wil l  be unrel iable 
to assume that a customer always uses the same computer. Furthermore, checking 
an IP address wi thout  informing the customer is l ikely to infr inge privacy. The 
author  obtained this informat ion from the interview with an IT consul tant.  Here the 
company remains anonymous by the company’s request. The author  would l ike to 
thank the company for its frankness.
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Wells Fargo on the one hand; AOL, Intuit,  MSN and Yahoo on the other. 
However,  in December 1999, the very f i rst  year of aggrega t ions ’ debut  in 
the market,  First  Union Corp. brought a lawsui t  aga inst  the Paytrust  uni t of 
Secure Commerce Services Inc. in regard to providing services by 
gather ing informat ion f rom First  Un ion ’s webs i te wi thout  its approval .  In 
the end, the case was sett led for  the Paytrust  uni t to heed the gu ide l ines 
prepared by First Union Corp. This is only one of the many examples.  
Some would say that the f inancia l  inst i tu t ions  had been host i le aga inst  the 
aggregators .  If it is an oversta tement,  it is not  too much to say that they 
had been very re luctant to in troduce aggregat ion  and/or had loathed to 
ignore the serv ices ’ provided for the ir  own customers by the agg rega to rs652. 
However, the mood of the f inanc ia l  ins t i tu t ions  against  aggregat ion  was 
suddenly  mit igated and even became amicab le  in 2000. The reasons and 
grounds for this wil l  be discussed in depth later.

Online banking services themselves have since f lour ished. The 
biggest  reason is a high rate of in teres t  compared to the t rad i t ional  “ br icks 
and mor tar653“ banks. For instance in the USA, it was said to that  there 
were about 113,000 customers in NetBank by September,  and about  2.3 
mi l l ion customers in Wel ls fa rgo .com by October  2000. A repor t  was 
pub l ished that the number of onl ine banking customers had reached 23 
mil l ion cus tomers (1.7 % of all households)  in 2001. In Europe the 
Internet is only the thi rd means in banking communicat ions,  whereas  about 
27 mil l ion Europeans are expected to engage in mobi le banking, wi th about 
ten mi l l ion for  Digi ta l -TV banking by 2 0 0 5 654. Egg in the UK had 1.5 
mi l l ion customers by 2 0 0 0 655. Both NetBank (USA) and Egg (UK) provide 
bank ing services onl ine only. The customers  are, at f irst,  very l ikely to 
open an onl ine banking account  in the main “br ick and mortar” bank, with 
wh ich they have had a bank account  for  a long t ime. So, the total number 
of  onl ine banking cus tomers could be un imaginable.  If that  is the case, to 
what  ex tent  has aggregat ion  spread over the Internet? In the USA, the 
most prosperous place of  this bus iness wor ldwide,  there have been about 
600,000 customers  in 2000 and the market growth can be expected to

652 See ‘Amer ican Banker-The Financial  Services Daily, Whi le Others Quai l  At 
'Screen Scrap ing, ‘Fleetboston Wi l l  Embrace It on New Si te ’ ,
<http : / /www.vodlee.com/companv/news/ar t ic les/amerbanker  services.htmI> and 
‘Beikoku akaunto Agur igesyon sabisu saishin douko  (The latest trend of the account 
aggregat ion services in the USA) ’ , supra n.618.
65 “ Bricks and mor tar ” is def ined as a t radi t ional  banking business running in a store 
only. An antonym of this is "Cl ick and mor tar ” meaning a mixed business with the 
Internet  and a store. See ‘CNET Japan’ ,
<ht tp : / / iapan.cnet .com/Help/manual/0911 .h tm l>. (print out on fi le with author).
654 A report was publ ished on onl ine banking strategies in Europe, ’ Looking ahead’ , 
<ht tp : / /www.fs tech.co.uk/ thebiqfeature .htm>. (print out on fi le with author).
6bb See ‘Beikoku ni -okeru akaunto agur igesyon si jo no kibo (The size of the account 
aggregat ion market in the USA) ’ , supra n.623. The Financial  Times dated 20th 
February 2000. The art icle is also avai lable on its website, ’ Egg remains conf ident 
of breaking even BANKS OUTFLOW OF CUSTOMERS SLOWS IN FOURTH QUARTER 
BUT ANNUAL LOSSES INCREASE TO Pounds 155M’ ,
<h t tp . / /g lobalarch ive. f t .com/q lobalarch ive/art ic les.html? id  = 010220001157>. (print out 
on f i le with author).
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reach 35 mi l l ion customers in 2 0 0 4 656. It seems that about  3% of US
onl ine customers  have received the bless ing of aggregat ion .  (Table 7.3)

Table 7.3: Size of the Market  in the USA

The other  survey est imated the growth f rom about  one mi l l ion to 
ninety mi l l ion by 2005657. There is a s ta tement to suppor t  this upward 
tendency of  aggregat ion.  Accord ing to the report  pub l ished by McKinsey 
& Co (USA),  US$1,700 (equiva lent  to £1,188) per a year  can be saved by 
using the se rv ices658. It is, however,  t rue that there are anx ie t ies  that 
undermine the f inancial  ins t i tu t ions ’ opt imism. To trust  in aggregat ion ,  to 
some extent,  when consider ing the issues and problems wi l l  be discussed 
in the later sect ion.

3. The Serv ices and Cus tom ers ’ sat is fact ion

There are mainly three technical  methodo log ies  engaged in 
aggregat ion .  The f irst methodology is cal led “sc reen -sc rap ing ” . It

656 See ‘Kinyu akaunto agur igesyon  (The f inancial  account aggrega t ion ) ’ , supra 
n.627.
657 See ‘Wel ls Fargo revs up account aggregat ion wagon’ ,
<http: / /sanf rancisco.b iz iournals .com/sanfranc isco/s tor ies/2001/Q1/22/newscolumn2.ht  
ml>, (print out on fi le with author).
^  The F inanc ial  Times dated 28th July 2001. The art icle is also avai lable on its 
websi te,  'UK gets new one-stop s i te ’ ,
<ht tp: / /qloba la rch ive. f t .com/alobalarchive/ar t  icles.htm I? id = 010728001043&auerv = acc 
oun t+aqqreqa t ion>. (print out on fi le with author).
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l i teral ly scrapes in format ion off f rom var ious webs i tes .  To be speci f ic , an 
aggregator  has been given all login names, passwords  and websi te 
addresses  for all onl ine accounts of  a cus tomer  wh i ls t  the customer 
receives a sol i tary login name and password to access the agg rega to r ’s 
websi te  (here inafter  “dest inat ion s i te ”659).

Figure 7.1: The e xa m p le  of  A c c o u n t  A g gregat io n
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(Reference: 724 Solutions, ‘Kinyu-gyokai ni jisedai-BtoC sabisu tanjo. 
Agurigesyon-sabisu niyoru kokyaku-kakoikomi ha seikousuruka? (The account 
aggregation, the new service for the next generation BtoC, has arrived in the 
financial market. Will it prove a success in ensuring customers?)’, supra 
n.632.)

Suppose a cus tomer  or ig ina l ly  has made cont racts  wi th six di f ferent 
onl ine accounts;  two nat ional  banks, one each for overseas bank, 
stockbroker ,  a i rway for mirage and supermarket  reward programme. The 
aggregator  gets access to six regis tered webs i tes by using six login names 
and passwords as impersonat ing its identity. Once gett ing access to the 
targeted ins t i tu t ion ’s webs i te  (here ina fte r  a “ host w ebs i te ” ), it then pul ls the 
accoun t ’s in format ion and downloads  it into its websi te.  The informat ion 
downloaded is parsed to ex t rac t  required data only, and then f inal ly it is

659 Dest inat ion si tes are def ined as “the websi tes on which aggregated data is 
presented to users" in 'BEST PRACTICE AGGREGATION GUIDELINES’ , supra n.622.
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saved onto a /or  in a da tabase to redirect  it as conso l ida ted data for  the 
customer.  (Figure 7.1) As the correct  login names and passwords are 
used, it is impossible for  data prov iders (such as onl ine banks) to 
d is t ingu ish a sub ject  contrac ted from an aggregator.  Moreover,  this is the 
reason why aggregat ion enables an aggregator  to commence services 
wi thout  consent  of  the data providers.  Thus, this screen-scrap ing method 
seems to be easy for an aggregator  to apply for. However,  it involves 
some disadvantages.  First ly, data accuracy is not guaranteed one 
hundred percent.  Layouts of some host webs i tes are in tent ional ly 
changed f requent ly  and this is very l ikely to mislead data presentat ion.  
To ful f i l  data accuracy,  it is necessary to monitor  these host websi tes.  
Secondly ,  ef f ic iency in per formance is low so that constant maintenance is 
necessary660. In relat ion to maintenance, secur i ty is maintained by an 
aggregator  in employing  screen-scraping.  This secur i ty ev ident ly costs 
great ly.  If the data in tegr i ty  is doubtful ,  it is obl iged to say that this 
methodo logy  is unsu i table to deal wi th f inancial  informat ion.  Thirdly,  the 
issue as to when the accounts should be aggregated must be considered. 
At the very least  it is cr i t ical  to aggregate  a cus tom er ’s accounts  on a dai ly 
basis.  Need less to say, t imel iness is the most cruc ial  issue for the 
f inanc ia l  serv ices.  As l i tt le as an hour makes a substant ia l  d i f ference 
for f inanc ia l  t ransact ions,  as supposed ly  they happen af ter  a customer 
checks in format ion in the aggregated screen. Therefore ,  whether  or not 
an aggregator  aggregates cus tom ers ’ accounts on an overnigh t basis 
should be recons ide red661. Furthermore,  sc reen-scrap ing does not employ 
any standard,  so it has been scrut in ised.

The second methodology being used in aggregat ion  is cal led 
“ permiss ive agg rega t ion ” , which was deve loped af ter  screen-scraping to 
overcome its weak points.  Data is actual ly fed by f inancia l  inst i tut ions 
themse lves  using techn iques  cal led Interact ive Financial  Exchange (IFX) or 
Open Financial  Exchange (OFX).  All data is automat ica l ly  provided in 
real - t ime in cooperat ion wi th data prov iders in this methodology. This is 
said to be almost the same model engaged with Au tomat ic  Tel ler Machines 
in banks. Unl ike screen-scrap ing,  data is control led by data providers in 
the host webs i tes  and secur i ty  is maintained by them. Permissive
aggregat ion suppor ts  t ransact iona l  websi tes and personal  f inancial  
sof tware and s t reaml ines the process of f inancia l  ins t i tut ions.  OFX is 
adopted as the standard for onl ine banking transact ions 662. As it is
ind ispensab le  for  permiss ive aggregat ion  to be understood and supported 
by data prov iders,  this is not always avai lable for  an aggregator.

The third methodo logy is cal led “ Desk top ’ agg rega t ion” . The

660 See 'Kinyu-shin-sabisu: akaunto agur igesyon no doko (A new f inancial  service: 
The trend of the account aggregat ion services) ' ,  supra n.621.
661 See 'Account Aggregat ion:  Consol idate,  or be Consol idated?’ ,
<ht tp : / /www.unisvsf inanc ial .com/events news/publ icat ions/ar t ic les/account  aqqreqati  
on .asp>. (pr int out on fi le with author).
Bl*  Ibid.
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biggest di f fe rence to the f irst two methodo log ies  is that  the software for 
aggregat ing in format ion is instal led in a cus tom er ’s computer.  In this 
methodology, login names and passwords remain in a cus tom er ’s hand as 
being encrypted.  However,  the techn ique engaged in this methodology is, 
in reali ty, screen-scrap ing.  So its short fa l ls  sti l l  remain,  except for  the 
issue of login names and passwords663.

In regard to a model of  the business, there are two di f ferent ways to 
of fer  aggregat ion .  One is outsourcing;  aggregat ion  is of fered by an 
aggregator  as an Appl icat ion Service Prov ider  (ASP).  The other one 
of fers an in -house service.  The former  case is bas ical ly of fered by 724 
Solut ions,  Advent  Software,  ByAIIAccounts and Yodlee, the latter  examples 
by CashEdge and Teknowledge. Outsourc ing could save t ime to start  the 
bus iness al though it would not be poss ib le  to have any spec ia l i ty  of  an 
aggregator.  On the other hand, an in -house service would be 
t ime-consuming to deve lop as a system harmonised with the other systems. 
Thus it is compara t ive ly  expensive .  An agg rega to r ’s advantages could 
also be ut i l ised in the service.  Furthermore,  aggregat ion is under its 
control  w i thout any thi rd party; the less part ies involved, the f i rmer 
secur i ty664. This would dist ingu ish the serv ice f rom r iva ls ’ services and 
give an impact of advert is ing the service towards customers.

Aggregat ion bas ical ly  contains four di f fe rent  services;

1. Aggregat ing accoun ts ’ service
2. Aggregat ing web con ten ts ’ service
3. Messaging service
4. Adv is ing service

The f i rs t  and the second are sel f -explanatory.  Aggregat ing  
accoun ts ’ serv ice  make one ’s mult ip le  accounts  disp layab le  by using a 
sol i tary login name and password. Aggregat ing web con ten ts ’ service 
conso l ida tes all in format ion one requires f rom the Internet and updates it. 
In other words,  the f i rst  two services enable a cus tomer  to have the sole 
f inancia l  port to control  all t ransac t ions.  This means that  it conclusively 
causes t ransparency on f inancia l  t ransact ions;  it a l lows a customer  to find 
a fa lse t ransact ion,  d iscrepanc ies  or even frauds more easi ly than ever. 
Customers are l ikely to check their  accounts  f requent ly.  The more 
fami l ia r  one is wi th one ’s accounts,  the qu icker  one detects f rauds665. The 
third serv ice is to alert  a customer,  by emai l ing,  on the aggregated

663 See ‘APACS publ ishes best pract ice guidel ines for account aggregat ion’ , 
<ht tp: / /www.aDacs.orq.uk/downloads/aqqreaat ionpr2.Ddf>. (print out on fi le with 
author).
664 See ‘Akaunto agur igêsyon no kinou (The funct ions of the account aggregat ion) ’, 
< http: / /www.sw.nec.co. ip / f inance/Specia l /Aqqreqat ion/FSFai r402.html>. (print out on 
fi le with author).
665 See 'Account Aggregat ion:  Consol idate,  or be Consol idated?’ , supra n.646 and 
infra n.652, and ‘Account  Aggregat ion - Consumers'  Quest ions Answered’ ,
< http:/ /www, euro path wav.net /newsresul t .asp?ID = 53>. (print out on fi le with author).
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account ’s websi te  and/or sending text  messages to a mobi le phone, the 
latest  informat ion which meets preset parameters a cus tomer  has given. 
The parameters  could be anything; f rom weather  forecas ts  to share p r ice ’s 
in fo rmat ion666.

The fourth serv ice is to give advice,  espec ia l ly  f inancia l  advice,  to 
the customers on the aggregated websi te.  Financial  products  and 
serv ices wil l  be custom-made if this serv ice  works properly.  This is, 
however, not of fered by all aggregators  at present. In some aggregat ion  
cases, giving f inanc ia l  advice is avai lable only for  selected customers 
(such as an a f f luent c lass).  But there is a poss ib i l i ty  that  it may be 
avai lable  for  all cus tomers  in the future.  Al l four services ul t imate ly  give 
customers an oppor tun i ty  for  total  asse ts ’ management.  This will 
ind irect ly enhance the marke t ’s compet i t iveness,  so that a wide range of 
f inancia l  products and services wi l l  be avai lable for  cus tomers667.

What could be the most va luable serv ice for  customers?
Y o d le e jn c . ,  for  instance, aggregates in format ion f rom approx imate ly  2,000 
inst i tut ions.  Then 800 out of 2,000 (40%) are related to f inancia l
matte rs / ins t i tu t ions to a greater or lesser ex ten t668. Therefore,  the useful  
serv ices  f requent ly  ut i l ised by aggregat ion  se rv ices ’ customers  tend
towards  the f inanc ia l  services (Table 7.4). Some potent ia l  customers  may 
misunderstand that it is possible  to t rans fe r  money one to the other wi th in 
aggregat ion .  However,  it does not have bank transfer  func t ions  at present.  
So if one wants to t ransfe r  money from *A* bank to *B* bank, one has to 
get access to *A* bank ’s account separa te ly  af ter  logging of f  f rom
aggregat ion  service.

666 See ‘Japan's First Aggregat ion Service (Next -generat ion B-to-C Service) to be 
In t roduced’ , supra n.624.
667 See 'Account  Aggregat ion:  Consol idate,  or be Consol idated?’ , supra nn.646 and 
650, and ‘Account  Aggregat ion - Consumers ’ Quest ions Answered’ , supra n.650.
668 See 'Kinyû-sh in-sâbisu:  akaunto agur igêsyon no dôkô (A new f inancial  service: 
The trend of the account aggregat ion services) ' ,  supra n.621.
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Table 7.4: The C u s to m e rs ’ Focal Ut i l i t ies

Invoices

Investment

16%

Banking

18%

(Reference; Celent 
Communications, see 
'Kinyu-shin-sabisu: 
akaunto agurigesyon no 
doko (A new financial 
service: The trend of the 
account aggregation 
services)', supra n.621.)

In regard to a charge for aggregat ion  service,  the services are 
of fered mostly f ree at th is stage 669 . “ FTyourmoney” (operated by 
accountun i ty  Ltd.) and “ My A ccoun ts ” (provided by Ci t ibank)  are concrete 
examples in the UK. My Accounts  aggregates more than 2,500 sites 
includ ing Goldf ish,  Stocktrade, Bank of Scot land and Egg670. The possible 
reason for of fer ing f ree aggregat ion serv ice is exp la ined thus: the 
aggregators ,  especia l ly  f inancia l  ins t i tu t ions such as banks, are much keen 
to take a promis ing oppor tun i ty  in the f u tu re 671. Tha t is to say that 
aggregat ion seems to have recogn ised i tsel f  as prof i tab le,  therefore,  its 
subs id ia ry  works to bring a gain.  Incidentally, if the f inanc ia l  market 
tends to of fer  aggregat ion  serv ices  f ree of  charge, charg ing a commission 
could let customers go by. However,  the idea of f ree serv ice  is not yet 
set t led at present;  whether  f ree or not depends on the agg rega to rs ’ 
decis ions.

Considered overal l , 
real ly useful  for  cus tomers

there remains doubt whether  aggregat ion is 
or not. It is, in essence, helpful  to aggregate

669 Some aggregators  offer aggregat ion service for speci f ic customers who fulf i l  
certain condi t ions.  The condi t ions could vary, for example,  customers who have 
bought shares more than once in the past six months, etc. See 'Koj in-muke ni  
3-taipu no agur igesyon-säbisu te i kyou-ka ish i  (Three di f ferent types of aggregat ion 
services are avai lable for individual  customers) ’ ,
<http: / /www.nr i .co. ip /news/2001/011025 .h tm l>. (print out on fi le with author).
6/u See ‘Aggregate to accumulate ’1
<http: / /www.monevextra.com/features/2001/f0110Q4 investment 84 .html> and 
‘ FTyourmoney launches onl ine " f inancial  dashboard" ’ ,
<ht tp : / /uk.b iz .vahoo.com/011219/66/cm3oa.html>. (print out on f i le with author).
6/1 See ‘Aggregate to accumulate ’ , supra  n.655.
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info rmat ion one needs; the services s imply save t ime and also money as a 
by-product.  But it sti l l  takes t ime when one signs of f f rom the aggregated 
site af ter  checking  the accounts,  then logs in on each account  for 
t ransact ions.  The benef i ts and anxiet ies  of aggregat ion  wil l  be ment ioned 
later; secur i ty is the highes t pr ior i ty and the centre of at tent ion in this 
business. W hether  one takes convenience (plus t ime and money saving) 
then registers aggregat ion,  or cons iders secur i ty  more important  than any 
advantages and refrains f rom using it, the choice is for  the cus tomer to 
make.

4. The Benef i ts and Anx ie t ies  for  the Aggregators

As has already  been ment ioned,  aggregat ion service is free. 
Contrary  to this,  the service providers  incur a high bus iness cost. There 
is an example that  an aggregat ion vendor  charges about  US$400,000 to 2 
mi l l ion for  l icens ing its sof tware,  and fu r thermore  adds between $10 and 18 
as an annual  fee for  each customer.  One stated that it costs $53 per a 
customer  for  the f i rst  y e a r ’s implementa t ion  of aggrega t ion672. Suppose 
all of  Egg ’s customers  (1.5 mi l l ion by 2000 as ment ioned ear l ier)  have 
regis tered for aggregat ion,  a vendor  charges $400,000 for l icensing, and 
$12 as an annual  fee per person. The total annual  fee could be more than 
$18 mi l l ion!  It would not be an enormous amount of money for large 
ins t i tu t ions and companies,  whereas it is obv ious ly  a far  greater f inancial  
obstacle for  smal l  and medium-s ized enterpr ises.  In real i ty they ought to 
have the ir  own webs i tes  to of fer  the services for  cus tomers before anything 
else al though const ruc t ing webs i tes  for  business costs a for tune. 
Accord ing  to the survey done by Unisys,  the truth is that  94 out of 400 
leading banks wor ldw ide  have not had their  own webs i tes673.

Even for large enterpr ises it could be a big r isk if the invested 
bus iness did not br ing a gain.  If that  is the case, what could be the 
benef i ts for  the aggrega to rs?  The possible benefi ts for  the aggregators  
are as fo l lows:

Aggregat ion  serv ice enables  data prov iders to:

1. Guide customers  to an a gg rega to r ’s own websi te  often; this enhances 
cus tom ers ’ fam i l ia r i t y  wi th the ir  products and se rv ices674 ;

2. Ensure cus tom er  loyal ty  ( i.e.,  prevent customers being drawn to other 
r ival in s t i tu t ions675 ;

672 See ‘Aggregat ion: An Untouched Oppor tuni ty For Financial  Inst i tu t ions’ , 
<ht tp : / /www.microbanker .com/ar tarchive02/hal lc redi t lendAqqreQat ionAnUntouchedOp 
p o r tu n i t v F o r l 21 501 bts .h tm l>. (pr int out on fi le with author) and also 'Aggregat ion for 
the Lit t le Guys ’ , supra n.268.
673 See ‘ NEC solut ions, Weekly Topics Vol. 105’ ,
<ht tp : / /www.sw.nec.co. jp /co lumn/backnum/11/115.h tml>. (print out on fi le with author) 
6/4 See ‘Kinyu akaunto agur igesyon  (The f inancial  account aggrega t ion) ’ , supra 
n.627.
675 K. Katayama, ‘Beikoku n i-okeru akaunto agur igeisyon no sinten  (The Development
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3. Charge for providing a service in the fu tu re676 ;

The three benef i ts above are fundamenta l ly  avai lable for any type of 
party who is interested in being a data provider. It is, however  doubtful 
whether  other indust r ies (except f inancial  inst i tut ions)  would benef i t  f rom 
the said three standpoints.  In addi t ion to this, they are able to enjoy 
another  benef i t  as fo l lows:

4 .  Grasp cus tom ers ’ f inanc ia l  standing to enable present ing the best 
and most appropr ia te  products cor responding to each cus tom er ’s 
need;

To pursue the benef i ts f rom providing aggregat ion services,  the new 
onl ine market would be deve loped as well  as compet i t ive advantages found. 
Fur thermore,  customer  sat is fact ion  and loyal ty would be bui lt  up677. As 
ment ioned ear l ier ,  f inanc ia l  inst i tut ions showed host i l i ty  against
aggregat ion unt i l  it sudden ly  became amicable in the middle of the year 
2000. The change was said to be astonishing even for the indiv iduals 
concerned.  The reasons for this change were closely connected with the 
above-ment ioned benefi ts.  The f inancia l  ins t i tut ions might have 
recognised that aggregat ion  was the marke t ’s t rend, or customer  demand. 
They most probably  cons idered deve lop ing aggregat ion  as a potent ia l  
bus iness opportunity.  In addi t ion to these, in f inanc ia l  inst i tut ions one 
ser ious obsession  must augur  that  both potent ia l  and exist ing customers 
would be fasc ina ted and lured away by rival ins t i tu t ions  unless one 
launches aggregat ion  service 678. Indeed, it could be a real business 
oppor tun i ty  if the potent ia l  benef i ts of aggregat ion  are borne out. 
Unfortunately ,  it could be possible to say that being involved in aggregat ion 
business, in the beg inn ing, could have been a desperate or negative 
decis ion for f inanc ia l  inst i tut ions.  Why? Because f inanc ial  ins t i tut ions 
should be caut ious  regarding  secur i ty  and privacy. On the other hand, 
aggregat ion is ava i lab le  for  any industry to offer. Whi le  banks refuse to 
be involved in aggregat ion on the grounds of p lacing importance on 
secur i ty  and pr ivacy,  d is in termedia t ion,  especia l ly  of non-bank services,  
could be another  th rea t679. What makes the s i tuat ion even worse is that  
the legi t imacy of  aggregat ion business has not yet  been well  def ined.

of Account  Aggregat ion in the USA) ’ (2001) Capital  Market Quar ter ly Spring, Nomura 
Research Inst i tute, at 35-49. It is easy to understand this in the case of credit 
cards. When issued with a new credi t card, one needs to register  one of the bank 
accounts.  After one begins to use that credi t card, it is most unl ikely that one will 
change from the registered bank. As a result,  f inancial  inst i tut ions wil l  hold onto 
more of thei r customers.
676 See ‘Kinyu akaunto agur igesyon  (The f inancial  account aggrega t ion) ’ , supra 
n.627.
677 See ‘Aggregat ion:  An Untouched Oppor tuni ty For Financial  Ins t i tu t ions’ , supra 
n.657.
678 See 'Kinyu-sh in-sabisu:  akaunto agur igesyon no doko (A new f inancial  service:
The trend of the account aggregat ion services) ' ,  supra n.621.
679 See ‘Lack of Regulat ion Increases Insecur i t ies ’ ,
<ht tp : / /www.er isk .com/news/analvs is /news analvsis2001-05-22 Q1.asp?>. (print out 
on f i le with author)
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There have been nei ther  gu idel ines adopted nor announced as to who the 
relevant author i ty  could be in any country.  Aggregat ion  hast i ly started 
before it had been ful ly cons idered from every angle in the USA. It should 
be possible to say that it was natural  enough to be started there;  and that 
such a business would never have succeeded within Japanese cul ture and 
trad i t ion even if the business model had or ig inated there.

5. Unsolved Issues

5.1 In general

Accord ing to a survey done by Forres ter Research, Inc., aggregat ion 
hardly makes a profi t  at this stage due to low customer adopt ion,  high 
vendor  costs,  and f i rms'  inabil i ty  to mine the data al though 51% of f inancial  
ins t i tut ions  responding to the survey answered that they bel ieved in 
aggrega t ion ’s prof i tabi l i ty  680. On the contrary,  there is a br ight  v iew for 
the aggregators  and their  cooperat ive data prov iders that  customers are 
very unl ikely to switch f rom an aggregator  once they register. Having 
entered all accounts informat ion and personal  detai ls in apply ing for 
aggregat ion ,  it would take t ime and is t rouble.  So it is said that  they 
hardly bother themselves to re- reg is ter  for  another aggregator.  Some 
aggregators  rushed into a business for this reason681. Another  survey 
suppor ts this theory  that  only 3 % of l i fe insurance and 2 % of brokerage 
customers  cons ider  to swi tch ing inst i tut ions.  It added “ Financial  products 
are not impulse purchases“682. However, it does not change the fact  that  
aggregat ion  is not a highly prof i tab le business at present.  In reality, 
another  survey disc losed that only 7 % out of  all Internet connected 
households in the USA were interested in aggregat ion.  It is also said that 
onl ine banking deve lops its market very s lowly as opposed to other parties 
involved in this business. It cannot  be avoided in the economic 
c i rcumstances of  late that  people genera l ly  may prefer to be a conservat ive  
and not to take a r isk 683. Many cr i t ic isms are sti l l  inevi table against  
aggregat ion .  If that  is the case, who is this 7%? What  does a real 
customer  for  aggregat ion at present look l ike? A study revealed a portrai t  
of  the customers as fo l lows:

63% are male;

680 See ‘Consumer Account  Aggregat ion Won' t  Del iver ROI For Most Financial  Firms, 
According To Forrester  Research’ ,
<ht tp: / /www.for rester .eom/ER/Press/Release/0.1 769,609.00.html>. (print out on file 
with author).
681 See ‘Aggregat ion for the Litt le Guys ’ , supra n.268 and infra n.668, and ‘Beikoku
akaunto Agur igêsyon sâbisu saishin doukô  (The latest t rend of the account 
aggregat ion services in the USA) ’ , supra n.618.
683 See 'Consumer Account Aggregat ion Won' t  Del iver ROI For Most Financial  Firms, 
According To Forrester  Research’ , supra n.665.
683 See 'Aggregat ion for the Lit t le Guys ’ , supra nn.268 and 666, and ‘Categorizat ion 
Plus Syndicat ion Does Not Necessar i ly Equal V iab i l i ty ’ ,
<ht tp: / /www4.qa r tner .com/Displa vDocument?id = 334188&acsFlq = accessBouaht>. 
(pr int out on fi le with author).
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The average age is 36 years old. 64% of aggregat ion customers are 
between 25 and 39 years old;
The average number of the aggregated accounts is 5, of  which 41% 
are f inanc ia l  accounts;
81% have incomes between $50,000 and $149 ,000684

As the survey shows, less than hal f  of  the total  f inanc ia l  accounts 
are aggregated.  What  makes people rel inqu ish an interest  in 
aggregat ion? It is because of secur i ty  and pr ivacy issues. Customers 
lose interest  when they real ise they have to disclose all accounts  detai ls,  
especia l ly some of accounts f inances part ic ipate in, to an agg rega to r685.

Secur i ty is always a central issue in any bus iness connect ing  wi th a 
computer  network.  One of aggregat ion  serv ices  advert ised that its 
service was secured from Internet hackers,  unl ike its r ivals,  owing to 
storing in format ion on a cus tomer ’s computer,  not d isc los ing login names 
and passwords686. Is it true that using aggregat ion  is safe if login names 
and passwords  are kept inside an indiv idual  computer?  It is, unfortunately,  
not a lways true. Any computer  secur i ty can be breached from anywhere 
al though it could be possible to say that the potent ia l  r isk in this 
methodology is a l i tt le less than screen scraping and so on.

In part icular,  customers are very l ikely to have no doubt that  
f inancial  inst i tut ions  are l iable as to whatsoever  may happen to their 
accounts.  In real i ty customers would not check to see if thei r  computer 
systems are t ru ly  highly secure.  In other words,  customers  involuntar i ly  
put their  conf idence in f inancial  ins t i tut ions.  This gravely  in f luences 
running a business from f inancial  ins t i tu t ions ’ v iewpoint .  To sustain and 
prosper bus inesses,  therefore,  they are respons ib le  to respond to their  
cus tom ers ’ tac i t  cla im, proving the secur i ty  system is highly maintained to 
the greatest  degree.  Aggregat ion,  however, has had an impact upon not 
only customers,  but also f inancial  ins t i tut ions themselves,  to reconsider.  
Having a sol i ta ry  login name and password de f in i te ly  increases risk. If 
one uses onl ine banking without aggregat ion ,  and if a hacker successfu l ly  
uncovers  one ’s login name and password, o ne ’s potent ia l  f inanc ia l  loss 
would be restr icted to a deposi t  in the onl ine bank account.  In case of 
hacking, for  one who has f ive f inancia l  accounts  (with jus t  one sol i tary 
login name and password for aggregat ion) it is s imple mathematics that  the 
potent ia l  f inanc ia l  losses would be f ive t imes or even more. From 
cus tom ers ’ point  of  view, their  anxiety is whether  the ir  accounts are surely 
secured aga inst  internal  and/or external  of fences. The issue is who would 
be respons ib le  and compensate for their  losses in case of  any shortfal l  
caused by a fa i lure ,  an error or of fence. It must be clear who customers 
should rely on.

684 See ‘Account Aggregat ion:  Consol idate, or be Consol idated?’ , supra n.646.
685 See 'Consumer Account  Aggregat ion Won't  Del iver ROI For Most Financial  Firms, 
According To Forrester  Research’ , supra n.665.
686 See ‘FTyourmoney launches onl ine "f inancial  dashboard" ’ , supra n.655.
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Speaking of  secur ity,  internal  at tacks are, however,  not of concern to 
a greater  or lesser  ex tent  due to the said reasons687. As it was ment ioned 
earl ier, secur i ty systems are maintained by data prov iders if there is 
consent between two part ies.  If not, it is suppor ted by the aggregators .  
The former  case could be simple. Two part ies have agreed about  this 
issue when they made a business contract .  Cons ider ing external  of fences, 
f inancial  inst i tut ions  would probably  assure customers that thei r  computer 
secur i ty  is per fect ly  secure.  In fact  they have been very l ikely to 
introduce the toughest  secur i ty  compared to any other industr ies in the 
interest  of  keep ing good reputat ion and winn ing cus tom ers ’ con f idence688. 
The latter  case could not be that s imple.  Financia l  ins t i tut ions are 
concerned that they might be l iable for  losses when hackers at tack even if 
there is an inadequacy, er ror or a loopho le in the aggregators  or 
aggregat ion  vendors  689. If an aggregator  implements  screen scraping 
wi thout  a consent  f rom data prov iders,  is it necessary  for  a cus tomer  to 
check the ava i lab i l i ty  of  an agg rega to r ’s f inanc ia l  assets before s igning 
aggregat ion  for  f i l ing a sui t  aga inst  the agg rega to r?690. Al though Cori l l ian 
In ternat ional  stated that a f inanc ia l  inst i tu t ion would compensate  for  losses 
in case of  any event  to avoid “ brand dam age” , customers cannot play for 
high s takes691. One could say that 7% of the US aggregat ion  customers 
are chal lenger!

The next issue is that  aggregat ion may infr inge cus tom ers ’ privacy. 
This is because aggregat ion col lects personal  info rmat ion such as 
ind iv idua ls ’ f inanc ia l  status,  contact  addresses and so on. It is possible 
for  aggregators  to sel l th is personal  in fo rmat ion database to a th ird party, 
who may want it for  market ing purposes. If not for  that , they are able to 
email  certain selected customers,  who meet cond i t ions,  to advert ise a 
product or serv ice on behal f  of  a thi rd party as a part of business. In 
some services,  the aggregators  have dec lared in thei r  webs i tes  not to 
disc lose or use personal  in format ion for any other  purpose. Some 
aggregators  stated they would not d isc lose any personal  informat ion unless 
customers agree to do so692. In pr inciple,  there is a box in both an onl ine 
appl icat ion or a paper form to check to show a preference if a cus tomer  
does not want  personal  in format ion to be disc losed or used for market ing.

687 An “ internal o f fence” in this context  means any offence being committed by an 
employee(s)  of a f inanc ial  inst i tut ion.
688 See ‘Kinyu-gyokai  ni j isedai -B toC sabisu tanjo. Agur igesyon-sabisu niyoru  
kokyaku-kakoikomi  ha se ikousuruka? (The account  aggregat ion,  the new service for 
the next generat ion BtoC, has ar rived in the f inancial  market. Wi l l  it prove a 
success in ensur ing cus tomers?) ’ , supra n.632.
689 See 'Kinyu-sh in-sabisu:  akaunto agur igesyon no doko (A new f inancial  service:
The trend of the account aggregat ion services) ' ,  supra n.621.
690 See ‘Account  Aggregat ion - Consumers ’ Quest ions Answered’ , supra n.650.
691 See ‘ UK gets new one-stop s i te ’ , supra n.643.
692 See 'Kinyu-sh in-sabisu:  akaunto agur igesyon no doko (A new f inancial  service:
The trend of the account aggregat ion services) ' ,  supra n.621, and ‘Akaunto  
Agur igesyon wo sh i t te imasuka?  (Do you know the account aggregat ion serv ices?) ’ , 
<ht tp : / / i tpro.n ikke ibp .co . ip / f ree/ ITPro/OPINIQN/20011220/1 / >. (print out on fi le with 
author).
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It must be c lear  enough to at t ract  a cus tom er ’s at tention,  and also 
customers themse lves  must be carefu l  when signing an agreement.

The greates t  fear for  f inanc ia l  inst i tu t ions  is aggregat ion causing 
them t roub le  whether  they run aggregat ion by themselves or are involved 
with aggregators .  It is not, st r ict ly speaking, ei ther a secur i ty  or pr ivacy 
issue. That is, pr imari ly,  e i ther aggregat ion  is a leg i t imate or i l legal  
business.  Secondly,  it is how and by whom it could be regulated if it is 
def ined as a legal  business. In the UK, regarding the f i rst  issue, Virgin 
publ ished the s ta tement  that  it fe lt  that  introducing aggregat ion might 
conf l ic t  wi th the Data Protect ion Act 1998 and the Copyr igh t  and Rights in 
Da tabases Regu la t ions  1997 in relat ion to the access to personal  
in format ion.  There is a v iew that  the aggregators  could breach the 
cont rac ts  and/or  inte l lectua l  property  r ights between a cus tomer  and a data 
prov ider  inc lud ing cr im ina l  l iabi l i ty  under the Computer Misuse Act 1990693. 
D isclos ing a login name and password would also breach the Unfair  
Contrac t  Terms Act 1977 and the Unfair  Terms in Consumer Contract  
Regula t ions 1 999 694. In real i ty, FSA most surpr is ingly  says that  a 
cus tomer  may not be protected by the Financial  Ombudsman Scheme or 
the Financ ia l  Serv ices Compensat ion Scheme. Its Managing Director 
announced on 15th of  May 2001 that:

“ . ..The FSA wi l l  have no powers to regulate the provis ion of  account 
aggregat ion.  This ac t iv i ty  wi l l  fal l  outs ide the ju r isd ic t ion of the FSA and, 
as a resul t ,  we cannot  guarantee you [customers]  the protect ion of  the 
regu la tory  system if something should go wrong.. .  “

It suggested for inst i tut ions  under its supervis ion to pursue a fair 
bus iness on legal ,  secur i ty and systems and controls issues as well  as to 
meet m in imum standards,  which the FSA expects.  The FSA has no power 
over  unregu la ted  f i rms, unless they provide serv ices such as investment 
advice,  dea l ing fac i l i t ies  or arrang ing dea ls  695. Furthermore, Barclays 
bank has announced that disc los ing indiv idual  informat ion to a third party 
inva l ida tes  an onl ine ant i - f raud guarantee for a customer.  Like this 
f inanc ia l  ins t i tu t ion,  if terms and condi t ions of any inst i tut ion refer to 
aggregat ion  as a breach of cont rac t  between a cus tomer  and an inst i tut ion,  
th is cus tom er  could be l iable for  any of fence that happens aga inst  an 
accoun t696.

693 Apply ing screen scraping is l ikely to infr inge Intel lectual  Property Rights because 
it uses Java applets.  Vi rgin also claimed that “Virgin blamed problems with 1997 
database law, which makes it [=aggregat ion]  i l legal to re-arrange information from 
another da tabase . ” See ‘Account  Aggregat ion:  Consol idate,  or be Consol idated?’ , 
supra n.646, and ‘Ci t ibank misses its deadl ine for onl ine service’ , supra n.625.
694 See ‘Account  Aggregat ion - Consumers ’ Quest ions Answered’ , supra n.650.
695 See ‘Account  aggrega t ion ’ ,
<ht tp : / /www.fsa.aov.uk/consumer/whats  new/updates/e commerce/mn aggregat ion.ht  
ml>. and ‘ New onl ine ‘account  aggrega t ion ’ service will not be regulated, warns the 
FSA’ , < ht tp : / /www.fsa.gov .uk/pubs /press/2001 /057 .html>. (print out on fi le with 
author).
696 See ‘Aggregat ion Is The New Buzzword - Aggregat ion Wil l  A l low’ ,
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In the USA, the Off ice of the Comptro l le r  of  the Currency publ ished 
gu idance for the bank-provided aggregat ions al though the non-bank 
provided aggregat ions are outside its scope unless they of fer  f inancial  
t ransact ions under the prov is ions of the Gramm-Leach-B l i ley  Act. 
However  it is a cus tom er ’s decis ion to choose which service he/she would 
receive.  In fact  33 % out of a thousand aggregat ion  customers answered 
that they preferred to receive serv ices f rom non-bank inst i tut ions,  portals,  
such as Yahoo697.

In Japan there is no sta tement  publ ished by the Financial  Services 
Agency (JFSA) in relat ion to aggregat ion .  However, the Japanese
Bankers Associa t ion,  a premier  f inanc ia l  organ izat ion,  stated that it, as an 
at to rney of  banking customers,  approved of  aggregat ion  as a legi t imate 
bus iness 698 . It seems all industr ies and author i t ies involved in
aggregat ion have studied what  would happen in a di f ferent  ju r i sd ic t ion  prior 
to taking a next step.

Another  potent ia l  problem is the ter r i to r ia l  issue. Because of its 
nature,  aggregat ion  wil l  be easi ly ex tended to t ransnat ional  or in ternat ional  
accounts.  There is no doubt  that  not only all issues heretofore ment ioned 
but also unexpected brand-new issues wil l  be ra ised699.

5.2 A Dilemma: Legal issues

It is worthwhi le  examin ing the legal issues more closely,  comparing 
Japanese and Bri t ish legis lat ion f rom the v iewpo int  of  a party (=a data 
prov ider )  who is involved in aggregat ion  wi thout  giving its own consent. 
Tha t is to say that  two issues would be discussed:  whether  aggregat ion 
would be ident i f ied as having unauthor ized access to a computer,  and if so, 
what  type of  remedies a data prov ider  could receive and what could be a 
penal ty  on an aggregator.

It is impor tant  to at tempt to extend the observat ion f rom di f ferent 
ang les.  First  of  all, a matter of consequence is in v iew of  an act ion — in 
other  words,  whether  a business act  executed under the name of 
aggregat ion could be i l legal  or not. The focus would be on “unauthor ized 
compute r  access ” rather than “ hack ing ” . This is because unauthor ized 
computer  access is the f i rst  of fence, which precedes hacking. The 
re levant  legis la t ion would be cr imina l  law and re levant special law on a 
spec i f i c  cr ime. Secondly,  it is vital to place importance on informat ion.  
The leg is lat ion involved in this focus is law relat ing to data protect ion or

< http : / /globala rchive. f t .com/oloba larch ive/ar t ic les.html?id = 010713016979&auerv=acc 
ount+aooregat ion> (print out on fi le with author) and ‘Account aggregat ion ’ , ibid.
B9/ See 'Lack of Regulat ion Increases Insecur i t ies’ , supra n.664.
698 See ‘Kouza jyoho syuyaku sabisu  (aggregat ion serv ices) ’ , 
< ht tp : / /www.f in-bt .co. jp /comment9.htm>. (print out on fi le with author).
699 See 'Account Aggregat ion:  Consol idate,  or be Consol idated?’ , supra n.646.
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privacy. Al though other types of legis lat ion might be in fr inged by 
aggregat ion,  such as the Unfair  Compet i t ion  Prevent ion Law, it sti l l  remains 
to discuss the f i rst  two points,  which are cons iderab ly  impor tant  and cover 
most possible  issues.

Gett ing r ight  to the point, aggregat ion  seems to be ident i f ied as 
unauthor ized computer  access in both Japan and the UK. In Japan the 
Unauthor ized Compute r  Access Law (UCAL) came into ef fect  on 13th 
February 2001. This prohibi ts unauthor ized access i tsel f.  In addi t ion to 
this fact, tangible  damage needs to be proven to ask ass is tance of the 
exist ing law (as a resul t  of  a cr ime being commit ted),  whereas  the UCAL 
did not adopt  that  concept.  Evident ly  aggregat ion is not the services to 
alter, damage or erase data when an aggregator  gets access to a host 
websi te.  The UCAL prohibi ts unauthor ized access to a computer  in Art ic le 
3 at f irst.  It explains  the detai ls as the access to a computer  using 
som eone ’s ident i f icat ion code. “ Ident i f icat ion code” means, in other 
words,  a login name and password in this context .  The detai ls are 
def ined in Art ic le 2 and aggregat ion fa l ls wi thin one of three i tems 
explained:

“ (Clause 1 Art ic le  2)
A code the content  of  which the access admin is t ra to r  concerned is
required not to make known to a th ird party wan ton ly700.”

It descr ibes in Ar t ic le  3 that , as the access to a computer  wi th the 
approval  of  an access admin is t ra to r  ( = data provider) or an author ized user 
(=customer) is not ident i f ied as unauthor ized computer  access, it is 
necessary for  an aggregator  to get the approval  f rom both part ies.  In fact, 
a lmost  all banks are very l ikely to not i fy a customer in their  terms and 
condi t ions,  that  the use of  the serv ices are restr icted to a person who 
enters into a cont rac t  wi th a bank701. This is not only for  onl ine banking 
services but also ordinary banking services.  So aggregat ion  is i l legal if 
the business is conducted w i thou t  consent  f rom all part ies involved, mainly 
in case of  app ly ing for screen-scrap ing  methodology. Then if aggregat ion 
is found gui l ty of  being a business based on unauthor ized computer  access, 
an aggregator  wi l l  be pun ished and sentenced with ei ther a f ine or penal 
servi tude as cr im ina l  l i a b i l i t y 702. Then an aggregator  wi l l  have a civi l 
act ion brought  aga inst  them. The possible civi l l iabi l i ty  to be imposed 
would be compensat ion and suspens ion of a business.

700 In this context ,  “the access admin is t ra to r ” is the data provider  and “a third party” 
is an aggregator.  See ‘ Unauthorized Computer  Access Law (Law No. 128 of 1999) ’ , 
supra n.227.
701 As an example,  see ‘Tokyo Mi tsubishi  Di rect ’ ,
<ht tp : / /d i rec t .b tm.co. io /k ivaku / index.htm>. (print out on fi le with author).
70i! The f ine is l imi ted to no more than 500,000 yen (equivalent to £2,941, £1 
equivalent to approx imate ly 170 yen) or impr isonment  with labour  (not exceed one 
year). See ‘Unauthorized Computer Access Law (Law No. 128 of 1999) ’ , supra 
n.227.
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Incidenta l ly nei ther the Cr iminal  Law nor Unfa ir  Compet i t ion 
Prevent ion Law of Japan is ef fect ive in deal ing wi th aggregat ion.  This is 
because of  the rule that  a cr ime with physical  damage aga ins t  a v ict im or 
v ic t im ’s property is an abso lute m in imum703. In regard to the v iewpo in t  of 
pr ivacy and personal  informat ion,  the Personal In fo rmat ion Bill has been 
shelved since 2001. It is said that  it wi l l  require in fo rming indiv idua ls  (at 
least)  when a business ut i l ises their  personal  in fo rmat ion 704. Another  
app l icable law is Copyr ight  Law. The point  is whether  an aggregate  of 
personal  info rmat ion is possible  to be ident i f ied wi th a database.  It 
de f ines  “da tabase” as:

“ (x te r ) ’da tabases ’ means an aggregate  of in format ion such as articles,  
numer ica ls or diagrams, which is sys temat ica l ly  const ruc ted so that such 
informat ion can be searched for wi th the aid of  a com pu te r705."

It proves an aggregate  of  ind iv idua l ’s in format ion as a database, and 
thus, this database is recognised as independent  works  being protected 
under Copyr ight  Law. The potent ia l  r ights of a v ict im inst i tu t ion are the 
r ight  of  demanding cessat ion and compensat ion and measures for restor ing 
of  honour (Art ic le 112 to 118). This possible cr imina l  l iabi l i ty  is e i ther a 
f ine or penal serv i tude (Art ic le 11 9 ) 706.

In the UK, the “Compute r  Misuse Act 1990” (CMA) is in force.  It 
penal ises three par t icular  of fences;

- Unauthor ized access to computer  mater ial ;
- Unauthor ized access with intent to commit  or fac i l i ta te  commiss ion of 

fur ther  of fences, and
- Unauthor ized modif ica t ion of  computer  mater ia l  (Sect ion 1 to 3 )707.

To be cr im ina l ized for an act under the said three of fences, f irstly, a 
sub ject  in tent ional ly  gets access to a computer,  secondly  th is access is 
done wi thout  any consent  or permiss ion,  and f inal ly th is sub jec t  knows it is 
unauthor ized access to a computer.  It is c lear  that  an aggregator,  
apply ing for screen-scrap ing methodology, has not been given consent 
f rom the data provider. In regard to an agg rega to r ’s intent ion,  it is 
unnecessary  to prove it. The possible cr iminal  l iabi l i ty  is impr isonment,  
f ine or both on summary  conv ic t ion708. Civi l  remedies  would be given

703 For detai ls, see Chapter  II.
704 See Mainichi  Shimbun  dated 28th March 2001. It is also avai lable in its website, 
‘New privacy law easy on media ’ ,
< ht tp: / /www 12. mainichi . co. jp/news/mdn/search-news/8461 76/d ie t20da ta-0 -2.h tml>. 
(pr int  out on fi le with author).

5 See 'Copyright  Law of Japan’ , <ht tp: / /www.cr ic.or . jp/cr ic e/cl i /cl  1 ,h tml>, (print out 
on f i le with author).
706 Ibid. The f ine is l imited to no more than three mil l ion yen (equivalent  to 17,647 
pounds sterl ing, one pound ster l ing equivalent  to approx imate ly 170 yen) or 
impr isonment  with labour (not exceed three years).
707 See ‘Computer  Misuse Act 1990 (c. 18)’ , supra n.255.
708 Ibid. The fine is not more than level 5 on the standard scale or an impr isonment
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separate ly  af ter  the of fence is ident i f ied as computer  misuse.

How could Data Protect ion Act 1998 (here inafter  “ DPA”) work upon 
aggregat ion? At f i rst  “da ta ” is def ined as informat ion which:

(a) is being processed by means of  equ ipment  operat ing automat ical ly  
in response to ins truc t ions given for that  purpose,

(b) is recorded with the in tent ion that it should be processed by means 
of such equ ipment,

(c) is recorded as part  of  a relevant  f i l ing system or wi th the intention 
that it should form part of  a relevant  f i l ing system, or

(d) does not fal l  w i th in  paragraph (a), (b) or (c) but forms part of an 
access ib le  record as def ined by sect ion 68 (Sect ion 1 )709.’

Fur thermore, “personal  da ta “ is def ined as informat ion of a ( l iving) 
indiv idual ,  which makes possible to ident i fy this subject:

“ (a) f rom those data,  or
(b) f rom those data and other  informat ion which is in the possession 

of, or is l ikely to come into the possess ion of, the data 
con t ro l le r710.“

To understand clearly,  it must  be noted that the target  informat ion being 
protected by the DPA in aggregat ion  is personal  info rmat ion,  such as name, 
address and so on. W ith in  the said per imeters,  the targeted informat ion 
database of aggregat ion is able to be ident i f ied as “ personal  data“ , which 
must be protected by the DPA. Sect ion 55 explains  that;

“ (1) A person must not knowing ly  or recklessly,  w i thout  the consent  of
the data cont ro l ler -

(a) obtain or d isc lose  personal  data or the informat ion contained in 
personal  data,  or
(b) procure the d isc losure  to another person of the informat ion 
conta ined in personal  data.  . . . [Omissions]. . .

(4) A person who sel ls personal  data is gui l ty of  an of fence if he has 
obta ined the data in cont ravent ion of subsect ion  (1).

(5) A person who of fers to sel l personal  data is gui l ty of an of fence if-
(a) he has obta ined the data in con t ravent ion of  subsect ion (1), or
(b) he subsequen t ly  ob ta ins the data in contravent ion of that  
subsect ion.

(6) For the purposes of subsect ion  (5), an advert isement  indicat ing 
that  personal  data are or may be for sale is an of fer to sel l the 
da ta . “

does not exceed six months.
709 Sect ion 68 def ines the meaning of ‘accessible record ’ such as a health or an
educat ional  record. See ‘Data Protect ion Act 1998’ ,

7117
http: / /www,hmso.QQV.uk/acts/acts1998 /8 0 0 29 - - a .h tm >. (print out on fi le with author).

Ibid.
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Aggregat ion  fa l ls in subsect ion (1), and if an aggregator  sel ls informat ion 
to a thi rd party as a resul t  of providing aggregat ion ,  the aggregator  would 
be found gui l ty under  subsect ion (4) to (6). The possible  cr iminal  penal ty 
is a f ine711.

The CRDR is another poss ibi l i ty  to regard when consider ing the 
leg i t imacy of aggregat ion.  This was enacted to amend the Copyr ight , 
Designs and Patents Act  1988 (CDPA).  In the beginning, Copyr igh t  is a 
property  r ight  (Sect ion 1 of CDPA).  To cons ider  what database is in this 
context ,  an in it ial  compi le r  of the database is a data provider. An 
aggregator  ex trac ts  info rmat ion f rom a host websi te  and compl ies wi th a 
di f fe rent  da tabase.  If a copyr ight  of  the init ial database is infr inged, the 
second database  must be recognised as an unlawful  product. The owner 
of the ini t ial  da tabase has the f i rst  owner of  da tabase r ight  as well  as being 
protected under  the CRDR whereas the second database is outside the 
legal protect ion.  Accord ing to the CDPA supplemented by the CRDR, 
“ l i terary w o rk ” inc ludes  a database (Sect ion 3). It means “a col lect ion of 
independent  works,  data or other mater ia ls which:

(a) are arranged in a systemat ic or methodical  way, and
(b) are ind iv idua l ly  access ib le  by e lec tron ic  or other  means.712 “

It also must be or ig inal .  As a conc lus ion, the in it ial  database made by a 
data prov ider is judged to be protected under the CRDR and CDPA. 
Hence for a data provider,  the copyr ight  owner, all remedies are open, for 
instance, compensat ions ,  in junct ions and so on (Sect ion 96 to 103 of 
CDPA).  As for impos ing cr iminal  l iabi l i ty,  an aggregator  would be more 
l ikely to be sentenced a f ine, impr isonment  or bo th 713. If it sel ls the 
database,  the sentence would be a f ine,  impr isonment  or both ei ther on 
summary  convic t ion ,  or on convict ion on indic tment  (Sect ion 107 of 
CDPA)714.

6. The Future of  Aggregat ion

It seems that  all legis lat ion,  both in Japan and the UK are aga inst  
aggregat ion .  Tha t  is to say that  it is cr imina l ized under the special  laws 
wi thout  excep t ion .  In spi te of  the facts shown, why has aggregat ion 
survived in the market? It is in i t ia l ly  because of  a party involved, in the 
str ict  sense of  the word, a cus tomer  who disc loses login names and

711 Ibid. A f ine on a summary convict ion is not more than the statutory maximum.
712 Ibid. See also ‘Copyr ight ,  Design and Patents Act 1988 (c. 48) ’ , 
<http: / /www.hmso.qov.uk/acts/acts1988/Ukpga 19880048 en 2.htm>. (print out on 
f i le with author).
713 Ibid. The fine is not more than level 5 on the standard scale or an impr isonment 
does not exceed six months.
714 Ibid. A f ine on a summary convict ion is not more than the statutory maximum.
An impr isonment  on convict ion on indictment does not exceed two years.
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passwords to a potent ia l  defendant,  an aggregator.  Before accusing an 
aggregator  of unauthor ized computer  access or in fr ingement  of copyr ight ,  it 
is a breach of  cont rac t  that  a cus tomer  discloses informat ion which is 
supposed to be str ict ly conf ident ia l .  However, cus tomers probably  had 
not been aware of any r isk being conta ined in aggregat ion in the early 
stages. Moreover,  an aggregator was unl ike ly to ment ion r isks of the 
serv ices to its customers.  Data providers,  on the other hand, hesi tated to 
bring a sui t  aga inst  e i ther of  them, owing to watching for a business 
chance. As a conclus ion,  aggregat ion  surv ives  in the market holding 
disadvantages inside. That is why issues and problems are sti l l  tangible 
and aggregat ion  does not qui te make the grade. After two years since 
aggregat ion jo ined the market,  SunTrust  Banks Inc., who “ pul led in” 
in troducing aggregat ion,  stated it was a wise dec is ion715.

After  First  Un ion ’s case, no party involved seems keen to take an 
act ion aga inst  aggregat ion.  Al though the FSA in the UK announced that it 
does not have author i ty to regulate aggregat ion business, it does not show 
any ind icat ion of  c r im ina l iz ing the business. The JFSA has not publ ished 
any sta tement  on it, ei ther. Fur thermore,  when the Elect ron ic Banking 
Group of  Basel Commit tee ment ioned aggregat ion in its whi te papers,  it 
conf ined i tsel f  to stating “ EBG wil l  ident i fy and promote the implementat ion 
of  sound industry r isk management  pract ices for  cr i t ical  or emerging areas, 
such as techno logy outsourcing, secur i ty  issues, and aggregat ion 
a c t i v i t i e s 716.“ Regu la tors also have not shown any loathing against  
aggregat ion .  The second promising reason is that  they focus on the 
poss ib i l i t ies  that  aggregat ion  would expand the e-banking market fur ther 
and faster.  Even if there is no wonder  that  aggregat ion  is very l ikely to be
judged as an of fence, the aim of  aggregat ion is posi t ively and 
unmis takeably  restr icted within business and commerc ia l .  They would not 
try to regulate or ban the business unless its r isks go higher than its 
market  value or when part ies involved in the bus iness rush into regulators 
to pet i t ion.  That is why aggregat ion  exis ts in the grey area, and why 
aggregat ion cannot  go fur ther  wi thout being regulated since it holds high 
r isks to run business.

If law or regu la tors  do not af fect  very much for/aga ins t  aggregat ion,  
what  is necessary in the f inancia l  market to pursue a sound stable 
economy? If no one regulates the market,  it is desperate ly  necessary for 
data providers  and customers to prepare measures to control  the risks

715 The F inanc ial  Times dated 5th March 2002. The art icle is also avai lable on its 
websi te,  ‘Scraping Phobia Yields To Business-Case Mer i ts ’ ,
<ht tp: / /q lobalarch ive. f t .com/a lobalarch ive/ar t ic le.h tml? id = 020305001872>. (print out 
on fi le with author).
716 The FSA of Japan publ ished a t ranslat ion of Ini t iat ives and Whi te Papers, 
publ ished by Electronic Banking Group, Basel Committee,  which mentioned 
aggregat ion.  For the whi tepaper  itself, see ‘ Basel Committee Publ icat ions - 
Electronic Banking Group Ini t iat ives and Whi te Papers - Nov 2000’ ,
<http: / /www.bis .ora/publ /bcbs76.pdf#xml  = ht tp: / /search.atomz.com/search/pdfhelper . tk  
?sp-o = 2 .100000,0>. (print out on fi le with author).
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attached to aggregat ion.  The sole and ef fect ive solut ion is to establ ish 
se l f - regu la t ion .  In regard to aggregat ion,  many part ies are involved both 
inside and outside the f inancia l  market.  Thus, bui ld ing up the system of 
se l f - regu la t ion  of  aggregat ion  needs mutual  cooperat ion amongst  part ies.  
One useful  method is to introduce a standard or guide l ines ei ther  domest ic 
or internat ional .

As the US f i rms have taken the lead on aggregat ion,  the f irst 
ach ievement  in researching this business was also marked in the USA. 
BITS, the Technology Group for the Financia l  Services Roundtab le  was 
launched in 2000. One of the work ing groups, cal led the BITS 
Aggregat ion Serv ices Work ing Group, spec ia l ises  in aggregat ion to take an 
in i t iat ive aiming at providing a f ramework  referr ing to Regu la t ion  E (of  the 
US Federal  Reserve Board) and the Gramm-Leach-B l i ley  Act. Vo luntary 
Guide l ines were pub l ished in Apri l 2001. It has launched a new phase to 
deve lop a secured model of aggregat ion717.

The UK also demonst ra ted its own achievement .  The Best 
Pract ice Aggregat ion Guide l ines was publ ished by the Assoc ia t ion  for  
Payment Clear ing Services (APACS) in 2001 af ter  the FSA announced its 
remit.  It is, however,  conf ined to some issues, such as the data col lect ion,  
storage and so on. It aims to protect  consumers  and maintain conf idence 
in both aggregat ion and e-banking and includes secur i ty  issues as well  as 
customer  educat ion.  To l ist some crucial  key factors,  the pr inc ip le  APACS 
in troduces is that  aggregat ion  should be based on the consent  amongst  the 
part ies. It also s trong ly suggests meet ing the BITS Secur i ty Guidel ines.  
This impacts s tandardised secur i ty measures  at least  between the UK and 
USA. Unfortunately ,  the Best Pract ice  Aggregat ion  Guide l ines are not 
ob l igato ry  for  the part ies involved in this business. Nonethe less it is said 
that  part ies would fo l low them to appeal  to both exist ing and potent ia l  
customers to emphas ize their  re l iabi l i t ies  on agg rega t ion718.

In terms of  computer  secur ity,  data integri ty,  conf ident ia l i t y  and 
ava i lab i l i ty  must be ensured. These three key factors have been assigned 
in the Guide l ines for  the Secur i ty of  Informat ion Systems publ ished by 
Organiza t ion  for  Economic Cooperat ion and Development  (OECD) 719. 
Technica l ly  it is prerequ is i te  at the minimum for f inanc ia l  inst i tu t ions  to 
de l ibera te  on encrypt ion,  secured communica t ions  and physical  secur i ty;

717 The Financial  Services Roundtable is or iginated with the Associat ion of Reserve 
City Bankers in the USA in 1912. See ‘Account  Aggregat ion:  Consol idate,  or be 
Consol idated?’ , supra n.646, ‘The Financial  Services Roundtable’ , 
<ht tp : / /www.fsround.org/>. and ‘BITS’ , <ht tp: / /www.bi ts info.orq/agqreqator .htnnl>. 
(print out on fi le with author).
7 8 See ‘Aggregat ion guidel ines receive caut ious welcome’ ,
<http: / /www.onwindows.com/news/2001/December/241201 ,htm>. (print out on fi le with 
author).
719 It descr ibed as “ Securi ty of informat ion systems is the protect ion of avai labi l i ty,  
conf ident ial i ty  and integr i ty. ” See ‘Guidel ines for the Securi ty of Informat ion 
Systems’ , <http:/ /www1 .oecd.orq/dst i /st i / i t /secur/prod/e secur.htm#11 >. (print out on 
f i le with author).
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not only apply ing highly powerful  encryp t ion and secur i ty  systems to detect  
and prevent unauthor ized access but also enforcing a thoroughgoing check 
of  ident i t ies  to access both computer  systems and its physical  location.  
To suppor t  a ser ies of  secur i ty  measures,  it is necessary to publish a 
secur i ty  pol icy and imp lement  it in an ins t i tut ion p rac t ica l ly720. It is also 
provident  to prepare the computer  secur i ty  of  a f inanc ia l  inst i tut ion for 
in ternat ional  standards and/or gu ide l ines publ ished by internat ional  
organ isat ions or the competent  au thor i t ies  in respect ive countr ies.  Wi l l  it 
be total ly secured if  a f inanc ia l  ins t i tut ion has implemented the best 
(present ly)  secur i ty  sys tem? It is open to debate.

Risks are always involved in f inanc ia l  ins t i tu t ions.  Aggregat ion ,  
however, should be a brand-new type of  risk, which was born outside their  
business boundary.  Therefore ,  f inanc ia l  ins t i tu t ions have been 
nonplussed to deal wi th it. It is a fact  that  aggregat ion has not chosen its 
direct ion,  nor its value yet been clear ly measured.  In other words,  it 
could be possible  to say that aggregat ion has not had a real punch to wield 
in f luence over  the market.  If a new serv ice  of  aggregat ion is developed, 
it may d is t inc t ly  change the present  s i tuat ion.  The potent ia l  new service 
would be to enable f inancia l  t ransac t ions  on an aggregated screen. It is 
c lear ly useful  if it is ava i lab le  amongst  accounts  al though this service holds 
ser ious secur i ty  and pr ivacy issues to resolve.  In one example,  the Royal 
Bank of  Canada has t ied-up with CashEdge to deve lop aggregat ion  with 
this va lue-added se rv ice721.

A useful  service for  a cus tomer  does not always make a prof i t  for  a 
service provider, such as f inanc ia l  inst i tut ions.  The aggregators  bel ieve it 
is prof i table for  them, whereas f inanc ia l  inst i tu t ions  do not immediate ly 
agree on this al though they do not deny a poss ib i l i ty  of  aggregat ion  being a 
subsid iary  to at t ract  their  customers.  It is hard to say that aggregat ion 
has ful ly considered its r isks in ear ly stages, or that  its problems and 
issues have been yet resolved. It is necessary for  f inanc ia l  inst i tut ions to 
examine careful ly  not only aggregat ion i tsel f  but also the marke t ’s trend 
and cus tom ers ’ in terests  to make a judgem ent  on expand ing the business. 
There are some means avai lable to control  r isks.  The important  thing is 
to ascertain whether  a certain r isk is worth to take and if so which is the 
best opt ion to control  it. Aggregat ion wil l  never be incr iminated;  but it 
depends on the dec is ion f inanc ia l  inst i tu t ions  make whether  aggregat ion 
wi l l  be able to survive or not.

720 Possible solut ions are introducing 128-bit  SSL (Secure Socket Layer) for 
communicat ions between customers and a server, 3DES for database in a server and 
i tsel f to be encrypted. Bui lding up f i rewal ls and intrusion detect ion system are also 
crucial .  See 'K inyû-shin-sâbisu:  akaunto agur igêsyon no dôkô (A new f inancial  
service: The trend of the account  aggregat ion services) ' ,  supra n.621.
721 Ibid.
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