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1. Introduction

To date, that “money laundering is an economic crime” should be
recognised by individuals engaged in any financial services worldwide.
The perception is, however, likely to vary from person to person, industry
to industry or country to country. Unlike homicide or robbery,
criminalizing money laundering substantially implies the inability to
convince the general public of its illegality. @ The majority of crimes, which
are categorised as economic crime or financial crime, such as insider
dealing or breach of trust, often show this propensity to a greater or lesser
extent. The grounds for this are: 1) short history since the notion of
criminalising those practices is only moderately developed, and 2)
considerably little direct impact upon the everyday life of the general public
as a result of an economic crime being committed. Money laundering has
distinctive characteristics. Nowadays, many financial institutions provide
training and education to their employees, about money laundering.
Implementing a strict “know your customer” rule is one of those policies.
In other words, it is self-defence for financial institutions to protect their
financial systems from exploitation by launderers. Nevertheless, without
an understanding of its illegality, it is open to question whether any policy
can achieve results.

Furthermore, with the rapid development of computer technology,
cyberspace has been regarded as a possible hotbed for laundering money.
The point is whether or not cyberspace money laundering shares
characteristics with its counterpart in the three-dimensional world. If so,
it is crucial to clarify the differences so that further appropriate
methodologies or policies to fight it can be developed. The aim of this
chapter is to explore further the potentiality of money laundering in
cyberspace by applying the analyses conducted in chapter | to VI.

2. Money laundering and financial institutions
Money laundering is explained as:

“[lIt] denotes any act or attempted act to conceal or disguise the identity
of illegally obtained proceeds so that they appear to have originated from
legitimate sources.

The International Criminal Police Organization (ICPO) adopted this
definition originally, and then the United Nations Office for Drug Control
and Crime Prevention (ODCCP) also introduced it in its “Model legislation
on laundering, confiscation and international cooperation in relation to the
proceeds of crime” published in 199972 Equally there have been other

72 Model legislation on laundering, confiscation and international cooperation in
relation to the proceeds of crime is designed for countries that are willing to enact or
modernise anti-money laundering law. See ‘United Nations Office for Drug Control
and Crime Prevention (ODCCP), Global Programme Against Money Laundering’,
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countermeasures against money laundering considered by the many
different organisations concerned, such as the Council of Europe, Financial
Action Task Force (hereinafter "FATF”) and the OECD since the late 1980s.
The UN International Drug Control Programme (hereinafter “UNDCP”)
estimated illegal drug trafficking reached about $400 billion a year
worldwide in 1998, rising to $1 trillion a year thus far78 This illegal profit
is considered to be laundered. It is said that the volume is estimated at
two to five percent of the world's gross domestic product724. If the impact
of money laundering is so enormous, what could be the reasons for it being
so obscure and unappealing to the general public? The potential reasons
are, firstly, whether illicit money is US$400 billion or 1 trillion, it is
recognised as proceeds of drug trafficking or other such offences. Hence,
money laundering is merely a secondary outcome. In fact, money
laundering was initially criminalised in its relation to the fight against
narcotic problems. Many countries, which are keen to fight money
laundering, have successfully implemented anti-money laundering
regulations beyond the level that the first EU Directives required. They
have already covered a wider range of predicate crimes than drug
trafficking, which the first EU Directives obliged its member states to follow.
Unlike the first Directive, the proposal of the second EU Directive shows
the extension to all serious offences 725 That is to say that money
laundering is an extension to drug trafficking or other serious offences.

Indeed, “illicit gains” being generated as a result of any unlawful offence or
activity, such as bribery, corruption, organised crime or financing terrorists,
is laundered. Recommendation 4 of the revised version of the Forty

Recommendations clearly places importance on urging each member
country to ‘extend the offence of drug money laundering to one based on
serious offences7%. However, nothing has changed the fact that a primary
crime must have been committed before money is laundered. Even if a
primary crime becomes the centre of public attention, the secondary crime

<http://www.imolin.org/ml99enq.htm>. (print out on file with author).

722 See ‘UN General Assembly Special Session on the World Drug Problem’,
<http://lwww.odccp.org/adhoc/qass/aa/20special/featur/launder.htm> and ‘Global
Programme Against Money Laundering’,

<http://www.odccp.org/monev laundering.html> (print out on file with author).

724 See ‘The Financial Action Task Force on money laundering’,
<http://usinfo.state.qov/iournals/ites/0501/iiee/fatffacts.htm> (print out on file with
author).

75 See ‘Proposal for a European Parliament and Council Directive amending Council
Directive 91/308/EEC of 10 June 1991 on prevention of the use of the financial
system for the purpose of money laundering’,

<http://europa.eu.int/comm/internal market/en/finances/qeneral/com352en.pdf>.
‘Second Commission Report to the EUROPEAN PARLIAMENT and the COUNCIL on
the implementation of the Money Laundering Directive’,
<http://europa.eu.int/comm/internal market/en/finances/qeneral/launden,pdf> and
‘Money laundering: EU Directive to be extended’,
<http://europa.eu.int/comm/internal market/en/finances/qeneral/launden.htm> (print
out on file with author).

7% The Forty Recommendations was originally published in 1990 by FATF and was
revised in 1996. See ‘Financial Action Task Force on Money Laundering, The Forty
Recommendations’, <http://www1 .oecd.org/fatf/40Recs en.htm> (print out on file with
author).
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of laundering scarcely attracts the same public attention.

Secondly, the huge impact of economic crime is in inverse proportion
to the amount of public attention it draws. The said proceeds of crime,
equivalent to two percent of the global GDP, is far too exorbitant to give

the majority of people more than an indistinct impression. In other words,
not only money laundering but also economic crime in general lacks direct
substantial or material damage to impact the public psyche. In fact, most

economic crime is committed against either firms or society, not individuals.
As a consequence, an individual would not recognise the victim of
economic crime which has been committed, even if a firm which one
belongs to or society as a whole suffers from it. For example, a case of
bribery and corruption is most likely to be committed when person X wants
to be facilitated to pursue a specific purpose by person Y. A bribe, for
instance of £1 million, is given from X to Y. This money belongs to X, and
technically no one would be harmed by this activity. However, it is clear
from any political corruption case that the activity definitely harms a sound
economy or society, and produces strains and kinks.

Thirdly, money laundering is an intricate story to understand.
There used to be nothing strange in the question “why is money laundering
illegal?” even from a person engaged in law enforcement. There is no
definite answer to this. Perhaps it is because, as mentioned in the first
place, money laundering cannot be criminalised alone without a predicate
crime. No one denies the illegality of a predicate crime, such as
organised crime or corruption, or that the money involved is unlawfully
gained. Some people apparently cannot find a connection between these
facts and criminalising money laundering. Their theory seems to be that
“money is money” even if it belongs to a criminal. In reality, there is no
visible taint to stigmatise such ill-gotten money — the face value of a bank
note cannot be reduced because of its owner.

Then what is the chief purpose in controlling money laundering?
What would happen if it were not an illegal activity? The purpose is that it
has a strong preventative function to avoid further crime being committed
using laundered money. It is possible to say that it is remote or indirect
from money laundering itself to some degree. After all, the purpose of
fighting money laundering technically does not have to be the prevention of
a repeat offence of laundering. As the Second Commission Report
expressed, transparency and soundness are principles in financial markets,
thus a money laundering offence is very likely to cause instability as
markets react against tainted money contaminating financial markets,
whether rumoured or true. It also warned that market officials would be
corrupted as a consequence of obtaining contaminated money. Once the
market’s integrity is lost, it would take a long time and tremendous efforts
to rebuild72r.

721 See ‘Second Commission Report to the EUROPEAN PARLIAMENT and the
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Since the 11th September 2001 tragedy in the USA, many countries
have agreed to fight terrorism. One of the countermeasures to prevent
further terrorism has been to expose the financing of terrorists and,
moreover, to make it difficult for terrorists and their supporters to launder

money. It remains, however, irresolvable that these tactics have achieved
the maximum result since it is doubtful whether instructions on money
laundering are carried out at all levels of financial institutions. It is still

doubtful that everyone involved in financial services understands the
illegality of money laundering, but the September 11th tragedy has
implanted “imminent danger” of terrorism in their collective psyche,
accordingly raising consciousness toward money laundering.

As previously mentioned, money laundering inflicts vulnerability on a

sound economy. If a financial institution is involved in a laundering
process unknowingly, the money, which has been deposited in by a
launderer, would eventually be confiscated by the relevant authority. In
cases where the institution is knowingly involved in the offence, it would be
found guilty and be subject to punishment. This implies not only a
criminal or civil penalty being imposed (such as being fined) but also losing
a good reputation, being sued by shareholders and so on. For instance,

some cases, such as the Bank of New York or the Bank of Credit and
Commerce International (hereinafter ‘BCCI’) proved the huge potential risk
that all levels of employees in financial services industry became involved
in the laundering of money. To avoid a worse or the worst case scenario,
it is critical to implant a right and sustainable understanding to thwart
money laundering being committed in the first place. To train employees
in the practical means of preventing an offence is the next crucial step.
Before pursuing an in-depth analysis on the means for financial institutions
to fight money laundering, there is another issue to be discussed: the
difference between money laundering in cyberspace and in the material
world.

3. The feasibility of money laundering in cyberspace

Since the conception of business transactions in cyberspace became
widespread in the 1990s, the possibility that cyber-technology would be
abused as a means of committing money laundering has been rumoured.
The possibility materialised, and surpassed conventional money laundering
offences, with it being remarkably easy to commit an offence without
leaving behind any positive evidence at the time. It is crucial to
distinguish whether money laundering in cyberspace is practically different
from that of the ordinary means and if so, to what extent is it different?
This differentiation will facilitate the combat of potential money laundering
offences in the future.

COUNCIL on the implementation of the Money Laundering Directive’, supra n.710.
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To begin with, it is an unclear issue as to where the line should be
drawn between money Ilaundering in cyberspace and ordinary money

laundering. For instance, ‘cyberspace’ itself is not clearly defined.
Moreover, it is unknown whether electronic money transferring technology
amongst banks is cyber-technology or not. Having been used by financial
institutions for some time, it is not an entirely new business model. It
would be imprudent to consider any activity which is described as
“electronic” as a business or technology belonging to cyberspace. If that

is the case, what is "cyberspace” Gibson defined it as "a consensual
hallucination” and Benedikt stated that ”Space, for most of us, hovers
between ordinary, physical existence and something other728” It would be
better to understand it by its characteristics than by comparing oblique
ambiguous definitions. In general, cyberspace is, at least, a virtual space
where a great deal of various information is accessed through computer
networks. In addition to this, it must have multi-way vehicles, open to the
general public and accessible from anywhere. As it is perceived tacitly by
the majority of computer users, cyberspace is simply a space where all
types of vehicles are exchanged, such as electronic messaging systems
(e-mail), online meetings, the purchase of products by individuals,
business transactions and so on. From these standpoints, the said
electronic transactions amongst the financial institutions could possibly be
interpreted as “a business transaction in cyberspace® in a wide sense
although, strictly speaking, they do not meet other conditions such as
public accessibility. Is it then possible to commit money laundering
through the electronic money transferral system? It is possible, but
doubtful, since the said system is used in two or more banks internally to
transfer money. It could be possible to say that it is merely a part of the
whole banking system and is not an independent method or technology for
criminals to abuse solely for the purpose of laundering money. In this
situation, is the offence categorised as money laundering in cyberspace?
It is unlikely. When a launderer commits an offence, he does not have
any intention of abusing a specific system to launder illicit money, but
determines to launder through the whole banking system itself. In this
case, it should be said that money laundering is committed against the
bank and so not especially against the electronic money transferral system.

In this context, “money laundering in cyberspace” should mean an
offence committed, particularly by the abuse of cyberspace advantages.
In addition, it is necessary that a launderer has the intention of taking
advantage of cyberspace. Considering these two conditions, there are
two main streams in regard to cyberspace money laundering at present.
First, to launder money using electronically issued money (electronic
money). This is often called “e-money laundering”. The other is any
money laundering offence in cyberspace, such as abusing an Internet

78 See 'Definition of Cyberspace’,
<http://www.education.miami.edu/ep/michiqan/sld011 ,htm> and ‘ldentity and the
Internet: A symbolic interactionist perspective on computer-mediated social networks’,
<http://www.buffalo.edU/~revmers/identitv.html#intro> (print out on file with author).
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banking system or Internet gambling operation, but without digital cash
involved. The phrase “cyber money laundering” is sometimes used as a
blanket term for all offences.

3.1 E-money laundering

The principal factor used to differentiate e-money laundering from
other types of money laundering is the involvement of electronic money
(hereinafter “e-money”). E-money has been defined in the European
Parliament and Council Directive 2000/46/EC as:

“Electronic money shall mean monetary value as represented by a claim
on the issuer which is: (i) stored on an electronic device; (ii) issued on
receipt of funds of an amount not less in value than the monetary value
issued; (M) accepted as means of payment by undertakings other than
the issuer.728"“

In short, e-money is composed of digital signals that have financial
values equivalent to paper money, being issued under a certain
authorisation. There are technically three types of e-money: the
card-based scheme, the network-based scheme and the hybrid scheme
between the two. The card-based scheme generally branches out into two
different types: an integrated circuit (hereinafter “IC”) card type and a
stored valued card type. Some famous examples of IC card types, stored
valued card types and network-based schemes are, respectively, Mondex
and Visa cash, BitCash, and e-cash. An IC card type of e-money literally
contains an IC chip which has huge storage capacity. This means that
this type of e-money allows big business transactions. It is helpful to
understand that it is roughly applicable to debit cards. The differences
from using a debit card are, to begin with, money kept in an IC card is
transferable from one person to the other, like paper money, by using a
specific tool, such as a reader, scanner or Mondex telephone. Then
money is withdrawn from a bank account with a debit card whereas an IC
card has money on itself. On the other hand, the purpose of a stored
valued card type of e-money is for online clearing. One can purchase a
stored valued card from a shop and type a printed unique number when one
wants to pay for a product or service online. The network-based scheme
is solely motivated through online clearing where it is mostly necessary to
transfer money from a bank by using specific computer software which has
been installed in advance '™

79 See 'Electronic money directive, Directive 2000/46/EC of the European Parliament
and of the Council’,
<http://141.211.44.49/facultv/irmann/Statutes/ElectronicMonevDirective.pdf> (print out
on file with author).

70 Mondex has been developed by Mondex International (the UK) and Visa cash has
been developed by Visa International (USA). DigiCash Inc. (Netherlands), which
had developed e-cash, went bankrupt and Cybercash (USA) has been taken over.
Thus it is said that Network-based e-money schemes have not been expanded
compared to other schemes. See ‘Dai-8-kai Densi-syoutoruhiki to kessai (Vol.8
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Some of the distinct differences between e-money and paper money
are, firstly, it does not physically exist and thus is invisible; a receptacle
card, to charge and keep e-money on, is visible731. Secondly, it is
unavailable to spend without the assistance of computers in cyberspace or
a specific tool to recognise and/or decipher its signals. That is to say that
e-money is not always exchangeable everywhere. Indeed, e-money is not
a perfect vehicle at present for the majority of people, although it is very
likely to appeal to certain people who may exploit its privileges.

To concentrate on the feasibility of e-money laundering, there are
two major advantages to attract launderers to abuse e-money:
untraceability and mobility732  Most e-money remains anonymous, so it is
impossible to trace an initial owner. In regard to its mobility, it obviously
has no weight. Nobody would notice if one has only a few pounds or £1
million on one’s receptacle card. These advantages save them time and
cost in the process of laundering money. Furthermore, it could make it as
easy for someone (who is well acquainted with computer technology) to
counterfeit e-money as traditionally preparing sophisticated machinery and
materials to counterfeit paper money. Since it does not physically exist,
the words ‘counterfeit’ or ‘forge’ would not be technically correct. All that
must be done is to take authorisation from an issuing agency or authority
so that it looks as if it is authentic e-money. As an extreme example,
hacking through a computer network and altering records in an issuing
agency of e-money could work to get real authorisation.

The Daily News reported in December 1999 that the Thailand
Development Research Institute had alerted its government to e-money
transactions being abused as a new channel of laundering733. FATF has
conducted research on e-money since 1997734  Has there been any case
of e-money laundering committed in reality? Although DigiCash Inc.
published that it had been contacted by individuals in 1997 requesting
suspicious transactions such as converting offshore bank accounts to
anonymous e-money, it seemed to have rejected the proposal73.  The

E-commerce and clearing systems)’, <http://www.zdnet.co.jp/help/ebusiness/08/> and
‘Denshi-mane no genjo (The present situation of e-money)’,
<http://members.tripod.eom/tsurut/rep/e money.html> (print out on file with author).
B1 See 'Mondex-jikken no nihon ni-okeru jokyo (The situation of Mondex test in
Japan)’, <http://law.rikkvo.ac.ip/98zemi/mondex4.HTM> (print out on file with author).
72 See ‘Electronic Money Laundering: An Environmental Scan’ published by
Department of Justice Canada
<http://www.sac.qc.ca/WhoWeAre/PPC/eScan/emonev/emonev.htm> (print out on file
with author).

738 See ‘Daily News, E-Money Laundering’,
<http://www.fitug.de/debate/9912/msa00015.html> (print out on file with author).

74 See ‘1996-1997 Report on Money Laundering Typologies’,

<http://www1 .oecd.org/fatf/pdf/TY1997 en.pdf> (print out on file with author).

7 The Wall Street Journal dated 17th March 1997. It is also available online,
‘Nations Worry About a Rise In On-Line Money-Laundering’,
<http://www.monkev.orq/qeeks/archive/9703/msa00008.html> (print out on file with

author).
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majority of types of traditional money laundering would be able to be
committed in cyberspace through banking systems, international trading,
purchasing foreign currency or valuable articles and so on. There is no
strong suggestion that paper money is able to be laundered whereas
e-money is not.

It is worthwhile examining the specific characteristics of e-money as
to whether they have a greater impact upon laundering processes
compared to paper money laundering. The anonymity of e-money is one
aspect that encourages launderers to abuse e-money payments.
Technically speaking, e-money is classified into two categories: whether it
is or is not transferable amongst consumers. If it is transferable, the
circulation of e-money is very similar to paper money, and it would be
circulated amongst more than four different parties; an issuer, an owner, a
receiver of e-money, and a third party/parties. An example is an 1C card
type of e-money as mentioned above. If not, it remains inside a closed
network involving the first three parties736. In the latter case, it seems
possible to trace e-money to discover who the owner is, since only three

parties are involved. In terms of laundering money, transferable e-money
would make the laundering processes easier. While being transferred
amongst several parties, tainted money is turned into legitimate money. It

is not, however, that simple to launder e-money because computer security
detects suspicious transactions whether e-money itself is transferable or
not. In regard to e-money’s anonymity, it is explained by the word
“privacy”. Unlike paper money, it is technically possible to make
ownership of e-money clearly identifiable and traceable. E-money would
be helpful (for anti-money laundering purposes) to trace and arrest
launderers if it were required to show its identity. But, it is against the
principles of e-money to do so73/. To ensure the privacy of a citizen and
the integrity of e-money, it must be anonymous and secured.

On the other hand, paper money also remains anonymous.
Although it has sequential numbers printed, it is impossible to identify a
launderer from paper money being laundered unless an investigatory
agency knows exactly which sequential numbers are laundered. Thus, it
is not practical to compare the risk factors or e-money carries more risk.

However, there are methods of settlement for e-money which make it
secure. It is to encrypt by encoding methods738 One of the methods

7% Nihonkeizai Shimbum dated 28th April 2002.

737 It is said that six principles exist for e-money to be kept: independence, security,
privacy, off-line payment environment, transferability and ability to be added up or
exchanged. See ‘Denshimane no genjyo to mondaiten (The present situation of
e-money and its problems)’,
<http://www.qlocom.ac-ip/users/taivo/emonev/emonev.html> (print out on file with
author).

78 To explain how big £1 million e-money would be, it is useful to cite a
well-explained example introduced in the website entitled electronic money
laundering. Suppose there is e-money being encrypted using a blind signature, of
which a single monetary unit is £100. Suppose a single unit weighs 100 bytes. If
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uses two different keys to encrypt: a public key and a private (or secret)
key. A public key, literally being disclosed in public, is used to encrypt
and a private key, being kept in secret, is to decrypt it. In short, when
being encrypted by the method called fair-blind signature protocol, by using
a public and a private key, it makes it possible to track down a launderer
who abuses e-money. Under the supervision of a court, a trustee is asked
to reveal and break the anonymity of an initial owner of e-money. This
method, however, remains imperfect and there are loopholes for
offenders739. So it is possible to conclude that e-money is potentially
more efficient to combat money laundering or any other type of electronic
crime. Although the global tendency of e-money is more likely to remain
faithful to the said six principles, the issue of the anonymity of e-money
remains to be judged, depending on each government’s policy.

In regard to the mobility of e-money, this is more problematic than its
anonymity. As the earlier example shows, £1 million could be saved in
just a single floppy disk. Moreover, nobody could guess a disk contains
such a huge amount of money at a glance. Even with the assistance of a
computer, it would be indecipherable to identify as money if it were not
decrypted. In addition to this, any transaction in cyberspace is in general
done in a few seconds, and it would be possible to erase or not to leave a
sign of the transaction being done with very advanced computer skills.
E-money is very likely to be borderless: it should be exchangeable in any
currency unit, particularly in cyberspace. Thus it causes difficulty and
drawbacks to investigatory agencies and law enforcement authorities when
mobility works with anonymity. This e-money mobility is a remarkable
obstacle (compared to paper money) in combating money laundering.

What is the role of financial institutions in e-money business?
Financial institutions, particularly banks, are very likely to be involved as
issuers of e-money. This is because e-money is always founded on the
existence of paper money: For instance, network-based e-money always
refers to a deposit in a bank account since e-money is merely a method of
payment.

As Hagen interpreted, in terms of the use of a stored value card, it
would be unlimitedly transferable in theory whereas, in practice, it is
restricted to transfer value either consumers against merchants or
merchants against their acquiring banks740. Furthermore, the amount on a

an offender needs to launder a million pounds, ten thousand units are needed and it
weighs about 1 MB. It means only one floppy disk contains £1 million! See
‘Denshi mane rondaringu (electronic money laundering)’,
<http://member.niftv.ne.ip/psvche/soi/iDs09.html> (print out on file with author).

79 Ibid. A trustee is called a judge in the original contexts. See ‘Blind Signatures
and Fair Blind Signatures’, <http://www.csh.rit.edu/~spraauep/crypto/> (print out on
file with author).

740 See ‘E-money activities and E-banking: Consequences of e-money for the
prudential supervision of financial institutions’,
<http://www.ee/epbe/en/release/haaen.pdf> (print out on file with author).
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stored value card is very likely to be limited mostly to a small amount.
However, from the financial institutions’ point of view, it is not necessary to
limit the maximum amount either on a stored value card or an 1C card.
After deducting money from one's bank account and transferring value onto
the card, if the bank is not the issuer of the card, there is no business
concern for the bank if the transferred value is large or small. If a card is
lost, stolen or broken, it is solely the responsibility of the card’s owner741.
However, it is a major concern for businesses if an institution is an issuer
of e-money. It is not difficult to foresee that the more communication
intermediaries are involved in money transactions, the less financial
institutions would be required, as a result of increased liquidity. Even if
e-money being circulated inside the closed circle (as mentioned earlier,
such as a stored value card or network type e-money) and banks remain as
issuers, the rise of e-money would change financial systems to a greater or
lesser extent unless financial institutions are allowed to issue business
exclusively.

On the contrary to all the above discussions, e-money laundering
was considered negligible in 1997 by the Group of Ten, and this has hardly
changed much since then. The reason was given as:

“To date, G-10 countries have not seen evidence of [e-money
laundering] in connection with electronic money products; if such
products come to be used on a large scale, it is conceivable that
criminals may seek to explore their potential for transferring illicit funds.
(Group of Ten, 1997)742

E-money itself holds other issues which will probably make it an unpopular
vehicle of payments. For instance, there is the issue of how certain
e-money should be dealt with in cases where the issuing bank goes
bankrupt743. It is likely to be some time before e-money becomes familiar
to the public.

3.2 Other types of money laundering offences being committed
in cyberspace

Money laundering offences in regard to e-money were initially
discussed in a 1996-1997 report published by FATF. Other possibilities of
laundering in cyberspace were explained in detail in the 1997-1998 FATF
report. FATF considers three specific characteristics of the Internet as
likely to aggravate conventional money laundering:

1 If a bank is an issuer of a stored value or an IC card, it would be responsible to
prevent embezzlement of the stored value by someone, or reissue a card for the
authentic owner if one’s usage of stored value is surely recorded.

72 See ‘Electronic Money Laundering: An Environmental Scan’ published by Solicitor
General Canada, Department of Justice Canada in 1998, supra n.717.

3 See ‘Denshi-mane no genjo (The present situation of e-money)’, supra n.715.
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(1) the ease of access through the Internet;

(2) the depersonalisation of contact between the customer and the
institution, and;

(3) the rapidity of electronic transactions744.

These characteristics could be both advantages and disadvantages as
evident from the previous section. On one hand, they could work as
indispensable factors to make worldwide commerce prosper further; on the
other hand, they could bring chaos and problems from being abused.
Hence, it is necessary to identify weak spots and have countermeasures in
the event of an offence being committed. To begin with, it is crucial to
establish what types of laundering offences could be committed in
cyberspace other than those involving e-money.

The first possible type of offence is the abuse of online banking745
The majority of large banks worldwide offer such banking services for their
customers at present and, moreover, there are some online-based banks
which offer banking services entirely online. The conventional banks offer
their online services to their own customers; this means a customer has a
bank account before receiving online services. In regard to banks which
offer online services only, business is started with a new customer from
scratch, without face to face contact. Services offered online are
generally more limited than offline services. No brand-new service
particular to cyberspace is generally offered; only the method of access
differs from the conventional way. So there is no doubt that all traditional
types of money laundering offences are possible to be committed in
cyberspace. The possibility of an offence being committed against “brick
and mortar” banking systems is the same as against online banking
systems. However, the frequency of an offence being committed would
increase since abusing an online banking system is much easier and
quicker than abusing the “brick and mortar” banking system. With online
banking, one does not have to go to the bank physically and one can
transfer money from one account to another in a minute. This saves time
and money 76 and furthermore, considering the characteristics of the
Internet, it is impossible to trace signs of a laundering process 747. If
transferring money online to a different jurisdiction, there is politically no

74 See ‘2000-2001 Report on Money Laundering Typologies’,

<http://www1 .oecd.org/fatf/pdf/ITY2001 en.pdf> (print out on file with author).

b See ‘1997-1998 Report on Money Laundering Typologies’,

<http://www1 .oecd.org/fatf/pdf/ TY1998 en,pdf> (print out on file with author).

746 In Japan all financial transactions charges a fee and one of the advantages of
online banking is that a fee is mostly fixed cheaper than doing the same transaction
at a bank.

747 There are technical methods to trace the origin of the computer being used for an
offence, for example using ‘log files’ which record the operation of a computer. But
not all servers keep log files, and furthermore, obliging financial institutions to keep
log files of all transactions for certain periods would be a huge burden of cost and
business operations. See ‘Cyberlaundering threats should put all bankers on alert,
FATF warns’, <http://www.monevlaunderinq.com/MLAarticles/01 Apr5.htm> (print out
on file with author).
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way to investigate further.

The biggest difference between an online bank and a “brick and
mortar” bank is that it is hardly possible to accomplish “Know Your
Customer” (hereinafter “KYC”) policies. This is a basic policy for financial
institutions worldwide to carry out the identification of a customer before
actually opening a bank account. All documentation must be checked
carefully without exception when opening an online banking account. For
instance, in the Japan Net Bank (hereinafter “JNB”) — the first
online-service-only bank in Japan — a potential customer fills in an online
application form and a confirmation letter is sent to them within a few days.
JNB has its own computer system, which automatically analyses all online
applications to evict any suspicious applicants. If any suspicious
applicant names are found, a confirmation letter is not sent. The letter,
with a personal seal as well as a proof of identity, must be returned to JNB
to be checked manually. If there are no irregularities, a cash card is sent
to the customer. For checking online transactions, the said computer
system automatically checks, with no manpower involved748. Introducing a
computer checking system is, in reality, not a trump card for JNB only;
many financial institutions have installed a similar or the same system.
Although Sumitomo Mitsui Bank has a similar system for checking
suspicious transactions, automatically referring to its own database, it
remarked that the check is not done on a real time basis749. Computer
checking systems could be more accurate and correct than manpower only
if a database has been updated. Furthermore, a computer does not have
the ability to judge whereas a human being has. Therefore, it is critical to
be checked manually. FATF remarked:

“...if an account is accessed through the Internet, there is no human
intervention that might help to detect suspicious or unusual activity730...”

Many institutes and authorities involved have started to suggest
strongly implementing “Know Your Cyber-Customer® policies751. There is
no doubt that implementing those policies is not a straightforward process.

Any activity that involves a huge sum of money could be a good
vehicle for launderers. The second possible offence type is using Internet
casino and gambling as well as Internet auctions. The third offence type
is infringing intellectual property rights. These are, however, very unlikely

78 The author is grateful to Mr Y. Miyai, President, Mr T. Yoshida, Managing Director,
Mr M. Komura, Director of Planning Division, Mr H. Doumen, Group Chief and Mr T.
Miyagawa of Planning Devision, Japan Net Bank, for their invaluable comments and
advice.

9 The author is grateful to Mr M. Inoue, Group Chief and Mr S. Yanagi, Vice
president of IT Planning Department, Sumitomo Mitsui Banking Corporation, for their
invaluable comments and advice.

70 See ‘2000-2001 Report on Money Laundering Typologies’, supra n.729.

71 See ‘FATF experts espouse strict laundering controls for cyberbanking’,
<http://www.monevlaundering.com/MLAarticles/00ADr2.htm> (print out on file with

author).
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to involve financial institutions as the initial laundering vehicle.

In terms of casino and gambling, there is no doubt that many casino
businesses in their early days were established by gangsters in the USA to
launder illicit profits 752 ~As anyone can enjoy gambling in an Internet
casino with access from anywhere in the world, the gambling business
could have a site anywhere, and many casinos are mostly located offshore.
According to research published in the report of the National Cybercrime
Training Partnership in the USA, there were 300 Internet gambling sites
with an estimated revenue between 1997 and 1998 of 651 million dollars753
The report also suggested that there were "unscrupulous gambling
operators”, who were able to steal guests’ credit card numbers, alter or
move data, or even remove the whole site within minutes to avoid being
uncovered or arrested. It is no wonder that both the operators and the
authorities concerned get caught up in this vicious circle. Internet
auctions are likely to incur the same problems as Internet casinos. As it
is clearly mentioned earlier, neither gambling nor running an auction
business needs to involve financial institutions since they have offshore
bank accounts. However, they use reputable U.S. correspondent banks
afterwards74. Therefore, it is unavoidable for financial institutions to be
influenced by Internet casinos or auctions.

Regarding the infringement of intellectual property rights, illegal
profits are laundered while pirated edition of computer software and/or
entertainment articles such as compact disks are sold7% It sounds odd

since selling a pirated article itself is an illegal activity. It is presumably a
matter of choice as to in which count a criminal is detected by an
investigatory authority. In other words, the choice is which offence would

be given a lighter punishment: selling a pirated article or drug trafficking.
So a pirated article could be replaced by others, e.g. alcohol, pornography
(including child pornography), firearms, psychotropic substances and so on.
The critical issue is, as it was discussed in an earlier section, whether an
offence is under a certain range of offences or defined as a serious offence
controlled by the relevant money laundering regulations. Each country
has a different view of regulating offences: in short, selling firearms online
is a serious offence in many countries whereas infringing intellectual
property rights might hardly be defined as such. If it is not identified as a
predicate offence of money laundering, it is not possible to criminalise
money laundering as infringement of intellectual property rights.

Analysing all the types of possible online laundering offences

™2 See ‘Tracking money trails with technology’,
<http:/Inews.com.com/2008-1082-276078.html> (print out on file with author).

73 See ‘The Electronic Frontier: the challenge of unlawful conduct involving the use
of the Internet’, <http://www.nctp.org/unlawful1 ,html> (print out on file with author).
™ See 'Cyberlaundering threats should put all bankers on alert, FATF warns’, supra
n.732.

75 See ‘The Electronic Frontier: the challenge of unlawful conduct involving the use
of the Internet’, supra n.738.
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mentioned above, it is possible to say that almost all of the offences show
no drastic difference from traditional types of laundering offences thus far.
The fact is that the Internet and its technologies are very likely to be taken
advantage of by launderers.

4. What is at risk for financial institutions?

It is very likely to be perceived that the offence of money laundering
is one committed against banks. It could also be said that it has, to date,
been committed mainly against banks . Investing in stocks or purchasing
life insurance could also be a major vehicle of laundering money. For
instance, the Japan Securities Dealers Association has its rule against
money laundering in its Articles of Association and Fair Business Practice
Regulation which propose that its members appoint a person to be
responsible for controlling internal administration as well as notifying a
relevant authority of suspicious transactions 7%. Moreover, it has
appointed the Members Firms Department to deal with money laundering
schemes75/. In terms of the Japanese insurance market, a risk of money
laundering being committed against it is likely to be perceived to some
degree. JISA Business Support clearly pointed out that a policy which
stores premiums is at risk 758 Then, what type of risk do financial
institutions have to fight against in cases of money laundering being
committed? The possibilities are said to be classified into reputational
and compliance risks7%. In this context, it is appropriate to apply two
categories: operational and reputational risks on the grounds of applying
the definition of the Basel Committee on Banking Supervision7&0.

There is no doubt that the good reputation of financial institutions is
essential and indispensable. Both general public and corporate bodies
have keen sensitivity to their business integrity to a greater or lesser
extent. A good reputation as a result of keeping a high level of integrity
makes running a business easier for financial institutions. However, its
nature causes wild fluctuations in response to any social phenomenon and

7% See Japan Securities Dealers Association, ‘The Articles of Association and Fair
Business Practice Regulation’ (2001) Japan Securities Dealers Association, Tokyo, at
321 and 329.

757 The author is grateful to Mr T. Okada, General Manager and Mr M. Matsumoto,
Member Firms Department, Japan Securities Dealers Association for their invaluable
comments and advice.

™8 The author is grateful to Mr A. Morikawa, Managing Director, JISA Business
Support Co., Ltd. for their invaluable comments and advice.

7O See ‘There is an old saying that "what you don't know cannot hurt you." When it
comes to money laundering, nothing could be further from the truth’,
<http://www.aciworldwide.com/trends/loss prevention.asp> (print out on file with
author).

780 According to the Consultative Document on The New Basel Capital Accord
published in 2001, operational risk is defined as ‘the risk of direct or indirect loss
resulting from inadequate or failed internal processes, people and systems or from
external events’ but excluding strategic and reputational risk. Thus, compliance
issues could be included in operational risk. See ‘Consultative Document on The
New Basel Capital Accord’, <http://www.bis.org/publ/bcbsca03.pdf> (print out on file

with author).
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it is difficult and, once lost, it is costly to rebuild credibility. The potential
causes of loss of reputation are as follows:

(1) A financial institution fails to detect involvement in money
laundering;

(2) an employee is a complicit or principal offender in the laundering
process, or

(3) an executive is a complicit or principal offender in the laundering
process.

Degrees of impact on each case show differences. The impact on
business increases in numerical order. All three of them connect
considerably with the matter of compliance, and the two latter cases
involve criminality. The more active the involvement in a criminal network
is found, the more critically and rapidly reputations are lost71. A financial
institution is very likely to be involved in litigations. Being involved in
litigation gives a financial institution adverse publicity, loss of credibility
and incurs criminal and/or civil penalties and results in a weakening of its
strength. On top of legal risk, it would face systemic risk7& if a computer
system is abused. Simply put, a financial institution would be likely to be
forced to rebuild a more appropriate compliance system and be fined as a
consequence of violating the regulations concerned, depending on each
jurisdiction. Issues of compliance, legal or system risks are categorised
as operational risk. However, reputational risk, especially with this
background, cannot be entirely independent from operational risk due to
the reason mentioned earlier.

Examining the factual cases, the Bank of Boston was criminally
convicted in February 1985. Civil fines of US$2.25 million for the Crocker
National Bank as well as $4.75 million for the Bank of America were
imposed for failing to report suspicious transactions against the Bank
Secrecy Act763 To take a recent case, the Bank of New York was deeply
involved in committing nine money laundering offences in February 2000.
In this case, a former vice president and her husband knowingly committed
the offences and it is said that more than $7 million were laundered764
The couple pleaded guilty to received $1.8 million in commission although
the bank itself avoided having criminal charges filed 765. The culprits

M1 See ‘There is an old saying that "what you don't know cannot hurt you." When it
comes to money laundering, nothing could be further from the truth’, supra n.744.
72 System risk means a loss incurred as a result of failure, suspension, inadequacy
or abuse of computer systems internally or externally. So it is different from
systemic risk. See ‘Yogosyu (a glossary)’, <http://www.dandi.co.ip/vouqo.html>
(print out on file with author).

763 See W. Adams, 'The Practical Impact on United States Criminal Money Laundering
Lawson Financial Institutions’ in B. Fisse, D. Fraser and G. Coss (eds) The Money
Trail (1992) The Law Book Company Limited, London, at 374.

74 See ‘There is an old saying that "what you don’t know cannot hurt you." When it
comes to money laundering, nothing could be further from the truth’, supra n.744.
765 See 'Russian money launderers plead guilty’,
<http://Inews.bbc.co.uk/hi/lenglish/world/americas/newsid 645000/64571 7.stm> and
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agreed to have $1 million confiscated by paying $500,000 each to be
released, and the Bank of New York agreed to have more than $6 million
seized from the culprits’ bank accounts76.

In the UK, 23 banks in London (15 British and branches of foreign
banks making up the remainder) were shockingly found to be involved in
money laundering offences relating to the former Nigerian president,
General Sani Abacha, in March 2001. Although the Financial Services
Authority (FSA) refused to disclose the name of the banks, it was not
impossible for a determined mass media to unveil them7. Naturally, no
financial institution is confident to disclose any type of penalty being
imposed, hence neither the exact penalties nor the admonition are public
knowledge. It is, however, possible to infer from the UK regulations what
type of penalty could be imposed on financial institutions involved in this
disgraceful money laundering case. Apart from the general criminal law,
there are specific regulations particularly supplementing the UK financial
market, that is to say, the Money Laundering Regulations 1993 and 2001,
and the Anti-Terrorism, Crime and Security Act 2001 78  According to the
Money Laundering Regulations, any contravention of the requirements
carries a penalty on conviction of up to two years imprisonment or a fine or
both as Regulation 5 of the Money Laundering Regulations 1993 (the Regs)
requires79. Taking another case, a former employee of a bank, Arkin
Izzigil was convicted and received two vyears imprisonment as a
consequence of knowingly failing to disclose suspicious transactions in
19987/0. Penalties vary between each offender depending on how and
which regulation they violate. If this is the case, surely one would
imagine these penalties have worked as a deterrent to money laundering.

5. The Strengths and Weaknesses of Being Involved in Crime

The draft of the Proceeds of Crime bill remarked that employees in
the regulated sector (by the FSA) are expected to exercise a higher level of
diligence in daily business than those in other businesses7/1. However, it

‘Montesinos had accounts at BONY that facilitated his money laundering’
<http://www.monevlaunderinq.com/index.htm> (print out on file with author).

76 See 'Bank Exec, Husband Admit Laundering Billions’,
<http://www.apbnews.eom/safetvcenter/business/2000/02/16/pleas0216 01 ,htmli>
(print out on file with author).

7 See ‘Banks guilty of laundering’,
<http://www.marcosbillions.com/marcos/Dictators%20Abacha%20British%20banks qui
Itv of laundering.htm> (print out on file with author).

/16° The general criminal law is intended for all UK citizens, such as the Criminal
Justice Act 1988 (supplemented in 1993), the Drug Trafficking Act 1994, the
Terrorism Act 2000 and the Proceeds of Crime Bill 2000.

70 The author is grateful to be given an opportunity to pilot a training programme on
money laundering organised by the British Banker’s Association. Due to the nature
of the programme the details remain anonymous.

70 See Cabinet Office, 'Recovering the Proceeds of Crime, a Performance and
Innovation Unit report’ (2000) Cabinet Office, London.

™ See H.M.S.O., ‘Proceeds of Crime Bill: Publication of Draft Clauses’ (2001)
H.M.S.0., London, at 301.
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is still doubtful whether each level of employees in the financial institutions
have developed satisfactory knowledge of the prevention of money
laundering. Even though employees are well aware of money laundering,
if the reporting system is not established, a financial institution is very
likely to have a heavy fine or penalty imposed. It is necessary for the
financial institutions to catch up to this level of complying with the
regulations concerned.

This raises another question. Is the good reputation of a financial
institution fatally damaged by being involved in or committing money
laundering? Generally speaking, there have been some disgraceful cases
in the global financial market. The familiar examples are the BCCI and
Daiwa Bank (New York branch) cases; the former bank closed down in 1991
as a result of being involved in significant fraud and money laundering
offences. The latter was disqualified from conducting business and
withdrew completely from the USA in 1996 as a consequence of illegal
off-the-books dealings772 However, financial business resulting in such
devastating outcomes does not happen very frequently, since the
authorities concerned supervise the market and financial institutions. In
reality, even a minor misdeed, such as embezzlement, is scarcely reported
publicly. A misdeed is more likely to be suppressed and discreetly settled
internally. It is difficult to know if the relevant authorities are informed of
such cases by the institutions involved. It is said that there is a tendency
for financial institutions, particularly in Japan, to choose to settle an
insider offence internally (by funds pooled for offsetting in case any risk
emerges) rather than purchase an insurance policy to cover the potential
loss773.  No institution would admit this; nevertheless, it seems to be, to
some degree, a common attitude worldwide towards the problem.

Contrary to the above discussion, there is a question as to what
extent a financial institution would in fact engage itself in retrieving a good
reputation once a misdeed is made public. @A good reputation can be lost
overnight. However, it does not mean hosts of customers would close
their bank accounts the next morning. The general public may not bother
to close their bank accounts in Bank X and open new bank accounts in
Bank Y because Bank X is involved in money laundering, unless they are
convinced by fact or rumour that Bank X is about to go bankrupt or be
forced to close down by a relevant authority. A corporate body may react
very cautiously to protect its public image and reputation. Due to the fear
of giving a false image of the firm, it would withdraw the business with
Bank X in order not to be seen to be conducting business with the

72 See ‘Money laundering: The International And Regional Response’ published by
Asia/Pacific Group on Money Laundering Secretariat,

<http://www1 .oecd.org/fatf/Ddf/APGBack-1 998 en.pdf> and ‘Daiwa Bank
shareholders' lawsuit a wake-up call for company execs’, supra n.407, and
‘Kabunushi-Daihyo-Sosyo (The shareholder derivative action)’,
<http://www.eiko.qr.ip/topics019.htm> (print out on file with author).

773 The author is grateful to Mr Y. Fujita, Manager of Production & Underwriting
Department, Lloyd’s Japan for his invaluable comments and advice.
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convicted bank or, worse, that it has participated in an offence. This
depends on the seriousness of the offence; the less serious it is, the less
risk of losing customers. Although there is no strong proof, the 23 banks
involved in the Nigerian money laundering case mentioned above were
unlikely to permit customer loss. The grounds are that, firstly, no name
was officially announced and secondly, most major banks were involved, so
there would have been very limited choice available if a customer had
wanted to change banks.

An analysis of the transition of the share price of the Bank of New
York reveals an astonishing fact. Since, a series of misconducts initially
became public, it has fluctuated to a greater or lesser extent, although on
the whole, it continued to rise. (Figure 8.1) This case was surely one of
the most serious money laundering cases. Even if it had not made a big
impact upon the bank’s share price, does it mean committing or being
involved in money laundering offences harm neither the good reputation
nor share price of the bank? In spite of the facts, it is hardly possible to
judge that the said offences did not harm either of them. This is because
share prices generally fluctuate according to all types of information,
involving the speculations of the people concerned. The series of
fluctuations might have happened because the bank’s compliance would
certainly have improved under the supervision of a relevant authority.
The fact is that a firm’s criminality is merely one factor, and not the only
factor to sway a share price.
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Banking on a Clean Bill of Health

Bonk of Now York shares continue to ciimb despite a pending investigaion into on alleged
money-laundering operation a; the company. Chart shows dolly closirg stock o'icc.
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Figure 8.1: The transition of Bank of New York’s share price

(Reference: Copyright (c) 2000, Dow Jones & Company, Inc.7/4)

Financial institutions are usually reluctant to disclose any misdeed
internally or externally. However, once it is public, all types of fears
(losing a good reputation and customers, drop in share price) are somehow
overcome to some degree. Do they not make efforts to prevent money

laundering or other offences? The answer must be negative. Now that
Bank X overcomes a fear of losing indispensable things, it should keep up
its appearance. In short, Bank X has to show its positive will and

steadfast attitudes to prevent money laundering to the general public.
Those efforts would work to minimize the loss. For example, the Nigerian
dictator’s money laundering case mentioned earlier accelerated the
finalizing of Wolfsberg principles, wherein 11 worldwide private banks took
the initiative to prevent abuse7/5 They are the best practice principles for
uncovering money laundering, having progressed for two years since being

774 The Wall Street Journal dated March 10, 2000. See ‘Investors Are Betting That
Bank of New York Will Emerge Unscathed From Investigation’,
<http://www.russianlaw.org/wsi100300.htm> (print out on file with author).

75 See ‘Banks face loyalty dilemma’,
<http://Inews.bbc.co.uk/hi/enqglish/business/newsid 1876000/1876126.stm> and ‘Are

Recent Developments in International Co-operation incompatible with Swiss Banking

Secrecy?’,
<http://www.secretantrovanov.com/Publication/Swiss%20bankina%20secrecv.htm>

(print out on file with author).
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published in October 2000.

Taking all discussions into consideration, it is possible to conclude
that no positive reason exists to drive financial institutions to devote
themselves to fighting against money laundering. Only the risk of being
forced by a relevant authority to close down the business as a result of
violating regulations could stop financial institutions’ moral hazard. There
is, however, a crucial issue for them to deliberate. This is the issue of the
proceeds of crime.

6. The Proceeds of Crime and its whereabouts

Suppose Bank X has a customer called Y, who has £10 million
deposited in his or her account. If Y is convicted of drug trafficking or
money laundering, his or her deposit is doomed to be frozen and
confiscated. Aside from whether or not Bank X has noticed it was
proceeds of crime, what does this huge sum of money mean to Bank X?
The fact is that Bank X is not the owner. It would have been utilised
practically and effectively for Bank X’s business if it had not been forfeited
or if it were legitimate money. Therefore, it is possible to say that Bank X
lost the possibility to invest £10 million and make a profit from this
investment. This confiscated money is generally supposed to go to the
National Treasury after the court gives the confiscation order. It goes, for
instance, to Bank of Japan7/®. In the UK, a new agency called the Assets
Recovery Agency will be responsible for a series of proceedings when the
Crown Court makes a confiscation order (clause 6) if the Proceeds of
Crime Bill is approved777. As long as £10 million does not belong to Bank

X, it has no right to claim to recover its loss. It is technically dubious to
use the word “loss”, although it could be ideal to express it as “an
opportunity loss”. It is very unlikely for relief measures to be found for

Bank X if it is involved in such a case.

Indeed, the Proceeds of Crime Bill introduces a brand-new
negligence offence, which financial institutions would face when failing to
report suspicious transactions (clause 329)77/8 If an employee, whether
one is an appointed Money Laundering Reporting Officer or not, commits
this negligent offence, they would be imprisoned, fined or both, as follows:

7% Here the company remains anonymous by the company’s request. The author
would like to thank the company for its frankness.

77 Proceeds of Crime Bill brought from the House of Commons to the House of Lords
on 28th February 2002 and continues deliberation. If it is approved, a new agency
called the Assets Recovery Agency will exercise control to reduce crime in the UK.

It makes the said agency able to confiscate or tax a criminal’s assets even if one is
not convicted. See 'Proceeds of Crime Bill (HL Bill85)’,
<http://www.publications.Darliament.uk/pa/ld2001 02/1dbills/085/2002085.pdf> and its
explanatory notes

<http://www. pubi jcations, parliament.uk/pa/1d200102/Idbills/057/en/02057x> (print out
on file with author).
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“329 Penalties
(h

(2) A person guilty of an offence under section 325, 326, 327 or 328 is
liable-

(a) on summary conviction, to imprisonment for a term not exceeding
six months or to a fine not exceeding the statutory maximum or to
both, or

(b) on conviction on indictment, to imprisonment for a term not
exceeding five years or to a fine or to both.78

In addition to this, if a bank or building society fails to comply with
the magistrates’ court when it orders them to pay the justices’ chief
executive under a confiscation order, the financial institution involved is
likely to pay a fine not exceeding £5,000 as adjudged to be paid by a
conviction of the court (clause 67).

In Japan, a person who knowingly receives proceeds of a crime is
imprisoned for a term not exceeding three years with labour, or fined a sum
not exceeding one million yen (equivalent to £5,882), or both by Article 11
of the existing legislation called the Law for Punishment of Organized
Crimes, Control of Crime Proceeds and other matters780. The brand-new
law, approved on 22nd April 2002, has obliged financial institutions to
identify their customers as well as to keep all records for seven years after
closing an account (Articles 3 to 5). It imposes imprisonment of terms not
exceeding two years or fines not exceeding three million yen (equivalent to
£17,647) or both as well as a fine against the corporate body for a sum not
exceeding three hundred million yen (equivalent to £1.76 million) (Articles
15 to 18)781.

Neither paying brand-new type fines nor enduring an opportunity loss
for a financial institution must be unfavourably received. Having a fine
imposed evidently costs in terms of good reputation besides losing
irretrievable business opportunities; thus indicating the critical importance
of strengthening countermeasures to prevent money laundering.

7. Countermeasures to prevent money laundering in the financial market

7™ The details from 325 to 327 are;

325 Failure to disclose: regulated sector

326 Failure to disclose: nominated officers in the regulated sector

327 Failure to disclose: other nominated officers

328 Tipping off.
See ‘Proceeds of Crime Bill (HL Bit85)’, supra n.762.
70 See 'Regulations and Documents related to Anti-Money Laundering’,
<http://www.fsa.ao.ip/fiu/fiue/fhe001 ,htmI> (print out on file with author).
1 The exchange rate: One pound sterling equivalent to approximately 170 yen.
See ‘Kinyld-kikan-nado niyoru kokyaku-nado no honnin-kakunin-nado ni kansuru
houritu (The Law for Financial Institutions ldentifying the Customers)’,
<http://www.fsa.qo.ip/houan/154/hou154,htmI#01 > (print out on file with author).
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The UK government published that the total cost of crime nationally
was approximately £50 billion per annum per annum; nevertheless it is
hardly possible to break this down into each type of crime782 It goes
without saying that the more the cost of is crime reduced, the more the
surplus would be beneficially spent, for example, on social welfare and
education. Financial institutions are also delighted by not only reducing
crime but also taking the opportunity to be involved in legitimate
businesses. What type of solutions are available to reduce risks of being
involved in money laundering offences? To avoid having a fine imposed,
all the institutions have to do is comply with the relevant regulations. It is,
however, not simple to comply with the Ilaw. Logical and practical
reporting systems must be established, as well as known and understood
by employees. Clearly a corporate body is responsible for the education
and training of its employees to broaden their outlook on money laundering.
Different types of knowledge and skills would be required, depending on
the level or department to which an employee belongs. As a result, a
strengthened sense of responsibility to prevent involvement in an offence
and emphasis of the moral aspect should be seen. Having an internal
disciplinary panel (in case an employee is involved in an offence) or an
incentive system (to appeal to employees’ morals and initiatives) could
work to reduce risks.

In practice, pursuing a thoroughgoing “Know-Your-Customers” rule
(including online customers) is required. The former Dai-lchi Kangyo
Bank (hereinafter “DKB”) mentioned that it supports and follows the Charter
of Ethics established by the Japanese Bankers’ Association, based on
enforcing the “Know-Your-Customers” rule783. There is no doubt that all
private banks in Japan follow the Charter. As DKB stated, it is widely
understood that involvement in money laundering offences results in the
loss of good reputation, although it is hardly possible to quantify to what
extent reputation could be lost. Quantifying a risk would surely motivate
financial institutions to fight against money laundering. Nevertheless, it is
hardly possible to estimate risks in figures. It is rather more practical for
financial institutions to establish effective internal controls systematically.
This also includes building up-to-date computer databases which

automatically check suspicious transactions. Moreover, considering the
possibilities of cyber money laundering, updating technology should
command prime importance in the prevention of such offences. The

establishment of global standards of Internet banking would help this.
Indeed, it is indispensable in order to communicate and cooperate with
other jurisdictions since cyberspace is borderless.

72 See Cabinet Office (2000), supra n.755.

783 The author is grateful to Y. Yamaka, General Manager of Global Transaction
Services Planning Division and M. Yamaguchi, Assistant to the General Manager of IT
Planning Office, The Dai-lchi Kangyo Bank, Limited (current Mizuho Financial Group),
for their invaluable comments and advice. For the Charter of Ethics, see
‘Zenginkyo', <http://lwww.zenginkvo.or.ip/abstract/katsudou/abstract0406.html> (print
out on file with author).
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As for the employment of external countermeasures, the purchase of
insurance policies could be a measure to reduce the losses of a financial
institution involved in criminal offences. However, this type of insurance
policy is very likely to be costly. In addition to this, whether a loss is
huge or not, it is necessary to report an offence being committed against
an institution to both the police and the insurance company if the institution
wants to recover the loss. It must be prepared to go public. Pooling
money apparently has similar properties to purchasing an insurance policy.
However, it is likely to be an imperfect solution as losses increase.

8. Conclusion

To date there is no reported case on cyber money laundering. As
previously discussed, its impact is likely to differ from that of conventional
money laundering whereas both types are remarkably similar. Money
laundering seems to be a significant peril for financial institutions.
Although their employees could participate in any criminal activity, the
regulations concerned cannot punish corporate bodies. Money laundering
regulations have been tightened on a global level and moreover, cyber
money laundering certainly suggests it is borderless. It is essential for
law enforcement agencies and the relevant authorities in various countries
to cooperate with each other as well as to harmonize their legislation.

The relevant authorities do not scrutinize for a chance to take
advantage of imposing a heavy fine on financial institutions. But they
cannot be negligent in their business in the event of money laundering
being committed. It is no longer a fantastic offence: it is a real offence
that could happen any time against any financial institution. As
mentioned earlier, many a financial institution has already worked issues
on money laundering into their basic training for employees.
Nevertheless, depending on each employee’s place in the hierarchy, the
training is very likely to impart minimum knowledge. If importance were
placed on keeping a good reputation, it would be practical to raise the level
of training up to an advanced level rather than depending on the rank of
each employee. Possible penalties and obligatory duties should be fully
taught. These would help each employee’s understanding of money
laundering to be clear so that losing a business opportunity and paying a
heavy fine would be avoidable. Moreover, the establishment of a strict
reporting system against suspicious transactions is undoubtedly required
for financial institutions. The system must not be a halfway measure
which could interrupt or stop reporting, intentionally or unintentionally.

Nothing fully protects financial institutions from involvement in
money laundering. Even if all employees are good men and women, who
do not have the slightest intention of deceiving their employer, a villain
from outside a financial institution could target it to launder his tainted
money. Constant vigilance is the only way to reduce the risk of financial
market abuse by money laundering.
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1. Cyber risk: its worth for financial institutions

For the last couple of years, it is as if the relevant authorities,
companies and academics have groped through the fog in search of cyber
risk and its solutions. Cyber risk is yet at its dawn. Risks examined
thus far are likely to be just the tip of the iceberg. Unfortunately, there
are possibilities that a new type of offence or incident would emerge all of

a sudden. It might be an entirely brand-new type of risk or offence that
nobody has ever imagined. The existing countermeasures and solutions
against the existing cyber risk are still under development. Indeed, it is

doubtful whether the existing solutions are applicable to a brand-new type
of incident or risk.

There is a question: does cyber risk really cause disastrous loss or
damage upon financial institutions? “Cyber risk” has been a buzzword
and it gives the impression of a serious danger to a business. If
materialised cyber risk is not likely to cause any grave loss, it is not worth
examining in depth. One of the methods to find out is the dependence on
figures. To show the size of potential cyber risk by figures, it proves
whether it is worth examining or not. However, it is hardly possible to
measure the size of unrealised risk precisely. Even if it is possible to
measure it by estimating from a simulation case, the outcome is satisfying
only to the researchers. If cyber risk really is materialised, the reality can
easily fail to prove the figures submitted by the simulation case. This is
because the relevant factors, such as the levels of precaution taken by the
parties concerned and the like, vary according to each case. It is dubious
that such figures sound convincing. Take the case of Mizuho Financial
Group (hereinafter “MFG”) as an example. Damages were brought against
it due to its serious computer system error; and damages for only four
companies reached £59.33 million 7. Although the MFG has not
published the total amount of damages being claimed, it is not difficult to
perceive it reaching an enormous amount, including the claims of all
companies and institutions who suffered from this critical error.

On the other hand, a year prior to the integration of the MFG in April
2002, the Sumitomo Bank and the Sakura Bank were integrated into the
Sumitomo-Mitsui Banking Corporation (hereinafter “SMBC”). Although
some system errors have been reported, none of the cases has aggravated
the SMBC78. Technically speaking, the MFG consists of the Fuji Bank,
the Dai-ichi Kangyo Bank (hereinafter “Kangin”) and Nihon Kogyo Bank (the

74 For details, see Chapter Ill.
75 It is reported that the SMBC’s automated-teller machines (ATM) had been down

for two days in July 2002. Prior to these incidents, the shinkin-net, which connects
the SMBC with nationwide credit unions, became disabled in May. Both cases were
successfully restored at an early stage. See ‘Mitsui-Sumitomo toraburu;

Seishiki-happyo okureru, joho-kokai ni kadai (A system error at Sumitomo-Mitsui; the
official announcement delayed, the problem of disclosure)’,
<http://www12.mainichi.co.jp/news/search-news/861311 /8e088e48fZ97F-0-12.htmI>
(print out on file with author).
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Industrial Bank of Japan, hereinafter “IBJ”). So, the MFG had to integrate
three different types of computer systems whereas the SMBC had two

computer systems to integrate. Nonetheless, the MFG case analysis
revealed that the series of incidents were caused due to haste of
integration without a well-prepared process and procedure. Comparing

the size of assets between the two groups, the MFG (150.9 trillion yen,
approximately £0.89 trillion) is superior to the SMBC (107.3 trillion yen,
approximately £0.63 trillion)78.

Thus, it is hardly possible to say that the cause was due to financial
resources. This shows that the decisions over the whole procedure on
system integration decided the outcome. That is to say that it is certain
that cyber risk could cause critical losses or damages when being
materialised. However, it is possible to avoid, minimise or reduce by
taking sufficient precautions, even after the fact. In reality, any risk
exists behind a business opportunity. It is a common notion that
businesses cannot thrive without taking risk. Indeed, “risk” is just a
different name for a ‘business opportunity’. Therefore, it is not important
to know to what extent cyber risk affects businesses by the exact figures.
The essential points are;

(1) to search for all potential cyber risks for examination; and
(2) to take adequate levels of countermeasures to avoid, reduce, and/or
minimise the materialised cyber risk.

The relevant authorities are also aware of cyber risk. So, financial
institutions establishing precautions against cyber risk is favourably
received. This is because their concern is the stability of the financial
market. It is hardly necessary to explain the gravity of maintaining the
financial market’s stability. Cyber risk is likely to give rise to system
risk787. Due to the nature of borderless cyberspace, system risk being
incurred by cyber risk may involve foreign factors. Considered from these
viewpoints, it is the responsibility of financial institutions to take
countermeasures against cyber risk, as good members of society, for the
stabilization of financial market. They are, at least, obliged to their
shareholders to perform sound business management, as well as to their
customers in offering secure services.

It is, of course, the best if cyber risk does not materialise. But if it does,
the consequences would be far less for financial institutions if their

786 Each institution of the MFG had different types of computers and network
systems: IBM (Fuji), Hitachi (IBJ) and Fujitsu (Kangin). The situation of the SMBC
was almost the same: NEC (Sumitomo) and Fujitsu (Sakura). Each computer system
has technically different structures and concepts. Thus, the integration procedure
cannot be done easily in a short period. The exchange rate: £1 equivalent to
approximately 170 yen.

See ‘Biggu 4 Tanjo (the birth of Big 4 financial groups)’,
<http://www.rinku-zaq.ne.jp/kazu san/qinko4.htm> (print out on file with author).

78 In regard to system risk and systemic risk, see Chapter VIII.
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countermeasures successfully protect against losses or damages from such
materialised cyber risk. Like the case of the MFG above-mentioned,
cyber risk principally devours business funds: it may cause extra expense
to fix the failure of computers and the networks, or perhaps damages and
legal cost as a result of a client lawsuit. Cyber risk also causes the
deterioration of an institution’s reputation. Keeping up a good reputation
is critical for financial institutions’ business. As was discussed
particularly in Chapter VIII, it is not always necessary for clients to
completely terminate contracts with a certain financial institution that
caused a deplorable consequence. This could be because clients do not
want to be bothered with changing. It is also possible to say that the
good historical reputation, which an institution has built prior to the scandal,
could save it from a real danger to a greater or lesser extent. However, it
probably works once only. There will be no second chance. In relation
to the MFG affair, the online survey of 11,597 ordinary individual Internet
users was conducted by the end of April 2002. 40% of the total
respondents had a bank account at MFG and only 3% suffered from the
MFG affair. Table 9.1 shows what type of action these 3% had taken after
the affair. Approximately 10% only took a negative action against the
MFG whereas approximately 75% did not take an immediate action.

Table 9.1: What action have you taken since the Mizuho affair?

(A) | did not take any action.

(B) 1 do not like troubles
changing accounts.

(C) An unchangeable
account for salary.

(D) | withdrew a part of the
deposit.

(E) An unchangeable
account for mortgage.

(F) 1 changed an account to
other banks.

(G) | closed all bank
accounts.

(H) I closed an ordinary
deposit.

() 1closed a fixed deposit.

(J) Wait and see.

(K) Other.

(Reference: See ‘MyVoice: Ginko no sisutemu syogai (MyVoice: computer

systems disorder in banks)’, <http://www.mvvoice.co.ip/voice/lenguete/4604/>
(print out on file with author).
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Furthermore, it is an important clincher for a financial institution how
quickly it could take effective actions for both repairing work and retrieving
reputation.  After it is involved in a scandal, it is very likely to spend huge
amounts of money for a reform measure. The quicker the institution takes
actions, the more effective it achieves its result.

Regarding the number of users engaged in Internet banking services,
it has already observed in Chapter VIl that, contrary to the majority of
general expectations, the number of users has stagnated. Even if
financial institutions appeal by their convenient services, a certain obstacle
is too intractable for potential customers and the existing clients who
refuse to use the said services. It is security that is always a central
issue of cyberspace. Unless the general public is convinced of the
services’ security, the customer base will not grow rapidly. Although what
the Internet banking services cando is restricted compared to the
traditional services, it will potentially bring customers closer to the banking
services than ever if only it extends the availability. By establishing
secure services at present, it will increase customers. This will result in
customers being more active in utilising financial services when online
services broaden the scope in the near future.

To enjoy successful online businesses, how should financial
institutions react against cyber risk? As has been discussed, there are
mainly three different types of steps to control it: avoid, minimise the
losses of, and transfer cyber risk. This is a threefold protection. By
having two contingency plans in reserve to cover all possibilities, cyber risk
virtually seems to be controllable.

2. The first bulwark: to avoid cyber risk

Preventing cyber risk from materialising and avoiding materialised
cyber risk are two different matters. To pursue the former purpose,
implementing compliance programme and thoroughgoing security policies
are effective. In addition to these, establishing corporate governance is
essential. As noted in Chapter VI, it is crucial to establish reliable
compliance programmes and corporate governance. As was previously
observed, they are relatively new in businesses. However, it goes without
saying that their basic premises are rooted in ethics. In other words, it is
global common sense that any behaviour, which is contrary to accepted
standards of morality, should be refrained and abstained from in
businesses. So, it was, in a way, too late for companies and institutions
to perceive the importance of business morality. In a way, it is lamentable
that companies and institutions are wunable to maintain high business
morality without specific compliance or corporate governance guidance
from industry regulators or government. It seems an imperative that in
order for programmes to be introduced, a framework for compliance and
corporate governance must be enforced: otherwise, the private sector
either appear at a loss as to the extent of the programs that they should be
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introducing, or where they are not at loss, the projects they undertake are

designed to conform to minimum or basic standards. Although their
principal aim is to avoid risk being materialised, they are also effective to
minimise risk after it has materialised. For instance, by establishing the

internal reporting systems (directly to the management class) or employing
audit systems, it is possible to discover an error or a dishonest act before
it gets serious and causes grave losses and damages.

A successful compliance and corporate governance system s,
however, mostly effective for internal risk, such as an employee’s dishonest
act or error and computer failure. They have mere secondary effects on
external risk to some degree. To fill this gap, it is of necessity to
implement the appropriate level of computer security. This is also to
pursue the latter purpose of avoiding materialised cyber risk.
Implementing computer security means the policy for the entire
organisation involving both administrative and advanced technical means.
It is no use without the management of employees and the physical site
even if the most advanced technology and equipment is implemented.
The difficulty depends on the rapid progress of technology. The relevant
steps to implement computer security cost a considerable amount. Due to
ever-progressing technology, a brand-new product is constantly lined up on
the market and it is not easy, even for a resourceful company, to stay
abreast of the latest technology on the market. Moreover, the
administration of both employees and the physical site is likely to vary
depending on the dogmatic decisions of a person involved in making a

policy.

Thus, it is helpful to follow any standard that the relevant authorities
or international organisations have published. The most popular
standards are the ones published by the International Organisation for
Standardization (ISO)78. Although there are various types of standards
available both domestically and internationally, it is commonly better to
employ the standard that the relevant authority or industrial association
recommends. The standards published by the relevant domestic
authorities are not always updated, whereas the international standards are
frequently updated. Furthermore, some of those standards require
periodical inspections of the acquired institutions. Thus, rigorous
post-acquisition supervision is ensured. In so doing, the whole industry is
provided with the same minimum standard. To date, self-responsibility
seems to be regarded as common knowledge in cyberspace. This means
an individual or institution is responsible for its own Internet transactions.
In other words, it is of necessity to implement the minimum level of
precautions on computer security (without causing inconvenience for the
neighbours), considering the unbounded nature of cyberspace7®

78 For details, see Chapter VI.

78 . . - . - .
For example, installing anti-virus software is nowadays the minimum precaution

for the Internet users.
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In theory, having appropriate cyber law is also effective to avoid, to
some degree, cyber risk being materialised. The deterrence only works
when enforceable punishment is severe. However, even if it is very
severe, it remains doubtful whether it deters conceited cyber criminals.
Due to the nature of such cyber criminals, even severe punishment could
be mere spice to add excitement to committing an offence70. Regarding
this issue, the problem is, however, not the state of legislation. It is the
police and authorities concerned — whether they can discover and arrest
an offender.

3. The second bulwark: to minimise the losses of cyber risk

Once cyber risk has materialised, it is crucial to minimise the losses
and damages. The most essential and urgent step is to assail the origins
of an incident completely. In other words, if the incident has been
continuing, it must be stopped immediately. In addition to this, it is
essential to take countermeasures to avoid the recurrence of similar
incidents. The longer the incident continues to be unsolved, the more it

costs an institution, both financially and in terms of reputation. It would
not be difficult, in general, to resume the cases caused by computer
failures or human errors. If the incident is a criminal offence, legislation

criminalizes the offences or wrongful conduct and seeks legal remedy.
There are two different legal approaches: by criminal law and civil law.

Criminal law is universally an ex post facto law. It is an outcome of
natural consequence that a new type of offence tends to be unpredictable.
When a new offence is committed and it is outside the remit of the existing
legislation, criminal law comes to be revised or a new independent law is
established71. So, generally speaking, the revised sections of, or a newly
established criminal law is very unlikely to be retrospective to an offence
having already been committed. This means that there are difficulties for
cracking down on a brand-new type of cyber risk until the relevant
legislation criminalizes the act under existing (or new) law. The majority
of vulnerable objects of businesses in cyberspace are intangible property.
If criminal law expands to protect “integrity” and “availability” of intangible
business property even without physical damage, it would be far more
effective against cyber crime72 This remains to be seen in future legal
development.

To globally accelerate the prompt establishment of appropriate
legislation up to a certain level, the various international organisations

publish conventions and treaties to be ratified by each nation. The
problem is that most private enterprises are reluctant to report such
incidents to the relevant authorities. This is mainly due to serious

concern over loss of reputation by the consequent negative publicity

790
™™
792

For details, see Chapter I
For details, see Chapter Il
Ibid.
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generated by such incidents. Moreover, the time consuming nature of a
criminal case is not attractive for them since there cannot be any
commercial merit from pursuing the case. If companies and institutions
do not report an offence and conceal the evidence of the crime, cyber
criminals will return to attack those who have shown themselves unlikely to
report the crime. In addition to this, companies themselves
misunderstand cyber risk as being low from the number of incidents
reported, which does not reflect the number of hidden incidents and
impacts. That would lead companies to negligence regarding cyber risk.
It is possible to call this a vicious circle. Companies and institutions must
realise that knowingly not reporting a crime is an offence in itself.

One of the means to encourage reporting such crimes is to seek
relief measures from civil law. Technically speaking, it is not necessary to
seek damages by civil law whether or not an act or behaviour is defined as
a crime. It is only necessary that a party incurs losses from another party.
Financial institutions are likely to be both a victim and an offender (or an
accomplice at least) at the same time73 To give an extreme illustration,
it is possible for a financial institution to claim damages from an offender,
who used that institution as a stepping-stone towards committing a crime,
when a third party claimed damages to the institution. Although it claims
damages from the offender, the claim is highly unlikely not to succeed,
especially when the extent of damage from the crime is enormous. What’s
more, there are many cases where a cyber criminal is at large. Largely
due to the nature of cyber crime, it is unfortunately true that cyber
criminals are outside the law’s reach to some degree. To reform this
tendency, it is of essence to get support from other industries. Tracing
electrically left evidence enables the police and the relevant authorities to

detect a cyber criminal. For instance, if other industries, such as the
Internet Service Providers (“ISP”), cooperate to keep logs for a certain
period, it will help detection. Financial institutions themselves also have

to do so. Financial institutions are not the only industry that is the target
of cyber crime. The cooperation with other industries and the relevant
authorities will change the present situation.

When a financial institution is being sued by another party, it is also
possible to reduce the potential legal cost and time by using Alternative
Dispute Resolution (“ADR”)74. Furthermore, the decision is basically kept
confidential 795. Indeed, it helps control reputation loss to a greater or
lesser extent.

After a financial institution is involved in a lawsuit, it must spend
extra funds on clearing its name. Surely it is indispensable to have a
contingency plan in case something happens. Prompt responses are
crucial for future business, although it is hardly possible to take any action

73 For details, see Chapter Ill.
™4 For details, see Chapter VI.
75 Unless both parties agree to disclose the decision, it remains to be confidential.
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in a state of confusion without a prepared scenario. Establishing a
contingency plan must be included in computer security policy.

4. The third bulwark: to transfer cyber risk to others

The third bulwark, in reality, is positioned between the first and the
second bulwark and at the end. This is because cyber risk transferring is
able to be included in reducing cyber risk. The countermeasures to
reduce risk become effective after cyber risk has materialised. It is not
necessary for financial institutions to be aware of cyber risk in advance.
Albeit, the countermeasures for risk transferring need to understand cyber
risk potential, due to the cost to an institution.

The first countermeasure is to employ insurance products. They
are available on the market. Insurance products enable financial
institutions to transfer their cyber risk to the insurance market. Using
Alternative Risk Transfer (“ART”) is, more or less, the same idea 7%.
Neither of them is yet a major solution to manage cyber risk. The
insurance market expected that Iliability insurance products would be
successful whereas, in reality, they had not yet done so at the time of
their market début. On the one hand, it is said that financial institutions
have considerable interests in the relevant insurance products. On the
other hand, they are highly likely to perceive that the premiums for cyber
insurance products are not commensurate with the potential size of cyber
risk. In other words, such products are considered to be expensive.
There are, financial institutions believe, shortcomings in those insurance
products, as was mentioned in Chapters IV and V. Considering this,
purchasers judge them as costly. The possibilities to make them
purchase are: a serious cyber case happening or any change of or new
legislation that inspires them to do so. The former is self-explanatory,
while in regard to the latter case, legislation does not have to have a
specific section to impose legal obligation on purchasing insurance. It is
enough to inspire financial institutions to purchase them if only legislation
stipulates responsibility to the institutions for taking precautionary
management of cyber risk79. This is because if a certain responsibility is
set in law, there is also punishment prepared in case of a violation. It is
shameful to violate the relevant legislation and this leads to loss of
reputation. Thus, this will have an impact on the sales of cyber insurance
products.

Employing new technologies (for instance, honeypot) and
outsourcing are also effective to transfer cyber risk to others. Albeit, both
solutions are likely to produce different type of risks. New technology
might not be well examined before being available at the market.
Outsourcing can be an efficient solution from the business efficacy and

For details, see Chapter IV, V, and VI.
797 The author is grateful to Mr T. Matsumura, Regional Manager of Japanese
Business Division, AIG Europe (UK) Limited for his invaluable comments and advice.
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cost benefit point of views. But it only shifts risk from the institution to
another affiliated company.

5. The future of cyber risk: the totalitarian cyber risk management

To enjoy running businesses in cyberspace, it is unavoidable to face
cyber risk whether it has materialised or not. Hence, it is of the essence
to be aware of cyber risk. It is not enough to perceive cyber risk:
financial institutions need to realise that their very own institution is at risk,
not other institutions. In addition to this, it is indispensable for combating
cyber risk to have an understanding from the whole institution since cyber
risk is ubiquitous.

When a third party suffers from any type of cyber incident, it is
natural that the party seeks damages from the service providers, in this
context, financial institutions. This is a liability issue. If a professional
negligence is found in financial institutions, they are very likely to be
obliged to compensate the losses of their customers. Even if they have
an exemption clause in the contract form and it is in force, if the relevant
court judges that it is unfair to follow the clause, the exemption clause
becomes invalid. If a financial institution is a pure victim of cyber
incidents, the real enemy, who cuts off all relief measures except those
dependent on self-financing, is the financial institution itself. By doing
this, reputation would be saved once. But if a second incident happens
and it becomes public knowledge, the financial institution could be finished
or sustain serious loss or damage. Unless criminal law or the relevant
regulations impose a penalty on an institution which conceals cyber crime
and the like, there is no way but being content with the status quo. After
all, it is the decision of financial institutions whether they prefer to accept
or reduce cyber risk.

It has been said that boundlessness is one of the peculiar issues of
cyberspace. Thus, when an incident happens, it is not always necessary
for the parties concerned to have the physical location in the same
jurisdiction. To date, cyber court has not established once an incident
happens, and when the solution is sought in court, both parties (or their
attorneys-in-fact) have to appear in court of the chosen jurisdiction.
Unless an appropriate insurance product is purchased, all legal costs are
charged to them.

The Basel Committee on Banking Supervision of Bank for
International Settlement has not yet finalised its project on revising the
Capital Accord78  When it is completely finalised, its impact may be likely
to promote financial institutions’ understanding the potentiality of cyber risk
and encouraging precautionary countermeasures. The consequence
remains to be seen.

% For details, see Chapter VI.
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The successful risk management methods against cyber risk are like
a patchwork of all the different types of methods mentioned thus far.
Their combinations vary depending on what type of cyber risk an institution
particularly prefers to deal with. Yet the essential issue at this stage is
more the perception of cyber risk than the risk management methodologies.

It need hardly be said that there are tremendous potential cyber
risks but that theserisks are in a sense intangible. This explains why the
security of firms and institutions across the world lapse due to
misunderstanding of cyber risk or employing defective management
methods. Such halfway measures pose the highest threat to cyber risk
management. As was proved in several case studies, the majority of
cyber risk is caused by an internal outbreak. In the case of MFG
above-mentioned, it is possible to say that critical errors could have been
avoided if it had made the decision to assign more time and resources to
risk management. This is a good example of what happens when the risks
are disregarded. It is a grave misjudgement on the part of any firm who
perceives cyber risk management as negligible. Cyber risk is something
of the joker in the pack; if it materialised, a firm would suffer severe

damage. If not, a firm might perceive resources spentto combat cyber
risk as wasted. All the proof points to the fact that cyber risk
management must be implemented to comply with social duty and
corporate responsibility. That being so, some technical management

methods (such as strengthening computer security, purchasing insurance)
are less prior to reforming and raising management’s consciousness about
cyber risk. Whether risk materialises internally or externally, without the
“‘green light” and backing of the management, cyber risk management
cannot proceed. To survive in these business circumstances, it would be
the most critical for a fii"In tb train the management who understands a
brand-new type of risk and knows the ifnpdridnbk dif corHfdlyiHg with social
duty. It is increasingly critical for firms to have a management that
understands this new type of risk to business in order to help ensure their
survival.
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Chapter XlI: Conclusion



Various factors could result in grave losses for people running
businesses. This thesis has identified those factors as risks. Once
discovered, some risks should be taken very seriously. For example, if a
computer on the Intranet has not been updating its computer virus files,
suitable action should be taken immediately. Some risks do not
particularly lead to a loss or bad reputation for a company. For example,
an employee spending time browsing pornographic websites during office
hours. Risks are similar to pathogenic bacteria. @ There are various types
of bacteria and it is practically impossible to know if you have caught one.
If the bacteria are a newly discovered species and no vaccine is available,
serious illness or even death may occur. Computer risks are various and
complicated and a factor that poses no risk today may become a serious
risk tomorrow. This is wusually in relation to a change such as the
enforcement of new legislation.

The potential business risks and risk management methods have
been thoroughly analyzed. As mentioned in previous chapters, there is no
single solution to cover all types of risks: risk management is a patchwork
of various types of methods. Therefore, it is necessary for companies to
be discerning. Technically speaking, the first step is to investigate the
risks that already exist in a company. Secondly, each risk is ranked in
order of importance. The company can then decide which methods to
apply to their targeted risks by consulting the available budget.

In the business world, the individual risks examined in this thesis are,
to some degree, known. However, the risks are not always understood
and proper action to avoid or minimize risks is not always taken. Some
companies continue to neglect risks even after a full inspection by a
professional or internal staff member who has estimated potential losses.
It is critical to understand the existence of risks and that risk can cause
serious losses, but equally important to know there are methods to
minimize such losses. If companies neglect risks without well-grounded
reason, they may experience critical losses.

This thesis has examined that financial institutions run businesses

full of risks. In particular, providing detailed legal analysis on the risks in
business is unique. In relation to the analysis of criminal law, it is
practical to understand the legal trend of Britain and Japan by referring to
international movements. This leads to an understanding of the legal
limitations. Knowing the extent of legal remedy available, helps
encourage the private sector to be proactive in protecting their business
independently. In the analysis of civil law, all risks have been classified
into several types of property. This is an epoch-making analysis for

business people, who are not law professionals, to tidy up legal issues.
The analysis makes it easy to understand what the problems and legal
limitations are. There is, of course, often a legal department in large
enterprises. If a company is sued, it is time to work in collaboration with
professional lawyers. Staff members with any doubts should be able to
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consult the legal department. Even so, it helps ordinary staff to avoid
risks before engaging in a new business project if they have some legal
knowledge in relation to their own business task.

Although insurance has been the traditional risk management method,
research on insurance products spotlights the relatively new and obscure
part. When the CCIl and its family insurance products were introduced,
the product line was considered mainstream. In reality, it is attractive to
the market, but there are obstacles to major products. By examining the
possibility of the said product line, it would become known to the market.
Its popularity would help insurance companies discover solutions to the
obstacles that the products hold.

While risk management is a research topic, it is impossible to ignore
Information Technology (IT) completely. Strengthening IT security may be
the easiest policy, but is also the most adequate method. These days,
many financial institutions provide a system audit as part of the standard
auditing process. As mentioned earlier, the IT issue has not been
analyzed in depth. Amongst the various risk management methods, this
issue is the quickest to become outdated: today’s technology could be

useless tomorrow. Monthly magazines may contain some useful
information about the latest technology or facilities available “now”, yet
constructing a security policy and implementing it is essential. It is highly

likely that most companies have very similar policies. The critical issues
of the wording are fixed: there is not much room for uniqueness.
Moreover, companies are likely to use the same draft policy, published by
the related governmental authority, as a guideline.

There are other effective risk management methods being examined.
With or without the legal remedy and insurance products, it is possible to
choose risk management methods in compliance with the type of risks and
financial resources. It is possible to avoid most risks, or at least minimize
their impact, by applying appropriate methods. Consequently, this thesis
has indicated a framework of risk management methods for financial
institutions.  Various risk management methods to build the bulwark from
risks have also been carefully examined and provided. The only step an
individual company has to take to apply this analysis is to decide which
method works most effectively for building up the strong barricade against
risks.

There is another issue. Technological innovation is unstoppable and
in accordance with innovation, the characteristics of risks changes.
Moreover, a new type of risk can emerge from out of the blue. The
potential loss of a new risk today can be twice as large the next day.
Therefore, it is essential to constantly observe risks and be vigilant. This

requires companies to have stamina. In other words, to manage risks, a
company must have full support and understanding from management.
Without this, it is difficult for a company to operate. Nevertheless, this
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remains idealistic because there is always a cost to manage risks in the
most adequate way. Risk management is not a profitable service since it

controls quality of the company itself. It is not realistic to allocate an
abundant budget to a non-profitable department (or section) of the
company. Financial resources for risk management are generally limited.

In small and medium-sized enterprises, it might be impossible to spend
enough financial resources against risks, even if the potential risks are
critical. In this case, small and medium-sized enterprises have to hope
that any risk is not actually realized!

The more business becomes globalized; the impact of risk is

widened. Large companies may suffer damages from the realized risks of
small and medium-sized enterprises. The reverse case would be
disastrous, but risks can never be diminished completely. Thus, it is

desirable to develop inexpensive risk management methods.

There is a proper order for implementing risk management into
business: to plan, to do, to check and to act. First, it is necessary to
examine the status quo of the problems. Knowing the nature of the target
makes it possible to make a combat plan. Initially, risk management
methods should be implemented in compliance with a trial plan. After the
trial, a review is necessary: if the methods used are unsuitable, the plan
needs to be revised. At the end of the trial period, the most appropriate
methods should be implemented. To date, analysis of existing potential
risks has been undertaken, and diverse methods to deal with the risks have
been introduced. This means that it is currently between the stages of
“‘plan” and “do”. Some risks have existed for ages and others have only
been recently recognized. Generally, the style of business operation has
recently changed due to computers and the Internet. Managing such risks
is still a brand new task for companies. Some companies have started
risk management procedures and thus far, they have been through trials
and errors seeking the most effective methods to reduce risks. Therefore,
it is important to continually review and improve the trial implementation of
risk management, and it is worth conducting further research into these
areas. It would be particularly useful if the research involved cooperative
fieldwork with companies on the reviewing process and developing the
most effective risk management methods. A case study of factual risk
management within a specific company would be most attractive, not only
for researchers but also for the private sector. Any case model would be
a good example for other companies.

Risk management should be continuous and vigilant. By repeating
the cycle of the aforementioned four phases, the realization of risks would
reduce and a sound economy would be accomplished. This research ends
with a recommendation to companies or institutions to be proactive against
risks, and not to quail before or be ignorant to risks.

End
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Appendix

1. On-the-spot survey of CCl products in the Japanese market

1 Questions regarding the development of CCl products

1.1 On what size of enterprise did your company focus for the CCI
products?

1.2 Did your company focus on a specific industry for the CCl product?

1.3 What does your company think is the most important issue for CCI
products?

1.4 On what does your company place the greatest importance, regarding
selling the CCIl products — property damage or liability for a third
party?

1.5 Who was involved in measuring the new risks from cyberspace and
developing the CCIl products?

2 Questions regarding selling CCl products

2.1 What types of skills do sales staff need? (l.e. special/technical
knowledge?)

2.2 Does your company think that the risks in cyberspace are counted as
a catastrophe risk?

2.3 Does your company think re-insurance is necessary for CCI
products? If so, what insurance companies does your company ask
to re-insure? (l.e. domestic or international?)

2.4 To what extent do the risks increase in a one-year span? How often
does your company have to reassess products?

2.5 Do you differentiate on pricing by geographic area?

2.6 To what extent is it possible to cover losses regarding computer
crime?

2.7 To what extent is it possible for an insurance product to cover losses
caused by employees’ dishonesty?

3 Questions regarding the future of the CCI products

3.1 How much revenue does your company expect in FY2000 from CCI
products?

3.2 Is it possible to cover any loss occurred overseas at present and in
the future?

4 Others

41 To what extent does your company compare between its own CCI
products and the others?

4.2 What does your company think of Internal Controls?

2, Survey topics in the British market

History of the British market
Traditional insurance products
Perceived cyber risks

Products line in relation to cyber risks
Coverage of those insurance products

aB W
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Limitation of those insurance products
Existing British market

Sales methods/advertisement

9. Ideological gap between carriers and clients
10. Jurisdictional issues

11. Foreign markets’ analysis

12. Other

®© N
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Programmes’, <http://www.irmi.com/expert/articles/rossi003.asp>
‘Tokyo Mitsubishi Direct’, <http://direct.btm.co.ip/kiyaku/index.htm>

‘Toumen no sokaiya-nado heno taiousaku ni-tsuite (The urgent
countermeasures against sokaiya issues and the like)’,
<http://www.keidanren.or.ip/iapanese/policv/pol142.htm |>

'Toshbia no after service, homepage no iryoku 700 mankai (The power of
the homepage, seven million hits for the Toshiba After-service problem)’,
<http://www.acc.ne.ip/~h-kyoko13/kakokizi/tosibamondai.htm >

‘Tracking money trails with technology’,
<http://news.com.com/2008-1 082-276078.htm I>

‘UK gets new one-stop site’,
<http ://qloba larchive .ft. com/qlobalarchive/articles.htm 1?id=010728001 043&
querv=account+aqqreqgation>

‘UN General Assembly Special Session on the World Drug Problem’,
<http://www.odccp.org/adhoc/qass/qa/20special/featur/launder.htm>

‘uk, outsourcing, reduce business operating costs °,
<http://www.outsourcer.co.uk/core-competencv.htm>.
<http://www.outsourcer.co.uk/efficiencv.htm>.
<http://www.outsourcer.co.uk/cost-effectiveness.htm>.
<http://www.outsourcer.co.uk/freedom.htm>

‘Unauthorized Computer Access Law (Law No. 128 of 1999)’,
<http://www.npa.qo.ip/hightech/fusei ac2/UCAlaw.htmI>

‘Unauthorized Computer Access Countermeasure Guidelines’,
<http://www.ipa.qo.ip/securitv/enqglish/access-quideline-e.html>

‘Unauthorized Computer Access Law (Law No. 128 of 1999) (provisional
translation)’, <http://www.npa.qo.ip/hightech/fusei ac2/UCAlaw.html>

‘Unisys, AIG eBusiness Risk Solutions Partner To Minimize Business Risk
From Cyber Attacks’,
<http://www.unisvs.com/news/releases/2001/apr/04037Q82.asp>

‘United Nations Office for Drug Control and Crime Prevention (ODCCP),
Global Programme Against Money Laundering’,

<http://www.imolin.org/ml99enq.htm>

‘Update to A Guide to the UK Legal System by Sarah Carter’,
<http://www.lIrx.com/features/uk2.htm>
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‘Wagakuni niokeru juyou-infura bouei notameno houseibi no mondaiten
memo (The issues on introducing law for protecting important infrastructure
in Japan)’, <http://www1 .sphere.ne.jp/netlaw/sec/cipi.htm>

‘Waiting for ‘Love’ Suspect’,
<http://abcnews.go.com/sections/tech/DailyNews/virus 000508.htmI>

MThe Wall Street Journal dated March 10, 2000. See ‘Investors Are
Betting That Bank of New York Will Emerge Unscathed From Investigation’,
<http://www.russianlaw.org/wsi100300 .htm>

‘Web-based email services offer employees little privacy’,
<http://news.com.com/2102-1017-246543 .htm |>

‘Wells Fargo revs up account aggregation wagon’,
<http://sanfrancisco.biziournals.com/sanfrancisco/stories/2001/01/22/newsc

olumn2.html>

‘What's Domain?’, <http://www.uma.nu/domain.htm>

‘What is BS 77997’
<http://lemea.bsi-global.eom/InformationSecuritv/Qverview/WhatisBS7799.x
alter>

‘The WIPO Arbitration and Mediation Centre’,
<http://arbiter.wipo.int/center/background.html>

‘Working Paper on the Regulatory Treatment of Operational Risk’,
<http://www.bis.org/publ/bcbs wp8.pdf>

‘Xerox fires 40 for online pornography on clock’,
<http://news.com.com/2100-1001-231058.htm [?leoacv=cnet&feed.cnetbriefs

‘Yahoo! Domain’, <http://domains1.vahoo,co.ip/helpZ13.html>

‘Yodlee strengthens UK presence’,
<http://www.yodlee.com/companv/pressreleases/uk.html>

‘Yogosyu (a glossary)’, <http://www.dandi.co.jp/vougo.html>

‘THE YOMIURI SHIMBUN/DAILY YOMIURI: CHIYODA MUTUAL FAILS; AIG
SAID POISED TO HELP’,
<http://search.ft.com/Search/MultiSearch/globalarchive.isp?docld=0010110
03330&guery=chivoda&resultsShown=20&resultsToReguest=100>

‘You say Professional Services, | Say B2B Activities’,
<http://www.irmi.com/expert/articles/rossi010, asp>
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‘Zenginkyd’,

<http://www.zenQinkvo.or.ip/abstract/katsudou/abstract0406.html> .

OTHER RESOURCES

CD-ROM of 1997 Encyclopaedia Britannica.
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