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ABSTRACT

NSO Group is an Israeli cyber surveillance firm notorious for
Pegasus — an intrusive malware capable of covertly taking control
of smartphones and remotely extracting their contents. In 2019,
after a series of unflattering reports on governments’ use of
Pegasus to infiltrate the phones of activists and journalists, NSO
embarked on an uncharacteristically public legitimation
campaign. This article focuses on this campaign and explores
how this otherwise secretive spyware company publicly
legitimizes its surveillance. Based on an empirical analysis of
hundreds of public documents across various media, we explore
NSO’s legitimacy management practices and identify the
audiences and contexts of this legitimation. Our analysis
identified four legitimation practices: securitization, Zionist
patriotism, ethics washing, and normalization. We argue that
these legitimation strategies operate across two interrelated axes
of legitimation: a local axis that echoes a particularly Israeli
‘security-driven populism’; and a universal axis that follows
Silicon Valley’s ethics washing. We show that these legitimation
axes are designed to simultaneously ensure the company’s
survivability and to sustain surveillance realism — the perception
of surveillance as the only viable option This article contributes to
the emerging literature on cyber surveillance firms and to the
burgeoning research on the legitimation of surveillance by
shedding light on the discursive infrastructures behind
contemporary cyber espionage. Moreover, while surveillance is
often understood as a global phenomenon, this article highlights
the need to focus on the local contexts from which surveillance
originates to understand its sustainability, expansion, and
vulnerabilities.
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On 2 October 2018, Jamal Khashoggi, a Saudi dissident and columnist for The Washing-
ton Post, entered the Saudi consulate in Istanbul, where he was brutally assassinated by
agents of the Saudi government. The assassination made headlines worldwide, and
shortly thereafter, an Israeli spyware company was said to have been involved - the
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NSO Group.' Founded in 2010 by Israeli entrepreneurs Niv Carmi, Shalev Hulio, and
Omri Lavie, NSO licenses its surveillance products to intelligence and law enforcement
agencies worldwide. It is primarily known for Pegasus — an intrusive malware capable of
covertly taking control over smartphones and remotely extracting their contents.

By no means was this the first scandal NSO faced. Nor was it the first time that NSO’s
cyber-surveillance methods were publicly revealed. Pegasus was first described by Israeli
journalists in 2012 (Aspril, 2012); the first detailed report on NSO’s malware was pub-
lished by the University of Toronto’s Citizen Lab in 2016 (Marczak & Scott-Railton,
2016), and in the two years predating Khashoggi’s murder, a series of unflattering
media reports repeatedly chronicled how governments use Pegasus to infiltrate the
phones of activists and journalists and to effectively squash opposition. Nevertheless,
Khashoggi’s assassination seems to have signaled a sea change for the company. Soon
thereafter, NSO stepped out of the shadows and initiated an orchestrated campaign to
legitimize its activities, thus replacing years of silence with loud and public legitimation.

This article focuses on NSO’s legitimation campaign and explores how this otherwise
secretive spyware company publicly legitimizes its work. Based on a critical analysis of
hundreds of public documents in Hebrew and English, we identify NSO’s key legitimacy
management practices (Suchman, 1995): securitization discourse, Zionist patriotism,
ethics washing, and normalization. We argue that these legitimation strategies operate
across two interrelated axes of legitimation: a local axis that echoes a particularly Israeli
‘security-driven populism’ (Levi & Agmon, 2021); and a universal one that follows Sili-
con Valley’s path of ethics washing. We show that these axes of legitimation are designed
to ensure the company’s survivability and to, more generally, sustain surveillance rea-
lism - the perception of surveillance as the only viable option (Dencik & Cable, 2017).

While surveillance’s role in contemporary life received considerable attention, only a
handful of scholars empirically engaged with cyber surveillance (Iliadis & Acker, 2022;
Knight & Gekker, 2020), and cyber-espionage firms like NSO were largely overlooked. More-
over, while the legitimation of surveillance has been discussed in multiple contexts (Lischka,
2017; Marciano, 2019; Schulze, 2015; Wahl-Jorgensen et al., 2017), this line of research pri-
marily focuses on legitimation by the press. This article contributes to these lines of research
by drawing attention to how cyber-espionage firms actively legitimize their work, and by
shedding light on the discursive infrastructure of contemporary surveillance.

Literature review
Surveillance realism

Surveillance has been used since the dawn of ages, but in the last century, it has become
an integral part of everyday life (Andrejevic, 2007; Ball et al., 2012). Accordingly, in the
last decade, particularly following the 2013 Edward Snowden revelations of massive data
collection by the US and its allies, people have become more aware of the scale of surveil-
lance and its implications. Nevertheless, rather than protesting surveillance, people are
becoming engulfed in what Dencik and Cable describe as surveillance realism — a ‘percep-
tion of surveillance as the only viable option, despite widespread recognition of its falla-
cies and injustices’ (Dencik & Cable, 2017, p. 20). As a result, people may desire to
control their online data but feel unable to do so (Draper & Turow, 2019), and even
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when they explicitly weigh the benefits and disadvantages of data extraction, they tend to
see surveillance as a default setting they cannot change (Marwick & Hargittai, 2019).
Nevertheless, this default is far from natural - it is actively manufactured and cultivated
by actors using various means and practices. After all, companies and governments
benefit from people’s digital resignation and actively vest interest in producing it (Den-
cik, 2018; Draper & Turow, 2019). Hence, surveillance advocates aim to naturalize, neu-
tralize, and legitimize their surveillance, presenting it as a ‘mandatory price to pay’ for
their services.”

Legitimacy

Legitimacy is defined as a ‘generalized perception or assumption that the actions of an entity
are desirable, proper, or appropriate within some socially constructed system of norms,
values, beliefs, and definitions’ (Suchman, 1995, p. 574). As Max Weber has famously
shown, legitimation transforms power relations into authority, as people orient toward a
social order that is consonant with the rules, norms, or beliefs they see as accepted by others
(Weber, 1978). While some see legitimacy as a property or capacity of an entity (Suchman,
1995), and others highlight socio-cognitive aspects of legitimacy — namely, how it is per-
ceived and evaluated by actors (Tost, 2011) - this article focuses on processes of legitima-
tion. Legitimation theory sees legitimacy as a social process and explores how it is socially
constructed through various relationships (Suddaby et al., 2017). Focusing on legitimation
highlights the dynamic nature of legitimacy and the ways social actors continuously evaluate
and negotiate the appropriateness of social entities (Hoefer & Green, 2016).

Legitimating surveillance

While surveillance tends to occur far from the public’s eye, it is often publicly legitimized
following scandals (Schulze, 2015). Notably, the 2013 Snowden revelations of the scale
and scope of government surveillance have spurred much scholarly interest, predomi-
nantly focusing on legitimation by mass media. For example, focusing on UK news cov-
erage of the Snowden revelations, Wahl-Jorgensen and colleagues have shown that
newspapers tend to legitimize surveillance by highlighting national security concerns
(Wahl-Jorgensen et al., 2017). Lischka (2017) similarly described how British broadcast
news justifies governmental tracking using detailed terror threats. Kuehn (2018) has
highlighted New Zealand’s newspapers’ tendency to frame mass surveillance as a political
issue rather than a civic one, and Mols and Janssen (2017) have shown how Dutch dis-
cussions about the Snowden revelations displayed a tradeoff narrative that balances safety
against privacy. Focusing on the creation of a national biometric database, Marciano
(2019) has similarly shown how Israeli newspapers legitimize biometric surveillance by
depicting it as an essential mechanism against external threats.

Legitimacy can also be promoted by those in power. Schulze, for example, argues that
scandals force politicians to actively legitimize surveillance to prevent the loss of legiti-
macy, power, and privileges (Schulze, 2015, p. 198). Tréguer (2017) has highlighted
the legalization strategies pursued by liberal states to expand domestic and foreign sur-
veillance. Others have described how companies turn to strategies of obfuscation, such as
‘dark patterns’ or complex privacy policies and terms of service (Acquisti et al., 2015) to
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cultivate user resignation regarding surveillance (Draper & Turow, 2019) and make priv-
acy violations seem inevitable (Marwick & Hargittai, 2019), and how companies employ
lobbyists to legislatively cement their data collection practices (Carmi, 2020).

Thus, in the last decade, research has highlighted how two impactful institutions — mass
media and politicians - legitimize mass surveillance and how technology companies design
their products to normalize and legitimize their intrusive practices. Nevertheless, the ways
surveillance firms actively and publicly legitimize their tracking received less scholarly atten-
tion. Moreover, works on the legitimation of surveillance, like works on surveillance in gen-
eral, overwhelmingly focus on governments and corporations’ mass surveillance that
routinely extract and mine the data of millions of citizens, noncitizens (Madianou, 2019),
and ‘users’ worldwide. However, cyber-espionage companies like NSO operate differently.
First, like other cyber surveillance companies (Iliadis & Acker, 2022; Knight & Gekker,
2020), but in opposition to most Silicon Valley corporations, NSO explicitly sells surveillance
technologies. The intrusive affordances of their products are not parts of other, allegedly
benign products (like social networks, search engines, or cars (Gekker & Hind, 2019)) -
they are the product. NSO commodifies, markets, and sells the ability to tap into people’s
phones and download its content. Moreover, unlike most surveillance capitalists (Zuboff,
2019), but like some governmental bodies, NSO’s products target specific individuals.
These are not extensive dataveillance (van Dijk, 2014) platforms designed to manage popu-
lations or profile and affect people with ads, misinformation, or radicalizing content, but a
way to extract data about specific individuals that may lead to their investigation, arrest, har-
assment, or worse. Accordingly, NSO’s Pegasus was reportedly leased by only a few dozen
customers and used on no more than a few hundred ‘targets.” In other words, companies
like NSO operate differently than other surveillance-based corporations, but they unques-
tionably play a role in today’s global surveillance regime.

Accordingly, as will be shown below, it is not merely user resignation (Draper and
Turow, 2019) that NSO seeks to promote. They also seek approval and complicity
from politicians and regulators in Israel and abroad, the sympathy of current and future
employees, their investors’ loyalty, and their potential customers’ acceptance. Hence, as
we argue below, the sustainment of surveillance realism depends on diverse-but-interde-
pendent factors and on simultaneously sustaining companies’ dyadic ties (Schoon, 2022)
with various stakeholders.

Hence, following NSO’s public narrative across multiple media, we focus on their
‘legitimacy management practices’ (Suchman, 1995), namely, the discourses, narratives,
and ideologies by which they legitimize their surveillance. We highlight the particular
contexts from which such legitimation practices stem and show how these rhetorics
aim to ensure the continuation and expansion of their surveillance, and the sustainment
of surveillance realism. We ask: How does NSO legitimize its activities? Who are their
intended audiences? What are the social contexts their strategies correspond to? And
how do they aim to sustain surveillance realism? The paper unfolds as follows: We
begin by discussing NSO’s origin story and two foundational legitimating strategies
that stem from it: the privacy/security tradeoff and the company’s securitization dis-
course. We then turn to discuss NSO’s patriotic legitimation. In the third section, we
focus on NSO’s use of regulatory and ethics mechanisms to legitimize their work, and
then we shed light on the company’s normalization tactics. Finally, we discuss the ties
between NSO’s legitimation and two dominant socio-political trends - right-wing
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populism and silicon valley’s ethics washing, and the role that discourse plays in sustain-
ing surveillance realism.

Methods

This article is based on a Critical Discourse Analysis (CDA) (Wodak, 2014) of NSO’s legit-
imation campaign. CDA aims to demystify ‘ideologies and power through the systematic and
retroductable investigation of semiotic data (written, spoken, or visual)’ (Wodak, 2014, p.
303). Because this article focuses on the active legitimation of surveillance, and because legit-
imation revolves around exerting and transforming power (Weber, 1978), CDA’s focus on
how discourses reproduce power offers a good methodological fit. Hence, we compiled a
comprehensive corpus of NSO’s public utterances in multiple media outlets in English
and Hebrew for 30 months: from the campaign’s inception in January 2019 until its end
in July 2022. The corpus contains 293 documents including NSO’s media engagements
(executives’ interviews, talks at conferences, op-eds, and statements) (n =44); NSO’s social
media posts (on LinkedIn and Medium) (n = 200), website entries (n = 30), reports (n=
3), and legal documents (n = 16). We also conducted an analysis of their website based on
The Internet Archive Way Back Machine (Ben-David & Amram, 2018) and the Who Is
documentation of their domain (www.nsogroup.com).

The authors and research assistant collected the data by repeatedly searching for NSO
interviews, statements or reports on Google and MS Bing from multiple IP addresses. We
also set up Google alerts with the names of the company’s executives and visited their
website and social media pages once a week to extract data. The inclusion criteria
were direct utterances by the company, its executives, or its workers. Our research assist-
ant transcribed TV, radio, and podcast interviews.

The data was logged into MaxQDA22 and were first analyzed by the authors using the-
matic analysis (Braun & Clarke, 2006). We read and reread the data to identify recurring
themes, each corresponding to a different legitimacy practice (Suchman, 1995), and
coded the texts using these themes. The analysis identified six themes (including techno-
logical determinism and deflection of responsibility, which appeared less frequently and
proved less dominant than the other themes). Hence, for the purpose of this paper, we
focus on the four most dominant themes. Following the initial coding, we selected and
translated prominent quotes representative of each theme and analyzed them using criti-
cal discourse analysis (Wodak, 2014). Alongside the qualitative analysis, we also provide
descriptive statistics, pointing to the frequency of the legitimation strategies across the
data. References to the items mentioned in the analysis consist of the items’ ordinal num-
ber, source type (IM - International media, ISM - Israeli media, LI - LinkedIn, M - Med-
ium posts, W - NSO’s website, L - legal documents, R - reports), and year. For example,
1IM16 refers to the first item in the appendix, a 2016 international media piece. The table
in appendix 1 provides additional details about the items.’

Findings
Legitimation through securitization in NSO’s origin story

NSO originated from Omri Lavie and Shalev Hulio’s previous company — Communi-
Take, which offered tech-support workers the ability to remotely take over and repair
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customers’ cellphones. According to NSO’s origin story, recounted by its founders mul-
tiple times*, a European intelligence agency found out about CommuniTake, contacted
its founders, and implored them to offer a similar product that would operate without
users” knowledge or consent. As Hulio recounted in an interview:

The truth is that we didn’t quite understand what they [the intelligence agency] wanted. So,
we said: ‘but what is your problem with gathering intelligence?’ you’re sitting inside the
phone carrier. They said we didn’t really understand and that the situation was grave.
‘We are going dark. We are getting blind!” were the exact words they used. ‘Help us.’[...]
At the time, we knew nothing about this world [...] And then the police forces and Europe’s
intelligence agencies told us: ‘With the technology you developed, you could help us solve
this problem.” So, us being Israelis and hearing we had a technology that could save lives, we
immediately said: “Tell us what you need, we’ll do it (151SM19).

Hulio’s words clarify the role NSO’s origin story plays in the company’s raison d’étre,
encapsulating some of the basic legitimation strategies employed by the company. First,
Hulio highlights the founders’ alleged naivete as the intelligence agency approached
them and explains that the idea for their intrusive product came from a legitimate
actor - an intelligence officer; from a legitimate and benevolent region- Europe; and
that this European agent pleaded for the Israeli entrepreneurs’ help. Thus, NSO’s
surveillance is legitimized by association with other legitimate actors and by answering
to their ‘objective’ security needs. Hulio dramatically describes these needs as ‘darkness’
or ‘blindness’ that have fallen upon these agencies with the widespread adoption of
mobile phones and the decision to establish NSO as an act of chivalry that stems
from his national identity, thus preventing these agencies’ critical myopia. He further
explained:

In 2007, the first iPhone broke into our lives. It came with a set of encryption capabilities
that were previously unavailable to ordinary citizens. So, [for example,] if you are now plot-
ting a robbery, murder, acts of pedophilia or rape over a social network or an instant messa-
ging app, the police, the Shin Bet, or any other law enforcement [agency] has no way of
gathering intelligence about you and prevent this crime using previously used methods
(15ISM19).

In this, and many similar NSO texts”, the recent proliferation of encrypted communi-
cation is depicted as a dangerous and problematic turn for law enforcement agencies,
as it allegedly leaves them severely handicapped. Encrypted technologies might offer cus-
tomers more privacy, but as NSO executives repeatedly explain, there is a dangerous tra-
deoff between privacy and security (Mols & Janssen, 2017), as law enforcement can no
longer surveil their targets. Thus, through its origin story, NSO’s surveillance is con-
structed as a legitimate, even necessary assistance to law enforcement agencies that
would help them reinstate the social order allegedly lost to encryption.

The privacy/security trope is closely tied to the company’s central and most salient
legitimation strategy —securitization. Hulio’s provocative warnings against murderers,
rapists, and pedophiles’ use of encrypted media is an example of a discourse that repeats
in 59% of the company’s media engagements (26/44 documents).® In fact, most of their
interviews begin with a mention of the security threats NSO’s surveillance allegedly pro-
tects from’, and such threats are also included in the company’s most basic descriptions.
For example, on the main page of NSO’s website, a headline reads:
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NSO creates technology that helps government agencies prevent and investigate terrorism
and crime to save thousands of lives around the globe.

NSO’s executives similarly take pride in specific cases where their surveillance allegedly
helped law enforcement prevent crime — like the capture of the Colombian drug baron ‘El
Chapo’ (21ISM20) or help with fighting ISIS (28ISM21) - and they more generally high-
light Pegasus’ contribution to citizens’ security. As Hulio stated in an interview:

In just the last six months, the company’s products were part of operations to thwart several
very large terrorist attacks in Europe, both by car bombs and suicide bombers. So, I will
modestly say that thousands of people in Europe owe their lives to the hundreds of employ-
ees of our Herzliya company (2IM19).

As Stritzel argued (2007), the construction of threats to national security aims to per-
suade an audience to ‘tolerate violations of rules that would otherwise have been obeyed’
(Stritzel, 2007, p. 361). In this case, NSO’s penetrative surveillance is depicted as a legit-
imate, even necessary transgression of the rule due to the dangers posed by global terror-
ist networks. While this quote offers a global narrative with an almost universal logic, it is
also specifically aimed at an Israeli audience. After all, Israel’s tradition of securitization
entwined with militarization (Ben-Eliezer, 1998; Kimmerling, 1993) and its longstanding
preoccupation with terrorism, make Israelis inclined to accept almost any solution to
such problems, as invasive as it may seem. Moreover, constructing these problems as
‘European’ paints a simplified, almost binary version of this story and neatly separates
the in-group from the outgroup - signaling that these questionable tools are only used
to help ‘people like us.”’ It is a type of ‘legitimacy through altruism’ (Reyes, 2011,
p. 787)- where surveillance is presented as beneficial for the in-group.®

While NSO’s securitization discourses primarily offer pragmatic legitimation (Such-
man, 1995, p. 9) that rationally explains the necessity of their product, they also include
more emotionally-evocative ones. As Shiri Dolev, NSO’s president, said in an interview:

One client came to thank us for a kidnapped child who was safely returned home. Pedophi-
lia cases like these are closest to my heart, and you cannot solve them without systems like
ours because all the pedophiles are hiding behind encrypted walls (18ISM19).

Dolev adds an emotional tone to the security narratives seen above, as her narrative aims
to evoke moral outrage from her audience that would legitimize NSO’s product and out-
weigh the recurrent reports about its misuse.

Thus, NSO legitimizes its surveillance by highlighting the pragmatic and emotional
needs for its encryption-breaking technology and its alleged exceptional capacity to pro-
tect an imagined benevolent collective against security threats. As we will show below,
these legitimating strategies strongly resonate with contemporary Israeli security-driven
populism (Brubaker, 2017; Levi & Agmon, 2021). In line with these trends, NSO also
offers much more direct appeals to Israeli audiences by highlighting its belief in and exer-
cise of Israel’s core national values.

Patriotic legitimation: aligning with the norms of the nation

As legitimation scholars have shown, legitimacy is achieved when the object of legitimacy
is ‘culturally aligned’ with audiences’ expectations (Suchman, 1995). We thus first
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examine how NSO explicitly constructs its identity as a Zionist company before focusing
on its legitimation practices that center around three dominant Israeli cultural tropes:
Holocaust remembrance, nation-building, and victimization.

In April 2021, NSO sponsored and co-organized the ‘Blue and White Convention’
with Calcalist, a daily business newspaper, for Israel’s Independence Day. With a pro-
gram appropriately decorated in the national colors, the convention revolved around
the Israeli high-tech industry, including panels with prominent Israeli techies and two
sympathizing interviews with NSO’s Shalev Hulio (24ISM21) and Shiri Dolev
(25ISM21). On the morning of the convention, Calcalist also published an op-ed by
Ramon Eshkar, NSO’s VP Client Executives. He wrote:

In this op-ed, I will share with you [...] how strong and pronounced the connection between
such a week [that includes Israel’s Memorial Day and Independence Day] and NSO is, and
how deeply relevant are concepts such as Zionism, Israeliness, and values to everything that
NSO does (23ISM21).

Eshkar later promises to discuss the ‘very big things” NSO does. However, instead of
focusing on cyber-surveillance, he describes the volunteering work that NSO employees
do (‘including the CEQ’) and, particularly, how they join search and rescue operations
worldwide after major natural disasters like earthquakes or floods. He explains that:
‘[it is done] with no questions asked and no cost check, simply to help save lives. Because
we are Israelis, and for us, values are more than just words. They are actions’ (23ISM21).

Eshkar explicitly highlights the company’s alleged Zionist and Israeli ‘character’ by
tying the company to two of Israel’s most revered national holidays - Independence
Day and Memorial Day. Completely evading the company’s main product and intrusive
surveillance, he exemplifies its ‘innate’ Israeli values by highlighting its altruistic search
and rescue missions. According to other publications, these missions stemmed from Sha-
lev Hulio’s personal military experience as an IDF search and rescue officer, and they
more generally point to the deep ties between the Israeli army and its high-tech industry.
Nevertheless, instead of describing this activity as his boss’s altruistic hobby, Eshkar
frames it as an attestation of the company’s core values and its tendency to ‘save lives.’
This message echoes NSO’s security discourse, as seen in the previous section, but
here it is described as a broader, ‘innately Israeli tendency’ that aligns with the company’s
alleged identity and values. Eshkar thus signals to his Israeli readers that the company is
one of their own.

NSO’s patriotic legitimation also included more specific tactics. For example, on Inter-
national Holocaust Remembrance Day, January 2021, NSO posted an emotional Linke-
dIn post. They wrote:

During 2019, NSO Group, as a proud Israeli and Zionist company, sent six groups of 170
employees to Poland to experience the stories of those who perished and learn about the
horrific crimes committed against humanity (164L121).

In line with the previous quotes, here NSO explicitly describes itself as ‘Israeli and Zio-
nist,” and it accordingly constructs its national identity by tapping into one of Israel’s
most sacred national tropes — the Holocaust. As Feldman (2008) noted, organized
voyages to Poland are a central way of performing the Israeli national identity. While
such voyages are predominantly done in high school (ibid), NSO publicly exhibits its
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employees’ trips to the former sites of Nazi extermination camps as participation in an
Israeli initiation ceremony that attests to the true Israeliness of their company. Moreover,
while the previous section described specific security threats, here NSO contrasts its iden-
tity with much more existential threats, which hold an almost mythical significance for
their Israeli audiences. Accordingly, they present their actions (and more generally,
cyber-surveillance) as pertaining to a deeper moralistic pursuit. This discursive strategy
mirrors Israeli right-wing politicians’ discourses, particularly Netanyahu’s long-time use
of the Holocaust to foster existential panic in Israel for their political gain (Leslie, 2017,
p- 78). That is, NSO echoes contemporary populist discourses that promise to protect an
imagined bounded collectivity against external or internal, real or imagined threats (Bru-
baker, 2017, p. 363).

NSO similarly highlights its role in nation-building. In December 2020, the company
announced opening a second branch in Israel’s southeastern periphery - the arid Arava
region, not far from the Jordanian border. In a press release, NSO promised to supply 100
jobs to this peripheral region and educational programs for local high schoolers, in which
‘NSO experts’ would teach them the ‘cyber and technology professions.” With this move,
NSO alludes to the Zionist myth of nation-building through expansion into the periphery
and, specifically, into sparsely populated borderlands, ‘making the desert bloom.” As
Hulio wrote: “We are not doing it to get PR [...] we do it out of Zionism. (22ISM21).

In his 2021 op-ed, Eshkar, NSO’s VP, similarly wrote:

What company decides to bring high-tech and equal employment opportunities to the farth-
est place in the country without asking ‘how much does it cost?” or ‘why do such a thing?
After all, this is not a [promising] economic course of action [...]. The answer is - [we do it]
because it is the right thing to do, because it is the Zionist thing to do, and because it is pre-
cisely what sets us apart as a company (241SM21).

Eshkar ensures the symbolic significance of this legitimation practice will not go unnoticed
and, once again, signals to the Israeli public and its legislators that the company is an
altruistic entity that acts according to national interests and in light of its allegedly inherent
national values. Here too, the company’s technology and its economic activities are discur-
sively sidelined in favor of NSO’s alleged patriotism, and its surveillance is removed from
this narrative altogether. Hence, this is an attempt to tap into yet another central Israeli
founding myth and discursively place the company alongside the country’s mythological
founders in their attempts to expand, strengthen, and protect the homeland.

The last Zionist trope NSO turns to is that of victimization. Namely, describing the
accusations against the company as an organized, anti-Israeli, or even antisemitic plot.
For example, responding to the Forbidden Stories’ revelation of a list of 50,000 phone
numbers of alleged NSO targets, Hulio said:

Hulio: It seems like someone decided to target us directly. This is not a coincidence. There is
a threat to Israeli cyber [companies] in general. There are so many cyber intelligence com-
panies worldwide, but they only focus on Israelis. [...] It seems like it is deliberately done.

Interviewer: By whom?

Hulio: I believe that, in the end, it is either Qatar or BDS or both. [...] If we were operating in
the US or the UK, this story would not have happened. A large part of what we endure stems
from the fact that we are Israelis (28ISM21).
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Hulio suggests that the criticism against NSO stems from their national identity, not their
intrusive surveillance. According to this narrative, it is Israel’s so-called enemies (Qatar)
and fierce political opponents (the pro-Palestinian Boycott, Divestment, and Sanctions
movement) who target the company. This narrative aims to make clear that NSO is dee-
ply Israeli - in its virtues and adversities. It also signals that NSO and its (Israeli) audi-
ences share the threat of these adversities due to their shared national identity. Here too,
in line with a populist line of thought and with Netanyahu’s populist style (Leslie, 2017),
NSO identifies its idiosyncratic challenges with threats to the imagined collective,
demonstrating that they are deeply intertwined with it.

Hence, NSO’s patriotic legitimacy highlights the company’s alleged material and ideo-
logical contribution to the state, with explicitly Zionist symbolism. It is a response to the
company’s scandals that highlights its patriotism, national values, and intrinsic ties to
Israel’s national myths and grand narratives. Nevertheless, ironically, most of NSO’s
shares are in the hands of foreign venture capital funds, some of NSO workers reportedly
work outside Israel, and most of NSO’s clients are foreign governments. Nevertheless,
this legitimation strategy is essential to secure NSO’s survivability. After all, as will be
detailed below, NSO depends on the Israeli Defense Ministry to authorize its operations,
and it essentially trades in privatized intelligence services. Hence, this patriotic legitimacy
signals to the Israeli public, legislators, and jurors that NSO’s contribution to the state is
more than financial, but it offers much deeper virtues - ones that have to do with the
company’s national identity and shared values.

Ethics washing

Beyond securitization and overt patriotism, NSO’s legitimation campaign also operates
on a more universal axis, highlighting the company’s adherence to regulation, internal
ethics, and allegedly unparalleled transparency.’

First, NSO often highlights its adherence to Israeli regulation. As a (cyber) weapons
exporter, the company is subject to DECA - Israel’s Defense Export Control Agency,
which has oversight over their contacts and deals with their customers, as well as the
power to revoke their export license and effectively terminate their activities. As part
of the company’s origin story, NSO’s founders actively requested to be regulated by
DECA from day one. As Hulio recounted in an interview:

We want[ed] our technology to be regulated by Israel’s Ministry of Defense. This meant that
every sale would be under regulatory supervision. It may seem trivial today, because there is
much talk around this issue, but when we founded the company in 2010, we were the first
cyber-intelligence company in the world that actually demanded to be supervised (22ISM21).

Hulio explains that regulating surveillance is not only desirable in NSO’s eyes, but it is
something they take pride in. By highlighting their adherence to Israeli regulation,
NSO allegedly delegates its responsibility to official government regulators - it is they
who oversee and authorize NSO’s deals, and who accordingly legitimize those deals by
virtue of their official positions. This coincides with the company’s ongoing attempts
to closely associate itself with governments, particularly with the Israeli one.

NSO also highlights its reliance on international codes of practice. For example, in
September 2019, NSO announced it had developed a Human Rights Policy ‘that will
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bring the company into alignment with the UN Guiding Principles on Business and
Human Rights.” Here too, NSO prides itself on being ‘the first company in the global
cyber technology and defense sectors to seek alignment with the [UN’s] Guiding Prin-
ciples, cementing the company’s existing industry-leading ethical business practices’
(292R19). In the policy, NSO affirms its ‘unequivocal respect for human rights,” their
compliance with ‘all laws applicable to [their] business,” they promise to integrate their
‘human rights due diligence procedures’ into their business plan, and more.

NSO also allegedly appointed a Governance, Risk, and Compliance Committee to
oversee the implementation of the policy by conducting an ‘internal risk assessment’
of product sales with their potential human rights impacts in mind. Like the external
DECA regulator, this committee was allegedly authorized to reject sales or request an
investigation into misuse of the products. NSO also published a Whistle Blower Policy
that covers ‘all employees, contractors, partners, officers, and directors of the NSO
Group’ (291R19).

As legitimation researchers have shown, organizations often respond to normative
pressures by adhering to standards and norms set by external actors (such as professional
organizations, trade associations, or regulators) (Suddaby et al., 2017, p. 19). By creating
an in-house regulatory mechanism and by publicly adopting the UN’s Human Rights dis-
course, NSO aims to performatively adhere to such standards, achieve ‘regulative legiti-
macy’ (Johnson et al., 2006, p. 59) and appease its critics with an image of a law-abiding
company.

Alongside external and internal regulation, NSO also highlights its transparency. As
Hulio provocatively said in a podcast interview:

How many cyber companies would agree to sit down and speak with you freely and trans-
parently in a podcast? I believe I'm the only one. And the reason we are getting all the heat is
that we want to be transparent (36ISM22).

As Hulio’s words remind us, NSO’s entire campaign is based on the tension between its
inherent secrecy as a cyber-espionage firm and its unconventionally public acts of trans-
parency. In this and in similar utterances'’, NSO treats the mere fact that their campaign
is uncharacteristically public as an indication of its legitimizing potential. In this quote,
Hulio highlights the singularity of his company’s exposure compared to other surveil-
lance firms and ironically argues that NSO’s openness is the reason for their scandals,
not the other way around.

NSO’s transparency was accordingly formalized in June 2021 with the publication of
its Transparency and Responsibility Report. As Hulio wrote in the opening paragraph:

[W]e very much see today’s release as a newly added necessity to the complex, ongoing
international debate over electronic surveillance. We are opening our processes to even dee-
per scrutiny in an effort to inspire our peers while also opening new avenues of interaction
with our fiercest critics (293R21).

This is one of the rare occasions whereby NSO explicitly mentions the term surveillance.
By that, they seem to highlight the allegedly candid and genuine way they approach the
subject of transparency. Like their legitimation campaign in general, NSO uses this report
to capitalize on its alleged transparency: operating in a highly secretive field, they laud
themselves for publicly discussing their affairs and inviting external actors to scrutinize
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their actions even further. That is, transparency is primarily seen as an opportunity for
the company to reject its image of secrecy and subterfuge and highlight its unique agree-
ableness compared to its competitors.

In the transparency report itself, NSO similarly writes that they ‘will engage in good
faith with any credible independent expert, including human rights defenders and others
from civil society organizations [...]” but do not mention which ones, what these engage-
ments entail, and how NSO takes them into consideration. Hence, the transparency NSO
takes pride in is conveniently accompanied by concealment and obfuscation - their
numerous interviews and lengthy reports never reveal the identities of their collaborators
or customers, nor the exact affordances and limitations of their product.

Moreover, with their Transparency and Responsibility Report, NSO follows Silicon
Valley’s tech giants in their so-called ‘ethics washing’ (Wagner, 2018). Such corporations
have recently highlighted their self-regulation mechanisms (for example, Facebook’s
Oversight Board, Google’s Ethical Al team, or the plethora of corporate-based Al ethics
guidelines) to make external regulations redundant. Similarly, NSO aims to legitimize its
actions by highlighting its proficiency in contemporary tech ethics discourses and will-
ingness to collaborate with external auditors (Haupt, 2021), and it also follows the foot-
steps of Silicon Valley tech giants by turning its CEO into a public figure (Creech &
Maddox, 2022). However, by omitting crucial details from this report, their actions
remain conveniently (and ironically) opaque. After all, companies’ ‘transparency initiat-
ives’ often stem from public relations efforts (Crain, 2018), and transparency alone can-
not create accountable systems (Ananny & Crawford, 2018). In the case of NSO,
transparency seems like its means of gaining legitimacy, not an end in itself.

NSO also signals that its ethics have much deeper organizational roots by performing
its ‘day-to-day ethics’ on LinkedIn. For example, they post about their employees volun-
teering with at-risk youth (177LI21), their activities for ‘the International Day for the
Elimination of Violence against Women’ (150L120), their NSO-branded truck-full of
donated food for the ‘less fortunate’ (148LI20), or by publicly marking Earth Day
(186LI21), World Autism Day (179LI121), or Good Deeds Day (238LI22). These posts
are solely in English, and they signal that NSO’s ethics are not only formalized but are
also inherent to this company’s organizational structure. In other words, these online
performances add a normative legitimacy to their regulatory one (Johnson et al., 2006,
p. 59), and it is also part of NSO’s efforts of normalization, as will be discussed below.

‘NSO is a technology company’ — legitimation by normalization

In January 2022, NSO posted a series of LinkedIn posts, each busting an alleged myth
about the company (248-254L122). The last post read as follows:

X#Fiction: Pegasus is called Pegasus because it acts like a war horse

v#Fact: NSO Group’s employees came up with this name because they wanted to be a uni-
corn ¥ ... one day! (248LI122)

This short and playful post offers a reinterpretation of the etymology behind NSO’s
notorious product. While the name of the mythical winged horse invokes the idea of
other mythical horses, specifically Trojan ones, this post tries to make clear that there
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is nothing belligerent about this product (and, by extension, this company). Naming their
main product after a winged horse merely signifies that, like any start-up, NSO’s employ-
ees dream of it becoming a ‘unicorn’ - a company valued at over US$1 billion. Mythical
or not, Pegasus never had a horn, but describing it as such, presents NSO as a typically
ambitious company whose employees predictably fantasize about financial prosperity.
This etymological tale elucidates one of NSO’s key legitimating strategies— normalization.
As we will demonstrate below, NSO uses various discursive strategies, predominantly on
social media, to create a self-image of an ordinary, universally generic tech company, far
removed from the image of a secretive and malevolent cyber-espionage firm."" As Hulio
said in an interview:

It’s not that we are an intelligence company as you often read in the papers. Absolutely not.
We are a company that produces technology, we give this technology to law enforcement
agencies that use these technologies to catch pedophiles and criminals (291SM21)."*

Using the term ‘technology’ three times in one sentence, Hulio explains that in stark con-
trast to NSO’s public image, his company is merely a technological one, and it is only
responsible for the production of its products, not for how they are used. This argument
mirrors gun advocates’ arguments that focus on the ones who pull the trigger rather than
the ones who manufacture the weapons. Hence, Hulio attempts to shake off the dark con-
notations of cyber surveillance and depict this company as just another standard tech
company.

NSO’s normalization strategy was particularly salient in NSO’s social media posts.
While NSO’s competitors rarely have active social media accounts, NSO uses its LinkedIn
page to publicly perform its normalcy. NSO’s LinkedIn posts are strictly in English, and
they often include hiring opportunities (197-198LI21, 225LI22), holiday greetings
(155LI120, 2351122, 256L122) or pictures of their employees at conferences (222LI22,
236LI22). The posts also include pictures of company parties (170LI19, 187LI21,
190LI21), workshops and hackathons (156L120), or other special events (pride-colored
ice cream for Pride Day [212LI21] or pies for Pi Day [241LI22]), posts about remote
work during the COVID-19 lockdowns (89L120, 93L120), and more). Such posts not
only signal to potential employees that NSO is an attractive employer but also signal
to wider audiences that it is, in fact, just as normal and just as legitimate as any other
tech company.

NSO’s normalization attempts also included the diversification of their line of pro-
ducts. For example, in February 2020, the company announced the acquisition of Con-
vexum, an anti-drone start-up, and in June of the same year they launched it as their
drone defense system - Eclipse. While NSO rarely mentioned Pegasus on its LinkedIn
page, Eclipse was continuously featured there, as the company dedicated almost 20%
of its 2020 posts to this new product (for example, 200L121, 213L121, 111L120). The com-
pany also posted video demonstrations of Eclipse, invited media outlets to cover it, and
incidentally positioned the new system in the background of some of their executives’ TV
interviews (25ISM21). This new product offered NSO a crucial addition - unlike Pegasus,
it can easily be construed as a non-intrusive, purely defensive technology.

Similarly, in the last years, NSO attempted to add various products to their portfolio,
including a COVID-19 contact-tracing app (Yadlin & Marciano, 2022) (97-98LI20, 101-
103LI20, 274W20) and a data analytics tool that allegedly turns ‘every life pattern into a
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mathematical vector’ (12IM22). The logic behind this diversification is evident in how
the company described itself in a 2021 report:

NSO is a technology company with a range of products, including those designed to aug-
ment data analytics capabilities by law enforcement and intelligence agencies, improve
search and rescue efforts, [and] implement effective counter-measures against incursions
by drones (293R21).

Thus, NSO attempts to promote a public image of itself as a flexible ‘technology com-
pany’ with a diverse portfolio whose sum is much larger than that of its most notorious
part — Pegasus. According to this self-description, the basic denominator of NSO’s pro-
ducts is not surveillance but security and safety, and this benevolent aim is achieved in
various, mostly non-invasive ways.

NSO also distances itself from the image of a secretive surveillance firm by humanizing
and deanonymizing its employees. For example, in a series of LinkedIn posts, NSO pre-
sented ‘employee stories’ — pictures of individual employees, with their full names, roles
at the company, the time they have worked at NSO, and their quotes (90LI20, 106LI20,
109LI20, 116LI20, 118LI20). In 2021, NSO similarly ran a social media campaign under
the hashtag #IAMNSO, in which employees took pictures of themselves and their families
wearing NSO T-shirts and posted them to social media sites with the appropriate hashtag
(206-207LI21 and on employees’ private profiles). This campaign was a direct response to
one of NSO’s most serious scandals — the Forbidden Stories revelations, and it seemed to
have aimed to humanize the company, give its employees concrete faces, and show that
they are not a shadowy, secretive firm, they are just normal techies.

Discussion

This article exposed how the NSO Group legitimizes its surveillance by analyzing this cyber-
espionage company’s public utterances across media. We asked: How does NSO legitimize
its activities? Who are their intended audiences? What are the social contexts their strategies
correspond to? And how do they aim to sustain surveillance realism? We have shown that
NSO used four key legitimacy management practices (Suchman, 1995) in its quest for legiti-
macy: securitization, Zionist patriotism, ethics washing, and normalization. We argue that
each of these strategies was communicated with particular audiences in mind, and together
they aim to create an impression that NSO is a benevolent, patriotic, cooperative, transpar-
ent, and normative actor who is far removed from the image of secrecy and subterfuge
attributed to it by its critics. Particularly, the first two legitimation strategies (securitization
discourse and Zionist patriotism) primarily operate on a localized legitimation axis, one that
is aimed at Israeli audiences and echoes a particularly Israeli ‘security-driven populism’
(Levi & Agmon, 2021). The last two strategies (ethics washing and normalization) revolve
around a universal axis, with more international audiences in mind and following Silicon
Valley’s precedents. These two axes of legitimation are designed to simultaneously ensure
the company’s survivability and aim to more generally, sustain surveillance realism - the
feeling that surveillance is an essential part of contemporary life with deep roots in various
social structures. Nevertheless, these axes’ reach is far from identical.

As an Israeli company that is highly reliant on Israeli regulators and politicians, NSO
has concentrated much of its legitimation efforts on its local axis and on Israeli audiences:
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75% of its media appearances were on Israeli media outlets (33/44), and its messages are
meticulously designed with distinct Israeli symbolism and cultural tropes. With repetitive
references to the Holocaust, Zionist nation-building, and to terror threats, NSO turns to
discourses that echo dominant themes from today’s political zeitgeist (Brubaker, 2017)
and that specifically prove effective among Israeli politicians, media, and citizens alike
(Levi & Agmon, 2021; Panievsky, 2021). This line of legitimation is understandable,
given that Israeli politicians and regulators have the power to restrict or even halt
NSO’s activities. Indeed, while in the last years, some Israeli journalists grew critical of
NSO, Israeli politicians, regulators, and jurists seemed largely unfazed by the reports.
Thus, for a time, NSO’s local legitimation axis seemed to have successfully fended off
multiple scandals, preserving the legitimacy and survivability of the company and sus-
taining surveillance realism - at least locally.

However, as Suchman argued, ‘legitimacy is resilient to particular events, yet it is
dependent on a history of events’ (1995:, p. 5), and indeed, by the end of 2021, and fol-
lowing some major global events, NSO’s luck, and legitimacy, seemed to have run out. In
November 2021, the US Commerce Department had blacklisted NSO - prohibiting
American firms from selling technology to NSO or its subsidiaries. This dramatic
move was more than another descriptive report about the company; it was a harsh
response from an American regulatory agency. Subsequently, by August 2022, and
further burdened by that year crisis in tech, NSO reportedly fired 100 workers; Hulio,
the company’s CEO who also spearheaded the company’s legitimation campaign,
resigned, and NSO was reportedly nearing bankruptcy. This was a legitimation crisis
with global origins, but one that NSO’s universal, world-facing legitimation axis could
not avert. Thus, NSO’s efforts to discursively secure its survival seemed to have failed,
and their attempts to present cyber-surveillance as a taken-for-granted-yet-essential
fact of life proved fruitless.

In the last decade, surveillance scholars have shown how companies and governments
actively sow digital resignation, passivity, and complacency among citizens and ‘users’ —
making surveillance a taken-for-granted, unavoidable fact of life (Dencik, 2018; Draper &
Turow, 2019; Marwick & Hargittai, 2019). Nevertheless, the efforts to sustain surveillance
realism (Dencik & Cable, 2017) go beyond governments’ and corporations’ mass surveil-
lance and their relationships with their ‘users.” Cyber-espionage companies like NSO
might not target the masses, but their interest in sustaining surveillance realism is
clear. The legitimacy, legality, and survivability of such companies depend on how mul-
tiple stakeholders see and understand surveillance, and as we have shown above, they
actively strive to sustain it with various stakeholders in mind.

Sociologist Eric Schoon (2022) has recently described legitimacy as a dyadic process -
one that inherently includes two nodes and a tie - an object of legitimacy, an audience,
and the relationship that connects the two. As Schoon explains, nodes in a dyad are not
limited to individuals, and they can be any social entity. Indeed, NSO’s legitimation cam-
paign is not only aimed at cultivating user resignation, but it mainly seeks approval and
complicity from politicians and regulators in Israel and abroad; the sympathy of current
and future employees; their investors’ loyalty; their potential customers’ acceptance, and
more. It is on these stakeholders that this company’s survivability, and surveillance’s
place in today’s life, depends. Hence, as NSO’s legitimation campaign reveals, the nurtur-
ing of surveillance realism depends on diverse-but-interdependent factors and on
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simultaneously sustaining companies’ multiple dyadic ties (Schoon 2022) with various
stakeholders.

Thus, focusing on how NSO actively legitimates their surveillance also reveals the dis-
cursive foundations surveillance firms build to sustain their surveillance empires. It
serves as a reminder that cyber-surveillance is more than the computers, the code, and
the data that runs between them. It is also more than the funds that flow between
those who surveil and those who supply the technology for this surveillance. Such intru-
sive practices also rely on words, local symbolism, cultural tropes, and on the degree of fit
between these firms and their various audiences.

Moreover, while surveillance is often understood as a global power, this article high-
lights the need to focus on the local contexts from which surveillance emanates and oper-
ates. As we have shown above, considering the local factors behind such firms can better
elucidate the ties between surveillance and society and highlight the social structures that
sustain it to become surveillance realism (Dencik & Cable, 2017). Such an approach can
also flesh out the specific sensibilities, frictions, and cultural tropes that make specific
societies more receptive to surveillance, and hence reveal the weaknesses in such
firms’ legitimation and consequently ‘immunize’ (van der Linden, 2022) relevant stake-
holders and audiences most susceptible to the companies’ pleas. Hence, highlighting sur-
veillance firms’ active legitimation attempts in their contexts can not only shed light on
today’s surveillance, but also offer ways of resistance.

Conclusion

This paper examined NSO Group’s legitimation practices, and how they construct and
sustain the discursive infrastructure of contemporary surveillance. We have shown
that NSO simultaneously uses local and universal tropes to ensure its survivability and
to help sustain surveillance realism - the perception of surveillance as the only viable
option (Dencik & Cable, 2017, p. 20).

While surveillance firms often operate in the dark, this research joins recent works
(Iliadis & Acker, 2022; Knight & Gekker, 2020) in showing that they in fact leave con-
siderable traces for social scientists to study. This article also contributes to surveillance
studies by shedding light on cyber espionage companies; by highlighting how surveil-
lance companies actively legitimize their surveillance; and by highlighting the discursive
sustainment of surveillance realism. Our findings also offer a path towards identifying
vulnerabilities in such companies’ narratives by highlighting their local and universal ori-
gins, and thus ‘immunize’ publics and stakeholders against their legitimation attempts.

Studying cyber surveillance companies is inherently limited by the secrecy of such
companies and the relative scarcity of data about them. The opacity of their actions
and tools also limits our ability to verify their arguments, and observe their internal legit-
imation efforts - with their customers, investors, and employees. Future works should
explore how other spyware companies in other contexts legitimize their practices.
Research should also explore how media outlets and politicians legitimize, resist, and
at times cooperate with such companies and delve into the ties between surveillance
firms and nation-states. These lines of research can help better elucidate the role of sur-
veillance in contemporary life and perhaps help ground the next Pegasus before it takes
flight.
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Notes

1. From here on will be called NSO.

2. While research on surveillance realism predominantly focuses on users’ perspective, this
article highlights surveillance firms’ discursive attempts to actively construct and sustain it.

3. The analysis stems from a constructivist perspective, focusing on how NSO discursively
legitimize their work, rather than the veracity of their claims. Moreover, while the analysis
focused on NSO’s direct utterances, these are in no way seen as natural or "unmediated"
texts. Taken individually, each utterance was at least partially framed by the specific journal-
ist, editor, or media outlet in which it appeared (Scheufele, 1999) and was presumably cre-
ated with the help of various consultants, lobbyists, or spinsters. However, as we detail
below, collectively and across media, these utterances create a coherent set of legitimation
strategies that go beyond the framings of specific media outlets.

4. NSO’s origin story is mentioned in 34% of its media engagements (15/44 documents). For
example, 15ISM19, 22ISM21, 33ISM21.

5. This theme was discussed in 27% of NSO’s media engagements (12/44).

6. The term ‘terror’ (in all its forms) appeared 504 times in 79 documents. The term ‘crime’ (in
all its forms) appeared 483 times in 69 documents; And the term ‘pedophile’ in all its forms
appeared 77 times in 21 documents.

7. Interestingly, the list of crimes prevented with Pegasus never contains white collar crimes
such as corruption, tax evasion, or embezzlement.

8. Accordingly, NSO repeatedly claims that it only sells Pegasus to governments, thus aiming
to reassure its audiences that their product is in legitimate hands who legitimately use it to
prevent ominous consequences. In fact, foreign governments are mentioned in 46% of
NSO’s media engagements, and it is also their main line of defense in the WhatsApp v
NSO Group Lawsuit, as part of their claim for a ‘foreign sovereign immunity’ (59-60L22).

9. This theme appeared in 43 of NSO’s media engagements (19/44).

10. See 28ISM21, 29ISM21, 34ISM22.

11. This theme appeared in 24% of the company’s Linkedin posts, and in 20% of the total
documents.

12. See also 28ISM21, 4IM21, 268W19, 269W20, and more.
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