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A B S T R A C T

In response to the evolving landscape of digital technology in healthcare, this study addresses the multi-
faceted challenges pertaining to identity and data privacy. The core of our key recovery-enabled framework
revolves around the establishment of a robust identity verification system, leveraging the World Wide
Web Consortium(W3C) standard for verifiable credentials(VC) and a test blockchain network. The approach
leverages cryptographic proofs embedded within credentials issued by various entities to securely validate
the legitimacy of identities. To ensure standardized identity establishment, the roles and responsibilities of
entities align with the UK digital identity and attribute trust framework, resulting in a cohesive verification
process. Embracing self-sovereign identity (SSI), encrypted credentials are stored within the owner’s device,
empowering individuals with data control while prioritizing privacy and security. Furthermore, the work
introduces an algorithm that places paramount importance on owner-centricity, trustworthiness, and privacy-
aware handling of SSI credentials, subjected to threat modeling through the Owasp Dragon tool. A key recovery
algorithm, a key component of our Recovery-Enabled Framework, empowers users to regain credentials
using a trustee-based recovery system with a memorized PIN, eliminating the need for third-party reliance.
Furthermore, a trust score, a crucial component of the framework, assesses the conformity of verified
credentials with stated standards, boosting trust in established identities. Leveraging the modularity of
Hyperledger Fabric, the work utilizes smart contracts to impose context-aware attribute-based policies, ensuring
controlled access, traceability, and auditability, consequently strengthening security. Through comprehensive
development, refinement, and rigorous testing, the prototype emerges as a potent tool for enhancing security
within the Digital Health Ecosystem. It equips organizations with the means to navigate this digital landscape
while inspiring trust among stakeholders, significantly contributing to the resilience of identity in the digital
health ecosystem.
1. Introduction

Electronic healthcare encompasses various components, including a
medical monitor Internet of Things (IoT) device like a wearable smart
healthcare device, along with electronic health records (EHRs). A wear-
able device monitors health activities, for example, a fitness watch can
measure blood pressure, heart rate, step count, and blood oxygen level.
EHRs contain sensitive healthcare information, such as treatment plans,
diagnoses, and test results. To provide timely, accurate, and better
healthcare service, healthcare data is accessed and shared among all
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stakeholders involved in the healthcare ecosystem, including doctors,
healthcare service providers, and healthcare research institutes.

As stakeholders regularly engage with the public, it becomes crucial
to establish a reliable and verifiable decentralized identity that fosters
trust. In the realm of identification, trust typically pertains to the confi-
dence and belief that an individual, system, or business can be trusted
to accurately and securely handle an individual’s or organization’s iden-
tity information. To achieve this, the ecosystem must ensure integrity,
authentication, authorization, and privacy preservation, collectively
forming a foundation for a trusted and resilient identity establishment.
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Identity establishment is a significant challenge in the digital era.
For example, recent incidents regarding a fake doctor at Bankstown
Hospital in Australia [1] and Missouri [2] have raised considerable
alarm in the medical community. In light of the pandemic, there is
a shift to online medical services [3–7] all over the world, hence
wearable device data and EHRs are crucial for remote monitoring.

The EHRs from hospitals, wearable devices, and clinical data within
different countries are fragmented on healthcare servers. The cur-
rent setup involves centralized systems managed by a central identity
provider with complete control over user identity credentials and ser-
vice access. In contrast, federated identity management systems allow
users to utilize a single identity for seamless authentication across dif-
ferent service providers, eliminating the need for separate credentials
at each provider’s end. As an example, we can utilize the creden-
tials from our email account to log in to other service providers,
eliminating the need to create an entirely new set of credentials.
However, existing literature, such as [8–12] mainly concentrates on
healthcare service providers, overlooking the potential risks to patient
data. In this context, privacy protection laws imposed by governmen-
tal regulatory bodies, such as the Health Insurance Portability and
Accountability Act (HIPAA) and General Data Protection Regulation
(GDPR), are essential for regulating the healthcare industry. However,
these laws are not sufficient to establish the right to privacy [13].
Healthcare data breaches and unauthorized information disclosure are
major concerns [14]. Digital trust [15], interoperability, access control,
and privacy are critical elements of the Self-Sovereign Identity (SSI)
ecosystem which requires establishing the digital identities as well as
the personas for this particular context [16]. In SSI, the owner can
manage the attribute that defines their identity and have control over
who can gain access to the identity credentials by using a decentralized
identifier (DID) and cryptographically verifiable credentials (VC).

In the existing work [17–19], privacy is mainly referenced to ses-
sion data. Even though attribute-based identity privacy is considered
in [20,21], the proposed work could further improve by generating
the codeword based on the cryptographically proven claims in the
verifiable credentials. As in the SSI ecosystem, the user credentials
and private keys are stored in the software agent called a wallet.
If the wallet is lost, the user loses their identity-defining verifiable
credentials and private key. A seed word-based and guardianship model
is being proposed in the existing work [22,23]. The guardianship model
relies on a third party for key recovery. The seed word-based recovery
mechanism is ineffective as it is not easy to remember seed words after
ten long years. Hence, the proposed work aims to ease the process of
decentralized key management, which is user-centric.

In the proposed work, the different stakeholders involved in health-
care, including doctors, patients, hospitals, clinics, and research in-
stitutes, are identified and provided with verifiable credentials (VC)
that offer cryptographic proof of their qualifications, citizenship, em-
ployment, and medical licenses. These VCs, along with decentralized
identifiers (DID) and blockchain technology [24], are utilized to es-
tablish decentralized identities for all stakeholders and ensure the
decentralization of both identity and health records. Within the pro-
posed work, a tailored credential schema is meticulously constructed,
and finely tuned to cater to the nuances of the healthcare ecosystem. In
a significant stride towards safeguarding user privacy, the framework
introduces compound proofs. These proofs intricately weave together
claims extracted from diverse verifiable credentials. This integration is
achieved using predicate-based zero-knowledge proofs, establishing an
unyielding shield of privacy around user data.

Additionally, a pivotal advancement takes shape in the form of a
trust score computation mechanism. This feature imbues the identity
establishment process with heightened confidence. The trust score is
meticulously calculated based on the repertoire of credentials possessed
by stakeholders. This computation effectively aligns the verifiable at-
tributes of stakeholders with predefined benchmarks, offering a tangi-
ble and quantifiable measure of trustworthiness within the healthcare
2

Fig. 1. Use case depicting the need for access policies to ensure privacy in healthcare.

identity framework. To enhance user privacy, the proposed approach
separates identity from electronic health records (EHRs) and defines
access policies at the attribute level using smart contracts.

The motivation for the proposed work is elucidated by the use case
scenario illustrated in Fig. 1. The usage of digital healthcare IoT systems
presents a significant challenge in identifying the user of the device
and the entity accessing confidential healthcare information [25]. With
the ongoing pandemic, remote monitoring using medical sensor devices
and digital healthcare systems has become increasingly prevalent. The
wearable sensor device automates the collection, storage, and analysis
of medical data, aiding in the diagnosis process [26]. The medical
sensor device connected to the patient could be owned by either the
patient or the hospital where the patient receives healthcare services.
Access policies regulate access to medical sensor data and digital health
records. Multiple stakeholders may have an interest in accessing this
data, including consulting doctors, nurses, referred doctors, healthcare
research institutes, and governmental agencies. Consider the following
scenario: Nurses, Doctors 1 and 2, work at Healthcare Service Provider
1, while Doctor 3 works at Healthcare Service Provider 2. A patient is
consulting Doctor 1, an orthopedic surgeon, and also regularly seeing
Doctor 2, a psychiatrist. A nurse is assigned to the same ward as the
patient. In a digital healthcare system, several concerns arise:

• Identity establishment: To establish trust in participants’/
stakeholders’ identities in the healthcare ecosystem.

• Credential/key management: Owner-centric key management sys-
tem.

• Access Management: To safeguard data privacy, it is imperative
that Doctor 1 is granted access solely to the ortho database. The
stakeholders’ access levels must be determined based on their
respective roles, and different levels of access permission must be
defined for Doctor 1 and the nurse, as per our use case scenario.
Policies must define Doctor 3’s access rights to the patient data
when the patient is referred to him. Since various patients use the
Medical sensor device at different times, it is crucial to consider
the context when deciding on access. To ensure patient privacy in
all the above scenarios, the proposed work incorporates a hybrid
model that considers stakeholders’ roles, attributes, and owner
consent when defining access policies. Moreover, access to the
system must be restricted when an unauthorized user tries to gain
access, as is the case with medical device hacking [27], which
poses a grave threat to human life.
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1.1. Contribution

The research work leverages emerging concepts such as decentral-
ized identifiers (DID), verifiable credentials, zero-knowledge proofs,
and blockchain technology to tackle challenges associated with identity
establishment, user privacy, and decentralized key management and
security threats in the healthcare domain without compromising data
security. The proposed work makes significant contributions in the
following areas:

• The proposed approach aims to bolster user privacy and dy-
namic access control within the healthcare sector by establishing
a mapping between verifiable credentials and derived creden-
tials. Verifiable credentials consist of claims regarding the user’s
identity, and our proposed work involves amalgamating these
claims from diverse user-verifiable credentials to create a code-
word based on their combinations. The resulting collection of
claims, distinguished by a unique codeword, is referred to as de-
rived credentials. Notably, the integrity and authenticity of these
claims are collectively substantiated through compound proof,
a cryptographic demonstration that underscores the legitimacy
of claims originating from multiple verifiable credentials. More-
over, the proposed approach advances the reliability of identity
by introducing trust score computation, this trust score offers a
tangible metric of trustworthiness within the healthcare identity
framework, thereby strengthening the very foundation on which
identities rest.

• The proposed research introduces a novel decentralized key re-
covery algorithm tailored for stakeholders in the healthcare do-
main. This algorithm incorporates concepts including Shamir se-
cret key sharing, Lagrange interpolation, and induced PIN-based
diffusion to distribute private keys among a designated group
of users. Moreover, to authenticate the user during the recovery
phase, the proposed work employs a commit and reveal scheme
utilizing Pedersen’s commitment. The novelty of the algorithm
lies in the PIN-based diffusion performed where the key owner
using the PIN can authenticate themselves at different trustees
which eases the process of recovery where the user needs to
remember only their PIN while recovering.
In the existing social recovery method the user needs to either
rely on the third party for the recovery [28] or using the social
recovery has to authenticate themselves using the digital signa-
ture/ password [29,30] and a separate public, the private key is
maintained for each trustee, hence to recover one key the user
has to manage multiple keys which is cumbersome. The proposed
approach ensures user-friendly, robust, and secure key recovery
while maintaining the decentralized nature of the system.

• The proposed model harnesses the modularization capability of
the Fabric blockchain to enable effective isolation and confiden-
tiality in communication. Additionally, it leverages smart con-
tracts to implement fine-grained attribute access policies specif-
ically designed to address the unique requirements of the health-
care domain. Importantly, these policies ensure data privacy re-
mains a top priority, safeguarding sensitive information within
the healthcare ecosystem.

• The proposed framework’s security is verified through a compre-
hensive threat modeling and security analysis. The threat model
is constructed using the Owasp Dragon tool. The threat modeling,
mitigation strategies, and security analysis ensure its resilience to
potential threats and instill confidence in its application.

The remainder of the paper is organized as follows: Section 2
escribes related work undertaken within the healthcare system to
anage identity and access. In Section 3, the methodology proposed for

dentity establishment and access management in the healthcare system
s described, followed by the implementation and result in Section 4,
nd Section 5 covers the security analysis followed by a conclusion.
3

2. Literature review

This section examines related work in the field of healthcare with
or without the use of the SSI ecosystem and recent research in the area
of key recovery and access management.

In a centralized healthcare identity management system, the patient
is dependent on the service provider to verify their identity, resulting
in minimal control or authority over their personal data. To address
this limitation, various authentication methods have been proposed,
including OTP or biometric-based authentication [31], two-factor au-
thentication [32], and three-factor-based authentications [33], aiming
to identify stakeholders and enhance security measures.

Centralized identity management systems require centralized iden-
tity providers to issue identities and maintain the trust factor associated
with those identities. These additional factors of authentication are
not sufficient to eliminate identity theft, masquerading, and phishing
attacks.

MedRec, an Ethereum-based decentralized healthcare record sys-
tem [34], faces challenges such as stakeholders bearing the computa-
tion costs for proof-of-work consensus and the lack of a patient-centric
approach to record handling. To address these issues, a study [35]
proposed an authentication mechanism to identify patients within the
hospital network. However, this approach relies on the participation
of multiple stakeholders to validate transactions and incurs costs per
transaction due to its reliance on a public blockchain.

In the work presented in [36], the primary focus of this work was on
validating the vaccination certificate, where the identity of individuals
is established through the creation of an account on uport and manual
verification of their physical ID once the vaccination is completed or
their test result is available. The vaccination certificate is represented
in the form of a QR code, which is digitally signed by the healthcare
service provider and then approved by the holder through a counter
signature. This process ensures the authenticity of both the certificate
holder and the issuer. In the event of the user losing the key to their
wallet, they rely on uport for recovery. In the proposed work, the key
recovery process is centered around the user and has been designed to
simplify the recovery procedure.

In the healthcare system presented by [37], stakeholder identities
are linked to their respective Ethereum addresses. COVID-19 records
are securely encrypted and stored in the cloud. To access these records,
requestors must provide specific attributes to the service provider.
The service provider then grants the requestor an intermediate pa-
rameter and private key, which enables them to access and decrypt
the records. However, successful decryption is only possible if the
presented attributes match the access policy. To maintain data integrity
and immutability, a blockchain is employed. It serves as an immutable
ledger for patient and hospital identifiers, public keys, and revocation
statuses. To further enhance the security of these frameworks [36,37],
the proposed work aims to authenticate the healthcare provider’s iden-
tity using a compound proof generated from the claims made using
credentials from multiple issuers. This additional layer of verification
strengthens the overall system’s integrity. Additionally, the research
introduces a novel approach for key recovery, focusing on a user-
centric PIN-based social recovery method, which adds an extra layer
of protection and convenience for users while ensuring a reliable and
user-friendly experience for individuals.

The work presented in [7] introduces a blockchain-based framework
for sharing clinical data. This architecture utilizes public key cryptog-
raphy to verify users’ identities. The user’s public key is stored in an
immutable ledger on the blockchain, establishing their identity, while
the corresponding private key is employed for authentication purposes.
To enable data sharing, a temporary pointer to the data is stored on the
blockchain. When sharing the data, it is encrypted using the requester’s
public key and digitally signed by the clinician, ensuring authentica-
tion. However, a limitation of this approach is that only clinicians can

initiate data sharing, leading to a lack of user control. To enhance trust
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Table 1
Literature pertaining to identity establishment.

Paper/ Parameter Blockchain SSI Authentication Ease ZKP Single proof Compound proof Privacy Integrity

[31] × × 3rd party IDP ∼ × × × × ×
[32] × × Physical ID+

Password+
Smart card

× × × × × ×

[33] × × Physical ID+
Password+
Biometric

× × × × × ×

[34] Public ∼ Public key+
SSN+
Blockchain account
address

✓ ✓ ✓ ✓ ∼ ✓

[35] Public ∼ Account address ✓ × × × ∼ ✓

[36] Private ✓ Physical ID+
Blockchain account
address

✓ ✓ ✓ × ✓ ✓

[37] Private ∼ Password+
Blockchain account
address

✓ × ✓ × ∼ ✓

[38] Permissioned × Password+
Biometric

× × ✓ × ✓ ✓

[39] × × Credential provided
during registration

✓ × × × ∼ ×

[7] Public × Public key
cryptography

∼ × × × ✓ ✓

[12] Public permissioned × MAM ∼ × × × ∼ ✓

Proposed work Permissioned ✓ VC based ✓ ✓ ✓ ✓ ✓ ✓

∼ represents partially considered.
in user identity, the inclusion of verifiable attributes of the user could
be considered. The work [12] illustrates a method for ensuring secure
access to healthcare activity data. This method leverages the Masked
Authenticated Messaging extension module protocol, which is backed
by IOTA’s distributed ledger capability. Enhancing trust in the authenti-
cation process could be achieved through the incorporation of verifiable
credentials. These credentials enable cryptographic verification of each
claim made by a user.

Most of the research work is focused on patient-centric access.
The Ayushman Bharat Digital Mission (ABDM) was launched by the
Ministry of Health and Family Welfare in India [3,40]. ABDM assigns
a unique identifier called an ABDM number to each patient. During
registration, a link to download a Personal Health Record (PHR) is sent
to the mobile device. The user can access their health records via the
PHR app and give consent to share records. The doctor is identified by
the record stored in the ABDM directory. In ABDM, doctors’ creden-
tial verification is done manually. Medilinker is a patient-centric SSI
model [9]. Patients can present their government-issued ID at the clinic
for their first verifiable healthcare ID. With the obtained healthcare
ID, the patient’s demographic information can be verified at any clinic.
Medilinker allows the patient to give consent to what data they wish to
share with the requestor. The proposed work could improve Medilinker
further by involving various stakeholders in the healthcare domain and
providing verifiable identities for each stakeholder as well as further
enhancing the controlled disclosure of information based on patient
consent.

My Health Record by the Australian government provides secure
online health records [5]. Users can manage their health information
through My Health Record. Patients control who has access to their in-
formation. Healthcare professionals registered with My Health Record
can access a patient’s records. Trust in the identity of stakeholders could
be a major concern in ABDM, Medilinker, and My Health Records.

A scheme for user authentication and identity management is pre-
sented in [38] using SSI. Biometric information is used to establish a
user’s identity. Healthcare systems must protect the privacy of their
users. Researchers conducted a survey to investigate the potential of
blockchain technology to manage identity in patient health records [8].
The survey aims to explore the benefits of integrating centralized
and decentralized systems and how SSI-based systems could enhance
4

privacy within the healthcare industry. In the work [41], a proxy re-
encryption method is employed to delegate authority using a smart
contract and digital signature. It is noted that role-based access control
is defined in the work [39], however, identity management and privacy
issues related to user identity and healthcare data are not addressed.

Inefficient referral systems lead to a delay in patient care and
ineffective service usage of doctors and hospitals as mentioned in
work [46]. In a study conducted at the University Hospital of Southern
California in Denmark, referral practices were examined and found
to be inefficient as shown in work [47]. The organizational structure
and the types of care provided play a role and further investigation is
needed to facilitate the process and better utilize the resources.

Table 1, compares the proposed work with recent work in identity
establishment, taking into consideration factors such as blockchain
platform use, self-sovereign identity (SSI), authentication mechanism,
ease of use, Zero Knowledge Proofs (ZKPs) of the claims made by
the user, single and compound cryptographic proofs, identity and data
privacy and integrity of data. According to the table, × stands for not
covered, and ∼ stands for partially done.

The privacy of user identity is a crucial concern in sharing in-
formation. In the work [19,48], the focus is on session data privacy
rather than user identity. To address this issue, [17] proposes an
attribute-based scheme that discloses information only to users who
satisfy attribute predicates. In the smart city environment, [20] uses
Unicode generated through user attributes as a privacy measure for user
identity. However, further improvements can be made by incorporating
a codeword, as proposed in the SSI-based models presented in [18,22],
to enhance access control and trust in the system. The paper referenced
as [49] introduces a blockchain-based identity solution that incorpo-
rates provable claims and enables Zero-knowledge proofs. However,
the paper lacks in-depth information about the management of these
credentials. The work discussed in [28] presents two key recovery
mechanisms. The first scheme is a multi-agent-based key recovery, and
the second scheme is a collusion-resistant proxy encryption scheme. In
both schemes, users are required to depend on a third party for key
recovery services.

The work in [22] proposes a guardianship model for key recovery,
where users rely entirely on a third party for key recovery. How-
ever, the mechanism to recover the key if it is lost is not taken into
consideration in [17,20,21,48], and [22].
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Table 2
Key recovery process in the existing IDM system.

SL IDM Recovery process Observations

1 [42] 1. Using Shamir Secret Sharing (SSS) scheme split, encrypt and share the private key with
recovery delegates.

2. When the device/key is lost, generate a temporary encryption key pair on a new device.
3. The delegate contact DID document using a temporary public key.
4. Encrypt the key share using the temporary public key and share it with the user.

1. Dependency on the thirdparty.
2. Ease of use.
3. Limits user-centric IDM.

2 [43] 1. It employs a three-factor recovery strategy.
2. A user must have access to their mobile number, email account, phrase, and scanned

document.
3. A service provider can retrieve the unique salt value after the user provides proof that

he or she has access to the above assets.
4. The user’s new device will be provided with information allowing it to retrieve their

identity information.

3 [44] 1. Using another registered device, revoke the permissions of the lost device.
2. Revoke all private keys associated with the device.
3. The registered device will become the primary device.

4 [45] 1. If a phone is lost, the permissions can be revoked using a centralized keyshare server.
2. The expiration date for credentials will be short.

*IDM= Identity Management, SP= Service Provider.
Table 3
Literature pertaining to access control.

Paper Blockchain Fine grained access Use centric IoT Privacy

[50] × × × ✓ ✓

[51] × ✓ × × ✓

[52] ✓ ✓ × ✓ ✓

[53] ✓ ✓ × ✓ ∼
[54] ✓ ✓ × ✓ ∼
[55] ✓ ✓ × ✓ ✓

[56] × ✓ × ✓ ∼
Proposed work ✓ ✓ ✓ ✓ ✓

∼ represents partially considered.
The work presented in [29,30] introduces a key recovery algorithm
ased on the Shamir secret sharing scheme. In the work [29] approach,
he need for reliance on a third party is eliminated. Instead, the user
an divide the key into shares, and for each share, a pair of public and
rivate keys is generated. The key owner then digitally signs each share
nd encrypts them using the public keys of each key escrow. During
he recovery phase, Lagrange interpolation is employed to retrieve the
riginal key.

In this scheme, to recover the key, the user would traditionally need
o manage several sets of temporary keys for digital signatures, which
an be cumbersome. In [30], the user generates the password for each
hare which is again difficult to remember. However, the proposed ap-
roach in this work utilizes PIN-based induced diffusion to streamline
he process of social key recovery, making it more user-friendly.

Table 2 summarizes a popular existing identity management system,
ts key recovery process, and its observations.

Access control systems play a crucial role in providing controlled
ccess to data based on policy constraints defined for access, regardless
f identity or device. Inadequate policies in such systems have led to
ecurity breaches in more than 150,000 IoT devices [18,57,58].

Polymorphic encryption was employed in [50] to ensure data in-
egrity and authenticate entities in an E-Healthcare system. However,
he study lacked a fine-grained and user-centric access control mech-
nism. In contrast, a fine-grained access control system was proposed
n [51] for an E-Healthcare cloud system, but the work did not focus
n user-centricity.

In [52], an access control system was designed without using access
ontrol lists or user roles. Access decisions were made based on the
ttributes that the requestor possesses, although the use of the AES 128
lgorithm resulted in significant overhead.

Blockchain technology was utilized to extend organization-based
ccess control in [53], but the work did not support access policies at
5

granular level. In contrast, a fine-grained access control mechanism
for IoT ecosystems based on smart contracts was proposed in [54]
using private permissioned Hyperledger Fabric blockchains. However,
the work utilized a Kafka service for ordering transactions, which is
slower than the Raft ordering service.

An access control system was proposed in [55] using the Raft proto-
col for ordering services and ABAC for fine-grained access management.
However, the work did not allow controlled ownership in which data
owners can decide which attributes to reveal and when to apply Zero
Knowledge Proof(ZKP).

Table 3 summarizes recent work in access control systems, includ-
ing the proposed work. The table compares parameters such as the
blockchain platform used, granular access control to data owners, IoT
devices, and identity and data privacy protection.

3. Methodology

This section presents a healthcare model based on self-sovereign
identity (SSI). The primary objective is to offer an overview of the SSI-
based healthcare ecosystem, accompanied by a comprehensive frame-
work for building trust in health identity and preserving data privacy.
To achieve this, smart contracts are utilized to define access policies
tailored to each stakeholder involved. Furthermore, a decentralized key
recovery mechanism is introduced, which ensures secure and reliable
key retrieval.

3.1. Identity establishment

To demonstrate commitment to trustworthiness and compliance
with data protection regulations, the proposed work is based on an
alpha version 2 prototype for the United Kingdom digital identity
and trust framework [59]. The healthcare trust frameworks, as de-
picted in Fig. 2, could be overseen by government regulation agencies,
quality compliance regulators, and medical councils to monitor com-

pliance, performance, and scheme management. The scheme owner is
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Fig. 2. Trust framework for healthcare ecosystem.

comprised of both public and private healthcare providers who must
agree to standard digital identity and attribute rules. The contractual
agreement can be used to establish liability between service providers.
Research institutes, healthcare providers, and insurance agencies may
participate in the trust framework for healthcare.

The identity service in the proposed healthcare system is based on
self-sovereign identity (SSI) created by the Aries-Askar wallet, which
is designed to be used by Hyperledger Aries agents. The Hyperledger
Aries toolkit is primarily used to manage cryptographically verifiable
credentials. According to the proposed healthcare system, attribute
service providers are essentially issuers as mentioned in Table 4, who
issue credentials containing evidence of different claims relating to the
user’s identity to the user.

In the proposed healthcare system, orchestration service providers
are healthcare providers, whose role is to ensure secure data sharing
within the healthcare trust framework. Healthcare service providers
use decentralized ledger services such as Hyperledger Indy and Hy-
perledger Fabric to manage identity and medical data transactions
respectively. Two separate ledgers are used to ensure user privacy.

A scheme owner manages access control, and granular rules are
defined that include user consent as an attribute before accepting any
access request from the parties relying on the scheme. The scheme
owner is responsible for overseeing the entire healthcare trust frame-
work, including compliance with regulations, performance, and scheme
management. The proposed healthcare system aims to promote trust in
healthcare by ensuring the security and privacy of users’ medical data
through the use of SSI, decentralized ledger services, and access control
mechanisms.

The system architecture proposed for the healthcare identity frame-
work utilizes decentralized ledger services such as Hyperledger Indy
and Hyperledger Fabric to oversee identity and medical data trans-
actions. Within this framework, each credential issuer adheres to a
specific schema for issuing credentials. This schema encompasses essen-
tial details about the credentials, including the issuance date, authority,
validity period, issuer’s signature, and the issuer’s decentralized identi-
fier (DID). Additionally, the schema incorporates attributes that serve
as the foundation for claims made within the credentials. To ensure
security and efficiency, the verifiable credentials are signed using the
ED25519 public key signature scheme, known for its swift signing
and verification processes, compact signature size, and robust security
measures.
6

Data owners have the capability to issue temporary credentials as
tokens of consent, granting access to their data. With these credentials,
owners have control over which attributes are disclosed and can em-
ploy Zero Knowledge Proof protocols to convey information without
revealing sensitive details. To facilitate the verification process of these
credentials, the permissioned blockchain platform, Hyperledger Indy,
is utilized. It stores the credentials, schemas, and decentralized identi-
fiers (DIDs) of both issuers and patients. Additionally, the blockchain
maintains a credential revocation list, ensuring information regarding
revoked credentials is readily available. Verifiable credentials can be
stored securely in wallet software, such as Askar, on the owner’s mobile
device. Alternatively, they can be managed by the cloud agent Aries
Cloud Agent (ACA) on behalf of the owner, providing flexibility in
storage and management options.

The proposed framework empowers credential holders, like Dr.
Stacy, to have control over attribute disclosure from the credentials
issued by entities such as NMC, SPMEA, and the data owner as shown
in Fig. 3. With this control, the holder can determine the appropri-
ate instances to employ Zero Knowledge Proof protocols, ensuring
cryptographic proof for all claims made. The framework allows the
selection of individual claims from a single credential or a combination
of claims from multiple credentials, enabling the presentation of a
single or compound proof to the verifier, thus substantiating the claims
effectively.

𝑦 = 𝑥𝑧

𝑧 = 𝑙𝑜𝑔𝑥𝑦
Discrete Logarithm Problem (1)

𝑐 = 𝑎𝑚 Pedersen commit (2)

In the proposed work, each credential comprises multiple claims. To
sign these credentials with multiple claims, the Camenisch-Lysyanskaya
(CL) signature scheme is employed. The CL signature scheme is rooted
in the Discrete Logarithm Problem and Pedersen Commitment, denoted
by Eqs. (1) and (2) respectively. In these equations, ‘y’, ‘z’, and ‘a’
represent members of a large discrete group. Eq. (2) showcases the
commitment ‘c’ for the message ‘m’, initially transmitted to the receiver,
and subsequently revealed for verification at a later stage. The adoption
of CL signature schemes ensures selective disclosure of attribute values,
maintaining the privacy of the credential holder.

3.2. Access control

In this work, an attribute is defined as a set of elements consisting
of the subject, resource, permission, and context. The subject can have
various attributes that define their identity. For instance, in the case of
Dr. Stacy, attributes can include her name, qualifications, and the name
of the clinic she owns. The resource denotes the specific type of data
that the subject is attempting to access within the healthcare system.
Examples of resources include patient health records or data collected
by medical sensor devices. These resources may include information
such as device ID, MAC address, owner’s decentralized identifier (DID),
heart rate, blood oxygen levels, blood pressure, medications, and more.
The permission element signifies the specific read or write permissions
granted to the holder for accessing the data. Lastly, the context element
captures the duration of data accessibility and the event that triggered
the request for access.

Once the credential holder has been authenticated with crypto-
graphic proof, the next level of security in the proposed system is access
management. Attribute-based access control (ABAC) mechanisms are
employed, granting access based on specific attributes. These attributes
may contain actual values or information derived through Zero Knowl-
edge Proof (ZKP) protocols. ABAC consists of several functional points.
The Policy Enforcement Point (PEP) interprets access requests and
enforces the access decisions made by the Policy Decision Point (PDP).
In this work, access control policies are derived from smart contracts
and leverage information provided by the credential holder. The user
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Fig. 3. System architecture for the proposed model.
Table 4
Representation of credentials.
SL.No Credential Issuer Represents

1 Identity document VC Government Authority Demographics, identity and citizenship
details.

2 Guardian VC Legal authority Temporary credential to manage
health record.

3 Health history VC Healthcare service provider, Past medical history, allergies, family
history, psychological illness and
nutritional status of the patient.

4 Insurance VC Insurance agency either government
or private Insurance plan and cover subscribed by

the patient.
5 Hospital referral VC Healthcare service provider Patient’s current medical condition

and the type of medication and tests
administered.

6 Hospital/clinic Bill VC Healthcare provider Medicare bill
7 Identity document VC Government authority Residence and citizenship details.
8 Education VC Medical university Medical qualification.
9 License VC Designated authority License needed to practice medicine or to setup a

clinic or hospital.
10 Employment VC Employer Work status.
11 Illicit record check VC Legal authority Criminal background check status.
12 Patient consent VC Patient Patient consent to view their medical

data
13 Quality compliance VC Government recognized quality

compliance authority Quality compliance status of clinic/hospital.
14 Patient Bill Information VC Patient Patient’s consent to view their medicare bill
wallet (Askar) or the cloud agent (Aries Cloud Agent) acts as the Policy
Information Points (PIPs), contributing relevant data to the access
control process. To ensure accountability, access requests are stored as
transactions on the Hyperledger Fabric decentralized ledger using the
7

RAFT service. This approach facilitates traceability and transparency in
the access management process.

As an integral component of the proposed work, the modularization
feature of Hyperledger Fabric is employed. This feature facilitates the
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creation of separate channels, each with its own distinct set of chain-
code containing smart contracts that define access policies. To enhance
management, security, and reduce the number of policies/rules needed
while maintaining robust access authorization, the following set of
rules/policies have been identified:

• Role membership rule: This policy defines the required attributes
that a user must possess to obtain membership in the role. It is
represented as a boolean function that evaluates whether the rule
is satisfied or not. If the rule is satisfied, the function returns ‘1’;
otherwise, it returns ‘0’.

• Parameterization rule: Based on this policy, users are granted
access to resources that align with the verified attributes they
present.

• Class rule: The rule defines the specific attributes that a user must
possess in order to be classified within a particular category.

• Context rule: Access decisions are made based on the user’s access
to resources within the given context. The decision to grant or
reject access is determined by rules that consider the attributes
of the user, the context, and the specific resource involved.

• Delegation rule: Delegation rules are classified into two cate-
gories: patients and healthcare providers. In situations where
there is an emergency, a patient has the ability to designate an
individual to manage their health records temporarily. However,
for long-term delegation, distinct policies are necessary. On the
other hand, in the case of healthcare service providers, delegation
is associated with changes in management responsibilities.

Algorithm 1 Generate codeword
Generatecodeword(** details):
E=details[NrOfEntity]
Nr of entity: E
𝑁𝑟𝑂𝑓𝐵𝑖𝑡𝑠=𝐶𝑒𝑖𝑙𝑖𝑛𝑔(𝐸∕2)
𝐸𝑆𝑒𝑞 = 𝑎𝑝𝑝𝑒𝑛𝑑(0, 𝑁𝑟𝑂𝑓𝐵𝑖𝑡𝑠)
for 𝑗 ← 0 to 𝐸 − 1 do

𝐸𝑐𝑜𝑑𝑒[𝑗]=𝐸𝑆𝑒𝑞
𝐸𝑆𝑒𝑞=𝑁𝑒𝑥𝑡𝑆𝑒𝑞(𝐸𝑆𝑒𝑞)
𝐶=𝑑𝑒𝑡𝑎𝑖𝑙𝑠[𝑗].𝑙𝑒𝑛𝑔𝑡ℎ
𝑁𝑟𝑂𝑓𝐵𝑖𝑡𝑠=𝐶𝑒𝑖𝑙𝑖𝑛𝑔(𝐶∕2)
𝐶𝑆𝑒𝑞 = 𝑎𝑝𝑝𝑒𝑛𝑑(0, 𝑁𝑟𝑂𝑓𝐵𝑖𝑡𝑠)
for 𝑘 ← 0 to 𝐶 − 1 do

𝐶[𝑗][𝐾]=𝐶𝑆𝑒𝑞
𝐶𝑆𝑒𝑞=𝑁𝑒𝑥𝑡𝑆𝑒𝑞(𝐶𝑆𝑒𝑞)
𝑆𝐶=𝑑𝑒𝑡𝑎𝑖𝑙𝑠[𝑗][𝐾].𝑙𝑒𝑛𝑔𝑡ℎ
𝑁𝑟𝑂𝑓𝐵𝑖𝑡𝑠=𝐶𝑒𝑖𝑙𝑖𝑛𝑔(𝑆𝐶∕2)
for 𝑚 ← 0 to 𝑆𝐶 − 1 do

𝐶[𝑗][𝐾][𝑚]=𝑆𝐶𝑆𝑒𝑞
𝑆𝐶𝑆𝑒𝑞=𝑁𝑒𝑥𝑡𝑆𝑒𝑞(𝑆𝐶𝑆𝑒𝑞)

end for
end for

end for

Codewords are generated to represent the combination of claims
used in presenting credentials. The algorithm utilized for codeword
generation is outlined in Algorithm 1 and its structure is depicted in
Fig. 4. The initial bits of the codeword indicate the type of entity
involved, such as e1, e2, and e3, representing entities like doctors,
healthcare service providers, etc. This is followed by the context and
sub-context in which the verifiable credential (VC) is issued.

In cases where claims are derived from multiple contexts, the pre-
sented context codeword is a sequence of each context divided by
an underscore. For instance, if the entity ‘‘doctor’’ has a codeword
of 000, and claims are from three contexts (e.g., education (00), cit-
izenship (01), and work details (11)), the resulting codeword will be
000_00_01_11.
8

Fig. 4. Codeword generation structure.

The combination of the entity and context codeword forms a code-
word for derived credentials (DC). A DC comprises claims derived
from multiple VCs. By utilizing a codeword, the privacy of the entity
is maintained as specific details are concealed within the codeword,
simplifying the implementation of access control mechanisms.

The user/entity identity is given a trust score based on the VC issued
by identity providers to improve the ecosystem’s trust as the identity
is established based on the claims made in the VC. A trust level is
calculated to measure how trustworthy the entity is. In a given context,
such as education, the accreditations attained by the education institute
are compared to the standard accreditations set. Eq. (3) represents the
trust score calculation used for the context. As shown in the equation,
𝑛 represents the number of accreditations considered in the context,
𝐴𝑖𝑤 represents the weight assigned to each accreditation where 𝑖 is the
accreditation sequence number and 𝑤 is the weight assigned to it, and
𝐼𝐴𝑖𝑤 means the total weight given to all accreditations considered in
the context.

𝐴𝐶𝑠𝑐𝑜𝑟𝑒 =
𝑛
∑

𝑖=1

𝐴𝑖𝑤
𝐼𝐴𝑖𝑤

∗ 100 (3)

The Eq. (4) represents the trust score(𝜙) computation for the entity.
When calculating the entity trust score, the context used to establish
the identity is taken into account. For example, if the doctor is an
entity, then citizenship, educational background, and work history are
considered to establish identity. 𝑃𝑖 denotes the percentage weightage
assigned to each context in the equation, and 𝑚 represents the number
of contexts considered to establish identity.

𝜙 =
𝑚
∑

𝑖=1
𝐴𝐶𝑖,𝑠𝑐𝑜𝑟𝑒 ∗ 𝑃𝑖 (4)

To illustrate, trust scores are computed for demonstration purposes
by assigning significance to each Verifiable Credential (VC), denoted
as 𝛼𝑖. The standard VC count for an entity ranges from 1 to 𝑛, and the
entity’s VC possession ranges from 1 to 𝑚, where 𝑚 ⩽ 𝑛. Eq. (5) indicates
how the cumulative significance(𝛤 ) is obtained for the standard VC
given in Table 5. The weight for each VC(𝛽𝑖) is calculated using Eq. (6)
and the obtained values are represented in Table 5. Using the assigned
weight for each Verifiable Credential (VC), trust scores based on VC
significance(𝜙) are calculated, taking into account the quantity and
nature of VCs held by the entity as shown in Eq. (7). This trust score
mechanism helps to increase trust in the entity’s identification and
authenticity.

𝛤 =
𝑛
∑

𝑖=1
𝛼𝑖 (5)

𝛽𝑖 =
𝛼𝑖

∑𝑛 (6)

𝑖=1 𝛼𝑖
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Table 5
Table representing weight calculation for VC.

Entity Standard VC set 𝛼𝑖 𝛤 𝛽𝑖
Doctor Identity document(vc1) 4.01

22.34

0.179
Medicine degree(vc2) 4.77 0.213
License to practice(vc3) 4.82 0.215
Illicit record check(vc4) 4.43 0.198
Employment(vc5) 4.31 0.192

Patient

Identity document(vc1) 4.14

17.59

0.235
Health history(vc2) 4.7 0.267
Health insurance(vc3) 4.31 0.245
Guardian(vc4) 4.44 0.252

Healthcare Service center
Registered(vc1) 4.62

14.11
0.327

License to operate(vc2) 4.73 0.335
Compliance with quality standards(vc3) 4.76 0.337

Research center
Registered(vc1) 4.56

13.88
0.328

License to operate(vc2) 4.55 0.327
Compliance with quality standards(vc3) 4.73 0.340

Insurance agency
Registered(vc1) 4.60

13.77
0.334

License to operate(vc2) 4.50 0.326
Compliance with quality standards(vc3) 4.67 0.339
𝜙 = (
𝑚
∑

𝑖=1
𝛽𝑖) ∗ 100 (7)

As stated in the contribution section the proposed work focuses on
decentralized key recovery. However, sharing private keys even over
the secure channel is not safe; it is therefore recommended to use
derived keys in place [60].

3.3. Key recovery

In Fig. 5, the sequence of the activities of entity registration is
shown. An entity first installs a wallet application to store its verifiable
credentials and private key in the SSI-based system. A user initiates
the registration process by submitting mobile or email-based OTP or
biometric data to the service agent or a combination of both. The
service agent could be the service provider of the wallet. Following
authentication, the service agent asks the user for the four-digit PIN in
order to recover the key in the future. The registration process involves
the service agent providing a private DID for communication. The
entity generates a public and private key and a private DID to commu-
nicate with the service agent. It also provides DIDs for social trustees.
According to the proposed system, trustees could be parents, siblings, or
close friends. Trustees receive information about requests from service
agents. Upon acceptance, the biometric data, email, mobile number,
PIN, and trustees’ DIDs will be encoded and stored off-chain by the
service agent. A notification is sent to the entity about the trustee’s
acceptance. Afterward, the entity generates derived keys and sends
each key along with the Pedersen commit to a different trustee.

SSI-based identity management systems store credentials in a wallet,
and the owner can add new credentials to a wallet over time. Conse-
quently, a wallet backup is necessary to restore the wallet content if the
owner loses the wallet; hence, in the proposed system, the Algorithm
2 outlines the steps involved in sharing the wallet content. First, the
wallet owner needs to encrypt the wallet content using the public key
𝑃𝑢𝑅𝐴 and divide it into 𝑁 pieces. 𝑁 represents the number of trustees
to maintain the backup data. Then, before transmitting, the data is
encrypted using the public key 𝑃𝑢𝐴𝑖 of the trustee. Fig. 6 illustrates
the flow of the proposed share wallet data algorithm.

Algorithm 3 shows the steps behind sharing the key with the
trustees. In Fig. 5 the registration process is explained. Once the entity
authenticates itself to the service agent using PIN and OTP or biometric
data, the process of sharing the recovery key starts. Firstly the four-digit
PIN is hashed with the SHA256 algorithm and XOR with the private key
𝑃𝑟𝑅𝐴. The result of XOR is shifted left circularly(𝐶𝐿𝑆) to improve the
security level, where each digit of PIN represents the number of bytes
9

Fig. 5. Sequence diagram for entity registration.

Algorithm 2 Share wallet data

ECC equation 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏
(𝑃𝑢𝑅𝐴, 𝑃 𝑟𝑅𝐴) ← 𝐾𝑒𝑦𝐺𝑒𝑛
Let 𝑆𝐴 = 𝑤𝑎𝑙𝑙𝑒𝑡(𝑑𝑎𝑡𝑎)
𝐶𝐴 ← 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑆𝐴, 𝑃 𝑢𝑅𝐴)
Input 𝑁
(𝑛0, 𝑛1, 𝑛2, ...., 𝑛𝑁−1) = 𝐶𝐴∕𝑁
for 𝑖 ← 0 to 𝑁 − 1 do

𝑃 [𝑖] ← 𝑛𝑖
𝑆𝑖 ← 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑃 [𝑖], 𝑃 𝑢𝐴𝑖)

end for
Share (𝑆0, 𝑆1, 𝑆2, .....𝑆𝑁−1) to trustee
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Fig. 6. Flowchart for the proposed share wallet data algorithm.

to be shifted, and after each shift, the first byte is toggled. The Shamir
secret sharing algorithm is used where the output of 𝐶𝐿𝑆 is stored in
the initial coefficient 𝐶0 of the chosen polynomial. Depending on the
number of trustees, distinct 𝑦𝑖(secret) values are calculated. Finally, to
authenticate the entity during key recovery, the Pedersen commit 𝑥 is
applied. The combination of encoded commits 𝐶𝑚𝑟 and 𝑦𝑖 are sent to
the trustees. The flowchart in Fig. 7 illustrates how a proposed share
recovery key algorithm works.

The trustee-based key recovery mechanism is depicted in Fig. 8. Key
recovery is initiated by contacting the service agent. The service agent
authenticates the entity using the PIN and OTP or biometric data stored
during registration. The service agent retrieves the entity’s updated
device ID and the trustee DID on successful authentication and notifies
the trustees about key recovery. The trustee who wishes to engage in
the key recovery process sends an authentication request. Through the
sharing of the commit, the entity establishes itself. The participating
trustee shares the derived key with the entity after successful authenti-
cation. It is then possible for the entity to regenerate the recovery key
if the number of participating trustees exceeds the threshold value. The
threshold value is determined by the polynomial degree selected during
the key sharing process.

The Algorithm 4 represents the trustee-based key recovery process.
By revealing the commit 𝑥, 𝑟 to the trustee, the entity authenticates
itself. Upon successful authentication, the trustee sends the derived key
𝑦𝑖 to the entity, which then uses Lagrange interpolation to obtain the
encoded recovery key. Circular right shift (𝐶𝑅𝑆) is used on the encoded
key based on the PIN sequence, and the first byte is toggled on each
shift. To recover the key, 𝐶𝑅𝑆 output is then XOR with the hash of the
PIN.

The flowchart for the Algorithm 4 is presented in Fig. 9. This
algorithm considers circular shift, toggle, and XOR operations, due to
their reversible properties, which are essential for key recovery. In
order to ensure the confidentiality of the key, hashing, and Langrage
interpolation are used, while Pederson commit is used to authenticate
the user at the time of key recovery.
10
Fig. 7. Flowchart for the proposed share recovery key algorithm.

4. Implementation and result

The proposed work is executed on a Windows 11 system with 16 GB
of RAM and an AMD Ryzen 7, 5800H processor. The infrastructure
setup utilizes Ubuntu 18.04 as the operating system. To ensure porta-
bility, flexibility, and easy configuration of the docker containers, the
von-network is operated using Docker images and docker-compose.
Open-source software tools such as git bash, npm, and node are em-
ployed in this work. Git bash enables the execution of Linux commands
within the Windows environment. The npm package manager and
node framework are utilized as dependencies. The Hyperledger Aries
toolkit is leveraged to interact with the Indy test network. Specifically,
the Python version of the Aries Cloud Agent is employed to create
schemas for issuers and manage end users’ credentials. For privacy
and performance reasons, Hyperledger Fabric, a permissioned private
blockchain, is chosen over Ethereum. It provides enhanced data privacy
and better overall performance for the proposed work.

The proposed system utilizes Von-network, a Hyperledger Indy test
network, which is used to store issuer DIDs, credential schema, and
credential definitions which are then used for verification of the issuer.
Transactions related to medical data access requests are stored in
Hyperledger Fabric. Through the use of a separate ledger for managing
identity and healthcare data access, better privacy is ensured for users.
Fig. 12 illustrates the time required to establish the necessary infras-
tructure for identity management. It is observed that it takes 11.15 s
to start von-Network, activate the Aries cloud agent in 5.08 s, publish
the schema, and register the DID on the ledger in 8.95 s, 0.06 s to
create invitations. This invitation is used to connect with other agents
within the ecosystem. Once the infrastructure is set up, the issuer
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Algorithm 3 Share Recovery Key

ECC equation 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏
Public: 𝑝, 𝑞
(𝑃𝑢𝑅𝐴, 𝑃 𝑟𝑅𝐴) ← 𝐾𝑒𝑦𝐺𝑒𝑛
𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒([𝑃𝐼𝑁,𝑂𝑇𝑃 ]∕𝑏𝑖𝑜𝑚𝑒𝑡𝑟𝑖𝑐)
𝐻𝐴 ← 𝑆𝐻𝐴256(𝑃𝐼𝑁)
𝐻 ′

𝐴 ← 𝐻𝐴 XOR 𝑃𝑟𝑅𝐴
PIN ← Input(4 digit passcode)
for 𝑖 ← 0 to 4 do

𝑑[𝑖] ← 𝑒𝑥𝑡𝑟𝑎𝑐𝑡(𝑃𝐼𝑁)𝑖
𝐻𝐴 ← 𝐶𝐿𝑆(𝐻 ′

𝐴, 𝑑[𝑖])
𝐻 ′

𝐴 ← 𝑇 𝑜𝑔𝑔𝑙𝑒(𝐻𝐴, 1)
end for
Choose prime p
Input 𝑛, 𝑘 ∈ 𝑁, 𝑙 ≤ 𝑘, 𝑥𝑖, 𝑦𝑖 ∈ 𝑍∕𝑝𝑍, 1 ≤ 𝑖 ≤ 𝑙
𝑥𝑖 are pairwise distinct
Choose polynomial coefficients: C ∈ (𝑍∕𝑝𝑍)[𝑋] of degree ≤ k-1
𝐶0 ← 𝐻 ′

𝐴
Generate polynomial C(X)
𝐶(𝑋) = 𝐶𝑘−1𝑥𝑘−1 + 𝐶𝑘−2𝑥𝑘−2 + ..... + 𝐶2𝑥2 + 𝐶1𝑥 + 𝐶0
Compute 𝑦𝑖 = 𝐶(𝑖), 1 ≤ 𝑖 ≤ 𝑛
Select 𝑞 such that 𝑞 divides 𝑝 − 1
𝑔 is a generator of multiplicative group 𝑍𝑝

∗

𝑎 ← 𝐻𝑎𝑠ℎ(𝑃𝐼𝑁)
if 𝑎 ≠ 𝑝𝑟𝑖𝑚𝑒 then

𝐶ℎ𝑜𝑜𝑠𝑒𝑁𝑒𝑎𝑟𝑒𝑠𝑡𝑃 𝑟𝑖𝑚𝑒(𝑎)
end if
ℎ ← 𝑔𝑎 mod 𝑝
𝑟 ← 𝐶ℎ𝑜𝑜𝑠𝑒𝑁𝑒𝑎𝑟𝑒𝑠𝑡𝑃 𝑟𝑖𝑚𝑒(𝐻𝐴𝑆𝐻(𝑃𝐼𝑁)mod 𝑞)
Commit: 𝑥 ∈ 𝑍𝑞
𝐶𝑚𝑟 ← 𝑔𝑥ℎ𝑟 mod 𝑝
Distribute 𝐶𝑚𝑟, 𝑦𝑖 to trusted entity

Algorithm 4 Decentralized key recovery

ECC equation 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏
Public: 𝑝, 𝑞
𝐶𝑜𝑚𝑝𝑢𝑡𝑒(𝐻𝐴, 𝑎, 𝑟)
Reveal: 𝑥, 𝑟 to receiver
Verify:
if then𝐶𝑚𝑟 = 𝑔𝑥ℎ𝑟 𝑚𝑜𝑑 𝑝

Collect: 𝑦𝑖, 𝑘 ≤ 𝑖 ≤ 𝑛
Apply: Lagrange interpolation on 𝑦𝑖
Compute: 𝐶(0) =

∑𝑘
𝑖=1 𝑦𝑖

∏𝑘
𝑗=1𝑖≠𝑗

𝑥𝑗
𝑥𝑗−𝑥𝑖

𝐻 ′
𝐴 ← 𝐶0

PIN ← Input(PIN)
for 𝑖 ← 0 to 4 do

𝑑[𝑖] ← 𝑅𝑒𝑥𝑡𝑟𝑎𝑐𝑡(𝑃𝐼𝑁)𝑖
𝐻𝐴 ← 𝑇 𝑜𝑔𝑔𝑙𝑒(𝐻 ′

𝐴, 1)
𝐻 ′

𝐴 ← 𝐶𝑅𝑆(𝐻𝐴, 𝑑[𝑖])
end for
𝐻𝐴 ← 𝑆𝐻𝐴256(𝑃𝐼𝑁)
𝑃𝑟𝑅𝐴 ← 𝐻𝐴 XOR 𝐻 ′

𝐴
end if

agents can issue credentials to the requestor. The observed connection
time is 0.2 s. After a successful connection, the issuer can issue a
cryptographically verifiable credential comprising one or more claims.
The issued credentials will have a validity period that could vary from a
few hours to a lifetime. The time taken to issue such credentials is 0.7 s.
The requestor can then use the acquired credentials to authenticate
their identity. It is done by presenting proof containing claims from one
credential or a compound cryptographic proof containing claims from
11
Fig. 8. Sequence diagram for key recovery.

Fig. 9. Flowchart for the proposed decentralized key recovery algorithm.

multiple credentials. The observed time for single proof presentation
and verification is 0.72 s and 0.82 s for compound proof presentation,
as shown in Fig. 13. The attributes are selectively disclosed based on
the preferences of the requestor/user/holder when providing the proof,
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Fig. 10. Analyzing the performance of record insertion transactions in the proposed
and existing systems.

Fig. 11. Analyzing the performance of record access transactions in the proposed and
existing systems.

and for a few of these selected attributes, the Zero Knowledge-based
predicate method is used. The proposed project enhances ecosystem
security through the integration of a dual-layer security approach. In
the initial layer, verifiable credentials are employed to authenticate
claims, while in the second layer, individuals seeking data access are
required to possess an x.509 certificate issued by the organization’s
certificate authority. Unlike most existing approaches, which typically
employ either verifiable credentials or x.509 certificates, our approach
combines both for heightened security. The performance of the pro-
posed work for access control management is analyzed by integrating
the Hyperledger Caliper tool with Hyperledger Fabric. There are two
organizations with two peers each, a RAFT ordering service is used the
benchmark round is set to 4, the Transaction Per Second (TPS) is set
to 50 during the test [54,55], and the transaction count varies from
10, 20, 30, . . . , 100, 200. The results of the average transaction send
rate, latency, and CPU utilization are shown in Table 6. As shown in
the table, the throughput for the send rate is quite good, the maximum
CPU utilization is less than 13 percent, and the maximum latency is not
more than 8.5 s.

Figs. 10 and 11 present the latency comparison of the proposed
work with the work presented in [54,61]. Fig. 10 illustrates a com-
parison of maximum, minimum, and average latency for the insert
record transaction across varying concurrent user counts from 10 to
200. Similarly, Fig. 11 presents a latency comparison for the fetch
record transaction. As depicted in the figures, the proposed approach
outperforms existing methods.
12
Fig. 12. Infrastructure setup (in seconds).

Fig. 13. Time taken to connect, issue and verify credential(in seconds).

In the proposed solution, transaction ordering is achieved through
the Raft service, enabling multiple organizations to manage orders and
define policies. These ordered transactions can become part of the sub-
network referred to as a channel, thereby supporting decentralized
ordering services. In contrast, the Kafka ordering service relies on the
third-party ZooKeeper and operates in a centralized manner.

In addition to establishing identity through compound proof for
claims in verifiable credentials and implementing smart contract-based
access policies for data within the Fabric network, the project also
introduces a key recovery algorithm for wallet keys. Credentials for the
proposed key recovery algorithm are stored in a JSON file in the wallet,
so they must be encrypted before being shared with trustees. The 𝑥-axis
of Fig. 14 represents the size/number of claims in the credentials, and
the 𝑦-axis represents the time it takes to encrypt and decrypt them,
which indicates that 64 claims can be encrypted and decrypted in less
than 0.25 s. The proposed algorithm relies on trustees to recover keys,
so a time estimate for encrypting/encoding the credentials to be shared
with ‘n’ trustees is shown in Fig. 15, where ‘n’ is selected from 4, 6, 8
and 10. For encoding 10 trustees, the performance is approximately 1 s.
A user must use a PIN in order to share a secret, Fig. 16 shows how long
it takes to generate a hash code (SHA(256)), secret, and commit for an
‘n’ digit PIN, where ‘n’ can be 4, 6, 8, and 10. Fig. 17 shows the result
of key recovery(Recovery) and commit reveal(E_secret) for ‘n’ digit
PIN. The time taken to perform the proposed key share and recovery
algorithm is less than 0.5 s (excluding encoding time). The key recovery
method outlined in the research has distinct advantages over existing
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Table 6
Performance metric generated using Caliper for Fabric.

Send rate Max latency (s) Min latency (s) Avg latency(s) Throughput(TPS) CPU% (max) CPU% (avg)

Insert record 94.99 2.16 0.10 0.34 89.16 7.05 4.87
Query/access
single record

429.34 0.02 0.002 0.01 429.13 12.22 7.95

Query/access
multiple record

8.48 8.27 0.24 6.95 8.42 2.80 1.23
Fig. 14. Performance of encoding wallet data for ‘n’ number of claims.

Fig. 15. Performance of encoding for ‘n’ number of trustees.

approaches [22,28,43–45]. Unlike methods that depend on third parties
for recovery, or those lacking a user-centric approach, or the somewhat
cumbersome social recovery method employed by the work presented
in [29,42], the proposed approach offers a streamlined solution. In this
approach, the Pederson commitment is used to authenticate the user,
simplifying the key recovery process for end-users who only need to
remember a PIN, ensuring an easier and more user-friendly experience
without relying on the third party for the key recovery process.

5. Security analysis

The proposed algorithm is verified for secrecy and security breaches
using the threat model designed using the modeling tool OWASP threat
dragon [62,63].

In the envisioned healthcare ecosystem, a comprehensive threat
model, illustrated in Fig. 18, has been devised to safeguard the con-
fidentiality and accuracy of sensitive healthcare information and stake-
holder identities. The involved parties, including doctors, patients,
hospitals, government agencies, insurance companies, and research in-
stitutes, utilize verifiable credentials obtained from a trusted authority.
13
Fig. 16. Performance of the proposed key sharing algorithm.

Fig. 17. Performance of the proposed key recovery algorithm.

The computation of a trust store further enhances the credibility of the
identity.

For a more detailed insight, refer to Table 7, which outlines the
primary threat actor like a credential forger, external attackers, and
insiders with malicious intent followed by the principal threat cate-
gories like spoofing, tampering, information disclosure, and elevation
of privilege and their impact on the healthcare ecosystem are recog-
nized within the proposed framework and the corresponding strategies
enacted to mitigate these potential risks. Table 8 displays symbols along
with their corresponding descriptions. These symbols are utilized in
Eqs. (8)–(19).

Mitigation Strategy:

• Authentication: In order to address impersonation and prevent
unauthorized access, the authentication process relies on the
presentation of claims in the form of verifiable credentials. These
credentials are digitally signed by both the trusted issuer and
the credential owner, ensuring their authenticity. In the event of
key recovery, the proposed work employs a PIN-based Pedersen
commitment scheme to authenticate the user. During recovery,
the user is required to disclose the committed message associated
with the derived key share. This layered approach ensures a
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Fig. 18. Threat model for the proposed model.
Table 7
Threat mapping and mitigation strategy for the proposed work.

Threat actor Category Threat Impact Mitigation strategy

Credential
Forger

Spoofing Impersonation of
stakeholder identity

1. Unauthorized access to healthcare data
2. Unauthorized access to derived key

1. Authentication using VC
2. Credential proof contains digital
signature of owner and issuer
3. Commit is used to authenticate user
during key recovery

External attacker Tampering Data manipulation 1. Tampering VC schema
2. Tampering healthcare access transaction

Blockchain based integrity check

Information
disclosure

1. Unauthorized
data access
2. Compromised key
recovery

1. Exposure to sensitive healthcare data
2. Exposure to sensitive identity data
3. Exposure to wallet key

1. Encryption of data
2. Smart contract based access policy
3. Zero knowledge-based data sharing
4. Shamir secret share and PIN based
social recovery

Insider with
malicious intent

Elevation of
Privilege

Unauthorized
Escalation

Unauthorized access to sensitive data Smart contract policy based on role and
attribute access control
Table 8
Symbol and their description.

Symbol Description

𝐶̄ The collection of credentials owned by the holder
{𝑉 𝐶1 , 𝑉 𝐶2 , 𝑉 𝐶3 ...𝑉 𝐶𝑛} Verifiable credential issued by issuer 1, issuer 2, . . . .issuer n
(𝑐11 , 𝑐21 , 𝑐31 ...𝑐𝑚1) Denotes an assertion within the verifiable credentials issued by Issuer 1
𝐷𝑆1 Represents issuer 1 digital signature
𝑆𝐾1 Represents issuer 1 private key
P(𝑐11) Represents proof of claim 𝑐11

𝑆𝐾 Represents the owner’s private key
𝐷𝑆 Denotes the owner’s digital signature
𝑉 𝑃 Verifiable presentation containing proof of claims from different verifiable credentials
𝐷𝑆2 Represents issuer 2 digital signature
𝐻(𝑏𝑛) Hash of 𝑛th block
𝑃𝑟𝑒𝑣_𝐻𝑎𝑠ℎ𝑛−1 Hash of 𝑛 − 1𝑡ℎ block
𝑇 𝑟𝑛 𝑛th block transactions
𝜂𝑛 Nounce of 𝑛th block
𝐶𝐿𝑒𝑥𝑝𝑖𝑟𝑦 Clinic License expiry date
𝐶𝑑𝑎𝑡𝑒 Current date
{𝑟1 , 𝑟2 , 𝑟3 ,… ..} Represents role membership requirements
{𝑝1 , 𝑝2 , 𝑝3 ,… .} Represent policies to grant access to the resources
{𝑐𝑙1 , 𝑐𝑙2 , 𝑐𝑙3 ,… .} The rule specifies the attributes that a user must have to be part of a specific class
{𝑐𝑡1 , 𝑐𝑡2 , 𝑐𝑡3 ,… .} Establishes a rule for accessing a resource within a provided context
14
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secure and reliable authentication process.

𝐶̄ = {𝑉 𝐶1, 𝑉 𝐶2, 𝑉 𝐶3...𝑉 𝐶𝑛} (8)

where 𝑛 represents the number of 𝑉 𝐶𝑠

𝑉 𝐶1 = {(𝑐11, 𝑐21, 𝑐31...𝑐𝑚1), 𝐷𝑆1} (9)

where 𝑚 represents the number of claims

𝐷𝑆1 = {𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑐11, 𝑐21, 𝑐31...𝑐𝑚1), 𝑆𝐾1} (10)

𝐷𝑆 = {𝐸𝑛𝑐𝑟𝑦𝑝𝑡(P(𝑐11),P(𝑐31),P(𝑐32)), 𝑆𝐾} (11)

𝑉 𝑃 = {(P(𝑐11),P(𝑐31),P(𝑐32)), 𝐷𝑆,𝐷𝑆1, 𝐷𝑆2} (12)

As depicted in Algorithm 3, {𝐶𝑚𝑟 ← 𝑔𝑥ℎ𝑟 mod 𝑝} symbolizes the
act of committing and disseminating the commit 𝐶𝑚𝑟 and the
resulting derived key 𝑦𝑖 to a trusted entity as part of the key
sharing process. Here, 𝑖 signifies the identifier of the trustee.
The strength of this commitment relies on the discrete logarithm
problem.

• Integrity: To guarantee the integrity of both verifiable credentials
and healthcare data access transactions, the proposed work relies
on an immutable ledger. Hyperledger Indy is utilized for man-
aging identity credentials, while Hyperledger Fabric is employed
to oversee access transactions. This ensures a secure and tamper-
proof environment for maintaining the integrity of crucial data
and transactions.

𝐻(𝑏𝑛) = 𝐻𝑎𝑠ℎ(𝑃𝑟𝑒𝑣_𝐻𝑎𝑠ℎ𝑛−1 + 𝑇 𝑟𝑛 + 𝜂𝑛) (13)

• Minimal Data Disclosure and Confidentiality: When verifying cre-
dentials, the proposed work implements predicate-based Zero
Knowledge Proofs(ZKP) using CL signature scheme [64]. This
approach allows for conveying sensitive information without ac-
tual data exposure. As an example, individuals have the ability
to provide assertions regarding their clinic license status while
safeguarding specific particulars. To establish a predicate-based
Zero-Knowledge Proof (ZKP) concerning clinic license status, the
software agent employed by the clinician undertakes the fol-
lowing steps: It selects a random value 𝑝, computes 𝑔𝑝, and
determines ℎ𝐶𝐿𝑒𝑥𝑝𝑖𝑟𝑦 where 𝑔 and ℎ denote the group generators.
Subsequently, the agent shares the values 𝑔𝑝 and ℎ𝐶𝐿𝑒𝑥𝑝𝑖𝑟𝑦 with the
verifier. The clinician’s software agent then crafts a signature 𝑠̃
using the private key 𝑆𝐾. The verifier’s task involves validating if
𝑔𝑠̃.𝑃𝐾𝐶𝐿𝑒𝑥𝑝𝑖𝑟𝑦 confirms the commitment, alongside confirming the
stipulation 𝐶𝐿𝑒𝑥𝑝𝑖𝑟𝑦 > 𝐶𝑑𝑎𝑡𝑒. Importantly, data remains encrypted
during transmission, and credentials are further encrypted and
securely maintained within the wallet via the utilization of the
private key 𝑆𝐾.
To enhance confidentiality, the work employs a combination of
Shamir’s Secret Sharing and PIN-based diffusion techniques to
derive keys as shown in algorithm 3 and 4. Table 9 presents the
comprehensive analysis of the proposed algorithms 3 and 4. This
approach safeguards the confidentiality of keys, ensuring secure
access. Additionally, fine-grained access policies are defined to
regulate data access. Only users who meet specific access criteria
are permitted to access the data, reinforcing confidentiality and
minimizing unnecessary data exposure.

𝑅𝑜𝑙𝑒𝑟𝑢𝑙𝑒 = {𝑟1, 𝑟2, 𝑟3......} (14)

𝑃𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛𝑟𝑢𝑙𝑒 = {𝑝1, 𝑝2, 𝑝3......} (15)

𝐶𝑙𝑎𝑠𝑠𝑟𝑢𝑙𝑒 = {𝑐𝑙1, 𝑐𝑙2, 𝑐𝑙3.......} (16)

𝐶𝑜𝑛𝑡𝑒𝑥𝑡 = {𝑐𝑡 , 𝑐𝑡 , 𝑐𝑡 ......} (17)
15

𝑟𝑢𝑙𝑒 1 2 3
𝐷𝑎𝑡𝑎𝑎𝑡𝑡𝑟 = {𝑑1, 𝑑2, 𝑑3...........} (18)

𝐷𝑚𝑖𝑛 = {{𝑑1, 𝑑3, 𝑑6}|{𝑟1𝛬{𝑝2𝛬𝑝3}𝛬𝑐𝑙1𝛬{𝑐𝑡2∥𝑐𝑡3}}} (19)

Referring to the illustration provided in Eq. (19), the access
requester obtains permission to access the data attributes 𝑑1, 𝑑2, 𝑑3
solely if certain conditions are met.
These conditions encompass fulfilling the membership require-
ment for the role 𝑟1 adhering to the parameterization stipulations
𝑝2, 𝑝3, being a member of class 𝑐11, and satisfying either context
rule 𝑐𝑡2 or 𝑐𝑡3. This meticulous arrangement ensures that the
principle of data minimization is upheld.

• Preventing Unauthorized Privilege Elevation: While user identity
is authenticated through credentials, access to requested data is
subject to adherence to the policies specified in the smart con-
tract. This ensures that even with authenticated credentials, users
must fulfill contract-defined criteria to gain access, effectively
preventing unauthorized privilege elevation.

Conclusion

The Identity Resilience and key recovery-enabled framework is
specifically tailored to the healthcare sector, aiming to foster trust,
uphold privacy standards, and ensure the secure handling of sensitive
healthcare data through the implementation of a self-sovereign identity
framework. This framework empowers individuals by placing control
over their data in their hands. By incorporating digital technologies
such as verifiable credentials, smart contracts, and blockchain technol-
ogy, the system brings notable benefits to healthcare. The crucial aspect
of trust in identity verification is imbibed into the framework. The fine-
grained access control enabled by the system ensures robust privacy
protection for healthcare users, safeguarding their sensitive data. The
proposed owner-centric identity management ensures the security of
users’ credentials. This not only enhances data security but also sim-
plifies the recovery process in case of loss or compromise, without
relying on any third party for recovery assistance. The ecosystem is
validated for security breaches and is capable of safeguarding sensi-
tive identity and healthcare information. By enforcing controlled and
authorized access, the system contributes to maintaining the privacy
and confidentiality of healthcare information. Moreover, the frame-
work incorporates selective disclosure of attributes and predicate-based
zero-knowledge proof, which significantly enhances privacy protection
measures. This advancement ensures that only necessary information
is shared, preserving the privacy of individuals while enabling the
exchange of relevant healthcare data.
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Table 9
Comprehensive analysis of the proposed Key recovery algorithm.

Description Security measures & rationale Analysis

PIN Complexity Enhanced security through increased PIN digits, thwarting brute
force attacks

4-digit PIN: 10,000 possible combinations

SHA-256 Hashing Robust collision and preimage resistance, safeguarding hash
integrity

Hash length: 256 bits

Collisions unlikely due to immense search space Number of attempts needed for 50% collision chance:
∼2^128

XOR & Iterations Multi-layered obfuscation, ECC private key prerequisite for
reverse-engineering

ECC key length: 256 bits

Shamir Secret Sharing with
AES

Preventing unauthorized key recovery through threshold-based
distribution of encrypted shares

Threshold: 5 shares, requiring 5 shares for ECC private
key recovery and AES encryption enhances confidentiality

Langrange Interpolation Secure ECC key reconstruction, enforcing share threshold Share threshold: 5 shares
Prevents key reconstruction with fewer shares, enhancing
security

Minimum shares required for ECC private key
reconstruction

Pedersen Commitment(PIN
based) & Secure Hash

Concealing shared key values Encrypted the shared derived key using AES
Hides share values, preventing leakage during distribution
Resistance to discrete logarithm problems adds complexity to
attacks

Attacker faces discrete log difficulty in breaking PIN
based commitment
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