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Abstract

Ransomware classification is crucial, and the main issue with ransomware is that misclassification
can have devastating effects compromising valuable data and causing significant monetary loss
to organisations. In addition to damaging businesses and individuals, ransomware is a malware
type that is evolving rapidly, with new families and variants constantly appearing; this can lead to
misclassifications by detection systems. Modern detection systems have moved away from heuristic
detection methods and use more flexible approaches such as machine learning. Machine learning is
an effective way to detect malware; therefore works well when detecting ransomware. Concept drift
occurs in machine learning systems; this implies that the statistical properties of the target variable
have changed either suddenly or over time. Concept drift is a notable weakness of a machine-
learning malware detection system. Concept drift suggests the machine learning algorithm’s rules
and principles have become outdated; this phenomenon can represent ransomware evolution. The
concept drift phenomenon represented by ransomware evolution presents a significant challenge for
Machine Learning intrusion detection systems because of the inevitable degradation of classification
models. This thesis proposes FeSAD, a ransomware detection framework designed to counteract
the concept drift in ransomware; this is achieved by combining statistical properties of ransomware
and benign data with feedback from the classifier to make a reliable classification under concept
drift. The FeSAD framework has a feature selection algorithm for systems expected to have concept
drift. In addition, there are drift detection and adaptation components to deal with concept drift.
The feature selection layer is a proactive solution that generates feature sets that will remain robust
over time, and the drift layer is a reactive measure that allows a detection system to reliably and
accurately classify samples that show concept drift. The FeSAD framework is designed to work
with most machine learning algorithms and is tested under various concept drift scenarios with
ransomware and benign files from different distributions; each distribution is defined by the year
of release. The FeSAD framework was tested with random forests, multi-layer perceptrons and a
Bayesian network and achieved strong results by maintaining a detection rate close to 90% in all
concept drift scenarios. The FeSAD framework’s strong detection results under concept drift also
show that it prolongs the lifespan of a machine learning classifier by maintaining a high detection

rate across different ransomware distributions.



Chapter 1

Introduction

Ransomware is a significant threat in the cyber security space, and its attack methodology ensures
its impact can be damaging and lasting. Ransomware encryption techniques ensure its victims
cannot decrypt their data unless the attacker has made an error; encryption scheme complexity
allows attackers to leverage victims, especially if they do not have sufficient backups. In most
cases, even if an organisation or individual has backups, the disruption caused by a ransomware
attack will cause delays and financial damage for businesses. Ransomware is a malware designed to
prevent or reduce user access to their system or files. Ransomware will come in the forms of Locker
Ransomware and Crypto Ransomware. Locker ransomware will display a lock screen that prevents
the victim from accessing their computers, often acting as law enforcement demanding monetary
payment in return for access to the computer. Crypto Ransomware will encrypt critical files on a
user’s system using complex encryption schemes and demand fees, usually on cryptocurrency, to
decrypt the victim’s files. In its history, ransomware has become more prominent, advanced and
destructive. The rise of ransomware has been attributed to many different factors since it first
appeared in 1989. The emergence of ransomware as a service has also increased the availability
of ransomware to potential criminals who are less technically gifted. CryptoLocker, CryptoWall
and Locky, offer this type of service with the variant CryptoWall alone, generating more than 320
million dollars in revenue during its lifespan (De Groot, 2017). The heavy expansion of Crypto
ransomware from 2014 onwards would have many variants going on to make hundreds of millions of
dollars in ransoms. Reports from early 2017 indicate total damages and profits from ransomware
reaching the 1 billion dollar mark (De Groot, 2017). The use of machine learning has become more
prominent in the field of ransomware research; the application of it in general malware detection
has also risen to prominence due to the unreliability of the traditional signature-based approaches
and the rapid evolution of malware. With malware often evolving and new versions of malware
families behaving differently from their predecessors, traditional approaches will find it more and
more difficult to detect them. Baig et al. outline malware creators’ methods to evade traditional
static detection methods. Writers of malware can use simple methods like modification of packed

executables to evade detection (Hwang et al., 2020).

1.1 Research Motivation

Inspecting the current landscape of ransomware and malware detection, as well as concept drift

research for malware detection, it appears there is a gap in the research for ransomware detection
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and concept drift adaption. Ransomware is a rapidly evolving malware type, one of the most
dangerous digital threats to individuals and businesses. There are currently many ransomware
studies and research papers available. The research into ransomware focuses on detecting and
identifying zero-day ransomware threats; however, the research seems to operate on the assumption
that zero-day ransomware will not behave in a way that could differ from current ransomware.
Current ransomware research also attempts to classify ransomware into their respective families and
explore how ransomware evades detection. Ransomware evading detection is explored by Olaimat
et al. and shows the different layers of difficulty in ransomware detection and how ransomware

attempts to mask itself.

We note through our review of existing research that no ransomware detection systems focus on
evolution and drift at every level. The types of concept drift discussed in the research background
section include feature change; therefore, features need to be robust to avoid becoming outdated
with a changing concept. The feature selection processes we have reviewed do not focus on creating
robust features that can last beyond the concept it is trained on. Due to the rapid evolution of
ransomware, the features a classifier uses can quickly become outdated. As concepts shift, the
features of the role play in identifying ransomware can also shift; features that were once important
can become unimportant; therefore, it is essential to choose features that have the best chance of

staying effective over time.

A large proportion of ransomware research does not consider concept drift; however, zero-day
detection is emphasised. FeSA highlights the difference between zero-day ransomware and ran-
somware that has evolved and shows concept drift behaviour; ransomware being zero-day can be
detected by a machine-learning detection system if its behaviour is in line with what the machine-
learning classifier expects. Ransomware becomes evolutionary and shows concept drift when it
behaves differently from what a classifier expects (Fernando & Komninos, 2022). Ransomware
detection that considers concept drift, such as the research proposed by Urooj et al., uses concept
drift detection but relies on retraining to adapt to concept drift. The Transcend and Transcendant
system proposed by Jordaney et al. and Barbero et al. uses multi-layered statistical approaches
to define class boundaries and concept drift detection methods. The Transcend and Transcendant
system is built to be feature-set and algorithm-agnostic to adapt to different domains and feature
types. The Transcendent system is built from the Transcend system and is a real-world imple-
mentation of the proof of concept Transcend system and is proven to be adaptable and robust
to different feature types and algorithms when detecting and rejecting samples showing adverse
concept drift. The Transcend and Transcendant solutions offer strong and reliable results when
detecting concept drift; however, there is no adaption to concept drift, and it relies on human

interaction and potential retraining for a classifier to adapt to concept drift.

The studies for general concept drift propose various detection metrics for concept drift that
could be applied to malware or ransomware detection; however, there is a lack of research that
trains machine learning algorithms to be robust when faced with concept drift. There is also a
lack of research into what lengthens the lifespan of machine learning algorithms while expecting
concept drift. Expanding the lifespan of a classifier helps avoid the need to retrain constantly.
While retraining will always be needed eventually, it is a costly process that involves the creation
of new datasets and the time and computational cost associated with retraining a model. In an
environment that presents evolving malware often, the computational and time cost of retraining
often is high, especially if that is the only defence against concept drift. Current ransomware and

malware solutions to concept drift involve continuous retraining once drift is detected; however, the
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retraining process could occur too late or once drifting samples have been misclassified. There is
too much at stake in the ransomware space to allow misclassification due to concept drift. Taking
the shortcomings of the current ransomware detection research into account, it is clear that there
needs to be a system designed with concept drift in mind at every level; this includes feature

selection, detection, adaption and retraining.
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1.2 Research Background

Ransomware is a malware type that restricts a user’s access to their files by locking a system or
encrypting user files. Crypto-ransomware restricts a user’s access by encrypting files, and locker
ransomware will lock a system to restrict a user’s access to files. Our research focuses on Crypto-
Ransomware, the most common and potent ransomware (Al-rimy et al., 2018). Ransomware
leverages users to provide attackers with monetary payment for the decryption keys to their files
(Richardson & North ., 2017). Payments for ransomware infections are usually in cryptocurrencies
to maximise the anonymity of attacks. Ransomware attacks create a power imbalance between the
attacker and the victim due to the attacker not having an obligation to pay (Urooj et al., 2021).
When attackers do not pay, a user is left with the consequences of paying a ransom and not getting
access to their files. Attackers may often be motivated to stick to their word of decrypting for
payment to encourage other victims to pay, as ransomware attacks can often target multiple users

and organisations (Olaimat et al., 2021).

Ransomware has seen a rapid evolution in the last decade; however, its roots can be traced
back to 1989 with the AIDS trojan; Joseph Popp distributed floppy disks that would scramble and
encrypt files names and would ask victims for a licensing fee (Waddell, 2021). The AIDS Trojan
was primitive but created the concept that would cause hundreds of millions of dollars of damage
across the world in the future. The first large-scale ransomware infection was CryptoWall (De
Groot, 2017) which infected 250,000 PC systems worldwide; this ransomware variant generated $3
million over its lifespan. CryptoWall used the ZeuS Botnet to propagate itself. The CryptoWall
operation was shut down in 2014 by multiple government agencies across continents. Since its initial
outbreak, multiple variants of CryptoWall have generated millions in revenue. The CryptoWall
outbreak was a sign that ransomware could be used to launch large-scale malware attacks to
generate large amounts of money in the form of ransoms. The WannaCry attack in 2017 is another
example of a large-scale ransomware attack that spread worldwide. WannaCry attacked 400,000
machines worldwide and caused severe disruption to the NHS in the UK (Brandon, 2017). The
attack was halted when a security researcher could purchase a domain hidden in the malware’s
source code that terminated it as soon as the domain was active. The attack on the NHS caused
damage to hospitals and GPs, with systems being down and patient records being inaccessible. The
WannaCry attack targeted out-of-date Windows XP installations and used a flaw in the Microsoft
Server Message Block to propagate. Despite the attack, the NHS was using thousands of machines
running Windows XP as recently as 2020 (Ten, 2021). Using out-of-date operating systems will
continue to create opportunities for attackers to exploit. The NHS cites financial and technical
constraints when justifying the continued use of Windows XP (Ten, 2021). The cost of upgrading
to Windows across the board is significant for an organisation, and the cost of replacing machines

that would not be able to support the upgrade to Windows 10 also needs to be taken into account.

Overall, the damages caused by ransomware passed the $1 billion mark in 2017 and have
significantly accelerated. Cyber Reason reports the ten most significant ransomware attacks of
2021, and the damages caused by these attacks surpass the global WannaCry attacks; this shows
how potent a threat ransomware is. The 2021 Darkside ransomware attack on the colonial pipeline
caused significant disruption when the Darkside ransomware gang attacked the IT systems of the
Colonial Pipeline Company; this attack caused significant disruption to a company responsible for
transporting over 100 million gallons of oil between New York and Texas (Winder, 2020). The

Kaseya ransomware attack leveraged a vulnerability in the Kaseya VSA software to launch an
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attack on users of this software and their downstream clients (Winder, 2020). Kaseya did not
directly pay the ransom; however, this attack caused significant damage to the company and their
clients. The Kaseya VSA software had multiple zero-day vulnerabilities that were not addressed
despite Kaseya being alerted to this by the Dutch Institute for Vulnerability Disclosure (DIVD).
The Sodinokibi ransomware attack on the electronics corporation Acer caused not only disruption
but also caused the leak of hundreds of sensitive documents related to the company’s financials.
The Sodinokibi attack showed that ransomware attacks could also lead to data breaches, and using
confidential data can also leverage victims into paying the ransom demanded.

Having discussed the impact of ransomware attacks, it is clear that ransomware can cause severe
damage to individuals and businesses. Ransomware can propagate in different ways, and how
ransomware propagates determines how scalable the attack is. The popularisation of ransomware
as a service (RaaS) has expanded the number of attackers with access to ransomware (Gomez-
Hernandez, 2018). Raas operates as a business; ransomware creators will sell the code for their
ransomware and allow their clients to use their infrastructure, such as their Command and Control
servers, to launch ransomware attacks (Gomez-Hernandez, 2018). The RaaS as a model will allow
clients to use code but will take a cut of the profits; therefore, the creators of the RaaS malware
will be able to make income through the infections propagated by their clients passively. The fees
for RaaS code can vary from as little as $39 for the Stampado ransomware to over $1000 for access
to ransomware like Locky. RaaS has expanded the ransomware space because it allows users with
little technical knowledge to use ransomware and make money with it.

Ransomware can be propagated through many vectors; this makes the detection challenge even
more significant as there are multiple patterns of behaviour to look for to isolate ransomware
attacks. The most common infection vectors include spam or phishing emails that trick victims
into opening malicious files (Zimba, 2017). Drive-by downloads from compromised web pages
allow attackers to execute malicious code on the victim’s machine without the victim’s consent.
Ransomware infection vectors can be more specific than common attacks such as phishing, drive-by
downloads or exploit kits; in the case of ransomware like WannaCry or Kaseya, the attack vectors
were specialised to the victim and targeted the victim, knowing exactly where the weaknesses were.
Kaseya’s VSA vulnerabilities or the SMB protocol vulnerability in Windows machines were zero-
day exploits, and attackers could leverage these exploits to attack high-value targets. Ransomware
infections have also gone beyond leveraging users’ files to get ransom payments.

Attackers have started using a technique known as double extortion (Kerner, 2021), which
involves encrypting data and exfiltrating stolen data to a separate location. After the exfiltration
of stolen data, the attacker will leverage the victim with the prospect of releasing sensitive data.
The Maze and REvil ransomware strains have been known to deploy double extortion tactics
aggressively (Kerner, 2021). A double extorsion attack crippled foreign exchange firm Travelex in
2020 with the encryption of over 5GB of data and the publication of sensitive customer information;
this attack cost the firm nearly 2000 jobs, and Travelex was forced into administration seven
months after the attack (Fearn, 2020). Looking at the patterns of attack we have seen thus far; it
is clear that ransomware has many vectors of attack, and the use of zero-day threats is prevalent in
ransomware attacks. Ransomware using zero-day attack vectors creates a daunting challenge for
businesses, as simply having systems patched and up to date may not be enough to avoid being
the victim of a ransomware attack.

Ransomware has also shown rapid evolution since its initial appearance in 1989 and shows no

signs of slowing down. New ransomware strains are detected daily, with SonicWall reporting up to
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2500 unique ones detected yearly and up to 38 new ransomware strains in 2018 (SonicWall, 2018).
2021 saw ransomware attack attempts almost double, with 623 million attacks, compared to 304
million in 2020 (SonicWall, 2020). In 2021 SonicWall recorded over 1000 new ransomware variants,
with the most dominant variant being Ryuk; the massive volume of attacks shows the spread and
popularity of ransomware increasing rapidly, with a variation in targets ranging between businesses
and individuals. The ransomware attack methodology has evolved, with triple extorsion attacks
being carried out (SonicWall, 2020). A Finnish psychotherapy company, Vestaamo, observed the
first known triple extortion attack with an attacker using the name ransomman using a double
extortion attack to leverage the company into paying a 40 bitcoin ransom to avoid the publishing
of sensitive data and decryption of their files. The attacker also used the privileged information
stolen to attempt to leverage clients of Vestaamo into paying fees of $240 to avoid their individual

patient information being leaked; this made this a triple extortion attack.

1.2.1 Ransomware Detection with Machine Learning Algorithms

Judging by the state of the ransomware horizon, it is clear that significant challenges are presented
to organisations to avoid ransomware infections. The constant evolution of ransomware and the
use of zero-day vulnerabilities means the detection of ransomware must be accurate and proactive.
There is a wealth of research in ransomware detection, and the most forward-thinking approaches
appear to be machine learning or deep learning-based approaches because of their ability to detect
ransomware that the classifier has not seen before in training. The machine learning approach
eliminates the reliance on heuristics and signatures and attempts to learn the behaviour of ran-
somware to detect ransomware that has not been seen before (Fernando et al., 2020). Sgandurra et
al. present an early detection system for ransomware that uses API calls and Logistic Regression
to detect a ransomware infection. The EldeRan system (Sgandurra et al., 2016) uses API calls to
monitor ransomware behaviour; this system can monitor ransomware during the earliest stages of
execution and analyse how the ransomware sample interacts with the Operating System. Urooj &
Maarof present an early detection system that attempts to detect ransomware in its pre-encryption
phase; the detection algorithm used for this system is Stochastic Gradient Descent. Urooj et al.
attempt to ransomware population drift as ransomware is a fast-evolving malware type; using
cryptographic APIs serves as a flag for ransomware about to start encryption (Urooj & Maarof,

2021) and constantly retrains to adapt to new ransomware.

The Ransomwall system (Shaukat & Ribeiro, 2018) uses a layered approach with a machine
learning detection engine using Gradient Tree Boosting; Ransomwall’s layered approach includes
feeding data from the different defence layers into the machine learning classifier. The RansHunt
system uses SVM to detect ransomware with static and dynamic data taken from honeypots (Hasan
& Rahman, 2017). RansHunt uses the data gathered for training to predict futuristic ransomware
behaviour and has a kernel tuned for ransomware. Daku et al. propose a ransomware detection
system that uses j48 decision trees (Daku et al., 2018) with dynamic behavioural features but
with no focus on ransomware evolution or population drift. Takeuchi et al. propose an SVM-
based approach for detecting ransomware; the classifier uses API calls for features involving the
ransomware’s execution (Takeuchi et al., 2018). The resilient machine-learning approach proposed
by Chen et al. attempts to evaluate the resilience of machine-learning detection systems using
adversarial learning (Chen et al., 2019). Seong et al. propose using API call sequences combined

with multiple machine learning algorithms (Seong et al., 2019); this system uses an approach which
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uses the frequency of feature appearance to distinguish between malware and benign files. The
work proposed by Zuhair et al. focuses on detecting zero-day ransomware strains and tracing
them back to their ancestral strains (Zuhair et al., 2020). The approach proposed by Zuhair et al.
stands out because they focus on detecting zero-day ransomware and identifying the ancestors of
the zero-day ransomware.

Manavi & Hamzeh propose an LSTM (Long Short Term Memory) with static features to de-
tect ransomware (Manavi & Hamzeh, 2021). LSTMs are a form of neural network; however, using
static features alone could pose an issue because of obfuscation techniques attackers can deploy.
Baek et al. propose an SSD-based ransomware detection system that monitors I/O patterns in
SSDs to detect ransomware. Baek et al. use I/O patterns and update after read I/0O flags to
detect ransomware. Dual Generative Adversarial Networks (Zhang et al., 2021) use GAN adver-
sarial networks to generate pseudo ransomware samples to strengthen a classifier. The adversarial
networks help train a ransomware classifier and allow it to distinguish between actual and pseudo
ransomware. Chakkaravarthy et al. propose an IoT ransomware detection system with a Social
Leopard algorithm; this research focuses on IoT devices which is a necessary avenue of research
because of the rapid expansion of IoT (Sibi Chakkravarthy et al., 2020).

1.2.2 Feature Selection

Feature selection algorithms are designed to identify valuable features in a feature set and disregard
useless features in a feature set; this can be done in various ways (Peker et al. 2015). The majority
of ransomware detection research uses a form of feature selection to optimise the feature set used
for detection. Concept drift can alter the significance of particular features making once-important
features and vice-versa; therefore, it is key to experiment with feature selection and identify how to
construct feature sets that can be resilient to concept drift. A genetic algorithm is a search heuristic
that takes Charles Darwin’s natural evolution theory (Fatima et al., 2019). This algorithm mimics
the process of natural selection, which will select the strongest to survive and produce offspring.
A genetic algorithm will apply this logic to a dataset and can be used to produce an optimal
feature set. The system proposed by Vivekanan et al. uses a genetic algorithm to produce an
optimal feature set for malware detection. A typical genetic algorithm will repeat its evaluation
and crossover phase, creating numerous features to obtain optimal features. This research uses a
genetic engineering approach to reduce the number of generations and features needed to produce
the optimal feature set, otherwise known as a feature set. The feature selection process is critical
as it increases a classifier’s efficiency while reducing complexity and dimensionality. The EACD
system proposes a genetic algorithm approach to combatting concept drift (Ghomeshi et al.).
This evolutionary algorithm is multi-layered with a base and a genetic layer; both layers act as
a natural selection mechanism to find the most robust feature set. Feature sets produced by
Genetic algorithms are proven to be resistant to drift and able to adapt quickly to new concepts;
however, they are not immune to being affected by concept drift therefore, they would make a
useful component of a detection system for drift but would need a supplemental component to

ensure adaptability to evolution and concept drift.
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1.2.3 Concept Drift

Concept drift is a phenomenon in machine learning classifiers where the relationship between
a sample’s attributes and classification changes over time (Gao et al., 2007). Concept drift is
formally defined as a change in P(x,y). The components of concept drift are P(x), the probability
component is the probability of x, and class label conditional probability P(y|x), is the probability
of y given x; the change of the joint probability can be better understood via the changes in either

of these two components (Gao et al., 2007).

The system proposed by Urooj et al. factors in population drift and addresses it by constant
retraining when a drifting sample is detected. The Transcend System proposed is a framework that
can work with any machine learning algorithm to output confidence values for predictions (Jor-
daney et al., 2017). The transcend system attempts to identify drifting samples and will retrain a
classifier with drifting samples to increase the detection rate. The transcend system relies on hu-
man intervention when analysing drifting samples. Kantchelian et al. combine human intervention
with machine algorithms to address concept drift in an adversarial machine-learning scenario; this
system tests adversarial learning as an evolutionary family of the training dataset. Web applica-
tion concept drift is addressed by Maggi et al. and uses anomaly detection to distinguish between
genuine changes in a web application and malicious changes; this system relies on retraining to
adapt to concept drift and reduce false-positive rates with retraining being carried out once con-
cept drift is detected (Maggi et al., 2009). Singhal et al. use the Heterogeneous Euclidean Overlap
Metric (HEOM) to detect concept drift in detecting malicious web URLs. The system combines
Gradient Boosted Trees with the HEOM measurement. The concept drifts detection component
of the system proposed by Singhal et al. measures the distances between the data distribution
between the old training data and the new incoming data. The distance between the training set
and the newer data is calculated using the HEOM. The malicious URL detection system attempts
to detect concept drift in malicious URL detection systems and uses the Wilcoxon Rank-Sum
test. The Wilcoxon Rank-Sum test can identify samples from different distributions (Tan et al.,
2013). Barbero et al. propose Transcendent, which builds on the Transcend system to improve
detection rates of concept drift samples; however, this approach still relies on retraining to adapt
to concept drift. Distances between anomalous samples can be used to detect drift (Baena-Garcia
et al., 2006). EDDM (Early Drift Detection Method) and DDM (Drift Detection Method) use the
distance between anomalous samples to measure drift; the closer anomalous samples are in a time
frame, the worse drift is. RDDM attempts to reduce performance loss due to EDDM retaining
old data that represents out-of-date concepts (Barros et al., 2017). ECDD, proposed by Ross et
al., uses exponential moving averages combined with mean and standard deviations to detect drift
(Ross et al., 2012).

Inspecting the current landscape of ransomware and malware detection, as well as concept drift
research for malware detection, it appears there is a gap in the research for ransomware detection
and concept drift adaption. A large proportion of ransomware research does not consider concept
drift despite looking at zero-day detection; this point is crucial as not all zero-day samples will
show behaviour that reflects concept drift, and it is important to distinguish between the two.
The FeSA system highlights the difference between zero-day ransomware and ransomware that
has evolved and shows concept drift behaviour; ransomware being zero-day can be detected by a
machine-learning detection system if its behaviour is in line with the machine learning classifier ex-

pects (Fernando & Komninos, 2022). Ransomware becomes evolutionary and shows concept drift
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when it behaves differently from what a classifier expects. Ransomware detection that considers
concept drift, such as the research proposed by Urooj et al., uses concept drift detection but relies
on retraining to adapt to concept drift. The Transcend and Transcendant system proposed by
Jordaney et al. and Barbero et al. uses multi-layered statistical approaches to define class bound-
aries and concept drift detection methods; however, their solutions to concept drift adaption are
human interaction and potential retraining. The studies for general concept drift propose various
detection metrics for concept drift that could be applied to malware or ransomware detection;
however, there is a lack of research that trains machine learning algorithms to be robust when
faced with concept drift. There is also a lack of research that lengthens the lifespan of machine
learning algorithms in concept drift scenarios.

We define a machine learning algorithm as fit for purpose as long as most samples classified
benign or ransomware does not show abnormal levels of drift. We define the lifespan of a machine
learning algorithm as the period between training and the threshold of abnormal drifting samples
being exceeded. The drift calibration layer defines the abnormal drift threshold, and the drift of
every incoming test sample is recorded. Once the number of samples showing an abnormal drift
exceeds the set threshold, the algorithm is considered at the end of its lifespan, and the machine-
learning algorithm must be retrained. A high number of samples showing abnormal drift would
indicate that the machine learning algorithm is becoming less confident of its classifications and
that a high proportion of samples’ statistical properties are different from expected. The FeSAD
framework aims to increase the lifespan of a classifier by preparing it to classify samples that show
drift and calibrating its drift thresholds to account for the drift commonly seen from ransomware
families from different distributions. The key difference between the current research and the Fe-
SAD framework is that the FeSAD framework aims to automate the process of dealing with drifting
samples instead of requiring intervention from operators despite eventual retraining. Additionally,
the FeSAD framework attempts to prepare the system for incoming drift by anticipating drift
based on past drift values. The current work, which provides ways to detect drift, still requires
retraining and will not prepare the system for future drift; rather, the current work provides a way

for the system to adapt to drift occurring presently instead of preparing for future drift.

1.3 Overview of Approach

This research considers the limitations of ransomware detection and proposes a system that consid-
ers concept drift. Ransomwall addresses the issues with ransomware detection on multiple fronts
(Shaukat & Ribeiro, 2018). Firstly, the system will build a feature set that can stay robust over
time and presents the best chance for a machine learning classifier to remain relevant for as long
as possible. In addition to the robust feature set, this research proposes a system that will factor
concept drift into its training process and prepare a machine learning detection system for future
concept drift. The proposed system will be able to use knowledge of concept drift to reliably iden-
tify the ransomware that shows concept drift and expand the life of a machine learning classifier.
The types of concept drift are broken down below. The effect of concept drift on a classifier is

defined in section 1.2.3.
- Gradual Concept Drift: A gradual change over time.
- Cyclical Concept Drift: A recurring or cyclical change.

- Abrupt Concept Drift: A sudden or abrupt change.
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1.3.1 Feature Selection Layer

The genetic algorithm has been proven effective against systems that experience concept drift by
Ghomeshi et al.; however, the EACD system uses a method of retraining. The EACD system proves
that the genetic algorithm provides high adaptability to concept drift. The feature selection layer
will use a genetic algorithm to isolate the optimal feature set for robust ransomware detection. The
genetic algorithm will be modified to enforce features that provide the most discrimination between
ransomware and benign files. The idea behind the feature selection layer is to enforce a group of
essential features and allow a genetic algorithm to build around these core features. The features
are chosen using a combination of information gain and effectiveness in differentiating between
ransomware and benign files. The feature selection layer assumes that the chosen features will be
less likely to be affected by abrupt concept drift due to the nature of Windows API calls. Windows
API calls are how a program communicates with an operating system and essentially provide a
pattern of execution data for a program. The assumption that feature sets produced by the genetic
algorithm won’t be affected by abrupt concept drift is due to this, implying a complete shift in
the baseline ransomware behaviour and how it interacts with the operating system. The feature
selection layer is designed to be a proactive measure to lengthen the lifespan of a ransomware
machine learning classifier; however, it would not be effective in an abrupt concept drift scenario
or a scenario where there is a feature change, and the features chosen by the algorithm become

unimportant.

1.3.2 Drift Layer

The drift layer is the adaptive aspect of this approach because concept drift can affect systems
in different ways. The feature selection layer would struggle to deal with abrupt concept drift
and feature changes because it operates solely within the machine learning algorithm. The drift
layer attempts to adapt and react to changes in the concept. The drift layer takes information
from the classifier and combines it with statistical information from the data to judge whether
a sample is displaying concept drift. The drift layer’s purpose is to allow the classifier to make
reliable and accurate predictions for as long as possible before retraining; this includes classification
under concept drift. The drift layer’s secondary purpose is to extend the lifespan of a classifier.
The system will be trained to expect concept drift, and the drift layer will have parameters that
allow it to judge what level of concept drift is normal and abnormal. The drift layer will also
have parameters that allow it to judge whether a sample displays unacceptable levels of concept
drift and is likely to be misclassified by the machine learning algorithm. The system can be used
with almost any underlying machine learning algorithm; however, its performance depends on its
features and suitability for detecting ransomware. The drift layer will alert a user once the classifier
is experiencing unacceptable levels of drift and retraining is required. Ultimately, the drift layer is
designed to extend the lifespan of a classifier, but it is not designed to make it immortal as this is
impossible. The drift layer addresses the flaws identified in the current research and should help

minimise the risk of ransomware misclassification.
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1.4 Research Question, Hypothesis and Objectives

1.4.1 Research Question

How can we improve the efficiency and accuracy of a machine learning-based ransomware detection

system when ransomware evolves over time?

1.5 Research Aim and Individual Objectives

- To review the most recent and cited studies for ransomware detection.
- To review relevant studies on concept drift in data, in malware detection.

- To propose a new framework for ransomware detection which will be able to detect drift
and adapt the feature set if possible (If an algorithm used allows local replacement). This
framework should reduce training and only resort to completely retraining the system as a

last resort.

- To find commonalities between different machine learning algorithms which will be used in
order to build an aspect of the framework which will allow the algorithm to be adapted

instead of retraining.

1.5.1 Research Hypotheses

To achieve the research objectives, the following hypotheses have been defined.

- The shortcomings and challenges of current research in ransomware detection, concept drift
and feature selection algorithms can be identified, and thus a solution to remediate these

shortcomings can be created.

- A genetic algorithm can produce feature sets that improve machine learning algorithm perfor-

mance under concept drift.

- Machine learning algorithm metrics combined with statistical and distance metrics can reduce
performance degradation in machine learning-based ransomware detection systems when ex-

posed to concept drift.

- It is possible to use concept drift when training machine learning detection systems to anticipate

future ransomware evolution.

1.5.2 Research Assumptions

To achieve the research objectives, the following hypotheses have been defined.

- Machine Learning algorithms can effectively distinguish between ransomware and benign files

using API calls as features.
- A genetic algorithm effectively identifies strong feature sets for machine-learning solutions.

- Ransomware behaviour evolves over time, and this evolution presents itself in machine learning

detection systems as concept drift.

- Concept drift in machine learning-based ransomware detection systems will cause performance

degradation.

11
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1.6 Contribution of the Research

- Investigating the current ransomware detection space and understanding how concept drift re-

search can be integrated into ransomware detection.

- Proposal of a feature selection algorithm that creates robust feature sets for ransomware detection

under concept drift.

- Proposal of the FeSAD system, which considers concept drift during its training phase and can

classify ransomware accurately and reliably under concept drift scenarios.

1.7 Thesis Outline

e Chapter 1 Introduction: This chapter provides a background to the research undertaken,

along with the scope, aim and contribution of the research undertaken.

e Chapter 2 Literature Review: This chapter explores the existing research in ransomware
detection, the importance of feature selection and the use of concept drift in the malware

detection space.

e Chapter 3 FeSAD System: This chapter explores the FeSAD system and how it’s feature

selection works and also how it is designed to adapt to concept drift scenarios.

¢ Chapter 4 Experimental Evaluation & Results: This chapter explains the experiments

conducted to test the proposed system and the results obtained.

e Chapter 5 Conclusion & Future Work: This chapter explores what this thesis has

achieved and what these achievements will contribute to future work.
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Chapter 2

Literature Review

In this chapter, we look into ransomware, malware detection, ransomware detection systems and
the challenges they face. In addition, we will review some approaches that attempt to solve the
problem of concept drift in general and regarding malware. The literature review will give an idea
of what currently exists in the field of ransomware detection while also outlining what is missing

and how it can be built upon.

Encryption

Extortion

Figure 2.1: Ransomware Methodology

2.1 Ransomware Operation

Initially, it was essential to understand how ransomware works before reviewing approaches which
worked to mitigate it. Ransomware is complex in its operation; understanding it is the first step
to detecting and stopping it. Figure 2.1 shows the process ransomware follows during the infection
of a host; this includes initial installation, downloading instructions from a C&C server, data
encryption and then the victim’s extortion. This process is further elaborated on in the following

sub-sections.

2.1.1 Infection

Ransomware infections typically tend to be carried out by infection vectors. Firstly the most
prominent vector is malicious emails, the payload is delivered as an email attachment from
emails sent through spam using botnets and other compromised hosts (Zimba, 2017). Ezploit
kits are another prominent method of infection. Exploit kits are software packages which scan a

system for vulnerabilities with the intent to infect it with malicious software (CyberPedia). Another
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prominent method of infection is drive by downloads in which victims are lured to malicious
websites which execute malicious code (Zakaria et al., 2017). The structure of a ransomware attack
follows the methodology presented in Figure 2.1. the following subsections give a detailed view of
what these stages are like.

Infection occurs after the payload has been dropped into the system. One prominent infection
method is the download dropper methodology (Liska & Gallo, 2017). This approach uses an initial
file involving a small piece of code to evade detection and reach out to the command and control
centre. Ransomware authors will attempt to split execution into different scripts and processes to
avoid AV signature-based detection (Liska & Gallo, 2017). When an organisation is targeted in an
attack, ransomware will spread through the network, determining file share locations and infecting
them to maximise disruption and increase the possible ransom. The executables will not execute

until multiple machines have been infected.

2.1.2 Command and Control (C&C)

Once ransomware is installed within a system, it will reach out to a C&C centre looking for
instructions (Liska & Gallo, 2017). C & C centres will respond with various requests, giving the
ransomware instructions on how to proceed with the execution. Some variants of ransomware will
report significant amounts of system information which can give attackers an idea of what type of
system they have attacked and if it is worth going beyond just a ransomware attack depending on
what kind of files are present on the system. The ransomware will reach out to the C&C centre for
the encryption keys after installation to ensure the keys are kept secret (Sophos, 2016). It is almost
impossible to decrypt files without the decryption keys. Command and control channels differ
from ransomware family to family; some will use standard HTTP to complex Tor-based services
to connect (Liska & Gallo, 2017). Tor is a browser designed to allow anonymous communication.
The more complex the means of communication to reach the C&C centre, the harder it is to trace

the ransomware’s origins and the extortionists’ base location.

2.1.3 Encryption and Extortion

Modern ransomware will utilise asymmetric encryption, so the actual ransomware will come with
an RSA public key used by the ransomware to establish a secure channel to its command and
control server (Taile & Patel, 2017). Public key encryption will mean the plaintext messages
between the server and the client (system infected with ransomware) will be encrypted so that
third parties will find it very difficult to decrypt. The critical factor in this process is that the
public key can only decrypt messages encrypted by the corresponding private key. This private key
is held on the server only the attackers can access, making it impossible for the victim to retrieve
it. Different variants of ransomware will encrypt files on the system in different ways. Some will
use symmetric encryption methods; some will use asymmetric encryption methods. Symmetric
methods will generate a symmetric key locally and encrypt files using this key; the advantage is
the lack of performance overhead, reducing the chances of being detected. Asymmetric keys will
use a public key which can encrypt, but the decryption process requires the corresponding private
key, which is only stored on the C&C server. Once a system has been locked or files have been
encrypted, the ransomware will kill tasks and processes that may interfere with its execution; in
some cases, install Tor or an alternative specific payment method. Crypto ransomware will seek

and delete backups, i.e. shadow volume copies and system restore points. After an infected system,
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the ransomware will request payment of a specified version of cryptocurrency or a prepaid voucher

to either unlock the victim’s system or provide a decryption key.

2.1.4 Ransomware Threat Model
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Figure 2.2: Ransomware Threat Model

Figure 2.2 shows the ransomware threat Model for RaaS (Ransomware as a Service); this model
demonstrates the ransomware threat and its operating procedure in a very effective and common
model for ransomware operations (Kost., 2021). RaaS is attributed to ransomware’s popularity
and rapid spread over the last as it allows anyone to sign up as an affiliate to use ransomware with

a healthy profit split between the affiliate and the developers.
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2.1.5 Ransomware Detection challenges

Regarding ransomware, various security challenges will present themselves. Firstly, a ransomware
infection must be detected because once files are encrypted, it will be almost impossible to decrypt
them without either paying for a decryption key or relying on the fact that the ransomware devel-
opers will have made an error or decided to make the keys available. The fact that ransomware
is propagated through various methods means that early detection of it will have to consider the
different propagation methods that ransomware is likely to use. A more significant challenge in the
grand scheme of ransomware evolution is the noticeable concept drift in ransomware, which will
be elaborated on in this paper. With a noticeable concept drift between ransomware from 2 to 3
years ago and modern ransomware, creating models that do not have to be constantly retrained
will prove to be a significant challenge. In addition, the risk that new unknown ransomware that
does not match the trained model can slip through the model poses a significant threat, consid-
ering how destructive ransomware infections can be. The prediction of ransomware evolution to
integrate into models will also be a challenge which will prove critical in terms of the detection
of ransomware going forward. Incorporating Al into ransomware attacks (Olenick, 2018)provides
the most significant challenge; with attackers using similar Al-based techniques to those employed
by Al-based defence systems, the configuration of defensive measures will have to consider highly
adaptable Al-based attack vectors.

2.1.6 Genetic Algorithms for Feature Selection

A genetic algorithm is a search heuristic that takes Charles Darwin’s natural evolution theory
(Fatima et al., 2019). This algorithm mimics the process of natural selection, which will select the
strongest to survive and produce offspring. A genetic algorithm will apply this logic to a dataset
and can be used to produce an optimal feature set. The system proposed by Vivekanandan &
Nedunchezhian uses a genetic algorithm to produce an optimal feature set for malware detection.
A typical genetic algorithm will repeat its evaluation and crossover phase, creating numerous
features to obtain optimal features. This research uses a genetic engineering approach to reduce
the number of generations and features needed to produce the optimal feature set, otherwise known

as a feature set. The general structure of a genetic algorithm is shown below.

- Fitness Function: The fitness function determines the ability each individual has to compete,
in the context of a detection system, this would be determined by how accurate a feature set

is.

- Population Generation: The initial population of individuals is generated randomly from the
pool of available chromosomes; in most cases, chromosomes represent features that will create

a feature set.

- Selection The selection phase is designed to take the fittest individuals and allow them to pass
their genes onto the next generation. In the context of a detection system, these would be

feature sets that achieve the highest accuracy.

- Crossover: Crossover is the process of two selected individuals being mated to produce a child,
which will be a combination of both parents. This phase can be repeated with the offspring

and so forth but can be limited to a select number of generations.
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- Mutation: Genes of the offspring can be subject to mutation with a low random probability, in
the context of a feature selection algorithm, this can mean inheriting a random feature that

does not exist in either parent.

When a genetic algorithm operates, the population generation will come first; an initial pool of
individual feature sets is produced. The crossover phase will be activated, and the fitness function
determines the most robust individuals to result from each crossover phase. The crossover phase is
the same as breeding in the natural world, and each crossover phase produces a new ” generation” of
feature sets. Once a feature set defined as optimal by the fitness function is created, the crossover
phase can halt. During each crossover phase, there is a defined probability for mutation; this
mutation would imply an offspring feature set has a chance of getting a feature not derived from

either of its parent feature sets.

2.2 Ransomware Detection Using Machine Learning

2.2.1 EldeRan

The EldeRan system is based on the observation that ransomware performs specific actions that
are unique or significant concerning those performed by benign software (Sgandurra et al., 2016).
The EldeRan system monitors a sandboxed environment (Cuckoo Sandbox) and extracts features
in the following classes; Windows API calls, Registry Key Operations and File System operations,
Directory operations, the set of operations done per file extension, dropped files and the strings
of the actual executable. Besides the strings, the features are gathered and analysed dynamically.
Once the collection of the features is complete, this is fed into a feature selection algorithm to
extract the most relevant features. Once the final set of features is extracted, the data is put
through the Regularized Logistic Regression classifier, which will return either ”ransomware” or
”goodware”. The system is trained offline but is run online, and new samples are classified at run

time; this can be done on user PCs.

2.2.1.1 Feature Mapping

The feature selection component of this system uses the mutual information criterion, which allows
the most discriminating features to be obtained (Sgandurra et al., 2016). The features used are
binary; therefore, it is either the presence or absence of a feature that is the value. The mutual
information criterion allows the user to quantify the amount of discrimination each feature adds
to the classifier. The mutual information criterion will give the system an idea of how dependent
or independent features are on whether a file is ransomware or benign. The mutual information
formula reduces the feature list from an initial feature list of 30,967. According to the mutual
information criterion, the most significant features in the final 400 features were related to Registry
Key operations, with 48.25% of the features in the final 100 being Registry Key operations. The
next most relevant category is the API stats features which make up 24% of the final features. The
remaining 24% of features are all less than 10% individually. The additional features consist of
traversed directories, files opened, deleted and modified, amongst other directories, and file-related
activity, which is not specified in the research paper; however, manual inspection of their raw

dataset indicates this.
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2.2.1.2 Algorithm

The features are fed to the regularised logistic regression classifier to classify the executables used
as either benign or malicious. Logistic regression is known to be strong at classifying when multiple
variables are considered. Overfitting in the algorithm was reduced by using a regularisation function
that attaches a cost penalty function to each feature, preventing overfitting. The justification for
the use of regularised logistic regression is the fact that logistic regression is easier to train and add
new samples to as opposed to a supervised method like SVM. Methods like Naive Bayes will assume
independence between features, but the assumption made when attempting to detect ransomware
is that there is a strong dependence between the features (Sgandurra et al., 2016).

Due to the dataset’s high volume of features, the algorithm chosen for classification was the
Logistic Regression algorithm. The method aims to model the log-posterior probability of the
different classes given the data via linear functions depending on the features. Then, the posterior
probability of a sample being classified as ransomware (R = 1) given its feature vector x can be
written as in eq.2.1. In the formula presented in eq.2.1, x represents the feature vector, w represents

the vector of weights, b being the biased term and the sigmoid function sgm(t) is given in eq.2.2.

Pr(R = 1|z, w,b) = sgm(w” z + b) (2.1)
1
sgm(t) = T emp(—) (2.2)

The main issue with Logistic regression is that it is prone to over-fitting when using the maxi-
mum likelihood of the posterior (Sgandurra et al., 2016); this is where regularisation is introduced
by adding a penalty term to the cost function. The cost function for the regularised regression,
C' becomes eq.2.3 where w represents the vector of weights, b being the biased term. A represents

the regularised parameter.

D
A
C'(w,b) = C(w,b) + 5 > w? (2.3)
i=1
The regularisation parameter is A; this combination of a regularisation parameter acts as a
penalty function, and the mutual information criterion counteracts the effects of over-fitting Lo-

gistic Regression.

2.2.1.3 Experiments

The Regularized Logistic Regression classifier is tested against implementations of Linear SVM
and Nalve Bayes classifiers. The Mutual Information Criterion is used in all cases to find the most
relevant features before applying the classifiers to the data. The experiments also used data from
the VirusTotal AV detection engines. The data from VirusTotal contains data from multiple AV
engines; this was aggregated and used in a voting system. This system worked around the rule that
if the majority of the AV engines indicated that the sample was malware, it would be decided that
VirusTotal classified the sample as ransomware. The top 5 vendors with the highest accuracy rates
for experimental purposes were also used as a comparison benchmark. If an AV vendor does not
provide a label, it is discarded from the results and not considered when calculating false positives;
this gives the AV vendors an advantage. The experiments consistently used an 80% and 20% split
for training and test data with over 100 different combinations of this 80% and 20% split. The
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dataset contains 942 benign applications and 582 ransomware samples. The detection rate achieved
by the EldeRan system is 96.34% in comparison to 92.19% for SVM and Naive Bayes achieving
94.53% accuracy rate. The EldeRan system also achieved the lowest false positive rate at 1.16%.
Compared to the top 5 AV vendors, EldeRan was only second to AV vendor 1, with a detection
rate of 96.89% and a false positive rate of 0.66%. It must be noted that the AV vendors all achieved
better false positives than the EldeRan system and the other machine learning algorithms. The
final phase of the experiments is on the new unknown ransomware samples. When experiments
were carried out of the 11 families included in the dataset, 1 would be left out to test the system’s
ability to detect unknown ransomware samples that the algorithm had never been trained on. The
overall detection rate goes down to 93.3% in this phase of experiments in which the system only

attempts to classify unknown ransomware samples.

2.2.1.4 Pros & Cons

This approach comes with many positives while having some limitations. Firstly the system
achieves a very high detection rate (96.34%) on ransomware families it is trained on, along with a
93.3% detection rate on unknown families it is unaware of, i.e., zero-day threats. With its effective
use of static and dynamic features, the system can achieve detection rates that are more than
competitive with the current Anti-Virus system. The system can identify ransomware infections
in its earliest stages with static and dynamic features. Thanks to Logistic Regression, the relation-
ship between the features and whether a file is a ransomware or benign is understandable. This
system has limitations; firstly, it lacks any network features in this model. Considering the Cuckoo
Sandbox provides means to extract network features from executed files, leaving them out of the
feature set is a big miss. The main problem with this approach, as acknowledged by the authors,
is that this method struggles to detect ransomware that lies dormant for an extended period or
requires user input to activate the executable due to the reliance on sandbox techniques and lack
thereof of scripting to simulate user input. Finally, the fact that regularised logistic regression
is not robust with non-linear decision boundaries means that the model may find it hard to find
complex relationships between features contributing to whether a file is ransomware or not is a

limiting factor.
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2.2.2 RansomWall

RansomWall is a layered system built to detect ransomware infections in real time. The layers are
organised in order of execution of ransomware. This system is designed to be used for Microsoft
Windows. The structure of the system is layered, with the first layer being the Static Analysis
Engine, the second layer is a Honey Files & Trap Layer, the third layer is the Dynamic Analysis
engine which works in real-time, and the fourth layer is the Backup Layer, and the 5th and final
layer is the machine learning layer. The behavioural analysis data for the files are all extracted using
Cuckoo Sandbox, with the static data coming from IDA (Interactive Disassembler). The system is
set up in five layers, the first being the static analysis layer, which analyses the executable in a static
context, i.e. strings. The second layer is a trap layer which uses honey files and directories. These
files and directories are placed so ransomware will attack them before another actual user files;
analysis of ransomware shows that a large proportion of them use a depth-first search approach
when looking for files to encrypt (Shaukat & Ribeiro, 2018). The third layer is the dynamic
analysis engine which provides behavioural data for the executable; the final two layers are the
backup layer and the machine learning layers, which handle backing up of files if a ransomware
infection is detected with the machine learning classifying samples based on the offline training the

model has received.

2.2.2.1 Feature Mapping

The machine learning layer comprises Logistic Regression, Support Vector Machines, ANNs, Ran-
dom Forests and Gradient Tree Boosting. The machine learning layer is based on ”Sequential
Supervised Learning with Moving Average Sliding Window” (Shaukat & Ribeiro, 2018). The out-
put is either benign or ransomware hence why classifiers are used. Training is done offline; the
execution of the system occurs in real-time in which the static, dynamic and trap layers send data
to a feature collector, which converts data into the feature set. If a process is tagged as suspicious,
the feature values of the data are sent to the machine learning layer, which will then process using
the selection of algorithms to determine whether the sample is benign or ransomware. The exact

algorithm for deciding what features to use from the three layers is not specified.

2.2.2.2 Algorithm

Gradient Tree boosting works on a gradient descent type system, which builds models progressively.
Firstly a simple model will be built, after which the error residual will be calculated for the model,
and then a new model will be built to attempt to correct the errors from the first model. The
algorithm will continually rebuild the model to reduce the error in the previous model until the
model prediction is acceptable. The gradient descent function attempts to reduce the gradient to
close the gap between actual and predicted values. The collection of weak learners is represented
in eq.2.4. F; is the strong model at step i and f; is the weak model at step ¢ This formula is

iterative and repeats until the stop criteria is fulfilled.

Fi+1 = Fz — fz (24)

2.2.2.3 Experiments

Data is taken at 1-second intervals; however, to avoid glitches, data from 3 intervals will be taken

and averaged. The model is trained on 11 out of 12 ransomware families selected and 221 out of
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442 benign files. The trained model is tested against the remaining one ransomware family and the
remaining 221 benign files. This is due to the belief that most ransomware attacks are zero-day
attacks (Shaukat et al., 2018). The results for this system are auspicious, with the Gradient Tree
Boosting method yielding a remarkable 98.52% detection rate with a false positive rate 0.0056%.
The false-negative rate is due to two samples terminating early during execution making file system
activity limited and, therefore, not detected (Shaukat et al., 2018).

2.2.2.4 Pros & Cons

RansomWall is a thoroughly executed approach with many upsides but has its limitations. In terms
of strengths, RansomWall being multi-layered is its greatest strength. Having classifiers trained
to detect ransomware using multiple behavioural vectors gives a stronger chance of detection than
using one feature type like only static or API calls alone. It is important to ensure additional
performance overheads introduced by the higher dimensionality are justified by additional perfor-
mance. It uses static, dynamic, and honeypot layers to detect ransomware, making it a unique
and secure approach. Using these layers to feed into a machine-learning engine gives the system
a powerful appeal. In addition to detection, the system gives a protection layer in the form of
its backup layer, which backs up files on detecting a ransomware infection. The system causes
minimal overhead and uses robust ML algorithms to detect ransomware. Its detection rate using
GTB is exemplary at 98.25%. Regarding limitations, the RansomWall system uses a dataset of
574 ransomware samples and deficient 442 benign files. Considering how varied benign files can be,
it raises the question of whether the system has enough training on expected behaviour. Despite
having a comprehensive multi-layered approach, the system does not use any network behaviour,
which usually provides one of the earliest indicators of ransomware infections. Finally, the use of
GTB can sometimes become convoluted due to it being prone to overfitting; therefore, shrinkage
and tree depth must be carefully monitored. According to the authors, expanding RansomWall
to function on large-scale networks is the next step for the system; however, the most beneficial
addition to this system in the future would be the active monitoring of network features along with
the dynamic and static features; this would be a massive step forward for the system to function

on large-scale real-world networks effectively.
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2.2.3 RansHunt

RansHunt is a framework designed to identify key features that define a ransomware infection and
then use these features to detect ransomware using support vector machines (Hasan & Rahman,
2017). This system uses dynamic and static features extracted from 21 ransomware families. This
dataset is completed by an additional 1283 samples, benign, ransomware, and other malware. The

system is compared to Decision Trees and Naive Bayesian methods.

2.2.3.1 Feature Mapping

Feature selection aims to find the features which will allow the system to distinguish ransomware
from normal, benign files. The mutual information criteria identify the best features for the SVM.
Mutual information criteria allow the user to quantify how much discrimination each feature adds
to the classifier (Sgandurra et al., 2016). It takes X and Y as two discrete random variables with
a joint probability mass function p(z,y) and marginal probability mass functions p(z) and p(y)
(Hasan & Rahman, 2017).The mutual information MI(X,Y) is the relative entropy between the
joint distribution and the product of the marginal distribution distributions. The features are

finalised in training samples.

2.2.3.2 Algorithm

SVM consists of a Hyperplane dividing n-dimensional space, representing data divided into two
classes, in this case, ransomware or benign files. The hyperplane is designed to maximise the dis-
tance between two separate classes, with the maximal margin being defined as the most significant
distance between the examples of the two classes computed from a distance between the closest
instances of both classes (Hasan & Rahman, 2017). The hyperplane is represented by a vector w
and a scalar m in a way that the inner products of w with vectors ¢(X4i) from the two classes are
divided by an interval between -1 and 1 subject to b (Hasan & Rahman, 2017).

(w-@(Xi)) =b=>+1 (2.5)

For every X; that belongs to the first class and or ever X; that belongs to the second class:

(w-o(Xi)) =b< -1 (2.6)

2.2.3.3 Experiments

The experiments were carried out in a dynamic and static context, with static analysis on IDAPro
and IDA2SQL and dynamic analysis on Cuckoo Sandbox. The dataset contains 360 ransomware
samples, 532 types of malware and 460 benign files. Selecting features for the static analysis
initially started with 64,984 features but was reduced to 100 using Mutual Information Gain.
Mutual information gain measures the information you gain on one variable by learning the value
of another variable. The dynamic features are taken from the cuckoo sandbox, which totalled
67 and focuses on Registry Key operations, API function, and files operation features. These
features are combined with the static features obtained into a hybrid dataset. The static and
dynamic datasets are kept in their initial states so tests can be run on them. The system is trained
on 90% of the dataset using 10-fold cross-validation. The RansHunt system uses SVM with a

normalised polynomial kernel, compared to the results obtained by Naive Bayes and Decision Trees
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implemented in WEKA. The SVM algorithm is compared to the most prominent malware analysis
platforms available: VirusTotal and Malwr. The RansHunt system achieved a 93.5% accuracy rate
with the static dataset, a 96.1% accuracy rate with the dynamic dataset and a 97.1% accuracy
rate with the hybrid dataset. RansHunt outperforms Decision Trees (95.6%) and Naive Bayes
(96%) along with the VirusTotal Engine (95%) and the Malwr Database (93%). RansHunt also
achieves the lowest error rate at 2.1%. RansHunt is also compared to 3 mainstream Anti-virus
programs and is only outperformed by NG-AV; this is most likely due to the inclusion of R&D along
with fine-tuned signatures (Hasan & Rahman, 2017). It must be noted that for unknown threats,
RansHunt would be more effective because it does not rely on signatures or a virus database. The
inclusion of other malware, including worms, is to be able to detect a ransomware variant named

“Ransomworm”, which is one of the forecast attack patterns in the coming year.

2.2.3.4 Pros & Cons

RansHunt is a strong approach and shows very promising results; however, this is not to say that
it does not come with limitations. In terms of strengths, RansHunt boasts a 97.1% detection
rate with a 2.1% error rate. The training methods used for RansHunt use the concept of being
future proof with the model being trained on worms and Trojans. These behavioural patterns are
taught to the model to anticipate next-generation ransomware, “Ransomworm” [12]. This new
trend in ransomware behaviour is expected to be a ransomware/worm hybrid and expected to
come into prominence within the next two years. In terms of ML methods, the system uses a
highly robust SVM system which by default is tuned to avoid over-fitting issues posed by other
models. SVM’s kernel can be fine-tuned to specific problems, meaning the system can be tuned
and updated to be purpose-built for ransomware. The feature set uses a hybrid of static and
dynamic features, identified by the Mutual Information Criterion. In terms of weaknesses, SVM
tends to underperform in comparison to deep learning approaches despite being strong in terms of
speed and memory efficiency. Unmodified SVM also does not give probabilistic confidence of the
values calculated, meaning the model is less understandable. When it comes to the system, the
accuracy levels of detection may be deceptive because this system is not tested on zero-day threats.
The dataset is not split in a way in which one family would be excluded from training and left
specifically to testing. This approach, while using a hybrid approach of static and dynamic features,
decides not to include any network features which could have been pivotal for early detection. The
true effectiveness of this system needs to be tested on zero-day threats, while a 97.1% detection
rate is very high; this statistic may not reflect real-world performance. It would be useful to test
how useful the future-proofing on the system is, in terms of the ransomware & worm hybrid. As
this system has a dataset of hybrid features, static and dynamic; it would make sense to include

network features in the dataset also to add a layer of security to the system.
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2.2.4 Behavioural-Based

Behavioural-Based Classification and Identification of Ransomware Variants Using Machine Learn-
ing considers that the use of polymorphic and metamorphic ransomware is starting to increase
(Daku et al., 2018). This approach uses machine learning models to identify modified versions of
ransomware based on their behaviour. The study uses 150 samples of ransomware from 10 different
ransomware families. This research utilises some of the newest ransomware samples to understand
how machine learning algorithms work when classifying evolving ransomware. This method uses an
iterative approach to identify optimum behavioural attributes which achieve the best classification
accuracy. The behavioural data is taken from the Cuckoo sandbox, which produced behavioural
logs for executables. Unlike many other studies, this research does not attempt to classify ran-
somware apart from benign files; the goal is to classify ransomware into their respective families
with a dataset comprising only ransomware samples. The experiments are done in WEKA, a

platform that allows the user to utilise various machine learning algorithms on a dataset.

2.2.4.1 Feature Mapping

The initial set of behavioural attributes is selected by taking behavioural attributes which appear
in 95% of behavioural reports. The next step of the procedure was to add and remove attributes
that increased the classification accuracy of the J48 algorithm. An iterative approach is used
to select the attributes that give the maximum accuracy. The most important features of the
feature set are located on the top levels of the tree. An iterative approach utilises this method to
root out irrelevant features until the attributes that appear on the top of the trees in iterations
make up the bottom of the trees, as well. The final number of features used in the dataset is
12. The 12 behavioural attributes used are not specified. All the behavioural attributes are
common in all the samples; they vary in type, either nominal, binary, or numeric. This approach
takes inspiration from Reference, which uses extensive testing on a wide variety of datasets when

performing attribute selection.

2.2.4.2 Algorithm

As the name suggests, the J48 Decision Tree structure takes on the structure of a tree. The
training dataset is used to construct a tree to make test data predictions. The aim is to achieve
the most accurate results with the least number of decisions. The J48 decision tree can be used
to solve classification and regression problems. This method of classification relies on the concept
of Entropy and Information Gain. Entropy refers to the uncertainty of the data. Example: The
entropy of a coin toss is indefinite as there is no way of predicting the outcome; however, if the
coin were two-headed, the entropy would then be zero as the outcome can be predicted with
100% outcome. The primary algorithm used in decision trees is the ID3 (Iterative Dichotomister
3). The ID3 algorithm aims to start from the root and partition the data into a homogenous
dataset. We want the attribute that would result in the highest information gain (return the most
homogenous branches). The decision tree approach is popular because it can handle large datasets
very well, deals with noise and operates in a White Box, meaning that we can observe how the
outcome is obtained and what decisions lead to the outcome. It is a popular method of tackling
medical diagnosis, spam filtering and security screening. The entropy calculation involves splitting
the dataset and calculating the entropy of each branch. Calculate the information gained from

the split. Information gain is the differences in the initial entropy and the proportional sum of
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entropies of the branches. The attribute with the highest gain value is selected as the decision
node. A branch with an entropy of 0 becomes the leaf node. Other branches will still require

further splitting. This process runs recursively until further splitting is impossible.

2.2.4.3 Experiments

The J48 decision tree algorithm is compared with the K-Nearest neighbour algorithm and the Naive
Bayes. N-Fold cross-validation tests the models in the training phases (Daku et al., 2018). The n
parameter is set to n = 10, which is the default in WEKA, the platform where all the experiments
are carried out. Overall results are relatively weak, with the J48 decision tree algorithm achieving
the highest accuracy of a 78% detection rate, Naive Bayes at 61% and K Nearest Neighbour
at 77.33%. This inaccuracy may be attributed to the use of the newer variants of polymorphic
ransomware, with samples of Cerber having a detection rate as low as 50%. Cerber is suspected to
be designed to avoid machine-learning detection techniques, and these results show further evidence
that supports this. There is a significant drop-off when correctly classifying newer versions of
ransomware in general, with Locky, Petya, Jaff, WannaCry, Sage and Cerber variants all having
classification rates well below the 80% mark; this suggests the behaviour of these variants displays
high polymorphism with variants behaviour differing significantly enough to be challenging to

identify which family the ransomware belongs to.

2.2.4.4 Pros & Cons

This research takes an interesting approach in terms of not detecting ransomware and differentiating
them from benign files but classifying which family of ransomware they belong to. This approach
has strengths along with some pretty apparent weaknesses. This model’s main strength is that the
results give us a good idea of which ransomware families display polymorphic behaviour. We can get
a good idea of which ransomware variants might be using machine learning evasion techniques. This
study’s most robust machine learning algorithm, the J48 decision tree, implicitly performs feature
selection, thus eliminating the need for a separate feature reduction system. The preparation
of data used in decision trees is relatively short, making it easier for users to feed data into this
algorithm. In terms of weaknesses, the lack of significant modification or tweaking to the algorithms
used means the results are naturally limited. Whereas with modification, the classification of the
ransomware families may be more accurate. Furthermore, decision trees in this process can be
complex, considering how complex and diverse ransomware can be. Expectations in decision trees
play a big part in the classification process; while expectations are realistic, the classifications are
strong; however, if expectations are irrational, this can lead to errors. Decision trees can follow a
natural course for events but cannot always plan for every contingency. To improve this work in the
future, the J48 algorithm could be tweaked to be tuned for the data presented. The classification
of more modern ransomware variants needs to be significantly improved. A method considering
the high polymorphism in the newer samples will significantly improve the correct classification

rate.

2.2.5 SVM

Detecting ransomware using second in this survey that utilises Support Vector Machines, using the
API calls used by ransomware. The idea behind this model is to train an SVM to learn the API

calls ransomware makes to detect unseen ransomware (Zero-day threats). The SVM system uses

25



Damien Warren Fernando PhD Thesis

a vector representation of the API calls, in which the number of API calls is counted; this is done
by looking into the execution logs of the samples (Takeuchi et al., 2018). A standardised vector
representation is designed to accommodate the programs’ diversity. The experiments carried out

in this research are all done in Cuckoo Sandbox.

2.2.5.1 Feature Mapping

The API calls used by the ransomware samples are used as the feature set for the data; however,
it is not specified what exact features are used. The central concept is that the API logs of the
malicious programs need to be quantified for the SVM to use them as features (Takeuchi et al.,
2018). Because the number of APT calls differs from the program, a standardisation of the vector
representation is used. This standardisation method is described in detail (Takeuchi et al., 2018).
Using the logs and quantifying them into vectors, the SVM can learn the sequence of API calls

ransomware uses during execution.

2.2.5.2 Algorithm

SVM classifiers consist of a hyperplane dividing n-dimensional space based on the data into two
classes between positive and negative samples. The hyperplane aims to maximise the margin
between the two classes. The maximal margin is defined by the most significant distance between
the examples of the two classes computed from the distance between the closest instances of both
classes (Hasan & Rahman, 2017). The mathematical and algorithmic background for SVM has

been discussed in the review of RansHunt; therefore, it will not be repeated in this section.

2.2.5.3 Experiments

The experiments are conducted in Cuckoo Sandbox, which produces all behavioural logs. The
dataset used contains 276 ransomware files and 312 benign executables. Various files were taken
from trusted sources and vendors. The Cuckoo Sandbox environment deployed virtual machines
with ten main and 1000 subfolders. Once a behavioural log is produced, it is converted into a
vector and fed into the support vector machine. Once the SVM processes the features, it will
decide if the file is either ransomware or benign. The true positives and true negatives decide the
validity of the results. The results are compared to the approach used by (Rieck et al., 2011). The
SVM model in this approach achieves a 97.48% detection rate, which is superior to Rieck et al.’s
approach, which produces an accuracy of 94.18%. When using the standardised vectors designed
to compensate for software diversity, the detection accuracy of the SVM-based approach decreases
to 93.52%; this is possible because only 588 samples are used; therefore, the dataset is not diverse

enough.

2.2.5.4 Pros & Cons

This approach is the second SVM base approach reviewed in this study and has strengths and
weaknesses, much like the RansHunt system, which also used SVM. Firstly the system achieves
a robust detection rate of 97.48% with non-standardised vectors and a detection rate of 93.52%
with standardised features. API calls allow the system to analyse ransomware dynamically, which
means the system can potentially be used live. The use of SVM allows for the use of the Kernel
trick allowing for fine-tuning of the Kernel to purpose fit the problem, in this case, ransomware. In

terms of weaknesses, this model suffers from a noticeable lack of diversity in training, demonstrated
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by its standardised vectors reducing detection accuracy, the use of 276 samples of ransomware may
be acceptable, but the fact that the system only uses 312 benign samples is massively limiting.
Diversity in benign software is crucial, and using only 312 samples limits the model’s ability to
identify normal behaviour compared to ransomware behaviour. In terms of future work, this
research can be improved simply by diversifying the dataset to use their standardisation vectors
better. Adding network and static features would be beneficial, considering the malware trends

suggest that ransomware is becoming increasingly polymorphic.

2.2.6 SDN (Software Defined Networks)

Machine Learning-Based Detection of Ransomware Using SDN (Software Defined Networks) takes
the network monitoring route, using a specific type of hardware, programmable forward engines
(PFEs). PFEs allow the collection of per-packet network monitoring data at high rates (Cusack et
al., 2018). This hardware monitors the traffic flow between the infected PC and the C&C centre,
which gives ransomware execution commands. High-level network flow features are extracted from
the traffic and are used for classification. This approach uses random forests which fingerprint
malicious traffic. This method utilises network flows to show that a flow-based fingerprinting
method is feasible and accurate enough to detect ransomware before the beginning of the encryption

phase.

2.2.6.1 Feature Mapping

The features in the model are extracted based on observation of the victim system’s communication
with C&C. Firstly, communications between the ransomware and its C&C centre go through
proxies which will cause a higher latency (Cusack et al., 2018). The measurement of packet
intervals will represent this latency. The volume of incoming traffic is expected to be higher than
the outgoing traffic volume because this increased inbound traffic represents the initial infection,
encryption key retrieval and payment method notifications. The burst lengths of traffic flow are
also recorded, which can help distinguish between a clean and a malicious download. The final
feature count is 8, consisting of inflow and outflow length with inter-arrival time metrics. This
feature count was reduced from 28 based on the random forest classifier’s accuracy using different

feature combinations.

2.2.6.2 Algorithm

A popular machine learning algorithm is based on the J48 decision trees described in the J48
decision trees. Random forests require almost no data preparation but result in accurate results.
Random forests are a collection of decision trees which is why it is referred to as a "random forest”
with multiple trees being built on two-thirds of the training data, which is chosen at random.
Multiple predictor variables are randomly selected; the best split on these selected variables is
used to split the node. The misclassification rate is calculated using the rest of the data. The total
error rate is calculated as the overall error rate. This model tunes the random forest using three
parameters; the number of trees in the forest, the depth of each tree and the number of features
used in the trees. The tree depth is 15, and the number of trees used is 40; this combination was
chosen to minimise computational overhead and learning time. Random forests use a tree-based
approach using the Gini index to split the nodes. The Gini Index is shown in eq.2.7 where Y is

the total number of classes and p, is the probability of picking a data point with class y.
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Y]

Gini(n) = ¥ p,(1 - p,) (2.7)

2.2.6.3 Experiments

The experiments were conducted on 265 unidirectional unique ransomware network traffic flows.
The average baseline consists of 100MB of non-malicious traffic, which includes traffic flows from
web browsing, data downloading and file streaming. Features were decided upon using the analysis
of malign and benign traffic flows. The data is split 70% training and 30% testing. 10-fold cross-
validation is used performed to ensure the splitting is unbiased. Using 28 features yields a detection
rate of 89%, and the eight-feature model yields an accuracy of 87%. The set of 8 features is used
because it is less computationally heavy. Further experiments are carried out on only the Cerber
ransomware family using the eight most prominent network features of Cerber, yielding an AUC
of 0.987.

2.2.6.4 Pros & Cons

This approach to ransomware detection is unique in that it takes only network behaviour with-
out the need to look into the payload to detect ransomware. The main strength of the approach
is the ability to pinpoint network behaviour on a high level, which can help detect ransomware.
This model can detect while minimising computational overhead while maintaining a reasonable
detection rate. Random forests can be useful in a dataset that is not too large like this one. In
terms of weaknesses, the obvious weak point is the relatively low detection rate at 87%; this is
interesting considering that a whole decision tree-based approach tends to perform exceptionally
well in behavioural analysis; this may suggest that network behaviour on its own may not be suffi-
cient when detecting ransomware. Random forests tend to struggle with highly diverse behaviour,
i.e. next generational ransomware, which may break the model’s average trends already known.
This model is not tested on zero-day threats, which is a big miss, as its potential to detect the
unknown is somewhat untested. While achieving very high detection rates, this study has its own
set of limitations. While achieving a 97.1% detection rate is impressive, the dataset used is vastly
limited in terms of only having 210 ransomware samples and 264 benign files. The minimal train-
ing the models receive on benign behaviour will likely lead to the model becoming confused when
it comes to being deployed into the real world unless actual expansion and tuning is carried out.
The lack of tuning also reinforces the authors’ statement that this research acts as a baseline that
other researchers can build on, considering the algorithms have received no tuning to allow them
to be purpose-built for ransomware. The future of this work is envisioned to be expanded by other
researchers into areas such as accurate time detection of ransomware using cloud-based machine
learning classifiers (Alhawi et al., 2018). The expansion of the dataset and increase in relevant

attributes will improve detection rates and the longevity of the model overall.
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2.2.7 Bayesian Networks

This multi-classifier detection system is a network-based detection system based on the Locky Ran-
somware. This approach is adapted by using close observations of the malware’s behaviour on the
network to develop a set of observable features that can identify and differentiate between network
traffic generated by Locky Ransomware from regular network traffic. The choice of isolating Locky
was made due to its prominence as a Crypto-Ransomware. The multi-classifier works in multiple

layers with one classifier monitoring packet and one classifier monitoring network flow.

2.2.7.1 Feature Mapping

The features used in this system were not built or decided upon using an algorithm but decided
using observations on the packets and the network flow. The first distinguishable feature identified
is the IP-wise reset connections ratio (Almashhadani et al., 2019). The authors noticed that in the
15-minute time frame, the malicious traffic would repeat the same set of IP addresses with a high
reset connection ratio nearly every time. This feature does not have significant longevity because
future Locky variants could terminate their connections early using TCP and FIN without RST
to make their traffic seem more benign. The second distinguishable feature is the increase in the
number of HTTP-POSTSs within the traffic stream due to Locky. Most Locky variants use the
HTTP-POST without specifying the User-Agent, with no such instances being found in regular
traffic. The third distinguishable feature identified is the large volume of DNS name errors in the
malicious traffic. This feature is identified as a behavioural feature because Locky is based on
the DGA algorithm, designed to generate many pseudo-random domain names. The underlying
technology behind the malware would have to change for this feature to be labelled non-behavioural.
The next feature found was the DNS labels used by the malware. It was noted by the authors that
Locky only used DNS names with two labels, whereas benign traffic used multiple labels for DNS
names. The final feature used was the presence of NBNS (NETBIOS NAME SERVICE) packets

in 6.05% of malicious traffic.

2.2.7.2 Bayesian Networks

A Bayesian Network (BN), in general, is a relationships network that uses statistical methods
to represent probability relationships between different nodes. It is a compact representation of
the joint probability distribution for reasoning under uncertainty. The mathematical function,
Bayesian theory used for a Bayesian network is shown below.

P(H|c)- P(E|H,c¢)

P(H|E,c) = PEEI)

(2.8)

Here, H is the hypothesis given additional evidence E and background information c. P(H|E,c), is
the posterior probability, which is the probability of H considering the effect of F given c¢. P(H|c)
is the prior probability of H given ¢ alone. The term P(E|H,c) is called the likelihood and gives
the probability of the evidence assuming the hypothesis H and the background information c is
true. Finally, the last term P(FE|c) is called the expectedness, or how expected the evidence is

given only c. It is independent of H and can be regarded as a marginalizing or scaling factor.

2.2.7.3 Experiments

The experimental setup in this system consists of 5 PCs, the first PC, PC1, is the victim machine

where the ransomware is infected. The second PC2 hosts two virtual machines, VPC1 and VPC2,
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which represent three clean machines on the network and will show how the ransomware attempts
to spread through the network. PC3, the third PC, will use Wireshark to capture traffic for analysis.
This PC will run Ubuntu, and its NIC is set to promiscuous mode to prevent infection, along with
the fact that Locky cannot target Linux systems. The data extracted is fed into the packet and
flow-based classifiers, which will then make a decision based on the choices of the two classifiers;
these classifiers are built using Random Forest, LibSVM, Bayesian Networks and Random Tree;
however, the technical aspects of how these classifiers contribute are not specified. In terms of the
packet-based classifier, the Random Trees prove most effective with an accuracy of 98.72%. The
flow-based classifier displays the most success with Bayesian networks with an accuracy of 99.83%.

On average, the flow-based classifiers were all more accurate than the packet-based classifiers.

2.2.7.4 Discussion

This approach comes with a good number of positives while also having drawbacks; the system
does achieve a high accuracy rate at 98.72% for packet-based detection and 99.83% for flow-based
detection for Locky ransomware. This approach’s novelty and most significant strength are that it
uses two vectors to detect the ransomware: a packet-based detection algorithm and a network flow-
based detection algorithm. The system provides two angles to monitor ransomware activity, giving
the system a better chance of catching the malware before it propagates through the network
or infects the machine. The main issue with this research is that it only uses one family of
Ransomware, Locky, to perform all tests and training. Considering the research was published in
2019, it would be constrained when it came to detecting any other type of ransomware; considering
how vast the amount of ransomware in the wild is, using Locky alone seems almost redundant.
The second most significant issue with the system was that the features were all collected based
on the authors’ observations and not based on any mathematical feature engineering/extraction
approach, which would have been chosen from many extracted network features. For the system
to move forward, it would need to be exposed to more ransomware families; considering the vast
number of them in the modern environment; it is redundant to train a detection algorithm to only
detect one family out of dozens of existing ransomware families. Using a mathematical feature

extraction method instead of manual observations would enhance the system significantly.

2.2.8 NetConverse

NetConverse analyses machine learning algorithm performance on a Windows ransomware network
traffic dataset (Alhawi et al., 2018). The research considers the development of Ransomware vari-
ants which are now being engineered to evade machine learning detection. The dataset comprises
conversation-based network traffic. This approach considers dynamic analysis techniques’ limita-
tions in that new ransomware variants can be redesigned to decrease the detection rate by machine

learning algorithms.

2.2.8.1 Feature Mapping

Feature selection is made using TShark, which outputs statistical and calculated data along with
static feature extraction. TShark is an extension of the network analyser, Wireshark. Each network
PCAP file is merged into a dataset based on the features extracted from within the PCAP file,
and ten features are used. The features range from the protocol used to the origin and destination

address to packets and duration.
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2.2.8.2 J48 Decision Trees

As the name suggests, the data structure takes on the structure of a tree. The training dataset is
used to construct a tree to make test data predictions. The aim is to achieve the most accurate
results with the least number of decisions made. The J48 decision tree can be used to solve
classification and regression problems. This method of classification relies on the concept of Entropy
and Information Gain. Entropy refers to the uncertainty of the data. Example: The entropy of a
coin toss lies between 0 and log(2) as there is no way of predicting the outcome; however, if the
coin were two-headed, the entropy would then be zero as the outcome can be predicted with 100%
outcome. The mathematical and algorithmic background of the J48 decision trees are discussed in
the background information of the behavioural-based system, so they will not be repeated in this

section.

2.2.8.3 Experiments

The data taken from the TShark and once feature selection is a complete run through multiple
machine learning algorithms; Bayesian Networks, MLP, J48, KNN, Random Forests and LMT.
The highest accuracy achieved was by the J48 algorithm, which achieved a 97.1% accuracy rate.
All experiments were carried out in WEKA with a 10-fold cross-validation approach using all ten
extracted features. The J48 algorithm achieves the highest accuracy rate with a very low false
positive rate. All of the data used in the experiments are extracted from virtual machines run in a
VMWare workstation with all the classifiers not being tuned. The dataset comprised 264 benign

files and 210 examples of malign files.

2.2.8.4 Discussion

While achieving very high detection rates, this study has its own set of limitations. While achieving
a 97.1% detection rate is impressive, the data set used is vastly limited in terms of only having
210 ransomware samples and 264 benign files. The minimal training the models receive on be-
nign behaviour will likely lead to the model becoming confused when it comes to being deployed
into the real world unless actual expansion and tuning are carried out. The lack of tuning also
reinforces the authors’ statement that this research acts as a baseline that other researchers can
build on, considering the algorithms have received no tuning to allow them to be purpose-built for

ransomware.
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2.2.9 API-Based Ransomware Detection

This API-based ransomware detection approach proposed by Almousa et al. aims to detect ran-
somware infections using Windows API calls. The API-Based detection system achieves a strong
ransomware detection rate of 99.18%. The system uses simulated data that is extracted from
the Cuckoo sandbox and is used to train a machine-learning classifier. The API system uses data

simulated for 10 minutes to obtain the necessary data for detection training (Almousa et al., 2021).

2.2.9.1 Feature Mapping

The features used in this system are taken from Cuckoo execution reports. Almousa et al. identify
249 ransomware and 229 benign features and combine this into a joined feature set of 206 com-
mon features. The common features are identified using principle component analysis, a method
used to reduce the dimensionality of datasets. Principle component analysis attempts to reduce

dimensionality while retaining maximum information.

2.2.9.2 Algorithm

This research uses SVM, Random Forests and k-Nearest Neighbour as its detection algorithms.
These algorithms have been proven effective in previous research we have reviewed and can be
effective in detecting ransomware given the correct feature sets. The k-Nearest Neighbour algorithm

achieves the best results with a 99% accuracy rate.

2.2.9.3 Experiments

The experiments in this research use a dataset of 58 ransomware and 66 benign files, which is
limited. The experiments use the random forest, SVM and k-NN; k-NN records the best results with
a 99.18% accuracy rate. The data collected for each sample was of 10 minutes of activity; however,
this may not prove optimal as there are ransomware strains that could infect and encrypt most
files during that time. The dataset is limited, and 58 ransomware samples cannot possibly cover
the behavioural patterns of the various ransomware samples. The dataset needs to be expanded

significantly.

2.2.9.4 Pros & Cons

Overall, this research is limited because it uses a minimal number of ransomware and benign
samples. The system would unlikely maintain its 99% detection rate if exposed to zero-day ran-
somware. The API calls that span 10 minutes of execution may give ransomware enough time
to encrypt most files on a system. The research needs further expansion and more emphasis on
detecting zero-day ransomware, as newer variants have the best chance of causing optimal damage.
The research also uses API calls without any static or network features; this could be added to

improve the system’s reliability.

32



PhD Thesis Damien Warren Fernando

2.2.10 API-Call Based Detection (2)

The research proposed by Sheen & Yadav uses API-call usage to detect ransomware. API calls
are widely used in malware detection research, so it is a logical approach. This research aims to
identify the most distinguishing API calls to identify ransomware and benign files. This research

uses many machine learning algorithms to test its detection capabilities.

2.2.10.1 Feature Mapping

The features for this research are API calls that are common between benign and ransomware
samples. The features consist of API calls that were more frequent in ransomware by a factor of at
least 0.1 (Sheen & Yadav, 2018). The final feature set is a binary feature set of 160 API calls. The
use of an API call constitutes having a particular feature. There is no specific feature selection
method or algorithm besides having common features that are more frequent in ransomware than

in benign files.

2.2.10.2 Algorithm

Random forests are the most effective algorithm used in this research; Sheen & Yadav. exper-
imented with various algorithms such as IBK, Naive Bayes, Decision Trees and JRIP. Random
Forests being effective is likely due to the binary nature of the feature set; this binary feature set
will make it very simple for a random forest to identify the combinations of different API calls that

differentiate between benign and ransomware files.

2.2.10.3 Experiments

This approach has a large dataset of 16243 ransomware samples and 3620 benign samples. The
dataset used in this research is skewed heavily towards ransomware; the issue with this approach is
that any detection system will come into contact with more benign files than malign; therefore, it is
important to expose a system to a variety of benign files. Sheen & Yadav recognise the imbalance in
the dataset and apply SMOTE (Synthetic Minority Oversampling Technique)to synthesise benign
samples to add to the dataset. SMOTE selects samples from the minority class, which in this
case is the benign class and uses K-nearest neighbours to find the neighbours near the selected
sample. The SMOTE algorithm then creates synthetic samples between the chosen sample and it
k nearest neighbours. The highest performing algorithm for the dataset is the random forest with

a detection rate of 96.53% and a low false positive rate of 7.5%

2.2.10.4 Pros & Cons

This research proposes an API-based approach to detecting ransomware and shows some promis-
ing results; however, the high detection rate does not tell the whole story. The API calls are used
as binary features, allowing attackers to disguise ransomware by using API calls that are usually
present in benign files to cover the tracks of the ransomware. In addition to using binary features,
Sheen & Yadav do not specify what period is used for capturing these API calls; the time taken
for the execution is essential because ransomware can encrypt files quickly; therefore, it is essential
to catch it early in its execution. The research also fails to take any zero-day detection or evo-

lutionary ransomware into account; these types of attacks are the most prevalent in ransomware.
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Using binary features would make a detection system sensitive to concept drift with very slight

adjustments to API behaviour in ransomware.

2.2.11 Ransomware Detection with Paranoia Activities

The research proposed by Molina et al. attempts to classify ransomware before its encryption
phase by using pre-encryption “Paranoia” activity. The paranoia activity is pre-encryption API
calls triggered by ransomware just before its encryption phase. Molina et al. test their method
using a different machine and deep learning techniques to find the optimal solution; the optimal

solution is achieved by combining random forests and OoW (Occurrence of Words) techniques.

2.2.11.1 Feature Mapping

The feature extraction process focused on finding paranoia activities (Molina et al., 2022). Paranoia
activities attempt to realise the presence of a dynamic analyser (Molina et al., 2022). The paranoia
activities are identified using previous research that has already defined API calls used to avoid
detection. Molina et al. define 23 unique API calls commonly used to evade detection when
malware starts executing. Following on from the 23 APIT calls, Molina et al. use techniques such as
the Occurrence of Words (OoW), Bag of Words (BoW), and Sequence of Words (SoW). The OoW
technique considers the occurrence of an API call as a binary feature, and the BoW considers the
number of times an API call is invoked. The SoW technique considers the sequence of API calls
and only considers a unique sequence of API calls; therefore, the same API calls in the sequence

are not considered.

2.2.11.2 Algorithms

The algorithms used in this research include K-Nearest Neighbour (KNN), Random Forest, Arti-
ficial Neural Network (ANN), Long-Short Term Memory (LSTM), and Bidirectional Long Short-
Term Memory (Bi-LSTM). Random Forest achieves the strongest results with a 96.8% recall rate
for ransomware; however, it also achieves an 81.8% recall rate for benign files. The random forest

algorithm has been discussed in this thesis in section 2.8.2.

2.2.11.3 Experiments

The dataset used in this research comprises 2994 ransomware samples and 438 benign samples. The
dataset starts with nearly 20,000 malware files and is sorted into ransomware and benign samples;
the benign samples are taken from a fresh Windows install. The API call data is taken from
executing samples in the Cuckoo Sandbox and analysing the file activity reports. The Random
Forest and OoW combination achieve the highest recall for ransomware. The machine learning
algorithms appear to have trouble correctly identifying benign files, with the highest recall rate
being 88.64% and the Random Forest achieving a recall of 81.81% for benign files. The low recall
for benign files would mean a high false positive rate of ransomware detection. The high false
positives could be due to benign files having similar API call patterns to some ransomware; this

would be common paranoia activity.
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2.2.11.4 Pros & Cons

The research proposed by Molina et al. achieves high ransomware detection statistics; however, the
detection rate for benign files is lower than desirable. The high false positive rate is not as severe
as having a high false negative rate; however, it would be desirable to have a similar recall for
ransomware and benign files. The limitations of this research state that the model would struggle
to classify new unseen ransomware; this is a significant shortcoming in the ransomware space due
to the rapid evolution and emergence of new ransomware. Ransomware detection systems should
be hardened to focus on detecting new unseen strains, and without the ability to do so, it would

be severely limited in lifespan and real-world effectiveness.

2.2.12 Swarm-Based Ransomware Feature Selection & Detection

Abbassi et al. propose an automated feature selection method for ransomware detection with ma-
chine learning algorithms. The system proposed uses particle swarm optimisation for a behavioural-
based detection system; this means the features used for ransomware detection are dynamic and
taken during execution. The approach proposed groups features together and performs feature

selection based on the significance of a group.

2.2.12.1 Feature Mapping

The feature mapping process starts with organising features into groups and taking features from
each group. The features taken from each group are the top-ranked among the group; the mutual
information criterion is used to select the highest ranking features in every group so the overall
collection of features will have the highest information gain possible. The second stage of the
feature selection process involves using logistic regression with particle swarm optimisation. The
particles in the swarm are moved into their relative best positions to achieve the best possible

position for the swarm.

2.2.12.2 Algorithm

The most effective algorithm used in the experiments was the regularised logistic regression al-
gorithm, which is also used to evaluate the features during stage two of the PSO analysis of the
features. The logistic regression is the most effective, and this is not a surprise as this research uses
the same dataset as the Elderan system; the Elderan system also found regularised logistic regres-
sion to be the most effective algorithm for its data. The regularised Logistic regression algorithm

is proven effective and reduces overfitting in classification.

2.2.12.3 Experiments

The dataset used for this research is the Elderan dataset. The Elderan dataset comprises 582
ransomware samples and 942 benign samples. The experiments use a range of machine learning al-
gorithms; Random forests, regularised logistic regression, decision trees, K-nearest neighbours and
SVM. The experimental setup uses a k-fold cross-validation approach using the Elderan dataset.
The most obvious issue with the experiments is the dataset; the Elderan dataset contains ran-
somware from 2012 to 2015. Considering this research paper was published in 2022, it does not
make sense to only experiment with ransomware that is almost a decade old; attack patterns and

ransomware, in general, will have evolved during this time.
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2.2.12.4 Pros & Cons

The research proposed by Abbasi et al. provides strong results for detection; however, the detec-
tion results achieved by the regularised logistic regression are overshadowed by the random forest
without the proposed approach; this poses the question as to whether this approach is even neces-
sary as it introduces computing overhead while not achieving results superior to approaches that
do not need it. The second most noticeable issue with this approach is that it does not provide a
significant improvement over the baseline approach and, in some cases, makes results worse than
its competitors and baseline classifiers. Using an outdated dataset is also an oversight; the Elderan

dataset was created in 2016 and would be useful to combine with modern ransomware data.

2.2.13 Pre-Encryption Ransomware Detection

The pre-encryption detection system attempts to detect ransomware before the encryption phase
of an attack begins. The pre-encryption detection system acknowledges the irreversible nature of
ransomware and the lack of research that considers population drift (Urooj et al., 2021). The pre-
encryption detection system addresses that ransomware attacks are evolving, and current research
does not consider developing crypto-ransomware variants. The approach proposed by this research
deals with the current work in ransomware detection limitations by developing an evolutionary

model that works well with developed ransomware variants (Urooj et al., 2021).

2.2.13.1 Feature Mapping

Before mapping the features, the pre-encryption system defines the pre-encryption boundary def-
inition (Urooj et al., 2021). The pre-encryption boundary definition identifies the ransomware
behaviour that is associated with encryption. The first phase of this analysis is started when the
first cryptographic API is triggered. The pre-encryption phase distinguishes pre-encryption from
the encryption phase. The feature set for the pre-encryption data is built using a mutual informa-

tion method used by various ransomware detection systems covered in this literature review.

2.2.13.2 Algorithm

Urooj et al. use a Stochastic Gradient Descent algorithm to classify ransomware in the pre-
encryption stage. The classifier is designed to update itself when misclassification occurs to evolve
and keep in touch with the current concept. The stochastic gradient descent is not expanded as

this approach can be used with many machine learning algorithms.

2.2.13.3 Pros & Cons

This research proposes an interesting concept; however, it provides no experiments or results that
back up the claims that this pre-encryption can detect ransomware effectively while addressing the
population drift problem in ransomware detection. Using a stochastic descent algorithm alone is
not enough to deal with the dangers of evolving ransomware, as it relies on misclassification to
adapt to new ransomware. One infection could prove detrimental to an organisation; therefore,
it is essential to address the zero-day ransomware issue without relying on misclassification and

retraining.
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2.2.14 Deep Neural Networks

In this study, the authors use a network-based approach and a combination of network monitoring
with a deep neural network to detect ransomware. AV’s standard approach to detection today
is matching binary patterns and monitoring API calls (Tseng et al., 2016). These are recognised
as signature-based approaches and would not be effective in detecting novel types of malware. If
ransomware changes its behaviour in terms of API calls or begins to change its binaries, then it
will no longer be seen by the AV until a signature update is released (Tseng et al., 2016). API
calls and binary patterns rely on detection after execution starts and cannot detect immediately
when infection starts.

Using the analysis of network behaviour in ransomware, a deep neural network is constructed,
which is trained on critical payloads selected from packets extracted from total network traffic
(Tseng et al., 2016). This method detects infection as soon as it starts and is designed to be
implemented on an SDN switch, allowing it to be easily integrated into the real-world network
architecture. In terms of the network, ransomware can enter a system in many ways, including
malicious emails, drive-by downloads, and compromised websites, to name a few. It is observed
through the analysis of ransomware network behaviour that upon infection, ransomware will request
a DNS query to the DNS server for the C&C information for a configuration file, then contact the
C&C servers, which will give the ransomware further instructions on how to behave. This analysis
shows that the DNS query and HTTP requests are the most important for analysing ransomware
network traffic. Because domains for C&C servers can vary, HT'TP requests become very important
(Tseng et al., 2016).

2.2.14.1 Feature Mapping

Deep learning models use a feature engineering method that utilises carefully crafted feature de-
tectors (LeCun et al., 2015). The neural network can start with raw data and develop features as
it goes along. This approach shifts the emphasis of the user having to use feature reduction algo-
rithms and analysis techniques to find a feature set from the user to the deep learning algorithm.
Due to the advancement of deep learning, many feature engineering techniques are now obsolete
(LeCun et al., 2015).

2.2.14.2 Algorithm

Deep Neural networks were chosen for the classification task due to their ability to build a better
feature set than a shallow model. The dropout method was introduced to reduce over-fitting, and
dropout will randomly ignore neurons during the training process, ignoring their contribution on
the forward pass with weight updates introduced during the backward pass. Dropout is represented

in eq.2.9.

0f = o) = 1Y Y whitio) 29
I<h j
Where O! is the output of unit 4 in layer f(y?) is the output vector of the i‘" layer, w are
the weights, and f is the activation function. With bé being the Bernoulli random vector, where
P(b, = 1) = p!, the dropped neuron will depend on the Bernoulli random vector.
Root mean square propagation (RMSprop) is used to adjust the learning rate, so the step size

stays on the same scale as the gradient where ) is the forgotten coefficient, Q(w)? is the gradient
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at w. The root square propagation is similar to weight decay; it keeps the moving average of the
gradient; this is presented in eq.2.10 and eq.2.11 where for each parameter w’ v; is exponential

squares of gradients and g, gradient at time ¢ along w’.

v = pri—1 + (1 —p) * gf (2.10)

W41 = Wt + A(-L)t (211)

2.2.14.3 Experiments

The dataset constructed comprises 23 different types of ransomware, the most prominent being
CryptoWall, TeslaCrypt, CryptXXX, Locky, CrypMIC and Cerber (Tseng et al., 2016). Most
ransomware traffic was obtained on traffic analysis websites and traffic from the user’s sandbox
environment. The average traffic was captured by capturing network data of users carrying out
everyday tasks. Initial extraction yielded over 600,000 malware packets; however, under the as-
sumption that the essential packets were DNS and HTTP requests, this is reduced to 0.3% of the
initial number down to 2631 packets. The training set used 80 samples of ransomware found in the
wild between February 2015 and May 2016, whereas the test set used 77 samples of ransomware
found post-June 2016. All inputs are normalised to make inputs set to equal vectors, which is
achieved using the Maximum Transmission Unit. Noise caused by samples differing in length is
resolved with Central-Slide shifting all inputs to the middle and padding them with zeroes. The
most robust result obtained from the deep learning neural network was an accuracy of 93.92%,

with a false positive rate of 0.12%.

2.2.14.4 Pros & Cons

The deep learning approach is becoming increasingly popular in terms of malware detection, and
research into it is also popping up for ransomware. This approach has many positive aspects while
having some limitations that must be monitored. Firstly the deep learning approach used for
this model uses ReLU, which increases the speed of the training rate, slow training rates being
one of the main hindrances of deep learning models. Network features allow detection before
encryption can begin or even earlier in the process, giving this model an edge over those without
any network monitoring capabilities. The approach taken by the authors also isolates types of
network communications to look for instead of analysing massive amounts of packets; the model
focuses on DNS and HTTP requests. The usage of deep learning also removes the need for the
author to engineer their features. While this model does have a lot of positive aspects to it, it does
have limitations. Firstly, over 70 thousand inputs make the feature engineering process undertaken
by the algorithm longer; this can easily be streamlined instead of feeding raw sandbox data into
the neural network. The amount of actual ransomware samples used is meagre compared to other
studies. Considering deep learning requires large amounts of data, the relatively small amount of
data used in this dataset may not be enough to create a robust model. The future of this system
is to move execution from a static state to a dynamic execution on an SDN switch set in a natural
network environment (Tseng et al., 2016). As infection with ransomware is a process, the authors
would like to design an algorithm that compares the contents with the previous or following packets

to enhance our detection rate (Tseng et al., 2016). The systems usage of network features alone
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could be further enhanced by adding behavioural and static data to fully take advantage of the

power of Deep Neural Networks.

2.2.15 Long Short Term Memory (LSTM)

This Deep Learning LSTM designed for ransomware detection uses the analysis of an API call
sequence to create a metric to identify the behaviour of a process (Maniath et al., 2017). Having
analysed multiple ransomware families, they tend to share common behaviours. In particular,
ransomware nearly always makes a short-term connection to a command and control centre, deletes
shadow volume copies of files, and causes a significant system overhead by conducting massive file
operations. This deep learning approach creates a model which can identify these properties and
classifies a sample as either ransomware or benign (Maniath et al., 2017). The data for analysis
is obtained in Cuckoo Sandbox Modified, a modified version of the cuckoo sandbox designed to

circumnavigate anti-sandbox measures.

2.2.15.1 Feature Mapping

The exact features used in this model are not specified; from the specification on columns used
in the dataset, 73,989 would suggest that this amount of characteristics contribute to the final
feature set used. Deep learning models use a feature engineering method that utilises carefully
crafted feature detectors (Le Cun et al., 2015). With feature detectors, the neural network can
start with raw data and develop features as it goes along. Despite this, the feeding of 73,989
columns of raw data may be excessive and produce a massive overhead in terms of the LSTM

engineering features from a massive amount of raw data.

2.2.15.2 Algorithm

LSTMs: LSTM Neural networks are a Recurrent Neural Network (RNN) capable of learning long
terms dependencies (Maniath et al., 2017). LSTMs utilise a memory unit called a cell to retain
information for long periods. The LSTM has four neural network layers interacting with each other
deciding whether to add or remove information to a cell state. The issue with a regular RNN is
that it does not look back very far regarding time steps. LSTMS will include functions which hold
on to specific predictions from multiple time steps ago in order for them to continually contribute
to predictions the neural network makes until those predictions are deemed to be forgotten. In
this sense, an LSTM works much like the human brain in how it learns through experience.
Initially, an LSTM will determine how much previous information a cell must retain; this is
decided by a sigmoid layer which acts as a forgetting mechanism; this function is described in
Eq.2.12. The sigmoid activation function o takes x; and h;_; and returns a value between 0 and 1
as output, which is multiplied by the value of ¢;_1. An output of 1 for the sigmoid will completely

retain the previous value, and a value of 0 will remove it (Maniath et al., 2017).

fo = o(Wylhi—1,24] + by) (2.12)

The next step is updating the memory cell, the sigmoid layer, which decides which values to
update, and the tanh layer, a hyperbolic tangent function that returns values between 1 and -1.

The tanh layer creates ¢;, the vector of new candidate values.
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iy = o (Wilhi—1,2¢] + ;) (2.13)

Ct = tanh(WC . [htfl,l't] + bC) (214)

The old state ¢;_; is multiplied with f;, which forgets the values we decided in the previous
step. The results is then added to i; - ¢;. The resulting candidate value will then be stored in the
cell. This stage gathers new information in the cell.

The output h; is a filtered version of the values in the cell state. The sigmoid layer will decide
which part of the cell will be output. The cell’s value is passed to the tanh function; the output
will be multiplied by the output of the sigmoid layer.

Ot = U(Wo[ht_l, l‘t] + bo) (215)

ht = Ot * tanh(Ct) (216)

2.2.15.3 Experiments

The dataset constructed contains 157 ransomware executables and benign files obtained from online
repositories and default programs obtained from a fresh windows install. When executed in cuckoo
modified 239 different API calls were identified in different frequencies and order. Of the 239 API
calls, 38 are common in all executed samples; these are labelled between 1 and 39. Due to the
difference in API sequence length from executable to executable, the API sequence is converted
into an integer and appended with Os to match the most extended sequence length. Each sequence
is labelled and converted to an integer; the dataset is split 80/20, with the 20% being for testing
purposes. The first column of the input is the label (benign or ransomware), with the remaining
73,989 columns being the input sequence. The LSTM model chooses the most accurate model
during the training phase to be put forward for testing. The training layer is built on three layers
with 64 nodes. The highest accuracy training model is used to achieve a test accuracy of 96.67%.

The sigmoid function and Adam optimiser are applied to this network (Maniath et al., 2017).

2.2.15.4 Pros & Cons

Using LSTM deep learning networks to detect ransomware is a particularly novel approach con-
sidering how powerful LSTM is if used correctly. This model is a strong one yielding excellent
results; however, it has limitations. The detection rate for a start is very high at 96.67%; however,
it must be noted that it is not specified whether these results are on zero-day ransomware samples.
The authors used sequences of API calls to train the model to detect ransomware; considering its
detection rate, the sequences can make it possible for the system to detect ransomware early in
its execution based on the API calls it makes. This system uses an extended timeout to compen-
sate for ransomware that delays execution. The feature engineering system used by deep learning
models significantly reduces time taken by creators of the model to reduce features and carry out

manual feature engineering. While being a robust model, it does have its limitations, firstly the
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fact that the dataset uses common API’s between all samples, which is 38; means that it relies
on ransomware following particular patterns of API usage, which could be rendered obsolete in
future if polymorphic ransomware arises which can alter its behaviour dynamically. Finally, this
model makes the mistake of having a minimal dataset, using only 157 ransomware samples and
benign files from a fresh Windows installation, which is limiting in terms of behavioural samples
and the sheer numbers required to build a robust deep learning model. This system’s future should
firstly be trained on more ransomware samples and a more diverse set of benign programs. The
benign programs only being taken from a fresh Windows installation significantly limit the dataset
as a whole and give a false representation of the high detection rate. Considering little to no
programs in a fresh Windows install will behave in any way close to how a ransomware executable
will behave. The use of only 38 API calls could be expanded or a new metric could be proposed
to identify ransomware, considering there is no solid rule that ransomware will always rely on the

same set of API calls to execute their payloads.

2.2.16 Shallow and Deep Networks

Evaluating Shallow and Deep Networks for Ransomware Detection and Classification uses deep
and shallow networks to detect and classify ransomware. The models aim to classify ransomware,
differentiating them from benign files and between ransomware families. The use of API invocations
is prominent in this research. All experiments are run up to 500 epochs with a learning rate in
the range [0.01-0.5] (VinayKumar et al., 2017). The model claims 100% accuracy when classifying
ransomware as benign and a 98% accuracy when classifying ransomware into their respective

families. The dataset is comprised of APT calls from Cuckoo Sandbox.

2.2.16.1 Feature Mapping

The exact selection of the features is not specified, while deep learning algorithms tend to have their
methods of feature engineering. The alternative approaches, such as SVM, would require some
feature selection process; however, this is not specified either. The features considered around
131 API calls and their frequency from the Cuckoo Sandbox logs are selected and considered
(VinayKumar et al., 2017). The feature set does not appear to use feature reduction methods to

reduce the feature count.

2.2.16.2 Algorithm

Artificial Neural Networks represent a directed graph in which a set of artificial neurons, generally
called units in a mathematical model, are connected by edges (VinayKumar et al., 2017). The
most common variants of ANNs are RNNs (Recurrent Neural Networks) and FFNs (Feed-Forward
Networks). The algorithm used for this model, Multi-Layer Perceptron (MLP), is a subset of FFN.
This network will contain three or more layers. The minimal three layers will contain an input
layer, at least one hidden layer and an output layer (VinayKumar et al., 2017). The number of
hidden layers will depend on the complexity of the data. All these units will form an acyclic graph

with signals moving forward from layer to layer.

2.2.16.3 Experiments

The models are trained using backpropagation with a non-linear activation function on Tensor-

Flow. The gradient descent calculations are accelerated by running TensorFlow in a single NVidia
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GK110BGL Tesla k40 (Hinton et al., 2012); this allows for increased training speed (Glorot et al.,
2011). The dataset contains seven different ransomware families comprising Cerber, CryptoLocker,
CryptoWall, Maktub, Sage and TorrentLocker (VinayKumar et al., 2017). The 131 API calls used
are extracted from the Cuckoo Sandbox logs. The training data will be ransomware samples found
from January 2015 to March 2016. Testing data uses samples from April 2016 to May 2016. A
training rate of 0.1 is used with three network topologies; MLP 1 layer with 1000 units, MLP 2
layer with 1000 and 500 units and MLP 3 layer with 1000, 500 and 250 units. All MLP network
topologies have used ReLU activation functions, increasing the training rate. Dropout is used to
prevent overfitting (Hinton et al., 2012); this approach randomly removes units during training in
the forward pass; this helps the network learn the characteristics of benign and ransomware files.
The MLP with three hidden layers performs the best in binary and multi-class classification. The
MLP has an astonishing 100% accuracy rate when classifying files as either benign or ransomware.

It has a 98% accuracy rate when classifying ransomware into their respective families.

2.2.16.4 Pros & Cons

This model achieves promising results and has many strengths and some weaknesses. The main
strength of this approach is that the MLP model with three hidden layers manages to achieve
a 100% detection rate on the test data when it comes to classifying between ransomware and
benign files. The model allows the classification of files into their respective ransomware families.
However, it is not explicitly mentioned how many ransomware samples or benign files are used,
making it slightly difficult to judge how robust the model is. Multi-layer perceptrons (MLP) as an
approach are strong when classifying problems with a large number of parameters such as this one.
In terms of weaknesses, the simplicity of MLP compared with other more complex Deep Learning
approaches may undo it when dealing with the next generational ransomware. The reliance on just
API calls and no network or static features could be an area this approach misses out on. While
being a robust model, it does have its limitations, firstly the fact that the dataset uses standard
APT’s between all samples, which is 38; means that it relies on ransomware following particular
patterns of API usage, which could be rendered obsolete in future if polymorphic ransomware
arises which can alter its behaviour dynamically. Finally, this model makes the mistake of having
a minimal dataset, using only 157 ransomware samples and benign files from a fresh Windows
installation, which is limiting in terms of behavioural samples and the sheer numbers required to
build a robust deep learning model. Future Work This system’s future should be trained on more
ransomware samples and a diverse set of benign programs. The benign programs only being taken
from a fresh Windows installation significantly limit the dataset and give a false representation of
the high detection rate. Considering little to no programs in a fresh Windows install will behave
in any way close to how a ransomware executable will behave. The use of only 38 API calls could
be expanded, or a new metric could be proposed to identify ransomware, considering there is no

solid rule that ransomware will always rely on the same set of API calls to execute their payloads.

2.2.17 Al-Based Ransomware Detection for Digital Substations

The Al-Based ransomware detection approach proposed by Alvee et al. attempts to detect ran-
somware by converting ransomware binaries into 2-D greyscale images and using a convolutional
neural network to classify benign and ransomware images. This research discusses ransomware

detection in a substation setting and considers infection of this substation through three infection
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vectors. The infection vectors are remote access, physical intrusion, devices, and the substation

network.

2.2.17.1 Feature Mapping

The feature mapping works differently in this research than in other research we have evaluated
because of the unique approach to classification. The proposed system converts ransomware and
benign executables into a 1-D grayscale array, which is then converted into a 2-D greyscale array
and a 2-D greyscale image. Data augmentation is used to enhance the ransomware dataset in this
research. Data augmentation is used to enhance classes with a limited population in a dataset;
this reduces the impact of overfitting (Alvee et al., 2021). To enhance attack detection, Alvee et
al. use rescaling and sample-wide standardisation. Two convolutional layers and two max-pooling

layers are used to extract features from the processed data.

2.2.17.2 Algorithm

The concurrent neural network used in this research is multi-layered ReLu is chosen as the activa-
tion function keeps image size constant, and ReLU is good for increasing non-linearity from images
with high nonlinearity (Alvee et al., 2021). The pooling layers reduce the noise impact of the
features. Two fully connected layers utilise the output from the convolution process and predict
the image class. Softmax is used in the layer of CNN, which normalizes the CNN output between
1 and 0, with 1 being ransomware and 0 being benign (Alvee et al., 2021). User configurable

hyperparameters are determined through trial and error to find optimal settings for the CNN.

2.2.17.3 Experiments

The experimental dataset consisted of 672 benign samples and 845 ransomware samples. The
ransomware samples consisted of the actual ransomware gathered by the researchers and augmented
samples created for the experiments. The CNN algorithm used the data with a 90-10 split for
training and testing. The CNN algorithm achieves an overall accuracy of 96.22% and is compared
with the accuracy of the OpCode-based detection system proposed by (Zhang et al., 2019). The
system performs well on the data it is tested on, although it is unclear why this system is only

compared to one other system.

2.2.17.4 Pros & Cons

This research achieves strong results and can produce a robust ransomware detection system that
uses an adaptable approach. This research uses a conversion of executables to a greyscale 2-D
image, allowing the system to detect ransomware before the encryption phase of an attack. The 2-D
greyscale images could be considered a static analysis technique and be vulnerable to obfuscation.
An attacker understanding the mapping between the visual appearance of an executable and a
benign classification could lead to misclassifications. The lack of any behavioural analysis means
the ransomware does not need to execute to be detected; however, this also means the approach is
vulnerable to the issues faced by static analysis methods. Ths research presented by Alvee et al.
does not address zero-day and evolving ransomware either; using a static detection method could

be even more susceptible to concept drift than a behavioural detection system.
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2.2.18 Static Detection with LSTMs

This research uses static features combined with an LSTM to detect ransomware. The approach
taken by this approach involves using the file headers of an executable to determine whether it is
ransomware or benign. The file header contains a sequence of bytes, which can be broken down
into information that can be used to identify a file (Manavi & Hamzeh, 2021). The theory behind
this research is that the file header of ransomware is distinct and unmistakably different from

ransomware.

2.2.18.1 Feature Mapping

The features used for this research are the file headers in an executable. The first 1024 bytes of
the executable is considered the header (Manavi & Hamzeh, 2021), which is used for the features
in the dataset. The numeric value of each byte from 0 to 1024 is noted, and the difference between

the common ransomware families and benign files is visually represented.

2.2.18.2 Algorithm

The LSTM has three layers; the first two use the tanh as an activation function, and the final
dense layer uses softmax as an activation function. The LSTM’s use is justified by its ability to

learn and remember long-term concepts. An in-depth look at LSTMs is provided in section 2.15.2.

2.2.18.3 Experiments

The experiments in this research provide strong results with an accuracy rate of 93.25%. The same
approach with a Multi-Layer Perceptron achieves an accuracy of 91.69%. The experiments ensure
that the system is tested on ransomware the system has not encountered before; therefore, it does
attempt to address the issue of zero-day ransomware. The dataset used has an equal split of 1000
benign files and 1000 ransomware files; this is a reasonably large number of samples, although it
is worth noting that the system will encounter more benign files than ransomware, so the dataset

could be skewed towards benign files to capture the true variety of benign files.

2.2.18.4 Pros & Cons

This research produces strong results and uses a unique approach to do so. The system produced
yields strong detection rates and can function as a solution to zero-day ransomware effectively.
The main issue with the static system is that it relies on ransomware following pre-defined static
patterns and has no fail-safe if the static characteristics of the ransomware do not match what
it expects. If file headers can be altered, ransomware could easily evade this system’s detection;
the validity of the zero-day ransomware can be questioned. The properties of the zero-day type
ransomware used in the experiments are not confirmed to be different to the ransomware the system
is trained on. The system must be tested against obfuscation techniques, primarily as it relies on

detecting static features.
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2.2.19 IRP Ransomware Detection

This research uses 1/0 request packets to detect ransomware; 1/O request packets are a low-level
I/0 system operation that is relatively new in the ransomware research space (Ayub et al., 2020).
I/O requests are requests between the user and the kernel mode. If the user requests a file to
open, the I/O service in the kernel mode carries out the task. The I/O logs are used with an
ANN (Artificial Neural Network) to detect ransomware. The ANN is tested with three different

configurations to optimise the detection rates for ransomware.

2.2.19.1 Feature Mapping

The features used are a numerical measure of different IRP metrics. The features are divided into
IRP Operations, Flags and File System information. The time elapsed for each operation is also
noted as a feature. The system also uses file system information for the following features: File
Object, Device Object, File Name, Entropy, and Buffer Length. The features are not identified
using an algorithm or feature selection method; however, the essential features for I/O operations

in the lower levels have been identified in this study.

2.2.19.2 Algorithm

This research uses an artificial neural with ReLU and sigmoid activation functions; the training
process is sped up using the ReLU activation function. Adam optimisation is used to reduce
computational load and reduces the parameters needed for tuning. Validation loss is monitored
to ensure that learning development is present in every training phase; if there is no learning
development in the model, the early stopping method is used. The validation set uses 20% of the

training set.

2.2.19.3 Experiments

The dataset used in this research comprises 272 ransomware samples from 18 different ransomware
families, totalling approximately 90 minutes of ransomware 1/O logs. The benign data comes from
11 benign users using benign programs which provide I/O data for benign file operations. Each
benign user provides approximately 10 minutes of benign activity for the dataset. The accuracy
achieved by the Artificial Neural Network is 99.86% as an average across all the ransomware
families tested. The experimental setup also uses a zero-day approach where the neural network
is trained on ransomware families not included in the test set; therefore, the test ransomware is
samples not seen previously by the classifier. The research does not specify whether concept drift

in ransomware is addressed and uses a training-test split of 80/20%.

2.2.19.4 Pros & Cons

This research provides strong results with a detection rate close to 100%. The neural network is
also proven effective when detecting ransomware strains it has not seen before. The only flaw in the
research is the small sample size of ransomware; in addition to the small sample size of ransomware,
the distribution of ransomware families is highly uneven. The classifier may learn behaviour heavily
biased towards some ransomware families, which could lead to issues when ransomware evolves and

uses I/0O behaviour that may deviate from the I/O behaviour of large parts of the dataset.
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2.2.20 Siamese Neural Networks

The research proposed by Zhu et al. proposes a siamese neural network that can detect ransomware
and class it into its respective family. The Siamese neural network uses entropy features extracted
from ransomware binary files. The binary features train and refine a pre-trained network to achieve
the most accurate results. The novel aspect of this research is the Siamese neural network, which
takes two samples from the same class and outputs the features of each sample it learns; this

method helps find the commonalities between different samples of the same class.

2.2.20.1 Feature Mapping

The second novel aspect of this research is the use of entropy features in binary ransomware files.
The idea behind using the entropy of the ransomware files comes from the fact that image features
can be vague, and the accuracy of image features can be lost in conversion processes (Zhu et al.,
2022). The entropy features find features similar from ransomware to ransomware and should allow
the classifier to identify ransomware from common elements in their code. Finding new variants of
ransomware should be easier using this method as there tends to be reused or common code between
variants of ransomware from the same family. Entropy features are not susceptible to white noise
and are not too sensitive to spatial distribution changes; code obfuscations or modifications would

represent spatial distribution changes to fool detection systems.

2.2.20.2 Algorithm

A Siamese neural network is a neural network that is split into two sub-networks where the weights
and hyperparameter settings are the same. The sub-networks take one sample from one class, and
the out is the features it learned as common between the two samples. These features are used in
the feature embedding of the fully connected layer, while a loss function is used to predict whether
the samples processed by two sub-networks belong to the same class or not (Zhu et al., 2022). The
proposed system can predict if features learned through different instances are complementary to
instances within the same class. Using Siamese neural networks, the proposed system can predict
that new ransomware belongs to the ransomware class by identifying common code in existing

ransomware samples.

2.2.20.3 Experiments

The dataset comprises 1048 ransomware samples and an unidentified number of benign files; the
test-train split is set to 80/20, and the system is benchmarked against lightweight deep learning
models like DNN and RNN and heavyweight deep learning networks such as InceptionV3, Resnet50,
and VGG16. The proposed model performs significantly better than the benchmark algorithms;
however, its detection rate is 88.7%. The detection rate exceeds the benchmarks, but this detection
rate seems low compared to existing research. It is unclear what kind of benign data is used and

how it differentiates from ransomware.

2.2.20.4 Pros & Cons

The research proposed by Zhu et al. is an interesting concept and allows the system to detect
ransomware based on its binary files; this infers that the ransomware can be detected before the

encryption begins. The main issue with this method is the computational load deep learning

46



PhD Thesis Damien Warren Fernando

algorithms can have and whether the reward is worth the computational cost. Some detection
methods provide high detection rates and focus on zero-day ransomware that does not incur the
cost of using a deep learning architecture. In addition to using a deep learning method, this
research relies on static detection methods; static detection tends to be the easiest to evade, and

it would be helpful to have a dynamic detection engine in addition to a static detection engine.

2.2.21 Analysis Framework

Poudel et al. developed a framework for the Analysis Framework that performs multi-level analysis
on ransomware and benign. The multi-level analysis involves analysing binaries, assembly code and
function calls such as API calls. The analysis framework uses a combination of binary, assembly
and API features to make an informed decision on ransomware detection; the framework uses
different machine learning classifiers. This research has achieved strong results with detection

rates over 90% for almost all machine learning algorithms.

2.2.21.1 Feature Mapping

The feature set consisted of reverse-engineered binary features, assembly code, and DLL features
extracted from the executables. The feature extractor extracts the DLL and assembly features
from the ransomware or benign executable. Cosine similarity is used to measure the similarity
of two samples based on their DLL and assembly features. Cosine similarity finds which features

provide the most discrimination between benign and ransomware, as shown in eq.2.17.

_£-Q
cosp = PIQ] (2.17)

2.2.21.2 Algorithm

The most successful approach in this research is AdaBoost, an iterative ensemble learner. The
AdaBoost learning method learns from the mistakes of previous iterations of the learner that are
considered weak and will turn these classifiers into stronger ones. In a random forest, boosting
would be applicable for classifiers with a non-satisfactory accuracy. All the trees in the random
forest learn from each other’s incorrect classifications to build a stronger classifier. The Gini
impurity is shown in eq.2.18. Gini impurity measures the likelihood of misclassification based on
a split. The lower the Gini impurity, the better the split. Gini Impurity is shown in eq.2.18 where
Y is the total number of classes and p,, is the probability of picking a data point with class y.

Y|
Gini(n) = 3 p,(1 - p,) (2.18)

2.2.21.3 Experiments

The experiments used a dataset of 302 malware samples(Poudel et al., 2019). The experiment
determined whether a machine learning classifier could distinguish ransomware from other types
of malware. The total number of ransomware samples used was 178 from this dataset, with an
uneven split from various families, most of which consisted of Locky and Teslacrypt. 178 benign
samples act similarly to ransomware to further harden the classifiers’ against false positives. There

are three sets of experiments carried out, one with assembly code features, one with DLL features
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and the last with both sets of features combined. The third round of experiments is the most
successful, with an accuracy of 97.95% with Random Forests; strong results are also achieved with
J48 and Random Forests, using AdaBoost. Locky and TeslaCrypt are used in a test set that tests
the classifier’s ability to determine ransomware families; the most accurate algorithm for this is
the Random Forest with AdaBoost.

2.2.21.4 Pros & Cons

This research has strengths and weaknesses. The framework uses various learning to identify the
best detection solution. The model is a framework that increases flexibility regarding the algorithms
used; it is up to the researchers to identify the most suitable algorithm for their features and data.
The first issue with this study is that very few ransomware samples are used to train the classifier.
While using various families, the researchers make the mistake of heavily weighting their samples
towards just Locky and TeslaCrypt; this is not justified, and it would be logical to include a variety
of ransomware families, especially as Locky and TeslaCrypt are not the only prominent ransomware
threats. The features used are restricted to assembly and DLL features; these could be expanded

to incorporate API or network features to aid early detection.

2.2.22 Feature Selection Based Detection

This research focuses on network behaviour and how it can be used for ransomware detection, which
bases its methods on big data (Chang et al., 2018). This approach uses a BiFlow concept to replace
packets because data size is reduced significantly; this reduction is a ratio of 1000:1 when using
BiFlows over packet data. This system uses six selection algorithms for classification purposes and

an additional decision tree model to enhance the performance of the intrusion detection system.

2.2.22.1 Feature Mapping

This research uses 36 network features manually identified by analysis of PCAP files. The algo-
rithms were matched to the features based on six characteristics: gain ratio, information gain,
correlation ranking, OneR feature, ReliefF ranking, and symmetrical (Chang et al., 2018). The
six feature selection algorithms were used together; the resulting scores are normalised to yield
an aggregate score for each feature. This system uses multiple characteristics for feature selection

algorithms in an ensemble-like method to get the optimal feature set.

2.2.22.2 Experiments

The dataset uses a combination of Cerber, Locky and benign software. The experiments in this
research are not extensive but use different amounts of attributes, depths and numbers of leaves.
The most successful configuration was using 25 of the 36 attributes, with 19 leaves and tree size of
31, achieving a precision rate of 90.62%. There is a variation of around 2% for precision between

the different configurations used for the decision trees, which vary in leaves and tree depth.

2.2.22.3 Pros & Cons

This study focuses on the feature selection process and alteration of network data. They transform
packet data to BiFlow format to reduce data size. The main issue with this research is simply the

lack of information about their data and approach. The reasoning behind only selecting Locky
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and Cerber is not provided, and the dataset is not described. There is also a lack of justification
for their selection of features. Using network features alone might not be a complete solution as
there are behavioural and static components to ransomware detection which could be considered.

J48 decision tree implicitly performs feature selection; this could make a feature selection
algorithm an unnecessary computational expense. The lack of a feature selection algorithm in this
research paper could be attributed to this; however, this is not explicitly mentioned. Not using a
specialised feature selection algorithm could allow the inclusion of features with no benefit for the
classifier. Decision trees can be complex because of how varied ransomware can be; this study uses
Cerber and Locky, which means the trees will be specialised in detecting these two families. The
diversity of ransomware has not been captured; not capturing the vast diversity of ransomware
could be an oversight that leads to misclassifications. Expectations in decision trees are critical in
the classification process; while expectations are realistic, the classifications are strong; however,
if expectations are irrational, this can lead to errors. There is no mechanism to compensate for
unreliable predictions that decision trees can be prone to, especially if there is a shifting concept.
Decision trees can be adapted to shifting concepts through local replacement of nodes; however,

this is not addressed in this research.

2.2.23 Machine Learning-Based File Entropy Analysis

This ransomware focuses on detection in backup systems, which is ransomware infections in files
stored in cloud backups. This research uses the idea that cloud services cannot recognise that the
files they back up are encrypted by ransomware. This research proposes using entropy analysis
of infected files to differentiate between infected and regular files. The primary motivation is to
protect backup systems and backup files; if a ransomware infection occurs, a backup is crucial
to system restoration. Encrypted and infected files must be kept away from backup systems.
This research has very few negatives besides the need to ensure that the system is trained on an
extensive range of ransomware, ensuring they can keep track of the possible effects different types

of ransomware can have on files.

2.2.23.1 Feature Mapping

This research does not use standard features like the other studies we have reviewed. Since it is not
a traditional detection system that monitors a network’s endpoints, it does not necessarily need to
have a static, network or behavioural features. Instead of these standard features, the system uses
entropy measure, which measures the entropy between the files incoming from the endpoint and
the backup server’s corresponding backup. Through the entropy measure, it is possible to detect
whether the incoming file is infected by ransomware. If system resources permit, machine learning
models will be added to this detection system, and the synchronised files in the backup server will

be used as a test set to detect ransomware infections (Lee et al., 2019).

2.2.23.2 Algorithm

Entropy is a measure of randomness or uncertainty in the outcome of an event. Entropy can be
derived in many different ways. The formula for measuring entropy is shown below in eq.2.19,

where p; is the probability of a class.
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C

E(S) = Z —pilogapi (2.19)
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The backup system will store the data for the user, and when detecting ransomware, the
entropy reference value of each user’s backup data is measured. The detection module detects
infected files by comparing the measured entropy of the synchronised files with the reference value
of the file format received from the backup system (Lee et al., 2019). It is also proposed to store the
entropy reference value as the average of a collection of files. It should be noted that the entropy
characteristics for each user can differ, so this should be considered when calculating these figures.
The backup system learns and measures the entropy of the files stored in the backup system for
each user, thereby deriving an optimal reference value specific to the user files, which leads to more
accurate detection of the files infected by ransomware (Lee et al., 2019). The data used for the
machine learning models in the proposed system consists of file format, the entropy measured by
the most common value estimate, the entropy measured by the collision test estimate, the entropy
measured by the Markov test estimate, the entropy measured by the compression test estimate,

and whether or not the file is infected by ransomware (Lee et al., 2019).

2.2.23.3 Experiments

The results obtained in these experiments appear very impressive, with most of the machine
learning models obtaining test set detection rates of 100%. The dataset comprised 1200 files,
with 100 examples of each file format and 100 encrypted examples of each file format. The results

are promising as the dataset is varied and not small; it comprises over 1000 files.

2.2.23.4 Pros & Cons

This research provides promising results, with a near 100% detection rate of infected files on all the
detection algorithms they have used. This aspect of detecting ransomware has not been covered
well, and this solution does protect backup systems from taking on encrypted or infected files
because backups are the last line of defence against ransomware. Backups must be protected from
infection and be overwritten with encrypted files.

This research is different from the other research studies that have been reviewed. The main
focus of detection is on file entropy and how the underlying machine learning algorithm interprets
the differences in entropy to detect files encrypted by ransomware. The main weakness of this
study is that there is no consideration of how ransomware encryption may be altered to avoid a
system like this. The entropy calculations between benign and infected files will rely on specific
differences and patterns which define how an infected and encrypted file is identified. It remains

to be seen whether the system would resist attempts to mask encrypted files as regular files.
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2.2.24 Digital DNA Sequencing

This research uses an approach which uses DNA sequencing for ransomware detection. The ran-
somware sample data is converted to resemble a DNA sequence to detect ransomware before the
initial infection stage. This approach is because current ransomware detection studies rely on the
analysis of ransomware networks or behavioural patterns, which imply the attack is already taking
place during detection. Code obfuscation makes it difficult to detect based on code. It is known

that only portions of the code are revealed during certain parts of executions (Khan et al., 2020).

2.2.24.1 Feature Mapping

This system uses MOGWO and BCS to select the framework’s optimal features. MOGWO builds
on GWO, which is an algorithm inspired by grey wolves. GWO searches for the optimal method
for hunting prey. MOGWO divides the objective space into a grid which contains all possible
solutions. The archive decides if a solution should be added or not depending on whether the
solution dominates any solutions already in the grid. BCS builds on CS (Cuckoo Search) algorithm,
which is adapted from the reproduction strategy of cuckoo birds. Along with these two methods,

the accuracy determines which function is maximised and which features are chosen.

2.2.24.2 Algorithm

The novelty of this study is the use of digital DNA sequencing. A synthetic DNA representation
of a digital artefact rather than biological DNA. A digital artefact is represented by only the
characters A, G, C, T where adenine (A), guanine (G), cytosine (C), and thymine (T) molecules,
commonly referred to as ”"bases” (Khan et al., 2020). An example of this process of converting
a common dataset to a DNA sequence; a sample with the binary features '°0 10001010 1
0’ would be converted to '"CGAACGCGCG’ which is a digital DNA sequence containing features
from the ”bases”. A DNA sequence should follow constraints considering H-Measure, continuity,
melting temperature, and GC Content. DNAct-Ran uses three constraints for the DNA sequences
it produces. The TmConstraint as represented in eq.2.20, the GC'Constraint as shown in eq.2.21
and the AT C RadioConstraing as shown in eq.2.22.

Tm =4°C(G+ C) + 2°C(A+T) (2.20)
G+C
(A+T)/(G+C) (2.22)

Using the constraints defined by the DNAct-Ran system, a common dataset is converted to a
synthetic DNA dataset and, from there, machine learning algorithms are trained on the synthetic

dataset to detect ransomware.

2.2.24.3 Experiments

The detection algorithm uses an active learning approach which is broken down into four strategies;
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- Query strategies based on uncertainties, where instances with the lowest prediction confidence

are queried.

- Query strategies based on disagreement which queries the instances on which the hypothesis

space has the most disagreement degree on their predictions.

- Minimise the expected variances and error by labelling the instances on the pool of unlabelled

instances.

- Exploiting the structure information among the instances.

The initial classifier uses a linear regression model, which will be used with the active learning
principles to train and predict the classification of the data. Once the DNA sequence of the
ransomware is learned, the individual families are analysed by machine learning algorithms. The
dataset used for this study is the dataset from the EldeRan system, which contains 1524 samples,
split into 582 ransomware and 942 benign software samples. The testing was carried out on 150
ransomware and 150 benign samples. The active learning solution achieved an overall accuracy
of 87.91%, which is promising because of the novelty. However, detection studies achieve much

higher early detection results with much less complex systems.

2.2.24.4 Pros & Cons

In terms of positives, this study uses a highly sophisticated DNA-based detection system focusing
on early detection. The detection rates are on the lower end of the scale with an accuracy of
87.9%, which is lower than the majority of the studies that have been reviewed. This research was
published in 2020; however, it uses a dataset with software from 2013-2015. The age of the data
would be considered unsuitable, especially because through our experiments on the same dataset,
we have seen significant concept drift in ransomware since 2015. The data representation as DNA
is a novel angle on this topic; however, it is unknown how this approach will react when faced with
significant concept drift. It is unknown how the changes represented by concept drift will translate
to a system that uses a "DNA” approach. In terms of future work, the system would need to
be trained on more up-to-date ransomware, and it would need to present a higher detection rate.
The linear regression algorithm could be changed to something more suitable for ransomware data.
Considering that this is the only system we have reviewed that uses linear regression, it may be
wise to alter the data to try the machine learning algorithms others have used.

The most successful algorithm used by the DNA-based system was Random Forests compared to
Naive Bayes and the Decision Stump. The random forest will be able to capture complex patterns
displayed by a variety of ransomware samples in the EldeRan dataset, regardless of how old they are.
The main issue faced by this DNA-based approach is its complexity while using Random Forests
with a synthetic DNA dataset. DNA is highly diverse and complex; the additional complexity
of representing ransomware as DNA coupled with a random forest can represent a high level of
complexity. It is uncertain whether the complex and specific patterns generated by the synthetic
DNA dataset may cause over-fitting in decision trees. However, because there will be multiple
trees in a Random Forest, each tree will have captured different patterns and characteristics in
the synthetic DNA which define ransomware; this makes the trees more robust and stable when

dealing with unseen ransomware, as concept drift will not affect every tree at once.
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2.2.25 Resilient Machine Learning

This research paper evaluates whether machine learning approaches are resilient against ran-
somware attacks. The authors of this paper test the resiliency and trustworthiness of machine
learning algorithms. The resilience of machine learning algorithms is tested using a generative ad-
versarial network (GAN). The GAN generates dynamic features that reduce black-box ransomware
classifiers’ efficacy (Chen et al., 2019). The main objective of using GAN is to demonstrate that
machine learning classifiers must be prepared for what the GAN samples represent. The quality of
the GAN sample is evaluated against their statistical similarity with actual ransomware samples.
The sample space containing the GAN was investigated; the research provides insight into why

these samples cause machine learning models to degrade.

2.2.25.1 Feature Mapping

The execution log of each sample contains a timestamp, event name, targetted file, and file entropy.

b

The four file actions are ”create”, "delete”, "rename” and ”change”. The entropy level of the file
is combined with the event of a file change (Chen et al., 2019). Each execution log is a sequence
of events, and a sample’s maximum length is capped at 3000 events. Samples with a sequence of

events less than 3000 are padded with zeros, so all samples are the same length.

2.2.25.2 Algorithm

Adversarial Machine Learning attempts to fool a machine learning model by giving the model an
input designed to deceive the classifier. These machine learning models are applied to the real
world, and the data they deal with may differ or evolve in the case of malware; malware can easily
evolve to behave differently from expected. Once these classifiers are identified, adversaries can
use malware designed to evade a classifier that does not follow the statistical assumptions made
by the model in its training phase.

A GAN (Generative Adversarial Network)is a connected neural network architecture for dis-
criminator and generator (Chen et al., 2019). The generator produces samples from the generated
distribution Pg, which is supposed to be as close to the real distribution Pr. The discriminator
will classify the samples generated by the generator and decides whether the sample is from Pg
or Pr. The discriminator aims to find the real from the fake, and the generator aims to fool the
discriminator. By the end of the training, the generator is supposed to maximise fooling the dis-
criminator. These generated samples are put through a quality assessment phase, a sample-based
adversarial quality metric. Each sample will be quality tested in order to be sure it is fit for use
in testing. This process is repeated until a defined number of samples which pass the quality

assessment are generated.

2.2.25.3 Experiments

There are seven models trained on the initial dataset. The models used are Text-CNN, XGB, LDA,
Random Forest, Naive Bayes, SVM-linear, and SVM-radial. The ransomware samples are from
late 2017 to 2018. The training set contains 1292 benign samples and 3736 ransomware samples.
The test set contains 324 benign samples and 934 malicious samples. The training-to-test ratio is
80% to 20%. On the test set, the detection rates were promising, with Text-CNN achieving an
accuracy of 98.9% with a true positive rate of 99.98%. The highest performing algorithms were
tested on the adversarial samples the GAN produced; the results showed significant degrading
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with Text-CNN detecting none of the adversarial ransomware samples, XGB detection rate falls
to 12.73%, random forest falls to 36.35% whereas SVM radial detects 100% of the adversarial
samples. The experiments have proved the lack of resiliency in machine learning models and how

the models can be reinforced with the samples generated by the GANs.

2.2.25.4 Pros & Cons

This study takes steps to address a growing issue in the future: adversarial machine learning. The
methods used to prove the weaknesses in machine learning have effectively proved an interesting
point. The experiments did focus on ransomware, with the datasets being heavily skewed towards
ransomware with relatively little benign software. In a real-life scenario, the ratio of ransomware
to benign files a system would encounter would be the opposite. It would be wise to include
more diverse benign files in training. The varied samples will give the model a good spread of
ransomware families, which display diverse and complex behavioural patterns. The features are
somewhat limited as they do not take any network or static features into account but use I/0O
features. The reliance on file entropy and file interaction would suggest needing the ransomware
to begin execution before detection. The most important theoretical issue with this study is the
need for the generation of potential samples. When it comes to ransomware, there is no guarantee
that the changes or evolution of the ransomware can be predicted. Realistically the GAN has to
be heavily tuned and specialised to operate within strict parameters that would ensure it behaves
like actual ransomware while displaying some behaviour which would make it appear benign to
a classifier. The next issue with this approach would be that when altering the statistics of each
sample, the actual behaviour it represents must be taken into account. Regardless of the potential

issues, the overall concept of the work is promising and raises valid issues.
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2.3 Malware Detection

2.3.1 Malware detection training based on GAN-generated zero-day

malware

The research proposed by Won et al. explores the use of specialised training for zero-day malware
detection. The specialised training involves generating analogous zero-day malware images from
an already existing dataset of malware data. The GAN-generated malware is diverse and presents
the threats posed by actual zero-day malware; the discriminator learns various features associated

with malware using the real and generated malware samples.

2.3.1.1 Feature Mapping

The Frechet Inception Distance (FID) is used as a metric to evaluate the generator convergence.
The FID uses pre-trained Inception v3 networks to extract features from the real and generated
malware samples (Won et al., 2022). Then model the data distribution for extracted features using
a multivariate Gaussian distribution with mean p and covariance ¥. The FID between the real

images = and generated images ¢ is computed below (Won et al., 2022).

2.3.1.2 Algorithm

The algorithm used for malware detection is the discriminator, which is trained without the mal-
ware generator which uses adversarial training. The discriminator is trained using both real and
generated malware images. The malware images are generated based on the real malware images
that are represented as RGB colour images. The objective function for the discriminator is shown
below in Eq.2.23, where genuine samples are denoted as Pj.t, and generated samples are Pyey,,

where c represents the class and the features are represented by x.

Lp = —¢; pdata[logp(c‘m] — €z pgen[lng(Cm)} (223)

The generator is designed to generate zero-day malware based on the real malware images in

the dataset, and the discriminator is trained separately from the generator.

2.3.1.3 Experiments

The dataset contains 10,868 malware samples that are converted into RGB image files. The dataset
contains various malware, including worms, trojans and downloaders. The experiments are split
into two parts, the first on the existing malware and the second on the analogous zero-day malware
generated by the GAN. The generated zero-day dataset contains 5543 malware samples. The test
phases are both successful, with the classifier achieving an accuracy above 99% in both test phases;

this is particularly impressive considering the exposure to a high volume of zero-day data.

2.3.1.4 Pros & Cons

Overall, this research provides strong results and has a much-needed focus on zero-day malware
attacks. The use of GAN to generate zero-day samples in bulk gives the classifier a good chance of
identifying real zero-day threats. Considering the classifier relies on RGB images of malware and
benign files, it can be assumed that the detection metrics are static; therefore, the detection must

occur before execution. The main issue with static detection methods is that they can be more
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vulnerable to obfuscation and evasion than dynamic methods. The second major issue with this
research is the type of malware used in the dataset; there could be a higher diversity of malware

to provide more robustness for detecting different types of malware.

2.3.2 Flow-Based Malware Detection

The flow-based ransomware detection approach proposes using packet flow characteristics instead
of port numbers and protocols to detect malicious traffic generated by malware. Yeo et al. use
netmate to extract flow information from packet data to create the dataset. The experiments in
this research used different machine learning algorithms, the most effective being the random forest

algorithm.

2.3.2.1 Feature Mapping

The feature selection program used is netmate; netmate is a feature extractor that takes a network
capture file and converts the network capture flow into 35 statistical features. A flow is a sequence
of packet IP addresses and port numbers from a source to a destination. The feature extraction
involves using a z-score technique to normalise all statistical features (Yeo et al., 2018). The Z-Score
measurement defines how far an item is from the mean; therefore, the Z-Score is used to calculate
how far each feature of a sample is from the overall mean of that feature in all samples. The
calculation for the Z-Score is shown below, where p is the mean and o is the standard deviation.

T =
(o

Z = (2.24)

2.3.2.2 Algorithm

This research uses four algorithms, and the most consistent is the random forest algorithm. The
random forest configuration is a maximum of 128 trees with 16 features per tree and uses the Gini
index to split the trees. The experiments also use Convolutional Neural Networks, a Multi-Layer
Perceptron and an SVM algorithm; however, these approaches are not consistent with detecting

all of the malware used in the dataset.

2.3.2.3 Experiments

This research uses four machine-learning algorithms to detect malware and a dataset of 9 malware
families. The test and training splits are not evident; however, the accuracy achieved by the
random forest algorithm is 93% overall on all malware families. The number of benign samples

used is unclear.

2.3.2.4 Pros & Cons

This research proves that machine learning algorithms can use network flow features to detect
malware. The detection rate achieved with random forests is impressive; however, the dataset is
limited. Only nine malware families may be an oversight considering the diverse malware ecosystem

in the online space.
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2.3.3 IoT Network Malware Detection

The research proposed by Pudukotai et al. acknowledges that IoT is expanding, creating a greater
possibility for attacks to infiltrate and spread through networks. Detection and quarantine are
not enough to prevent the propagation, and traditional control theory does not provide real-time
malware control; in addition to the lack of real-time malware control, their difficulty in decoupling
malware detection and network performance (Pudukotai et al., 2019). This research proposes
HaRM which uses Hardware Performance Counter (HPC) values to detect malware and benign
files. The proposed framework uses an execution time of 10ns and can achieve a strong detection

rate.

2.3.3.1 Feature Mapping

This research uses HPC traces to detect malware, as software-based malware detection can incur
overheads and has a critical latency issue. There is a limited number of available HPCs events in
modern microprocessors, with four at most for IoT devices. A few microarchitectural events equal
to the number of available HPCs can be monitored simultaneously (Pudukotai et al., 2019). A
subset of HPCs representing the most critical malware detection features is selected. The Pearson
Correlation algorithm determines the most discriminating features for malware detection. The
Pearson Correlation not only determines the most discriminating features but also isolates the
feature combination of features that provide the most discrimination and have the least inter-

feature correlation.

2.3.3.2 Algorithm

The research uses four machine learning algorithms to detect malware in IoT; these algorithms
include Multi-Layer Perceptrons, OneR, Logistic Regression, and Jrip. The highest accuracy is
achieved with the Multi-Layer Perceptrons; however, the MLP uses the most power and has the
highest level of latency. OneR achieves similar performance with 2, 4 and 8 HPC while having a
relatively high detection rate and low latency. OneR is a simple prediction algorithm that generates

one rule for each predictor and then selects the rule with the lowest error as its one rule.

2.3.3.3 Experiments

This research uses 3000 malware and benign samples as part of its dataset and uses a k-fold cross-
validation approach to evaluate the machine learning algorithms. The OneR algorithm achieves
the most stable results by finding the balance between detection, power consumption and latency.

This approach is also able to increase network throughput 200%.

2.3.3.4 Pros & Cons

This research attempts to solve the issue of rapid malware detection in IoT networks and provides
a solid solution with a strong detection rate. The HaRM system is trained on various malware;
however, it is unclear how these malware samples are adapted to IoT. The system does not specify
what IoT devices are exempt from its detection capabilities. In addition to a strong detection rate,
the HaRM system considers power usage and latency. It is essential to consider these factors as
latency in detection can be the difference between detecting malware early or too late. The HaRM

system uses a detection period of 10ns, which is a minuscule period when detecting a malware
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infection. Rapid detection can prevent malware propagation through a network if one system is

infected.

2.3.4 Semantic-Based Malware Detection

This research acknowledges that malware has become an increasingly dangerous threat online and
antivirus and patching are not always effective in detecting constantly advancing malware. The
system proposed is GuardOL which can be used for online malware detection using processor and
field-programmable gate array (FPGA) data (Das et al., 2016). GuardOL captures the high-level
semantics of malware. GuardOL uses the frequency of system call patterns known to occur in
malware and benign files and then trains a Multi-Layer Perceptron to classify malware and benign

files using these features.

2.3.4.1 Feature Mapping

The features used in this research are low-level and use OS resources like the file system, memory
and process information. Das et al. manually list the most commonly used system calls that
malware use during their execution. The system calls that are security critical and modify the
state of the OS resources are identified and used as part of the feature set, which is narrowed to
the 64 most commonly used by malware. This research uses a grouping of the gathered features
called a frequency-centralized feature construction model (FCM) to capture the semantic behaviour
of malware. FCM follows the steps of grouping system calls in sets, tracing the memory mapping
of the files, tracing the source file of write operations and counting the frequency of the resource-

critical system calls.

2.3.4.2 Algorithm

The main algorithm used in this research is the multi-layer perceptron (MLP), which provides the
best detection and lowest false positive rates of the tested algorithms. The exact configuration
of the MLP is not described; however, its use allows for parallel calculations, and it can leverage
FPGA to perform multiple parallel calculations. The early detection with the MLP works with
the FCM approach described in the feature selection module.

2.3.4.3 Experiments

The dataset comprises 472 Linux malware samples taken from Virusshare and VXHeaven. The
malware types included in this dataset are backdoors, exploit kits, flooders, hacktools, net-worms,
rootkits, trojans and viruses. The data set was split 70/30 for testing and training. The detection
rate achieved by the GuardOL system was 97%, and 46% of the malware was detected within the
first 30% of its execution. 97% of the samples are detected after full execution; however, it can be
argued that complete execution would not be desirable as the host system can be damaged before
the malware is detected. The execution of the GuardOL system is the syscall extractor, feature

constructor, classifier training and run time detector.

2.3.4.4 Pros & Cons

The GuardOL system proposes a novel early detection system for malware. The GuardOL achieves

strong detection rates and a low false positive rate; however, as an early detection system, the
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GuardOL is flawed as it can only detect 46% of malware in tests during the early stages of execution.
The GuardOL system uses system calls and the interactions between malware and hardware to
detect malware which is a novel approach and does not rely on traditional antivirus detection
techniques. The grouping of features is an interesting idea; however, it narrows the number of
system calls used, and this could give room for attackers to input system calls that benign files use
to obfuscate the presence of malware. Overall the hardware-based detection system is promising

and can be used as part of a more extensive system that can use a complete feature set.

2.3.5 API Sequence Based Detection

This study takes an approach; many of the other reviewed studies have not considered differenti-
ating ransomware from other malware, not just benign software. This research uses API execution
sequences which are converted to n-gram sequences. These n-gram sequences identify and differ-
entiate ransomware from other malware and benign software. Each element of the input can be
represented as ”1” if an n-gram appears in the n-gram sequence or as ”0” if the n-gram is not

present in the sequence (Seong et al., 2019).

2.3.5.1 Feature Mapping

The features used in this research are Windows API calls. The sequences of API calls of each exe-
cutable are gathered and then converted to n-grams. The n-gram sequences differentiate between
malware, ransomware and benign software. Extraction of the Windows API calls is done by the
Intel PIN tool. CF-NCF (Class Frequency Non-Class Frequency) values are calculated for each

sample, and these values act as the weights of each element.

2.3.5.2 CF-NCF (Class Frequency-Non-Class Frequency)

CF-NCF acts as an indicator for classification models based on the Term-Frequency-Inverse Doc-
ument Frequency. This technique is used to emphasise each class’s features, giving the further
ability to differentiate between malware, ransomware and benign files. CF-NCF calculates weights
on an element in a class to provide higher accuracy in classification experiments (Seong et al.,
2019). The calculation of this equation can be seen in eq.2.25, 2.26 and 2.27.

CF(s,C) = f(s,c) (2.25)

NCF(s,N) = log( ) (2.26)

0.001 + f(s, N)
CF — NCF = CFzNCF (2.27)

In these equations, s is an n-gram, f(s,C) is the number of times that the n-gram s occurs in
the n-gram sequence C' of a particular class. N is the n-gram sequence of the other classes, and

0.001 serves to prevent the denominator from becoming zero (Seong et al., 2019).
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2.3.5.3 Experiments

The experiments used six machine learning algorithms: Random Forests, Logistic Regression, Naive
Bayes, Stochastic Gradient Descent, K-Nearest Neighbours, and SVM. The dataset comprised 1000
ransomware samples, 900 other malware files and 300 benign files. Only 2064 of the 2200 samples
were used due to improper execution of some of these files. The API invocations were limited to
50,000 to limit the size of the samples and regulate the number of n-grams produced. In regards to
n-grams, the best results were obtained when the n-value was set to 4, and it was Random Forests
which displayed the best rate of accuracy with 97.29%. When detecting ransomware against other
malware, Random Forests had the highest accuracy rate of 96.61%. The algorithms were from the

Scikit learn libraries.

2.3.5.4 Pros & Cons

This study focuses on distinguishing ransomware from other types of malware. Ideally, detection
should stop a ransomware attack before infection or encryption, but in the event of some encryption,
the type of reactive measures that need to be taken out if ransomware attacks your machine will
be different to other types of malware. Detecting a ransomware attack on one machine can stop it
from spreading through a network, which is a crucial aspect of detection. The permanent nature
of ransomware attacks would make a system like this useful. The results obtained are promising;
however, this study lacks any future-proofing and acknowledgement of evolving ransomware. The
dataset used in this research is skewed heavily towards ransomware and malware, with only 300
benign files. The model is far more likely to encounter benign files than malware. The lack of
variety in the benign samples means the model could display high false positives when coming across
unseen benign files; including a high number of benign files is essential, so the model captures at

least some of the diversity in benign files.
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2.3.6 Two Stage Ransomware Detection

This research uses a two-staged approach to detecting ransomware (Hwang et al., 2020). The
authors acknowledge the increasing diversity in ransomware and the difficulty in detecting ran-
somware. The Markov model focuses on the API call sequences of the ransomware, and the
Random Forest is used to model the remaining data to reduce the false positive and false negative

rates.

2.3.6.1 Feature Mapping

This study uses Windows API calls; it is not limited to a specific set or number of API calls. The
researchers acknowledge that each executable has varying numbers of API call sequences; however,
these are not limited or normalised. The additional features extracted from the analysis tasks
are registry operations, file system operations, strings, file extensions, directory operations and

dropped file extensions.

2.3.6.2 Algorithm

A Markov chain is a state machine system in which events transition from state to state. The
Markov chain operates on the assumption that the future states are all fixed regardless of the
present state, and no possibilities outside these states can occur. The probability of future events
depends on the state of the previous event. In this case, the state space is 303 of the most common
APT calls used, as decided by the authors. The Markov chain is built to predict a classification
using the built probability model, which uses the sequence of APT calls.

2.3.6.3 Experiments

The dataset used in the experiments contained 2507 ransomware samples and 3886 benign samples.
The Markov chains are used to decide on a classification based on the API call sequences of a sample,
and the Random Forests to classify based on the remaining features. The Markov chains provide
a low rate of false negatives, and the Random Forests provide a low rate of false positives. The
Markov chain will classify in the first stage, and the Random Forests will classify all the samples
the Markov chain classifies as benign to provide a second layer of security. During the experiments,
the threshold value of the Random Forest was altered to extract the best results. With a threshold
of 0.2, the highest achieved is 97.28%.

2.3.6.4 Pros & Cons

This study takes a double-layered approach to detecting ransomware. The Markov chains combined
with a Random Forest have shown promising results, although it is not specified on which samples
the Random Forest is trained. The Markov chain may be limited regarding ransomware, which will
change over time as its future states are set, and there are limited futures available for each state
to go to next. The reliance on specific API calls may be a risk considering any drastic changes in
how the ransomware uses API or changes in the sequence of API calls will compromise the Markov
chain’s ability to predict what will happen next. In terms of the features and dataset used, this
research is comprehensive and covers static and dynamic features. The only lacking component

is a set of network features. The dataset uses a more significant amount of benign software than
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ransomware, ensuring the models will be trained to identify diverse benign files from the many

families of ransomware.

2.3.7 Multi-Tier Streaming Analytics Model

This paper proposes a hybrid machine learner model, a multi-tiered streaming analytics model
(Zuhair et al., 2020). The model classifies each sample into 1 of 14 ransomware families by using 24
different static and dynamic features. The model classifies ransomware versions into their ancestral
families numerically. For ransomware which descends from multiple families, the model fuses the
multi-descendant families statistically (Zuhair et al., 2020). This model attempts to categorise
0-day models into their respective ancestral family or identify if it has multiple ancestors. This
research uses the most extensive dataset of ransomware reviewed in this paper, using a dataset of

35,000 ransomware samples, 500 malware samples and 500 benign files.

2.3.7.1 Feature Mapping

The feature set used in this research includes 14 dynamic features and ten static features. The
dynamic features work through accessing queries of files and directories, read/write/delete opera-
tions, editing the system’s digital certification, modifying system files’ headers, and the entropies
of buffering data. The static features involve file content and paths and spoofing the links to
particular directories (Zuhair et al., 2020). Each sample will have a classification of ”01” to ”14”
so the family it belongs to can be identified. The label ”00” is assigned to benign software and
the label 799” to other malware types. Naive Bayes is impractical with large feature sets and
heterogeneous trait values. However, it spends a short amount of computation time learning the
training vectors of traits and predicting their actual classes using Bayes’ probabilistic theorem,
assuming that all the examined traits are independent of each other (Zuhair et al., 2020). Thus,
NB is applied by HML to trace the predictive classes of all overlooked traits in the indecipherable

nodes of DT, which optimises the adaptive classification.

2.3.7.2 Algorithm

The proposed learner, HML, is a hybridised version of Naive Bayes and Decision Trees. The main
benefit of combining these two classifiers is that they can compensate for each other’s weaknesses.
Decision trees are known to classify quickly and efficiently on large training sets however are not
as effective against previously unseen threats with irrelevant traits (Zuhair et al., 2020). HML
trains the fetching batch of trait vectors by cutting the decision edges off the Decision Tree with
Naive Bayes pruning margins in an iterative splitting of the training trait vectors into sub-training
vectors [55]. The training feature matrix (I' = T, ..., Tx) such that (T; = (Tivj)ieK,jelTil) with
the predictive labels (Puqss = C1,C2 : C1 = 1 and Cy = —1). Each feature vector is represented
2 (Ti = Coms (Ti)iemycimeicn)
This predicts how often a class occurs over (T') concerning its trait vector (7;). The conditional

The prior class probability P(C,,) is computed in eq.2.28.

probability is shown in eq.2.28. eq.2.29 represents the relevance between the predicted class (Cyy,)
and its corresponding trait (7; ;) as indicated by P(T; ;|Cp).

P(Ti|Cm) = P(Cm)€:E>p(Ti,j|Cm) (2.28)
Crm = Ci— > Pps(T;,Cry) (2.29)
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2.3.7.3 Experiments

The system initially trains itself by building the classifier and the relationships between attributes
and their relation to specific families of ransomware. The system will also identify samples which
descend from multiple families and what relationships constitute this. The experiments are carried
out in three phases; phase one compares HML’s accuracy and detection rates to other popular
machine learning algorithms. The second phase tests HML against signature-based ransomware
detection solutions. The third phase of experiments tests HML against machine learning-based
solutions like EldeRan and RANDS. HML consistently outperformed each of the comparative
machine learning algorithms and outperformed the machine learning solutions compared to RANDS
and EldeRan. The accuracy of the HML system was tested in a realistic environment over 30 days

and maintained an accuracy rate of above 97.4% and a mistake rate between 2.2 and 2.6%.

2.3.7.4 Pros & Cons

This research goes far to ensure the system produced is resilient to varied ransomware. The system
uses a hybridised version of Decision Trees and Naive Bayes to compensate for each algorithm’s
shortcomings. The extent of testing carried out in this research is impressive, with the system
tested out in a realistic scenario for 30 days to monitor accuracy and mistake rates over 30 days.
The other unique aspect of this study is the system’s ability to identify which ransomware the
samples are related to. Being able to identify the ancestry of the sample will make zero-day
samples easier to identify. Unless a sample is truly unique and a new family which does not derive
from any previous ransomware families, it is highly likely to be detected by the HML system.
A problem may arise if the zero-day samples it encounters are not descendants of any previous
ransomware family. This system also attempts to classify as fast as possible, and its results are
impressive, with HML classifying faster than every system it is compared to. The time it takes
to classify is crucial, as ransomware can do damage if not detected quickly. In terms of negatives,
this research study has a few questions about whether the system will be as effective on strains
with no known ancestors. The decision to include 35,000 ransomware samples is a step towards the
system being trained comprehensively; however, the decision to only include 500 benign software is
hard to justify. In a realistic setting, the system would come across far more benign software than
ransomware. Therefore it would be logical to train using diverse benign software and ransomware
samples. There could be more focus on training the system with benign software which behaves

similarly to ransomware.
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2.4 Malware Evolution Research

The following key component required research is concept drift, a variant of data shift defined
by Moreno-Torres et al. Moreno-Torres et al. describe the types of data shift as covariate shift,

concept drift and prior probability shift.

- Covariate Shift Covariate shift is defined as P, (y|x) = Pist(y|z) and P (z) # Pisi(x). The
inequality in Py.(x) and Py (2) is explained by the test data distribution being composed of
the union of two Gaussian distributions where the centre of the test distributions has shifted
away from the centre of the training Gaussian distribution. Py (y|zo) remains the same;

however, the training data distribution has changed.

- Concept Drift/Shift Concept Drift defined by Moreno-Torres et al. Pig(xg) remains constant,
but Pt (zo|y) has changed.

- Prior Probability Shift Prior Probability Shift occurs where Pi.(z|y) = Pist(x|y) and Py (y) #
P, (y); this implies the probabilities for class variables have shifted from training to testing

set.

This research focuses on concept drift known to present itself in malware detection systems
due to the evolution of malware behaviour. Concept drift is defined by four different types, as
explained by (Gao et al., 2007).

- No Change In this scenario, both P(z) and P(y|z) remain the same and have not changed
regarding how they were when the model was initially trained. It might be helpful to retrain
on the most up-to-date data regardless; however, this indicates no concept drift, and the

model is stable.

- Feature Change In this scenario P(z) has changed, but P(y|x) has remained the same; this
means features that may not have been important prior have become essential. The model

can be reconstructed in a scenario to fit these feature changes.

- Conditional Change In this scenario P(z) has not changed, but P(y|x) has changed; in this
scenario expected error could go either way, so it is necessary to reconstruct the model. The
issue with this is that there may not be enough new data to reconstruct the model, leading
to high variance. It is possible to solve this problem through the weighted combination of

new and old data.

- Dual Change Both P(x) and P(y|z) change. The expected error could increase, decrease or
stay the same depending on the combination of P(x) and P(y|x). It is necessary to retrain

in this instance.

2.4.1 Transcend

The transcend system acknowledges the rapid evolution of malware and identifies concept drift as
a significant issue in malware classification (Jordaney et al., 2017). Transcend attempts to detect
drift in a system will help identify when a model is degrading. Transcend uses nonconformity
and p-values to judge if a sample represents concept drift. When a sample is identified as not
conforming to the class it is classified into; it will need to be manually inspected by whoever is in

charge of managing the system.
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2.4.1.1 Feature Mapping

The approach taken in this study is to use the features extracted from the Drebin dataset and
Marvin dataset; this includes a combination of permissions, intents, API calls, strings and 1P
addresses. This feature set is extensive and covers a wide spread of executable behavioural traits.

It must be noted that these datasets were developed for the detection of android-based malware.

2.4.1.2 Non-conformity Values

A nonconformity measure measures how different an object z is to set C. This nonconformity
measure can be universally used for many machine learning algorithms which use a similarity
function to distinguish objects (Shafer & Vovk, 2008). eq.2.30 shows the computation of a p-value.
The nonconformity measure is built with a real-valued function Ap(C/z, z), which measures how
different an object z is from a set C. The set C' is a subset of the data space of object D.. For a set
of objects K, the p-value pS. for an object z* is the proportion of objects in class K that are at least
dissimilar to objects in C' as z* (Jordaney et al., 2017). The calculations for the non-conformity
values for test objects and the set of objects in K is shown in equation 2.3 and 2.31, respectively.

The computation of the p-value for the test object is shown in equation 2.32.

a; =Ap(C,z") (2.30)
ps = Ap(C 2, 2i) (2.32)

2.4.1.3 Algorithm Credibility

The first evaluation metric is an algorithm’s credibility in its prediction on a test sample. The
transcend system defines algorithmeredibility as Acreq(Z*). Algorithm confidence is defined as
the p-value for the test object z* in relation to the label chosen by the algorithm. This p-value
measures the fraction of objects within K that are at least as different from the set of objects C' as
the new object z* (Jordaney et al., 2017). High credibility means the new object z* is very similar

to the other objects in the class it has been placed in and vice versa.

2.4.1.4 Algorithm Confidence

For a given prediction, algorithm confidence will show how committed the evaluated algorithm is
to the choice. Confidence is defined as how different the new object z* is from the other classes;
an example of this would be how different a sample classified as benign is from the all other
benign samples. Algorithm confidence is defined as 1.0 minus the maximum p-value among all
p-values except the p-value chosen by the algorithm (Jordaney et al., 2017). The formal definition
of algorithm confidence is shown below where A.onf(2*) is algorithm confidence and Acyeq(2*) is

prediction credibility, and P(z*) being the maximum p-value for the sample.
Aconf(z*) =1- max(P(Z*)/ACred(Z*)) (233)

The highest possible confidence value is achieved when algorithm credibility is the highest p-value.
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2.4.1.5 Experiments

The experiments carried out involve the Drebin and Marvin datasets mentioned earlier. The
datasets are split, knowing prior to this that there already is concept drift in these datasets. It
must be noted that the threshold for unreliable predictions and desired performance need to be
set and are defined based on the scenario, i.e. how many unreliable predictions can be tolerated.
The first test comprised training the algorithm on the Drebin dataset, with testing on the Marvin
dataset using 4500 malign and 4500 benign files. The algorithm used had a detection rate of 36%,
showing that the presence of concept drift caused significant difficulties for the detection algorithm.
The retraining was done by adding the test samples that marked unreliable predictions into the
training set. The testing is carried out on a new batch of 4500 benign and malign files from the
Marvin dataset, which does not overlap with the first experiment. The resulting experiment shows

there is an improved detection rate.

2.4.1.6 Pros & Cons

The transcend system provides a good base for solving the concept drift problem in malware
detection. The transcend system effectively detects malware showing concept drift and shows that
retraining with samples showing concept drift can drastically improve detection rates. Additionally,
the Transcend system is proven effective in different feature spaces and data types whether the
feature set is already robust to concept drift. The Transcend system. Most importantly, the
Transcend system’s design does not depend on severe drift to detect low-quality decisions and
can be effectively combined with robust feature spaces that may be less susceptible to drift. The
transcend system’s main shortcoming is its reliance on retraining and human intervention when
a drifting sample is detected. The Transcend system cannot deal with drifting samples without
human intervention or retraining, which means the chance of misclassification can still exist due

to human error.

2.4.2 Prediction with Confidence Based on a Random Forest Classifier

This system uses nonconformity values, similar to the transcend system; however, this method is
designed strictly for use with a random forest or decision tree structure (Devetyarov & Nouretdinov,
2010).

2.4.2.1 Feature Mapping

This research study uses generic pre-made datasets to test their results and does no feature ex-

traction of its own.

2.4.2.2 Nonconformity with Machine Learning Algorithms

This NCM (Nonconformity Measure) is based on random forest proximities P(i,75),%,7 = 1,...,m+
1, which provide a measure of how close to each other two objects are regardless of their labels and
are calculated as a ratio of trees, running through which objects i and j land at the same terminal
node. A random forest is constructed for the union of a bag (x1,y1), (Z2,¥2), -, (Tm, Ym) and a
new example (z,y) and form the corresponding (m + 1)(m + 1) matrix of proximities for objects
T1,22, ey Ty Tmt1 = . The nonconformity measure is the ratio of the average proximity of the

example with examples of other classes to the average proximity of the example to examples of the
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same class. In both averages, we consider only proximities of those k& examples with the greatest
values of proximities among examples of the same class y and all the other examples. Strictly
speaking, A(z,y) = A(x,y)/A(x,y) where i; and js; the numbers of examples with s — st greatest
value of proximity with example (x,y) among examples labelled with the same label y and among

all the other examples, respectively.

k k
Alw,y) =Y Plism+1),Alw,y) = > P(js,m+1) (2.34)

s=1 s=1
2.4.2.3 Experiments

In this study, in the experiments before using the nonconformity measure, the testing accuracy
in datasets with known concept drift was very low; however, it sees significant increases in accu-
racy after the implementation of the decision tree-based nonconformity measure. The increase in
accuracy across all the datasets shows significant improvement.

This study uses nonconformity values combined with random forests to detect samples showing
concept drift. Unlike the transcend system, this system only works with decision trees and random
forests; therefore, it is limited in that aspect. The results achieved by using non-conformity values
in the detection phase are impressive, and the detection rate improves significantly when non-
conformity values are applied. The main flaw in this system is its limitation to decision tree-type
classifiers. An approach incorporating non-conformity values can easily be adapted to be used in

various classifiers.

2.4.3 EACD: evolutionary adaptation to concept drifts in data streams

This study proposes a method of coping with concept drift in non-stationary systems through
evolutionary algorithms. This evolutionary algorithm used to select features will use a simulated
version of natural selection, likening features to chromosomes to select the optimal feature set for
the current data (Ghomeshi et al., 2019).

2.4.3.1 Feature Selection

This evolutionary algorithm is multilayered with a base layer and a genetic layer; these layers act
as a natural selection mechanism to find the most robust feature set. The base layer will select a set
number of features and save them as feature sets. These feature sets are saved and evaluated. The
highest-performing feature sets are passed into a secondary genetic layer that will then ”breed”
these feature sets together by randomly crossing strong feature sets to create strong offspring. This
breeding step is carried out until the accuracy of the overall system is higher on the newest data
than on average. This approach is essentially mimicking the genetic process of natural selection,
with each feature viewed as a ”chromosome”, and feature sets from the initial base layer are viewed
as the parental generation, with the feature sets being bred in the genetic layer being the children
of the feature sets from the base layer. This process is repeated when a concept drifts until the

system’s accuracy is maximum for the newest block of stream data.

2.4.3.2 Experiments

Considering this research was built for stream data, it is tested on data in a stream form containing

concept drift. EACD shows the best overall accuracy for nearly all datasets compared to other

67



Damien Warren Fernando PhD Thesis

algorithms, in some cases significantly. Out of the ten datasets used, the average accuracy of
EACD is 87.1%, higher than all other algorithms.

2.4.3.3 Pros & Cons

EACD uses a genetic algorithm to adapt classifiers to concept drift. The EACD system improves
the detection rate after retraining once a drift has been detected in stream data. The EACD
system presents a strong argument for including genetic algorithms in the feature selection phase
of any classifier due to its flexibility when faced with concept drift; however, retraining is triggered
by misclassification, and the classifier cannot adapt to drift dynamically. The EACD system is a

solid base for building a concept drift classification system; however, it cannot adapt to drift.
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2.4.4 A General Framework for Mining Concept-Drifting Data Streams
with Skewed Distributions

This study focuses on adaptation to concept drift in skewed datasets. In many cases, the detection
of threats will be a small proportion of the "normal” data in a dataset. If in a data stream, then a
minority of that stream will be abnormal or malicious data. This study finds and adapts concept
drift in skewed data streams. This study uses an ensemble and sampling in combination with

taking bias and variance introduced by a classifier when making a prediction.

2.4.4.1 Error Decomposition

It is acknowledged that a classifier will estimate the posterior class distribution, but this is not
always the true probability of the classification. The remaining errors are decomposed into bias
and variance. The bias measures the difference between the expected probability, and the variance
measures the changes in estimated probability using varied training sets (Ghomeshi et al., 2019).

The output of a classifier is defined below in Eq.2.35.
fe(@) = P(clz) + Be + ne(x) (2.35)

This makes P(c|z) the posterior probability of class ¢, given input of x with . being the bias and
7. being the variance of the classifier. Combining this classification method with a sampling of
previous positive samples into the current training set reduces the variance at the cost of slightly

increased bias. Lastly, the introduction of an ensemble further reduces the variance.

2.4.4.2 Experiments

For the experiments, synthetic data with different concept changes are generated. The sampling
ensemble used in this study is compared with two other baseline concept drift detection systems on
a variety of datasets with synthetic concept drift introduced to them, and the sampling ensemble
is the most accurate across all datasets. The datasets were modified to contain varying skew and

concept drift levels to capture real-life scenarios accurately.

2.4.4.3 Pros & Cons

This system focuses on concept drift in skewed datasets; this is appropriate for malware detection
as benign files tend to be encountered far more than malware files. It is crucial to consider skewed
data when detecting concept drift, as this is the likeliest scenario in the malware detection space.
The main flaw in this system is that it increases the bias of a classifier; however, its positive
results when detecting concept drift. The system is also tested on various concept changes through

generated synthetic data.
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2.4.5 Dynamic integration of classifiers for handling concept drift

Tsymbal et al. acknowledge that concepts in machine learning classifiers change with time and do
not remain stable for a long time. This research attempts to use ensemble integration techniques
to help classify samples under concept drift at the instance level. Each base classifier is given a
weight proportional to its accuracy in the tested instance, and the best base classifier is selected
(Tsymbal et al., 2008). The experiments in this research use synthetic data sets that simulate

abrupt and gradual concept drifts with real-world antibiotic resistance data.

2.4.5.1 HEOM (Heterogeneous Euclidean Overlap Metric) Calculations

In HEOM, the Euclidean distance is used with numeric features and the overlap distance with
categorical features to find a distance between two instances x; and zs as shown below, where m is
the number of features. The HEOM metric can plot instances in n dimensional space and measure
the normalised euclidean distance of an instance from other instances; this allows the comparison
of proximity between benign and malign samples in n dimensional space. For a numeric feature a
the distance is normalised by the width of the range of values of the corresponding feature on the

training set range,.

Aheom (T1,T2) = Zheomg(:chxg) (2.36)
a=1
Where
heomg (1, 22) = [10 = @20 (2.37)
range,

2.4.5.2 Experiments

The datasets used in this research represent the SEA concepts problem and the rotating hyperplane
problem. The concepts in the data are based on antibiotic resistance in nosocomial infections;
however, it is stated that the concepts in this domain are stable despite changing over time;
therefore, it may not represent real-world concept drift that may be abrupt. The algorithm used
is the ensemble learner in the WEKA API. The system achieves an accuracy of 85% with a Naive
Bayes classifier ensemble with the drift detection handled by a HEOM measurement.

2.4.5.3 Pros & Cons

This study focuses on detection with concept drift; it uses a euclidean distance metric to detect
drift, yielding positive results. The datasets used are not relevant to malware; however, it represents
how HEOM can adapt classifiers to concept drift. The main flaw in this research is that the base
classifiers are weak, as the most robust detection rate achieved in this study was 85%. The positive

results concerning concept drift indicate that this approach could be transferred to other fields.
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2.4.6 Machine Learning Detection for Malicious URLs

This research attempts to classify malicious URLs while taking concept drift into account. The
URL detection is based on lexical, host-based and content-based features. The algorithms used to
detect URLs are the Gradient Boosted Trees, Random Forests and Deep Neural Networks while
using the Heterogeneous Euclidean Overlap Metric (HEOM) to detect concept drift. Singhal et al.
state that the loophole in this research is the availability of training data to attackers, which could
allow attackers to adapt their methods to trick the classifiers. Singhal et al. propose that attackers
introduce false concept drift using their knowledge of URL data to obfuscate malicious URLs. The
research proposed by Singhal et al. proposes using HEOM to detect artificially induced concept

drift and retrain classifiers to adapt to it.

2.4.6.1 Feature Mapping

The feature set is split into lexical, host-based, and content-based. The lexical features are ex-
tracted from the URL (Singhal et al., 2020), including URL length, host length, host token count,
path length and signal number. The host-based features include location and autonomous system
number. The content-based features include the URL contents and the functions it invokes. The

feature extractor works on raw data to extract these features.

2.4.6.2 Algorithms

The algorithms are the Gradient Boosted Trees, Feed-Forward Neural Networks and Random
Forests. The most accurate algorithm is the Random Forests; however, the algorithm’s configura-

tion has not been elaborated on.

2.4.6.3 Concept Drift Detection

The concept drift detection is required because of the artificial concept drift introduced by attackers
to evade detection by machine learning classifiers. The concept drift detection deployed by Singhal
et al. detects concept drift in real-time. The drift detection module focuses on detecting the
difference in data distribution between the old training data and the newly collected feature vector
data (Singhal et al., 2020). For every malicious URL in the dataset, the closest malicious URL in
the old training dataset is observed, and if the average distance between new and old malicious
data is above a specified threshold, it is decided that concept drift has occurred. Concept drift
is also said to have occurred if a steep drop-off in accuracy is noted in the validation set. Once
concept drift is detected, the supervised learner is retrained with the new data to adapt to the new

concept. The measurements for HEOM are shown below.

dheom(Z1,22) = Z heom2(x1,x2) (2.38)
a=1
Where
heoma (w1, y) = (1o = F2al (2.39)
range,
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2.4.6.4 Pros & Cons

The results obtained in this study are promising, and the HEOM metric appears to be accurate
when detecting concept drift; however, the system requires retraining to adapt to concept drift
which means that the system will inevitably misclassify drifting samples before the system is
retrained to adapt to the new concept. This research provides one piece of the puzzle, but its

adaption technique is flawed.

2.4.7 Information Gain Concept Drift

The research proposed by Hussain et al. attempts to detect concept drift using an instance’s
Euclidean distance and mutual information gain. Concept drift detection is done in stages, and
the mutual information and Euclidean distance measurements are compared against thresholds for
these values representing drift. The dataset used for this research is the SEA dataset; however, it

is unclear what features are used for the classification.

2.4.7.1 Euclidean Distance

FEuclidean distance was applied with the k-means clustering algorithm to measure the distance
from a centroid. The distance from the centroid determines similarity; therefore, being beyond
a threshold distance would imply concept drift. The centroids of the clusters help determine the
distance of the sample from where it is expected to be. The calculations for Euclidean distance are

shown below where p;andp, are the x and y values for sample p and the corresponding ¢ values .

d(p,q) = \/ (Pe—0z)? + (Py — 4y)? (2.40)

2.4.7.2 Mutual Information

The mutual information measures the mutual dependence between two variables, and in this re-
search, it is used to determine the mutual dependency between samples in the training and test

sets. The calculation for mutual information is shown below.
MX,)Y)=HX)+ HY)-H(X,Y) (2.41)

H(X), H(Y) are the marginal entropies of the test and train dataset, and H(X,Y) is the joint
entropy of both the train and test dataset. The normalised mutual information is a normalised
value between 0 and 1 (Hussein et al., 2021). The mutual information measures the correlation

between the test and training data; therefore, a value below a certain threshold is defined as concept
drift.

2.4.7.3 Pros & Cons

The results achieved in this research are promising and show that the mutual information measure
and Euclidean distance can be used to detect concept drift. The test data suggests accuracy lower
than 90%; however, the boosted and bagged trees achieve high accuracy rates when combined with
the mutual information measure. The Euclidean distance fails to achieve accuracy rates above
90% but can still outperform the classifiers that did not use the Euclidean Distance. It must be
noted that the adaption to drift involves retraining and cannot classify samples taking individual
drift into account; this could lead to misclassification until drift is detected and the classifier is

retrained for the new concept.
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2.4.8 RDDM

Reactive Drift Detection Method (RDDM) is based on DDM, which is known to be efficient and
straightforward when detecting drift when concepts have lasted for a long time. RDDM is designed
to be reactive and discard older instances of long concepts and, therefore, be able to react faster
to drifts and increase overall accuracy. The RDDM method is designed similarly to DDM as a
drift detection method that can operate in networks or financial transaction monitoring. RDDM is
tested against DDM, EDDM, ECDD and STEPD and achieves more accurate results than alternate
drift detection methods.

2.4.8.1 RDDM Drift Detection

DDM works in real-time to detect concept drift by measuring the error rate in a classifier and
judging how well it performs in real time. Barros et al. acknowledge that it is necessary to
periodically reduce the number of instances in a long stable concept to reduce the performance
loss suffered by DDM. DDM suffers in performance because of the number of instances that would
be considered when defining a concept that could number in the many thousands. Thousands of
instances that make up a concept would mean many misclassifications are needed to affect the
mean error rate and detect drift. In systems that detect network threats or banking fraud, latency
issues can mean costly errors. RDDM aims to keep track of gradual and abrupt shifts in concept

by limiting the maximum number of instances in the classifier.

2.4.8.2 Pros & Cons

RDDM consistently outperforms the drift detection methods it is compared to across multiple
datasets and can achieve a higher accuracy across many datasets that show concept drift. The
main issue with the DDM-based drift detection methods is that it involves monitoring the error
rate; the Early Drift Detection Method (EDDM) manages the distances between errors and the
error rate in a classifier. The problem with relying on misclassifications to detect drift is that this
approach cannot be viable in systems that cannot afford an increase in misclassifications before
retraining. In critical malware detection systems, an approach like DDM, EDDM or RDDM would
lead to multiple malware infections before concept drift is detected and addressed. DDM-based
methods also rely on slowly retraining to new concepts and have not presented a solution that
would strengthen a classifier to be resistant to concept drift and not have any alternative to it but

to retrain.
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2.4.9 Android Malware Concept Drift

Guerra-Manzanares et al. observe that current malware detection research fails to consider the
rapid evolution of malware. Machine learning detection solutions have shown promise and an ability
to detect malware; however, they tend to degrade in scenarios that involve concept drift. Concept
drift in malware detection is represented by the evolution of malware behaviour and attackers
changing malware behaviour to evade machine learning solutions. This research addresses concept

drift by integrating an app’s internal timestamp into prediction.

2.4.9.1 Drift Handling

The proposed adaption method to drift uses a pool of classifiers like an ensemble; these classifiers
are trained on past data to classify new incoming data (Guerra-Manzanares et al., 2022). The real-
time prediction process chooses the best classifiers dynamically to perform accurate predictions.
The classifier pool is modified to add classifiers trained on new data and remove low-performance
classifiers. The main goal is to keep performance optimal by updating the classier pool with models
trained on new data. The use of an ensemble allows for the constant refreshing of classifiers and

the chance that some classifiers may be better adapted to drift than others.

2.4.9.2 Concept Drift Categorisation

This research aims to handle concept drift and to analyse the changes and differences in android
malware. The permutation feature importance technique is used to analyse the essential features
from data during different periods; the android malware was collected between 2008 and 2020. The
permutation feature importance technique determines the importance of a feature for the model
by assessing the decrease in the model’s performance after a random permutation for the specific

feature is performed while keeping the other features unchanged (Guerra-Manzanares et al., 2022).

2.4.9.3 Experiments

The dataset used for the experiments in this research is the KronoDroid dataset which contains
28,343 malware samples and 34,981 benign samples. The dataset contains applications from 2008
to 2020, which is the majority of the time android has been available. The overall accuracy of the
system using a Random Forest classifier is 95%. The system does not just focus on the classification
under drift but on identifying the features that are key to classification in android. The method

of updating classifiers in the pool helps keep the list of essential features up to date.

2.4.9.4 Pros & Cons

Overall this approach is one of the most extensive available for malware detection under concept
drift. The individual modules of drift detection, handling and categorisation attempt to form
a comprehensive solution to concept drift in malware. Analysing classification data to update
the essential features is particularly useful and will help improve malware classification’s overall
reliability. There is not enough emphasis on the drift detection method, as it relies on retraining
and constantly updating the classifier pool. Maintaining an extensive array of classifiers can
be computationally expensive, and having to retrain constantly opens the possibility of needing

misclassification before concept drift is detected.
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2.5 Discussion On Ransomware Detection & Malware De-

tection with Concept Drift

Having reviewed various studies on malware detection, ransomware detection and concept drift
detection and adaption, it is clear that ransomware detection research lacks concept drift inte-
gration in the classification process. Malware and ransomware detection follows the template of
training and test data; in some cases, classifiers will be tested on zero-day ransomware by exposing
the classifier to ransomware on which it has not been trained. Exposing a classifier to zero-day
ransomware or malware will help test its ability to stand the test of time; however, concept drift
would mean that the behavioural patterns of the ransomware have changed. If ransomware samples
evolve to behave differently from what a classifier expects, the classifier will experience a loss in
performance and misclassify at a higher rate. Zero-day samples do not necessarily mean evolved
samples, as new variants of already existing ransomware or malware can always appear with minor
tweaks but still fit into a pattern that a machine-learning system can identify correctly. Evolved
zero-day malware or ransomware are new variants of malware or ransomware or completely new
families that do not fit the pattern of behaviour or composition for what a classifier would define
as malware or ransomware.

Current concept drift malware studies like Transcend (Jordaney et al., 2017) attempt to identify
concept drift in malware detection systems; however, the approach taken is to detect concept drift
as it occurs and to retrain once it has reached an unacceptable level. Detection of concept drift is
a crucial part of solving concept drift-related detection issues in ransomware; however, it is only
part of a complex issue. The approach taken by the studies reviewed detects concept drift and
relies on retraining to maintain the performance of a classifier. The approach for retraining has
been handled differently from study to study, with some approaches using thresholds for accuracy
to determine to retrain points and some studies using proprietary metrics to determine prediction
quality and whether the level of concept drift is reasonable or unacceptable. Some approaches
involve ensemble learning that discards weak-performing classifiers and retains robust classifiers
while constantly retraining to maintain high accuracy levels. The lack of drift incorporation in
classification means a classifier cannot deal with a drifting sample, only that the system knows a
sample is drifting and may require retraining in the future.

The concept drift detection methods that have been reviewed use various methods to detect
concept drift and are fit for purpose. Some approaches use sliding windows, and others use distance
metrics and prediction probability to determine the fitness of a prediction. There are many effective
methods to detect concept drift; however, these methods require an additional layer to make them

useful for the prediction phase of a classifier.

2.5.1 Open Research Directions

After reviewing the current research space for ransomware detection and malware detection with
concept drift, open research directions can be considered. None of the systems uses concept drift
metrics in predictions; incorporating concept drift into predictions will allow a classifier to reliably
make predictions for drifting samples without relying on immediate retraining. Additionally, using
concept drift in a prediction system will mean that the retraining points can be more accurately
identified, as the system will know what drift levels are acceptable in the real world. Focusing

on data is also essential; accurately capturing evolving malware species and how they evolve is
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important when prepping a system for real-world deployment. Creating datasets that can accu-
rately represent real-world ransomware or malware evolution is essential if a system is prepared to
anticipate future concept drift or evolution. There is also a question of what metrics and distance
measures are best suited for detecting and quantifying concept drift. In the concept drift detection
space, different similarity metrics are used for detecting drift; however, it is important to test drift
detection frameworks and approaches with different similarity and distance metrics to ensure the

optimal solutions are found.

2.6 Feature Selection

Feature Selection plays a big part in building a machine learning classifier; the main reason is
that datasets can have large amounts of features, and users cannot manually identify the best
features. High dimensionality can increase the complexity of a machine learning algorithm and
use features that provide no valuable information in the classification process. Feature selection
algorithms can significantly reduce dimensionality and produce optimal feature sets for a classifier
to classify samples. The research reviewed in this section uses a large variety of feature selection
algorithms; different feature selection algorithms have different positives and negatives. The most
common feature selection is the mutual information criterion used by significant research proposed
by (Chang et al., 2018) (Abbassi et al., 2022) (Daku et al., 2018) (Hasan & Rahman, 2017) and
(Sgandurra et al., 2016). The idea of using information gain focuses on isolating features that
provide the most information related to the class of a sample. The information gain algorithm
decides which features are most important by splitting data on one feature and calculating how
well the data is split based on a particular feature.

Nature-inspired algorithms prove effective in feature selection; (Khan et al., 2020) use MOGWO,
a feature selection algorithm based on the hunting patterns of grey wolves. The evolutionary al-
gorithm is also proven effective in creating feature sets to combat the onset of concept drift in
machine learning systems (Ghomeshi et al., 2019). The adaptability of nature-inspired algorithms
and their proven ability based on their real-world counterparts make them a healthy option when
deciding on a feature selection algorithm. Nature-inspired algorithms being used to adapt to con-
cept drift makes them particularly useful as concept drift is a common problem in machine learning
classifiers and a severe issue to malware detection solutions.

Some feature selection algorithms use text analysis to identify the most prominent features.
The Occurrence of Words (OoW) and Sequence of Words (SoW) techniques are used to identify
frequently occurring words and frequently occurring sequences of words (Molina et al., 2022).
Molina et al. use the SoW technique to identify “paranoia” activities in ransomware samples that
give away the early stages of a ransomware infection. Techniques which rely on specific patterns
and occurrences of words could help identify features for ransomware detection; however, it is
essential to ensure the use of sequences does not leave room for an attacker to use sequences of
actions to obfuscate the malware’s true intentions. Text analysis is a lesser-used technique than
the alternatives presented in this section.

Some researchers manually identify features for ransomware detection; the main shortcoming
of this approach is that human error can lead to missing key features. In addition to human error,
it is not straightforward to manually identify statistical relationships between features, whereas an

algorithm can do so.
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2.7 Performance Metric

Table 2.1 Performance Metrics

Metric Calculation Value
TPR (True Positive Rate) TP Correct classification of
/ Recall (TP+FN) Ransomware.

Benign software classed as

False Positive Rate (FPR _ED__
( ) FP+TN Ransomware.
False Negative Rate (FNR) 1-TPR Ransomware classed as benign.
Proportion of ransomware
TP . ;
P classifications, that are actuall
Precision TP+FP ' Y

ransomware.

Table 2.1 shows the performance metrics we use to evaluate the performance of the machine learning

algorithms and the FeSAD framework, which uses machine learning algorithms.

2.8 Concluding Remarks

This chapter has reviewed the operation of ransomware, the current state of ransomware and
malware detection studies related to concept drift. We observe that different features are used
for the approaches we have looked at, such as API calls, file activities, low-level input and output
activity, and network activity. The most common approach used by multiple researchers is API
calls, and this is because API calls can give insight into the behaviour of the ransomware. API
calls can be used to infer file activities and some network activity, making it no surprise that
it is widely used. API calls have been proven helpful for early detection with multiple studies
such as Sgandurra et al., Molina et al. and Urooj et al.; these studies achieve strong detection
rates and being able to detect before encryption is a crucial aspect of ransomware detection. The
best-performing results are not simple to distinguish as the approaches use different methods of
detection and have different approaches to testing, with some studies using zero-day simulations
and one using population drift as well, whereas some do not account for zero-day threats. A large
portion of studies that achieved detection rates above 96% used a tree-based algorithm or the
Bayesian network. Neural network and deep learning approaches are also capable of solid results,
which are only three to five per cent less effective than the tree-based and Bayesian approaches,
so further evaluation would be needed to determine what algorithms work with the chosen feature

set.
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Chapter 3

FeSAD Framework

This chapter discusses FeSAD, Feature Selection and Ransomware Detection Framework with
Machine learning using Adaption to Concept Drift. The FeSAD framework aims to combat per-
formance degradation in machine-learning ransomware detection systems caused by concept drift.
The FeSAD framework uses statistical and probability metrics to make a machine learning system
resilient to ransomware evolution and lengthen times between retraining. The FeSAD framework
consists of the Feature Selection Layer (FeSA), the Drift Calibration Layer and the Drift Decision
Layer. This chapter will first focus on the FeSA feature selection layer and its operation. The Drift
Calibration Layer’s operation will be explained as its link to the Feature Selection Layer. Finally,
this chapter will explore and elaborate on the Drift Decision Layer; the link the Decision Layer

has with the other two components will be explained in detail.

3.0.1 Novelty

The FeSAD framework proposes a method that considers concept drift at every stage. A machine
learning classifier can be prone to concept drift for numerous reasons; the reliance on anti-virus
software on machine learning classifiers makes the presence of concept drift in ransomware dan-
gerous. The FeSAD framework provides three layers of protection for a ransomware detection

system.

- Firstly FeSAD uses a feature selection algorithm that is proven effective when adapting to

concept drift.

- Existing research in concept drift adaption relies on retraining based on misclassification;

this is an approach that cannot be considered for ransomware detection.

- The FeSAD framework considers concept drift when training a machine learning classifier
during its test phase, allowing machine learning classifiers to be more long-lasting and robust

when facing concept drift.
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3.0.2 Security Requirements for a Ransomware Detection System

- FeSA feature selection Layer: The FeSA Layer in FeSAD needs to act as a practical
feature selection algorithm that improves the accuracy of a ransomware detection system
while reducing dimensionality. The FeSA layer must provide a feature set that increases

detection rates while maintaining robust performance under concept drift.

- Accurate Detection of Ransomware: The FeSAD framework must accurately detect
ransomware that it has encountered and it has not encountered. The FeSAD detection frame-
work must be effective in detecting zero-day ransomware. The classifier used by the FeSAD
framework must detect ransomware outside the distribution of ransomware the classifier is
trained on. The detection mechanism of FeSAD must be adaptable to concept drift scenarios.
Concept drift scenarios imply the ransomware is a zero-day strain and displays characteristics

that the classifier does not expect; the concept drift would mean the ransomware has evolved.

- Ability to Adapt to Concept Drift without Retraining: The FeSAD framework needs
to identify concept drift and classify samples showing concept drift reliably without retrain-
ing. Existing systems require drop-offs in accuracy and misclassifications to identify concept
drift. Once concept drift is identified, existing systems require retraining immediately on
new samples. The FeSAD framework needs to identify concept drift and classify samples

accordingly to prevent accuracy reductions and catastrophic misclassifications.

- Ability to Identify Benign Samples: The FeSAD framework must accurately distinguish
between ransomware and benign files by creating a baseline behaviour for ransomware and

benign files that will avoid high numbers of false positives.

- Ability to Adapt to Concept Drift without Retraining: The FeSAD framework needs
to identify concept drift and classify samples showing concept drift reliably without retrain-
ing. Existing systems require drop-offs in accuracy and misclassifications to identify concept
drift. Once concept drift is identified, existing systems require retraining immediately on
new samples. The FeSAD framework needs to identify concept drift and classify samples

accordingly to prevent accuracy reductions and catastrophic misclassifications.

- Alert Users when Retraining is Required: The FeSAD framework is robust when
classifying ransomware samples that show concept drift; however, it is essential to know when
the underlying classifier requires retraining. Concept drift would imply that the underlying
classifier is less confident of predictions and needs to rely on the concept data presented by
FeSAD to make an accurate classification. Once the classifier’s prediction confidence drops
below a threshold, it is clear the classifier can no longer classify the incoming data; therefore,

it needs retraining as a last resort.
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3.1 Machine Learning-based Ransomware Detection

Machine Learning detection for malware and ransomware, in particular, has been proven effective
and is widely applied in real-world scenarios (Sgandurra et al., 2016). Machine Learning algorithms
can learn a concept and classify samples based on the rules and patterns determined during a
training phase. Machine Learning approaches to ransomware detection are crucial because the
reliance on outdated heuristic approaches to malware detection is unrealistic and ineffective. The
rapid growth of the internet and the constant evolution of malware makes it impossible to keep track
of every new malware variant. The accelerated rate of new malware in the modern era emphasises
the need for a detection system to keep up with changing trends and evolving threats. Machine

Learning detection systems can provide the following advantages for ransomware detection.

- Ability to learn ransomware behavioural and static concepts that can help detect ransomware

without the need for heuristic features.
- The ability to use a variety of approaches and techniques to adapt to a problem space.
- Ability to detect zero-day ransomware that has not been seen before.
- The ability to retrain and adapt to new ransomware concepts.

- The ability to work with advanced feature selection methods to increase the efficiency and

accuracy of the machine learning algorithm.

Machine Learning algorithms have many advantages and positive applications, especially in
the ransomware detection space; however, there are also challenges faced by machine learning

approaches that need to be addressed when applying them to a problem.

- Overfitting is an issue in machine learning in which the algorithm learns a concept that is
heavily adapted to the training data that is not necessarily as prevalent in the test data or

the real world.

- The data used to train a machine learning algorithm needs to be adequately prepared and
varied to prepare a system to work in a real-world scenario; poor quality data leads to a poor

quality system. The features used in the data needs to effectively detect the malware.

- Concept drift is a problem that can affect machine learning algorithms in many real-world
fields such as malware (Jordaney et al., 2017), and this applies to a greater extent in ran-
somware detection. Concept drift in a machine learning scope means the concept learned
by the classification algorithm has now shifted and needs to be updated or adapted. Ran-
somware is a quickly evolving malware type that can cause much damage through even one
misclassification; therefore, concept drift must be considered when using a machine learning

classifier to detect malware as dangerous as ransomware.

- Machine learning detection systems require monitoring and maintenance to ensure they are
up to date and running as intended. Detection systems that detect changes in malware
patterns usually require immediate retraining; this is seen in work presented by Singhal et

al. and Jordaney et al.

- Some Machine learning solutions that address concept drift require ensemble learning systems
with multiple classifiers, relying on switching between classifiers that are stronger on a current
concept (Ghomeshi et al., 2019).
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3.1.1 Ransomware Attacks

Despite the knowledge of ransomware in recent years and the added integration of more sophisti-
cated cyber defence systems, ransomware attacks have remained a significant threat to individuals
and businesses. Ransomware attackers are constantly developing and adapting threats to new vul-
nerabilities, and this often causes damage to businesses financially, legally, and their reputation.
With ransomware attack vectors changing to adapt to new flaws and exploit methods, it is almost
impossible to prevent a ransomware attack with 100% certainty. Some of the major attacks that

have occurred recently are described in this chapter.

- Revil 2022 Revil ransomware was used to attack Australia’s Medibank health insurance
group. The Medibank hack was damaging in terms of encrypted data, and the attackers
managed to access the confidential data of 9.7 million customers. The data stolen from
Medibank was subsequently put on the dark web, including names, birth dates, passport
numbers and health insurance claims. The data stolen was also used in follow-up attacks
which involved identity fraud. Revil, also known as Sodinokibi, is a Russian RaaS operation

used in multiple prominent ransomware attacks (Kerner., 2022).

- LockBit 2022 Lockbit ransomware was used to attack the Toyota motor company and their
partners, Kojima Industries, Denso and Bridgestone. As a result of these attacks, Toyota
had to shut down plants in Japan and Central and North America. Denso identified the
Pandora group as the initiators of the attack(Kerner., 2022).

- Maze 2020 Maze ransomware attacked IT services giant Cognizant in 2020 and spread
laterally through their network while stealing unencrypted data from their servers. Cognizant
was warned that stolen data would be leaked if ransoms were not paid. Maze is usually spread
through phishing emails that contain zipped folders, which are difficult to scan for malicious
code. Once Maze is in a network, it will scan for vulnerabilities and attempt to move laterally

through the network once it has exploited a vulnerability (Freed., 2021).

- PureLocker 2020 PureLocker encrypts servers similar to Ryuk and is written in PureBasic.
PureLocker is written in PureBasic, a language used on various platforms, and it is difficult to
detect malicious software. PureLocker uses evasion techniques to appear normal in sandbox

software by performing regular tasks in a sandbox (Freed., 2021).

- Ryuk 2019 Ryuk targeted tribune newspapers and a water company in North Carolina, with
affected newspapers having to run downscaled versions of their daily news without classified
ads. Ryuk used RDP software and Trickbot to encrypt servers, endpoints, and backups and
disabled windows restore points to force a payment between 15 to 50 bitcoin. Ryuk aimed
to spread through servers and was discovered to originate from a North Korean hacking
group; the language of the attacked machines needed to be changed to Russian, Belarusian
or Ukrainian (Freed., 2021).

- REvil 2019 REvil is ransomware originating from Russia; this is deduced as REvil will
not execute in Russia or surrounding areas. REvil is prominent due to its data exfiltration
approach; it not only encrypt data but also threatens to expose data taken from the victims
if ransoms are not paid. REvils most notable target is British foreign exchange firm Travelex

which was hit with a ransom demand of $6million. The attack would cripple Travelex, send
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the company into administration, and eventually insolvency. REvil exploits vulnerabilities
in Oracle servers and Pulse Connect Secure VPN (Freed., 2021).

- WannaCry 2017 WannaCry was the start of global ransomware operations; WannaCry was

the first major ransomware attack that grabbed public attention with the malware spreading
globally. The WannaCry malware exploited NSA cyber weapons, doublepulsar and eter-
nalblue, to attack Microsoft SMB servers. WannaCry notably infected the UK’s NHS and
rendered thousands of patient records unreachable. The WannaCry outbreak infected hun-
dreds of thousands of computing devices are was eventually halted when a malware researcher
activated an internal kill switch (De Groot., 2017).

3.1.2 Critical Challenges for a Ransomware Detection System

82

- Detecting Zero-Day Threats: It is relatively simple for an antivirus system to detect

known threats as there are threat hunting teams constantly finding new threats and ensuring
AV databases are updated with their signatures; this process also applies from a ransomware
detection standpoint. Ransomware detection is most needed when detecting zero-day threats.
Zero-day ransomware threats could contain various elements that make it a zero-day such
as having new infection vectors or new behavioural patterns that could make it difficult for

detection systems to identify.

- Detection Before Irreversible Damage: A ransomware attack could happen at any point

and occur for various reasons, and in some cases, it may infect an end-point on a network
that then allows the ransomware to propagate. It is vital that if an infection has occurred, it

is stopped before it spreads through a network or does irreversible damage to an end-point.

- Adaption to Concept Drift: Concept drift is an issue that affects machine learning

algorithms in general, and it occurs when there is a change to the components of a prediction.
The components of the prediction could be features and how they relate to a prediction
or behavioural changes in the subject of the predictions. Concept drift in ransomware is
prevalent due to the rapid evolution of the malware type. Ransomware evolution is fast-
paced, and a single misclassification by a detection system can be catastrophic to individuals

and businesses.

- Adversarial Learning: Attackers may be able to mimic systems used to detect ransomware

and generate samples that can evade these detection systems. The sensitivity of a ran-
somware detection system to change is crucial as it must be trained with enough variation
to understand the whole ransomware space. Overfitting to training data must be avoided

misclassifications.

- Attack Vectors: Ransomware has many infection vectors; therefore, detecting and pre-

venting attacks from all infection vectors is not always possible. New attack vectors are the
cornerstone of ransomware attacks because of their ability to bypass security to load ran-
somware onto systems for them to infect end-points and servers. It should be assumed that
no network is safe from ransomware attacks and that the possibility of ransomware infection
exists due to security vulnerabilities or human error factors. The variety of attack vectors
and the possibility of exploiting human error make post-infection detection a crucial aspect

of ransomware detection and protecting the broader network beyond an infected end-point.
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3.2 FeSAD Ransomware Detection Framework with Ma-

chine learning using Adaption to Concept Drift

The FeSAD framework in Figure 3.1 aims to help ransomware machine-learning detection systems
make accurate predictions under concept drift. FeSAD is also designed to prolong a detection
system’s period without retraining by considering concept drift. The FeSAD framework consists
of three central components: the FeSA layer, the Drift Calibration Layer, and the Drift Decision
Layer. The FeSA layer consists of a genetic feature selection algorithm that creates a strong feature
set that should provide a layer of resistance to concept drift. The genetic algorithm was chosen
as the feature selection algorithm because current research shows that genetic algorithms provide
strong adaptability to concept drift. Additionally, experiments carried out in this research have
shown that using the genetic algorithm as a feature selection algorithm reduces the performance
degradation introduced by concept drift. The FeSA layer calculates the components required to
measure drift and predict while the system is experiencing drift. The FeSA layer calculates the
initial "drift” in the training data to identify the boundaries for variation in the ransomware and
benign files in the training data. The FeSA layer uses the drift calibration layer to update its drift
thresholds; this process is carried out to measure the change in drift between different ransomware
evolutions; this keeps prediction accuracy high and remains robust over time. The Drift Decision
Layer of FeSAD can identify what samples show concept drift and when it is time to retrain. The
approach taken by the FeSAD framework aims to prolong periods between retraining while reducing
the effect of concept drift on a machine learning detection system. There is a set threshold for the
proportion of samples displaying abnormal or unacceptable drift the system can encounter before
retraining must be carried out. The retraining threshold exists to identify when the underlying

classifier no longer has a grasp on the current concept being shown in the data.
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3.3 FeSAD Framework Design

3.3.1 Proposed System
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3.3.2 FeSAD Summarised

e FeSA Layer: The FeSA layer generates feature sets using the FeSA feature selection al-
gorithm, and the best-performing feature set is identified to use in the following two layers
of the framework. The FeSA feature selection approach is proven to produce robust feature
sets that show a degree of resistance to concept drift. The base layer generates feature sets
and these feature sets flow onto the evaluation. The genetic layer takes the top performing
feature sets from the base layer and this flows to the selection process where pairs of strong
feature sets are bred together and this process is repeated until the performance of the gen-
erated offspring is no longer improving. The drift boundaries and values are calculated for
the optimal and stored in the genetic layer. The drift values calculated are fed into the Drift
Calibration Layer. The robustness of the feature sets is judged by their ability to reduce
the performance degradation a classifier experiences due to concept drift. The FeSA layer is
modified in the FeSAD framework to use a modified similarity metric that identifies poten-
tially drifting samples in the training data set. Based on the training data set, the FeSA layer
calculates the initial thresholds for abnormal and normal samples. The FeSAD framework is
equipped to use different similarity metrics combined with prediction probabilities to mea-
sure concept drift; this approach is different to something like the NCM used in Transcend
as it uses metrics derived from the underlying algorithm and statistical measures outside the
underlying algorithm. Approaches like the NCM (Jordaney et al., 2017) are effective; how-
ever, there is room to add reliability seeing as the underlying algorithm is degrading due to
concept drift; therefore, it would be logical not to derive all measures to combat drift from a
degrading machine learning classifier as the decisions made by the algorithms will inevitably
be affected by the drift.

e Drift Calibration Layer: The drift calibration layer uses a calibration dataset to measure
the shifts in drift between the training and calibration set. The drift values calculated in
the flow to the drift calibration layer and the change in the drift between the training and
calibration data. The changes in drift are fed back to the optimal feature set and stored
in the framework. The updated drift values are then fed into the Drift Decision Layer.
The calibration dataset is a dataset that contains a different distribution of ransomware and
benign samples; the ransomware in the calibration set is expected to evolve from the training
ransomware and, therefore, should present concept drift when compared to the training
data. The calibration layer analyses the drift observed in the calibration data compared to
the training set and adjusts the thresholds for abnormal drift. The updated thresholds for
drift are sent to the FeSA layer, and these thresholds are used in the drift decision layer.
The main difference between the Drift Calibration Layer and other current work is that the
Drift Calibration Layer aims to observe the changes in drift across different distributions to
anticipate future drift; this allows for the theoretical expansion of the lifespan of the classifier
used by the FeSAD Framework.

e Drift Decision Layer: The drift decision layer uses the drift thresholds determined using
the drift calibration layer and the feature set produced by the FeSA layer to make decisions
on incoming test samples. The drift decision layer calculates whether a sample shows drift
beyond what is acceptable for benign or ransomware files. There is a user-set threshold for the
proportion of samples displaying abnormal or unacceptable drift the system can encounter

before retraining must be carried out.
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3.3.3 FeSA Feature Ranker

The FeSA feature ranker identifies the features that present the highest information gain. Infor-
mation gain reduces the complexity of the generated important features because random feature
selection requires multiple selections to find the optimal set. The FeSAD framework controls ensure
the feature sets have a base of essential features; this ensures high-quality feature sets. The Feature
Ranker algorithm is proposed to decide which features need to be enforced in all feature sets. The
feature ranker is the base of the FeSAD framework because it ranks features in order of importance
and attaches a numerical value to this ranking. Information gain is calculated according to Eq 3.1.
The ranker algorithm uses information gain to isolate the most important features; it determines
information gain and then ranks features to gain information. Information gain is the reduction
in entropy after a dataset is split on an attribute. Entropy is defined as a measure of randomness

in information; therefore, the higher the entropy, the harder it is to conclude the data.

Information gain (IG) is the reduction in entropy when splitting a dataset on an attribute and
is calculated in eq.3.1, ¢; represents the ith class category i.e. ransomware or benign, and p(c;) is
the probability of ith category. p(c;|x) is the conditional probability of the ith category given the
feature z appears. and p(¢;|T) is the conditional probability of the ith category given the feature

x does not appear.

m m m

IG(z) = = p(es)log(p(ei)) + p(x) > pleslx) - log pleilx) + p(T) D p(es|T) - log pleilT)  (3.1)

i=1 =1 i=1

The feature set, taken from the feature ranker, is defined in eq.3.2. The variable a depends
on the features chosen by the feature ranker; this is the number of important features chosen
as "important”. The feature ranker has a minimum threshold for features with an information
gain equal to or greater than 0.5 to be considered an ”important” feature. Based on experimental
observations, features that tend to be most prominent across more than one distribution had a value
greater than or close to 0.5. The information gain value of 0.5 was also achieved by a relatively
small proportion of features, meaning the list of features is kept relatively small, and only the
crucial features would be enforced as necessary for all feature sets. The extensive experimental
observations yielded this value as the most appropriate for our dataset; however, this value will
vary for other datasets and real-world networks. The data and the information gained derived
from said data will invariably be different from data set to data set. Z is defined as the set of
essential features, which every feature set is built around, |Z| is the cardinality of this feature set.
An algorithmic representation of the feature ranker is shown in Algorithm 1. The ranker eliminates
features deemed to provide 0 information gain and features that provide inadequate information
gain. The ranker identifies features with zero information gain and excludes them from the base

and subsequent genetic layers.

Z| =a (3.2)
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Algorithm 1 FeSA Feature Ranker
Input: Initial features xq, ..., z;

Output: Important feature set Z
1: for Initial Features z¢ to x; do
2: Calculate Information Gain for each feature using:
IG(xi) = = Y21 ples) + () oIy pleile) - log plesl) + p(T) o1 pleilT) - log p(eilT)
if IG(x;) > 0.5 then
Add z; to important feature set Z

3

4

5: end if
6 Return important feature set Z
7

: end for

Algorithm 1 shows the operation of the feature ranker. The feature ranker takes an initial
set of features zy to x; and calculates each feature’s information gain IG. If the feature x; has
an information gain value above or equal to 0.5, it is added to the important feature set Z. Each

feature in the important feature set is denoted as z;.

3.3.3.1 FeSA Fitness Function

The fitness function used by FeSA calculates the average detection rate, information gain and
accuracy amongst all feature sets in the current generation. Feature sets that achieve above
average in all three criteria; detection rate, information gain and accuracy, are passed on to the
next generation. The fitness function is used in the base and genetic layer; it uses the ranker’s
values, but indirectly as opposed to directly, in its calculations. The ranker will enforce features
with the highest information gain and eliminate features with no information gain, thus ensuring
that the feature sets produced in the base and genetic layers will provide as much information
as possible while removing excess features. The fitness function initially used only detection or
accuracy to measure a feature sets fitness for purpose; however, configurations with the ransomware

detection rate and overall accuracy yielded high false positives in the test phase.

3.3.4 Base Layer

The FeSA base layer generates the initial population of feature sets required by a genetic algorithm.
The base layer randomly generates feature sets from a pool of initial features, containing the
important features defined by the feature ranker. The initial population is required to generate
strong feature sets in the genetic layer; the main difference between the base layer and a regular
population layer is that the ranker has already defined a set of features enforced in each generated
feature set. The ranker enforcing important features in the base layer feature sets means the first
generation of feature sets will have a higher performance than feature sets created with entirely
random combinations of features. The starting generation at a high-performance level allows
the subsequent generations to reach maximum performance earlier than a conventional genetic

algorithm.

r

Nl = (555

T(f)) + 12| (3:3)

The number of features selected per feature set is shown in eq.3.3, where r is a number less than

100 and, when divided by 100, gives the proportion of the original feature pool included in every
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generated feature set, and N is a feature set generated by the base layer. N is calculated as
r divided by 100, which obtains a proportion of T(f), T(f) being all the of the features in the
initial feature pool plus |Z| which is the important feature set chosen by the ranker. Duplicates
are prevented as the important feature set |Z| is removed from the selection pool for the base
feature sets as the important features are added to each feature set at the start of the feature
set generation. Generating feature sets is repeated as often as the user defines and defines the
population size for each generation. The number of repetitions is balanced with a defined size for
each feature set; the repetitions should be proportional to the size of the feature sets. There are
many features in the feature pool; therefore, possible combinations are regulated to avoid massive
computational costs. FeSAD evaluates the feature sets generated using the initial population with
a random forest classifier. The user’s use of the underlying algorithm is flexible and determined
based on their features and data. The random forest is used because of its performance with
the API call and registry activity features; however, this approach is adaptable and can be used
with any feature set and underlying algorithm. The feature sets are evaluated on overall accuracy,
average information gain per feature and ransomware detection rate; therefore, only the most
suitable feature sets are passed onto the next phase. The structure of the feature set generation
layer is shown in algorithm 2. The abbreviations used in algorithm 2 are as follows, True Positive
(TP), False Positives (FP), False Negatives (FN), and True Negatives(TN). Algorithm 2 shows
the operation of the FeSA base layer. Features from the feature pool are taken, and feature sets
are generated; these feature sets include the important feature sets Z, denoted as Y;. The average
detection rate, Information gain and accuracy of every feature set generated, Y;, is calculated, and
feature sets showing above-average performance are placed in the H, high-performance feature

sets.
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Algorithm 2 FeSA Base Layer
Input: Initial features xg, ..., z;, Important feature set Z,

Number of features to take from initial features n

Output: High performance feature sets H

m —maximum number of feature sets

—_

Average detection rate d, =0

Average accuracy a, =0

Total detection rate tg = 0

Feature set count ¢ = 0

while feature set count ¢ < m do
Generate feature set Y; taking n features from Initial features
Add important features Z to Y;

© ® T S gk W

Calculate detection rate of Y; using:

True Positive Rate (TPR) = %

Calculate accuracy of Y; using:

_ e
= o

—
»

Accuracy (ACC) = TPR+T711\[FJFRFP+FN
Calculate information gain IG(z;) of Y;
++

: end while

[ e T S

: Calculate average detection rate d, using:
m  TPR(Y;
cd, = == (i)
m
: Calculate average accuracy a, using:
g ACC(Y:)
m

==
© o

DAy =

[\~
o

: Calculate average information g, using:
. _ ZT:O IG(JJi)
C g = T

: for Yj...,Y,, do
if detection rate & accuracy & information gain of Y; > d, & a, & g, then

NN N

Add Y; to high-performance feature sets H
end if

: end for

[
IR

return H

Algorithm 2 shows the operation of the base layer. The base layer starts with a feature pool
Zo,...,x; and uses the feature ranker to identify a set of essential features Z. The number of
maximum feature sets generated by the base layer is defined as m, and the user defines this. The
base layer will generate feature sets from the feature pool and then add the important feature
set, Z, to each feature set generated. The ransomware detection rate, the overall accuracy and
information gained by the feature set is calculated for each feature set; this helps determine the
overall health of the feature set. The average ransomware detection rate d,., accuracy a, and
information gain g, of every feature set in the base layer is also calculated. Each feature set’s
detection rate, accuracy and information gain are compared with the average metrics for all the
feature sets in the base layer and feature sets that have a detection rate, accuracy and information
gain higher than the average for the population are put in the high-performance feature set group,

H. The high-performance feature set group is passed onto the genetic layer.
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3.3.5 FeSA Genetic Layer

The FeSA genetic layer acts as the crossover phase in a genetic algorithm. The genetic layer is
designed to generate strong feature sets; the strong feature sets from the base layer are combined
to create these feature sets through a breeding approach. The feature sets are expected to reach
optimal performance after the crossover phase has been completed multiple times. The feature
sets produced in the genetic layer are candidates for the optimal feature set. The genetic layer
uses feature sets from the base layer and will combine the high-performance feature sets using
the uniform crossover method to yield higher-performance feature sets. The genetic layer has the
advantage of containing important features enforced in the base layer. The theory behind the
crossover phase is that combining features from high-performance feature sets will yield higher-
performance feature sets in an evolutionary manner where the performance increases with every

new generation.

The genetic selection layer is a breeding mechanism for the highest-performing feature sets
taken from the base layer. The genetic layer comprises ”"parent” and ”offspring” feature sets.
The ”parent” feature sets are high-performance feature sets from the base layer. The ”offspring”
feature sets are produced by choosing two-parent feature sets and combining them with a crossover

function. Figure 3.2 shows the operation of the crossover phase.

lof2]2]s]s]s]6[7]e]s] [s]a[o]a]s]s]s]7]s]e]

>
[s]efofe2]a]s[7]s]e] lo]ef2[z]2]a]e[7]s]e]

Figure 3.2: Feature Breeding

High-performing ”parent” feature sets will be combined using uniform crossover, generating
7offspring” feature sets. The offspring feature sets produced should perform better than the pre-
ceding generation; if this is not the case the algorithm will terminate and the optimal feature
set will be identified from the last generation that produced feature sets stronger than the previ-
ous generation. Uniform crossover takes two ”parent” feature sets and combines them. For each
corresponding feature in each parent feature set, the feature the offspring feature set receives is
determined by a probability of 0.5. The probability is representative of a coin flip where there
is an equal probability of both parents’ features having an equal chance of being present in the
offspring. The crossover function is user-defined; however, the FeSAD framework needs to enforce
particular features into feature sets; the uniform crossover function is the most efficient way to
retain the important features during the breeding phase. The offspring feature sets are evaluated
based on accuracy, detection, and overall information gain per feature and the feature set with the
highest average of these metrics is chosen as the optimal feature set. As per experimental results,
this phase requires only one generation to generate the optimal feature set; performance does not
improve beyond the first generation showing the efficiency of this approach. The structure of the

genetic layer is shown in algorithm 3.
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Algorithm 3 FeSA Genetic Layer
Input: High performance feature sets H

Output: Optimal feature set O;
1: m —Max feature set count
2: n —Current feature set count
3: Offspring feature set T

4: while n < m do

5: Select random base feature set 1 H,4,q1 from set H

6: Select random base feature set 2 H,g4nq2 from set H

7 Perform uniform crossover using H,qnq1 and H,qnq2 & Generate mixed feature set O;
8: if Duplicate features are detected then

Replace duplicate feature with a random feature x; from feature pool
9: end if
10: Add O; to offspring set T'
11: end while
12: return Optimal O; € T which has the highest average detection rate, information gain &

accuracy.

Algorithm 3 shows the genetic layer of the FeSA architecture. Features in a feature set are
numbered from 1 to n; each feature is assigned a number; however, they are placed in the feature
set according to the order in which they are randomly chosen therefore, two feature sets could have
the same feature but in different slots. To avoid duplicates, the algorithm performs the crossover
but checks if the chosen feature is already present in the offspring feature set; the alternative is then
chosen and if this is also a duplicate, the mutation function is activated. The High-performance
feature sets from the base layer. Two random high-performance feature sets are selected H.andl
and H,.and2 , and uniform crossover is carried out to mix the two high-performance feature sets
to create a new feature set O;. Mixing the high-performance feature sets is repeated m times
until completion. The best performing of these newly generated feature sets is stored in set 7.
The best-performing feature set out of the newly generated feature sets in T is selected as the
feature set used by FeSAD for classification. The genetic layer terminates if the current generation

produces no offspring that outperforms the previous generation.

3.3.6 Mutation

The mutation function in a genetic algorithm is the introduction of diversity. A mutation would
mean an offspring feature set inheriting a feature not present in either parent feature set in a
feature selection context. During the crossover phase, duplicate features are prohibited from being
in a feature set. If there is a feature set with duplicate features, duplicates will be replaced with
a random feature from the feature pool, leading to a 0.01% mutation rate. The low mutation rate

eliminates unnecessary randomness from the FeSA architecture.

3.3.7 FeSA Layer Summary

The feature selection component of FeSAD is essential because of the need for long-lasting features
that provide an initial layer of protection against concept drift. Feature selection is a crucial aspect

of machine learning classifiers because they reduce the dimensionality of a dataset and increase
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efficiency. The hooked API calls in a Windows system numbers in the hundreds; therefore, it was
crucial to identify essential features instead of saturating the classifier with hundreds of irrelevant
features. Identifying important API features is critical because the behaviour of ransomware at
its core has to remain constant; ransomware will always aim to encrypt files and hold them for
ransom. Using a genetic algorithm to adapt feature sets to concept drift has been proven effective
(Ghomeshi et al., 2019). The genetic algorithm used for the FeSA component in the FeSAD
framework is not conventional because it uses information gain to identify essential features before
the feature sets are built. Using the feature ranker reduces the number of generations needed for

the feature selection algorithm to reach an optimal solution.

3.3.8 Base Drift Calculations

Once the FeSA layer has generated the optimal feature set through its genetic algorithm, the
base concept drift values for the dataset using the optimal feature set are calculated. The base
drift values are calculated using combinations of prediction probabilities or prediction metrics and
similarity or distance metrics, and this process is outlined in section 3.5. The base drift calculations
are done to assess the level of variation in the training data and what can be considered normal
and abnormal based on the drift values obtained from the training data. The experiments in this
research use prediction probabilities as the best-performing models on the data were probabilistic;
however, this can be interchangeable with values that can provide a metric for prediction quality,
such as SVM with a distance from the hyperplane. The FeSA layers calculate the drift present in
the initial dataset and will set thresholds and expectancies for drift based on the drift shown by
correct and incorrect classifications in the cross-validation phase. The drift values present in the
base dataset are used to calculate the changes in concept drift over time and the expected levels of
concept drift in the future. The FeSA layer collaborates with the drift calibration layer to adjust
its drift tolerances and expectancies based on the changes in drift it observes between the base

drift values in the FeSA layer and the drift values observed in the drift calibration layer.

e Expected Drift: Drift is considered normal based on the analysis of the training dataset.
e Abnormal Drift: Drift is considered abnormal based on the analysis of the training dataset.

e Maximum Drift: Drift considered beyond what is acceptable for a classification; drift

beyond the maximum threshold suggests a misclassification.

3.4 Drift Calibration Layer

Concept drift represents the relationship between a sample’s attributes and its classification over
time. The FeSAD framework attempts to quantify the concept change over time using a distance
metric and the classifier’s prediction probability. An easy-to-interpret numerical figure can allow
users to identify a sample’s normal or abnormal behaviour. The Drift Calibration Layer allows
the FeSAD framework to predict reliably under concept drift. The Calibration Layer takes the
drift values extracted from the feature set in the Base Layer and compares the differences in drift
between the base dataset and the calibration datasets. The Drift Calibration Layer will analyse
ransomware’s drift patterns in different periods to determine what acceptable, abnormal, and max-
imum drift thresholds should be in place. The Drift Calibration Layer adjusts the drift acceptance

values calculated in the Base Layer and determines the thresholds or the drift predictions in the
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Drift Decision Layer. The Drift Calibration Layer is the most important and novel aspect of the
FeSAD framework, as it allows a classifier to work together with a concept drift calculation system

to remain robust and reliable under concept drift.

3.4.1 Pre-set Values

- Unreliable Prediction Threshold The framework will have a predefined number of unreliable
predictions which, once exceeded, the system will need to be trained regardless of its accuracy.
The drift adaptation system should not be relied on solely if it becomes obvious that the
algorithm the framework is built on has no idea what it is doing and cannot be certain of
a large proportion of its classifications; the retraining process should be executed so the

framework can be better suited to the current concept.

3.4.2 HEOM (Heterogeneous Euclidean Overlap Metric): Phase 1

The HEOM metric was chosen as a starting point for the drift metric design as it was already
proven effective in drift detection by research reviewed in the literature studies such as Tsymbal
et al. and Singhal et al., who have used the HEOM metric directly in the malicious URL space to
detect concept drift in detection systems. The HEOM metric is built from the Euclidean distance,
so provided that the features chosen provide a distinguishable difference between ransomware and
benign behaviour, a metric like HEOM should work effectively when identifying drift. The HEOM
metric also provides a versatile way of normalising values for features that may differ numerically
in size. The heterogeneous Euclidean overlap metric (HEOM) is a distance metric that measures
distances between two data samples with continuous and nominal attributes. Using the HEOM
metric gives an insight into how close or far away statistically a sample is from the other samples
it has been classified with, giving insight into how reliable a prediction may be. The flexibility of
HEOM allows the feature set to be modified in the future if necessary; however, it currently uses
only continuous features. The HEOM metric measures the distance between two values x and y
given an attribute a. The FeSAD framework uses a modified implementation of the HEOM metric
to measure concept drift per sample and overall concept drift in a system. The equation for the

standard HEOM calculations is shown in Equation 3.4 and Equation 3.5.

dheom (1, T2) = Zheomi(ml,xz) (34)
a=1
Where
|x1a - x2a|
heomg(z1,x2) = ——=2 3.5
eomq (21, 22) range, (3.5)

The standard HEOM equation measures the distance between two samples x; and xo in relation
to feature a, where m is the number of features. Equation 3.5 ensures no discrepancies due to
large variances between the values for each feature by normalising them with range,. The HEOM
measurements for each sample are taken as a ratio by measuring the HEOM distance of a sample
from all other ransomware and benign samples and dividing these values. Equation 3.6 shows how
the HEOM distance from ransomware for a sample is calculated, and equation 3.7 shows how the
HEOM distance from benign samples is calculated. In both cases, n represents the number of
benign or ransomware samples the sample is compared to during the calculation. The instance

number is represented by 4, or i, and is compared to another ransomware instance j. The HEOM
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metric is used in the FeSAD framework uses the distance metrics of HEOM to calculate the distance
of a sample from all other samples in the class it is placed in. The HEOM metric also measures
the distance from the opposite class to the class where a sample has been placed. In the case of
FeSAD, a sample classified as ransomware will be analysed to measure its HEOM distance from
other ransomware and benign samples. The base HEOM values will show how far ransomware is
from other ransomware and how far benign samples are from ransomware. The FeSA Layer uses
the HEOM metric to measure the average HEOM distance from ransomware to ransomware and
benign to ransomware in the feature set generated by the FeSA layer; these values are then used

in the next phase of the drift calculation.

ZZjil dheom (xirv xj,«)

n

heom, =

S0 i—1 dheom (€iy, 75,

n

heomy, =

3.4.3 HEOM ratio calculation

The HEOM ratio h, for a sample, represents the ratio of a sample’s distance to ransomware and
distance to benign files; the average HEOM ratio for ransomware is significantly lower than the
average HEOM ratio value for benign files. The HEOM ratio value that uses the HEOM distance
of the sample from all ransomware samples, heom,. and the HEOM distance of the sample from all
benign files, heomy; this assumption is based on the fact that the HEOM is built on the Euclidean
distance; therefore, statistically ransomware and benign files should be distinguishable from each
other as long as the features chosen are sound. The calculations for generating the HEOM ratio
value for a sample are shown in equation 3.8. The HEOM ratio value h should be much smaller
for ransomware than for benign samples due to how the ratio calculation is constructed. Benign
files will have a larger h than ransomware files because their average distance to ransomware
heom,. should be significantly larger than their distance to benign files heom;. The ratio value is
calculated equally for both classes, so the HEOM ratio is relative to the distance to ransomware

for both benign and ransomware classes.

heom,,

b=
heomy,

3.4.3.1 Prediction Probability

Prediction probability is derived from probabilistic classifiers that use metrics to determine the
most likely class prediction. The higher the prediction probability, the more confident a prediction
can be. Prediction probability is extractable from all probabilistic machine learning algorithms,
and the FeSAD framework is designed to incorporate prediction probability into its classifications.
Prediction probability can be substituted with similar machine learning metrics like SVM and the

distance from the hyperplane or a clustering algorithm’s distance from the centroid.
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3.4.3.2 Prediction Weights

A sample’s HEOM ratio can tell us how far or close to its classification a sample is, but it can-
not provide 100% accuracy as with any metric. A weight is introduced to the HEOM values to
balance any uncertainty the HEOM calculations introduce. Based on initial observations of ML
performance with my data, the prediction probability appears to have a strong rate of identifying
incorrectly classified samples, as most observed misclassifications had a lower prediction probability
than correctly classified samples. Combining two high-performing metrics with a strong possibility
of identifying misclassifications will increase the reliability of the drift metric and the probability it
can correctly identify misclassifications, with one of the metrics taking input from the underlying
machine learning algorithm and the second metric being the objective of the underlying algorithm.
The weight for benign predictions is calculated by dividing the probability of the benign prediction
by the average probability of an incorrect benign prediction. The introduction of the weights elim-
inates any false positives introduced by using the HEOM calculations alone. The calculations used
for generating the weights for ransomware, w, and benign predictions, w; are shown in equation
3.11 and equation 3.12, respectively. For the weights added to the HEOM ratio, p is the probabil-
ity of the prediction, pz, and pz, being the average probability of incorrect ransomware or benign
prediction respectively. The average incorrect prediction values are calculated using the training
set generated by FeSA. Equation 3.9 and 3.10 show the process for calculating the average prob-
ability for an incorrect ransomware and benign prediction with n being the number of incorrect

predictions for either ransomware or benign files.

Z:L:o Pxr;

p, = —/———* 3.9
Pz, " (3.9)
P, = im0 Prbe (3.10)
n
p
— (3.11)
p
b= (3.12)

3.4.3.3 Weighted HEOM Calculation

The weighted HEOM combines a sample’s HEOM and prediction probability in our dataset. The
weighted HEOM measures drift, the average drift in our dataset, the expected drift, and the drift
of individual test samples. The calculation for the weighted HEOM for a ransomware prediction
is shown in equation 3.13, and the calculation for the weighted HEOM of a benign prediction is
shown in equation 3.14. A logarithmic value is used for both calculations to shrink the values into
a distinguishable range. The calculations for both values differ as the desired effect of the weight

is different for both classifications.

hwy, = log(h;, - wp) (3.13)
hw,, = log(h“ ) (3.14)
Wy, = .
’ W
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Ransomware weighted HEOMs are shrunk if the prediction weight is high; however, benign weighted
HEOMs increase if the prediction weight is high; this is because the HEOM ratio is measured based
on how far each sample is from ransomware on average, meaning that benign weighted HEOMs
hwy,; being higher than ransomware hw,, is desired. Low prediction weights would have the inverse
effect on the HEOM values; ransomware weighted HEOMs would increase, and benign HEOMs
would decrease. The overview of this approach is that weaker predictions would have a greater
effect on the drift value; this is because the weaker a prediction, the further away from the norm
a prediction is as the standard for predictions is high from the baseline classifier so that weaker
predictions would imply a higher level of drift and greater uncertainty from the classifier. Al-
gorithm 4 shows how the weighted HEOM calculations are made. The HEOM distance values
from ransomware samples, heom,. and benign samples heom,, are calculated for each sample in the
training set, and a ratio value is calculated to generate h. The weighted HEOM calculations are
carried out for correct ransomware and benign classifications in the training set, and the average
weighted HEOM for both correct benign and ransomware classifications are generated. Algorithm

4 has a computational complexity of O(n.logn)).

Algorithm 4 Weighted Calculations
Input: Ransomware Training Samples z;,, ..., Z,, , Benign Training Samples x;,, ...z,

Ransomware sample prediction weights w,., Benign Sample prediction weights wy,
Output: Average Weighted HEOMs hw,._, hwy,

1: for Ransomware Samples in training set x;....x, do

Calculate HEOM value from Ransomware samples

271 dneom (Tjp,Tn,.)
n

heom,., =
: end for

: for Benign Samples in training set x;....x, do

201 dheom (T, ,Tny,)
n

heomy,, =
Calculate HEOM ratio for samples

hi o heomri

2
3
4
5
6: Calculate HEOM value from Benign samples
7
8
9

" heomy,

10: end for

11: for training ransomware samples z;...z, do

12: Calculate Weighted HEOM

13: hw,, = log(wh—:_)

14: end for 1

15: for training benign samples z;...x, do

16: Calculate Weighted HEOM hwy, = log(h; - wp,)

17: end for

18: Calculate average correct benign weighted HEOM only using the weighted HEOM of correct

benign predictions:

Z:'L:o hwbci

19: h’LZ)bc = "

20: Calculate average correct ransomware weighted HEOM only using the weighted HEOM of

correct ransomware predictions:
i—o Pwre;

21: hw,, =

n

22: return hw,, return hwy,
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3.4.3.4 Expected Drift Threshold Generation

The FeSAD framework uses drift calculations that formally measure how far from an expected
point a value is; our drift values attempt to formalise and quantify concept drift in a machine
learning detection system. FeSA calculates the average weighted HEOMs for correct benign and
ransomware classifications during the training phase. The average weighted HEOM for correct
ransomware classifications is hw,, and the average weighted HEOM for correct benign predictions
is hwy, . The drift calculations measure the difference between the average weighted HEOM in the
training set and the weighted HEOM of an individual sample. The weighted HEOM for a sample
i is represented with hw,, for ransomware and hwy, for benign files. The calculation for drift in a
sample classified as ransomware is shown in equation 3.15, and the calculation for drift in a sample

classified as benign is shown in equation 3.16.

D,, = hw,, — hw,, (3.15)

Dbi = hwbi - h’lI)bc (316)

The calibration set shown in Figure 3.1 is used to calculate the expected drift in the system; the
expected drift is calculated to allow the system to know what changes in weighted HEOM values
to expect. Expected drift D, for ransomware and D., for benign is calculated by taking the
average drift in the calibration set and the average increase in drift f, in datasets from different
ransomware distributions. The average increase in drift f is calculated by measuring the average
drift in the training data and comparing the average drift in the samples showing increased drift
in the calibration data. The calculation for the average drift for ransomware in the calibration set
is shown in equation 3.17, and the average benign drift for benign predictions is shown in equation
3.18.

_ " D,

D, = % (3.17)
n

- | Dy,

D, = @ (3.18)
n

Expected drift is calculated by combining the average drift in the calibration set and the average
increase in drift for ransomware f,. and benign files f, from different ransomware and benign
distributions, so in this case, the different distributions would be training and calibration sets; this
is shown in equation 3.19 and equation 3.20 for expected drift in ransomware and benign samples,
respectively. The calibration dataset contains data from a different distribution to the training
dataset; an example would be the training data from 2013-2015, a calibration set from 2018 data
and a test set of data from 2019.

D. =D, (3.19)

De, =Dy - fp (3.20)

Algorithm 5 shows how the training and calibration sets drift calculations are carried out. The
drift for correct ransomware and benign classifications is calculated using the training set. The
increase in drift, f,. and f, for both correctly classified ransomware and benign files is calculated

using the calibration set. The expected drift for benign and ransomware samples is calculated by
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combining the expected drift calculated in the training set and the increased drift noted in the

calibration dataset. Algorithm 5 has a computational complexity of O(n).

Algorithm 5 Drift Calculations in FeSA & Drift Calibration Layer
Input: Weighted HEOMs hw,, hwy_, fr, fo
Output: Expected Drift, Dy,., D.,

1: for All correct classifications in the training set do
Calculate drift for correct ransomware classifications:
D, = hw,, — hw,,

Calculate of drift for correct benign classifications:
Dbi = hwbi — h?I}bc

end for

Calculate average drift in training set for benign files:

D, = Zic Dy,

n

Calculate average drift in training set for ransomware files:

lj — A Dy,
b n

: Change in ransomware drift calculated using the calibration set: f,

—= = =

: Change in benign drift calculated using the calibration set: f

. Calculate expected ransomware drift using: D, = D, - f.

—_
w

. Calculate expected benign drift using: D., = Dy, - fp

= =
[SATN

: return D, return D,

3.4.3.5 Drift Thresholds

The drift thresholds represent levels of drift that require different courses of action; the drift
calibration layer allows the FeSAD framework to define what is classified as normal and abnormal
drift. Normal drift would require no action as it is within the levels of drift the framework expects.
Abnormal drift is beyond the standard threshold for drift; however, it is not beyond the maximum
threshold. Abnormally drifting samples are recorded, and too many abnormal samples suggest a
need to retrain. The drift calibration layer also defines drift boundaries; drift beyond the drift

boundary would suggest a misclassification.

Abnormal Drift Abnormal drift is defined as a sample displaying drift beyond expected drift
D,, or D,,. The FeSAD framework uses a drift factor metric that determines whether a test
sample displays abnormal or normal drift; it is shown in equation 3.21 and equation 3.22. D, is
the drift displayed by a ransomware test sample and D, is the drift displayed by a benign test

sample.

D,
Dy = 21
=D, (3.21)
Dy
Dy = 3.22
fb Deb ( )

If the Dy, value for a sample classified as ransomware is above 1, this would mean the sample is
showing abnormal drift for a ransomware classification; this is also the case for Dy, of a sample
classified as benign. The abnormal drift threshold is decided by the expected drift value D..
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The expected drift value taking drift from many different distributions allows the abnormal drift
threshold boundary to identify true outliers while not flagging samples that represent drift that
can be expected. The threshold taking concept drift into account should extend the time between
retraining while flagging samples displaying abnormal drift. Once z number of samples have been
identified as showing abnormal drift, the system needs to be retrained. The user defines the z

value.

Maximum Drift FeSAD calculates the drift thresholds using the training and calibration sets.
Dz is alevel of drift that a sample cannot exceed. Exceeding the D, 4, would suggest an incorrect
prediction, so a benign sample displaying drift beyond D, 4, would be considered ransomware and
vice versa for samples classified as ransomware. D,,., is defined as the point at which a sample,
according to the weighted HEOM metric, is closer to the opposite class it is classified as. An
example of this scenario would be a sample classified as benign by the underlying classifier, but the
sample’s drift level would exceed D4, therefore it would be closer to ransomware than benign
files; it would be reclassified as ransomware. D, is calculated based on the training and incorrect
classifications in the calibration set.D,,., is calculated using the training set shown in equation
3.23. The midpoint is defined and is D,,q,. If the drift of a sample is beyond D,,q,, then it will
have a Dy, greater than 1; this is determined by equation 3.24.

Doy = e~ 0 (3.23)
2
D;
D; = 3.24
Jmaz = (3.24)

3.4.4 Drift Decision Layer

The Drift Decision Layer uses the drift thresholds calculated using the FeSA and Drift Calibration
Layer to accurately and reliably classify samples showing concept drift. The FeSAD framework
uses its drift thresholds defined by the FeSA and calibration layer to identify each sample’s drift
value D; and decide if it is abnormal and beyond D, or drift beyond the drift boundary, Dy, .. .
The Drift Decision Layer keeps track of the abnormal samples and will recommend retraining
once the threshold, z, for abnormal drifting samples has been reached. Algorithm 6 shows how
the drift decision layer works when determining whether a classification shows unacceptable drift.
The expected drift values from algorithm 5 determine whether a sample displays abnormal or
unacceptable drift. There is a defined threshold z for the amount of abnormal or unacceptable
samples the system can encounter before retraining is advised. Algorithm 6 has a computational

complexity of O(n).

99



Damien Warren Fernando PhD Thesis

Algorithm 6 FeSAD Drift Decision Layer

Input: Expected Benign Drift D,,, Sample Drift D;, Max Drift D,, 4, max abnormal samples z
Output: Drift Max Factor Dy, .

1: Abnormal count a
Drift Factor Dy, = DD—;
if Dy, > 1 then

D; = abnormal drift
a=a+1
end if
Drift Factor Max Dy, = D?L -
if Dy, .. > 1then
D; = unacceptable drift
a=a+1
: end if
: if a > z then

_= = e

Retrain Recommended
. end if

: return Dy

_ = =
ot~ W
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3.4.5 Underlying Algorithms

The FeSAD framework functions with almost any machine learning or probabilistic deep learning
algorithm. The FeSAD framework uses a similarity metric as an independent function that does
not rely on the machine learning classifier and the prediction probability metric from the underlying
algorithm. Prediction probability is easily extracted from an algorithm that uses probability to
represent the most likely classification. The probability of a prediction is represented as P(y|x); the
closer the value is to 1, the more reliable the prediction is. Prediction probabilities for a two-class
problem like ransomware detection will always be above 0.5; therefore, it is essential to scale the
validity of a prediction probability based on this. In theory, the underlying algorithm will degrade
as it experiences concept drift, and the prediction probability of classifications will begin to reduce.
In addition to being compatible with various underlying algorithms, the FeSAD framework offers
the flexibility to use different algorithms in the FeSA Layer and the Drift Calibration and Decision

Layers; the possibility of different algorithms working together could be advantageous for detection.

3.5 HEOM Alternatives: Phase 2

We selected similarity metrics to test the performance and flexibility of the FeSAD framework.
The FeSAD framework was designed to have as many interchangeable parts as possible, allowing
it maximum freedom to adapt to different concept drift scenarios. The following subsections will
formalise the approach used by the FeSAD framework with the HEOM metric to allow the frame-
work to use different similarity metrics in the same context as the previously presented HEOM
metric. The application of the similarity metrics tested is precisely the same as the application
of the HEOM metric; however, thresholds and allowances for drift have to be recalculated and
calibrated due to the different values produced by another metric. This component of the FeSAD
framework operates under the assumption that the underlying features will show statistical differ-
ences when concept drift is occurring; additionally the use of probabilities or alternative algorithm
based measures will confirm the concept drift or provide an alternative view. The underlying as-
sumption is that the API calls identified by the FeSA layer will provide an accurate baseline to
distinguish between benign and ransomware files and significant statistical and probabilistic devia-
tions from these baselines imply misclassification. Similarity metrics like HEOM capture statistical
differences between samples; the only instance where concept drift would directly affect the drift
measurement metrics is if the ransomware files start to behave exactly like the benign files with

zero distinguishable difference between the two.
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3.5.1 Distance Ratio

The Distance Ratio represents the ratio of a sample’s distance from ransomware to a samples
distance to benign files. The distance is measured using the respective similarity measure. The
distance ratio metric measures the ratio of the distance of a sample to ransomware files to the
distance of a sample to benign files. Eq.3.25 and 3.26 measure the average distance of a sample from
ransomware and benign files respectively and Eq.3.27 is the ratio value of these two values. Benign
files will have a larger dist; than ransomware files because their average distance to ransomware

dist, should be significantly larger than their distance to benign files dist.

n
2ij=19wi, 25,

dist, = 3.25
18 - ( )
A
disty = M (3.26)
n
dist,
dist; = 3.27
1ot disty ( )
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3.5.1.1 Prediction Weights

The prediction weights are shown below in Eq.3.28 and 3.29. The weights are calculated by dividing
the prediction probability of the sample by the average incorrect prediction for ransomware p,.
for ransomware and py, for benign predictions. The average prediction probabilities for incorrect

classifications are derived from the training set.

Di
Wy = — 3.28
= (3.28)
wy = L (3.29)
pl‘b

3.5.2 Weighted Distance Calculation

The weighted distance combines prediction probability and the metrics extracted from the distance
or dissimilarity measure. The weighted distance calculation for samples classified as ransomware is
shown in Eq.3.30. and the weighted distance for a sample classified as benign is shown in Eq.3.31.
The weights are designed to shrink ransomware distance values if the prediction probability is high
and increase benign distance values if the prediction probability is high therefore creating greater
separation between samples when the algorithm is confident in its predictions and samples are

statistically similar to its respective predicted class.

dwy, = log(dist; - wy) (3.30)

d’iSti

dw,,; = log( ) (3.31)

T

3.5.3 Drift Thresholds

The thresholds for drift boundaries that determine drifting samples and classifications that have
a high probability of being wrong are calculated using Eq.3.22 to 3.23 and are applied to the

alternative metrics in the same way.
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3.5.4 Canberra Metric

The Canberra Distance metric is a weighted and refined version of the Euclidean distance; this
metric can be used to calculate the distance between points in a vector space and is able to handle
data with high dimensionality. The Canberra Distance metric has been used effectively in computer
intrusion detection by Emran & Ye and is proven effective when detecting dissimilarity between
samples in high dimensionality data by Shirkhorshidi et al. The Canberra metric is presented

below.

Z pi — ai (3.32)
pi| + [pil

The distance between vector p and vector ¢ is calculated using the absolute values of p; and g;.
The it value can be used per feature.

The Canberra Distance metric calculates the distance between therefore it is necessary to
calculate the average distance between ransomware and other ransomware and the average distance
between ransomware and benign files. The calculations work the same way as with the HEOM

metric calculations in section 3.4.2

ZZj:l canb(w;, , ;,)

canb, = - (3.33)
mo_ canb(z;, , x
canby, = 2=t (i, 75.) (3.34)
n
3.5.4.1 Canberra Ratio Calculation
canb,.

The ¢; represents the ratio value of Canberra distance from ransomware over Canberra distance
from benign files; therefore, the ¢4+, value for ransomware files should be smaller than for benign
files as all measurements are taken in relation to ransomware and benign files should be statistically

further away from ransomware files.

3.5.5 Weighted Canberra Metric

The calculations for the weighted Canberra Metric are shown below in Eq.3.36 and 3.37.

cwy, = log(c; - wp) (3.36)

cw,, = log(ﬂ) (3.37)

r
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3.5.6 Cosine Similarity

Cosine similarity measures the angle between two non-zero vectors. The cosine similarity measures
similarity by calculating the cosine of the angle between two vectors. In our case, the vector
will be ransomware or benign samples. Although the angles are those that are measured, it is
intended to provide the linear distance between the data points. Cosine similarity dictates the
higher the value, the higher the similarity between the two vectors (Hidalgo et al., 2019). The
Cosine Similarity metric has been successfully used to detect concept drift by Hidalgo et al. Cosine
similarity is independent of vector length and is suitable for data with high dimensionality; it has
been commonly used to measure similarity between documents irrespective of their size difference
(Shirkhorshidi et al., 2015). Eq.3.38 shows the calculations used for calculating the cosine similarity

with a and b considered samples and n being considered a feature.

cost =

n
a;b;
;12 2 = (3.38)
VO AVOD N
Eq.3.39 calculates the average cosine similarity between ransomware and other ransomware files
and Eq.3.40 calculates the average cosine similarity between ransomware and benign files.
Z?,j:1 cos(;,, xj,)

r= 3.39
cos - (3.39)

o cos(xi,, T,
cosy = ZZ’ =1 n( b Ti) (3.40)

3.5.6.1 Cosine Ratio Calculation

coS,-

(3.41)

CoS; = oS
b

The cos; represents the ratio value of Cosine similarity from ransomware over Cosine similarity

from benign files.

3.5.7 Weighted Cosine Metric

The calculations for the weighted cosine are shown below in Eq.3.42 and 3.43. We avoid using a log
value as the cosine similarity metric already has a clear bounding between -1 and 1; therefore, it
does not require further normalisation to be effectively integrated with the prediction probability

weights.

coswy, = (¢; - wp) (3.42)
i
COSWy, = (171) (3.43)
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3.5.8 Pearson Correlation

The Pearson correlation is a similarity metric commonly used to cluster data in the genetic ex-
pression field (Shirkhorshidi et al., 2015). The Pearson correlation metric is presented in Eq.3.44,

th value for a sample z and y. In the

where there is a comparison between x and y using the ¢
context of data samples, the Pearson correlation measures the correlation between two samples
using each sample’s features ¢ with the maximum of n features. The mean value for each feature

1 is represented as T for the first samples and ? for the second sample.

_ Yici(xi —T)(yi — )
Vi (@i — 1) (yi — 7)?

The Pearson correlation is effective as a similarity metric when used with high dimensionality

(3.44)

r

data according to the study conducted by Shirkhorshidi et al. The Pearson correlation has the
ability to clearly define the similarity between two samples which makes it appropriate to work
with our data. Shirkhorshidi et al. state the Pearson correlation provides strong results with high
dimensional data; however, our data would not be considered high dimensional. Using a metric
that may not be effective on its own with low-dimensional data gives the FeSAD framework a good

test and allows us to identify potential areas to improve the framework’s approach.

ro_r(x, Ty,
pe, = Zm_l 75 ) (3.45)

L (T,
pey = Zl,j—l ( b ] ) (346)
n

3.5.8.1 Pearson Correlation Ratio Calculation
C
pe; = Per (3.47)
PCo
The pc; represents the ratio value of Pearson correlation for ransomware to ransomware and ran-
somware to benign files. The pc; is calculated using the average Pearson correlation between ran-

somware and ransomware which is shown in Eq.3.45 and the calculation for the average Pearson

correlation between ransomware and benign files is calculated in Eq.3.46.

3.5.9 Weighted Pearson Metric

The calculations for the weighted Pearson correlation are shown below in Eq.3.48 and 3.49.

pey, = (pe; - wp) (3.48)
De;
7 4
per, = (2 (3.49
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3.5.10 Drift Calculations for Alternative Similarity Metric

D,, = |hw,, — hw,,| (3.50)

Dbi = |hwbi - h’lI)bC| (351)

Equations 3.50 and 3.51 describe the drift calculation process using similarity metrics that may
yield negative values. These formulas operate the same way as the drift calculations described in
Eq.3.15 and 3.16; however, they use absolute values to measure the difference between the weighted
similarity measures. The logarithm conversion is also only used on metrics that provide positive
results. Logs are not utilised on metrics such as the cosine similarity and the Pearson correlation

due to them producing negative values.

3.5.10.1 Prediction Probability Alternatives

The FeSAD framework can operate with machine learning algorithms that do not use a prediction
probability metric as long as an alternative metric for prediction certainty can be derived. An
example of an alternative to prediction probability would be the clusters and the distance from

the centroid or the SVM algorithm’s distance from the hyperplane.

3.6 Concluding Remarks

The FeSAD framework described in this chapter uses three different layers, which focus on helping
a machine learning algorithm to be resilient and adaptive to concept drift. The FeSAD framework
takes a unique approach to address concept drift in ransomware detection, as it focuses on building
the machine learning system to be resilient to concept drift while using metrics from the algorithm
and statistical metrics independent of the machine learning algorithm to judge the validity of
classification. The main strength of the FeSAD framework is that it helps boost a classifier’s
ability to classify when concept drift occurs. The FeSAD framework can also help users identify
when a machine learning classifier is degrading to where retraining is unavoidable. The FeSAD
framework uses different elements to combat concept drift; however, it is essential to note that the
elements used for the different layers are proven effective for concept drift detection and resilience to
concept drift. The HEOM metric used by the FeSAD framework is modified to effectively identify
concept drift when combined with the prediction probability taken from the algorithm. The drift
metric allows the user to define what is inside and outside the scope of what can be acceptable
drift and what can be unacceptable. The approach of using calibration sets to prepare a classifier
for drift it will experience in the future is also highly beneficial; this is under the consideration
that the concept drift displayed by ransomware is linear; therefore, the drift a classifier sees does

not have to increase gradually as time passes, instead drift levels can fluctuate over time.
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Chapter 4

Experimental Setup & Evaluation

This chapter presents the experimental results of FeSAD and the implications of these results; the
FeSAD system was evaluated as a whole, and the FeSA layer is evaluated on its performance as a
feature selection algorithm. This chapter also presents the experimental results obtained by testing
various machine learning algorithms on different ransomware datasets which use different features
and ransomware data. The experiments with machine learning algorithms were carried out as it
was essential to identify the most efficient and reliable algorithms which would give the FeSAD

system the best chance of performing well.

4.1 Data Procurement & Processing

This section covers the data used for the FeSAD framework and how it was procured and anal-
ysed. The data processing procedure involved developing a feature extraction program. FeSAD
framework works with API call data taken from the Cuckoo Sandbox environment; this data is
not produced in a format that is ready for use in a machine learning algorithm. The data taken
from Cuckoo Sandbox needs to be processed and made available in a CSV or ARFF format for

machine learning algorithms to process.

4.1.1 Sample Procurement

In order to be able to generate the data for experiments, ransomware and benign samples are
needed to run through the sandbox to collect raw data generated from the analysis tasks. The
Elderan dataset provides the hashes of 1582 ransomware and benign samples. The samples ranged
from 2013 to 2015, so they were considered quite dated, especially benign ones. The first option
for malware samples was Virus Total, one of the largest malware repositories online; however,
to obtain specific samples, they required a paid subscription which was out of budget. Some
samples are obtained from Hybrid Analysis, which was essential for acquiring new malware and
benign samples; however, considering there were over 500 ransomware samples, hybrid analysis
can only account for a small percentage of them. The bulk of the samples will be procured from
VirusShare.com. While relatively simple, this process will be lengthy, with the benign files also
being quite challenging to find, considering how dated some of them are. Considering there are
no repositories like VirusShare, which hold everything in one place, the benign files needed to be
taken from many freeware sites. The benign files added to the dataset were not all in the Elderan

dataset, and it is more appropriate to select new benign files and benign files that behaved similarly

108



PhD Thesis Damien Warren Fernando

to ransomware. Newer ransomware samples can be obtained from hybrid analysis, and these were
selected due to their popularity and infection rates from the year they originated, ranging from
2016 to 2021. Table 4.1 shows the ransomware families included in the dataset.

4.1.2 Analysis Environment

Various malware analysis tools were evaluated for ransomware analysis; it was important for re-
search to observe and understand a ransomware infection. The primary restraint when choosing a
malware analysis platform was cost, as it had to be a free and effective analysis tool; this ruled out
some of the most popular tools like CrowdStrike Falcon and Solar Winds. The malware analysis
platform chosen was Cuckoo Sandbox, an open-source and industry leader in open-source malware
analysis tools. Cuckoo Sandbox provided static, dynamic, and network features for samples; this
was adequate to analyse the effects and impact of ransomware. Cuckoo Sandbox uses virtual ma-
chines to run malware to extract behavioural, static and network data. However, this would be
inadequate as modern ransomware is equipped with anti-sandbox features that allow them to de-
tect when they are being executed inside a sandbox or virtual machine; samples of this nature will
not behave as they usually would in an infection scenario. The virtual machines used for all anal-
ysis tasks will be hardened by deploying the virtual machines using VMCloak and Paranoid Fish.
VMCloak deploys hardened virtual machines with methods that combat anti-sandbox technology,
while Paranoid Fish will detect aspects of the virtual machine which might expose it as a VM and
allows the user to fix any issues. The virtual environments will not have their internet connections
disabled; however, they will operate in a sandboxed manner which simulates a stable internet con-
nection while stopping the samples from jumping out of the sandbox and into the network. The
Cuckoo sandbox environment can run in Windows and Linux; the Cuckoo Sandbox instance will
be deployed in a Linux environment with Windows virtual machines, using ransomware which can
only be executed in a Windows environment. This measure is taken to prevent infection of the
host in the unlikely event the ransomware escaped the Windows VMs it was being executed. The
virtual machines the analysis tasks ran on will be clones and will be ensured to be identical to each

other. The setup used by Cuckoo Sandbox is shown in figure 4.1.

Analysis VMs

Cuckoo Host: Responsible
for analysis

el networ
Internet Sinkhole ‘
Analysis M n.3

Figure 4.1: Cuckoo Sandbox Setup

4.1.3 Analysis Tasks

Analysis tasks are the next stage of the data procurement process; the samples needed to run
through the Cuckoo sandbox and produce an analysis report. The analysis report would then
need to be run through a feature extraction program. The analysis tasks should take roughly 5
minutes to complete but take up significant space on a hard drive, sometimes up to 2GB. The

tasks can be run in batches; once the batch is complete, the analysis data will be moved onto an
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external hard drive. This process is simple as long as hard drive space is not an issue, but since
each system is limited to a 200GB partition, Linux installation may require manual intervention.
The sandbox analysis tasks run must be managed as each task is not guaranteed to be completed
without issue. Two minutes is the default time setting for an analysis task set by Cuckoo; this may
be repeated with a one-minute window if the framework needs to be refined and tuned for even
earlier detection. The data is timestamped; therefore, it is possible to extract short data periods

if required.

4.1.4 Datasets

We have used three datasets to evaluate the FeSAD framework; we produced one, and the other

two are obtained from external sources.

4.1.4.1 FeSAD Ransomware Dataset

Our dataset contains API call and registry behaviour data taken from ransomware and benign files
from 2013 to 2021; this dataset was created to capture the behavioural data for ransomware across
nearly a decade. This dataset would capture ransomware and its evolution from its early stages;
this is the perfect way to simulate concept drift and gives us an ideal way of testing the FeSAD
framework. This dataset contains 720 ransomware samples and 2000 benign file samples. The data
set is split with 460 ransomware samples from 2013-2015, 65 from 2016-17, 65 from 2018, 65 from
2019 and 65 from 2020-2021. There are 900 benign files from 2013-2015 and 1100 from 2016-2021,

split into the same yearly batches as the ransomware files but with 275 benign files in each batch.

4.1.4.2 Elderan Dataset

This dataset contained raw data from cuckoo sandbox dumps similar to the data we produce and are
produced for the research purposes of the Elderan system [20]. This dataset contained ransomware
and benign files from 2012 to 2015. The raw data dump dataset contained API behaviour, registry
interactions, file interactions and some file drop information. We split this dataset into data from
2012, 2013, 2014 and 2015 and then evaluated the FeSAD system. The Elderan system aimed to
detect ransomware early; therefore, this dataset was an appropriate test for the FeSAD framework.

The Elderan dataset contains 942 benign samples and 582 benign samples.

4.1.4.3 Navarra University Dataset

This dataset used network traffic based on a file-sharing system and I/O features for ransomware
and benign files collected between 2015 and 2019. This dataset is conveniently set up for zero-
day testing, with the testing set comprising exclusively of data the training set will not contain.
The Navarra university contains network traffic data from 70 strains of ransomware and 2500
hours of network data from benign files. The Navarra university dataset is designed to evaluate
ransomware detection systems and contains ransomware spanning four years, so it fits our purposes
and tests the FeSAD framework with network data. The Navarra University dataset contains
3867 ransomware behavioural samples and 11159 benign behavioural in its training set and 114

ransomware behavioural samples and 14000 benign behavioural samples in it’s zero-day test set.
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4.1.5 Data Pre-Processing

Data pre-processing is needed after the raw data analysis files are produced using Cuckoo Sandbox.
The feature extraction programs are written in Java and sweep the Cuckoo report JSON files
looking for specific API-related features. The extraction program written for the EldeRan data
initially only involved grouping a large number of features in a pre-existing dataset CSV; this will
be particularly time-consuming because this program has to be written in multiple phases. The
first phase involves sweeping a file with the feature list to find out which set of features existed in
which index grouping of the CSV. Then using this information extracted from the feature list, the
next phase is to write an extraction program which would group the initial 30,970 features into 12
features and then output this into a new CSV ready to be used on Machine Learning platforms like
WEKA. The feature extraction programs for the subsequent experiments are created using Java.
The features are pre-defined as the groups of hooked API calls for the experiments; the feature
extraction program would be given two folders which contained Cuckoo analysis data files for the
malign and benign data samples. The list contained 17 features, a grouping of over 300 API calls.
The feature extractor counts the number of occurrences of the API calls from each group for each

sample. The final features include hooked APT calls, registry activity and network activity.
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Table 4.1 Ransomware Families

Ransomware Year of Variant Origin
PGPCoder
2012
Reveton
2013
Kollah
2013
CryptoLocker 2013
Locker 2013
Critroni 2014
Kovter 2014
Matsnu 2014
CryptoWall
P 2014
2015
TeslaCrypt
Trojan-Ransom
2015
Locky 2016
Pet,
e 2016
Chimera
2016
BadRabbit 2017
Cerber 2017
WannaCry 2017
GandCrab
2018
Ryuk
Y 2018
Scarab
2018
WannaCry
2019
St
P 2019
SamSam
2019
Virlock
2019
Rakhni
2019
Maze
2020
REvil
2020
Conti
2020
SunCrypt
yp 2020
RagnarLocker
2020
Sodinokibi
2020

H=
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Dharma
2021
MedusaLocker
2021
Avaddon
2021

The ransomware in Table 4.1 comprises a dataset of 700 ransomware samples and 2000 benign
samples. The ransomware from 2013 to 2015 was identified using the Elderan dataset, which
compiled and published a ransomware dataset in January 2016. Most of the older ransomware
samples pre-2016 were found on the virusshare repository; these samples were used in relatively
large attacks for their time. The ransomware samples from the Elderan dataset represent an era
where ransomware was not as mainstream and popular as it is now; ransomware was not used as
much for large-scale attacks on businesses as they are today. Arguably, the first major ransomware
attack that garnered global attention was the WannaCry ransomware which targeted healthcare
and power infrastructure. The ransomware samples chosen post-2015 were included due to their
involvement in prominent attacks on businesses and industry and their use in zero-day attacks.
Using a wide range of popular ransomware gives the best chance of introducing concept drift to a
machine-learning model, as it is highly likely that new ransomware with new functionality like data
exfiltration and new propagation methods will present different behavioural patterns. We aimed
to capture an even spread of 20 variations of each family; however, this was not possible due to
the lack of availability or existence of diversity in some ransomware families. Due to availability

issues, we have as evenly spread as possible between each ransomware family.

4.2 Analysis Tasks

The analysis tasks are set to two minutes per execution; the idea behind this is that this will
provide enough behavioural data to determine whether a sample is ransomware before irreparable
damage is done to a system or network. The median encryption time for ransomware is 42 minutes
(Braue, 2022), with popular modern ransomware like Avaddon, Ryuk and REvil taking between
10 to 30 minutes to complete encryption. The two-minute window means that detection can
be considered early and prevents the ransomware from encrypting all the critical files on the
system and propagating and infecting multiple systems on a network. The two-minute window also
provides enough information about a sample’s behaviour to determine whether it is ransomware or
benign. Cuckoo Sandbox captured a two-minute window of API calls and network behaviour that
the FeSAD system can process to detect ransomware. Cuckoo Sandbox used Windows 7 virtual
machines that are hardened with VMCloak and ParanoidFish to avoid the VMs being identified
as an analysis environment by the ransomware. Modern ransomware is known to evade sandbox
environments, so ensuring this would not prevent the extraction of accurate behavioural data was

essential.
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4.3 Machine Learning Experiments Phase 1

The first phase of machine learning experiments was used to determine the most effective algorithms
for ransomware detection with behavioural data. The machine learning experiments used different
feature sets and machine learning algorithms to identify the best combination of features and
algorithms. The first feature set was derived using the EldeRan dataset; this dataset used the
original dataset from the Elderan dataset. The raw Elderan dataset used 14,000 features; therefore,
its dimensionality needed to be reduced to avoid accumulating useless features. The features were
identified as categorical and separated into the following 12 categories; API Calls, File Drops,
Registries Deleted, Registries Opened, Registries Read, Registries Written, Files Deleted, Files
Written, Files Opened, Files Read, Directories Created, Directories Enumerated, and class. Based
on the reviewed literature, it was simple to identify the most commonly used machine learning
algorithms for ransomware detection; these algorithms were used in the first phase of experiments.
The feature sets resistance to concept drift is also tested; this is done by training on data from 2012
to 2014 and testing on data from 2015. The configurations for the machine learning algorithms
used are presented in table 4.2, the formulas used to measure performance metrics are presented in
table 4.3, and the results for the experiments are presented in table 4.4. The confidence intervals
for the FeSA and FeSAD experiments are calculated using a Z-score of 1.96 with a confidence level
of 95%. The confidence level of 95 is appropriate for a detection system as it provides a high
confidence level in the predictions and is suitable for our smaller test sets when testing for concept
drift adaptability.
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Table 4.2 ML Configurations

Algorithm

Configuration

GTB (Gradient Tree Boosting)

- ZMax Value: 3.0

- Classifier: Random Tree

- Likelihood Threshold: 1.7976931
- Weight Threshold: 100

Random Forest

- Bag Size Percent: 100
- Max Tree Depth: No Max Defined

- Iterations: 100

SVM

- SVM Type: C-SVC

- Eps: 0.001

- Gamma: 0

- Kernel Type: Radial Basis Function: Exp(—gamma |u = v|2)
- Loss: 0.1

- Nu: 0.1

Logistic Regression

- Max iterations: -1

- Ridge: Ridge: 1.08 x 108

J48 Decision Tree

- Confidence Factor: 0.25
- MinNumObj: 2
- Folds: 3

Deep Neural Network (10 fold
Cross Validation)

- Instance Iterator: Default

- Neural Network configuration - Leaky RELU(Rectified

Linear Unit) alpha: 0.01

- Optimisation: Stochastic Gradient Descent
- Updater: Adam

- BetalMeanDecay: 0.9

- Epsilon: 1.08 x 108

- Learning Rate: 0.1

- Weight Initialisation Vector: XAVIER

- Gradient Normalisation threshold: 1.0

- Intermediate evaluation: 5

115



Damien Warren Fernando

PhD Thesis

MLP (5 Hidden Layers)

- Hidden Layers: 5
- Learning Rate: 0.3
- Momentum: 0.2

- Validation Threshold: 20

MLP (10 Hidden Layers)

- Hidden Layers: 10
- Learning Rate: 0.3
- Momentum: 0.2

- Validation Threshold: 20

Bayesian Network

- Estimator: Simple Estimator, alpha : 0.5

- Search Algorithm: Simulated Annealing
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Table 4.3 Phase 1 Experiments

Method

Old Gen Detection Rate (2012-2014)

New Gen Detection Rate (2015)

Logistic Regression

Detection Rate: 79.6%(75.7%, 80.8%)
False Positive Rate: 19.0%(12.7, 25.3%)
Recall: 0.796(0.756, 0.836)

Precision: 0.81(0.750, 0.870)3

Detection Rate: 70.1%(64.1%, 76.1%)
False Positive Rate: 25.3%(19%, 31.6%)
Recall: 0.701(0.641,0.761)

Precision: 0.730(0.670, 0.790)

Detection Rate: 76.6%(72.5%, 80.7%)

False Positive Rate: 16.0%(12.4%, 19.6%)

Detection Rate: 58.7%(51.5%, 65.9%)

False Positive Rate: 31.5%(24.8%, 38.2%)

SVM
Recall: 0.766(0.726,0.806) Recall: 0.587(0.515,0.659)
Precision: 0.830(0.790, 0.870) Precision: 0.625(0.575,0.695)
Detection Rate: 85.2%(79.0%, 88.7%) Detection Rate: 83.2%(77.8%, 88.6%)
False Positive Rate: 12.3%(9.1%, 15.5%) False Positive Rate: 15.6%(10.4%, 20.8%)
J48 Recall: 0.852(0.815,0.892) Recall: 0.832(0.782, 0.882)

Precision: 0.874(0.844,0.904)

Precision: 0.842(0.792,0.892)

Bayesian Networks

Detection Rate: 83.2%(79.5%, 86.9%)
False Positive Rate: 18.5%(14.7%, 22.3%)
Recall: 0.832(0.792,0.872)

Precision: 0.842(0.802,0.882)

Detection Rate: 76.1%(69.6%, 82.6%)
False Positive Rate: 26.4%(20%, 32.8%)
Recall: 0.761(0.691,0.831)

Precision: 0.742(0.692,0.792)

GTB

Detection Rate: 80.4%(76.5%, 84.3%)
False Positive Rate: 15.4%(11.9%, 18.9%)
Recall: 0.804(0.764,0.844)

Precision: 0.842(0.792,0.892)

Detection Rate: 75.4%(69.1%, 81.7%)
False Positive Rate: 22.5%(16.4%, 28.6%)
Recall: 0.832(0.782,0.882)

Precision: 0.780(0.720, 0.840)

MLP (5 Hidden Layers)

Detection Rate: 83.3%(79.6%, 87.0%)
False Positive Rate: 16.6%(13.0%, 20.2%)
Recall: 0.833(0.793,0.873)

Precision: 0.834(0.794,0.874)

Detection Rate: 81.4%(75.7%, 87.1%)
False Positive Rate: 18.0%(12.4%, 23.6%)
Recall: 0.833(0.783,0.883)

Precision: 0.819(0.759,0.879)

Random Forest

Detection Rate: 87.6%(84.4%, 90.8%)
False Positive Rate: 11.0%(8.0%, 14.0%)
Recall: 0.876(0.846,0.906)

Precision: 0.89(0.860, 0.920)

Detection Rate: 84.3%(79.0%, 89.6%)
False Positive Rate: 15.2%(10.0%, 20.4%)
Recall: 0.843(0.793,0.893)

Precision: 0.847(0.797,0.897)

Deep Learning

Detection Rate: 83.0%(76.3%, 86.7%)
False Positive Rate: 18.7%(14.9%, 22.5%)
Recall: 0.830(0.790,0.870)

Precision: 0.816(0.776,0.856)

Detection Rate: 75.8%(69.6%, 82.0%)
False Positive Rate: 25.8%(19.5%, 32.1%)
Recall: 0.758(0.698,0.816)

Precision: 0.746(0.686, 0.806)

MLP (10 Hidden Layers)

Detection Rate: 83.0%(79.3%, 86.7%)
False Positive Rate: 16.6%(13.3%, 19.9%)
Recall: 0.830(0.790, 0.870)

Precision: 0.830(0.790, 0.870)

Detection Rate: 79.7%(73.9%, 85.5%)
False Positive Rate: 19.1%(13.4%, 24.8%)
Recall: 0.797(0.737,0.857)

Precision: 0.807(0.747,0.867)
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The results in Table 4.4 are obtained using a 10-fold cross-validation method. Cross-validation
was chosen instead of a percentage split because it covers the entire dataset and gives us an idea
of how the system performs on all data as if it were training data. Table 4.4 shows the test results
using the raw data collected for the EldeRan system. Exposing each classifier to zero-day threats
tests the ability of the classifier to detect threats it has not been trained on. When evaluated with
cross-validation, the average detection rate achieved across all classifiers is 82.4%, and the average
false positive rate is 16.1%. The average detection rate achieved when exposed to zero-day threats
is 76.1%, with an average false positive rate of 22.2%. The results in Table 4.4 show that none of
the algorithms achieved a detection rate above 90% and would misclassify a higher percentage of
ransomware than what is acceptable; this issue would only worsen over time as concept drift sets
in and ransomware changes. We can easily identify the better-performing algorithms by evaluating
which has detection statistics above the average and a false positive rate below the average. The
results show that the Random Forest, Multi-Layer Perceptron, and J48 decision tree show the most
robust detection results while showing the least degradation when exposed to zero-day ransomware.
The random forest depth could be edited as it currently uses an unlimited depth setting which does
not necessarily equal the best results in terms of false positives. The Random Forest and Bayesian
network are relatively lightweight to run and train compared to the Multilayer Perceptron, and
it will need a significant performance advantage over the alternatives to be used. The Multilayer
Perceptron’s main issue is that it requires more than one or two hidden layers to be considered a
viable option; we observe that it needs at least five to limit large numbers of false positives. The
Elderan data provided a good idea of what algorithms could provide strong results; however, it
could not be built on because it is impossible to recreate the testbed used by Sgandurra et al. The
testbed needs to be identical for all the experiments for all results to be considered accurate. The
Elderan data contained data from 2012 to 2015, which leaves up to seven years of ransomware data
to add. The settings for the three best performance algorithms could be tuned to further increase

performance in the next phase of experiments.

4.3.1 Machine Learning Experiments Phase 2

The second phase of machine learning experiments involved rebuilding the dataset in a way that
concept drift could be accurately tested and in a way, the dataset could be built on and expanded.
Multiple research papers have been reviewed using API calls to detect ransomware, which has
yielded promising results. API calls give an insight into how ransomware interacts with a system
in the earliest moments of execution; therefore, it is a logical choice for features for ransomware
detection. Network features also give an idea of how ransomware behaves regarding the network;
ransomware commonly makes network communications with a command and control server, so it
makes sense to attempt to use network communications to identify the patterns for these commu-
nications. The final features used for the second phase of experiments included hooked API calls,
registry activity, and UDP and TCP connections. New data taken from new Cuckoo Sandbox
analysis tasks were used in the second phase of experiments. The results of these experiments
are shown in Table 4.5, and the configurations for the machine learning algorithms used are the
same as the experiments in Table 4.4. The final feature count for this dataset was 327; this was
considered inefficient for a classifier, so the Genetic Search feature selection algorithm was used
in these experiments to reduce the dimensionality of the data. The ransomware and benign data

used in these experiments ranged from 2012 to 2017.

118



PhD Thesis

Damien Warren Fernando

Table 4.4 API-Call Dataset Experiments

Detection Detection on
13-15 False 16/17 False 13-15 16/17
Method Rate on 13-15 16/17 . . . .
Positive Positive Precision Precision
Samples Samples
Regularised
Logistic 88.6%(86.0%,91.2%) | 62.3%(49.2%, 75.4%) | 13.6%(10.8%,16.4%) | 32.1%(19.5%,44.7%)% 0.864(0.834,0.894) 0.66(0.53,0.79)
Regression
Gradient
Tree 94.6%(92.5%, 96.7%) | 77.4%(66.1%,88.7%) |  5.5%(3.8%, 7.3%) 19.2%(8.6%, 29.8%) 0.96(0.94,0.98) 0.80(0.69,0.91)
Boosting
Random 94.9%(93.1%,96.7%) | 79.2(68.4%,90.0%) 5.6%(3.8%, 7.4%) 17.6%(7.3%, 27.9%) 0.95(0.93,0.97) 0.82(0.72,0.92)
Forests
SVM 33.1%(29.3%,36.9%) | 17.0%(7.0%,27.0%) | 36.1%(32.3%,40.0%) | 70.4%(58.2%, 82.6%) 0.48(0.13,0.82) 0.19(0.08, 0.30)

J48 Decision

Tree

89.8%(87.3%, 92.3%)

79.2%(68.3%,90.1%)

8.0%(5.8%, 10.2%)

17.9%(7.6%, 28.2%)

0.92(0.90, 0.94)

0.83(0.73,0.93)

Deep Neural
Network
Using 10

(Fold Cross

Validations)

95.1%(93.3%, 96.9%)

84.9%(75.3%, 94.5%)

9.6%(7.3%, 11.9%)

13.6%(4.6%, 22.6%)

0.91(0.89, 0.93)

0.86(0.77,0.95)

Multi-Layer
Perceptron (5
Hidden
Layer)

96.4%(94.9%, 97.9%)

85.0%(75.4%, 94.6%)

8.0%(5.8%, 10.2%)

14.0%(4.7%, 23.3%)

0.92(0.90, 0.94)

0.86(0.77,0.95)

Multi-Layer

Perceptron

(10 Hidden
Layers)

95.8%(95.3%, 96.0%)

58.5%(45.3%, 61.7%)

9.0%(6.8%,11.3%)

35.5%(22.7%, 58.3%)

0.91(0.89,0.93)

0.62(0.48,0.62)

Bayesian

Networks

93.4%(91.4%, 95.4%)

83.0%(73.0%, 93.0%)

13.3%(10.5%, 16.1%)

17.4%(7.2%, 27.6%)

0.87(0.84,0.91)

0.83(0.73,0.93)
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Figure 4.2: API-Call Dataset Ransomware Detection Rates

The results in Table 4.5 show that the API call and network activity features can help classify
ransomware as all but two of the classifiers achieved detection rates above 90% for ransomware
from the same distribution as them. Using 10-fold cross-validation evaluates the classifier’s overall
performance; the classifier that achieves the best detection rate is the Multi-Layer Perceptron with
five hidden layers, followed by the Weka Deep Learning library and the Random Forest. The
random forest has a strong detection rate; however, despite not having the highest detection rate,
it has the lowest false positive rate by a significant margin. The Multi-Layer Perceptron and Deep-
Learning approaches see the lowest degradation in performance when exposed to concept drift, as

shown in Figure 4.2.

The concept drift in these experiments is represented by testing ransomware and benign samples
from 2016-17 when the model is trained on data from 2012-2015. The algorithms that perform at
the highest level in the 2nd phase of testing are the Multi-Layer Perceptron, Deep Neural Network
and the Random Forest. The feature set appears to be effective with most of the algorithms that
have been used; the only algorithm that appears to be completely unsuitable is the Support Vector
Machine, as it appears unable to distinguish ransomware from benign files but is relatively strong
when classifying benign files. The false positive rate tends to rise under concept drift, as shown in
Figure 4.3. In terms of statistical significance, the FeSA algorithm shows a statistically significant
detection rate advantage over Best First and Greedy Stepwise in the 13-17 batch, and Best First,
Genetic Search and Greedy stepwise in the 13-18 batch.

This phase of experiments has shown that API calls, registry activity and TCP and UDP
behaviour can be used with machine learning algorithms to detect ransomware infections. The
detection period between one to two minutes also provides early detection that limits the damage
to a system and can help prevent propagation through a network. Using a feature selection
algorithm and specialised features known to be effective in ransomware detection has provided
robust results, especially if comparing the results to the machine learning detection results in the

phase 1 experiments, as shown in Figure 4.4. The SVM is the only algorithm that appears stronger
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Figure 4.3: API-Call Dataset False Positive Rates

with the phase 1 feature set.
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Figure 4.4: API-Call Dataset Detection Rates Compared

Figures 4.2 and 4.3 show that concept drift degrades the performance of the classifiers in critical

areas such as detection and false positives. None of the classifiers maintained their detection rates

when exposed to concept drift, which shows that ransomware develops over time. The concept

drift in ransomware exposes potential flaws in detection systems and that ransomware can interact

slightly differently with the OS and still fulfil its purpose. The initial high performance of the

algorithms combined with their susceptibility to concept drift showed that it is essential to consider

concept drift when using a machine learning classifier for ransomware detection. The concept drift

degradation shown in the phase 2 feature set is significantly less than the feature set from phase
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1; this means the feature set is appropriate for systems that deal with concept drift.

4.4 FeSA Experiments

This stage of experiments builds on the experimental results obtained during the two stages of

testing machine learning algorithms. The highest-performing algorithms were the neural network,

deep learning approaches, and the Random Forest. The FeSA Layer builds the feature set used by

the FeSAD framework; therefore, it is essential to test its viability as a feature selection algorithm

and its ability to create feature sets that can provide a layer of protection against concept drift.

The results of these experiments are shown in Table 4.6; the FeSA layer is tested against other

popular feature selection algorithms in terms of detection on samples from the same distribution.

The FeSA layer is also tested on its ability to produce feature sets that can remain robust when

concept drift occurs; this is also compared to other feature selection algorithms. The results of the

concept drift experiments are presented in Table 4.6.

Table 4.5 Experimental Results without Concept Drift

. Evolutionary . .
FeSA Best First Genetic Search Greedy Stepwise | Harmony Search
Search
Time 5
. O(n) + O(gnm)) O(n - Log(n)) O(gnm)) O(gnm)) O(n) O(n)
Complexity
Feature
32 20 110 106 20 33
Count
Detection: Detection: Detection: Detection: Detection: Detection:
96.1%(93.9%, 97.6%) | 92.0%(89.5%, 94.5) crection: 93.2%(90.5%, 95.1%) | 90.4%(87.4%,92.7%) | 93.0%(90.3%, 95.0%)
95.7%(93.5%, 97.2%)
Trained FPR: FPR: FPR: 4.4%(2.5%, 5.9%) FPR: FPR: FPR:
ame 5.5%(3.1%, 8.8%) 6.7%(4.9%, 9.4%) PRS0, 98 6.2%(4.3%, 8.6%) 4.4%(2.4%, 5.9%) 5.9%(4.5%, 7.3%)
and tested ..
Precision: .
on 13-15 Precision: Precision: 0.955(0.940, 0.967) Precision: Precision: Precision:
0.942(0.924, 0.954) 0.940(0.920, 0.960) ’ ’ T 0.942(0.926, 0.955) 0.963(0.951,0.974) 0.944(0.925, 0.958)
Recall:
Recall: Recall: Recall: Recall: Recall:
0.957(0.935,0.972)
0.961(0.939,0.976) 0.920(0.902, 0.935) 0.932(0.905,0.951) 0.904(0.874,0.927) 0.930(0.903, 0.950)
Detection: Detection: Detection: Detection: Detection: Detection:
96.7%(94.9%, 98.1%) | 90.1%(87.2%, 92.6%) 95.3%(93.0%, 97.0%) 95.3%(93.0%,97.0%) | 90.1%(87.5%, 92.7%) 93.0%(90.3%, 95.0%)
FPR: FPR: FPR: FPR: FPR: FPR:
Trained 5.0%(3.9%, 7.3%) 8.0%(5.9%, 10.8%) 5.2%(3.8%, 7.3%)% 5.2%(3.8%, 7.3%) 8.0%(5.9%, 10.8%) 5.9%(4.7%, 7.1%)
and tested Precision: Precision: Precision: Precision: Precision: Precision:
on 13-17 0.942(0.904, 0.938) 0.918(0.900, 0.935) 0.948(0.933,0.961) 0.948(0.933,0.961) 0.931(0.914, 0.945) 0.944(0.928,0.957)
Recall: Recall: Recall: Recall: Recall: Recall:
0.967(0.949, 0.981) 0.901(0.872,0.926) 0.953(0.930,0.970) 0.953(0.930, 0.970) 0.901(0.8735,0.927) 0.930(0.903, 0.950)
Detection: Detection: Detecti Detection: Detection: Detection:
etection:
96.3%(94.2%,97.7%) | 91.5%(88.8%, 93.8%) 95.7%(93.5%, 97.2%) 91.5%(88.8%,93.8%) | 91.5%(88.8%,93.8%) 95.0%(92.8%, 96.8%)
Trained FPR: FPR: FPR: 5.4%(3.7%, 7.7%) FPR: FPR: FPR:
amne 5.2%(3.8%, 7.3%) 7.0%(5.0%, 9.4%) % ORS00 6.5%(4.6%, 9.0%) 7.7%(5.5%, 10.3%) 5.5%(3.7%, 7.7%)
and tested ..
. . Precision: . . .
on 13-18 Precision: Precision: Precision: Precision: Precision:

0.941(0.925, 0.958)

Recall:
0.963(0.942,0.977)

0.935(0.917, 0.949)

Recall:
0.915(0.888,0.938)

0.946(0.931,0.959)

Recall:
0.957(0.935,0.972)

0.927(0.909, 0.942)

Recall:
0.915(0.888,0.935)

0.927(0.905, 0.939)

Recall:
0.915(0.888,0.938)

0.945(0.929, 0.958)

Recall:
0.950(0.928, 0.968)

122




PhD Thesis Damien Warren Fernando

The feature set generated by the FeSA layer maintains a detection rate above 96% when tested
on the same distribution as the training was carried out; this outperforms the genetic and evo-
lutionary search algorithms. Outperforming, the genetic and evolutionary search algorithms were
necessary as the FeSA Layer is a modified genetic algorithm. The FeSA layer uses 32 features,
the least amount of feature selection algorithms we have tested against. We chose 32 after exper-
imenting with different configurations as the API calls were broken into 16 categories; therefore,
we aim to capture at least 2 features from each category. It is important to note that the FeSA
layer allows the user to set the feature number. The 32 layers selected by FeSA can outperform the
Evolutionary algorithm and Genetic algorithm, which both select over 100 features; these feature
selection algorithms do not have the advantage of the feature ranker. The FeSA algorithm feature
set consistently shows the highest detection rates across three distributions it is tested on and offers
a competitive false-positive rate despite not being the lowest. The Evolutionary Search algorithm
achieves an average false-positive rate of 5%, whereas FeSA achieves an average of 5.2%. In the
context of statistical significance, for 13-15 data, FeSA performance is close to the other algorithms,
with the difference in FeSA, Best First, Genetic Search, Evolutionary Search, and Harmony Search
being statistically insignificant. For 13-17, the difference between FeSA and Evolutionary Search,
Genetic Search and Harmony Search is statistically insignificant. For 13-18 data, the difference
between FeSA and Evolutionary Search, Genetic Search, and Harmony Search can be considered
statistically insignificant. The FeSA Layer works with an underlying machine-learning algorithm,
and the algorithm chosen for these experiments was the Random Forest. The Random Forest con-
sistently achieves strong detection results while not being as computationally taxing as the neural
network approaches that have also achieved strong results. The FeSA layer relies on the detection
and accuracy metrics of the underlying algorithm as a fitness function. The algorithms the FeSA
Layer is compared to do not perform comparatively well when using an underlying machine learn-
ing algorithm as a fitness function; therefore, their default fitness functions are used. The FeSA
Layer’s advantage when using an underlying machine learning algorithm is that the features are
guaranteed to work well in the corresponding classification algorithm used in the Drift Calibration
and Drift Decision Layers. It has been observed that the underlying machine learning algorithm
used to generate the feature sets works best when using the feature set to classify samples. The
features generated in the FeSA Layer also provide a low false positive rate compared to other fea-
ture selection algorithms. When compared with the Genetic Search and Evolutionary Search, the
FeSA Layer needs two generations to reach its optimal solution instead of the former algorithms

requiring 20 generations to reach its optimal solution.
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Table 4.6 Experimental Results with EldeRan Dataset
. Evolutionary . Greedy
FeSA Best First Genetic Search . Harmony Search
Search Stepwise
Feature
32 258 160 106 14 36
Count
Detection: Detection: Detection: Detection: Detection : Detection:
99.5%(97.2%, 99.9%) | 98.0%(95.0%,99.4%) | 95.5%(91.6%,97.9%) | 92.3%(87.3%,95.3%) | 98.0%(94.9%,99.4%) | 81.0%(74.8%, 86.2%)
Trained FPR: FPR: FPR: FPR: FPR: FPR:
ame 5.1%(3.1%, 7.8%) 7.0%(4.7%, 9.9%) 9.7%(7.0%, 13.1%) 5.6%(3.5%, 8.2%) 6.9%(4.7%,9.9%) | 12.7%(8.9%, 15.5%)%
and tested
on 12-13 Precision: Precision: Precision: Precision: Precision: Precision:
0.952(0.931,0.967) 0.933(0.907, 0.949) 0.920(0.895, 0.940) 0.955(0.945,0.970) 0.934(0.910,0.951 0.904(0.873,0.923)
Recall: Recall: Recall: Recall: Recall: Recall:
0.995(0.972,0.999) 0.980(0.950, 0.994) 0.955(0.916,0.979) 0.923(0.873,0.953) 0.980(0.949, 0.994) 0.810(0.748,0.862)
Detection: Detection : Detection: Detection: Detection: Detection:
97.5%(94.2%,99.1%) | 83.9%(78.1%,88.8%) | 92.4%(87.3%,95.3%) | 89.0%(83.8%,93.0%) | 84.5%(78.7%,89.2%)% 95.5%(91.6%, 97.9%)
FPR: FPR: FPR: FPR: FPR: FPR:
Trained 8.4%(5.5%,11.1%) 13.2%(9.9%, 16.7%) 6.2%(3.9%, 8.8%) 9.5%(6.8%, 12.8%) 13.5%(9.9%,16.9%)% | 11.1%(8.1%, 14.4%)
and tested Precision: Precision: Precision: Precision: Precision: Precision:
on 2014 0.918(0.895, 0.940) 0.871(0.840, 0.896) 0.939(0.907, 0.949) 0.905(0.879, 0.928) 0.866(0.840, 0.895) 0.893(0.862,0.914)
Recall: Recall: Recall: Recall: Recall: Recall:
0.975(0.942,0.991) 0.839(0.781, 0.888) 0.924(0.873,0.953) 0.890(0.838,0.930) 0.845(0.787,0.892) 0.955(0.916,0.979)
Detection: Detection: Detection: Detection: Detection: Detection:
97.1%(93.6%, 98.9%) | 94.0%(89.8%,96.9%) | 96.0%(92.3%,98.3%) | 95.5%(91.6%,97.9%) | 94.7%(92.1%,97.3%) | 94.0%(89.8%, 96.9%)
Trained FPR: FPR: FPR: FPR: FPR: FPR:
aine 12.8%(9.6%, 16.4%) | 16.2%(12.5%,19.9%) | 9.50%(6.80%,12.81%)| 13.6%(10.8%,18.0%) | 16.1%(12.5%,19.7%) | 14.4%(11.1%,18.3%)
and tested
on 2015 Precision: Precision: Precision: Precision: Precision: Precision:

0.884(0.851, 0.905)

Recall:
0.971(0.936, 0.989)

0.853(0.819, 0.878)

Recall:
0.940(0.898, 0.969)

0.910(0.884, 0.932)

Recall:
0.960(0.923, 0.983)

0.898(0.848, 0.948)

Recall:
0.955(0.916, 0.979)

0.856(0.826, 0.884)

Recall:
0.947(0.921,0.973)

0.867(0.836,0.893

Recall:
0.940(0.898, 0.969)
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Figure 4.5: EldeRan Dataset Ransomware Detection Rates

Table 4.6 shows the FeSA algorithms performance on the Elderan dataset; in the 12-13 data,
there is no statistical significance in the difference in performance between FeSA and the competing
algorithms; The 2015 data shows no statistical difference between the algorithms and FeSA. The
FeSA Layer identifying 32 significant features out of over 14,000 shows its ability as a general
feature selection algorithm that can yield feature sets for effective ransomware detection. Figure
4.5 demonstrates the FeSA Layer’s performance against other feature selection algorithms in terms
of detection rate. Figure 4.6 shows the FeSA Layer’s performance against other feature selection

algorithms in terms of false positives.

False Positive Rates

20

B 2012-2013 2014 2015

Figure 4.6: EldeRan Dataset False-Positive Rates

125



Damien Warren Fernando PhD Thesis
Table 4.7 Experimental Results under Concept Drift
A Evolutionary 3 Greedy
FeSA Best First Genetic Search . Harmony Search
Search Stepwise
Feature
32 20 110 106 20 33
Count
Detection: Detection: Detection: Detection: Detection: Detection:
92.3%(82.9%,97.4%) | 78.4%(66.5%,87.7%) | 86.1%(75.3%,93.4%) | 73.8%(61.4%,84.0%) | 78.4%(66.5%,87.6%) | 83.0%(71.7%, 91.2%)
FPR: FPR: FPR: FPR: FPR: FPR:
13-15 7.3%(4.5%,11.0%) 2.7%(1.5%, 6.0%) 1.4%(0.3%, 3.7%) 4.4%(2.0%, 7.2%) 2.4%(1.0%, 5.0%) 1.4%(0.3%, 3.0%)
Tested on Precision: Precision: Precision: Precision: Precision: Precision:
2016/17 0.926(0.893,0.951) 0.966(0.939, 0.982) 0.968(0.942, 0.984) 0.943(0.910, 0.963) 0.970(0.943, 0.984) 0.961(0.934, 0.979)
Recall: Recall: Recall: Recall: Recall: Recall:
0.923(0.829,0.974) 0.784(0.665,0.877) 0.861(0.753,0.934) 0.738(0.614, 0.840) 0.784(0.665,0.876) 0.830(0.717,0.912)
Detection: Detection: Detection: Detection: Detection: Detection:
100%(94.4%, 100%) 98.4%(91.7%, 99.9%) 100%(94.4%, 100%) 100%(94.4%, 100%) 100%(94.4%, 100%) 53.8%(41.0%, 66.3%)
13-17 FPR: FPR: FPR: FPR: FPR: FPR:
: 3.4%(1.5%,6.0%) 2.22%(1.0%, 5.2%) 5.5%(3%, 8.8%) 1.4%(0.3%, 3.0%) 3.4%(1.5%,6.0%) 1.4%(0.3%, 3.7%)
Tested on
2018 Data Precision: Precision: Precision: Precision: Precision: Precision:
0.967(0.942,0.984) 0.979(0.958, 0.999) 0.943(0.914, 0.966) 0.989(0.974,0.998) 0.967(0.942,0.984) 0.922(0.889, 0.949)
Recall: Recall: Recall: Recall: Recall: Recall:
1.0(0.944,1.0) 0.984(0.917,0.999) 1.0(0.944,1.0) 1.0(0.944,1.0) 1.0(0.944,1.0) 0.540(0.410, 0.663)
Detection: Detection: Detection: Detection: Detection: Detection:
93.8%(85.0%, 98.3%) | 87.6%(77.2%,94.5%) | 90.7%(80.9%, 96.5%) | 87.6%(77.2%,94.5%) | 87.6%(77.2%,94.5%) | 83.0%(71.7%, 91.2%)
FPR: FPR: FPR: FPR: FPR: FPR:
13-18 3.4%(1.5%,6.1%) 11.9%(8.4%, 16.4%) 1.4%(1.2%,5.7%) 2.9%(1.2%, 5.7%) 3.1%(1.2%, 5.7%) 1.7%(0.5%, 4.2%)
Tested on Precision: Precision: Precision: Precision: Precision: Precision:
2019 Data

0.965(0.939, 0.982)

Recall:
0.938(0.850, 0.983)

0.880(0.843,0.915)

Recall:
0.871(0.772,0.945)

0.979(0.958, 0.992)

Recall:
0.907(0.809, 0.965)

0.968(0.943,0.984)

Recall:
0.876(0.772,0.945)

0.963(0.943, 0.984)

Recall:
0.876(0.772,0.945)

0.969(0.943, 0.984)

Recall:
0.830(0.717,0.912)
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Figure 4.7: EldeRan Dataset Detection Reduction
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The robustness of the feature sets generated in the FeSA Layer is tested in concept drift sce-
narios; concept drift is introduced by testing on prominent ransomware families from a time period
after the ransomware from the training data; the results of these experiments are shown in Table
4.7. The structure of the experiments would mean training on data from 2012 to 2015 and testing
on data from 2016 or 2017 and onwards from these time periods. As shown in Figure 4.7, the
average reduction in detection for the FeSA system is 3%, which is lower than the reduction in
detection rate for the feature sets produced by the compared feature selection algorithms. The
genetic and evolutionary search algorithms produce the nearest comparable feature sets, which
supports the initial assumption that a genetic algorithm can produce feature sets effective in con-
cept drift situations. The experimental structure follows the most realistic real-world structure
where the zero-day ransomware is ransomware from a time period after the training set data. The
FeSA Layer is proven to produce feature sets that show low degradation under concept drift; how-
ever, false positives can be improved under concept drift. The FeSA Layer’s ability to produce
high-quality feature sets effective for ransomware detection is shown through this phase of exper-
iments; however, it was necessary to ensure its effectiveness on an external dataset besides the
EldeRan dataset. There is little statistical significance in the difference in FeSA performance from
the other algorithms in the 2018 test; in the 2016/17 and 2019 tests, the FeSA algorithm shows
comparable performance with all the algorithms; the confidence intervals show a lack of statistical
significance in the difference despite FeSA achieving more robust detection rates. A ransomware
dataset from Navarra University (Berrueta et al., 2020), specifically designed to model the evolu-
tion of ransomware, is used to assess the FeSA Layer. The performance of the FeSA Layer on the
Navarra dataset is presented in Table 4.8. The FeSA Layer can produce a feature set that achieves
a detection rate above 99% when trained using cross-validation; however, all the feature sets pro-
duced by the alternative feature selection algorithms also achieve similar results. The advantage
of FeSA is made more evident in the zero-day detection statistics. The feature set produced by
FeSA maintains a detection rate of 85.1%, only behind the feature set produced by the best first
algorithm. The FeSA layer has shown a clear and consistent ability to build feature sets resilient
to concept drift, demonstrated across multiple datasets. The test data, which is the zero-day set,
contains 114 ransomware behaviour trace samples, and the FeSA layer feature set shows a wide
confidence interval similar to the other algorithms, so there is a lack of statistical significance in
the performance difference between FeSA and the other algorithms. The changes in detection rate
for each algorithm from test batch to test batch are not statistically significant except in the case

of the difference in Harmony search performance from 13-17 to 13-18.
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Table 4.8 Navarra University Dataset with Concept Drift

. Evolutionary . Greedy
FeSA Best First Genetic Search i Harmony Search
Search Stepwise
Feature
32 97 114 109 106 111
Count
Detection: Detection: Detecti Detection: Detection: Detection:
etection:
99.9%(99.8%, 99.9% 99.4%(99.1%, 99.6% 99.9%(99.8%, 99.9% 99.6%(99.3%, 99.7% 99.8%(99.6%, 99.9%
0( () 0) 0( 0 0) 99‘8%(99.6%} 99‘9%) 0( 0 0) 0( 0 0) O( 0 0)
Tested on FPR: FPR: FPR: FPR: FPR:
o FPR: 0.4%(0.2%, 0.5%) o, o, o o,
Training 0.4%(0.2%, 0.5%) 0.4%(0.2%,0.5%) 0.4%(0.2%, 0.5%) 0.4%(0.2%, 0.5%) 0.4%(0.2%,0.5%)
i ibu- Precision:
Distribu Precision: Precision: recision Precision: Precision: Precision:
tion 0.998(0.997, 0.998)

0.998(0.997,0.998)

Recall:
0.999(0.998, 0.999)

0.998(0.997, 0.998)

Recall:
0.994(0.991, 0.996)

Recall:
0.998(0.996, 0.999)

0.998(0.997, 0.998)

Recall:
0.999(0.998, 0.999)

0.996(0.995, 0.997)

Recall:
0.996(0.993, 0.997)

0.998(0.997, 0.998)

Recall:
0.998(0.996, 0.999)

Tested on
Zero-Day
Distribu-

tion

Detection:
85.1%(77.2%,91.1%)

FPR:
14.9%(14.3%, 15.5%)

Precision:
0.851(0.844,0.857)

Recall:
0.851(0.772,0.911)

Detection:
78.9%(70.3%, 86.0%)

FPR:
21.1%(20.3%, 21.7%)

Precision:
0.789(0.782,9.796)

Recall:
0.789(0.703, 0.860)

Detection:
78.1%(69.4%), 85.3%)

FPR:
21.9%(21.2%, 22.6%)

Precision:
0.781(0.774,0.788)

Recall:
0.781(0.694, 0.853)

Detection:
78.8%(73.2%, 88.2%)

FPR:
21.2%(20.5%, 21.9%)

Precision:
0.788(0.781,0.794)

Recall:
0.788(0.732,0.882)

Detection :
87.7%(83.4%, 95.1%)

FPR:
12.3%(11.7%, 12.9%)

Precision:
0.877(0.873,0.885)

Recall:
0.877(0.834,0.951)

+

Detection:
78.1%(69.4%), 85.3%)

FPR:
21.9%(21.2%, 22.6%)

Precision:
0.781(0.777,0.784)

Recall:
0.781(0.694, 0.853)

4.5 FeSAD Experiments

The FeSAD system was reviewed as a whole in the next stage of experiments; this stage exposed the
FeSAD system to different concept drift scenarios. We initially review FeSAD using the HEOM
metric as this was identified as a strong candidate for detecting drift in malware. The FeSAD
system is evaluated using the three highest-performing algorithms from Table 4.4: the Random
Forest, Bayesian Network and the Multi-Layer Perceptron with five hidden layers. The Random
Forest, Bayesian Network and the Multi-Layer Perceptron showed the most natural resistance to
concept drift in the initial experiments and are logical choices to use as the underlying algorithms
for the FeSAD system. The deep neural network setup used in Weka was not chosen due to the
complexity of the DeepLearning4J configuration and the overall time required for using it. The
other algorithms used in Table 4.4 are different configurations of Tree type algorithms or neural
networks; therefore, they were viewed as inadequate candidates for the FeSAD system. The results
of the experiments using the Random Forests are shown in Table 4.9, with the algorithms using the
configurations from Table 4.2. The experiments shown in Tables 4.9, 4.10 and 4.11 were split into
test batches. The test batches consist of a training set, a test set and a calibration set; each data
set would contain ransomware and benign files; training data has ransomware and benign files from
one time period, likewise with the calibration set and test data. The detection drop represents the
drop in the detection rate of the classifier when exposed to the new test data in each test batch.
The general concept would be to train a classifier on the training set and understand the levels of
?drift” present in the data. The calibration set would help calibrate these drift values to account
for concept drift over time, and the test set is then used to test the framework’s performance when

exposed to ransomware from a different time period likely to show concept drift.
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Table 4.9 Random Forests with HEOM Performance

Test
Detection Without Feature | Detection Without Drift . A
Batch Setup . i . Detection with FeSAD
Reduction Calibration
Number
Detection: 73.8%(61.5%, 83.9%)
in: Detection: 96.9%/(89.3%, 99.6%
Train: 2013-15 Detection Drop:22.7% Detection:92.3%(86.1%, 99.3%) F;;CQIC;;’ (0.8% oi %) ’ )
Test: 2016 FPR: 19.7%(14.5%, 24.0%) FPR: 7.4%(4.5%, 11.0%) TSR B
1 . L. Precision: 0.979(0.950, 0.987)
Calibration: 2017-18 Precision: 0.788(0.741, 0.830) Precision: 0.926(0.876,0.976)
Recall: 0.973(0.893, 0.996)
Recall: 0.736(0.615,0.839) Recall: 0.932(,0.893,0.951) " )
Unexpected Drift Reduction: 50%
Detection: 90.6%(80.9%, 96.5% Detection: 100%(94.5%, 100%
Train: 2013-15 etection 0(80.9% | Detection: 98.4%(97.3%, 99.5%) erection 6(94.5%, 100%)
Detection Drop:5.7% FPR: 0%(0%, 1.3%)
Test: 2018 FPR: 0.6%(0.5%,0.7%) ..
2 X R FPR: 8.0%(5.1%, 11.9%) . Precision: 1.0(0.989,1.0)
Calibration: 2016-17 L. Precision: 0.993(0.992,0.994)
Precision: 0.941(0.911, 0.964) Recall: 1.0(0.945,1.0)
Recall: 0.984(0.911, 0.964) . .
Recall: 0.906(0.809, 0.965) Unexpected Drift Reduction: 42%
. Detection: 84.6%(73.5%,92.4%) Detection: 89.2%(79.0%, 95.6%) Detection:92.3%(82.9%, 97.5%)
Train: 2013-15 .
Test: 2019 Detection Drop: 11.1% FPR: 8.3%(5.4%, 12.3%) FPR: 3.4%(1.3%, 5.5%)
3 o8 < FPR: 12.0%(8.4%, 16.4%) Precision: 0.914(0.854, 0.974) Precision: 0.967(0.943, 0.984)
Calibration: 2017-18 ..
Precision: 0.876(0.836,0.910) Recall: 0.883(0.879,0.942) Recall: 0.923(0.829,0.975)
Recall: 0.852(0.735,0.924) Unexpected Drift Reduction: 52%
in: Detection: 83.0%(71.7%, 91.2% Detection: 90.7%(80.9%, 96.5%
Train: 2013-15 cvection o(7L.7% 9| Detection: 87.8%(77.2%, 94.5%) erection 6(80.9% )
Detection Drop: 13.6% FPR: 5.0%(2.8%, 8.4%)
Test: 2020-21 FPR: 10.2%(6.9%, 14.4%) ..
4 Calibrati 201 FPR: 8.0%(5.0%, 11.9%) Precisi 0.895(0.856, 0.925) Precision: 0.947(0.918,0.969)
H recision: . . 5 U,
alibration: 2018 Precision: 0.895(0.856, 0.925) Recall: 0.900(0.809, 0.965)
Recall: 0.878(0.772,0.945) . )
Recall: 0.830(0.717,0.912) Unexpected Drift Reduction: 62%
Detection: 86.2%(75.3%, 93.4%) Detection: 96.9%(89.3%, 99.6%)
. Detection: 89.2%(79.0%, 95.5%
Train: 2013-18 Detection Drop: 9.8% F;;?QK;;(:; oot °1(3 1‘7)0 9 | FPR: 7.1%(4.2%, 10.6%)
5 Test: 2019 FPR: 12.0%(8.4%, 16.4%) AT 1 Precision: 0.931(0.90,0.957)
Precision: 0.898(0.859, 0.927) Precision: 0.907(0.873,0.937) Recall: 0.969(0.893,0.996)
H H . ion: . . , U. ecall: . . 5, UL
Calibration: 2020-21 rects ’ Recall: 0.899(0.790, 0.955) i ,
Recall: 0.866(0.753,0.934) Unexpected Drift Reduction: 50%
Detection: 90.8%(80.9%, 96.5%
Train: 2013-18 erec fon 7( %, %) . Detection: 94.1%(85.4%, 98.3%)
: Detection Drop: 5.8% Detection: 92.3%(83.0%, 97.5%) FPR: 5.1%(2.8%, 8.4%)
Test: 2020-21 FPR: 5.0%(2.8%, 8.4%) FPR: 7.1%(4.2%, 10.6%) O B
6 . ) Precisi 0.947(0.918, 0.968) Precisi 0.944(0.914, 0.966) Precision: 0.927(0.893,0.952)
Calibration: 2019 recision: 4. e recision: . e Recall: 0.941(0.854,0.983)
Recall: 0.904(0.809, 0.965) Recall: 0.923(0.830,0.975) . .
Unexpected Drift Reduction: 48%
Detection: 84.2%(73.5%,92.4%)
in: Detection: 92.3%/(83.0%, 97.5%
Train: 2013-15 Detection Drop: 11.1% Detection: 88.3%(80.1%,96.5%) F;;CGIC;; (3.6% 0; %) ’ )
Test: 2019 FPR: 12.0%(8.4%, 16.4%) FPR: 8.3%(5.4%, 12.3%) TS T L0
7 . . Precision: 0.936(0.904, 0.959)
Calibration: 2016-17 Precision: 0.884(0.847,0.917) Precision: 0.914(0.880, 0.942)
Recall: 0.926(0.830,0.975)
Recall: 0.852(0.753,0.924) Recall: 0.883(0.801,0.965) A .
Unexpected Drift Reduction: 52%
Detection: 82.8%(69.9%,90.0%)
i Detection: 90.7%(81.0%, 96.5%
Train: 2013-15 Detection Drop: 13.6% Detection: 87.8%(77.2%, 94.5%) erection o § 5%)
Test: 2020-21 FPR: 8.0%(5.0%, 11.9%) FPR: 10.2%(6.9%, 14.4%) FPR: 7.1%(4.5%, 11.0%)
8 ’ OO T D ORI, T Precision: 0.927(0.897,0.954)

Calibration: 2016-17

Precision: 0.859(0.817, 0.894)
Recall: 0.828(0.699,0.900)

Precision: 0.895(0.856,0.924)
Recall: 0.878(0.772,0.945)

Recall: 0.901(0.810,0.965)
Unexpected Drift Reduction: 49%
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The experimental setup used to obtain the results shown in Table 4.9 involves exposing the
FeSAD framework to various concept drift scenarios. The years of origin for each test and training
batch are not critical factors in the experiments; the idea is to expose the model to test data from
a different distribution. A new set of ransomware families with potentially different behavioural
patterns to the training set ransomware is a different distribution. In a realistic scenario, it would
be impossible to train on data from the future and test or calibrate on data from the present
or past. Suppose we view the training as from time ¢. In that case, the calibration from time
t + 1 and the test data from time t + 2, the year of the data is assigned to these variables, is
irrelevant as the data assigned to each variable is from different families and distributions, which
in theory can have appeared in different orders and not necessarily the year they appeared; the
more important thing is that there is clear drift between the samples in each distribution. This
approach is used to test the versatility of FeSAD and its ability to work with different train, test and
calibration combinations. The results without FeSAD use only the feature sets generated by the
FeSA layer with no intervention from the drift calibration or decision layer. The first experimental
batch shows that the FeSAD framework improves detection from 93.2% to 97.3%. The FeSAD
framework uses the drift recorded in the training set and the drift recorded in the calibration set
to update the drift thresholds; with the drift updated thresholds from the calibration set, the level
of samples showing unexpected drift reduces by 50%. The false positive rate reduced from 7.4 to
2.1% in test batch 1; however, the false positives were low to begin with. It is essential that the
FeSAD framework can reduce the misclassification of benign and ransomware samples and ensure
it does not cause an increased amount of false positives. Test batch 2 sees a 100% detection rate
with the FeSAD framework; however, with a reduced unexpected drift rate than the first test
batch. The false positive rate reduces by 0.6% which is negligible; however, in this batch, the
false positive rate is at 0 with the FeSAD framework. The samples being classed as ransomware
while being benign could be due to benign samples behaving like ransomware or displaying API
call-like behaviour that matches the ransomware behavioural profile. The unexpected drift level
reduced less than the first test batch can be down to various factors introduced by the ransomware
from 2018 and their behavioural patterns being harder to distinguish from benign files statistically.
Test batches 3 and 4 show an improvement in detection with the FeSAD framework, with both
batches maintaining detection rates above 90%. Test batches 3 and 4 demonstrate the longevity
that can be achieved by a model if calibrated according to the expected drift. Test batches 3 and
4 show a higher level of false positives with 3.4% and 5.0%, which indicates a shift in ransomware
and benign files; however, the maintenance of the high detection rate without a very high false
positive rate is still positive. FeSAD significantly improves the false positive rate in test batches 3
and 4 compared to the results achieved by the FeSA layer without drift metrics. The base model
was trained on ransomware and benign files from 2013 to 2015, whereas the test data in batch
3 is from 2019, and the test data for batch 4 is from 2020-21. Test batch 5 shows a significant
increase in detection rate from 89.9% to 96.8%; however, the false positive rate remains higher
than desired, only reducing to 7.1%. Test batches 7 & 8 show the potential longevity of the FeSAD
framework and its potential to be effective across many different distributions as the framework
maintains a high detection rate despite being trained with 2013-15 and, calibrated with 2016-17,
and tested on 2019 and 2020-21 data. The expected drift and unacceptable drift levels are initially
calibrated according to the training set and calibrated according to changes in drift observed in the
calibration set. If the threshold for samples showing unexpected or unacceptable drift is exceeded,

the system must be retrained. The unexpected drift reduction in Table 4.10 shows the reduction
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of samples showing unexpected levels of drift using the calibrated drift values using the calibration
and training sets. The importance of drift calibration is shown in Table 4.9 as it helps define
drift thresholds which better equips the framework to anticipate drift and operate reliably for
longer. The FeSAD framework can consistently reduce false positives; however, test batches 7 and
8 show a false positive rate closer to test batch 5 which may be down to benign samples that show
behaviour close to ransomware files. There is a significant reduction in unexpected drifts across
all test batches using the drift calibration in the FeSAD framework. In addition to an improved
detection rate, the FeSAD framework reduces false positives and maintains longevity for a classifier.
Taking confidence intervals into account the performance difference between using the FeSAD and
not using FeSAD requires higher detection rates to achieve statistical significance. It is also noted

that the difference in detection rate from batch to batch is not statistically significant.
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Table 4.10 MLP with HEOM Performance

Test
Detection Without Feature | Detection Without Drift . .
Batch Setup . . . Detection with FeSAD
Reduction Calibration
Number
Detection: 70.7%(56.6%, 80.0%
Train: 2013-15 etection: 70.7%(56.6% 2 , Detection: 100.0%(94.5%, 100%)
: Detection Drop: 24.7% Detection: 96.9%(89.3%, 99.6%) FPR: 1.5%(0.3%, 3.0%)
Test: 2016 FPR: 21.7%(17.1%, 27.2%) FPR: 2.5%(1.0%, 5.2%) LI
1 . . Precision: 0.985(0.966,0.995)
Calibration: 2017-18 Precision: 0.767(0.719,0.812) Precision: 0.974(0.950, 0.989) Recall: 1.00(0.945, 1.0)
ecall: . . .
R 11: 0.717(0.566, 0.800 R 11: 0.969(0.893, 0.996 ’
eca ( ’ ) eca ( ) Unexpected Drift Reduction: 55%
in: Detection: 92.3%(82.9%, 97.5% Detection: 100.0%(94.5%, 100%
Train: 2013-15 etection 0(82.9% | Detection: 98.4%(91.7%, 99.9%) erection 6(94.5%, 100%)
Detection Drop:3.7% FPR: 3.9%(2.0%, 7.0%)
Test: 2018 FPR: 4.1%(2.3%, 7.5%) . .
2 Calibrati 201617 FPR: 7.7%(5.1%, 11.9%) Precisi 0.960(0.936, 0.979) Precision: 0.962(0.934,0.979)
H - recision: . . , U,
alibration: Precision: 0.961(0.936,0.975) ’ Recall: 1.0(0.945, 1.0)
Recall: 0.984(0.917,0.999) R .
Recall: 0.923(0.829,0.975) Unexpected Drift Reduction: 47%
Train: 2013-15 Detection: 53.8%(41.0%, 66.3%) Detection: 80.6%(68.2%, 88.9%) Detection: 92.3%(82.9%, 97.5%)
Test: 2019 Detection Drop: 41.6% FPR: 17.4%(13.1%, 22.4%) FPR: 7.4%(4.5%, 11.0%)
3 Calibrati 2017-18 FPR: 38.8%(33.1%, 44.9%) Precision: 0.822(0.779,0.863) Precision: 0.923
alibration: - Precision: 0.585(0.530, 0.638) Recall: 0.806(0.682,0.889) Recall: 0.923(0.829,0.975)
Recall: 0.538(0.410,0.663) Unexpected Drift Reduction: 52%
in: Detection: 41.5%(29.4%, 54.4% Detection: 87.0%(77.2%, 94.5%
Train: 2013-15 Detectfon o 0(55 00/0 9| Detection: 83.1%(71.7%, 91.2%) F;;C;(;;(Q 1o 07( 0% ° 2
etection rop: . H . . g 0
Test: 2020-21 P ° FPR: 15.6%(11.5%, 20.5%) e e
4 Calibrati 2018 FPR: 50.2%(44.1%, 56.2%) Precision: 0.841(0.798, 0.878) Precision: 0.958(0.925,0.973)
alibration: Precision: 0.429(0.376, 0.484) P e Recall: 0.870(0.772,0.945)
Recall: 0.831(0.717,0.912) . A
Recall: 0.414(0.294,0.544) Unexpected Drift Reduction: 47%
Detection: 72.4%(59.8%, 82.7% Detection: 96.9%(89.3%, 99.6%
) ctection 6(59-8% 9| Detection: 90.7%(80.9%, 96.5%) erection 5(89.3% ©)
Train: 2013-18 Detection Drop: 22.2% FPR: 9.3%(6.4%, 13.5%) FPR: 3.5%(1.8%,6.6%)
5 Test: 2019 FPR: 22.5%(17.7%, 27.9%) b e 00'902’ o7 Precision: 0.965(0.939,0.981)
recision: 0.
Calibration: 2020-21 Precision: 0.770(0.722,0.814) Recall: 0.969(0.893,0.996)
Recall: 0.907(0.809, 0.965) . .
Recall: 0.724(0.598,0.827) Unexpected Drift Reduction: 40%
Detection: 72.4%(59.8%, 82.7%
Train: 2013-18 erection 7(59.8% ©) ) , Detection: 92.3%(82.9%, 97.5%)
: Detection Drop: 24.0% Detection: 83.1%(71.7%, 91.2%) FPR: 7.8%(4.9%, 11.4%)
6 Test: 2020-21 FPR: 23.9%(19.1%, 29.5%) FPR: 6.3%(3.9%, 10.1%) Procisic 00'922“’ o
recision: .
i ion: P ision: 0.751(0.700, 0.795 P ision: 0.929(0.897,0.954
Calibration: 2019 Rremlsllo(r;?u(; 5(98 0.827) ? Rremlslwgsm(o 7(17 0 512)0 : Recall: 0.925(0.829, 0.975)
ecalls b R ecalls U o Unexpected Drift Reduction: 54%
Detection: 54.8%(41.0%, 66.3%
Train: 2013-15 etection: 51.8%(41.0% 2 , Detection: 91.0%(80.9%, 96.5%)
: Detection Drop: 41.6% Detection: 80.0%(68.2%, 88.9%) FPR: 8.2%(5.4%, 12.2%)
Test: 2019 FPR: 38.8%(33.1%, 44.9%) FPR: 17.4%(13.2%, 22.5%)% ST =R
7 . L. Precision: 0.918(0.887,0.947)
Calibration: 2016-17 Precision: 0.585(0.531,0.638) Precision: 0.822(0.779,0.863)
Recall: 0.548(0.410, 0.663) Recall: 0.806(0.682, 0.889) Recall: 0.916(0.809, 0.965)
: 0.5 . , 0.66: ecall: 0. . , 0.
eca ° ’ Unexpected Drift Reduction: 48%
Detection: 41.5%(29.4%, 54.4%)
S Detection: 87.7%(77.2%, 94.5%
Train: 2013-15 Detection Drop: 55.0% Detection: 83.1(71.7%, 91.2%) Flilif: 1110171(7 (7 4(70(15 9(70) ©)
Test: 2020-21 FPR: 50.0%(44.1%, 56.2 FPR: 15.6%(11.6%, 20.5% R OA
8 7(44.1%, 56.2%) o ’ %) Precision: 0.882(0.843,0.915)

Calibration: 2016-17

Precision: 0.429(0.376,0.484)
Recall: 0.415(0.294, 0.544)

Precision: 0.841(0.798, 0.879)
Recall: 0.831(0.717,0.912)

Recall: 0.877(0.772,0.945)
Unexpected Drift Reduction: 49%
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Table 4.11 shows the results of the experiments carried out with a Multi-Layer Perceptron as
an underlying algorithm. The experimental results shown in table 4.10 follow the same format as
the results shown in Table 4.9; performance statistics without FeSAD are the performance results
of the feature set produced by the FeSA Layer with no intervention from the drift calibration or
decision layers. The Multi-Layer Perceptron shows an unpredictable and less uniform degradation
when exposed to concept drift; this reinforces that the evolution of ransomware behaviour will not
necessarily uniformly degrade a machine learning classifier. Table 4.10 shows that the Multi-Layer
Perceptron suffers from a higher rate of false positives than the Random Forest; however, the
FeSAD framework can compensate for this shortcoming through its adaptability to concept drift.
The FeSAD framework is relied upon more heavily when using the multi-layer perceptron as the
results are surprisingly different to the initial tests in Table 4.4. The multi-layer perceptron shows a
higher vulnerability to concept drift than the Random Forest, which allows the FeSAD framework
to show its capabilities. Test Batch 1 and 2 achieved a perfect detection rate with the FeSAD
framework; the FeSA feature set helps significantly increase detection and accuracy for both test
batches, and the FeSAD framework further improves on this by detecting and correctly classifying
all drifting samples. The false positive rate in test batch 1 and 2 are low, and the FeSAD framework
helps reduce it further. Test batches 3 and 4 are more affected by concept drift, which shows in the
detection rates without feature reduction and FeSAD; with detection rates dropping by 33% in test
batch 3 and 47% in test batch 4. The FeSAD framework can lift detection rates between the high
80s and low 90s in both test batches, significantly improving performance without FeSAD. The
false positive rates for both test batches are higher than in batches 1 and 2; however, the FeSAD
framework can reduce the false positives by 10% in test batch 3 and 3.9% in test batch 4. Test
batches 5 and 6 show that the FeSAD framework achieves detection rates in the 90% range. Test
batch 5 shows a 6.5% increase in detection, and test batch 6 shows a 9.7% increase in detection rate
by using the FeSAD adaption. Test batch 5 shows a reduction of false positives on 5.8%; however,
for the first time test batch 6 sees an increase in false positives from 6.4% to 7.8%; this could be
down to a high volume of dubious benign samples in the test batch and shortcomings in the MLP
which shows a generally higher level of false positives than the Random Forest. Test batches 7 and
8 fail to achieve detection rates as high as with the corresponding test batches using the random
forest; however, the detection drop-off for these test batches without the FeSAD framework is
significantly higher for the MLP algorithm than the random forest. The FeSAD framework has
to compensate for significantly lower detection rates and can achieve detection rates in the high
80% range for both test batches 7 and 8. Table 4.10 shows that the reduction in unexpected drift
remains competitive with the results in Table 4.9. The reduction in unexpected drift shows that
the drift calibration used with the MLP algorithm helps the framework to anticipate better drift
in the samples allowing it to stay accurate and reliable for longer. Taking confidence intervals into
account, the FeSAD framework does show a statistically significant improvement in performance
in all test batches besides Test Batch 2, 3 4 and 8. It must be noted the difference in detection

between test batches are not statistically significant.
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Table 4.11 Bayesian Network with HEOM Performance

Test
Detection Without Feature | Detection Without Drift cal- . .
Batch Setup i . . Detection with FeSAD
Numb Reduction ibration
umber
Detection: 75.3%(63.1%, 85.2%)
e Detection: 96.9%(89.3%, 99.6%
Train: 2013-15 Detection Drop: 17.0% Detection: 87.7%(77.2%, 94.5%) Flil:CSIC;;(l 5% O((i 1%) ° )
) Test: 2016 FPR: 23.7%(19.1%, 29.1%) FPR: 12.9%(9.3%, 17.7%) Procisic 00'96;’(0'9407 0.986)
recision: . . 5, U.
Calibration: 2017-18 Precision: 0.762(0.713,0.806) Precision: 0.871(0.833,0.906)
Recall: 0.969(0.893,0.996)
Recall: 0.753(0.631,0.852) Recall: 0.877(0.772,0.945) . .
Unexpected Drift Reduction: 58%
Train: 2013-15 Detection: 90.8%(80.9%, 96.5%) Detection: 92.3%(83.0%, 97.5%) Detection: 96.9%(89.3%, 99.6%)
Test: 2018 Detection Drop:2.6% ) - ’ NN FPR: 2.9%(1.2%,5.7%)
2 c 1_];) on: 201617 | TR LLT(8:2%, 16.0%) EPR,: ?'3%(5'91:/;’(;18'2?3) 015) Precision: 0.971(0.947, 0.986)
alibration: 2016- Precision: 0.885(0.847,0.917) recision: U 08 Recall: 0.969(0.969,0.893, 0.996)
Recall: 0.923(0.830, 0.975)
Recall: 0.908(0.809, 0.965) Unexpected Drift Reduction: 39%
Detection: 89.3%(79.1%, 95.6%
Train: 2013-15 Detection: 87.7%(77.1%, 94.5%) | ppp. 11.4%(s 10(07( 16.1%) V| Detection: 90.8%(50.9%, 90.5%)
Test: 2019 Detection Drop: 5.8% b e ‘;)8'86(5’847' 0°917) FPR: 9.1%(5.9%, 13.1%)
. recision: . . , UL
3 Calibrati 2017-18 FPR: 14.2%(10.2%, 18.9%) Recall: 0.893(0.791,0.956) Precision: 0.909(0.873,0.937)
: _ ecall: 0. . ,0.
alitbration: Precision: 0.859(0.820,0.897) Recall: 0.908(0.809,0.965)
Recall: 0.877(0.771,9.945) Unexpected Drift Reduction: 47%
e Detection: 75.3%(63.1%, 85.2% Detection: 90.8%(80.9%, 96.5%
Train: 2013-15 erection 6(63.1% | Dotection: 87.7%(77.2%, 94.5%) etection: 90.8%(80.9% )
Test: 2020-21 Detection Drop: 17.0% FPR: 13.0%(9.3%, 17.7%) FPR: 9.2%(5.9%, 13.1%)
. : .0%(9.3%,17.7% ..
4 Calibrati 2018 FPR: 23.7%(18.7%,29.1%) P .. 0.871(0.830, 0.904) Precision: 0.907(0.869,0.935)
: recision: . . .
altbration: Precision: 0.817(0.772,0.857) ’ Recall: 0.908(0.809,0.965)
Recall: 0.877(0.772,0.945) . .
Recall: 0.753(0.631,0.852) Unexpected Drift Reduction: 42%
Detection: 87.7%(77.2%, 94.5% Detection: 98.5%(91.7%, 99.9%
Train: 201318 etection 0(77.2% %) | Detection: 93.8%(85.0%, 98.3%) erection o(9L.7% %)
ain: - Detection Drop: 5.8% FPR: 5.3%(3.1%, 8.8%) FPR: 1.5%(0.4%, 3.7%)
5 Test: 2019 FPR: 14.1%(10.3%, 18.9%) P o °0'94;’(0'91; 0.968) Precision: 0.985(0.966,0.995)
recision: . . s, UL
3 ion: _ P ision: 0.856(0.814,0.891 R 11: 0.985(0.917,0.999
Calibration: 2020-21 recision ( ) Recall: 0.938(0.850,0.983) eca ( s ) ) ]
Recall: 0.877(0.772,0.945) Unexpected Drift Reduction: 46%
Detection: 86.2%(75.3%, 93.5%)
in: _ Detection: 94.0%(89.3%, 99.6%
Train: 2013-18 Detection Drop: 6.7% Detection: 90.7%(81.0%, 96.5%) F;;?SIZ;(S P °é . ° 2
6 Test: 2020-21 FPR: 14.8%(10.9%, 19.7%) FPR: 9.3%(6.3%, 13.5%)% Prosisic ”0'942’(0'91; 0.968)
recision: 0. .918, 0.
Calibration: 2019 Precision: 0.853(0.811,0.889) Precision: 0.907(0.870,0.935)
Recall: 0.940(0.893,0.996)
Recall: 0.862(0.735, 0.935) Recall: 0.907(0.810, 0.965) . .
Unexpected Drift Reduction: 45%
Train: 2013-15 Detection: 87.7%(77.1%, 94.5%) Detection: 89.3%(79.1%, 95.6%) Detection: 90.7%(81.0%, 98.3%)
Test: 2019 Detection Drop: 5.8% FPR: 11.4%(8.1%, 16.0%) FPR: 9.6%(6.6%, 13.9%)
7 Calibration: 2016.17 | FPRE 14:2%(10.2%, 18.9%) Precision: 0.881(0.843,0.915) Precision: 0.932
alibration: - Precision: 0.865(0.823,0.899) Recall: 0.893(0.791,0.956) Recall: 0.907(0.810,0.983)
Recall: 0.871(0.771,0.945) Unexpected Drift Reduction: 52%
Train: 2013-15 Detection: 75.3%(63.1%, 82.5%) Detection: 87.7%(77.2%, 94.5%) Detection: 92.3%(83.0%, 97.5%)
Test: 2020-21 Detection Drop: 17.0% FPR: 13 0:7(943‘7 11'9% ’ FPR: 8.3%(5.1%, 11.9%)
8 FPR: 23.7%(19.1%, 29.1%) DT, BT Precision: 0.917(0.883,0.945)

Calibration: 2016-17

Precision: 0.762(713,0.806)
Recall: 0.753(0.631,0.852)

Precision: 0.871(0.830,0.904)
Recall: 0.871(0.772,0.945)

Recall: 0.923(0.830,0.975)
Unexpected Drift Reduction: 54%
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The results in Table 4.11 with a Bayesian Network follow a similar pattern to the results of
the Random Forest; however, the Bayesian Network does not suffer the degradation that the MLP
suffers. The Bayesian network suffers most from false positives without the intervention of the
FeSAD framework. The FeSAD framework limits the false positive rate to an average of 6.2%
across all 8 test batches, which is a significant reduction from an average false positive rate of
17.1% without using the FeSAD framework. Table 4.11 uses the identical experimental setups
that Tables 4.9 and 4.10 used and demonstrates the FeSAD framework’s ability to maintain an
accurate and reliable classifier. The reduction in unexpected drift ranges from the low 40 to mid
50 per cent, a similar average to the other two configurations. As with the Random Forest and the
MLP, the FeSAD framework maintains a high detection rate and compensates for the algorithm’s
degradation under concept drift. Test batches 7 and 8 show the FeSAD framework’s ability to
maintain longevity and adaptability across ransomware from different sample distributions. The
results in test batch 3 stand out as anomalous compared to the other 6 test batches as the lowest
reduction in unexpected drift; this appears consistent across the results using Random Forests, the
MLP and the Bayesian Network. In terms of confidence intervals, the most significant result is
shown in test Batch 1 and 8 where the biggest improvement in performance is shown when using

the Bayesian Network.
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4.6 Comparative Analysis

The results in Tables 4.9, 4.10 and 4.11 represent the FeSAD framework working with the three
most promising algorithms from the initial experiments shown in Table 4.4; the Random Forest, the
Multi-Layer Perceptron and the Bayesian Network combined with the HEOM metric. The focus
of these experiments was to test the performance of the FeSAD framework in different concept
drift scenarios. The tests determine whether the FeSAD framework can increase the effectiveness
of a machine-learning ransomware detection system while increasing its longevity and reliability
under concept drift. The first observation is the drop-off in detection rate when a base machine
learning classifier experiences concept drift, which is presented in Figure 4.7. The base classifier
is the same for Test Batch 1, 2, 3, 4, 7, and 8, the classifier trained on data from 2013-2015. Test
Batches 5 and 6 use a base classifier trained on data from 2013-2018. Test batches 1-4 are tested
on data from 2016-17, 2018, 2019, and 2020-2021 while using a base classifier trained on data from
2013-2015. Test batches 5 and 6 use a base classifier trained on 2013-2018 data and tested on data
from 2019 and 2020-21.

Detection Rate Deduction %
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Figure 4.8: Detection Rate Deduction

The classifier that experiences the most volatile performance reduction is the Multi-Layer Per-
ceptron, where the base classifier experiences an average detection rate reduction of 31.8% when
exposed to ransomware files that are outside the distribution it has been trained on. The Bayesian
Network and Random Forest suffer a similar drop-off in performance, with the Random Forest
showing an average reduction in the detection rate of 10.95% and the Bayesian Network showing a
reduction of 9.7% on average. All three algorithms show a detection drop-off, as has been proven
by testing various algorithms in Table 4.4. The detection drop-off for the MLP is more extreme
than the initial experiments showed; however, this worked well because it allowed the FeSAD
framework to be tested with algorithms that show moderate performance degradation and more

extreme performance degradation.
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False Positive Rate %
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Figure 4.9: False Positive Rate without FeSAD
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Figure 4.10: Detection Rate Without FeSAD
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The false-positive rate shows a similar pattern to the detection rate drop-off; however, the
Bayesian Network consistently has more false positives than the Random Forest. The Multi-Layer
Perceptron struggles more than the other two algorithms, almost consistently suffering with a
higher false positive rate when exposed to concept drift. Figures 4.8 and 4.9 show that it is vital
for these algorithms need additional help to be useful in concept drift scenarios. The false-positive
rate recorded is the overall false-positive rate of the algorithm across benign and ransomware
classes.

Figure 4.9 shows the detection rate for each base classifier and its respective test data. The
degradation in all three algorithms appears uniform except for Test Batch 2; however, there is
evidence that concept drift in ransomware behaviour may not behave uniformly due to the irregular
drop-off in detection rates for all three classifiers. The Multi-Layer Perceptron shows a sharper
decline in detection rate than the other two algorithms. The degradation rate reduces in test
batches 5 and 6 as they are trained with a combination of newer and older ransomware data.
The evident non-uniform degradation in performance shown in Figures 4.8 and 4.9 shows that
ransomware’s behaviour does not change uniformly over time; the non-uniformity of ransomware
change supports the experimental structure of using a combination of uniform and non-uniform
calibration and training data sets.

Based on the initial results and degradation of the three algorithms, the Multi-Layer percep-
tron suffers higher performance degradation than the Bayesian Network and the Random Forest.
The degradation patterns appear to be similar despite the algorithms showing varying levels of
performance degradation. Observing figures 4.8, 4.9 and 4.10, the performance degradation affects
each classifier in similar ways in every test batch despite the degradation being present in differing

levels of severity.
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Figure 4.11: Random Forest Detection Rates Compared
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Figure 4.12: MLP Detection Rates Compared
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Bayesian Network
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Figure 4.13: Bayesian Network Detection Rates Compared

The data presented in Figure 4.10 shows the detection rates of each test batch without FeSAD,
without drift calibration and with the complete FeSAD framework when using the Random Forest
as an underlying algorithm. The FeSAD framework can help maintain a healthy detection rate
while improving the classifier’s performance under concept drift. The FeSAD framework shows it
can perform in various concept drift situations, with the FeSAD framework increasing performance
in every scenario the framework is tested under. Figures 4.11 and 4.12 show similar results with
the FeSAD framework improving the classifier’s performance in both cases. Figure 4.12 shows
the performance of the FeSAD framework with the Multi-Layer Perceptron; the main difference
between the MLP and the other two algorithms is that the MLP shows far steeper performance
degradation than the other two algorithms. The FeSAD framework can significantly improve the
performance of an algorithm degrading under concept drift while also stabilising the performance
of an algorithm showing low to moderate degradation due to concept drift. The average detection
rate consistently rises with the FeSAD framework applied. Test Batch 1 shows a low detection
rate across the three algorithms with an average detection rate of 73.8%; however, with the FeSAD
framework, the average detection rate across the three algorithms is 98.1%. The 1st test batch
shows a significant detection degradation, most likely due to a change in ransomware behaviour
between 2015 and 2016. The FeSAD framework compensates for the degradation in test batch
one and significantly increases detection rates across the three test algorithms. The underlying
algorithms perform consistently well on Test Batch 2 with an average detection rate of 91.2%;
this would be due to the ransomware’s behaviour shifting more towards the behaviour defined in
the training set from 2013-2015. The FeSAD framework uses data from 2017-18 to calibrate the
framework for the drift values it should expect. The FeSAD framework lifts the detection rate
t0 99.1% on average on Test Batch 2, which is still a significant improvement from the baseline
detection rate of the algorithms. Test Batch 3 shows another shift in the detection rate of the
baseline classifiers to 75.7% on average; the lower average detection rate is significantly influenced
by the degradation experienced by the MLP classifier that achieves a 54.8% detection rate; however,

the Random Forest and Bayesian Network do also show a higher level of degradation than that
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seen in Test batch 2. The FeSAD framework achieves an average of 91.8% on Test Batch 3. Test
batch 3 uses data from 2017-18 and is tested on data from 2019. Test batch 4 sees an average
drop in detection rates to 66.7%; the steep reduction is influenced heavily by the detection in the
MLP at 41.4%; however, the Random Forest and Bayesian Network show the lowest detection
rates see out of the first four test batches. The average detection rate achieved by FeSAD on
Test Batch 4 is 89.4% which is a significant improvement from the baseline detection rate achieved
by the underlying classifiers. The reduction in performance from test batch 3 to 4 is likely owed
to another shift in ransomware behaviour; in this case, it is away from the baseline established
from the 2013-15 data. Test Batch 4 uses data from 2018 for the FeSAD framework to calibrate
its drift thresholds. Test batches 5 and 6 use a new baseline classifier trained on 2013-18 data
and calibration data from 2020-21 and 2019. The baseline classifier achieves an average detection
rate of 82.6% on Test Batch 5; the MLP contributes negatively to this figure as it only achieves
a detection rate f 74.2%. The FeSAD framework achieves a positive result with Test Batch 5 on
all three detection rates with an average detection rate of 97.4%. The baseline classifiers achieve
an average detection rate of 83% on Test Batch 6; the FeSAD framework achieves a detection rate
of 93.7% on average on Test Batch 6. The baseline classifiers yield higher average performance
on Test Batch 5 and 6 than the previous test batches, using newer data and a greater variety of
ransomware and benign data. The FeSAD framework achieves, on average, a 93.7% detection rate
on Test Batch 6. Test Batches 7 and 8 return to the baseline models created using data from 2013-
15; however, in these test batches, the FeSAD framework uses calibration data from 2016-17. The
calibration data in Test Batch 7 and 8 is older than the calibration data used in Test Batch 3 and
4. FeSAD achieves a 91.7% detection rate on average on Test Batch 7 and an 89.7% detection rate
on average on Test Batch 8. The detection rate for Test Batch 8 is below 90% due to the detection
rate with the MLP being at 87.7%. In every test case containing concept drift, as presented in
Figures 4.11, 4.12 and 4.13, the FeSAD framework increases the detection rates achieved by the

baseline classifier.
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Figure 4.14: Concept Drift Data Random Forest Detection Reduction
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Figure 4.15: Concept Drift Data MLP Detection Rate Reduction
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Bayesian Network Detection Rate Reduction Compared %
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Figure 4.16: Concept Drift Data Bayesian Network Detection Reduction

Figures 4.14, 4.15, and 4.16 show the reduction in detection rate each classifier experiences
when exposed to each Test Batch with and without using the FeSAD framework. The reduction
in detection rate is compared to the initial detection rate when the classifier is first trained using
10-fold cross-validation. The detection rate reduction for all three algorithms is minimal when
using FeSAD, especially compared to the results obtained when FeSAD is not being used. Using
FeSAD with Test Batch 1 and 2 shows no reduction in detection rate across all three algorithms.
The FeSAD framework allows a higher level of degradation for Test Batch 3 and 4, and the MLP
seems to suffer the least relative performance drop while using FeSAD as opposed to the Random
Forest and the Bayesian Network; however, the base classifier for the two latter classifiers was
significantly more robust than the MLP in general. Figure 4.15 shows the capability of the FeSAD
framework with initial degradation rates above 40% being brought down to below 5%. The FeSAD
framework performs consistently with significant degradation reduction for each algorithm; how-
ever, the Bayesian network shows the least overall degradation when using the FeSAD framework.
Overall, the Bayesian network experiences an average degradation of 1.3% across all 8 Test Batch
scenarios, whereas the Random Forest and MLP do not achieve as low a degradation level with
FeSAD. The MLP benefits the most from FeSAD, according to figure 4.15, as its levels of detection
degradation reduce most of the three algorithms. The critical takeaway from Figures 4.14, 4.15 and
4.16 is that the FeSAD framework significantly reduces the impact of concept drift on a classifier

and allows for reliable classification under concept drift.
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Figure 4.17: Unexpected Drift Reduction Using FeSAD

Figure 4.17 shows that the reduction rate is unexpected drift when the FeSAD framework
applies the drift calibration and decision layers. The unexpected drift represents samples in each
test batch that show a level of drift that the framework does not expect; the reduction rate
of the value shows how the rate of samples showing unexpected drift reduces when the FeSAD
framework’s drift calibration layer is used. In each test batch, the initial drift threshold values
are calculated using only the training set, and the number of samples showing unexpected drift is
calculated using the test set. The FeSAD framework then calibrates the expected drift values in
the model using the calibration dataset, and the reduction in samples showing unexpected drift
is calculated. The average unexpected drift reduction rate using the Random Forest algorithm is
50.6%. The reduction rate of samples showing unexpected drift when using the MLP is 49%, and
the average reduction rate of samples showing unexpected drift when using the Bayesian Network
is 47.9%. The reduction rate of samples showing unexpected drift is consistently similar across all
three algorithms showing that the FeSAD framework can achieve consistent results with different
algorithms. We note irregularities in test batch 4, likely due to the calibration being done with
2018 data. There was a clear difference in drift between the 2015 and 2018 data when implemented
with the Random Forest; therefore, the thresholds for future drift were better accounted for leading
to a higher reduction in abnormal samples. The consistent decrease in samples showing drift the
framework does not expect shows that the FeSAD framework can effectively classify samples that
show concept drift and reduce the effects of concept drift on model uncertainty. Using calibration
data sets containing data from new ransomware strains and benign files to tune drift values accounts

for the reduction in unexpected drift by close to 50%.
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Figure 4.18: Drift Increase in Test Data

Figure 4.18 compares the rate of increase drift calculated by the FeSAD framework of the data
in each test batch concerning the data from the base classifier in each test batch. The shifts in
drift are not uniform; this reinforces the idea that drift in ransomware behaviour is not uniform.
The drift patterns are not drastically different from classifier to classifier, indicating consistent
performance with different classifiers. The FeSAD framework incorporates drift from calibration
datasets to prepare for these drift changes over time. The primary anomaly in terms of drift is Test
Batch 2, where drift levels are high, but the base classifiers can perform well. The drift shown by
Test Batch 2 is explainable by a significant reduction in prediction probability for the test samples;
however, the classifier still maintains a strong classification late without the intervention of the
FeSAD framework. The shifts in drift allowances per test batch are shown in Figure 4.19; this
gives a visual indication of how using calibration datasets can help prepare a classifier for concept
drift. The drift boundary is significantly increased in all cases because of the equations used to
calculate the expected drift. The expected drift takes the drift in the calibration set into account

and the rate of increase in drift between the calibration set and training data set.
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Figure 4.19: Drift Boundary vs Drift Change
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The percentage increase in the drift thresholds increases at a higher rate than the actual drift
increase because FeSAD takes the drift of the training set, calibration set and the rate of drift
increase into account when tuning the drift boundaries. The relationship between the two metrics
is relatively consistent except in Test Batch 2, where the test data set shows a significant increase
in drift relative to the training set. The classifier’s overall performance will not always suffer
because of drift; however, the health of the classifier will reflect the level of drift it experiences.
Test Batch 2 indicates high levels of drift but the lowest drop-off in detection rates across all three
algorithms. The Random Forest experiences extraordinarily low levels of prediction probability
and, by extension, drift but still maintains a robust overall performance against Test Batch 2. The
data presented in Figure 4.19 shows that the calibration setups used in each test set differ based on
the differences between the calibration data and the training data; however, the FeSAD framework
can significantly impact detection rates despite the differences between the calibrations it makes

per test batch.
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Figure 4.20: Drift Boundary vs Detection

The average detection rates achieved by the FeSAD framework in relation to the shifts in drift
and drift boundaries are shown in Figure 4.20, and the detection rate does not suffer adversely
when the shifts in the drift boundary are not on the higher end of the scale. The increase in the
drift boundaries when drift is high does not necessarily help or harm detection rates, and it appears
that the use of calibration sets can effectively create a banding for which ransomware behaviour

with API calls and registry activity can fall into.
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Ransomware API Information Gain
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Figure 4.21: Ransomware API Information Gain

Figure 4.21 shows the shifts in information gain for the most prominent APT calls used by ran-
somware as identified by the FeSAD framework. The information gained from each API call shifts
over time, although these API calls remain important somewhat consistently in each distribution.
The API activity in each ransomware differs slightly, and judging by the differences in information
gain for each feature over time shows why a classifier may degrade over time as features it identi-
fies as critical may become less important, and features that were not important have now become
critical identifiers between ransomware and benign files. The features identified as most important
in the 13-15 data never become entirely irrelevant; however, it is clear that the features experience
a shift in importance over time, becoming more and less prominent with new ransomware variants
emerging. The experiments conducted took the API call behaviour and registry activity from the
first two minutes of execution which would explain the lack of cryptographic or encryption API
calls, as most of the samples had not started encrypting by the time the execution period had

finished. The statistical aspect of the FeSAD framework compensates for the changes in these
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features over time as long as the behavioural model does not entirely shift extremely all at once.

Based on the performance of the FeSAD framework over different distributions of ransomware over

eight years, it can be concluded that the API call behaviour of ransomware does shift; however,

it does not shift enough for the FeSAD framework not to be able to maintain high performance

rates.

Table 4.12 Navarra University Dataset with Concept Drift

FeSAD FeSAD 148
with with Random Logistic . Bayesian
. ) SVM Decision GTB
Random Baysian Forest Regression Tr Networks
ees
Forest Networks
Detection: .

Detection: 99.9% Detection: Detection: Detection: Detection: Detection: Detection:
99.9% o 99.5 87.0% 86.6% 96.8% 95.3% 99.9%

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.1%, 99.7%)

(85.9%, 88.1%)

(85.5%, 87.7%)

(96.2%, 97.3%)

(94.6%, 95.9%)

(99.8%, 99.9%)

FPR: 0.1%
Tested on FPR: 0.4% (0.05%, 0 2;) FPR: 0.4% FPR: 10.4% FPR: 10.8% FPR: 2.8% FPR: 3.8% FPR: 0.2%
Training (0.2%,0.5%) O e (0.2%,0.5%) (9.5%,10.6%) | (9.3%,11.1%) (2.4%, 2.9%) (3.5%, 4.2%) (0.1%, 0.3%)
i ibu- Precision: os
Distribu Precision: recision Precision: Precision: Precision: Precision: Precision: Precision:
ti 0.998 0.998
ion 0.998 (0.975,0.984) . 0.893 0.889 0.985 0.984 0.996
(0.997, 0.999) T (0.975,0.984) (0.888, 0.898) (0.884,0.894) (0.955,0.961) (0.981, 0.986) (0.994, 0.998)
Recall:
Recall: 0.999 Recall: 0.999 0.9995 Recall: 0.870 Recall: 0.866 Recall: 0.986 Recall: 0.953 Recall: 0.999
ecall: 0.
0.998,0.999 0.859,0.881 0.855,0.877 0.962,0.973 0.946,0.959 0.998,0.999
( ) (0.998, 0.999) (0.991,0.997) ( ) ( ) ( ) ( 59) ( )
Detection: Detection: Detection: Detection: Detection: Detection: Detection: Detection:
94.3% 96.7% 89.5% 45.6 50.9% 78.1% 86.0% 92.1%
(88.9%, 98.0%) (92.5%, 99.5%) (82.3,94.4%) (36.2%, 55.2%) (41.3%, 60.4%) (69.4%, 85.3%) (78.2%,91.8%) (85.5%, 96.3%)
Tested on FPR: 0.8% FPR: 0.2% FPR: 10.5% FPR: 54.3% FPR: 49.1% FPR: 21.9% FPR: 0.6% FPR: 0.9%
Zero-Day (0.7% — /9%) (0.1%, 0.3%) (9.9%, 11.1%) (53.5%,55.1%) | (48.3%,49.9%) | (21.2%,22.6%) (0.2%, 1%) (0.1%,1.5%)
Distribu- Precision: Precision: Precision: Precision: Precision: Precision: Precision: Precision:
tion 0.991 0.999 0.895 0.456 0.509 0.781 0.994 0.994

(0.990, 0.993)

Recall: 0.943
(0.889,0.980)

(0.998,0.999)

Recall: 0.967
(0.925,0.995)

(0.890, 0.900)

Recall: 0.895
(0.823,0.944)

(0.448,0.465)

Recall: 0.456
(0.362,0.552)

(0.504,0.521)

Recall: 0.509
(0.431,0.604)

(0.775,0.788)

Recall: 0.781
(0.694,0.853)

(0.991,0.995)

Recall: 0.860
(0.782,0.981)

(0.993,0.995)

Recall: 0.921
(0.855,0.963)

The results presented in table 4.12 are from a dataset built by researchers from the University

of Navarra.

Berrueta et al.

constructed a ransomware dataset from 70 different ransomware

strains from 2015 to 2019 [90]. The features in the dataset are a combination of I/O features and

network features, and the dataset is split into training and zero-day sets. The data is obtained

by extracting the behavioural data of a file-sharing network under attack from a ransomware

infection. The zero-day data represents ransomware behaviour that could imply concept drift. We

have used the algorithms in prominent ransomware research to compare with FeSAD and how the

detection metrics compare when the classifiers are presented with the zero-day data most likely to

contain concept drift. We observe that most of the tested algorithms perform well through 10-fold

cross-validation except the Multi-Layer Perceptron, which seems unable to classify ransomware

based on the I/O and network features; therefore, we did not include these results. The models

are built using the training data and evaluated using 10-fold cross-validation; these models are

tested on the zero-day distribution with ransomware and benign data not in the training data to

test their performance under concept drift detection. Based on the initial training and test, the

highest performers are the Random Forest, J48 Decision Tree, Gradient Tree Boosting and the

Bayesian Network; however, every algorithm faces a significant performance drop-off. The Logistic
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Regression, and SVM approaches experience a significant drop-off, with detection rates falling to

around 50%. The Bayesian Network and Random Forest show the least degradation out of the
tested algorithms besides FeSAD. The Random Forest without FeSAD achieves a detection rate
of 89.5% on the zero-day data without FeSAD, and FeSAD combined with the Random Forest
achieves a detection rate of 94.3%, which is an improvement from 89.5% without FeSAD. We do

not include the MLP statistics in table 4.12 because the algorithm appeared unable to distinguish

ransomware from benign data. The FeSAD framework achieves a 96.7% detection rate with the

Bayesian Network on the zero-day distribution improving on an initial detection rate of 92.1%. The

FeSAD framework can improve detection rates in both cases while maintaining low false positive

rates. The feature set presented by Barrueta et al. appears to help classify benign data, as the

false positives are very low and even easier to maintain with FeSAD. Observing the confidence

intervals, the FeSAD framework shows statistically significant results over the Logistic Regression,

SVM, and J48 algorithms and would need a higher level of performance to have a statistically

significant advantage over the other algorithms; however, given its results with smaller datasets

and the larger Navarra dataset, its scalability is plausible.

Table 4.13 Imperial University Dataset with Concept Drift

. FeSAD with . .
FeSAD with . FeSAD with Bayesian
Baysian Random Forest MLP
Random Forest MLP Network
Networks
Detection: Detection: Detection: Detection: Detection: Detection:

92.4%(87.9%, 95.7%)

89.6%(84.5%, 93.4%)

90.6%(85.6%, 94.1%)

88.0%(82.7%, 92.2%)

85.9%(80.4%, 90.4%)

85.0%(79.2%, 89.6%)

Tested FPR: FPR: FPR: FPR: FPR: FPR:
ested on 7.8%(5.3%, 10.8%) 6.4%(4.3%, 9.4%) 4.9%(3.1%, 7.6%) 9.6%(6.8%, 12.8%) 12.0%(8.9%, 15.6%) | 14.0%(10.8%, 17.8%)
2012-13
Data Precision: Precision: Precision: Precision: Precision: Precision:
0.942(0.918, 0.959) 0.943(0.927,0.964) 0.950(0.929, 0.966) 0.943(0.922, 0.960) 0.877(0.848,0.904) 0.878(0.849, 0.903)
Recall: Recall: Recall: Recall: Recall: Recall:
0.924(0.879,0.957) 0.896(0.845,0.934) 0.906(0.856,0.941) 0.880(0.827,0.922) 0.859(0.804, 0.904) 0.850(0.792, 0.896)
Detection: Detection: Detection: Detection: Detection: Detection:
89.6(84.5%,94.1%) 87.5%(82.1%,91.7%) 89.5%(84.5%, 93.4%) 82.5%(76.5%, 87.5%) 77.5%(71.1%, 83.1%) 82.5%(76.5%, 87.5%)
FPR: FPR: FPR: FPR: FPR: FPR:
Tested on 6.9%(4.7%,10.0%) 9.4%(6.8%,12.8%) 10.5%(7.7%, 13.9%)% 12.4%(9.4%, 12.1%) 11.4%(8.5%, 15.0%) 17.1%(13.4%, 21.1%)
2014 Data Precision: Precision: Precision: Precision: Precision: Precision:
0.960(0.941,0.974) 0.953(0.929, 0.967) 0.899(0.871,0.921) 0.911(0.888,0.934) 0.837(0.805, 0.866) 0.837(0.805, 0.866)
Recall: Recall: Recall: Recall: Recall: Recall:
0.896(0.845,0.941) 0.875(0.821,0.917) 0.895(0.845,0.934) 0.825(0.765,0.875) 0.775(0.711,0.831) 0.825(0.765,0.875)
Detection: Detection: Detection: Detection: Detection: Detection:
85.3%(79.1%, 89.9%) 89.8%(84.1%), 93.6%) 81.0%(72.5%, 86.2%) 70.4%(63.1%, 76.9%) 70.4%(63.1%, 76.9%) 64.8%(57.4%, 71.8%)
FPR: FPR: FPR: FPR: FPR: FPR:
1.5%(0.5%, 1.5%) 3.3(1.7%,5.4%) 6.7%(4.5%,9.7%) 17.6%(13.5%, 21.0%) 17.6%(13.5%, 21.0%) 24.0%(19.9%, 28.4%)
Tested On
2015 Data Precision: Precision: Precision: Precision: Precision: Precision:

0.982(0.966, 0.999)

Recall:
0.853(0.791, 0.899)

0.976(0.959, 0.987)

Recall:
0.898(0.898,0.841)

0.923(0.899, 0.945)

Recall:
0.810(0.725,0.862)

0.800(0.766, 0.832)

Recall:
0.704(0.631,0.769)

0.800(0.766, 0.832)

Recall:
0.704(0.631,0.769)

0.729(0.692,0.766)

Recall:
0.648(0.574,0.718)

The results in Table 4.13 were obtained using the FeSAD framework with a dataset produced

by Sgandurra et al. The imperial dataset contained data from 480 ransomware samples and over
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100 benign files. The ransomware and benign data in this dataset were captured from ransomware
and benign files between 2012 to 2015; therefore, we decided to segregate the data to test the
capabilities of FeSAD and its concept drift adaption methods. The dataset was a dump of raw
data of cuckoo sandbox executions and therefore contained many data which needed to be cleaned
and organised to be considered a viable dataset. The features were significantly reduced into API
call types, including network-based API calls and registry activity. The classifiers are trained on
2012 and 2013 data and tested on 2014 and 2015 data. The classifiers show an average reduction
in the detection rate of 5.2% when tested on 2014 data; however, the FeSAD framework can reduce
this detection loss to 2.1%. The classifier shows an average reduction rate in the detection rate of
19.6% when exposed to the 2015 data; however, the FeSAD framework reduces this detection loss to
8.2% when tested on the 2015 data. This dataset appeared to pose a challenge for the classifiers to
achieve detection rates above the 90% mark; therefore, the FeSAD framework could not necessarily
achieve the higher standards it achieved in the two previous datasets. The conversion of over 30,000
nominal features into continuous features could result in some accuracy loss; however, the dataset
was not usable in its provided form. The FeSAD framework still shows the ability to compensate
for the loss in performance because of concept drift, and this is presented by aiding to preserve the
detection rate while significantly reducing the number of false positives. Considering confidence
intervals, the FeSAD framework shows statistically significant results when tested on the 2015

data; however, it does not show enough performance gain on the 2014 data to achieve this.

4.6.1 FeSAD Experiments with Alternate Similarity Metrics

We observe the performance of the FeSAD framework with the HEOM metric combined with three
prominent machine learning algorithms is promising. As the FeSAD framework is designed to use
interchangeable components, we decided to test its flexibility and performance when working with
different similarity metrics. We evaluate the performance of each algorithm combined with the
respective similarity metric and observe the degradation the classifier experiences when used in
the FeSAD framework. These experiments also track the reduction in observed abnormal samples
when calibrated to expect drift. For the FeSAD framework to be truly flexible, it must work with

different similarity metrics, as other metrics may provide better solutions for various data types.
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Table 4.14 FeSAD Performance with Cosine Similarity

Test
Batch

Number

Setup

Performance with Random

Forest

Performance with Bayesian
Network

Performance With MLP

Train: 2013-15
Test: 2016

Detection: 96.9%(89.3%, 99.6%)
FPR: 3.9%(2.3%,6.4%)
Precision: 0.960(0.934, 0.979)

Detection: 96.9%(89.3%, 99.6%)
FPR: 3.2%(1.6%, 5.9%)
Precision: 0.968(0.895,0.997)

Detection: 100.0%(94.5%, 100%)
FPR: 2.3%(1.0%,5.2%)
Precision: 0.977(0.954, 0.989)

1
Calibration: 2017-18 Recall: 0.969(0.893,0.996) Recall: 0.969(0.893,0.996) Recall: 1.0(0.945,1.0)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
52% 53% 55%
Detection: 100.0%(94.5%, 100%) Detection: 100.0%(94.5%, 100%) Detection: 100.0%(94.5%, 100%)
Train: 2013-15 FPR: 2.2%(0.9%, 5.1%) FPR: 2.2%(0.9%,5.1%) FPR: 0%(0%,0.1%)
2 Test: 2018 Precision: 0.975(0.952,0.987) Precision: 0.975(0.952,0.987) Precision: 1.0(0.989,1.0)
Calibration: 2016-17 Recall: 1.0(0.945,1.0) Recall: 1.0(0.945,1.0) Recall: 1.0(0.945,1.0)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
44% 41% 42%
Detection: 92.3%(83.0%, 97.5%
Detection: 93.8%(89.3%, 99.6%) F;;c;?s;(z oo °7( 0%%) ° %) Detection: 92.3%(83.0%, 97.5%)
Train: 2013-15 FPR: 2.4%(0.9%, 5.1%) e 970 FPR: 3.4%(1.9%, 6.3%)
. Precision: 0.953(0.924, 0.972) L.
Test: 2019 Precision: 0.975(0.941,0.990) Precision: 0.964(0.939,0.981)
3 ; ) Recall: 0.923(0.830, 0.975)
Calibration: 2017-18 Recall: 0.938(0.893,0.996) . . Recall: 0.923(0.830,0.975)
) A Unexpected Drift Reduction: ) 3
Unexpected Drift Reduction: 50% Unexpected Drift Reduction:
51% ’ 46%
Detection: 93.8%(89.3%,99.6%) Detection: 90.8%(80.9%, 96.5%) Detection: 90.8%(80.9%, 96.5%)
Train: 2013-15 FPR: 7.7%(4.8%,11.4%) FPR: 6.2%(3.6%,9.7%) FPR: 5.0%(2.8%, 8.4%)
4 Test: 2020-21 Precision: 0.924(0.889,0.950) Precision: 0.936(0.903, 0.959) Precision: 0.947(0.917,0.968)
Calibration: 2018 Recall: 0.938(0.893,0.996) Recall: 0.908(0.809, 0.965) Recall: 0.908(0.809, 0.965)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
60% 46% 45%
Detection: 92.3%(83.0%, 97.5%) Detection: 96.8(89.3%), 99.6%) Detection: 96.8(89.3%), 99.6%)
Train: 2013-18 FPR: 4.6%(2.5%,5.1%) FPR: 6.4%(3.9%,10.1%) FPR: 6.9%(4.3%,10.5%)
ain: -
5 Test: 2019 Precision: 0.952(0.924,0.972) Precision: 0.937(0.907,0.961) Precision: 0.933(0.903, 0.959)
Cesn'o tion: 2020-21 Recall: 0.923(0.830, 0.975) Recall: 0.968(0.893,0.996) Recall: 0.968(0.893,0.996)
attbration: ; Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
50% 43% 41%
Detection: 98.5%(91.7%, 99.9%) Detection: 90.8%(80.9%, 97.5%) Detection: 92.3%(83.0%, 97.5%)%
Train: 2013-18 FPR: 3.8%(2.1%, 7.0%) FPR: 6.9%(4.3%, 10.5%) FPR: 5.1%(2.7%, 8.2%)
6 Test: 2020-21 Precision: 0.962(0.934,0.979) Precision: 0.928(0.897,0.954) Precision: 0.947(0.917,0.967)
Calibration: 2019 Recall: 0.985(0.917,0.999) Recall: 0.908(0.809,0.975) Recall: 0.925(0.830,0.975)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
48% 45% 52%
Detection: 90.8%(80.9%, 96.5%
F;;CGSI(;;(S oot °1(0 10/)0 %) Detection: 87.7%(77.2%, 94.5%) Detection: 92.3(83.0%, 97.5%)
Train: 2013-15 Procisic °0'934°’0 o FPR: 8.3%(5.1%, 11.9%) FPR: 6.3%(3.7%, 9.9%)
recision: 0.
Test: 2019 ecls Precision: 0.914(0.879,0.942) Precision: 0.936(0.903, 0.959)
7 G Recall: 0.908(0.809, 0.965)
Calibration: 2016-17 . A Recall: 0.887(0.772,0.945) Recall: 0.923(0.830,0.975)
Unexpected Drift Reduction: . . . .
Unexpected Drift Reduction: Unexpected Drift Reduction:
51%
48% 45%
Detection: 89.2%(79.0%, 95.6%
F;;CG";;M 2ot °1(0 7(7)0 %) Detection: 89.2%(79.0%, 95.6%) Detection: 90.8%(80.9%, 96.5%)
Train: 2013-15 SR FPR: 7.5(4.8%, 11.4%) FPR: 6.9%(4.3%, 10.5%)
Precision: 0.907(0.873,0.937) . ..
Test: 2020-21 Precision: 0.920(0.887,0.947) Precision: 0.928(0.897,0.954)
8 Recall: 0.892(0.790, 0.956)

Calibration: 2016-17

Unexpected Drift
50%

Reduction:

Recall: 0.892(0.790, 0.956)
Unexpected Drift
49%

Reduction:

Recall: 0.901(0.809, 0.965)
Unexpected Drift
47%

Reduction:
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Table 4.14 shows the performance of the FeSAD framework using the Cosine Similarity instead
of the HEOM metric, and the results are promising. The first train batch maintains an average
detection rate of 98.1% across the three classifiers compared with the 98.0% average detection with
the HEOM metric used. The average false positive rate with the Cosine similarity is 3.13% com-
pared to 2.67% for the HEOM metric. The average detection rate for test batch 2 is 100% with an
average false positive rate of 1.47%, whereas the HEOM metric achieves an average detection rate
of 99.1% with an average false positive rate of 1.47%. Test batch 3 achieves an average detection
rate of 92.7% and a false positive rate, and an average false positive rate of 3.47% compared to
HEOM, achieving a detection rate of 91.8% and a false positive rate of 6.63%. Test batch 3 shows
a drop-off of performance in HEOM in terms of false positives, whereas both similarity metrics
appear similar in terms of detection. Test batch 4 sees the detection rate average 91.53% with a
false positive rate of 6.3%, whereas, with HEOM, the false positive rate is 8.63% and detection
rate is 89.43%. Test batch 5 sees an average detection rate of 95.57% and a false positive rate
of 6%, whereas with HEOM, the average false-positive rate is 4.03% and a detection average of
96.8%. Test batch 6 achieves an average detection rate of 93.8% and a false positive rate of 5.27%,
whereas the HEOM achieves an average detection rate of 93.73% and a false positive rate of 6.13%.
Test batch 7 sees an average detection rate of 90.33% and a false positive rate of 6.97%, whereas,
with HEOM, the average detection rate is 91.67% and a false positive rate of 8.03%. Test batch
8 sees an average detection rate of 89.76% and 7.1%, whereas, with HEOM, the average detection
rate is 87.7% and an average false positive rate of 9.03%. Considering confidence intervals there
is no statistical significant in the performance difference between the algorithms when used with

FeSAD and Cosine similarity as the three algorithms perform very closely.

Cosine Similarity vs HEOM Detection Rate

l_#i_“‘ D —
g1 !ql:_:;:r"'—-—_ e ] . -

Test Batch 1  TestBatch 2 TestBatch3 TestBatch4 TestBatch5 TestBatch® TestBatch7 Test Batch 8

o- HEOM Detection -e-Cosine Detection

Figure 4.22: Cosine vs HEOM Detectionk
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Cosine Similarity vs HEOM False Positive Rate

| ?&7%';'

Test E-atcl" 1 TestBatch2 TestBatch3 TestBatch4 TestBatchS5 TestBatch6 TestBatch7 TestBatch8

I

»-HEOM FPR -e-Cosine FPR

Figure 4.23: Cosine vs HEOM False Positive Rate

Analysing Figures 4.22 and 4.23, both similarity metrics are not far apart in terms of per-
formance, with the HEOM metric displaying equal or better performance when the calibration
set is not far from the test data. In terms of detection, there is little to split the two similarity
metrics; however, it can be argued that the cosine similarity may provide greater longevity as it
can achieve better detection rates in the Test Batches that stretch an old classifier which would
be test batches 3, 4 and 8 whereas the HEOM metric provides higher detection rates when the
training and calibration sets are close together, and the test set is not far from either training or

calibration set.

In terms of false positives, it is clear that the cosine similarity has the upper hand as it achieves
a lower false positive rate in every test batch except test batch 1 and test batch 5. The false positive
rates being lower with cosine similarity than the HEOM metric is potentially due to the way a
vector angle can identify the difference between samples as opposed to the modified Euclidean
distance used by HEOM. Regarding detection, the HEOM metric and Cosine similarity are on par.
The HEOM metric provides better performance in situations likelier to happen in a real-world

setting where the training and calibration sets won’t be years behind test data.
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Table 4.15 FeSAD Performance with Canberra Metric

Test
Batch

Number

Setup

Performance with Random

Forest

Performance with Bayesian
Network

Performance With MLP

Train: 2013-15
Test: 2016

Detection: 89.2%(79.0%, 95.6%)
FPR: 5.0%(2.8%, 8.4%)
Precision: 0.947(0.918,0.968)

Detection: 90.8(80.9%, 96.5%)
FPR: 3.2%(1.6%, 5.9%)
Precision: 0.966(0.939, 0.981)

Detection: 89.2%(79.0%, 95.6%)
FPR: 3.2%(1.6%,5.9%)
Precision: 0.966(0.939, 0.981)
Recall: 0.892()

1 Recall: 0.897(0.790,0.956
Calibration: 2017-18 eca (0.79¢ ) Recall: 0.932(0.809, 0.965) Unexpected Drift Reduction:
Unexpected Drift Reduction: . )
Unexpected Drift Reduction: 50%
48%
48%
Detection: 98.5%(91.7%, 99.9%) % Detection: 99.0%(91.8%, 99.9%) Detection: 99.0%(91.8%, 99.9%)
Train: 2013-15 FPR: 3.6%(1.7%, 6.1%) FPR: 6.5%(5.1%, 11.9%) FPR: 4.5%(2.4%, 7.9%)
9 Test: 2018 Precision: 0.955(0.929, 0.975) Precision: 0.938(0.908, 0.969) Precision: 0.962(0.936, 0.979)
Calibration: 2016-17 Recall: 0.985(0.917,0.999) Recall: 0.991(0.918,0.999) Recall: 0.991(0.918,0.999)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
40% 40% 42%
Detection: 90.8%(80.9%, 96.5%
Detection: 89.2%(79.0%, 95.6%) F;RG.C;;;(S ot Oé 200) ° %) Detection: 90.8%(80.90%, 96.5%)
Train: 2013-15 FPR: 2.4%(1.2%, 5.4%) PO RS, S A FPR: 7.2%(3.4%, 9.3%)
L Precision: 0.941(0.912, 0.965) .
Test: 2019 Precision: 0.973(0.950,0.987) Precision: 0.926(0.901, 0.949)
3 . . Recall: 0.908(0.809, 0.965)
Calibration: 2017-18 Recall: 0.892(0.790, 0.956) ) . Recall: 0.903(0.809, 0.965)
. Unexpected Drift Reduction: ] .
Unexpected Drift Reduction: 48% Unexpected Drift Reduction:
50% ° 46%
Detection: 92.3%(83.0%, 97.5%) Detection: 90.8(80.9%, 96.5%)% Detection: 89.6%(79.0%,95.6%)
Train: 2013-15 FPR: 9.2%(5.9%, 13.1%) FPR: 7.9%(5.1%, 11.9%) FPR: 7.2%(4.2%, 10.6%)
4 Test: 2020-21 Precision: 0.909(0.873,0.937) Precision: 0.920(0.887,0.947) Precision: 0.926(0.893, 0.952)
Calibration: 2018 Recall: 0.923(0.830,0.975) Recall: 0.908(0.809,0.965) Recall: 0.896(0.790,0.956)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
57% 46% 44%
Detection: 90.8%(80.9%, 96.5%) Detection: 93.5%(89.0%,99.3%) Detection: 93.5%(89.0%,99.3%)
Train: 2013-18 FPR: 4.7%(2.3%,5.0%) FPR: 8.4%(5.4%,12.3%) FPR: 6.9%(4.3%,10.5%)
in: -
5 T at 2019 Precision: 0.950 Precision: 0.917(0.883,0.945) Precision: 0.931(0.902,0.957)
est:
Calibrati 2020.21 Recall: 0.908(0.809, 0.965) Recall: 0.935(0.890, 0.993) Recall: 0.935(0.890, 0.993)
afibration: ; Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
48% 40% 42%
Detection: 93.5%(89.0%), 99.3%
) F;;?B‘Z;(l o °é o ° %) Detection: 93.5%(89.0%, 99.3%) Detection: 93.5%(89.0%, 99.3%)
Train: 2013-18 P 287008970, 5270 FPR: 9.2%(6.6%, 14.0%) FPR:4.2%(2.2%, 7.5%)
Precision: 0.961(0.955,0.979) . .
Test: 2020-21 Precision: 0.910(0.876,0.937) Precision: 0.956(0.928,0.975)
6 Recall: 0.935(0.890, 0.993)
Calibration: 2019 . . Recall: 0.935(0.890,0.993) Recall: 0.935(0.890,0.993)
Unexpected Drift Reduction: ) . A A
Unexpected Drift Reduction: Unexpected Drift Reduction:
45%
42% 42%
Detection: 86.2%(75.3%), 93.5%
F;l:f: :;;(2 ot Oé o0 ° %) Detection: 90.8%(80.9%, 96.5%) Detection: 86.2%(75.3%, 93.5%)
Train: 2013-15 P On870L= 97, 8. 170 FPR: 8.3%(5.4%, 12.3%) FPR: 8.9%(5.9%, 12.8%)
Precision: 0.943(0.914, 0.966) . .
Test: 2019 Precision: 0.916(0.879, 0.942) Precision: 0.906(0.870, 0.935)
7 . . Recall: 0.862(0.753,0.935)
Calibration: 2016-17 . . Recall: 0.908(0.809, 0.965) Recall: 0.862(0.753,0.935)
Unexpected Drift Reduction: B . . .
Unexpected Drift Reduction: Unexpected Drift Reduction:
49%
45% 42%
Detection: 89.2%(79.0%), 95.6%
F;;?Gl;; (4.3% 01(0 57)0 %) Detection: 87.7%(77.2%, 94.5%) Detection: 89.2%(79.0%, 95.6%)
Train: 2013-15 A FPR: 7.5%(4.8%, 11.4%) FPR: 7.5%(4.8%, 11.4%)
Precision: 0.907(0.870,0.935) .. L.
Test: 2020-21 Precision: 0.925 Precision: 0.923(0.890, 0.950)
8 Recall: 0.892(0.790, 0.956)

Calibration: 2016-17

Unexpected Drift Reduction:

46%

Recall: 0.877(0.772,0.945)
Unexpected Drift
46%

Reduction:

Recall: 0.892(0.790,0.956)
Unexpected Drift
45%

Reduction:
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Table 4.15 shows the performance of the FeSAD framework using the Canberra distance metric
instead of the HEOM metric. The first train batch maintains an average detection rate of 89.87%
across the three classifiers compared with the 98.0% average detection with the HEOM metric used.
The average false positive rate with the Canberra metric is 3.8% compared to 2.67% false positive
rate achieved by the HEOM metric. The average detection rate for test batch 2 is 98.9% with
an average false positive rate of 4.87%, whereas the HEOM metric achieves an average detection
rate of 99.1% with an average false positive rate of 1.47%. Test batch 3, with the Canberra metric
achieves an average detection rate of 90.07% and a false positive rate, and an average false positive
rate of 5.1% compared to HEOM, which achieve a detection rate of 91.8% and a false positive
rate of 6.63%. Test batch 3 shows a drop-off of performance in HEOM in terms of false positives,
whereas both similarity metrics appear similar in terms of detection despite HEOM achieving a
higher detection rate. Test batch 4 sees the detection rate average 90.73% with a false positive
rate of 8.10%, whereas, with HEOM, the false positive rate is 8.63% and detection rate is 89.43%.
Test batch 5 sees an average detection rate of 92.43% and a false positive rate of 6.67%, whereas
with the HEOM metric, the average false-positive rate is 4.03% and a detection average of 96.8%.
Test batch 6 achieves an average detection rate of 93.2% and a false positive rate of 7.0%, whereas
the HEOM achieves an average detection rate of 93.73% and a false positive rate of 6.13%. Test
batch 7 sees an average detection rate of 87.5% and a false positive rate of 7.47%, whereas, the
HEOM metric achieves an average detection rate of 91.67% and a false positive rate of 8.03%. Test
batch 8 sees an average detection rate of 88.35% and false positive of 7.3%, whereas, with HEOM,
the average detection rate is 87.7% and an average false positive rate of 9.03%. Considering the
confidence intervals, the performance differences between the three algorithms using the Canberra
Metric are not statistically significant. The FeSAD framework is able to achieve similar results

with all three algorithms using the Canberra Metric.

Canberra Metric vs HEOM Detection Rate
50 o: '\' T ""ﬂﬂ#:-_‘_-—_"-‘“':-:‘-— —

) ——————

Test E.atcf' 1 TestBatch2 TestBatch3 TestBatch4 TestBatch5 TestBatch®& TestBatch7 Test Batch 8

+ HEOM e-Canberra Metric

Figure 4.24: Canberra Metric vs HEOM Detection
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Canberra Metric vs HEOM False Positive Rate

N

Test E.atcf' 1 TestBatch2 TestBatch3 TestBatch4 TestBatch5 TestBatch®& TestBatch7 Test Batch 8

- HEOM e-Canberra Metric

Figure 4.25: Canberra Metric vs HEOM False Positive Rate

Figure 4.24 and Figure 4.25 compare the performance of the Canberra metric with the HEOM
metric. The Canberra metric tends to achieve slightly reduced detection rates compared to the
HEOM metric. The false positives with the Canberra metric are comparable to HEOM false pos-
itive rates, with the Canberra metric achieving lower false positives than the HEOM metric in
test batches 3, 4, 6 and 7. The HEOM metric achieves generally higher detection rates than the
Canberra metric, and this may be due to the HEOM metric doing a better job of normalising
each feature, whereas the Canberra metric doesn’t equalise the difference in numerical values for
features in the same way the HEOM metric does. Overall, the Canberra metric achieves compa-
rable performance to the HEOM metric, reducing misclassifications. The patterns of reduction
in detection rate and increase in false positives appear very similar between the Canberra metric
and the HEOM metric, which suggests the performance difference is down to how well the metric
can differentiate different samples from different classes, granted that the classifier performance re-
mains the same. The Canberra metric could likely achieve the same detection levels as the HEOM

metric with modifications that would address the lack of normalisation from feature to feature.
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Table 4.16 FeSAD Performance with Pearson Correlation

Test
Batch

Number

Setup

Performance with Random

Forest

Performance with Bayesian
Network

Performance With MLP

Train: 2013-15
Test: 2016

Detection: 92.3%(83.0%, 97.5%)
FPR: 3.9%(2.0%, 7.0%)
Precision: 0.959(0.932,0.977)

Detection: 90.8%(80.9%, 96.5%)
FPR: 2.2%(0.8%, 4.0%)
Precision: 0.976(0.954, 0.990)

Detection: 92.3%(83.0%, 97.5%)
FPR: 2.2%(1.1%, 4.2%)
Precision: 0.978(0.958,0.992)

1 . . Recall: 0.923(0.830,0.975) Recall: 0.923(0.830,0.975)
Calibration: 2017-18 A A Recall: 0.908(0.809, 0.965) ) .
Unexpected Drift Reduction: ) . Unexpected Drift Reduction:
Unexpected Drift Reduction:
54% 54%
53%
Detection: 100.0%(94.5%, 100%) Detection: 100.0%(94.5%, 100%) Detection: 100.0%(94.5%, 100%)
Train: 2013-15 FPR: 1.0%(0.8%, 2%) FPR: 2.2%(1.1%, 4.2%) FPR: 3.0%(1.2%, 5.7%)
2 Test: 2018 Precision: 0.990(0.974, 0.998) Precision: 0.978(0.958,0.991) Precision: 0.970(0.947,0.986)
Calibration: 2016-17 Recall: 1.0(0.945,1.0) Recall: 1.0(0.945,1.0) Recall: 1.0(0.945,1.0)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
48% 44% 44%
Detection: 90.8%(80.9%, 96.5%
Detection: 90.8%(80.9%, 96.5%) F;r‘:-czl(;;u o °i 200 ° 2 Detection: 90.8%(80.9%, 96.5%)
Train: 2013-15 FPR: 5.4%(3.1%, 9.0%) AT 0 R0 FPR: 1.2%(0.2%, 3.2%)
o Precision: 0.975(0.954, 0.990) .
Test: 2019 Precision: 0.943(0.914, 0.966) Precision: 0.987(0.970,0.997)
3 ; . ) Recall: 0.908(0.809,0.965) )
Calibration: 2017-18 Recall: 0.908(0.809, 0.965) . . Recall: 0.908(0.809, 0.965)
. Unexpected Drift Reduction: . .
Unexpected Drift Reduction: 51% Unexpected Drift Reduction:
52% ° 50%
Detection: 90.8%(80.9%, 96.5%) Detection: 92.3%(83.0%, 97.5%) Detection: 92.3%(83.0%, 97.5%)
Train: 2013-15 FPR: 3.2%(1.2%,5.7%)% FPR: 4.1%(2.0%, 7.0%) FPR: 5.0%(2.8%, 8.7%)
4 Test: 2020-21 Precision: 0.967(0.943,0.984) Precision: 0.977(0.954, 0.990) Precision: 0.949(0.921,0.970)
Calibration: 2018 Recall: 0.908(0.809, 0.965) Recall: 0.923(0.830,0.975) Recall: 0.923(0.830,0.975)
Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
63% 49% 55%
Detection: 93.5%(89.0%, 99.3%) Detection: 96.9%(89.3%, 99.6%) Detection: 93.5%(89.0%, 99.3%)
Teain: 201518 FPR: 1.4%(0.4%, 3.6%) FPR: 3.2%(1.6%, 5.9%) FPR: 2.5%(1.2%, 5.5%)
ain: -
5 Test: 2019 Precision: 0.985(0.966,0.995) Precision: 0.966(0.892,0.994) Precision: 0.974(0.950, 0.988)
Cesl'l.) tion: 2020-21 Recall: 0.935(0.89,0.993) Recall: 0.969(0.893,0.996) Recall: 0.935(0.89,0.993)
attbration: ; Unexpected Drift Reduction: Unexpected Drift Reduction: Unexpected Drift Reduction:
52% 47% 45%
Detection: 98.5%(91.7%, 99.9%
etection 6(91.7% ) Detection: 96.8%(89.3%,99.6%)% | Detection: 93.5%(89.0%, 99.3%)
. FPR: 3.8%(2.2%, 6.3%)
Train: 2013-18 . FPR: 2.4%(0.9%, 5.1%) FPR: 1.6%(0.5%, 4.1%)
Precision: 0.962(0.938,0.980) .. ..
Test: 2020-21 Precision: 0.974(0.930, 0.990) Precision: 0.983(0.962,0.993)
6 . A Recall: 0.987(0.917,0.999)
Calibration: 2019 ) A Recall: 0.968(0.893,0.996) Recall: 0.935(0.890, 0.993)
Unexpected Drift Reduction: . . . .
Unexpected Drift Reduction: Unexpected Drift Reduction:
51%
50% 51%
Detection: 90.8%(80.9%, 96.5%
F;Rec?,l(;;u e °é o ° ) Detection: 90.8%(80.9%, 96.5%) Detection: 89.2%(79.0%, 95.6%)
Train: 2013-15 PSRRI 9 10 FPR: 2.5%(1.2%, 5.5%) FPR: 3.0%(1.4%, 5.7%)
Precision: 0.965(0.948,0.986) . .
Test: 2019 Precision: 0.973(0.950, 0.988) Precision: 0.968(0.942,0.984)
7 . . Recall: 0.908(0.809, 0.965)
Calibration: 2016-17 ) A Recall: 0.908(0.809, 0.965) Recall: 0.892(0.790,0.956)
Unexpected Drift Reduction: . . . .
Unexpected Drift Reduction: Unexpected Drift Reduction:
53%
50% 49%
Detection: 89.2%(79.0%, 95.6%
F;;c;;;(s oot 01(3 1‘7)0 ) Detection: 89.2%(79.0%, 95.6%) Detection: 89.2%(79.0%, 95.6%)
Train: 2013-15 +8-97080.97%, 5.5 % FPR: 4.5%(2.4%, 7.9%) FPR: 5.6%(3.4%, 9.3%)
Precision: 0.928(0.897,0.954) L. ..
Test: 2020-21 Precision: 0.973(0.950, 0.988) Precision: 0.982(0.962,0.993)
8 Recall: 0.892(0.790, 0.956)

Calibration: 2016-17

Unexpected Drift Reduction:

52%

Recall: 0.892(0.790,0.956)
Unexpected Drift
54%

Reduction:

Recall: 0.892(0.790,0.956)
Unexpected Drift
49%

Reduction:

The results covered in table 4.16 show the performance of the FeSAD framework with the

Pearson correlation used instead of the HEOM metric and the observations are promising. The

pearson correlation achieves competitive results with the HEOM metric and in some test batches

surpasses the performance of the HEOM metric.
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detection rate of 91.6% across the three classifiers compared with the 98.0% average detection
with the HEOM metric used. The average false positive rate with the Pearson correlation is 2.7%
compared to 2.67% false positive rate achieved by the HEOM metric. The average detection rate
for test batch 2 is 100% with an average false positive rate of 2.07%, whereas the HEOM metric
achieves an average detection rate of 99.1% with an average false positive rate of 1.47%. Test batch
3, with the Pearson correlation achieves an average detection rate of 90.3% and an average false
positive rate of 2.93% compared to HEOM, which achieve a detection rate of 91.8% and a false
positive rate of 6.63%. Test batch 4 sees the detection rate average 94.23% with a false positive
rate of 4.10%, whereas, with HEOM, the false positive rate is 8.63% and detection rate is 89.43%.
Test batch 5 sees an average detection rate of 94.23% and a false positive rate of 2.43%, whereas
with the HEOM metric, the average false-positive rate is 4.03% and a detection average of 96.8%.
Test batch 6 achieves an average detection rate of 96.3% and a false positive rate of 7.0%, whereas
the HEOM achieves an average detection rate of 93.73% and a false positive rate of 6.13%. Test
batch 7 sees an average detection rate of 90.1% and a false positive rate of 2.93%, whereas, the
HEOM metric achieves an average detection rate of 91.67% and a false positive rate of 8.03%. Test
batch 8 sees an average detection rate of 89.67% and false positive of 7.3%, whereas, with HEOM,
the average detection rate is 87.7% and an average false positive rate of 6.33%. Considering the
confidence intervals, the performance differences between the three algorithms while using the

Pearson Correlation are not statistically significant.

Pearson Correlation vs HEOM Detection
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Figure 4.26: Pearson Correlation vs HEOM Detection Rate
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Pearson Correlation vs HEOM False Positive Rate
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Figure 4.27: Pearson Correlation vs HEOM False Positive Rate

The performance of the Pearson Correlation compared to the HEOM metric is strong. Figure
4.26 shows the FeSAD framework with Pearson Correlation provides better detection performance
than the HEOM metric in Test batch 4, which suggests it may have greater longevity when recal-
ibrated with newer data. The HEOM metric generally achieves marginally higher detection rates;
however, the difference is marginal, and the FeSAD framework achieves more consistent results
with the Pearson Correlation. The false positive rates achieve using the Pearson correlation are
less erratic than with the HEOM metric; however, in terms of percentages, they are on par with
each other with the patterns of increase in false positive rates over time. The Pearson correlation
can consistently improve the detection rate in the same way HEOM does, with its effectiveness

particularly clear in the Test Batches, which involve long periods without retraining.
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Similarity Metric Average Performance Random Forest

100
98.75
97.5
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I HEOM B Cosine Similarity [ Canberra Metric [ Pearson Correlation

Figure 4.28: Random Forest Performance per Similarity Measure

Similarity Metric Average Performance MLP

100
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Test Batch 1 Test Batch 2 Test Batch 3 Test Batch 4 Test Batch 5 Test Batch 6 Test Batch 7 Test Batch 8

W HEOM

B Cosine Similarity [ Canberra Metric [ Pearson Correlation

Figure 4.29: MLP Performance per Similarity Measure
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Similarity Metric Average Performance Bayesian Network
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Figure 4.30: Bayesian Network Performance per Similarity Measure

Figures 4.28, 4.29 and 4.30 observes the detection patterns for each classifier used by the FeSAD
framework per similarity metric. Observing figure 4.28, which displays the performance for the
random forest configuration, we see that the HEOM metric and Cosine similarity metric perform
the best in random forest. The HEOM metric achieves marginally higher detection rates in test
batches 1, 4, 7 and 8, with equal performance in test batch 2. The Cosine similarity metric achieves
higher detection rates in test batches 3, 5, and 6. When used, the Canberra metric is the weakest
overall of the four similarity metrics, with the Random Forest displaying lower detection rates
than its counterparts. The Pearson correlation displays near-equal performance to the HEOM and
cosine similarity metrics in test batches 2, 3, 4, 5, 6, 7 and 8. All four similarity metrics show strong
detection rates with the Random Forest and, in most cases, show marginal differences in detection
rates, which implies the approach taken by the FeSAD framework is consistent across more than
one similarity metric. The Canberra metric being the weakest, may require further modifications
to match the other three metrics in terms of detection consistently. The slight differences in
detection rates between the four metrics come down to how well each metric separates the numeric
data and how the metrics react to being combined with the prediction weights we designed to
create maximum differentiation between benign and ransomware samples. Figure 4.29 displays
the differences in detection rates achieved by the FeSAD framework when used with the MLP and
different similarity metrics. Test batch 1 sees a clear distinction between the results achieved by
the HEOM and Cosine similarity metrics and the Canberra metric and the Pearson correlation;
however, batches 2 to 7 see consistent detection rates across all four similarity metrics. Figure 4.30
shows the performance of the FeSAD framework when using the Bayesian network combined with
the four similarity metrics, and the results follow a similar pattern to the previous two algorithms.
The Canberra metric achieves strong results in test batch 2 with a higher detection rate than
the HEOM metric, which has shown consistently strong detection rates across all tests thus far.

Test batch 3 shows a similar pattern to the previous tests, with the cosine similarity achieving
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a slightly higher detection rate than its counterparts. Test batch 4 sees the Pearson correlation
achieve a slightly higher detection rate than its counterparts which are matched on detection rate.
Test batches 5 to 8 see mixed results; however, the HEOM metric performs consistently the best.
All four similarity metrics achieve relatively consistent performance, with the Bayesian network
showing increases and decreases consistently with the patterns observed in the other algorithms
per test batch. Overall in terms of detection rate, the approach taken by the FeSAD framework
can perform interchangeably with different similarity metrics to improve the detection rates of
a classifier affected by concept drift. There are observable differences in performance between
underlying algorithms, and this comes down to the feature sets produced by the FeSAD framework
using different algorithms and the subsequent prediction probabilities produced by each of these

algorithms during their classification phase.

163



Damien Warren Fernando PhD Thesis

False Positive Rate Per Similarity Metric Random Forest
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Figure 4.31: Random Forest FPR per Similarity Measure

False Positive Rate Per Similarity Metric Bayesian
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Figure 4.32: Bayesian Network FPR per Similarity Measure
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False Positive Rate Per Similarity Metric MLP
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Figure 4.33: MLP FPR per Similarity Measure

Observing Figures 4.31, 4.32 and 4.33, the false positive rate across all algorithms and similarity
measures stay controlled under 10% in even extreme testing situations such as test batches 3, 4,
7 and 8. The HEOM metric, which was observed to be the most stable detection rate, appears
to degrade faster than the other similarity measures when taking false positives into account.
The Pearson correlation shows the lowest increase in false positives over time, especially when
combined with the MLP and the Bayesian Network. The false positive rate, in many instances
increase, would be due to the data and the introduction of benign files that behave like ransomware;
however, it is clear the Pearson Correlation is not as affected. The Pearson correlation showing the
resistance to false positives may be due to it not being distance or vector based and it quantifying
the linear relationship between samples; this may be able to capture the subtle difference between
some benign samples and ransomware better than distance or vector based measure. The measures
being taken in relation to ransomware may also explain the more consistent detection statistics,
whereas some configurations of algorithms with similarity metrics appear to show a higher false

positive rate.
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Average Reduction in Abnormal Drift
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Figure 4.34: Average Abnormal Reduction

Figure 4.34 summarises how well the FeSAD framework captures future drift based on the drift
observed between the training and calibration data sets. Figure 4.17 assessed the abnormal drift
reduction per classifier when using HEOM, and figure 4.34 shows the abnormal drift reduction
per similarity measure. The abnormal drift reduction represents the reduction in samples showing
a level of drift that the framework does not expect in the test data. The drift boundaries are
calculated using the calibration set, and retraining is recommended when the abnormal samples
exceed the threshold. The reduction in abnormal samples suggests the extension of the lifespan
of a classifier, as the classifier does not see the same level of uncertainty within a period. The
reduction percentage in abnormal drift is quite consistent between the HEOM, Cosine similarity
and Pearson Correlation, with the Canberra metric proving slightly less effective. The HEOM
significantly reduces test batches 1, 2, and 7, whereas the Pearson correlation shows the highest
reduction in abnormal samples in test batches 3, 4, 6 and 8. The reduction levels are fairly
consistent between all similarity metrics and provide evidence the calibration data captures a
significant amount of the drift observed in future test data. The different reduction levels often
come down to the drift between the calibration data and the training data compared to the test data
drift; it might be advisable to use multiple calibration datasets to capture the maximum variation
between ransomware samples over the years. The FeSAD framework can maintain a consistent

level of abnormal sample reduction across all test batches when using different similarity metrics.
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Table 4.17 Navarra University Dataset with FeSAD Similarity Configurations

Bayesian . Bayesian Bayesian
Random Random Bayesian Random Random
. Network . . Network i Network
Forest with . Forest with Network Forest with ) Forest with )
with . ) i with with
HEOM Cosine with Cosine Canberra Pearson
HEOM Canberra Pearson
Detection: Detection: Detection: Detection: Detection: Detection: Detection: Detection:
99.9% 99.9% 99.9% 99.9% 99.9% 99.9% 99.9% 99.9%

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

(99.8%, 99.9%)

Tested on FPR: 0.4% FPR: 0.3% FPR: 0.2% FPR: 0.3% FPR: 0.2% FPR: 0.2% FPR: 0.2% FPR: 0.3%
Training (0.2%,0.5%) (0.2%, 0.5%) (0.1%, 0.2%) (0.2%, 0.5%) (0.1%, 0.4%) (0.1%, 0.4%) (0.1%, 0.4%) (0.2%,0.5%)
Distribu- Precision: Precision: Precision: Precision: Precision: Precision: Precision: Precision:
tion 0.998 0.997 0.998 0.997 0.998 0.998 0.998 0.997
(0.997,0.998%) (0.996, 0.998) (0.996,0.997) (0.996, 0.998) (0.996,0.997) (0.996, 0.997) (0.996,0.997) (0.996, 0.998)
Recall: 0.998 Recall: 0.99 Recall: 0.999 Recall: 0.999 Recall: 0.999 Recall: 0.999 Recall: 0.999 Recall: 0.999
(0.998, 0.999) (0.998, 0.999) (0.998, 0.999) (0.998,0.999) (0.998,0.999) (0.998,0.999) (0.998,0.999) (0.998,0.999)
Detection: Detection: Detection: Detection: Detection: Detection: Detection: Detection:
94.7% 96.7% 95.1% 96.8% 93.2% 93.2% 95.1% 96.4%
(88.9%, 98.0%) (91.3%, 99.0%) (88.9%, 98.0%) (91.2%, 99.0%) (86.6%, 96.9%) (86.6%, 96.9%) (88.9%, 98.0%) (91.3%, 99.0%)
Tested on FPR: 0.8% FPR: 0.2% FPR: 0.5% FPR: 0.5% FPR: 0.5% FPR: 0.3% FPR: 0.9% FPR: 0.3%
Zero-Day (0.6%, 0.9%) (0.1%, 0.3%) (0.3%, 0.6%) (0.4%,0.6%) (0.4%,0.6%) (0.2%, 0.4%) (0.8%,1.0%) (0.2%, 0.4%)
Distribu- Precision: Precision: Precision: Precision: Precision: Precision: Precision: Precision:
tion 0.991 0.967 0.994 0.995 0.994 0.996 0.990 0.996

(0.989, 0.992)

Recall: 0.943
(0.889, 0.980)

(0.964, 0.969)

Recall: 0.967
(0.913,0.990)

(0.993, 0.995)

Recall: 0.951
(0.889, 0.980)

(0.994, 0.996)

Recall: 0.968
(0.912,0.990)

(0.993,0.995)

Recall: 0.932
(0.866,0.969)

(0.995,0.997)

Recall: 0.932
(0.866, 0.969)

(0.989,0.991)

Recall: 0.951
(0.889, 0.980)

(0.995,0.997)

Recall: 0.964
(0.913,0.990)

Table 4.17 shows the results of using the different similarity measures on the Navarra dataset.

As with the experiments presented in table 4.13 the MLP is not used due to its incompatibility with

the data format of the Navarra university dataset. The base random forest algorithm achieves a

detection rate of 89.5% and a false positive rate of 10.5%.

The Bayesian network achieves a

detection rate 92.1% detection rate and a false positive rate of 0.9%. Both algorithms combined

with the FeSAD framework show improved detection and false positive rates with all three similarity

metrics. The Bayesian network achieves slightly higher detection rates than the random forest

when used with the FeSAD framework. The HEOM metric achieves an average detection rate

of 95.5% on the zero-day distribution. The average false positive rate is at 0.5%; however, the

Bayesian network achieves a lower false positive rate than the random forest. The detection rate

achieved using the cosine similarity is 95.95% with an average false positive rate of 0.5%. The

FeSAD framework achieves an average detection rate of 93.3% with the Canberra metric with a

false positive rate of 0.4%. The FeSAD framework achieves a detection rate of 95.9% using the

Pearson correlation and an average false positive rate of 0.6%. Overall, the FeSAD framework can

use different similarity metrics combined with the random forest and Bayesian network to achieve

strong results on the zero-day dataset of the Navarra university ransomware dataset. Overall, the

difference between the algorithms is not statistically significant, and they perform at a strong and

consistent level when used with the FeSAD framework. The confidence intervals are noticeably

smaller here compared to other experiements due to the size of the Navarra dataset.
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4.6.1.1 Summarising FeSAD with Different Similarity Metric

Overall, the FeSAD framework has proven to be capable of working with different similarity metrics
to achieve strong detection results under concept drift. The first metric used, HEOM, appears to
be very stable and consistent in the detection area, whereas the Pearson correlation seems to
be the most stable when considering false positives. All similarity metrics help keep detection
stats high and present results that are quite consistent, not just in numerical terms, but the
degradation patterns appear consistent with each other. The FeSAD framework working with
different similarity metrics is critical as it allows it to work with different datasets for which different
similarity metrics could be better suited. The reduction in observed abnormal samples is also quite
consistent, and this shows that the selected similarity metrics can capture a high proportion of the
drift that can occur from training to test set, thus allowing a longer lifespan for a classifier. Notably,
the approach taken FeSAD framework appears to be transferrable between different similarity
metrics with minimal modification to calculations except for modifying the thresholds for each
metric depending on the number they produce. We do not use the log calculations for the cosine

similarity as it is already banded with no further need to shrink the drift metrics generated by it.
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Table 4.18 FeSAD Train and Test Time Periods

Random Forest

Bayesian Network

MLP

Train:2013-15
Test:2016-17

Original Detection Reduction:

22.7%(12.6%, 35%)
FeSAD Detection Reduction:
0%(0%, 7.3%)

Original Detection Reduction:

17.0%(7.0%, 29.9%)
FeSAD Detection Reduction:
0%(0%, 1.9%)

Original Detection Reduction:
24.7%(15.4%, 38.8%)

FeSAD Detection Reduction:
0%(0%, 1.0%)

Train:2013-15
Test:2018

Original Detection Reduction:

5.7%(0%, 15.6%)
FeSAD Detection Reduction:
0%(0%, 2.0%)

Original Detection Reduction:

2.6%(0%, 11.6%)
FeSAD Detection Reduction:
0%(0%, 1.9%)

Original Detection Reduction:
3.7%(0%,9.6%)
FeSAD Detection Reduction:
0%(0%, 1.9%)

Train:2013-15
Test:2019

Original Detection Reduction:

11.1%(3.9%, 24.8%)
FeSAD Detection Reduction:
4.0%(0%, 12.4%)

Original Detection Reduction:

5.8%(0%, 13.4%)
FeSAD Detection Reduction:
2.1%(0%, 11.4)

Original Detection Reduction:
41.6%(29.1%, 54.4%)
FeSAD Detection Reduction:
4.1%(0%, 12.5%)

Train:2013-15
Test: 2020-21

Original Detection Reduction:

13.6%(3.1%, 23.0%)
FeSAD Detection Reduction:
6.3%(0%, 15.6%)

Original Detection Reduction:

17.0%(7.0%, 29.9%)
FeSAD Detection Reduction:
2.1%(0%, 11.6%)

Original Detection Reduction:
55.0%(41.0%, 66.0%)
FeSAD Detection Reduction:
8.4%(0%, 18.2%)

Train:2013-18
Test:2019

Original Detection Reduction:

9.8%(3.1%, 20.2%)
FeSAD Detection Reduction:
0%(0%, 7.2%)

Original Detection Reduction:

5.8%(0%, 13.4%)
FeSAD Detection Reduction:
0%(0%, 1.9%)

Original Detection Reduction:
22.0%(12.7%, 35.6%)

FeSAD Detection Reduction:
0%(0%, 1.9%)

Train:2013-18
Test:2020-21

Original Detection Reduction:

5.8%(0%, 15.6%)
FeSAD Detection Reduction:
2.1%(0%, 9.8%)

Original Detection Reduction:

6.7%(0%, 13.1%)
FeSAD Detection Reduction:
0%(0%, 1.9%)

Original Detection Reduction:
22.0%(12.7%, 35.6%)
FeSAD Detection Reduction:
3.9%(0%, 9.8%)

The results in Table 4.18 shows the reduction in detection performance when the machine

learning classifiers were exposed to new data that showed concept drift. We observe that the FeSAD
framework reduced the detection rate in all cases; however, this table also demonstrates that the
FeSAD framework can indeed help extend the lifespan of a machine-learning ransomware detection
system. The first case we observe is the training in 2013-15 and testing on 2016-17 data. The FeSAD
framework maintains the detection rate the base classifier achieves or improves it when tested with
the three machine learning algorithms; it can reduce degradation significantly. The case of training
on 2013-15 data and testing on 2018 data shows less degradation, but the FeSAD framework can
reduce degradation to either 0% or increase the performance of the classifier in this time period.
The FeSAD framework, when trained on 2013-15 data and tested on 2019 and 2020-21 data was not
able to reduce degradation to 0; however, was able to reduce degradation significantly. The case
of training on 2013-18 data and testing on 2019 data again shows FeSAD reducing degradation to
0 or increasing performance in all three cases. In the case of testing the same model on 2019 data,
the FeSAD framework achieves low degradation and 0% degradation with the Bayesian network.
The FeSAD framework can remain effective in time, especially in the first two test scenarios, where
it consistently maintains 0% degradation on 2016, 2017 and 2018 data despite being trained on
data from 2013-2015. The degradation experienced due to ransomware from up to 6 years after
the classifier was trained limited significantly, with the FeSAD framework further justifying its
effectiveness in increasing the time between retraining. The classifiers trained on 2013-18 data
show low degradation when tested on 2019 and 2020-21 data; therefore, theoretically, the classifier
trained on the 2013-18 data could be stretched beyond 2019 to 2020 or 2021. When tested on
2020-21 data, the low degradation is also promising, with the Bayesian network experiencing no

degradation, whereas the Random Forest and MLP experience low degradation. The results shown
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in Table 4.18 reinforce the idea that the FeSAD framework can help extend literal time periods

between retraining and reduce the effect of concept drift over time on a classifier.

4.7 FeSAD Results Discussion

Overall the results obtained by the FeSAD framework have fulfilled what the framework is designed
to do. The FeSAD framework significantly improves machine-learning ransomware detection sys-
tems’ detection rate and performance under concept drift. The robustness of the FeSAD framework
is tested using various scenarios which introduce ransomware outside the distribution of the train-
ing set. The FeSAD framework shows the ability to reduce performance degradation and extend
a classifier’s lifespan. The FeSAD can measure the health of a classifier by the number of samples
showing unexpected drift; this characteristic is measured by the FeSAD drift decision layer, which
uses the prediction probability of the classification and the statistical similarity of the sample to
the class it is placed in by the underlying algorithm. The FeSAD framework tunes the tolerances
for drift by measuring the changes in concept drift across different ransomware datasets. Using
calibration with drifting data provides the FeSAD framework greater insight into drift patterns
and how much drift should be expected in addition to the drift seen in the original training set.
The use of drift calibration helps extend the lifespan of the classifier, as the FeSAD framework
will naturally encounter fewer samples that show a higher level of drift than expected. The av-
erage reduction in samples showing unexpected drift is almost 50%, which would infer that the
time between retraining could be stretched up to 50%. The percentage reduction in unexpected
drift is not the direct increase time between retraining as this would stretch the classifier to its
maximum, and ideally, this scenario should be avoided. The FeSAD framework has also provided
evidence that it can work effectively with different machine-learning algorithms while combining
different similarity metrics with these algorithms to calculate drift. Naturally, different algorithms
and similarity metrics will be better suited for specific problems; however, FeSAD being agnostic
of similarity measures and classifier allows it to adapt to different ransomware datasets.

The FeSAD framework achieves strong results with the API call features, registry activity, I/O
data and the network data chosen for these experiments. We chose API calls as features for our
dataset and experiments as they offer insight into the operation of ransomware in the early stages
of its execution. The idea behind choosing these features is that a ransomware infection could hap-
pen and will eventually surpass End-Point protection systems’ pre-execution safeguards. With the
constant evolution of ransomware and delivery methods, it is highly plausible that a ransomware
sample can be delivered to an end-point and will begin executing before it can be detected. The
FeSAD framework assumes that zero-day ransomware will eventually breach pre-execution protec-
tion mechanisms, attempt to encrypt an end-point and begin propagating through the network.
The early execution API calls used for the FeSAD framework should identify ransomware as it is in
the early stages of its execution and prevent irreparable damage to an end-point and thus prevent
the spread of the ransomware through the network. The ability of the FeSAD framework to iden-
tify the ransomware that may display execution behaviour different to the baseline identified by a
machine-learning classifier makes it an effective solution to act as the last line of defence against
ransomware infections, not considering backups of files as file backups do not prevent damage to
systems and networks. The datasets provided by external entities provide a neutral test for FeSAD
and assurance that the FeSAD system can operate with different features and feature sets; however,

the features and data in other datasets cannot be guaranteed effective for the early detection we
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seek. The complexity of each part of the FeSAD algorithm is discussed in Chapter 3.4, the overall
complexity of the FeSAD framework in O(nlogn). The framework’s complexity is adequate, and
the log calculations are necessary to maintain clear distinctions between drifting ransomware and

benign files.

4.7.1 Evaluating Confidence Intervals for FeSAD

This subsection addresses the confidence intervals observed when testing the FeSAD framework.
The FeSAD framework used test datasets spanning from 2016 to 2021 with 65 ransomware samples
and 275 benign samples, respectively. The confidence intervals are observed when the framework
is stretched, especially in test batches 7 & 8 where confidence intervals above 7% are observed. It
is important to understand that wider confidence intervals are inevitable with a smaller dataset
unless the classifier is either flawless or very close to being flawless. The confidence intervals of
the FeSAD framework are smaller than those of the underlying classifiers without FeSAD. The
FeSAD framework combined with the Pearson Correlation, Cosine Similarity and HEOM metric
all show instances of tight confidence intervals for both ransomware and benign files; however,
for ransomware, achieving consistently low confidence intervals proves difficult due to the size of
the test sets. The confidence intervals observed from testing on the Navarra University dataset
are consistently smaller and not exceeding 4%; however, this is also attributed to the zero-day
test set provided by Navarra University, which contains 114 ransomware trace samples. The
FeSAD framework has consistently shown it can improve detection under concept drift, but the
datasets used to test these scenarios could be expanded to improve confidence in the framework’s
performance. Observing the FeSAD framework’s performance when classifying benign files, the
confidence intervals observed are consistently smaller than without the FeSAD framework and this
performance scales when tested with the Navarra University dataset, which contains more than
11,000 benign file trace samples with the FeSAD framework achieving a false positive rate below 1%
with confidence intervals between 0.1% to 0.3%. The tests carried out with the Navarra University
dataset show that when exposed to larger datasets, the FeSAD framework’s performance can scale
up, and the wider confidence intervals seen in our own experiments are contributed to by having
relatively small test sets. Unfortunately, the test data sets are limited in size due to the difficulty
in obtaining hundreds of unique ransomware samples without significant financial outlay, but the
FeSAD framework’s ability to scale its performance is demonstrated when exposed to a larger

feature set.

4.8 Impact of FeSAD

FeSAD is impactful in multiple ways and has significance in ransomware detection. The first ma-
jor impact FeSAD has is that it provides a way for ransomware detection systems to adapt to a
rapidly changing and evolving ransomware horizon. The FeSAD framework enhances detection
performance under concept drift; therefore can extend periods between retraining. The FeSAD
framework can measure the concept drift present in ransomware, allowing users to quantify and
track ransomware evolution through almost a decade. Tracking the evolution of ransomware al-
lows users to better prepare for future ransomware. The FeSAD framework better prepares a
machine learning detection system for ransomware evolution, which has proven inevitable through

our research. The framework’s impact in helping detection in the face of rapid evolution has other
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implications. The economic impact created by ransomware, specifically zero-day ransomware at-
tacks, can be reduced through a specifically designed system to detect evolved ransomware strains.
The impact of a system that can handle and adapt to concept drift scenarios is particularly impact-
ful due to the dangers posed by ransomware and the irreversible nature of a ransomware infection.
The FeSAD framework is also particularly impactful in the research space because this approach
is an approach that can be applied in other malware detection fields to counteract concept drift in
other malware fields. The FeSAD framework provides the ability to find a baseline to determine
between malign and benign behaviour, which can be altered to adapt to the evolution in the field.
Overall, the FeSAD framework is impactful on different fronts and provides a meaningful impact

on the research space in what it has achieved.

4.9 Concluding Remarks

Overall, the results of the FeSAD framework show it is effective at significantly reducing the effect
of concept drift on ransomware detection systems and extending the time a classifier can be reliably
used. The FeSAD framework shows that combining underlying machine learning algorithms and
the external drift metric helps dynamically identify and adapt to concept drift. The importance
of choosing an appropriate underlying algorithm is high, as not all machine learning algorithms
can perform with certain feature sets and data types, even though the FeSAD framework is de-
signed to do so. FeSAD works assuming that the feature set and underlying algorithm are proven
effective detection methods for ransomware, at least at some point. Despite its evolution, the
FeSAD framework proves that it is possible to identify a baseline behaviour for a malware type
like ransomware. The ability to find behavioural constants is demonstrated in Figure 4.21, where
it is clear that the most important API calls used by ransomware may change in importance over
time, but they do not become completely irrelevant, and some API calls maintain high importance
through time and ransomware evolution which can be pivotal in detecting under concept drift.
The changes in API call importance can help identify when changes in behavioural patterns are
expected and unexpected, which naturally helps identify potential misclassifications. The central
concept the FeSAD framework takes advantage of is that ransomware behaviour has a certain level
of difference compared to benign software behaviour. The statistical and algorithmic measures we
use can capture these differences despite the evolution of the malware. We have tested the FeSAD
framework on our API dataset, the dataset produced by Imperial University, which contains API,
registry and network data and the dataset produced by researchers at Navarra University, which
uses network data and I/O data. The FeSAD framework proves to be effective on different feature
types; however, we observe that the API call behaviour of ransomware is more easily distinguish-
able from benign files, not just statistically but through the uncertainty shown by the machine

learning algorithms when misclassifying ransomware as benign.
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Chapter 5

Conclusion & Future Work

This chapter concludes the work covered in this thesis, revisits the objectives and contributions,
and evaluates how these have been achieved. This chapter will discuss the future possibilities for

the FeSAD framework and ransomware detection.

5.1 Research Objective

- To review the most recent and cited studies for ransomware detection.
- To review relevant studies on concept drift in data, in malware detection.
- To create a dataset which will allow a framework to be tested under concept drift.

- To test feature selection algorithms to determine if they can help build resilience against

concept drift.

- To propose a new framework for ransomware detection which will be able to detect drift
and adapt the feature set if possible (If an algorithm used allows local replacement). This
framework should reduce training and only resort to completely retraining the system as a

last resort.

- To find commonalities between different machine learning algorithms which will be used in
order to build an aspect of the framework which will allow the algorithm to be adapted

instead of retraining.

5.2 Research Hypotheses

To achieve the research objectives, the following hypotheses have been defined.

- The shortcomings and challenges of current research in ransomware detection, concept drift and

feature selection algorithms will help us improve ransomware detection.

- A genetic algorithm can improve ransomware detection feature sets and help us identify compo-

nents that improve performance under concept drift.

- Machine learning algorithm metrics combined with statistical metrics accurately and reliably

classify ransomware that evolves in time.
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- It is possible to extend the lifespan of a machine learning classifier for ransomware by integrating

concept drift into the training and evaluation process.

The first objective is accomplished through a thorough literature review which evaluates vari-
ous studies that use machine learning for ransomware detection. The literature review also reviews
general malware detection studies that use machine learning as a detection mechanism. The first
phase of experiments shown in this thesis details experiments that test machine learning algorithms
on various ransomware datasets. The ransomware datasets used in the first experimental phase are
procured online or through data taken from Cuckoo Sandbox executions. The independent exper-
iments that test various popular machine learning algorithms gave an insight into what algorithms
had the best natural resistance against concept drift.

The second objective is to create a framework that detects ransomware and benign samples
showing concept drift; this is achieved through the FeSAD framework. The FeSAD framework uses
a statistical measure and takes data from the underlying algorithm to determine which samples
behave outside the boundaries the classifier expects. The FeSAD framework has proven highly
effective in detecting drift; however, it was not enough to identify drift.

The third objective was to create a framework that can extend the lifespan of an M-L ran-
somware detection system, and the Drift Calibration and Drift Decision Layer accomplish this.
The FeSAD framework uses the statistical data and underlying M-L data from the training set
and a data calibration set to define drift thresholds for samples that help identify the ransomware
that has been classified as benign and benign files that have been classified as ransomware. The
FeSAD framework’s integration of drift allows it to significantly reduce the effects of concept drift
on a machine learning classifier, slowing performance degradation and reducing ransomware mis-
classification. The FeSAD framework’s use of drift metrics allows it to anticipate concept drift and
accounts for significant amounts of the change seen in ransomware behaviour in our eight-year test
period. The fulfilment of the objectives would imply that the initial research hypotheses defined

at the start of the project have been proven to be true.

5.3 Threats To Validity

This section discusses aspects of the research that can be improved and adjusted to increase the

validity of the work.

- The test data sets designed to simulate concept drift scenarios could increase in size. The Test
datasets contain 65 ransomware samples each, and show the consistent ability to reduce
the effects of concept drift on a detection system. The confidence intervals observed when
using small datasets are naturally wide and do not provide enough reassurance in model

performance; therefore, increasing the size of the test sets is beneficial.

- The decision boundaries for misclassification can be tuned; currently, it is derived from a midway
point between the two distributions. The decision boundary can be derived from past mis-
classifications and correct classification as opposed to the midway point between acceptable

drift for ransomware and benign samples.

- The API-call features used by FeSAD allow the assumption that a behavioural baseline will be
maintained between ransomware and benign files due to API calls defining how a program

interacts with the Windows OS. The use of API calls assumes that ransomware will always
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have to have some behavioural elements that will set it apart from benign files. These
elements cannot suddenly change in a rapid drift scenario. It would be useful to use other
feature types besides API-calls to establish behavioural baselines in other aspects in the event

ransomware is able to mask itself through it’s API-call behaviours completely.

- The 0.5 threshold value for the important features defined by the feature ranker could be derived
by analysing multiple data sets. Additionally, the feature ranker could be redesigned to
identify features with consistently high information gain with little reduction in information

gain over different distributions.

5.4 Future Work

- The FeSAD framework achieves strong detection rates under concept drift with all the algorithms
it was tested with; however, it would be desirable to achieve detection rates closer to 100%.
The detection rates achieved are impressive especially considering the degradation observed

without FeSAD; however, it is crucial to avoid any ransomware misclassifications.

- The FeSAD framework is effectively using API, network, and I/O features. It might be useful to
research further into which features are particularly used pre-encryption to ensure detection

is guaranteed before infection.

- The FeSA Layer of the FeSAD framework uses a genetic algorithm to generate strong feature sets
to be used in the FeSAD framework. The FeSA Layer provides robust performance but also
creates a performance overhead due to its operation mode and reliance on the underlying
algorithm as a fitness function. The complexity and performance overhead introduced in the
FeSA Layer can be reduced, but using a fitness function besides the underlying algorithm did
not yield the best feature sets. It is an interesting challenge to maximise the performance
of the FeSA Layer while reducing overheads; this is something that can be improved in the

future.

- The FeSAD framework provides valuable insight into ransomware behavioural patterns and the
changes that occur in these behavioural patterns. The FeSAD framework could be used
differently to integrate directly into its underlying algorithms. It may be useful to integrate
the drift data taken from the FeSAD directly into machine learning algorithms as features
and then measure the differences between performance; it would be helpful to view how a
machine learning classifier processes drift data without FeSAD being used as an independent

framework that aids the classifier.

- The theory behind the FeSAD framework could be expanded to be tested on other types of mal-
ware, not just ransomware. The FeSAD framework’s primary application is for ransomware,
and the feature sets and calibrations work mainly to maximise ransomware detection; how-
ever, it can be changed and tuned to work for other types of malware. Other types of
malware could be detected if the approach to feature selection is altered and the type of

features gathered are tuned to adapt to the malware type in question.

- The FeSAD framework is designed to work with different similarity measures and underlying
machine-learning algorithms and is proven to improve machine-learning algorithm resistance

to concept drift. In terms of future work, existing solutions to concept drift can be looked at
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to pinpoint areas for the framework to be improved. The closest solution that shares design
and conceptual elements with FeSAD would be the Transcend/Transcendent system, and it
can be argued that the FeSAD framework builds takes concept drift detection a step further
by detecting drift and reliably classifying. Samples that are identified as showing drift. The
FeSAD framework does have a retrain feature once performance degradation has reached
a threshold; however, currently, this threshold is user-defined, whereas, with a system like
Transcend, the framework uses its calculations to determine the retraining threshold based

on user standards.

- The FeSAD framework’s drift boundaries could be refined and tuned beyond the midpoint be-
tween the two distributions. The use of probabilities from the underlying classifiers could
also be calibrated to ensure further reliability; this is in the context of tuning prediction
probabilities as opposed to using default thresholds of 0.5 for binary classification. Overall,
there are aspects of the conformal evaluator, such as its retrain, and performance thresh-
olds which could be integrated into the FeSAD framework, and values like credibility and

confidence could be used in place of a similarity metric according to the FeSAD framework.

5.5 Concluding Remarks

Overall the work covered in this thesis has contributed to improving ransomware detection and
provides valuable insight into the evolution of ransomware and its effects on ransomware detection
systems. Ransomware is currently a prominent issue in the malware detection space, and it costs
businesses and individuals a lot in terms of downtime and financial cost. The importance of
addressing how ransomware evolves and finding a feasible solution is high. The Ransomware
detection space in research contains much work that relies on machine learning classifiers to detect
ransomware and zero-day ransomware; however, vulnerabilities of these detection systems are
not addressed in a meaningful way, and often the solutions involve the detection of changes and
retraining. The reliance on misclassifications to detect classifier degradation is inadequate when
dealing with ransomware. The work shown in this thesis effectively addresses the issues with the
current work in ransomware detection and takes a step in the right direction when dealing with

ransomware evolution.
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