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Abstract

The primary aim of this study was to explore cybersecurity threats in agriculture 4.0
and 5.0, as well as possible mitigation strategies. A secondary method was employed involving
narrative review in which many studies on cybersecurity were sampled and analyzed. The study
showed that the main risks that increase cybersecurity threats to agricultural organizations
include poor cybersecurity practices, lack of regulations and policies on cybersecurity, and
outdated IT software. Moreover, the review indicated that the main cybersecurity threat in
agriculture 4.0 and 5.0 involves denial of service attacks that target servers and disrupt the
functioning of relevant smart technologies, including equipment for livestock tracking, climate

monitoring, logistics and warehousing, and crop monitoring. The analysis also revealed that
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malware attacks occur when hackers change the code of a system application to access sensitive
farm-related data and may alter the operations of the digitized systems. Some of the impacts of
cybersecurity breaches were noted to include data loss, reduced efficiency of digitized systems,
and reduced food security. A crucial mitigation strategy against cybersecurity threats includes
using advanced technologies such as artificial intelligence (Al), blockchain, and guantum
computing to improve malware detection in Internet of Things (loT) digital equipment and
ensure faster response to any threats. The other mitigation measures include training employees
on best cybersecurity practices and creating guidelines and regulatory standards on best

cybersecurity practices.

Keywords: Cybersecurity, threats, security, agriculture, mitigation, artificial intelligence

1.0 Introduction
1.1 Background

Different industries in the contemporary world are characterized by the increased
adoption of digital technologies. Toussaint, Krima, and Panetto (2024) describe the
phenomenon as the fourth industrial revolution or Industry 4.0, where the industry world is
digitally transformed. A feature of Industry 4.0 is the increased application of digital
technologies, including the Internet of Things (I0T), communication technologies, and industry
standards that enhance the automation and real-time exchange of data in manufacturing
processes (Suleiman et al., 2022). As such, Industry 4.0 transforms traditional production
methods to improve processes.

1.1.1 Agriculture 4.0 and 5.0 systems

A subset of Industry 4.0 is Agriculture 4.0, which describes the integration of emerging

technologies such as loT, artificial intelligence (Al), and big data into the agricultural
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production chain (Da Silveira, Lermen, and Amaral, 2021). Haloui et al. (2024) add to Da
Silveira, Lermen, and Amaral (2021) and observe that Agriculture 5.0 involves the
development of smart innovations that enable farmers to boost their production at a lower
environmental effect while resolving the political and social problems faced in food production
systems. Various applications of Agriculture 4.0 and 5.0 in the modern agricultural ecosystem
have also been widely documented. For example, Rose and Chilvers (2018) describe the
increased use of precision agriculture to ensure fertilizers, pesticides, and herbicides are used
appropriately and applied at the right time. Lu et al. (2022) reiterate Rose and Chilvers (2018)
and explain that precision fertilization and irrigation technology are important in achieving
efficient global agriculture through integrating information technology in the production chain.
The insights from Rose and Chilvers (2018) and Lu et al. (2022) emphasize that the outcomes
of implementing precision agriculture include increased productivity and reduced wastage of
essential fertilizers and water resources in farms. A diagrammatic representation of Agriculture

4.0 and 5.0, showing the integration of simulation and technology systems, is in Figure 1.
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Figure 1. Agriculture 4.0 and 5.0 system framework (Barreto and Amaral, 2018).
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In another study, Pukrongta, Taparugssanagorn, and Sangpradit (2024) supported Rose
and Chilvers (2018) and Lu et al. (2022) where they showed that precision agriculture improved
yield detection, monitoring diseases in crops, and detecting stress and water levels in crops.
Precision agriculture has also been adopted to improve the yield of livestock. A case example
was Monteiro, Santos, and Gongalves (2021), who observed that precision livestock farming
enabled farmers to monitor animals to enhance their growth, improve milk production, and
detect diseases. The insight from these studies indicates that precision agriculture, as an
application of Agriculture 4.0, facilitates the increase in yield and production of both crops and
livestock. As such, farmers can obtain more value from agriculture by relying on the insights
from advanced technologies.

Further applications of Agriculture 4.0 and 5.0 include the use of robotics and IoT to
automate different farming activities and reduce the cost overheads incurred. Yépez-Ponce et
al. (2023) suggest that robotics are adopted in agriculture to automate processes such as
fumigation, the application of chemicals, and harvesting to reduce costs and improve the
efficiency of the processes. In such a scenario, advanced robots are adopted in large-scale farms
to automate manual processes to ensure lower costs and higher efficiency in undertaking
activities such as harvesting and the application of chemicals. Hartanto et al. (2019) support
Yépez-Ponce et al. (2023) where they report the use of unmanned aerial vehicles (UAVS) as
mobile robots that automate farming tasks and facilitate data collection where aspects such as
soil moisture and nitrogen quantity can be obtained using sensors. As a result, farmers can
make more informed decisions to improve productivity and address issues faced by crops.
Gokool et al. (2023) reiterated Hartanto et al. (2019) and also showed that UAV's were applied
in monitoring crop growth and development, guiding the management of fertilizer application,
and undertaking crop mapping. Figure 2 illustrates the diverse sources of data collected from

IoT devices in a smart greenhouse.
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Figure 2. Data sources in a smart greenhouse with multiple 10T sensors (Soussi et al., 2024)

As shown in Figure 2, the data sources in a smart greenhouse are diversified, where
different types of sensors are used to collect data, such as temperature, light intensity, humidity,
and pH (Soussi et al., 2024). Further cybersecurity risks also arise as the data is transferred to
the cloud, where nefarious actors can launch attacks to compromise the data's confidentiality,
integrity, and availability. In another study, Zhao, Wang, and Pham (2023) reported that the
use of UAVs embedded with 10T sensors enabled farmers to collect data on aspects such as
crop status, soil preparation, and detection of insects and pests. The outcome of adopting
robotics and 10T sensors within the farm is an increase in the overall production and crop yield
due to improved detection of pests, efficient application of fertilizers, and monitoring of
different aspects that enhance production, including soil preparation and irrigation efficacy.

1.1.2 Cyber-security threats in Agriculture 4.0 and 5.0

Despite the potential for technologies to improve production in agriculture 4.0 and 5.0,
several challenges may be experienced. In particular, Demestichas et al. (2020) indicated that
incorporating information and communication technologies (ICT) in agriculture 4.0 and 5.0

can be accompanied by cyber-security threats where cyber-criminals engage in the theft of
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money as well as business secrets, intellectual properties, and other non-tangible assets from
agricultural companies. In other cases, cyber-attacks may interfere with the operations of smart
agricultural systems, such as drones used for spraying crops or the remote control of heating
and cooling systems in farms (Barreto and Amaral, 2018). Some of the agricultural companies
that have made global headlines due to cyber-attacks in recent years include JBS, which is one
of the largest meatpackers, the Australian beverage company named Lion, and the Florida
water system (Alahmadi et al., 2022). The cyber-security risks in agriculture 4.0 and 5.0 are
exacerbated by the trend showing that agricultural companies are not investing adequately in
the relevant cybersecurity systems, which means that attacks targeting the sector have a high
payoff potential and can attract more cyber-attackers (Barreto and Amaral, 2018).

The increase in cyber-security risk targeting smart agricultural systems has been
attributed to different factors. Zanella, da Silva, and Albini (2020) explain that smart
agriculture is affected by cyber threats due to factors such as the use of open wireless networks
for data transmission, which leads to easier exploitation by malicious actors. Demestichas,
Peppes, and Alexakis (2020) support Zanella, da Silva, and Albini's (2020) report that smart
agriculture is at risk of cybercrime due to the increasing accessibility to smart technology where
multiple points of access are available for hackers to exploit. In this regard, the threat surface
is increased where data from the farm can be accessed at home and the office. Yazdinejad et
al. (2021) add to Demestichas, Peppes, and Alexakis (2020) where they report that smart
agricultural systems employ measures that expose the reliability of the system by exposing
them to remote control while the sensors lack computational resources that support security
methods such as cryptography. The direct implication is that due to the numerous threats linked
to Agriculture 4.0 and 5.0 applications, cybersecurity causes significant data and financial
losses for farmers. Ahmadi (2023) observed that cybersecurity threats in smart agriculture

compromise privacy and confidentiality, leading to the disclosure of critical information.
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Therefore, identifying comprehensive strategies that can be adopted by farmers to secure their
smart agricultural systems is critical to supporting security in their farming applications.
1.2 Research Aim and Objectives
The core focus of this review article is to investigate the cybersecurity threats
challenging Agriculture 4.0 and 5.0 and the technological mitigation strategies adopted to
address them. The novelty of the research arises from the fact that it is the first review article
that adopts a comprehensive approach to investigate the cybersecurity threats facing
Agriculture 4.0 and 5.0 applications and identify mitigation strategies utilized to overcome the
issues. The examination of diverse review articles showcases the various cybersecurity risks
affecting Agriculture 4.0, while minimal studies have focused on the strategies that can also be
adopted to address them. The objectives of this review article include the following:
i.  Toinvestigate the cybersecurity threats facing agriculture 4.0 and 5.0.
ii.  To critically examine technological solutions adopted to mitigate cybersecurity
threats in agriculture 4.0 and 5.0.
iii.  Tocritically assess the limitations of cybersecurity mitigation measures and explore
the future directions in the area.
1.3 Paper Outline
The rest of the article is organized into four sections. The subsequent section elaborates

on the narrative review methodology adopted in the article. The third section introduces
cybersecurity threats faced in Agriculture 4.0 and 5.0. In the fourth section, the results obtained
in the review article are discussed to address the research question and the research objectives.
The final section concludes the review article and outlines the implications of the research.

2.0 Methodology
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2.1 Research Method

The methodology adopted in the current research is the narrative secondary review.
According to Demiris, Oliver, and Washington (2019), a narrative review involves the
thorough examination of published studies on a given research topic to summarize current
knowledge and known issues. The rationale for conducting a narrative review in the current
research arises from its appropriateness in summarizing current knowledge insights on the
threats of cybersecurity in agriculture 4.0 and 5.0 and the various technological mitigation
measures that are being adopted to address the issues. The researcher observes that the topic
has been broadly published in different scientific journals, and a narrative review of the
secondary sources provides a feasible methodology to address the research objectives.

Basheer (2022) also reveals that narrative reviews are adopted in exploring under-
researched topics to establish new insights and unusual perspectives in robustly researched
fields. Therefore, the narrative review will allow the researcher to identify future research
directions on the selected topic. Sukhera (2022) outlines a stepwise process adopted in
conducting a narrative review, including framing the research question, developing a search
strategy to clarify boundaries and scope, selecting research studies, and conducting the
analysis. The different steps are showcased in the subsequent sections.
2.1 Framing the Research Question

The main research question guiding the review article was stated as follows;

What cybersecurity threats challenge agriculture 4.0 and 5.0, and what technological
mitigation strategies are adopted to address them?

The research question explores the various threats of cybersecurity in agriculture 4.0
and 5.0 where modern technologies are employed, their adverse consequences, and the

various mitigation strategies adopted to address them.
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2.2 Development of the Search Strategy

With the research question clarified, the subsequent process involved developing a
search strategy to identify keywords, databases, and the inclusion and exclusion criteria
adopted in selecting relevant articles. Neilson and Premji (2023) explain that developing a
search strategy ensures that the search process is replicable by outlining the search terms,
such as keywords and syntax, including Boolean operators and field codes. The narrative
review identified databases such as Science Direct, MDPI, Scopus, and Springer Nature to
identify relevant articles. The selected databases were adopted based on their effectiveness in
ensuring updated articles on the research topic were identified. Additionally, the Google
Scholar website was used to locate relevant articles on the topic.

The subsequent phase involved deriving keywords related to the research topic, which
included Agriculture 4.0, Agriculture 5.0, Al, 1oT, ML, Cybersecurity, Threats, Mitigation,
and Strategies. The keywords were combined using Boolean logic operators AND/OR to
broaden the scope of the search process. MacFarlane, Russell-Rose, and Shokraneh (2022)
observe that combining keywords using the Boolean operators widens the search and
identifies more articles related to the research topic. The combined search phrases in the
review article were detailed as follows;

“Cybersecurity” AND “Threats” AND “Agriculture 4.0” AND “Agriculture 5.0”

AND “Mitigation” AND “Measures”

“Cybersecurity” AND “Threats” OR “Risks” AND “Agriculture 4.0” AND

“Agriculture 5.0” AND “AI” AND “IoT” AND “Mitigation” AND “Measures” OR

“Strategies”



203

204

205

206

207
208

209

210

211

212

213

214

215

216

217

218

219

2.3 Selection of Studies
The third phase involves the selection of studies that adhere to the set inclusion and
exclusion criteria. Table 1 showcases the inclusion and exclusion criteria adopted to guide the

selection of the studies.

Table 1. Inclusion and exclusion criteria

Focus Inclusion Exclusion

Studies focused on cybersecurity  Studies have not focused on
threats challenging agriculture 4.0 cybersecurity threats challenging
Scope and 5.0, and the technological agriculture 4.0 and 5.0 and the

mitigation strategies are adopted to technological mitigation strategies

address them. adopted to address them.
Period 2017-2024 Before 2017
Language English All non-English languages
Type Peer-reviewed journal articles Grey literature, blogs

As showcased in Table 1, the inclusion criteria focused on a narrow scope regarding
the cybersecurity threats challenging agriculture 4.0 and 5.0 and the technological mitigation
strategies adopted to address them. The studies were required to be current and related to the
research topic within the period 2017 to 2024. The limit ensured that updated insights would
be generated on the topic. The selected studies were also published in English to eliminate the
need for further translation, which required more time to complete. The studies were also
peer-reviewed journal articles. The exclusion criteria eliminated all studies published beyond
the scope of the research where the articles did not consider the cybersecurity threats
challenging agriculture 4.0 and 5.0 and the technological mitigation strategies adopted to

address them. Studies published before 2017 on personal websites and blogs were eliminated.
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The conducted search generated 2,587 records from databases such as Science Direct, MDPI,
Scopus, and Springer Nature. By employing the inclusion and exclusion criteria, the research
narrowed down to 213 studies that are elaborated in the critical review and analysis. A
summary of the themes, subthemes, and codes from the sampled articles is shown in
Appendix 2.
2.4 Critical Appraisal

A critical appraisal in secondary research is crucial in assessing the reliability, quality,
and relevance of sampled articles (Tod et al., 2022). The underlying aim of critical
assessment is to ensure that the articles selected are relevant in addressing the developed
research question and objectives. For this narrative review, the SANRA tool (Scale for the
Quality Assessment of Narrative Review Articles) developed by Baethge et al. (2019) was
used to assess the quality of the sampled articles. The critical appraisal process is shown in
Appendix 1. The appraisal process considered six aspects, with each aspect being rated on a
scale of 0-2. The first point involved the article's importance for the reader, where the content
of the paper aligns with the current research. The second point involved the sampled article
depicting a clear aim and questions to ensure that it is focused on the topic of research. The
third aspect was a description of the literature search, where there is a need for a clear
literature search for secondary papers considered. The fourth aspect involves proper
referencing, where key statements are all supported by citations. (Baethge et al., 2019). The
fifth aspect involves scientific reasoning, in which adequate scientific evidence is used to
back various arguments in the paper. The last aspect entails appropriate data presentation in
which data outcomes are clearly shown to reveal how objectives are addressed. After
assessing the sampled articles, it was noted that all of them were of high quality, with a score
of 10 or more out of the possible 12. Therefore, all the identified sources were considered for

analysis.
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2.5 Data Analysis

The current study employed a thematic analysis technique to identify trends in the
various studies sampled. The first step of the analysis involved going through the sampled
articles to familiarize themselves with the general objectives and key findings obtained
(Campbell et al., 2021). The second step involved coding the data by identifying repeated
ideas in different articles that are aligned with the objectives of the current study (Naeem et
al., 2023). During the coding process, the authors' similar and contrasting views on
cybersecurity threats and mitigation in agriculture were identified and highlighted. The third
step involved grouping the codes into themes to ensure a broad consideration of different
codes (Braun and Clarke, 2023). The themes were named appropriately, and the write-up was
done in several chapters, with each chapter considering a specific theme from the analysis.
2.6 Ethical Considerations

Two main ethical principles were considered in this research. The first principle
involved transparency, which entails providing clear steps on how articles were searched,
critically appraised, and selected. Transparency is crucial in secondary research because it
enables readers to replicate the study and verify or improve on its findings (Moravcsik,
2020). For this study, transparency was applied by showing inclusion and exclusion criteria,
article search process and output, and the critical appraisal process. The second ethical
principle considered was integrity, which involves applying correct referencing and accurate
reporting of data (Bell et al., 2022). Research integrity is crucial in secondary research to
improve the quality of evidence and ensure the reliability of results since the conclusions
made are based on data that can be traced and verified.
2.7 Limitations

The first limitation of this research was the propagation of bias since the author did

not gather first-hand data and, hence, did not have control over the findings from the dataset.
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As such, bias in the analysis by original authors may also be incorporated into this study. The
second limitation of this study is that the data gathered from published sources may not
reveal recent trends in cybersecurity in agriculture, especially due to the rapidly changing Al
landscape. Therefore, the data may only reveal past issues on cybersecurity problems and
solutions, leading to less accurate conclusions.
2.8 Summary

The current chapter presented a summary of steps taken in executing this research.
This study employed a narrative review design with a comprehensive search strategy. After
applying the selection criteria and SANRA assessment tool, 212 articles were sampled for
review. Thematic analysis was considered when analyzing the gathered data to develop
relevant themes. The ethical principles considered in this study included integrity and
transparency.
3.0 Cybersecurity Threats in Agriculture 4.0 and 5.0

In this section, the examination of the underlying issues leading to cybersecurity risks
in smart agriculture is undertaken. The discussion also examines the kinds of cybersecurity
threats directed at smart agriculture and the associated negative consequences of smart
agriculture.
3.1 Definition of Cybersecurity Aspects

A prerequisite to examining the factors increasing cybersecurity risks in agriculture 4.0,
the types of risks, and their consequences is to define different security aspects associated with
smart farming. The aspects are defined below.

3.1.1 Privacy

Describes the ability of the system to keep data away from unauthorized personnel and
to protect it based on individual rights (Hung and Cheng, 2009). Taji and Ghanimi (2024)

explain that in smart agriculture, privacy is important to ensure the sensitive information
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obtained from the farm, such as farming practices, use of land, and crop yields, is protected.
Kaur et al. (2022) add to Taji and Ghanimi (2024) and reveal that privacy is also important in
precision agriculture, where different types of data are collected from sensors, drones, and data
analysis technologies. As such, the farmer raises concerns about whether the data collected
from the different technologies can be accessed by unauthorized third parties as well as
technology providers. However, unlike confidentiality, Kaur et al. (2022) argue that privacy is
also concerned with ensuring that the collected data is protected in alignment with the
requirements set by the legislation and government.

3.1.2 Integrity

Property of the data being complete and accurate where no modifications are expected
to have occurred during transmission or storage processes (Lundgren and Méller, 2017). In
smart agriculture, Awan et al. (2020) argue that providing a guarantee of the integrity of the
collected data is important to ensure accurate decisions can be made in different farming areas.

3.1.3 Confidentiality

Describes the property where information is not disclosed to other unauthorized
entities, processes, or individuals (Qadir and Quadri, 2016). In smart agriculture, Kaur et al.
(2022) posit that the concerns of confidentiality align with privacy and emphasize that the data
collected from the farmers and the farm-related activities ought to be protected from
unauthorized access by other entities.

3.1.4 Availability

Describes the property of the data being easily accessible and usable upon demand by
authorized entities (Yee and Zolkipli, 2021). In smart agriculture, the concept ensures that
rightful entities within the farm can access any data they require upon demand.

3.1.5 Non-Repudiation
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Describes the property of agreeing to adhere to an obligation where actors cannot refute
their responsibility (Wheeler, 2011). As such, this concept ensures that users within smart
agriculture cannot refute what they do within the system.

3.1.6 Trust

Describes a state where the intention to accept vulnerability is based on the positive
expectations of the behavior of others under interdependence and risk conditions (Dhagarra,
Goswami, and Kumar, 2020). As a result, farmers trusting the data generated from sensors
ensures that they cannot be spoofed by the technologies and can make important decisions
using them.

3.2 Factors Increasing Cybersecurity Risks in Agriculture 4.0 and 5.0

The synthesis of diverse empirical literature reveals that cybersecurity risks in
Agriculture 4.0 and 5.0 arise due to multiple issues. This topic is divided into three main phases,
which include framework, taxonomies, and cyber threats relevant to agriculture. The
framework part shows a broad overview of the smart agricultural system and how different
layers in the system can be breached. The second phase on taxonomy focuses on the different
systems that can contribute to cyber risks, including physical security, external factors, actions
of people, and failed internal processes. Lastly, the cyber threat phase indicates the specific
cyber threats that can affect smart systems in agriculture compared to other sectors.

Framework

To understand the scope of the cybersecurity threat, the framework for digital
technologies used in smart farming infrastructure was identified, as shown in Figure 3 (Friha
et al., 2022). Figure 3 indicates that digital systems used in agriculture are based on different

layers, including physical, edge, application, service, and network.
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Figure 3. Digital framework for smart agricultural system (Friha et al., 2022)

From Figure 3, one cybersecurity risk entails network attacks that affect the
connectedness of 10T devices. In such instances, attacks can disrupt the operation of loT
devices in smart farming activities that use older legacy wireless technologies and unpatched
software. Ali et al. (2024) postulate that smart farming employs diverse 10T devices to
undertake activities such as monitoring crop production, evaluating the content of soil
moisture, and deploying drones to facilitate pesticide spraying. However, l0T devices are
associated with high cybersecurity risks due to unpatched firmware or extended use of default
passwords, which exposes them to risks of compromise within the 10T network (Ali et al.,

2024). Demestichas, Peppes, and Alexakis (2020) add that IoT devices are also at risk of
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cyberattack due to the vulnerabilities in their communication protocols and their limited
computational resources that restrict the implementation of complex cryptographic algorithms.
The issues include the lack of security recommendations, the diversity of devices, weak
security of the wireless network protocols that are still used (Wi-Fi Protected Access (WPA)),
and a general lack of attention to the security of smart devices. As a result, cybercriminals
launch attacks that target the vulnerabilities in the 10T devices used in smart agriculture.
Taxonomy of Cyber Threats

Failed Internal Process. A second factor that exposes smart farming technologies to
cyberattacks regards weak or absent mechanisms for access control of different farming
devices. Buchanan and Murphy (2022) describe an access control attack involving a John
Deere tractor where unauthorized access led to the installation of a 1990s vintage video game.
The particular case indicated that many smart agriculture technologies that could be accessed
remotely lacked robust access control mechanisms and were exposed to data breaches,
unauthorized access, and data manipulation. Sontowski et al. (2020) add to Buchanan and
Murphy (2022) and demonstrate that cyber attackers can exploit vulnerabilities in the wireless
networks used by different smart farming devices to remotely control and disrupt the flow of
data from the on-field sensors and the autonomous vehicles such as drones and smart tractors.
The exploitation of vulnerabilities within the Wi-Fi networks leads to unauthorized access to
crucial farming technologies and may cause adverse consequences during high-risk periods
such as harvesting. Rahaman et al. (2024) reiterate Sontowski et al. (2020) and report that
unauthorized access is a persistent challenge in smart farming in scenarios where farmers adopt
weak access control solutions such as maintaining default passwords. Hackers and other
nefarious actors can exploit such weak security protocols to access smart devices and launch
attacks on the farm. Some of the smart equipment used in agriculture that can be affected by

unauthorized access are shown in Figure 4.
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Figure 4. Smart devices used in agriculture 4.0 and 5.0 (Barreto and Amaral., 2018)

The inspection of the various studies underscores the lack of cybersecurity awareness
that leads to poor security practices, including the failure to change default passwords. Due to
poor cybersecurity training for farmers, devices used in smart farms rely on weak security
mechanisms and access control methods and are at risk of being easily exploited by attackers.

Physical Security. The lack of physical security mechanisms is another factor that
exposes smart farming devices to cyberattacks, as they can be easily stolen and malicious
software installed. Abbasi, Martinez, and Ahmad (2022) align with the argument and report
that many smart farming devices, such as sensors and drones, are small in size and lack proper
physical security mechanisms on the field. Malicious actors can exploit weak physical security
and tamper with them to install firmware and malware to steal data and control them remotely
(Abbasi, Martinez, and Ahmad, 2022). Zanella, da Silva, and Albini (2020) add to Abbasi,
Martinez, and Ahmad (2022) and report that many smart farming devices lack physical security

features such as tamper-resistant boxes. As a result, they are easily tampered with when wild
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animals collide with them or when they are damaged by other farm equipment, such as tractors,
leading to data corruption or unavailability.

Studies show that the increase in cybersecurity risks in agriculture is attributed to the
increase in smart farm management techniques, which feature the large utilization of ICT and

loT for communication. The layers in ICT framework targeted during attacks is shown in

Figure 5.
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Figure 5. Layers targeted during attacks on smart agricultural systems (Alahmadi et al., 2022)

Concerning the risks of smart technologies in agriculture, Demestichas et al. (2020)
pointed out that the rapid evolution of modern agriculture to incorporate smart communication
strategies presented serious security issues from potential cyberattacks. The view was
supported by Gupta et al. (2020), who also pointed out that the use of smart communication
technologies and 10T increased the vulnerability of farming environments to cybersecurity
threats. A similar observation was made by Barreto and Amaral (2018) regarding the inherent
security risks of smart farming. In that respect, the findings imply that cybersecurity risks in
agriculture increase with the massive use of communication technologies. Besides

communication technologies, studies further attribute cybersecurity risks in agriculture to the
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wide use of big data. The proposition was presented by Amiri-Zarandi et al. (2022), who noted
that a large volume of agriculture data presented privacy challenges and attracted potential
hacking activities by cyber criminals. According to Benmalek (2024), ransomware attacks are
the most common cyber threat directed at farm databases. The implication is that the
availability of data is regarded as a rich asset by cyberattackers, leading to an increase in
cybersecurity issues in smart farming solutions.

Actions of People. In the same breath, Altulaihan et al. (2022) noted that sensitive
information theft in agriculture has been accelerated with the increasing usage of 10T devices.
Specifically, the study revealed that this specific technology lacks information security
features, making it highly targeted. According to Alahmadi et al. (2022), the main contributor
to cybersecurity threats in agriculture is the lack of skilled personnel in the sector. The problem
has led to increased use of automated systems, which are vulnerable to cyberattacks. Alogaily
et al. (2022) reported that automated systems were susceptible to manipulation from online
counterfeit programs, which rendered them ineffective or caused data breaches. The
implication is that cybersecurity risks in agriculture are propelled by over-reliance on
technological solutions. Meanwhile, Alqudhaibi et al. (2024) attributed the high rate of
cybersecurity threats to the absence of proper cyberdefense measures in the agriculture sector.
Essentially, most of the digital platforms relied on basic protection protocols that were
ineffective against advanced attacks. The failure to install the correct countermeasures was also
highlighted by Ahmadi (2023). In that respect, cybersecurity risks are high in the agricultural
sector due to the negligence of standard protection measures. The sources point to the overall
association of smart-agriculture technology with higher cybersecurity risks.

External Factors. The lack of regulations and cybersecurity policies governing the
security of 10T devices used in smart farming further complicates their security and exposes

them to cyberattacks. Barreto and Amaral (2018) report that although cybersecurity leads to
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increased losses for farmers, many large technology providers are still not investing in
cybersecurity protection for 1oT and smart farming devices. However, Demestichas, Peppes,
and Alexakis (2020) contradict Barreto and Amaral (2018) and posit that in other cases, smaller
agricultural companies demonstrate their interest in safe security systems but face challenges
such as the lack of financial resources and plans to implement security measures against
possible cyberattacks. The contradiction suggests that multiple factors affect the
implementation of cybersecurity mechanisms in smart agriculture.

Cyber Threats: Comparing Features Influencing Agriculture and Other Sectors

Weather Conditions. A comparison was done on the characteristics of agriculture and
other sectors on cyber threats. Agricultural sector has certain unique characteristics that
mitigate or amplify cyber threats. The first feature relates to weather conditions. On the one
hand, 10T in agriculture such as soil sensors and sensors for detecting pests are exposed to the
open air (Demestichas et al., 2020). This means that the sensors can easily be damaged by
dust, chemicals, or rain leading to malfunction that reduces their reliability. On the other
hand, 10T sensors used in other sectors such as smart homes such as sensors for controlling
TVs, fridges, and lighting are kept in sheltered spaces and protected against the harsh weather
conditions (Sokullu et al., 2020). Therefore, this means that weather conditions amplify the
cyber threats of 10T devices in agricultural sector compared to the other sectors when the
smart 10T devices fail to work as expected in harsh weather.

Geographical coverage. The second point of comparison entails geographical
coverage. For loT devices in agriculture, their installation often covers large tracts of land
and extends into remote areas to ensure the whole farmland is monitored to detect changes in
soil nutrients as well as livestock movements (Barreto and Amaral, 2018). In contrast, loT
devices in smart homes are often placed in enclosed spaces within a few rooms in the house,

which means any faulty devices are quickly identified and repaired (Ray et al., 2020). The
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geographical coverage implies that 10T devices in agriculture are not only difficult to install
but also difficult to maintain and ensure consistent network connectivity. The vast area
covered also means that the 10T devices can be stolen or damaged due to challenges of
ensuring physical security of the devices. Moreover, there is a longer delay of identifying
faulty 10T devices distributed in vast areas because of physical effort needed to locate them
compared to those in other sectors. This means that geographical coverage amplifies cyber
threats in agriculture because of elevated risk of theft, and network connectivity issues.

Hardware and software. The third point of comparison entails hardware and software
employed in the industries. Agricultural sector often rely on older equipment and software
because they are expensive to acquire compared to those of other systems (Yazdinejad et al.,
2021). For example, 10T devices installed in vast area of land cannot be easily replaced and
upgraded to new models due to the high costs involved. In contrast, 10T devices in smart
homes can easily be replaced due to ease affordability since only a few units are used per
household (Oh et al., 2021). Therefore, the extensive use of old equipment and software in
agriculture increases cyber threats since the systems may lack protection against the latest
cyber risks.

Responsive 10T. The fourth point of comparison entails responsive 10T. On the one
hand sectors such as smart homes use 10T devices with voice recognition such as Alexa
which provide personalized protection against use by unauthorized personnel. Moreover, the
responsive devices ensure that other connected IoT devices can be conveniently controlled
(Hafeez et al., 2020). In contrast, 10T devices in agriculture are not responsive which means
that users have to physically visit the site to assess their condition in case of any problem in
operation (Barreto and Amaral, 2018). This means that unlike other sectors where users can

use responsive 10T devices to trouble shoot problems, the agricultural sector requires more



484  manual labour to complete the smart systems which increases the cyber threats due to semi-
485  automation.

486

487 A summary of the cybersecurity risks based on layers shown in framework of Agriculture 4.0
488 and 5.0 is indicated in Table 2.

489  Table 2. Cybersecurity risks for various layers in Agriculture 4.0 and 5.0

Potential Impact on Agricultural
Layer Cybersecurity Risk
Systems

Attacks can affect the operation of
Attackers target gateways that
actuators and sensors and disrupt the
Physical  control messages between 10T
collection of environmental data spread

devices

over the farms.

Attacks can lead to costly mistakes due to
Attackers target data and false data, inaccurate conclusions, and poor

Edge
information processing systems decisions by farmers from smart farming

systems.

Attacks can affect sharing of data between
Attackers target communication
different 10T devices and reduced
Network  between loT devices used to share
monitoring of smart agricultural equipment
agricultural data
in real time.

Attacks can disrupt access to accumulated
Attackers target cloud storage of  data from different farmers, which can
Cloud
agricultural data reduce the effectiveness of the decision-

making process.

490  Adapted from (Demestichas et al., 2020; Friha et al., 2022).
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3.3 Cybersecurity Attacks in Agriculture and Consequences

The discussion in the previous section indicated that different underlying factors
increased the vulnerability of cybersecurity risks in Agriculture 4.0 and 5.0, including using
outdated applications, lack of proper security infrastructure, and poor cybersecurity practices
within the farm. In this section, the discussion is advanced further to elaborate on the different
types of cybersecurity attacks faced in smart agriculture. This section is divided into different
phases, including framework, taxonomy, and cyberattacks. The framework indicates smart
farming (SF) and precision agriculture (PA) components that are affected by cyberattacks. The
taxonomy indicates the main points of attack, such as hardware, data or code. Meanwhile,
cyberattacks narrows down the discussion to strategies used during the attack, such as
ransomware, data leak, or RF jamming.
Framework

The framework for cyberattack in agriculture is shown in Figure 6. Figure 6 illustrates
the broad classification of attacks on smart agriculture digital systems. In Figure 6, the broad
categorization of cybersecurity attacks in smart farming is detailed where, ranging from attacks
on hardware, networks, and equipment to data attacks, attacks on code and support chains, and

misuse attacks.
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Figure 6. Classification of cybersecurity attacks in smart agriculture (Yazdinejad et al., 2021)
Taxonomy of Targets of Cyber Attacks

Hardware. The hardware attacks are associated with a breach of confidentiality where
disclosure of critical data is Yazdinejad et al. (2021) report that hardware attacks are a
cybersecurity threat where professional hackers jam side channels and radio frequencies, hence
violating the privacy and confidentiality of the cyber-physical systems. Alahmadi et al. (2022)
align with Yazdinejad et al. (2021), positing that side-channel attacks are directed at collecting
unauthorized information about the implementation of systems through monitoring physical
parameters such as voltage and electrical systems. Figure 7 showcases a side-channel attack in

digital applications.
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Figure 7. Side-channel attack in digital applications (Alahmadi et al., 2022)

The examination of Figure 7 indicates that side-channel attacks target the channels of
communication where hackers extract useful and sensitive information from the operations of
the targeted devices. In this view, confidentiality and privacy are breached as the
communication that occurs between the sensors embedded in farming devices such as tractors
and the wireless router in the farm office is disrupted. Tsague and Twala (2017) support
Alahmadi et al. (2022) and report that in side-channel attacks, skillful attackers expose the
cryptographic keys involved in the communication between devices by examining leaked
information associated with the physical implementation. The consequence of side-channel
attacks is that they violate the confidentiality of digital agricultural systems.

A further cybersecurity attack against agriculture 4.0 and 5.0 hardware is the jamming
of radio frequencies (RF Jamming). Pirayesh and Zeng (2022) explain that jamming attacks in
wireless channels arise due to the open nature of wireless networks and the slow progress
achieved in preventing jamming attacks within such networking systems. Yazdinejad et al.

(2021) add to Pirayesh and Zeng (2022), where they observe that the jamming networks lead



536

537

538

539

540

541

542

543

544

545

546

547

548

549

550

551

552

to the lack of availability of communication systems within smart agriculture such as
greenhouses. Salameh et al. (2018) support Yazdinejad et al. (2021) and report that jamming
attacks are common in I0T, where proactive and reactive approaches are used to attack wireless
networks by placing pressure on network resources. The associated consequence of the RF
jamming attacks on loT hardware is violating the availability of different systems within smart
agriculture. Ahmadi (2023) adds to Salameh et al. (2018) and Yazdinejad et al. (2021) where
they highlight an example of suspending the activities within a greenhouse as the loss of
availability, hence causing both disruption of core activities and a lack of customer confidence.
As such, farmers who are rightful in using greenhouse services are unable to access them due
to their disruption. A summary of attacks on hardware is shown in Table 3.

Table 3. Cybersecurity attacks on hardware

Potential Impact on Agricultural
Attack Cybersecurity attack
Systems

Attacks affect the confidentiality of smart
Side Illegal data gathering from

farming systems and theft of business
channel agricultural monitoring equipment

secrets.

Attacks disrupt communication of 10T
RF
Attackers jam wireless channels.  devices and reduce availability of the smart
Jamming
farming systems.

Adapted from (Demestichas et al., 2020; Yazdinejad et al., 2021).

Network and Equipment. Cybercriminals also target networks and connected devices.
A common attack is the denial of service (DoS), where users are prevented from accessing
resources within the networks, such as servers and communication links (Shah et al., 2022). In

further elaboration, Shah et al. (2022) posit that skillful attackers can also launch distributed
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denial of service (DDoS) attacks by using loT devices as botnets. In this view, the attackers
exploit the vulnerabilities within 10T devices and use them to launch DDoS attacks against
different networks. Caviglia et al. (2023) add to Shah et al. (2022) and report that in other
instances, attackers use radio frequency jamming (RF) to initiate the DoS attacks where the
available spectrums are denied communication to the connected nodes. The direct consequence
of the DoS and DDoS attacks is that they deny essential services to the different actors within
smart agricultural systems, such as requesting information from servers and sending
communication to different devices. As a result, the reliability of the agricultural systems is
adversely affected, and rightful entities are unable to use the resources.

Other network attacks in smart agriculture encompass man-in-the-middle (MITM)
attacks. Yazdinejad et al. (2021) explain that the MITM attacks adversely affect confidentiality
where the attackers store and replay information transmitted over unsecured connections.
Koduru and Koduru (2022) add that the MITM attacks generate adverse consequences for the
farming systems by also affecting the integrity of the transmitted data due to the likelihood of
the data being modified before reaching the set destination. The inaccurate information further
affects the reliability of smart agriculture systems. Additionally, cloud computing attacks affect
the wireless networks where attackers self-provision on-demand services and resources
available on the cloud (Yazdinejad et al., 2021). Close inspection of these types of attacks on
wireless networks indicates that they directly violate the trust, integrity, and availability of
essential communication channels. As a result, inaccurate data may be transmitted where
MITM attacks are initiated, leading to the incorrect provisioning of resources on the farm. The
use of inaccurate information may also lead to the compromise of the security of the smart farm

systems.
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Table 4. Cybersecurity attacks on networks

Potential Impact on Agricultural

Attack Cybersecurity attack
Systems
Prevent users from Attacks affect communication within the
Distributed Denial
accessing the smart farm and reduce the efficiency of smart
of service (DDoS)
farming system systems

Attackers intercept data
MITM (Man-in-the- transmitted from smart ~ Attacks reduce the integrity and
Middle) farming systems along  confidentiality of smart farming systems.

networks.

Adapted from (Alahmadi et al., 2022; Yazdinejad et al., 2021).

Attacks on Data. A further category of cybersecurity threats in smart agriculture targets
the stored and transmitted data. During the transit of data from one communication device to
another, a risk of data leakage is identified within the cyber-physical systems. Amiri-Zarandi
et al. (2022) explain that critical data collected from the farm, such as water management,
weather monitoring, and soil health indicators, are transmitted to different storage locations,
such as servers. However, where attackers leak the data to unauthorized entities, this leads to
risks affecting decision-making and the data being mishandled. Koduru and Koduru (2022) add
that in addition to breaching confidentiality, crucial data from farms may also be stolen by
nefarious actors and later sold to other companies. As such, there is a need to protect against
the leaks of critical farm-related data to avoid theft and to ensure privacy and confidentiality
are guaranteed. Ahmadi (2023) adds that attacks in the stored data affect the non-repudiation
quality, where attackers repudiate the created data and the production systems within the smart
farming systems. The implication is that the repudiation activities by attackers deny appropriate

users access to the required services.
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The stored data within servers is also at risk of other cybersecurity threats, especially
when viruses and malware are used. In their study, Kulkarni et al. (2024) revealed that
ransomware attacks in the food and agricultural sector lead to serious consequences where
farmers lose finances as they try to recover their farming data. Ransomware attacks are also a
threat to food security because they affect the integrity and trust of the data. Demestichas,
Peppes, and Alexakis (2020) support this view and reveal that threats such as trojan horses
adversely affect the integrity of the data where there is a likelihood of the data being modified
by the attackers. The synthesis of these studies suggests that the risks of ransomware and
viruses against food security emerge when the modification of data affects the decisions made
on the farm. Inaccurate data regarding pest and insect control may lead to poor measures, which
in turn cause low agricultural yields. A summary of cybersecurity attacks on data from smart
agricultural systems is shown in Table 5.

Table 5. Cybersecurity attacks on data

Potential Impact on Agricultural
Attack Cybersecurity attack
Systems

Illegal transmission of data to Attacks violate confidentiality and reduce
Data leakage
an unauthorized person the integrity of smart farming systems.

Attackers block access to Attacks lead to financial losses by farmers
Ransomware agricultural data gathered due to blackmail, as well as violations of

through encryption. trust, integrity, and privacy.

Adapted from (Alahmadi et al., 2022; Yazdinejad et al., 2021).

Attacks on Code. Other cyberattacks in smart agriculture have been linked to the
applications where hackers affect the code. Yazdinejad et al. (2021) observe that in instances
such as software update attacks, the injection of malicious codes violates integrity, while

disruption of the update processes halts the overall process. In this view, malicious attackers
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can disrupt the software update process and prevent important security features from being
implemented in the system. Directly, this leads to a consequence where attackers exploit the
vulnerabilities and inject malicious code to gain access to the farm-related data (Zidi et al.,
2024). The implication is that there is a need to ensure code attacks are minimized to avoid
affecting the integrity and trust of the data stored within different devices. Finally, other types
of cyberattacks are directed toward smart agriculture, including attacks on the support chain
and misuse of physical resources. The attacks are associated with security consequences similar
to other types of cybercriminal activities, where the stored data is modified and loses its
integrity. The fabrication of the farming data further affects trust and may lead to serious
adverse consequences, which also affect food security. A summary of cybersecurity attacks on
applications is shown in Table 6.

Table 6. Cybersecurity attacks on applications

Potential Impact on Agricultural
Attack Cybersecurity attack
Systems

Attacks violate the integrity of smart
Disrupt software updates and farming systems since the latest
Software update
prevent improved security  cybersecurity protection systems are not

installed

Attacks violate the integrity of smart
Attackers infect devices and
Malware injection farming system devices and reduce the
nodes using malicious codes
efficiency of operations.

Adapted from (Alahmadi et al., 2022; Yazdinejad et al., 2021).
Generally, the transition from traditional to digital technology requires resources, which
presents financial implications. In the case of cybersecurity attacks, farms are pushed to install

the latest defense systems and upgrade software. According to Mourtzis et al. (2022), the
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changes stretch the resources of the sector, leading to financial losses in the long run. On the
same note, Oruc (2022) pointed out that cybersecurity attacks on unmanned vehicles used in
agriculture resulted in huge financial losses, especially when these machines are jammed. The
implication is that cyberattacks negatively impact the financial security of the agricultural
sector. Another consequence of cybersecurity attacks in agriculture is a loss of confidence and
trust in the smart systems. On this point, Pan and Yang (2018) indicated that most farmers
opted for conventional farming after facing 10T vulnerability to cyberattacks. The observation
was supported by Koduru and Koduru (2022), who also highlighted the implications of [oT’s
vulnerability to cyberattacks. The study showed that malware infections corrupted the integrity
of farm 1o0Ts, leading to substantial loss of time and produce. The implication is that
cybersecurity attacks lower interest in utilizing technological solutions in farming. The other
consequence of cyberattack is loss of information. About this point, Kulkarni et al. (2024) noted
a loss of employees and customers’ information following the breach of an agrochemical and
agricultural biotechnology corporation’s website. According to Macas et al. (2023), one of the
goals of attackers has been to compromise the integrity of systems. The implication is that loss
of information fuels privacy and security issues among the parties concerned. Maddikunta et
al. (2021) noted that cyberattack events prompted a push for advanced data protection systems,
testifying to the loss of confidence in normal systems. In some cases, the regulator is forced to
upgrade acceptable standards for the industry. The issue of data confidentiality and privacy
was also examined by Kaur et al. (2022). The investigators asserted that failure to adopt best
practice guidelines and standards influenced data breaches. The implication is that
cybersecurity attacks may be used to gauge the protection standards in agricultural applications.
In the meantime, Kapoor (2024) reported that cybersecurity attacks in agriculture led to
investigations aimed at detecting the existing weak spots and designing better protection

models. The implication is that cyberattacks have catalyzed data security advancement in smart
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farming. On the other hand, Jerhamre et al. (2022) attested to an increase in legal challenges
for agricultural organizations that experience cyberattacks. The implication is that
organizations can be penalized by government regulators in case of cyberattacks affecting
individuals’ data.
4.0 Critical Review and Analysis

The critical review and analysis section showcases results relating to the use of different
measures to mitigate cybersecurity threats. This section is also divided into framework,
taxonomy and explanations for specific cyber threat mitigation strategies. The framework
shows the key points to consider when striving to reduce the risk of cyber threats. Meanwhile
the taxonomies show the specific approaches used to address the risks. The measures are
organized into six sub-sections, which include generic cybersecurity measures, UAV, Al/loT,
blockchain and robotics, and quantum computing.

Framework

A framework for mitigating cyber threats is shown in Figure 8.
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Figure 8. Cyber threats mitigation framework (Yadav, 2024)
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From Figure 8, it is noted that mitigating cyber threats requires diverse strategies to

address different threats. In particular, the end-user education can help address threats related

to weak passwords while 10T security can ensure regular updates of the cyber security system

to protect the latest threats. A summary of the threats and mitigation strategies discussed in

this section is indicated in Table 7.

Table 7. Mitigation strategy based on potential cybersecurity threats

Context  Cybersecurity Threats

Mitigation strategy in Agricultural Systems

Train farm employees on creating strong

Unauthorized data access due encryptions and good cyber security practice of
to the use of default passwordsnot sharing passwords. Also install security

Data

Injecting false data

software and firewalls.

Create disaster recovery plan for the smart farm
database such as using cloud data systems

Malware attacks

Software

Third-party attacks

Apply software updates to smart farm systems to
ensure the latest cyber threats are detected and
blocked. Apply signed software execution
policies so that illegal software installation is
prevented.

Limit actors who can access the smart farm
systems and ensure account privileges only given
to users who need them. Also embrace zero-trust
approach where users follow onboarding and off
boarding procedures and can be traced in case of
data breach.

Protocol attacks

Network

Edge-gateways hijacking

Conduct regular scans on software and network
devices and remove illegal installations. Use Al
tools to detect suspicious activities that can cause
data breach.

Acquire latest smart farm hardware which are
more difficult to hack into due to better
protective systems. Segregate networks using
applications such as firewalls to protect against
certain critical information such as finances of
the agricultural company.

Al attacks

Service

Regularly audit Al systems for vulnerabilities
and check for any problems with bias in decision
making. Further training of Al and robotic
systems can be done to improve accuracy and
modelling abilities of the smart farm cyber
threats and mitigation strategies.
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Cloud attacks Apply multi-factor authentication system where
remote access to cloud data. This means that
passwords and pins are accompanied by physical
token-based authentication to verify the
individuals accessing the data.

Adapted from (Alahmadi et al., 2022; Yazdinejad et al., 2021).
From Table 7, the cyber threats related to data require mitigations where individuals
engaged in data management are trained to improve data encryption and management
behavior. Meanwhile, mitigation for networks and software, require more stringent proactive
strategies such as signed policies when installing new software as well as regular scanning
to remove illegal software. Lastly, mitigation for attacks targeting services such as Al and
cloud systems require regular auditing and muti-factor authentication to verify the data and
detect any cyber breach. 4.1 Cybersecurity Measures
The first theme elaborated on cybersecurity measures advocated to secure smart farming
systems. An overview of the measures indicated that they focused on diverse aspects, including
cybersecurity awareness training and education, models and frameworks to guide the
development of cybersecurity strategy, and individual strategies for cybersecurity that could
be adopted by farmers.

4.1.1 Cybersecurity awareness and training

The evaluation of the studies highlighted the importance of cybersecurity awareness
training and education to equip farmers and workers within farms with skills to reduce the risks
of cyberattacks. In their research, Al-Emran and Deveci (2024) advocated for appropriate
cybersecurity behavior in the metaverse to protect themselves and their organizations from
cyberattacks. The arguments stipulated that cybersecurity threats within the virtual
environments were similar across different application domains, including business and
agriculture, where they exploited the user’s lack of security expertise, diverse human errors,
and a lack of standardization for security within virtual environments. Figure 8 showcases the

comprehensive list of cybersecurity risks associated with the metaverse.
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Figure 9. Cybersecurity challenges in the metaverse (Al-Emran and Deveci, 2024)

In Figure 9, the diverse cybersecurity challenges faced in the metaverse were similar to
those in smart agriculture, where a lack of user education, lack of standardization, human
errors, legal and ethical issues, and interoperability problems were reported. Al-Emran and
Deveci (2024) further argued that to address the various cybersecurity threats, a multi-faceted
cybersecurity approach was required where users would be educated about the potential risks
in the metaverse, including privacy and confidentiality concerns. Adopting similar strategies
in smart farming would ensure that farmers were secure from the cybersecurity risks
experienced. However, Chaudhary, Gkioulos, and Katsikas (2023) contradicted Al-Emran and
Deveci (2024) and posited that in some instances, small-scale enterprises were not engaging in

cybersecurity training either due to the lack of financial resources or their attitudes where they
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viewed cyber-risks to affect only large corporates. The negative attitudes against cybersecurity
training hindered efforts to equip SME owners with security skills.

In further review, Chaudhary, Gkioulos, and Katsikas (2023) resonated with Al-Emran
and Deveci (2024), where they highlighted the importance of cybersecurity awareness in
enhancing cyber defense in small and medium enterprises. The findings highlighted that
education could be offered in less formal and less intensive sessions to educate users about
general security practices. Zhao et al. (2024a) added to Chaudhary, Gkioulos, and Katsikas
(2023) and highlighted the use of innovative games to raise cybersecurity awareness about
secure software and cloud security. The findings showed that cybersecurity awareness training
was integral for both users in enterprises and software developers, where they were required to
demonstrate awareness about existing cyber risks and threats. Baltuttis, Teubner, and Adam
(2024) also reiterated Zhao et al. (2024a) and reported that cybersecurity behavior among
knowledge workers influenced their approach toward cybersecurity measures. As a result, older
employees had a high resilience to cybersecurity while younger individuals were less
concerned with risks of cybersecurity. The inferences from the studies implied that
organizations could tailor their training programs to ensure employees were educated about the
importance of cybersecurity and various ways they could use it to reduce cyber threats.

However, Fatoki, Shen, and Mora-Monge (2024) misaligned with Zhao et al. (2024a),
where they revealed that the poor attitudes of non-information technology (IT) users towards
cybersecurity reinforced risky behavior. In particular, some of the bad behavior that can elevate
the risk of a cybersecurity breach include clicking on malicious links, opening USB drives
without scanning for malware, replying to phishing emails, and sharing passwords to company
websites with third parties (Arroyabe et al., 2024; Chundhoo et al., 2021; Geil et al., 2018;
Ghobadpour et al., 2022; Khan et al., 2019). The results suggest that positively shaping

employee behavior is a crucial step toward promoting the cybersecurity of digital systems and
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reducing the risk of cyberattacks. The insights also showed that conversely, optimism by non-
IT users towards cybersecurity improved security, where they demonstrated positive risk
communication behavior and cybersecurity education and training (Zhao et al., 2024a). The
misalignment implied that providing cybersecurity training and raising awareness about the
importance of cybersecurity encouraged the users to minimize threats, while a lack of such
training and cybersecurity awareness led to more threats.

4.1.2 Cybersecurity models and frameworks

Further evaluation revealed various cybersecurity models that were advocated to
enhance security within cyber-physical systems. The models and frameworks highlighted
different strategies that were also important in minimizing cyber threats. In the study by
Toussaint, Krima, and Panetto (2024), different cybersecurity frameworks were examined to
ensure that various user needs to address risks of data manipulation could be met. The research
reviewed diverse cybersecurity frameworks, including the compliance framework that
specified guidelines and recommendations to help protect users by ensuring regulatory
adherence. A standard-based framework was further used to outline guidelines and best
practices to manage and protect organizations, while a comprehensive framework ensured data
security across different industry domains (Toussaint, Krima, and Panetto, 2024). The National
Institute of Standards and Technology (NIST) framework was further advocated as a
comprehensive guideline that provided numerous benefits to organizations, including

enhancing technical innovation and allowing organizations to improve gaps in their
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cybersecurity approaches. The NIST framework is showcased in Figure 10 below.

NIST Cybersecurity Framework

Identify Respond Recover

Asset Management Access Control Response Planning

Recovery Planning
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Figure 10. NIST Cybersecurity Framework (Toussaint, Krima and Panetto, 2024)

In Figure 10, the NIST cybersecurity framework is outlined, which highlights various
guides to support organizations in developing a comprehensive cybersecurity strategy. A
crucial benefit of a robust cybersecurity framework is that it shows best practices to consider
in cybersecurity to achieve positive outcomes (Javaid et al., 2022; Klerkx et al., 2019; Peppes
etal., 2021; Shaik et al., 2023; Singh et al., 2022). From Figure 5, the first practice is identifying
security risks, which may be threats or vulnerabilities to the cybersecurity system. In
agricultural context, this step involves unsecure networks which lack the latest cyber protection
software or the lack of awareness and education on cybersecurity among staff, The second
practice is to create robust protection strategies, which may be in the form of controlling access,
creating awareness and training, and installing cybersecurity software. In agriculture context,
this involves considering unique challenges in the sector such as long distances of networks
and risk of damage due to exposure to harsh weather conditions. The third strategy entails
detecting any malware through continuous monitoring, while the fourth strategy involves

responding to any cyberattacks if they happen (Toussaint et al., 2024). In agriculture, this
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requires continuous checking of data from IoT devices against physical data collected from the
field to determine whether there is a security breach. However, in case of successful
cyberattacks, the company should have plans to recover data and ensure the resilience of its
smart systems. The guides involve the identification and evaluation of risks, provision of
awareness training to secure processes and procedures, continuous monitoring of the security
scenario to detect any anomalies, and specifying guidelines for response and recovery planning.

The other cybersecurity framework commonly used is ISO/IEC 27001 which indicates
the strategies companies of different sizes need to consider to boost their capacity to deal with
cyber threats. The framework latest model is ISO/IEC 27001:2022 (ISO, 2024). An analysis of
the ISO framework indicates that it has many sections that focuses on protection from cyber
threats (n = 82), followed by identification of cyber threats (n = 26), and response to the threats
(n = 21) (Malatji, 2023). However, ISO/IEC 27001:2022 framework only has a few sections
on the detection (n = 18) and recovery from cyberattacks (n = 12). The controls covered in
ISO/IEC 27001:2022 which help in protection against cyberattacks include threat intelligence,
physical security monitoring, use of cloud services, secure coding, and the use of cloud services
(1ISO, 2024). In the agricultural context, ISO 27001 can be used as framework for the
continuous improvement of the information security management system (ISMS) for smart
agriculture devices. When implementing ISO 27001 in agriculture, a PDSA (plan, do, check,
act) cycle approach is used because it is linked with many benefits such as defined roles of
stakeholders, better risk management and improved information protection (Condolo et al.,
2024). A summary of PDSA when implementing ISO 27001 in agricultural sector is shown in
Figure 11. The first step involves planning where the key agricultural data and customer
information are clarified to understand the information to be safeguarded by the security
systems. The second step entails developing a risk management plan based on ISO 27001

recommendations, showing strategies to use to protect against different cyber threats (Condolo
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et al., 2024). In this stage, the probability of different threats such as phishing stacks, leakage
of confidential data, identity theft, or interception of communications are analyzed to decide

on how to allocate resources for mitigating cyber threats.

6) Manage the risks. and
create a risk treatment
plan.

7) Set up policies and
procedures to control risks.
8) Allocate resources, and

Figure 11. PDCA approach when implementing ISO 27001 (Condolo et al., 2024)
The third stage entails acting, where the necessary preventive or corrective action
against cyber threats is taken. The last step entails monitoring ISMS implemented based on

ISO 27001 and developing audit to show areas for improvement

4.2 UAV Measures
The second measure to address cybersecurity issues focused on UAV devices where

suspicious traffic was detected and attacks were mitigated. The analysis indicated that the
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development of security models ensured cybersecurity in UAVS. In the study by Khan,
Shiwakoti, and Stasinopoulos (2022), a conceptual system dynamics (CSD) model was
developed to assess cybersecurity risks in UAVs where issues were identified in human factors,
weak security in communication networks, and the lack of regulatory frameworks and
legislation to secure the technologies. As such, cyber threats were mitigated by updating the
current legal framework, analyzing human behavior, and implementing robust security
solutions to mitigate attacks. Ahmad et al. (2024) supported Khan, Shiwakoti, and
Stasinopoulos (2022) and proposed an attention-based framework to secure UAVs by
leveraging transformer neural network architecture. The framework demonstrated an
improvement in accuracy of 86% in predicting the failure of sensors and anticipating their
failure 1s to 2s before occurrence. The findings indicated that the framework mitigated
cybersecurity risks by predicting and classifying the real-time failure of sensors. In further
work, Kim et al. (2021) added that cybersecurity measures in UAVs could be enhanced by
integrating Al techniques to detect and classify suspicious traffic and mitigate attacks against
the systems. The insights indicated that Al was improving the robustness of cybersecurity
solutions to ensure smart agriculture solutions were not affected by cyber-attacks. The view is
supported by other researchers who have noted that UAVs rely on wireless communication
because they are often controlled remotely, and hence, robust encryption and security systems
are needed to protect them from theft and cyber-attacks (Alsamhi et al., 2021; Bashir et al.,
2023; Dahlman and Lagrelius, 2019; Li et al., 2024; Ly and Ly, 2021). Moreover, UAVSs often
use common chips as well as universal protocols, open-source operating systems, and simple
software architectures that make them affordable while also elevating their security risks.
Therefore, the use of Al-powered cybersecurity can improve detection and response to cyber-

attacks when UAVSs are used, thereby improving the reliability of smart agricultural systems.
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4.3 10T /Al Measures

The findings highlighted different loT and Al cybersecurity measures in smart
agricultural systems. 10T devices face severe cybersecurity threats since a security breach can
disrupt the entire network and affect the operations of all devices connected to the network
(Parn et al., 2024; Smith et al., 2021). From the studies, some of the strategies that can be used
to improve loT cybersecurity include enhancing encryption and authentication, implementing
network segmentation, and using patch management and regular updates (Chatfield and
Reddick, 2019; Choo et al., 2021; Nagaraju et al., 2022). Authentication and encryption
systems can prevent unauthorized access to the system, while regular updates can ensure
improved capability of cybersecurity software to manage the latest threats (Prodanovi¢ et al.,
2020; Pyzynski and Balcerzak, 2021; Saleh, 2024). In agricultural cybersecurity, farm
employees can be trained regularly on best cybersecurity practices to ensure they understand
the connection between their data management behavior and cyber attacks. The emphasis is to
reveal how gathered agricultural data can be used by competitors or other third parties to affect
the smart farm operations and encourage them to better manage smart farm online systems.
Concerning network segmentation, some studies showed that using cloud computing can
ensure sensitive data in a system is stored in the cloud where it cannot be easily accessed even
when the system is hacked (Arce, 2020; Pang and Tanriverdi, 2022; Pedchenko et al., 2022;
Rao and Elias-Medina, 2024). Based on the findings, it is realized that in protecting 10T devices
in agriculture, a combination of strategies is needed to mitigate potential threats since there is
no single approach that addresses all the potential cybersecurity risks. A summary of the

mitigation strategies for cybersecurity risks is shown in Figure 12.
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Figure 12. Mitigation strategies for cybersecurity risks (Friha et al., 2022)

Moreover, the findings revealed that the cybersecurity of 10T could be enhanced by
using Al algorithms. A crucial benefit of Al technology is that it enables accurate and efficient
analysis of large traffic data to identify anomalies, which helps to detect malicious attacks,
malware, and phishing attempts (Hasan et al., 2024; Linkov et al., 2019; Sarker et al., 2021).
Expounding on this view, Sudharsanan et al. (2024) demonstrated the use of the Xception-
based Feedforward Encasement (XBFE) deep learning algorithm as an intrusion detection
solution to monitor 10T devices and undertake feature mapping and filter scaling. The findings
showed that the feed-forward algorithm improved the accuracy of parameters as a result of
training where patterns were learned and matched to attacks. Yang et al. (2023) added to
Sudharsanan et al. (2024) and proposed an efficient intrusion detection system based on cloud-

edge collaboration where it outperformed the traditional cloud-based methods that did not meet
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the demands for network load, data privacy, and timely response. The system used the stacked
sparse autoencoder (SSAE) to reduce dimensionality and overcome challenges of resource
constraints, as well as the temporal convolutional network (TCN) to detect attacks. Findings
showed that the IDS for loT systems reduced the training time and the storage and memory
requirement by more than 50%, while the detection accuracy was similar to the centralized
trained models. Further work by Shafiq et al. (2020) supported Yang et al. (2023) and
demonstrated the effectiveness of machine-learning algorithms in classifying and identifying
malicious loT traffic with a 95% accuracy. Meidan et al. (2020) reiterated Shafiq et al. (2020)
and demonstrated that ML-based techniques were effective in detecting specific vulnerable 1oT
device models connected behind domestic network address translation (NAT). In such studies,
ML methods enhanced cybersecurity in 10T devices by classifying and eliminating malicious
traffic and identifying vulnerable IoT devices. Pan and Yang (2018) also revealed that ML
methods were integrated into the cybersecurity mechanisms of 10T devices to better analyze
behaviors related to cybersecurity and identify potential threats. As a result, 10T traffic would
be easily classified as suspicious based on user behavior, hence identifying potential misuse.
4.4 Blockchain and Robotics Measures

Blockchain and robotics measures were also recommended to address the cybersecurity
issues faced in smart agriculture. In agriculture, robots are used to promote accuracy and
sustainability in agriculture, where they are used to apply pesticides and fertilizers in a manner
that minimizes wastage and optimizes resource use (Okupa, 2020; Wang et al., 2023). In terms
of cybersecurity, robots such as drones are used for remote patrol and monitoring to check IDs,
scan faces, detect physical breaches, and intervene in emergencies (Li, 2018; Okey et al., 2023;
Stevens, 2020). Jin and Han (2024) reported that despite the unique advantages of robotic arms
in precision agriculture, where they reduced labor costs and improved environmental

sustainability, they faced cybersecurity challenges when cloud computing was involved in
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storing sensitive data. Taeihagh and Lim (2019) also indicated that a lack of legal framework
on liability in accidents caused by robots has limited its use in different fields, including
agriculture. Further security cyber risks arose from the real-time processing of data from
robotic arms and issues related to the difficulty in managing the accessibility of large data
volumes. However, the cyber security of the robotic systems was improved by using advanced
software architectures and improving Kinetic algorithms in digital twins to mitigate
unnecessary security issues (Jin and Han, 2024). Fosch-Villaronga and Mahler (2021) added
to Jin and Han (2024) and showed that cybersecurity risks in robotics used in smart agriculture
arose from the lack of existing regulations governing robotics in the European Union. The
identified cybersecurity risks included the exploitation of weaknesses in the networks that
interconnected the robotics systems and the lack of security of sensitive stored data.
Subsequently, Fosch-Villaronga and Mahler (2021) recommended the implementation of
policies and legal frameworks to enhance the privacy of communication with robotics and the
security of stored data. Additionally, the use of mandatory cybersecurity labels and
certifications was advocated to guarantee the security of robotics systems. The findings
emphasized the need for cybersecurity regulations to support the use of robots in smart
agriculture.

In addition to cybersecurity measures focused on robotics systems, the findings
highlighted the role of blockchain-based strategies. Kshetri (2017) demonstrated the
effectiveness of blockchain-based identity and access systems to strengthen the efficiency of
existing 10T devices used in smart agriculture. Blockchain was also recommended because it
promoted the auditing of security transactions and reduced the susceptibility of agricultural
systems to hacking. Other benefits linked to blockchain include reduced costs of transactions
due to the efficiency of processing and increased accountability and transparency, which

ensures that the privacy of users is enhanced since the data can be traced in case any problem
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arises (Bahassi et al., 2022; Fernandez et al., 2021; Lee, 2020; Sharma et al., 2022; Victor et
al., 2024). In this regard, blockchain use in agricultural smart systems can ensure a reliable
supply chain as it promotes financial transactions between customers, suppliers, and
agricultural companies. In this case, agricultural companies can maintain privacy in dealing
with other stakeholders and gain competitive advantage linked to blockchain applications in
financial management. Moreover, blockchain can help track different information relating to
crop growth, seed quality, and demand by customers which helps to not only improve supply
chain efficiency but also decision making on the best crops to consider. The exchange of data
and its verification using smart contracts was identified to enrich the privacy of the blockchain
networks.
4.5 Quantum Computing Measures

Quantum computing measures were further discussed to secure smart agricultural
systems from cyber threats. An overview of the measures showed that researchers combined
guantum computing with other existing solutions, including blockchain, traditional encryption,
and machine learning. Quantum computing provides the benefits of inherent parallelism and
high processing speeds, which optimizes machine learning and improves the efficiency and
accuracy of monitoring, detecting, and responding to cyber threats (Bissadu et al., 2024;
Maraveas et al., 2024; Onur et al. 2024). The use of quantum computing in cybersecurity is
deemed revolutionary because it can solve complex encryptions such as those that use discrete
algorithms and integer factorization and, hence, can provide better encryption models than
classical techniques (Kavallieratos and Katsikas, 2023; Liu et al., 2023). This means that
guantum computing will phase out cryptography in future since the former is more efficient in
the encryption of data compared to the latter. In agricultural sector, this means that using
guantum computing can enhance detection of data breaches and improve data encryption

thereby enhancing the level of cyber security for smart farm systems. With the blockchain
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measures, Aurangzeb et al. (2024) proposed evaluation criteria to detect cybersecurity attacks
in smart grids using quantum voting ensemble models combined with blockchain to secure
stored data. The findings indicated that quantum voting improved the analysis of traditional
cryptographic systems and enhanced the accuracy of cybersecurity injunctions within the smart
grids. The combination of quantum voting and blockchain-preserving storage enhanced the
accuracy and privacy of smart grid systems and produced tolerance during cyberattacks. Abdel-
latif et al. (2021) supported Aurangzeb et al. (2024), who proposed a system based on quantum-
inspired quantum walks that combined blockchain technology to ensure the secure
transmission of data between loT devices. The insights from the system showed that it
promoted security against message and impersonation attacks, promoting the cybersecurity of
loT devices. Figure 13 illustrates the proposed quantum-inspired and blockchain-based smart
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Figure 13. Quantum-inspired and blockchain-based smart water utility (Abdel-latif et al.,
2021)

In Figure 13, the combination of quantum computing and blockchain technology to
secure a smart water utility against cyberattacks was showcased. The secure transmission of
data via blockchain and quantum computing mitigated attacks such as man-in-the-middle and
message attacks against the smart water utility and promoted privacy and confidentiality.

Further study showed how quantum computing could be combined with machine
learning. In the study by Alomari and Kumar (2024), a framework based on quantum machine
learning was proposed that leveraged optical pulses of secure communication to detect post-
quantum cyberattacks in 10T systems. The framework used measurable features of optical
pulses during qubit transitions to train the quantum machine learning model. The findings from
Alomari and Kumar (2024) indicated that although quantum algorithms were utilized to
compromise the security of 10T systems, the proposed framework leveraged machine learning
to detect and predict such attacks. As such, combining quantum computing and machine
learning facilitated the detection and prevention of cyberattacks. In agriculture, the use of
guantum computing can help to better detect and block suspicious visits on the smart farming
systems which can signal the need for verification by operators, leading to reduced risk of cyber
breach.

Quantum computing application in agriculture can also help to improve cybersecurity
of smart farm systems by reducing risk of disruptions of communication equipment within the
farm. The combination of quantum computing with encryption was identified to secure direct
communications. Abdelfatah (2024) demonstrated the effectiveness of a three-factor biometric
guantum identity authentication system for biometrics, which relied on classical cryptography
systems. The findings indicated that the quantum-based system provided double-layer security

using quantum encryption and quantum secure direct communication, hence securing real-time
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exchange of information. The proposed system addressed the weakness of biometric systems
based on classical cryptography, which could be exploited using quantum techniques.
Argillander et al. (2023) added to Abdelfatah (2024) and showed that a new material for
generating random numbers based on the perovskite light emitting diode (PeLED) could be
adopted in cybersecurity applications, hence promoting safer, cheaper, and more
environmentally-friendly exchange of digital information. The advantage of the PeLED
techniques was that they were cheaply sourced and more environmentally friendly.

4.6 Challenges Implementing Cybersecurity Mitigation Measures

Although the various cybersecurity mitigation techniques, such as Al, 10T, blockchain,
and quantum computing technologies, can enhance the protection of technologies used in
agriculture, there are certain problems that can hinder their implementation. One challenge
highlighted in most studies involves employees' work overload, which contributes to job stress
and negative attitudes toward appropriate cybersecurity behavior (Aradjo et al., 2024; Daim et
al., 2020; Kim and Kim, 2024). Expounding on this point, researchers have explained that when
employees lack self-efficacy, they view Al learning and implementation as a threat to their
work, fearing job losses if technologies are implemented rather than a challenge to be overcome
to improve the cybersecurity of agricultural technologies (Adil et al., 2023; Ahmed et al., 2024;
Balaji et al., 2023; Ramos-Cruz et al., 2024; Sott et al., 2021). In this respect, employees
experiencing work overload may not comply with additional rules on cybersecurity, thereby
hindering the effective implementation of mitigation measures.

The second challenge that can prevent the implementation of cybersecurity mitigation
measures involves legal challenges related to data privacy (Choo et al., 2018; EIl Alaoui et al.,
2024; Familoni, 2024; Sarker et al., 2024a; Wurzenberger et al., 2024; Yang et al., 2024).
Essentially, Al technologies may use customers' personal data in an unauthorized manner,

which raises concerns about how Al should be integrated into different fields, including
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agriculture (Pawlicki et al., 2024; Sharma and Gillanders, 2022; Sun et al., 2021). Similarly,
other studies have revealed that Al has transparency issues, known as black-box problems,
where it does not show how data entered into the system is synthesized to provide output (Lin
et al., 2018; Sarker et al., 2024b; Yu et al., 2023). In agriculture, this can lead to issues of
discrimination against farmers of certain socioeconomic backgrounds due to Al bias. In this
respect, Al use in agriculture also presents regulatory concerns that need to be addressed by
farmers and relevant companies to avoid problems of Al bias in the data process.

The third challenge in implementing cybersecurity mitigation measures such as
guantum computing is technical difficulties, especially where employees lack the skills to use
the technologies (Alshaikh et al., 2024; Bui et al., 2024; Raval et al., 2023). The view is
supported by many studies highlighting that small and medium-sized companies in developing
countries lack the financial capacity to train their staff on advanced technologies such as Al
and quantum computing to enhance their ability to use the cybersecurity software in an
effective manner (AlDaajeh and Alrabaee, 2024; Channon and Marson, 2021; Duncan et al.,
2019). In agreement, other researchers have explained that ransomware is constantly evolving
and phishing attacks are becoming more sophisticated, which emphasizes the need for
employees to be given continuous training on advanced technologies in cybersecurity
mitigation (Nazir et al., 2024; Raj et al., 2024; Venkatachary et al., 2024). The strategy can
ensure that employees in the agricultural sector are competent in detecting threats and
addressing any vulnerabilities in the technologies.

5.0 Discussion

The current discussion focuses on cybersecurity threats in agriculture and the possible

mitigation measures. To understand the smart farming architecture that can be attacked by

attacked, the key aspects were based on that of Yazdinejad et al. (2021) shown in Figure 13.
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Figure 14. Smart agricultural system infrastructure (Yazdinejad et al., 2021).

From Figure 14, attacks on smart farming systems can target different layers, including cloud,
edge, physical, and networks. Therefore, diverse mitigation strategies are required to address
the cybersecurity threats at different levels. Besides, a taxonomy related to the cybersecurity

issues was shown in Figure 15.
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Figure 15: Taxonomy for cybersecurity technologies, threats, and security mechanisms.
5.1 Cybersecurity Threats in Agriculture 4.0 And 5.0

The findings on cybersecurity threats in agriculture 4.0 and 5.0 revealed the types of
threats and consequences of attacks on agricultural systems are shown in Table 8. Overall, the
results demonstrate that Agriculture 4.0 and 5.0 are still susceptible to cybersecurity threats

despite perceived advancement in cyber protective measures.
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Table 8. Types of cybersecurity attacks and impacts

Context

Cybersecurity Attacks

Impact on Agricultural Systems

Data

Unauthorized data access due to
the use of default passwords

Injecting false data

Illegal access to agricultural information such
as crop models, livestock conditions, and
production volumes is caused by a lack of
physical security on agricultural smart
equipment.

False data fed into the smart agricultural
systems can lead to faulty analytics and poor
decisions on agriculture leading to losses.

Software

Malware attacks

Third-party attacks

Ransomware attack by installing illegal
software on the agricultural smart systems
that interfere with operations. Used for
blackmail and extortion.

Third-party service providers can access
private data from smart agricultural systems
that cause compromise of an organization’s
confidential information.

Network

Protocol attacks

Edge-gateways hijacking

Vulnerabilities in communication protocols
can be attacked through various strategies,
such as through radio frequency jamming.
Can affect 10T systems and hinder sharing of
agricultural information between different
devices.

Hackers can attack compromised edge-
gateways, take total control of the
agricultural smart systems, and perform
malicious actions such as falsifying data and
manipulating traffic data. Caused by failure
to follow cybersecurity regulations.

Service

Al attacks

Cloud attacks

Blockchain attacks

Attacks can target data gathered by smart
agricultural systems and cause bias in Al
training, leading to false predictions by Al
and poor decision-making.

Attackers can target loT-cloud integration,
causing cloud-data theft as well as main-in-
the-cloud attacks.

Vulnerabilities in blockchain systems such as
transaction privacy leakage, double spending,
and smart contracts can be exploited by
attackers to affect decision making using
smart systems.
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For the factors increasing cybersecurity risks in Agriculture 4.0 and 5.0, the first
element extracted from the literature was the extended use of default passwords and unpatched
firmware (Ali et al., 2024; Demestichas, Peppes and Alexakis, 2020; Ram, Rao, and
Ranganathan, 2023). The implication is that some software and firmware accommodate first-
time passwords and security keys for long durations. In other words, such systems do not
prompt password change from the default. As such, the resultant cybersecurity threat is both
system and human-enabled. On that note, regulations should direct manufacturers of smart
farming firmware and software to have built-in prompts for password changes upon first login
to allow users to set strong passwords. Additionally, password guides should be available to
lead users to standardized strong phrases for passwords and security codes. The other
contributor to increased cyber threat in Agriculture 4.0 and 5.0 was weak or absent mechanisms
for access control of different farming devices (Buchanan and Murphy, 2022; Sontowski et al.,
2020; Rahaman et al., 2024). The implication is that attempts by users to address cybersecurity
threats are thwarted, where the technology distributor reserves the right to access and adjust
the systems. The results show the need for policymakers to review the exclusive rights of smart
farming equipment suppliers regarding the provision of opportunities for operators to gain
panel control for enhancing cybersecurity protection. To this end, literature suggests that the
manufacturer or distributor may have sole rights, which limits the ability to fight cyberattacks
and increases threats to the sustainability of Agriculture 4.0 and 5.0.

Lack of physical security was another factor increasing cybersecurity risks in
agriculture 4.0 and 5.0 (Abbasi, Martinez, and Ahmad, 2022; Zanella, da Silva, and Albini,
2020). The results showed that some devices were stolen and malicious software was installed.
The findings imply that cybersecurity efforts in agriculture 4.0 and 5.0 are crippled by the
exposed nature of projects, which readily avail devices to unauthorized persons. Additionally,

the result shows that agriculture players have not invested in detailed physical security of their
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premises, equipment, and systems. In that respect, policymakers are blamed for not
emphasizing the bare minimum requirements for securing agricultural premises to protect
against potential cyberattack attempts through direct malware introduction. Meanwhile, the
findings showed that increased cybersecurity risks in Agriculture 4.0 and 5.0 stemmed from
the lack of regulations and cybersecurity policies governing the security of 10T devices used in
smart farming (Barreto and Amaral, 2018; Demestichas, Peppes, and Alexakis, 2020). The
implication is that the policy section for related cybersecurity measures is not polished. The
trend suggests that the industry is relying on random standards, with no one held responsible
for failed information protection. The consequence is laxity among technology users, leading
to higher rates of cybersecurity attacks in agriculture 4.0 and 5.0. In that regard, future research
outlining available regulations is warranted.

On the other hand, the study also addressed the consequences of cybersecurity threats
in agriculture 4.0 and 5.0. The findings from the literature revealed that attacks on networks
paralyzed communication between the connected devices and denied the rightful users the
opportunities to utilize the resources (Shah et al., 2022; Caviglia et al., 2023). The implication
is that cybersecurity threats can halt crucial firm activities by locking out communication
portals. Such moments present serious downtimes, accompanied by losses in productivity.
Generally, radio frequency jamming (RF) to deny communication between devices is meant to
interrupt the operational flow in the farm by causing substantial command delays or possible
breakdown of the entire smart farming system. For practice, trained personnel should be
engaged to disable the network attacks and secure the systems before serious damage is caused.
Besides inter-device communication interruption, jamming of network systems was also linked
to preventing human access to work devices (Pirayesh and Zeng, 2022; Yazdinejad et al., 2021,
Salameh et al., 2018). The literature indicated that network system attacks through radio

frequency jamming can block the user interface to lock out human operators from keying
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commands. The implication is that cybersecurity threats render smart farming useless and may
drive farm and processing managers to manual production. The results were similar to that of
other studies, which have shown that cybersecurity breaches can cause damage to equipment
and stalling of operations, which cumulatively lead to extensive financial losses to the company
and damage to its reputation (Boeckl et al., 2019; Drape et al., 2021; Krishna & Murphy, 2017;
Lima e al., 2021; Stephen et al., 2023). In this respect, cyber insurance has been fronted as a
crucial strategy to deal with potential losses linked to cybersecurity attacks and ensure
companies are supported to quickly recover from their difficulties. Moreover, future studies
should consider quantifying the extent of damage caused by jamming device communication
systems in agricultural settings. The current findings suggest possible extensive losses.
Furthermore, the results indicated that cyberattacks breach the confidentiality of digital
agricultural systems when data gets into unauthorized hands (Yazdinejad et al., 2021,
Alahmadi et al., 2022). The finding implies that cybersecurity attacks are not merely directed
at causing system disruption but can involve data theft. In such cases, information marked
private can be exposed to the public. The worst cases highlighted in literature are misuse of the
stolen information for extortion or blackmail. Essentially, a relevant policy can protect the
affected firms from legal implications if the threat is proven and addressed. Nevertheless, the
damage shall have been done, making it necessary to have tight cybersecurity measures in
place. The results also indicated that such data breaches may create legal problems for the
affected agricultural organizations when the data owners opt for compensation (Jerhamre et al.,
2022). The implication is that managers and agricultural investments are not completely safe
during data attacks. On that note, a special observation was made that policy and regulation
protecting agricultural organizations against related cybersecurity data breach lawsuits are not
defined. As such, there is a need for policy improvement to limit the extent of responsibility

for an organization in the event of cyber data theft. To this end, further studies are required to
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explore the available policies for other industries and how they can be applied to digital
agricultural systems to promote Industry 4.0 and 5.0.

The results also showed that cybersecurity attacks in agriculture are associated with
violations of the trust and integrity of the available systems (Yazdinejad et al., 2021; Koduru
and Koduru, 2022). On that note, the implication is that the usage of digital systems in
agriculture may drop with an increase in cybersecurity attack incidences. Essentially, potential
users will avoid the systems to escape possible losses and delays experienced when the system
is under attack. At the same time, customers and employees who value data privacy and
confidentiality may refuse to subscribe to technological solutions to protect their information.
The finding is similar to those of other researchers who noted that the social and financial costs
of cyberattacks may discourage certain companies from transitioning to digital systems as they
fear being spied on by hackers and losing sensitive information to competitors (Pechlivani et
al., 2023; Vangala et al., 2023; Van Hilten and Wolfert, 2022; Zanasi et al., 2024). In this
respect, it is noted that to boost trust in digitization programs, robust cybersecurity strategies
should be developed, and awareness and training should be given to employees to enable them
to understand how to mitigate any potential cyber-security risks. The findings suggest the need
for a strong and elaborate data policy for agricultural smart systems to restore user confidence.
Additionally, the systems should have cybersecurity protection update features to prevent
perpetual attacks and breakdowns.

Finally, the results also pointed out that cybersecurity attacks in smart agriculture may
lead to data loss (Amiri-Zarandi et al., 2022; Ahmadi, 2023). The implication is that attacks on
data can take agricultural organizations back to scratch in terms of database management.
Whenever data is lost, the organization must begin afresh with little information, which slows
down essential processes such as paying suppliers, employees, and bills. The finding was

aligned with the views of several authors, who explained that data loss following cyber-attacks
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could cause loss of intellectual property that gives a company its competitive advantage, cause
damage to company’s reputation, lead to additional costs related to settlement with hackers or
rebuilding damaged software, and legal penalties by regulators (Al Asif et al. (2021; Alferidah
and Jhanjhi, 2020; Axelrod et al., 2017; Studiawan et al., 2023; Van Der Linden et al., 2020).
In this regard, it is realized that data loss affects not only the company but also other
stakeholders invested in them. Also, important contacts are lost in the process, isolating the
farm from essential networks. Further, the results suggest that cybersecurity attacks can lead to
unbudgeted expenses for creating new databases. At times, debtor records may be lost or
compromised, leading to losses. On that note, policymakers should consider compensation
frameworks for affected agricultural firms. Most importantly, data backups are essential for all
smart agriculture systems.
5.2 Cybersecurity Mitigation Measures

A review of the cybersecurity mitigation measures in the agricultural sector revealed
several crucial points. A summary of the key points concerning cybersecurity measures was
shown in Table 9.

Table 9Possible cybersecurity mitigation measures for agricultural smart systems

Context  Cybersecurity Measures Impact on Agricultural Systems

Increase security level and reduce risk of

illegal access to smart farming systems.

Strong passwords Incre_ases_pr?vacy, authenticity, and
confidentiality

Data

Keeps the data encrypted and reduces risk of

unauthorized individuals accessing data on

crop and livestock development as well as

production data.

Firmware update Frequently update the smart farming system
software to increase the level of security and
reduce the risk of possible attacks.

Two-factor authentication

Software
Encrypt drive to prevent access to critical
Encryption of drives smart farming software without
authorization.
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Disable UPnP to avoid exposing the network

Disable UPnP to possible cyber attackers.
Network Block vulnerable and unnecessary ports to
Block unnecessary ports ensure individuals cannot physically connect

to the smart farming system without
authorization.

Account lockout system should be used to
ensure only legitimate users use smart
farming systems to reduce risk of
compromise.

Account lockout

Service Periodic assessment of devices
Smart farming systems should be periodically
assessed using Al, and new vulnerabilities

should be dealt with by upgrading.

The first point from studies such as Shafiq et al. (2020), Sudharsanan et al. (2024), and
Yang et al. (2023) was that farmers using many technological devices should employ advanced
technologies such as Al for improved detection of malware in 10T devices since they can flag
suspicious activities which do not conform to user activity or which bypass security protocols.
Moreover, using Al and 10T also allows the integration of data across many devices, including
UAYV, thereby improving the monitoring of agricultural systems in real-time and faster
response to cyber security breaches (Kim et al., 2021). The findings implied that to encourage
the uptake of Al/loT systems in agriculture and reduce the risk of cybersecurity breaches,
technology companies, farmers, and government agencies should collaborate to improve
internet installation and support infrastructure for farmers, especially those in rural areas who
may not access the services. The strategy is particularly important because successful
cybersecurity mitigation can encourage more farmers to go digital by selling produce online,
seeking online loans, and expanding their agricultural operations. The obtained findings were
consistent with those of many researchers (Camacho, 2024; Chan et al., 2019; Ferrag et al.,
2021; Kang, 2023; Sumathy et al., 2023; Zhao et al., 2024b), who also noted that Al could

analyze data from different sources simultaneously and provide notifications for cybersecurity
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threats in real time thereby enabling faster response to any emerging threat. However, one
policy implication of using Al in cybersecurity is that further analysis of the Al output should
be done to verify them since Al is affected by ethical issues of discrimination and bias
(Hofstetter et al., 2020; Holzinger et al., 2024; Kusyk et al., 2019; Liu and Murphy, 2020). Al
operation heavily depends on the nature of data used in its training, and hence, poor quality
data can reduce the effectiveness of its output. Therefore, one practical implication is that when
using Al in smart agriculture, a large and diversified dataset should be employed to improve
the accuracy of outputs.

The second finding was that cybersecurity threats can be mitigated by using blockchain
and quantum computing measures to enhance the encryption of passwords and minimize issues
of hacking. Several studies emphasized that quantum computing techniques improved the
privacy and accuracy of smart grid systems due to faster processing power, which can ensure
secure transmission of data between 10T devices while also ensuring better detection of any
attacks (Abdel-latif et al., 2021; Alomari and Kumar, 2024). The results implied that
cybersecurity mitigation can prevent identity theft issues, which can cause financial losses to
farmers and threaten their farming activities. Besides, using quantum computing and
blockchain strategies can prevent issues of supply chain disruption and delays in food
distribution that are linked to cybersecurity breaches. The findings were aligned with the views
of several authors (Etemadi et al., 2020; Padhy et al., 2023; Rangan et al., 2022; Torky and
Hassanein, 2020) who explained that the use of blockchain and quantum computing enhanced
security, safety and transparency of data systems thereby reducing food supply chain risks. The
result implies that apart from improving security, cybersecurity technology can enhance
transparency, which enhances trust among stakeholders in the agriculture supply chain, leading
to improved collaboration and outcomes. Therefore, one policy implication of the finding in

cybersecurity is that blockchain and quantum computing technologies should be fronted as
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crucial standards for compliance for farmers seeking to develop smart systems integrating
payment infrastructure. The strategy can ensure that even where farmers lack knowledge of
cybersecurity, they are guided on best practices to ensure safety in payments, which reduces
the risk of financial losses through hacking.

The third finding was that cybersecurity threats can be managed by creating awareness
and training programs to avoid human errors, which can lead to cybersecurity breaches (Al-
Emran and Deveci, 2024; Chaudhary et al., 2023). The programs should target employees of
agricultural companies and individual farmers with smart agricultural systems. Local or
national government agencies can create training programs and make them available free of
charge to all farmers to foster a culture of cybersecurity consciousness. The findings resonated
with those of many researchers, who have pinpointed that training on cybersecurity enables
safe browsing practices, improved password creating and account security, better data
protection practices, and increased phishing awareness and avoidance (Majumdar et al., 2023;
Manninen, 2018; Nikander et al., 2020; Riaz et al., 2022; Shafik et al., 2023). In agreement
with the finding, other researchers have indicated that there is a need for companies to clarify
personal liability principles where cyberattacks that occur due to employees’ negligence and
inappropriate handling of data leads to them being held accountable and penalized (Aliebrahimi
and Miller, 2023; Carneiro et al., 2021; Kuzlu et al., 2021; Rudo and Zheng, 2020; Shaaban et
al., 2022). The strategy can ensure that more employees understand the magnitude and
seriousness of cybersecurity measures and take a proactive approach to learning about
mitigation measures and response to any suspicious online activity. Therefore, one practical
implication of the results is that training programs should target the different areas that align
with standards, guidelines, and policies on cybersecurity management to ensure individuals

involved are informed about the best practices in the industry.
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The fourth result involved following regulatory standards and guidelines in
cybersecurity to ensure effective monitoring and evaluation of risk and enable faster response
and recovery in the case of a cybersecurity breach (Khan et al., 2022; Toussaint et al., 2024).
The policy implication of the result is that governments should develop practical standards and
guidelines that farmers and other agricultural stakeholders can use to enhance their
cybersecurity practices and ensure uninterrupted smart farming systems. The result was
consistent with those of many researchers who have noted that a lack of robust regulatory
framework can affect compliance and response strategies to cybersecurity risk (Khan et al.,
2024; Lone et al., 2023; Prasetio and Nurliyana, 2023; Tsao et al., 2022; Vatn, 2023). Of
importance to note is that in creating laws and regulations, the emphasis should be on avoiding
those that are costly, complicated, and difficult to implement, which discourage many people
from following them (Chiara et al., 2024; Eashwar and Chawla, 2021; Furfaro et al., 2017;
Mitra et al., 2022). Besides, since the use of cybersecurity varies based on the sector, there is
no one-size-fits-all regulation, and efforts should be made to specify regulatory compliance
based on the unique needs of companies in various industries. The view has been emphasized
by other studies, which have shown that creating standards and regulations aligned with
specific company operations as well as customizing cybersecurity software improves
monitoring and engagement of employees in cybersecurity (Berguiga et al., 2023; Dayioglu
and Turker, 2021; Demircioglu et al., 2023; Guruswamy et al., 2022; Hadi et al., 2024). The
strategy can ensure that stakeholders in the agricultural sector obtain more benefits from the
regulation in terms of ease of interpretation and implementation in their normal operations.

When implementing cybersecurity measures, it was noted that there are certain issues
that need to be addressed to ensure effective outcomes, including technical challenges, legal
challenges, and negative attitudes toward cybersecurity (Araujo et al., 2024; Raval et al., 202;

Wurzenberger et al., 2024). The result implied that while implementing cybersecurity
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mitigation measures, companies should strive to reduce the vulnerability of their systems by
checking potential weaknesses in the security framework and addressing them before they
happen. The technical challenges, such as the inability of employees to identify configuration
errors or scan for threats, have also been highlighted by other researchers who have emphasized
employees training in cybersecurity-related areas such as network security control, coding, and
encryption, understanding of operating systems, and cloud systems management (Lezoche et
al., 2020; Maraveas et al., 2022; Roopak et al., 2019; Strecker et al., 2021; Tlili et al., 2024).
In this regard, the policy implication of the finding is that regular training programs should be
developed by agricultural firms to enhance the technical skills of their employees in
cybersecurity management. Meanwhile, the result of legal challenges implied that companies
should develop internal regulations and standards to ensure employees understand how to
manage data and control access to smart systems, thereby complying with cybersecurity
measures. The result resonates with those of other studies, which have revealed that although
national and global standards may be developed on cybersecurity, it is only at the company
management level that effective strategies can be developed to ensure appropriate
organizational culture and employee behavior to ensure compliance with the cybersecurity
regulations (Caviglia et al., 2024; Freyhof et al., 2022; Senturk et al., 2023; Vandezande, 2024).
In this regard, the findings suggest the need for company managers to take initiatives to allocate
adequate resources to train employees and acquire cybersecurity software to not only deal with
potential threats but also vulnerabilities in smart systems.
5.3 Future Research Directions

One recommendation for future research is that more studies should be done on the
financial impact of using 10T in smart farming. The analysis conducted showed that using
cybersecurity technologies can enable improved efficiency and costs in agriculture as most

systems, such as irrigation, weather, and logistics, are automated, secured, and integrated.
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However, examining the extent of cost-benefit when using cybersecurity technology can be
used as a basis to motivate more farmers to adopt Al/loT systems in agriculture. The second
recommendation for future research is that more studies should be done on policies that
governments should create to promote cybersecurity and technology in agriculture. Although
smart farming can improve the efficiency of resource use, such as water in irrigation, there are
challenges linked to cybersecurity threats that should be addressed when adopting the system.
Therefore, examining global and national policies on cybersecurity management can help to
understand how farmers can be supported through private-public partnerships when engaging
in smart agriculture. The third recommendation for future research is that more studies are
needed on how to manage Al limitations, such as bias and discrimination of certain
demographics, which hinder its widespread adoption in cybersecurity management.
Conducting such a study can improve insights into the strategies to use to ethically use Al to
promote cybersecurity. Moreover, future studies are needed on how to create global regulatory
requirements and standards on cybersecurity to promote critical issues such as human rights
and data privacy online. The fourth recommendation for future research is that more analysis
is needed concerning Al consciousness, where Al algorithms develop self-awareness and can
use the knowledge gained from training to solve problems in unrelated fields for which they
are not trained. Although this feature of Al is useful in improving its detection and monitoring
of potential online threats, it also poses the challenge of the unpredictable behavior of Al. In
this respect, future analysis on the topic can improve insight into how agricultural companies

can safely deploy Al in cybersecurity without compromising their systems.

5.4 Recommendations
One recommendation for practice based on the study is that cybersecurity training

programs targeting farmers should be developed to improve their knowledge of data
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management and reduce the risk of cybersecurity breaches. In the training program, the main
focus should be on unintentional threats such as data sharing and weak passwords, which can
be easily found and used by other people to illegally access agricultural smart systems. The
training of farmers should aim at positively shaping their behavior and attitudes towards
cybersecurity management and ensure they take a proactive approach in monitoring, detecting,
and responding to any suspicious malware. The second recommendation for practice is that
farmers and agricultural companies implement a multi-layered security strategy where they use
Al and IoT technologies to improve the integration of systems and quick detection of malicious
attacks, as well as quantum cryptography technology to increase data encryption. The
multilayered approach can enhance the protection of sensitive data and transactions while also
ensuring better recovery of data in case of breach since data is stored on many devices. The
underlying idea of a multilayered cybersecurity approach is recognizing that threats to digital
systems emerge from various sources, and there is a need for diverse methods to tackle each
potential threat. The third recommendation for practice in cybersecurity targeting farmers and
the broader agricultural sector is that more support and digital infrastructure should be set up
in rural areas to ensure that farmers who transition to digital systems can easily get help when
faced with challenges of hacking and data breach. The strategy can be in the form of Starlink,
which is the satellite internet provider that ensures even individuals in remote areas can enjoy
high-speed internet connections and manage their digital systems. Providing more digital
support to farmers can not only encourage them to digitize their agricultural systems but also
implement cybersecurity measures to protect their smart systems. The fourth recommendation
for practice is that agricultural companies should seek cyber insurance so that the liability
associated with cyber-attacks, such as loss of customers and finances, can be managed by a

secondary entity. The strategy is realized to be critical, especially in cases where employees
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have little cybersecurity education and show reluctance to take a proactive approach to learning
about mitigation measures.
6.0 Conclusion

The main aim of this study was to examine the cybersecurity threats that affect
Agriculture 4.0 and 5.0 and the potential strategies for mitigating the problems. The research
methodology involved a secondary method in which a narrative review design was considered,
where previous studies done on cybersecurity issues in agriculture were sampled and analyzed.
Concerning cybersecurity threats, the review revealed that there are several risks that increase
the risk of 10T device data breaches in agriculture. The main risks were identified to include
obsolete unpatched software and wireless technologies, which can easily be hacked, and lack
of strong authentication criteria to prevent illegal access to the technology systems. Moreover,
the findings revealed that other cybersecurity risks included a lack of comprehensive policies
on cybersecurity to guide farmers on the appropriate use of 10T devices to prevent data breaches
and failure to update cybersecurity software. Meanwhile, the cybersecurity threats that were
likely to affect smart systems in agriculture include attacks on data to steal customer data and
sensitive company information, attacks on networks and equipment such as denial of service
to disrupt the various agricultural operations, and attacks on software through malware
injection or during software updates to change intended agricultural operations. Due to the
many cybersecurity threats that affect agricultural technologies, it was noted that a diverse
approach is required when mitigating the challenges.

The objective regarding strategies to mitigate cybersecurity risks in agriculture was also
addressed. In particular, the findings revealed the strategies that can be employed to prevent or
manage cybersecurity threats, including creating awareness and training programs that help
farmers develop relevant skills to monitor, identify, and manage any cybersecurity threats.

Secondly, the review showed that creating a robust policy framework on cybersecurity can help
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farmers understand the main issues to consider in implementing smart systems to enhance
security in terms of detecting, responding, and recovering from any data breach. In addition,
the result showed that utilizing Al algorithms in loT devices can enhance security by enabling
efficient and accurate analysis of large datasets to identify patterns of malware and phishing
attacks. The findings also showed that using quantum computing techniques can improve the
efficiency of identifying malware and responding to it since quantum computing presents a
higher processing speed than conventional techniques.

The other crucial point from the analysis was that several challenges may be
experienced when implementing cybersecurity mitigation measures. Firstly, a lack of technical
expertise may hinder employees from taking a proactive approach to data security since they
can fail to interpret warnings of suspicious cyber-attacks, which can lead to data breaches.
Secondly, the review showed that work overload can cause stress on employees and hinder
them from complying with cybersecurity standards when managing online data. Lastly, the
findings showed that legal issues related to data privacy may restrict the adoption of Al

technology, especially where its use in agricultural systems is unclear.
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Appendix 2: Thematic Analysis Summary

Themes

Subthemes

Codes

Cybersecurity Technologies in

Agriculture 4.0 and 5.0

Cybersecurity Framework

Identify threat, protection mechanism, monitor, respond, and recover

Smart climate monitoring

Monitors and predicts weather conditions

Smart livestock tracking and

geofencing

Monitors livestock location on farm

Smart crop monitoring

Monitors crop growth and development

Smart equipment monitoring

Monitors irrigation systems, water flow, and water pressure

Smart logistics and warehousing

Employ robotics to locate products around warehouse and track

inventories or shipments.

Importance of cybersecurity

technologies in agriculture

Improved efficiency and cost savings in agricultural operations

Cybersecurity Threats in

Agriculture 4.0 and 5.0

Factors affecting cybersecurity

risks

Outdated applications, poor cybersecurity practices, and lack of proper

security infrastructure

Intentional cybersecurity threats

Malware, hacking, phising, ransomware




Unintentional cybersecurity

threat

Accidental data sharing, unauthorized access to computing

infrastructure, improper encryption, and configuration error

Impact of cybersecurity breach

in agriculture

Affect irrigation systems, food supply chain, and food processing plants.

Cybersecurity Mitigation
Measures in Agriculture 4.0 and

5.0

Al/IOT Tools

Enable integration of data across many devices; Convenient monitoring

on mobile phone and faster response in case of breach

Quantum safe cryptography

technologies

Enable better encryption and protection of sensitive data, preserve

integrity of digital transactions

Human risk management

Creating awareness and training on data control and management

Regulatory standards and

compliance

Following best practices in cybersecurity reduce risk of attack and faster

recovery in case it occurs




